
EPI Builder Revoke Process: 

Step 1: Open EPI Builder Client License Manager 

NOTE: If using Windows 7 OS, please make sure to run the Client License Manager as an Administrator. 

 

 

Step 2: Select “Tools”, “Revoke License” and then “OK” once License Revocation window appears 

NOTE:  Save all s/n’s for future reference 

 

 

 

 



Step 3: Select “Automated via Internet” or “Revoke and Send confirmation by phone” 

NOTE: Revoking via internet is recommended if available, otherwise manual request (Revoke Codes) can be sent 

via phone or email. 

 

Selected “Automated via Internet” 

 

 

 

 

 

 

 



Step 4: Notification of successful revoke process is received 

 

 

 

 

 

 

 

 



EPI Builder Activation Process: 

Step 1: Open EPI Builder Client License Manager 

NOTE: If using Windows 7 OS, please make sure to run the Client License Manager as an Administrator. 

 

 

Step 2: Select “Tools”, “Activate via Internet” or “Activate by Phone” and then “OK” once Product Activation via Internet 

window appears 

NOTE:  Save all s/n’s for future reference 

  

 

NOTE: If internet connectivity is not available, then select “Activate by Phone”. You will need to email or phone in the 

activation code to IWS for manual activation. 



Step 3: Notification of successful activation process is received 
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Important Information - Must read prior to utilizing the CA4K™ API.  
 

1) This document pertains to information regarding the CA4K™ API Version 1.    
 

2) The CA4K™ API is designed to allow third party applications to interact with CA4K™ 
software.  

 
3) A valid run time API license is required to use this feature. This license must be 

purchased and the API feature must be enabled in the CA4K™ software license.  
 
4) The utilization of the CA4K™ API requires an experienced programmer.    
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



5 
 

 
Scope 
 
This document contains information regarding the utilization of the CA4K™ API.   
 
 
 
 
 
 
Prerequisites 
 
• A functional CA4K™ system with a software license that has the API feature 
enabled.  
 
 
 
• An Experienced Programmer.  
 

 
 
  
    
Related Documents 
 

 
• CA4K™ “Complete Install” Installation Guide   

 
 

 
 

 
 

API Files  
 

The CA4K™API consists of one DLL. The filename is ‘CardAccess.API.DLL’.  
This DLL must reside in the “CardAccess4K” folder. If needed, there is a sample 
application available from Continental Access that utilizes all the methods in the API.  
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API Function Specifications  

 
The CA4K API functions are listed below. 

 
 
 
 

1. Initialize and Login API 
 
public bool LogIn(string username, string password) 
if the user name or password is blank, default admin account and with default password will be used. 
 
Parameters: 
username:  User name 
password:  User password 
 
Return Values: 
True or False.  
 
 

2. Get Panels list 
 
public DataTable GetPanels() 
Returns a DataTable with all Panels for the user.  

 
 

3. Get Readers list 
 
public DataTable GetReaders(int PnlNo = 0) 
Returns a DataTable of Readers of a Panel for the user.  
 
Parameters: 
PnlNo:  Panel Number (if PnlNo = 0 returns readers of all Panels) 
 
 

4. Get Relays list 
 
public DataTable GetRelays(int PnlNo = 0) 
Returns a DataTable of Relays of all Panels (PnlNo = 0 ) or a specific Panel for the user.  
 
Parameters: 
PnlNo:  Panel Number 
 
 

5. Get Access Groups list 
 
public DataTable GetAccessGroups() 
Returns a DataTable of Access Groups for the user.  
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6. Badge Operations 
 
public int BadgeOperation(System.UInt16 Facility,  System.UInt64 Badge, System.String 
FirstName, System.String LastName,  System.String MI,System.UInt16 AGNo1, System.UInt16 AGNo2, 
System.UInt16 AGNo3, System.UInt16 AGNo4, System.UInt16 AGNo5, System.UInt16 AGNo6, 
System.UInt16 AGNo7, System.UInt16 AGNo8, System.UInt16 AGNo9, System.UInt16 
AGNo10,System.UInt16 AGNo11,System.UInt16 AGNo12, System.UInt16 AGNo13, System.UInt16 AGNo14, 
System.UInt16 AGNo15, System.UInt16 AGNo16, System.UInt16 Operaton) 

 
Parameters: 
Facility:  Facility code 
Badge:  Badge Number 
FirstName: First Name 
LastName: last Name 
MI: Middle Initial 
AGNo1 ~ AGNo16: Access Group 1 ~ 16 Number 
Operation: 

       0: Insert Badge 
1: Delete Badge 
2: Update Badge 
3: Enable badge 
4: Disable Badge 

 
 

7. Door Operations 
 
public int DoorOperation(UInt16 Panel, UInt16 Door, UInt16 Time, UInt16 Operation) 
 
Parameters: 
Panel:  panel Number 
Door:  Reader/Door number 
Time:  Strike Time (in seconds) 
Operartion: 
1: Lock 
2: Unlock 
3: Unlock Hold 
 
 

8. Reader Operations 
 
public int ReaderOperation(UInt16 Panel, UInt16 Reader, Boolean Enabled) 
 
Enable or Disable reader.  
Parameters: 
Panel:  panel Number 
Door:  Reader/Door number 
Enabled:  enable / disable flag 
 
 

9. Relay Operations 
 
public int RelayOperation(UInt16 Panel, UInt16 Operation, UInt16[] Relays, UInt16 RelayCount, 
UInt16 Seconds) 
 
Parameters: 
Panel:  panel Number 
Relays:  List of Relay Numbers 
RelayCount:  Number of relays returned. 
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Operation: 
       1: Momentary ON 

2: Hold Energized 
3: Deenergized 
 

10. Panel Operation 
 
public int PanelOperation(UInt16 Panel, Boolean Enabled) 
Enable or Disable Panel. 
 
Parameters: 
Panel:  Panel Number 
Enabled:  Enable or Disable flag 
 
 

11. Lockdown Operation 
 
public int Lockdown(UInt16 AreaNo, Boolean LockEnable) 
Activate or Deactivate Lockdown area. 
 
Parameters: 
AreaNo:  Lockdown area Number 
LockEnable:  Activate or Deactivate flag 
 
 

12. Threat Level Operation 
 
public int ThreatLevelActivate(UInt16 LevelNo, Boolean Activate) 
Activate or Deactivate Threat Level. 
 
Parameters: 
LevelNo :  Threat Level Number 
Activate:  Activate or Deactivate flag 
 

13. Link Operation 
 
public int LinkOperation(UInt16 Panel, UInt16 Link, UInt16 Operation) 
 
Activate or Deactivate Links. 
 
Parameters: 
Panel:  Panel Number 
Link:  Link Number 
Operation: 
1: Activate 
2: Deactivate 
3: No Change 
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14. Activity Link Operation 
 
public int ActivityLinkOperation(UInt16 Panel, UInt16 ActivityLink, Boolean Enabled) 
 
Activate or Undo an Activity Link. 
 
Parameters: 
Panel:  Panel Number 
ActivityLink:  Activity Link Number 
Enabled: Activate or Undo flag 
 
 

15. Napco Panel Area Operation 
 
public int NapcoAreaOperation(UInt16 Panel, UInt16 areas, bool bArmDisarm) 
 
Arm or Disarm Napco panel areas. 
 
Parameters: 
Panel:  Napco Panel Number 
areas:  Areas bits ( 0x01 ~ 0xFF ) 
bArmDisarm: Arm or Disarm flag 

 
16. In-list Query 

 
public DataTable InlistQuery(UInt16 Panel, UInt16 Reader) 
 
Returns DataTable of In-list badges. 
 
public int InlistQuery(UInt16 Panel, UInt16 Reader, UInt64[] BadgeList, out UInt16 ResultSize) 
 
Get array of badge list and number of badges. 
 
If Panel= 0 and Reader = 0, all badges will be returned. If Reader  = 0, all badges belong the panel will 
be returned. 
 
 

17. Get Last Error 
 
public string LastErrorStr 
Return error text last occurred. 
 
 

18. Name of database used 
 
public string ConnectStr 
Returns SQL Server and database name.  
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19. Get Alert subscriber status 
 
public bool AlertSubscriberStatus 
Returns Alert subscriber status.  
 
 
Alerts (Events) Functions 
 

20. Post an Event to Card Access event grid 
 
public bool PostEvent(int aCat, string aClass, string aDescription, string aName, bool aPending 
= false, int aPriority = 40, bool aRespReq = false) 

 
caAccess.PostEvent(0, “SYSTEM”, “Test Event from API”, “Location 1”, true, 40, false) 
NOTE: Please contact developer support for more information.  
 

Parameters: 
aCat:  Category number of events 
aClass:  Event Class 
aDescription:  Event Description 
aName:  Location of event 
aPending:  Event goes to pending alert grid or event grid 
aPriority:  Priority value if event (1 ~ 99) 
aRespReq:  User response dialog is required or not 
 

 
21. Receive Events from Card Access 

 
Receive events from CA4K by subscribing to EventReceivedHandler. 
NOTE: Please refer sample code bellow.  
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Sample Program 
 

 
using CardAccess.API; 
using CardAccess.Messaging; 
 
private ca4Knet caAccess; 

 
        private void InitializeApi() 
        { 
            caAccess = new ca4Knet(); 

  caAccess.OnEventReceived += new 
ca4Knet.EventReceivedHandler(caAccess_OnEventReceived); 
caAccess.LogIn("admin", ""); 

        } 
        void LockDoor() 
        { 
            if (caAccess!= null) 
            { 
                int result = caAccess.DoorOperation(1, 1, 0, 3); //Unlock Hold Door #1 at  

                                            //Panel # 
            } 
        } 
 
        void UnLockDoor() 
        { 
            if (caAccess!= null) 
            { 
                int result = result = caAccess.DoorOperation(1, 1, 0, 1);//Lock Door #1 at  
                                                        //Panel #1 
            } 
        } 
 
 
        void caAccess_OnEventReceived(object sender, DataEventArgs sde) 
        { 
             caAlertData alertData = new caAlertData(); 
             alertData = sde.DataPacket.DataObject as caAlertData; 
              if (alertData != null) 
              { 
                     //TODO with events 
              } 
        } 

 



CardAccess 4K: The Next Generation of Enterprise Security Management Solutions

CA4K SIX SIMPLE STEPS



THE SIX SIMPLE STEPS ARE LISTED BELOW:
COMPORT
CONFIGURATIONPANELS
ADMINISTRATIONSCHEDULES
CONFIGURATIONREADERS
ACCESSACCESS GROUPS
ACCESSPERSONNEL



CONFIGURATIONCOM PORTS
Com Ports Screen
Take notice to the 
removal of the “EDIT” 
button.  Once a change 
has been made, it will 
force you to save the 
change.
Non-Polling Option-Pings 
each panel 1 every 
minute as appose to all 
the time.
Mac Address- Sync for 
Networked Panels



CONFIGURATIONPANELS

Panel Status…-This allow 
you to retrieve the panel 
status, firmware, etc.



ADMINISTRATIONSCHEDULES

Schedules
Take notice to the removal of the 
“EDIT” button.  Once a change 
has been made, it will force you 
to save the change.



CONFIGURATIONREADERS-GENERAL

General Tab-Allows you to configure 
the normal behavior of the reader.  
Take notice to the Panel Field.  It is not 
a modifiable field.  Once it is selected, 
you are no longer allowed to change 
it.



CONFIGURATIONREADERS-DOOR CONTROL

Door Control Tab-Allows you to adjust 
time schedule, mapping of door 
sensors, bypass inputs, strike relays.  If 
using a keypad, one must indicate in 
this screen that the keypad is being 
used.



ACCESSACCESS GROUP

This is your basic Access Grp 
Screen.  



SYSTEMPERSONNEL

The Personnel screen is where you will program the 
specific badge numbers for each card holder.  
Note: CA4K allows you to program multiple cards per 
person.



PERSONNELBATCH MODIFYGENERAL

Batch Modify 
General.  
Allows you to 
batch load, 
or modify 
large 
numbers at a 
time.  
Note: Delete 
Existing 
Option



PERSONNELBATCH MODIFYACCESS GROUP

Within the Batch Modify Screen, the FIVE major 
tabs are separated for simpler programming. 
Note: Each access group now as an Activation 
and an Expiration date.



PERSONNELBATCH MODIFYCONTROL

The Control Tab allows 
you to include all the 
different options with the 
Control Tab of the 
Personnel Screen.



PERSONNELBATCH MODIFYPERSONNEL

Personal Tab is Generic User data.  This 
information does not affect how the 
badge record is stored at the panel.



PERSONNELBATCH MODIFYCUSTOM

Custom Fields are populated on this tab.  Our 
Software has a maximum of 48 customizable 
fields
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IMPORTANT INFORMATION - MUST READ 
 
1) The CardAccess.UniverseFinder utility was previously named SDCFinder. 

If your software contains the old SDCFinder utility, it is recommended to get 
the updated version of the utility named 
“CardAccess.UniverseFinder.exe”.  

 
Note: The older SDCFinder utility required you to enter the last 3 digits of 
the MAC address prior to searching and discovering.   

 
2) A DHCP enabled router is recommended to provide an IP address to the 

CICP2100 Network Adapter. The CICP2100 network adapter defaults to 
DHCP mode. 
  

3) A computer with the CardAccess.Universe Finder utility and a supported 
web browser is required to configure the CICP2100 network adapter. The 
supported web browsers are Chrome and Internet Explorer (Chrome is 
recommended). 

 
4) The computer with the CardAccess.Universe Finder utility and supported 

browser must be on the same subnet as the IP address provided by the 
DHCP enabled Router or by an APIPA address. 
 
Very Important: To RESET (clear) any previously programmed IP address 
information, you must install a jumper (apply a short) across the J3 jumper 
on the Ethernet Interface board while cycling power to the CICP2100. This 
will default the network adapter back to the default DHCP mode. After the 
CICP2100 powers up, YOU MUST remove the jumper from J3 after 5 secs. 
J3 is the two pins closest to the cutout in the PCB. 
 

 
5) The early versions of ethernet firmware did not support APIPA. Without a 

DHCP enabled router, and no support for APIPA, it could be very difficult to 
initially discover the CICP2100. The support for APIPA started with Ethernet 
firmware version 12.6.8. If the CICP2100 Ethernet firmware is not V12.6.8 or 
later, it is recommended to update the firmware using the 
CardAccess.UniverseFinder.exe utility.  
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6) The early versions of ethernet firmware did not give you the ability to change 
the port. The port defaulted to 3001. The new ethernet firmware provides the 
ability to change the port number.  

 

 

 

Scope 
 
This document contains information regarding the programming of the CICP2100 ethernet network adapter 
using the Universe Finder utility. The Universe Finder utility will discover the CICP2100. The Configuration 
Web Interface portion of the utility is used to view the contents of the network adapter and to program in a 
static IP address, subnet mask, gateway, Baud Rate and Port. By default, the CICP2100 network adapter 
defaults to DHCP.  

 
 

 
 
 

Prerequisites 
 
DHCP enabled Router  
 
Mac Address of the CICP2100 Ethernet Network Adapter  
 
A computer with a supported browser (Chrome or Internet Explorer) 
 
Universe Finder utility V1.2.0.0 or later 
 
Ethernet Network Adapter Firmware version 12.6.8 or later 
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CICP2100 Network Diagram 
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 Figure 1 

    
 

      
 

Computer with a supported Browser (Chrome 
or Internet Explorer) 
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STEP 1: 
 

CICP2100 Physical Connection (Refer to Figure 1) 
 

1. Using an Ethernet cable, connect the CICP2100 network adapter to a DHCP enabled router or network 
(refer to figure 1).   

 
2. Power up the CICP2100. The CICP2100 will default to DHCP mode, and will request and obtain an IP 

address from an available DHCP server. If a DHCP server is not found and the latest Ethernet 
firmware is in the CICP2100, an APIPA address should be assigned to the CICP2100.  
 

STEP 2: 
Launch the “CardAccess.UniverseFinder” Version 1.2.0.0 or later utility to discover the CICP2100.  
 

1. Launch the Universe Finder utility. The Universe Finder utility executable name is 
“CardAccess.UniverseFinder.exe”. After launching the utility, the CICP2100 IP Discover main screen 
will display. 

 
2. On the main screen, select “CICP2100” and click “Discover” (refer to Figure 2). 

 
Note: On the older SDCFinder.exe, you must type in the last three digits of the CICP2100 Network 
Adapter MAC address.  

 

 
Figure 2. 
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3. If the device is found, the middle of the screen will display the mac address and IP address of the 
devices found.  (refer to Figure 3). The status bar will also display the number of devices found (n 
device(s) found).  

 

 
Figure 3. 
 

 
 
 
 
 

4) At this point, select your device in the list. Once selected, you must launch the Configuration Web 
Interface by clicking the Launch button (refer to Figure 4).  
 
NOTE: It is not recommended to launch the Configuration Web Interface outside of the Universe Finder 
utility.   

 
 

 
 

Figure 4. 
 
 
 
 
 
 



9 
 

 
 

STEP 3: 
View the current Network information  
 

1) After a successful launch of the Configuration Web Interface, the main page displays as per below.  
View the current network information including the Firmware Version, Device IP and Device Mac. If 
the correct MAC address is displaying, this confirms you are viewing the correct device. Verify the IP 
Address displaying is a Static IP Address. If not, program in a static IP address. The IP address must 
also be programmed into the CardAccess software and must never change. 
 

2) If a different IP address needs to be programmed in, perform the following steps.  
 
Note: As previous mentioned, the Firmware version should be 12.6.8 or later (see below). If it is not, 
please contact Continental Technical Support for the latest firmware file.  
 
 

 
 
Figure 5. 
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STEP 4: (Required) 
Programming in a static IP Address, subnet mask, gateway, baud rate and Port number.  
 

1) As previously mentioned, the CICP2100 network adapter defaults to DHCP and should obtain an IP 
address from a DHCP server or be assigned an APIPA address. This IP address must be programmed 
into the CardAccess software, and must never change. To prevent it from changing, it is recommended 
to program in a static IP address into the CICP2100 network adapter.  
 

2) To program in a static IP Address, click Setup at the home page (refer to figure 6). The Setup screen 
displays with an IP Address, Subnet Mask and Gateway. Select Use Static IP and type in the static IP 
Address, Subnet Mask and Gateway (refer to figure 6). 
 

3) Select the desired baud rate (refer to figure 6).   
 

4) Select the desired port number (refer to figure 6). Note: It is recommended to leave it at port 3001. 
 

5)  Click Save. 
 

 
 
 

 
 
 
Figure 6. 
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APPENDIX A 
Resetting IP Address and defaulting back to DHCP (refer to figure 7) 
 

       If the Universe Finder utility fails to find the CICP2100, there might be an incorrect IP address already 
programmed into the Ethernet Network adaptor that is on a different subnet. To clear any previously 
programmed IP address information, you must install a jumper (apply a short) across the J3 jumper on the 
Network Interface board while cycling power to the CICP2100. This will default the network adapter back to the 
default DHCP mode. After the CICP2100 powers up, YOU MUST remove the jumper from J3 after 5 seconds. 
Note: J3 is the two pins closest to the cutout in the board. Disregard any silkscreen references to J3.  

 

 
Figure 7. 
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APPENDIX B 
 
Resetting Login credentials for Universe Finder utility.  
 

To RESET the Configuration Web Interface login credentials back to the default credentials, you must 
install a jumper (apply a short) across the J5 jumper while cycling power to the CICP2100. After the 
CICP2100 powers up, YOU MUST remove the jumper from J5 after 5 secs. This procedure will default the 
Username back to “admin” and Password back to “admin”. To change the password, select “Change 
password”. 
 

 

 
Figure 7. 
 
 
 

 
Figure 8.  
 
 
 
THE END. 
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Must Read before you begin installation 
 

• Prior to programming the CA4K™, verify the CA4K™ is installed, licensed and launches without any 
errors.  
 

• This document is intended to assist with programming a very basic system.  
 

• One important change in CA4K™ is when you are editing devices, you do not have to click Edit to begin 
entering data. It is only required to type in the data and click Save.  
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Overview 
 

This document provides a step by step procedure of programming a basic CA4K™ system.  During the 
installation, the CA4K™ pre-configures most of the settings required for a basic system. The following 
steps will guide you through programming the remaining items to get a basic system operating (Com 
Server/Port, Panel, Schedule, Reader, Access Group and Personnel).   
 
  

 
 
 

Related Documents 
 
 
CA4K™ Complete Install Installation Guide - A step by step guide on installing a “Complete Server” installation.   
 
CA4K™ Database Only Installation Guide - A step by step guide on installing a “Database Server” installation.   
 
CA4K™ Hardware Communication Server (HCS) Installation Guide - A step by step guide on installing an HCS 

Installation.    
 
CA4K™ Report Station Installation Guide - A step by step guide on installing a “Report Station” installation.  
 
CA4K™ Server Only Installation Guide - A step by step guide on installing a “Server Only” installation.  
 
CA4K™ Workstation Installation Guide - A step by step guide on installing a “Workstation” installation.    
 
CA4K™ Data Migration Guide - A step by step guide on migrating a CardAccess 3000 database to a CA4K™ 

database.   
 
CA4K™  TCP/IP Ports Reference Guide – TCP/IP Ports Reference Guide.    
 
CA4K™ System Requirements – Computer Specifications.   
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Prerequisites 
 

• A complete functional CA4K™ installation with 5 databases created.   
 
 

•    Connect the CA4K™ Server (host) to one Continental controller with only one reader connected. 
The goal here is to get a basic system functioning. If the hardware supports it, connect using a serial 
polling cable from the host computer to the polling connector on the panel. If a serial option is not 
available, configure and use a Network device. Refer to the appropriate documentation to configure 
the Network Device.    
 

 
  



6  Quick Start Programming Guide 
 

Basic Programming for Easy System Setup 
 

  (You must configure the following basic items to get a basic system operational – Com Port, Panel, 
Reader, Schedule, Access Group and Badge) 

 
 

Note: Verify the Database Utility (DBUtility4K) is configured properly before launching the CA4K™ 
software 

 
 

1) Prior to launching the CA4K™, launch the CA4K Database Utility to verify the connection 
information is correct. To Launch the CA4K DBUtility, Click the DBUtility4K icon on the 
desktop. 

 
 

 
      

 
 
 
 
 

2) If you are prompted for the CardAccess4K Database Utilities password, type pr1532 and then 
click OK. 
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3) Verify the Database Connection screen is pointing to the correct live databases. There is a live 

Configuration database and a live Events database in the CA4K™. If everything is correct, 
click Save Settings and Exit. 
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Launching the CA4K™ 
 
4) To Launch the CA4K™ software, Click the CardAccess 4K icon on the desktop. 
 

 
        
 
 

5) The CA4K™ Log In screen will display.  
 
 

Log In to CA4K™ 
 
6) Type the default User name (admin) and password (admin@4k). Click Login. The CA4K™ 

event grid will display.  
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Note: If the event grid is green, the event grid is in the Browse mode. The Browse mode will not 
allow new events to scroll up. This mode allows you to analyze the events without them scrolling 
up. If the event grid is green, click the Track button.  
 
 

 
        

7) After clicking the Track button, the text on the button will change to Browse.  
 

 
        
 

8) If the Event grid is not green, the event grid is in the Track mode. In the Track mode, new 
events will scroll up the screen.    
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Configure Com Servers and Ports  
 

9) Click Configuration/Com Server and Ports from the main menu. The Com Server and Ports 
screen will display.  

 
 

 
    
 

10) Very Important: DO NOT CLICK NEW on the Com Server and Ports screen. The only time 
you should click NEW is if you purchased a secondary com server for the CA4K™.  (Note: 
Adding a secondary communication server is not covered in this document). 
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11) Click Add Channel to add a new comport.  A new comport will display with the default settings. 
 
 

 
 

12) Select the Channel number (Com port #) for the comport.   
 
Note: If you are configuring a com port for a Network device, it is highly recommended to 
select Channel 5 or higher. 

 
 

 
 

13) Click the Type drop down box to select the type of device you are using. Note: If you are using 
a network device, you MUST select Network-Ethernet.  
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14) Click the Baud drop down box to select baud rate. 
 

 Very important: If you are using a network device, you MUST leave the baud rate 
at 0.  
 

 
 
 

15) Click the IP Address drop down box. Select the correct IP address and MAC Address of the 
Network device being used.  

 
Note: The CA4K has a new Auto-Discovery mode. If the hardware supports it, the 
IP address and MAC Address should display in this list.  

 

 
 

16) In most cases, port 3001 will be used for the IP Port. If a different IP Port is used, type it into the 
IP Port box and it must also be programmed into the Network device.  
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17) Very Important: Click the UTC Zone drop down box. Select the time zone the panel is in.  

 
Very Important: In most cases, the panel will be in the same time zone as the host 
computer. If the panel is in a different time zone, you must set this for the correct time 
zone. If this setting is incorrect, the GUI will display the wrong time for the alerts being 
received.   

 

 
 

 
18) Click Save to save the Com Server and Ports settings. 
 
 
 
 
 

Configure a Panel    
 
19) Click Configuration/Panels from the main menu. The Panels screen will display.  
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20) Click New.  
 

 
 
 

21) Enter the Device Name for the Panel (ex. East Wing North Tower).  
 

 
 

22) Click the drop down box Panel Type to select the correct panel type. 
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23) Set the Panel Address to match the address set on the physical panel (Address 1 is the 
default).  

 

 
 
 
24) Set the Com Port to the Channel (Com Port) that you previously configured. Click Save. 
 

 
 
 
 
NOTES: 
 

• Station Name will default to the Com Server name. Do not change.   
 

• Set the COM Port for the port the panel is connected to. For a serial connection, the port 
should be between COM Port 1 and 4. For a Network Ethernet connection, the port should 
be set to COM Port 5 or higher.  

 
• Verify Enabled is selected (this is the default). All other settings, leave at the default. 
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Note: After a com port and a panel are configured, the panel should start communicating to 
the Server (host). If a serial cable is used, verify the polling cable is connected. If a Network 
device is used, verify the Network device has been configured with the correct IP address.  
 
If the panel being used supports downloadable firmware, the panel should request a 
firmware download and the firmware download should automatically start. If the panel is an 
Accelaterm or Universe (CICP2100), it is required to manually start the firmware download. 
Refer to the event grid and the communication driver screen to determine if you have 
established communications. 
 

Configure a Schedule    
 
25) Click Administration/Schedules from the main menu. The Schedules screen will display. 

 
Note: A second method of opening the Schedules screen is to click the Schedules icon. 
 

 
 

  
26) Click New.  
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27) Type in a 24 x 7 for the Schedule Name. After the schedule name is entered, click New Block. 
 

 
 

28) After clicking New Block on the previous step, a default 24 x 7 schedule populates 
automatically. The fields populate with MON - HOL 12:00AM to 12:00AM.   

 

 
 
 

29) Click Save. A schedule that is active all the time (24 X 7 - MON thru HOL) has been created. 
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Configure a Reader   

 
30) Click Configuration/Readers from the main menu. The Readers screen will display.  

 

 
 

31) Click New. 
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32) Enter the Device Name for the Reader (ex. Library Door).  
 
 

 
 

33) Click the drop down box Panel to select the panel the reader is connected to.  
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34) Click Save. 

 

 
 
 
 
 
Notes:  
 

• The Reader screens have many settings. You should leave most of these settings at the 
default settings to get a basic system operating.  

 
• Click the Door Control tab. On the Door Control screen, review the associated door 

sensor input, bypass input and strike relay associated with the Reader you are configuring   
Refer to the explanations below. 

 
• Door Sensor Input - The door sensor input is where you wire the physical door contact 

(door position switch). If you are not using a door contact, change this value to a 0. After 
changing value to 0, click Save. The door sensor input is a normally closed input by 
default. 

 
• Bypass Input - The Bypass Input is where you wire the Request To Exit Button or your 

PIR (Motion detector). The bypass input is a normally open input by default. 
 

• Strike Relay - The Strike Relay is where you wire up your strike or magnetic lock. 
 
 

35) Verify all the settings are correct.  
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Configure an Access Group   

 
36) Click Access/Access Groups from the main menu. The Access Groups screen will display.  

 
Note: A second method of opening the Access Groups screen is to click the Access Groups icon.  
 

 
 

37) Click New. 
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38) Enter the Access Group Name. Type in Master Access for our demonstration. 
 

 

 
 

 
 
39) Click the drop-down box and select 24x7 from the time schedules.  

 

 
 
 

40) The second option is to drag it from the Select Time box. 
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41) Verify all the settings are correct. Click Save.  
 

 
 

 
 
 
 Important Notes:  
 

• The first access group created should have access to all readers, all the time (24 x 7). This 
access group is usually assigned to high level management and maintenance personnel.   

 
• This document is for a basic setup with only one reader configured. If you add additional 

panels and readers to the system, you MUST update the “Master Access” access group and 
apply a 24 x 7 schedule to ALL additional readers.  

 
• As you enter additional badges to the system, you will be creating additional access groups 

with specific access to certain doors.  
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Configure a Badge      

 
VERY IMPORTANT- Unlike previous versions of CardAccess, the 
CA4K™ provides the ability to assign multiple badges to one user.  

 
42) Click Access/Personnel from the main menu. The Personnel screen will display.  
 
 
Note: A second method of opening the Personnel screen is to click the Personnel icon.  
 

 
 
43) Click New. 
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44) Enter a Badge Number. For our demonstration, type in badge number 100.  
 
 
 

 
 
 
45) Enter in a First Name and Last Name. For our demonstration, type in Joe Smith. 
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46) Click the Access Groups tab. Select Master Access from the drop-down box.  

 

 
 
 
47) Leave all other settings at the default settings. Click Save. 
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48) Verify all the settings are correct.  
 
 

 
 
 
Notes:  
 

• If a user has multiple badges, the badges will display on the right side of the screen when 
you have the user name selected on the left side of the screen. 

 
• Using Facility codes are optional. Leave Facility at the default (0) until you get a basic 

system operational with at least one Valid Badge swipe.  
 
 
 
 

Basic Programming Is Complete 
Basic System Test 
 
 
Verify proper communications to the panel 
 
As previously mentioned, a panel will start communicating with the host computer once a Com port  
is configured in the software. Review the alerts in the event grid to determine if a firmware and data 
download occurred (automatic firmware downloads will only occur on some panel types). Most 
panels also have LED indicators for Transmit (TXD) and Receive (RXD). Verify the TXD and the 
RXD lights are flashing on the panel. This is a good indication the host is communicating with the 
panel.  

 
Note: If a No Response alert displays, verify the polling cable is connected and or the Network 
device is programmed correctly.   
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Verify reader is working properly and a valid badge is being recognized 
 
After verifying good communications, verify your badge is working at the reader. Present your badge 
to the reader. A Badge Valid alert will display in the event grid. If a valid badge is presented, the 
door should unlock. If you get a Badge Valid alert but the door fails to unlock, you must check the 
wiring to your lock. 

 
Note: If a Badge Violate Void alert displays when you present the badge, verify your badge is 
entered correctly into Personnel and you are communicating with the panel. Verify the Facility 
setting in Personnel is (0).  If you entered 1 or greater for Facility, you MUST verify the facility 
codes screen is configured properly (Administration/facility codes). This is not covered in this 
document.  

 
 
 
THE END 
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Main Menu:
Click the links below...

Click For various Computer Configurations

Click For CardAccess 4K Setup Types

Click For Services Information

Click For File Location Information

Home



CardAccess 4K Setup Types:
Click the links below for more information on the desired setup type...

Click For Complete Server

Click For Database Only 

Click For HCS (Hardware Communication Server)

Click For Workstation

Click For Report Station 

Click For Server Only

Back



Installation Type - Complete Server 

Summary – A Complete Server Install is the main server installation 
with all components and databases installed on the same PC. There are 

a total of 5 databases created and 12 services installed. 

Click For Complete Server General Information

Click For list of Databases and Services created

Back



Installation Type – Database Only 

Summary – A Database Only install is used for a dedicated computer 
that hosts the live and archive databases. This computer is called the 
Database Server. The CardAccess 4K server communicates with the 
Database Server to access the databases. Four  databases are created 
on the Database Server, two for the live databases and two for the 
archive databases. A total of 7 services are installed. 

Click For Database Only General Information 

Click For list of Databases and Services created

Back



Installation Type – HCS (Hardware Communication 
Server)

Summary – An HCS (Hardware Communication Server) installation is 
used to offload the burden of communication with too many panels 
from the main server. The HCS (Secondary Com Server) runs the HCS 
service that polls panels for events and status. An HCS installation 
creates one database called  the caComDb. At total of 8 services are 

installed. 

Click For HCS General Information

Click For list of Databases and Services created

Back



Installation Type – Report Station 

Summary – A Report Station installation provides users the ability to  
run reports. There are no databases created or services installed on a 

Report Station. 

Click For Report Station General Information

Click for a list of Databases and Services installed 

Back



Installation Type – Server Only 

Summary – A Server Only installation is used on the main CardAccess 
4K Server when a separate Database Server is used to host the live and 
archive databases. The caComDb is the only database installed on a 
Server Only installation. There are 12 services installed on a Server Only 

installation. 

Click For Server Only General Information

Click For a list of Databases and Service created

Back



Installation Type – Workstation 

Summary – A Workstation installation provides users the ability to 
monitor events and perform configuration changes. There are no 
databases created on a workstation. There are 6 services installed on a 
workstation. 

Click for a list of Databases created and Services installed

Click For Workstation General Information

Back



Typical CardAccess 4K Configurations:
Click the links below for the desired configuration:

One Computer Configuration  (Complete Server)

Two Computer Configuration (Complete Server) 

Three Computer Configuration (Complete Server, Workstation  and Database Server)

Secondary Com Server Configuration 

Back



One Computer Configuration – Complete Server 

Summary – The one computer configuration is a Complete Server 

Installation.

Back



Two Computer Configuration  

Summary – On example of a two computer configuration is a Complete 

Server and a Workstation.

Back



Three Computer Configuration  

Summary – The three computer configuration is a Server Only , 

Database Only (Database Server) and a Workstation.

Back



Secondary Com Server Configuration  

Summary – This configuration consist of a Complete Server and an HCS 

(Secondary Com Server).

Back

Default Com Server

Secondary Com 
Server



Complete Server 

Databases Created: (5 Databases)

caLiveConfiguration
caLiveEvents
caArchiveConfiguration
caArchiveEvents
caComDb

Services Installed: (12 Services)

CardAccess Main Business Layer
CardAccess Main Messaging Service
CardAccess Messaging Service
CardAccess Schedule Change Service
CardAccess DataPump Service
CardAccess HCS Service
CardAccess Auto Archive Service
CardAccess Scripting Service [default:Disabled]
CardAccess Video Service [default:Disabled]
CardAccess Napco Integration Service [default:Disabled]
CardAccess Wireless Lock Service [default:Disabled]
CardAccess Event Action Processor [default:Disabled]

Back



Database Only (Database Server) 

Databases Created:

caLiveConfiguration
caLiveEvents
caArchiveConfiguration
caArchiveEvents

Services Installed:

None

Back



HCS (Hardware Communication Server) 
Note: Used for a secondary com server

Databases Created:

caComDb

Services Installed: (8 Services)

CardAccess Messaging Service
CardAccess DataPump Service
CardAccess Hardware Communications Service
CardAccess Scripting Service [default:Disabled]
CardAccess Video Service [default:Disabled]
CardAccess Napco Integration Service [default:Disabled]
CardAccess Wireless Lock Service [default:Disabled]
CardAccess Event Action Processor [default:Disabled] 

Back



Report Station 

Databases Created:

None

Services Installed:

None

Back



Server Only  

Databases Created:

caComDb

Services Installed: (12 Services)

CardAccess Main Business Layer
CardAccess Main Messaging Service
CardAccess Messaging Service
CardAccess Schedule Change Service
CardAccess DataPump Service
CardAccess HCS Service
CardAccess Auto Archive Service
CardAccess Scripting Service [default:Disabled]
CardAccess Video Service [default:Disabled]
CardAccess Napco Integration Service [default:Disabled]
CardAccess Wireless Lock Service [default:Disabled]
CardAccess Event Action Processor [default:Disabled]

Back



Workstation   

Databases Created:

None

Services Installed: (6 Services)

CardAccess Messaging Service
CardAccess Scripting Service [default:Disabled]   
CardAccess Video Service [default:Disabled]
CardAccess Napco Integration Service [default:Disabled]
CardAccess Wireless Lock Service [default:Disabled] 
CardAccess Event Action Processor [default:Disabled]

Back



Complete Server General Information  

Back

 The software license/security key is installed on the Complete Server or Server Only

 If only one computer is used, the installation type must be a Complete Server

 A Complete Server (one computer configuration) contains all the files and services 



Database Only (Database Server) General Information  

Back

 A Database Only (Database Server) usually contains the Full version of SQL and is used to 
host the Live and Archive databases 

 A Database Only installation is also called a Database Server

 The  Tools  folder is the only folder installed under the CardAccess4K folder

 The 4 databases are created in the  ProgramData/CardAccess/Database  folder 
 
 There are no services installed for a Database Server



HCS (Hardware Communication Server)
General Information  

Back

 An HCS (Hardware Communication Server) installation is used for a secondary com server

 The primary HCS is installed by default on a Complete Server or Server Only installation

 The HCS contains the COMDb database 

 The HCS service replaces the Hostnt.exe in the CardAccess 3000



Report Station 
General Information  

Back

 The only functionality a Report Station provides is the ability to execute reports
  
 No Databases are created on a Report Station

 No Services are installed on a Report Station

 SQL is not installed on a Report Station



Server Only General Information  

Back

 A Server Only installation is used for the CardAccess 4K server when a Database Only 
(Database Server) is also used

 The Server Only will contain the software license/security key if a Database Server is used



Workstation General Information  

Back

 A Workstation communicates with the CardAccess 4K Server

 It is recommended to enable Video, Napco Integration and Wireless Locks on a 
Workstation  

 A secondary Com Server can t be added to a Workstation. The Workstation 
must be uninstalled and an HCS installation must be performed.



Back

There can be a total of 12 Services (Some services are not 
started by default)  



Back

The CardAccess 4K files and Databases are stored in 
different locations (see default locations below) 

C:ProgramData/CardAccess/Database/

Note: Contains the CardAccess 4K databases created

C:ProgramFiles/CardAccess4k/

Note: Contains all the CardAccess 4K folders 
and files



Back To Main 
Menu

THE END
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OVERVIEW 

 
This document provides an overview for configuring Complete Badge Processing. The Complete Badge Processing 
algorithm provides the ability to have more than 10 facility codes in the CardAccess 3000 software. The Complete 
Badge Processing algorithm is different for each type of badge format. In this document, we will provide examples to 
process a 36 bit Continental format, 26 bit Industry standard format and a 40 bit GE format. The CardAccess 3000 
V2.11.6x and later also provides the ability to have up to 63 bits allocated for the Badge ID. Previous versions of Car-
dAccess 3000 was limited to 32 bits.     

 

  

 

 

   

 

PREREQUISITES 

 
● CardAccess 3000 V2.11.6x or later 

● Proximity Card with exact bit layout and values 

 

 

 

 

 

 

 

 

 

RELATED DOCUMENTS 

 
● CardAccess Software manual in chapters (CA3000 Badge Formats) 

 

 

 

Overv iew /  Prerequis i tes  
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Complete  Badge Processing Algor i thm 

 
Complete Badge Processing Algorithm Details 
 
 
The Complete Badge Processing Algorithm provides you with the ability to have more than 10 facility codes in the  
CardAccess 3000 software, by combining Facility Code and Badge Number fields. This algorithm is extremely im-
portant to customers who offer managed services to many clients. To utilize this algorithm, you must know the exact 
bit layout and values of the badge. This includes the total number of bits in the badge, the parity bit locations, facility 
code, badge number, issue level and all other fields. Once you have this information available, you should modify the 
corresponding badge format as per the examples in this document. As previously mentioned, the algorithm will vary 
for each different badge format. This document will provide two examples. 
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Conf igur ing “Max Badge Dig i ts  a t  Panel”  

Configuring “Max Badge Digits at Panel” in System>System Settings>Badges.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
    

 

 

 Figure 1.  

 

NOTE: The “Badge Number Concatenation” algorithm is not the same as Facility/Badge 
Concatenation feature in CardAccess 3000. Do not select “Use Facility/Badge Concatena-
tion”. 

 
1) Click System>System Settings>Badges (Refer to Figure 1). 
 
2) Click Edit. 
 
3)  Set  Max Badge Digits at Panel to 11 or greater. If memory is not an issue, it is recommended to set it to 19. 
 
4) Click Save.   
 
5) Click Close. 
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Processing a  36  b i t  Cont inenta l  Badge 

1) In the following example, we will process a 36 bit Continental Prox card with the following credentials: 
 
● 36 total bits 
● Odd Parity (1 Bit)  
● Facility code (16 bits) = BO36 (hex)  or 45110 (decimal) 
● Badge Number (16 bits) =  58092 
● Issue level (2 bits)  = 00 
● Even Parity  (1 Bit) 
 
 
CardAccess 3000 Badge Format for the 36 bit Continental Format 
 
Note: You must modify the default 36 bit badge format  
 Figure 2.  
  
 
2) Modify the default 36 bit badge format to use 32 out of the 36 bits for the Badge ID. Refer to Figure 2.  
 

Figure 2.  
 
 
P = Parity bits 
F = facility code 
B= Badge Number 
I = Issue Level 
 
 
PFFFFFFFFFFFFFFFFBBBBBBBBBBBBBBBBIIP 
 

 
Bit Dump for sample 36  bit Prox Card (Badge # 58092) 

 
P  1011000000110100  1110001011101100  00        P 

 
            Facility Code          Badge Number     Issue 
             
              45110                      58092                   00     
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Processing a  36  b i t  Cont inenta l  Badge 

 
 
STEPS TO PROCESS COMPLETE BADGE NUMBER FOR A 36 BIT BADGE 
 
 
Using the Windows calculator, perform the following steps: 
 
 
1) Enter 45110 into the Windows calculator  (facility code of B036 hex in decimal). 
 
2) Multiply by 65536        Note: 65536 is (216 ) 
 
3) Add 58092  (badge number) 
 
 
 
 
 
The final result  =      2956387052 
 
 
 
 
 
 

Figure 3. 
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Processing a  26  b i t  Badge 

1) In the following example, we will process a 26 bit Prox card with the following credentials: 
 
● 26 total bits 
● Even Parity (1 Bit)  
● Facility code (8 bits) = 65(hex)  or 101 (decimal) 
● Badge Number (16 bits) =  16180 
● Odd Parity  (1 Bit) 
 
 
2) Modify the default 26 bit badge format to utilize 24 out of 26 bits for the Badge ID.  Refer to Figure 4. 
 
 

Figure 4. 
 
 
 
26 bit Badge Format Information   
 
P = Parity bits 
F = facility code 
B= Badge Number 
I = Issue Level 
 
 
PFFFFFFFFBBBBBBBBBBBBBBBBP 
 

 
 
 

Bit Dump for sample prox card (Badge #16180) 
 

P    01100101    0011111100110100      P 
 

      Facility Code          Badge Number           
             
              101                          16180                           
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Processing a  26  b i t  Badge 

 
 
STEPS TO PROCESS COMPLETE BADGE NUMBER FOR A 26 BIT BADGE 
 
 
Using the Windows calculator, perform the following steps: 
 
 
1) Enter  101 into the Windows calculator  (facility code of 65 hex in decimal). 
 
2) Multiply by 65536        Note: 65536 is (216 ) 
 
3) Add 16180  (badge number) 
 
 
 
The final result  =      6635316 
 
 
 
 
 
 
 

 
 
Figure 5. 
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Processing a  40  b i t  Badge 

1) In the following example, we will process a 40 bit Prox card with the following credentials: 
 
● 40 total bits 
● Even Parity (1 Bit)  
● Facility code (19 bits) = 291718 (decimal) 
● Badge Number (19 bits) =  158553 
● Odd Parity  (1 Bit) 
 
2) Add a 40 bit format. Configure the format to use 38 out of 40 bits for the Badge ID.  Refer to Figure 6. 
 
 

Figure 6. 
 
 
 
 
 
40 bit Badge Format Information   
 
P = Parity bits 
F = facility code 
B= Badge Number 
I = Issue Level 
 
 
P FFFFFFFFFFFFFFFFFFFBBBBBBBBBBBBBBBBBBB P 
 

 
 
 

Bit Dump for sample 40 bit prox card  
 

P    1000111001110000110    0100110101101011001      P 
 

      Facility Code          Badge Number           
             
              291718                  158553                           
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Processing a  40  b i t  Badge 

 
 
STEPS TO PROCESS COMPLETE BADGE NUMBER FOR A 40 BIT BADGE 
 
 
Using the Windows calculator, perform the following steps: 
 
 
1) Enter  291718 into the Windows calculator  (facility code in Decimal) 
 
2) Multiply by 524288           Note: 524288 is (219 )    
 
3) Add  158553  (badge number) 
 
 
 
The final result  =      152944405337 
 
 

Figure 7. 
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Personnel  Screen 

 

    Figure 6.  
 
 
ENTER THE NUMBER CALCULATED FROM THE COMPLETE BADGE PROCESSING ALGORITHM FOR THE 
BADGE NUMBER. 
 
NOTE: YOU MUST LEAVE FACILITY = 0. 
 
 
 
  
 

 

Must leave at zero 
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Faci l i ty  Codes Screen 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   
 
 
 
 
 
  Figure 7.  
 
 
NOTE: DO NOT ENTER FACILITY CODES INTO THIS SCREEN WHEN USING THE 
COMPLETE BADGE PROCESSING ALGORITHM. 
 
 

 



CA3000 Recommendations for SQL CPU AFFINITY SETTINGS 

 

You will need to make sure SQL Manager Studio is Installed on your system. This document 
only applies to Multi-core and Multi processor computers. 

 

 

1. Open the SQL manager and Click on Connect. (Make sure your computer name is in the 
center box before clicking Connect) 

 

 

 

 

 

 

 



2. The top line of this next screen shows the Machine name and the version of SQL you are 
using. Please single (Right) click on this line and from the pop out select the "Properties" box. 
Now Left click the mouse to open the "Properties Menu Screen". 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



3. This will open the properties screen. Single (Left) Click on the "Processor" in the list on the 
left side of the screen. This will now show the Processor Affinity screen. 

 

 

 

 

 

 

 

 

 

 

 

 



4. Remove the check marks from the "Automatically Set Processor.......and the Automatically 
Set IO......check boxes. 

 

 

 

 

 

 

 

 

 

 

 

 



5. Within the Lower section, Expand the "All" box by clicking on the + sign to Expand it. Now 
do the same for the listed CPU's. (This screen only shows 2 CPU's, you can have many more). 
Expand each! 

 

 

 

 

 

 

 

 

 

 

 



6. Place a check mark in the CPU boxes for the remaining CPU's that are in your List. "Do Not" 
place a check mark in CPU 0". Since this screen only shows two CPU's I have selected CPU 1 
and no check mark in CPU 0. Once this is done, Click on the "OK" button in the lower right of 
the screen. This will close the Property Screen. 

 

 

 

 

 

 

 

 

 

 

 



7. You can now close the SQL Manager Studio By clicking on "File then Exit" or clicking on the 
"X" in the upper right corner of the screen to close the program. 

 

 

 

 

 

 

Note: You have set the Processor “Affinity” for the SQL Database Engine. This will Help 
Overall Performance across your CPU's for SQL and Memory performance thru the Operating 
System. This is recommended By Continental for Best Performance of Card Access 3000 and 
SQL. Thru our testing, we have found that this setup, when running SQL and Card Access 3000 
on the same machine produces Best Performance and less conflicts from the operating 
system, SQL and The Card Access 3000 Communications Driver which is Hard coded to use 
CPU 0. 

 



 

End User Features/Functions 

Main Screen- The CardAccess software regularly communicates with security panels. During the 
communication process, the communication driver picks up event messages from the panels and stores 
them in CardAccess SQL database. These messages describe every activity that the panel has been 
involved with since the last communication. During the setup of CardAccess software, priority values can 
be fixed to each of the events stored in the database to determine where to display the events in the 
CardAccess main screen.  There are two display grids on the CardAccess main screen. They are: - the 
Events grid and the Pending Alerts grid or Alerts grid for short. These two grids are programmable. The 
Events grid is designed for receiving normal events that require no action from the security staff. 
Whereas, the Alerts grid is designed for receiving abnormal events such as an alarm input, invalid badge 
access etc to which the security staff will be required to respond.  
 
Note: To enable viewing of archive events, CardAccess software provides a screen by name 
'CardAccess Events History'. 

Events Grid-The Events Grid seen in the top half of CardAccess main screen is reserved for displaying 
normal or low priority events, based on the settings in the CardAccess configuration screens. 

Pending Alerts Grid- The Alerts Grid is seen in the bottom half of CardAccess main screen. This grid is 
reserved to display only high priority events based on the settings in the various CardAccess 
configuration screens.   

There are several options available for displaying alerts in the Alerts grid. They are: 

• Displaying only the most important alerts in the grid. 
• Displaying all events in the grid. 
• Displaying only specific events types in the grid. 

The Alerts grid is not intended to display the alerts for a long period of time. It is intended that an operator 
should notice an alert, perform some physical action to correct the situation and then move the alert into 
the Events grid. The process of moving an alert into the Events Grid is referred to as 
'Resolving/Acknowledging the Alert'.  
 
There are several options for Acknowledging alerts. They are: 

• Have the alerts stay in the Alerts grid until they are manually resolved by an operator.   
• Have the alerts remain visible in the Alerts grid until a timeout value has expired. This timeout is 

set in the Operators screen. Each operator has an operator 'Alert Ack Time' value. 
• Have the operator fill in a 'Manual Response Screen' in response to alerts. 

 



Event Priority-Every event generated in the CardAccess system has a programmable priority value 
setting. By design, the CardAccess main screen is divided into two grids for receiving normal (low priority) 
and abnormal (high priority) events. Attaching priority numbers to the events will allow the system to route 
high priority events to Alerts grid and low priority Events to the Events grid of CardAccess main screen.  
The Priority Number range is 1-99, where 1 is the highest priority and 99 is the lowest priority number in 
the range. However 99 is a 'special' number. Events set to Priority value 99 will never report in the 
CardAccess system. In other words, they are suppressed. Thus, the actual usable Priority Number range 
is 1-98. Note: Auto acknowledgement feature for Alerts requires that, alerts are attached to specific 
priority numbers previously. This section mainly explains those controls in the hardware device screens 
that you must configure, if you want to enable auto-acknowledgement of alerts.  

Monitor Mode- By default, the CardAccess main screen is set to Monitor mode. In this mode, the screen 
displays the events and alerts as and when they are gathered from the panels. The screen will have a 
green color background in this mode. The monitor screen is divided into two grids that are designed for 
receiving low and high priority events, based on the settings in the various configuration screens. 

Status Mode- Clicking the Monitor button on CardAccess toolbar will switch the CardAccess main screen 
over to Status mode. In this mode, the CardAccess screen displays the current status of manually 
controlled CardAccess system components. 

There can be four folder tabs in the Status mode. They are:   

• Control- This tab is seen by default.   
• Status- This tab will be seen only when the Use Facility Maps checkbox is selected in the 

'System Settings' screen.   
• Stations- This tab is seen by default.   
•  NAPCO Status- This tab is seen only if the Use NAPCO Panels checkbox is selected in the 

'System Settings' screen.   

Personnel - A badge will be functional only when the concerned badge record has a Badge Number, a 
Name and at least one access group. These details must be specified in their respective fields, in the 
Personnel screen. The other Personnel screen controls will be assigned default values when you click the 
'New' button to create the badge record. 

Adding a Card- (The instructions below require the operator to set up their time schedules and access 
groups prior to this step.  For more assistance refer to Quick Start Guide) 

• Open Personnel screen by clicking on Personnel button or AccessPersonnel menu options 
in the CardAccess main screen.  The screen will open in the General tab by default.   

• Click the New button on Personnel screen tool bar. 
• In Badge Number field, enter the badge number of the given badge. 
• Specify the name of the badge holder using the First Name, Last Name and the Middle Name 

fields. A maximum of 25 characters are allowed in the First Name and Last Name fields, whereas 
a maximum of 30 characters are allowed in the Middle Name field.   

• Click on Access Group Tab. 
• Click the down arrows to the right of the desired Access group controls and select the access 

groups of choice in the lists. Make sure to select a different access group for each control as the 
system does not allow duplicate access group selections. 



• Click the Save button on the toolbar to save these settings.   
• Once the badge record is saved, the badge created will be automatically downloaded to the 

Panels that have the Readers in the assigned Access Groups. 

Notes- In case a range of badge records (say badge numbers 1-500) are to be created, with all records 
having the same preset values, you can make use of the 'Batch Modify utility. This utility enables 
creation/modification of badge records in batches, thereby avoiding the need to create Personnel records 
individually. 

The badge records (or Personnel data) of third party Timekeeping Software can be imported into 
CardAccess 3000 SQL database, and later the data can be downloaded into the Continental Access 
Control Panels. A new utility called caImportData has been developed to assist in the data import 
activity.  
 

Note- The maximum number of digits that the Badge Numbers can have is fixed in the System Settings 
screen. In System Settings, the badge numbers are allowed a maximum of 5, 7, 9 11, 13, 15, 17 or 19 
digits.   

When the Facility/Badge Concatenation feature is enabled: 

Make sure the Max Badge Digits at Panel is set to > or = 11 digits. In case you change the Max Badge 
Digits setting, please perform a full download on all panels.   

Badge number of the personnel has to be entered in the second field (of the total Badge Number. The 
number you enter should not exceed 65535.   

  

Manual Control Icons 

Manual Control Doors- The 'Manual Door Control' screen can be used to manually control the doors 
(readers) that are used in the CardAccess system. All the electric door locks in the CardAccess system 
are ultimately controlled by relays on the Continental panels. Thus, manual control of any door will lead to 
activation or deactivation of the relay(s) associated with that door. 

Manual Control Relays- The 'Manual Relay Control' screen can be used to manually control the relays 
that are used in the CardAccess system. 

Manual Control Links- The 'Manual Link Control' screen can be used to manually control the links that 
are used in the CardAccess system. A link can be programmed to fire a relay(s) depending on the change 
of state of an input(s). The ultimate goal of any link is to fire at least one relay. Thus, manual control of 
any link will lead to activation or deactivation of the relay(s) associated with that link. 

 

 

 

 



Event Reporting 

Audit trail- The Audit Trail screen allows viewing of system changes made in CardAccess such as 
logging in/out, configuration changes, adding/ deleting Personnel records etc. Every change made to 
CardAccess database is recorded in the Audit Trail table. The screen has controls that allow connection 
to any CardAccess SQL database. The Audit Trail data is archived hourly along with the auto-archive of 
events. 

View History- By default, the CardAccess Events History screen will display the events data of the 
CardAccess main database.  The screen will display the 'System' type events stored in the selected 
archive database. Observe the System radio button selected by default in the 'Events Selected' section at 
the bottom left corner of the screen. 

Operator Configuration-Database Partioning- 

Creating Operator – Logging into CardAccess software requires a user name and password. Login 
names in CardAccess are called as 'Operators'. The Operators screen is used for Creating the Operator 
Login Identities.  
Operators screen is closely associated with 'Operator Privileges' screen that is used for creating operator 
access permission 'templates'. Each operator must be assigned an access template that will determine 
his permission level to the various menus, fields and controls in CardAccess software. For more 
information on Operator Privileges. 

Operator Privileges- The 'Operator Privileges' screen is used for creating operator access permission 
templates. An access permission template will determine the permission level of an operator to the 
various menus, fields and controls in CardAccess.  
 
Every operator must be assigned an access permission template. This is done in 'Operators' screen. The 
'Screen Privileges' control in Operators screen will store all of the access templates that are created in 
'Operator Privileges' screen. Refer the topic Operators for details.  
 
An access permission template created in Operator Privileges screen can be assigned to as many 
operators as you wish. A template does not play any role unless it is assigned to at least one operator. 

 

 

 

 

 

 

 

 

mk:@MSITStore:C:%5CProgram%20Files%5CCardAccess3000%5CHelp%5CCardAccess3000Help.chm::/creatinganoperatordefinitio.htm
mk:@MSITStore:C:%5CProgram%20Files%5CCardAccess3000%5CHelp%5CCardAccess3000Help.chm::/creatinganoperatordefinitio.htm
mk:@MSITStore:C:%5CProgram%20Files%5CCardAccess3000%5CHelp%5CCardAccess3000Help.chm::/operatorsprivilegestab.htm


Common Reporting Functions 

Events3000.exe-This report allows the user to generate a report of all the activity that has occurred 
within the CardAccess 3000 system.  This report is broken down into three sections: 

General-This displays the various events from the different devices that have occurred within 
the Access Control System.  These events included present and past events. 

Personnel-This displays the various events that have occurred with respect to the card holders 
that exist within the Access Control System 

Template-This allow the user to create specific template with specific properties.  With these 
templates it allows other operators to select the specific template and run the report.  This also allows 
the system to utilize the “Windows Scheduler” from the OS to run a report at a specific time. 

Badges 3000.exe-This report displays detailed data about each badge holder within the system.  It is 
broken down into three tabs: 

Personnel-This tab, returns detailed information about each badge holders.  This information has been 
entered into the personnel screen by an operator at some point in time.  It allows you to include the 
custom fields that have been setup with extra data. 

Access List-This report will display all personnel and the access they have.  This tab is broken down into 
three different selections: 

• Readers Access List-Selected by Reader (Door), you will see all card holders names, 
badge numbers (if selected), and time schedule that pertain to that Reader. 

• Access Group List-Selected by Access group, you will see all card holders and badge 
numbers of all cards that have access to that Access group. 

• Personnel Access List –Selected my Personnel Record (Badge Holders Name), you will 
see all the readers and time schedules that this particular card holders has rights to.   

First In /Areas Report- 

TimeAttend3000- Allows the user to track the whereabouts of all card holders within the Access Control 
System. 

Note: In order to use this feature, your readers must be configured for: 

Time and Attendance -Clock In /OUT 

Standard AntiPassBack (APB)-Badge Entry/Exit 

Multi-Area Anti Pass Back (MAAPB)-Exit/Enter specific Areas 
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Important Information - Must be read before installing software. 
 

1) This document pertains to information regarding direct database 
programming.   
 

2) This document is intended for an experienced developer who has an 
extensive knowledge of SQL programming and also a high level 
language such as VB or C# .net. 

 
3) The information in this document references commands needed to 

develop a third party application to integrate with the CardAccess 
3000 SQL database. The information in this document should be 
compatible with SQL 2000, SQL 2005, SQL 2008 and SQL 2012. 
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Scope 
 
This document contains information regarding direct database programming on a 
CardAccess 3000 database. It outlines some of the most common tables and provides 
detailed information regarding common commands, events and status information.  
 

 
 
 
 
 
 
 
Prerequisites 

 
• A functional CardAccess 3000 system  
• SQL Server Management Studio  

 
 
 

 
 
 
 
 
  

    
Related Documents 
 

• CA3000 Database Schema document  
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Overview of Tables 

There are over one hundred tables in a CardAccess 3000 database.  While developing a third party 
application, it is not necessary to be familiar with all the tables. Below is a brief description of the most 
common tables and commands needed by third party developers/integrators.   

 

 

 

Panel and Lock Communications 

Note: Communications to Wireless Locks go through different communication tables than Panels. Wireless 
lock commands go through the Wireless and Wireless Commun tables, whereas, communications to panels 
go through the Server and Commun tables.  
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SERVER TABLE (Stores commands that are processed by hostnt.exe) 

Table of Concern: Server table 

Summary: When actions are performed in the GUI (ex. manual control of relay), commands get inserted into 
the Server table. At that point, the “hostnt.exe” will process the command. Most commands in the Server 
table get moved into the Commun table and some commands get processed immediately. There also are 
some types of commands that go directly to the Commun table and do not get inserted into the Server table. 
Once in the Commun table, the command will be sent to the appropriate panels. Below are a few examples of 
server table commands and their values: 
 
 
 
BADGE EDIT COMMAND 
 

SrvID Record Val1 Val2 Val3 Val4 Val5  TimStamp UTCExecTime  
 16 0 997 0 0 0    
 16 1 998 0 0 0    
 16 2 999 0 0 0    

Notes:  
 

• Badge table Triggers (insert, delete and update triggers), insert the commands directly into the 
commun table.  
 
Note: Badge Table Triggers (insert, delete and update triggers) do not get inserted into the Server 
table.   
 

• When a badge is edited, it is placed into the Server DB table. Then HostNT removes this record and 
places the badge edit record in the Commun table for ALL panels. When it is time to communicate 
with a panel (round-robin scheduling), the badge record is pulled from Commun table and a query is 
run to determine if the badge belongs at the panel (based on the Access Group). If the badge does 
not belong at the panel the record is discarded without sending it. After these discarded records are 
two days old, they get deleted from the Commun table.  

 
Record Type = 16 (Badge Edit) 
Val1 = facility code 
Val2 = Badge Number 
Val3 
Val4 
Val5 
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MANUAL DOOR COMMAND 
 

SrvID Record Val1 Val2 Val3 Val4 Val5  TimStamp UTCExecTime  
 2 1 1 1 0 0    
 2 1 2 1 0 0    
 2 1 3 1 0 0    
 2 1 130 1 60 0    

                   
 
Record Type = 2   (Manual door command) 
 
Val1 = panel number 
 
//Door Action only without Enable/Disable Reader  
Val2 = command # (1= Lock, 2 = Unlock, 3 = UnLock Hold)  
 
//Enable/Disable Reader without Door Action  
Val2 = command # (16= enable reader, 32 disable reader)  
 
//Combination of Door Action and Enable/Disable Reader 
Val2 = command # 17   (1= Lock + 16 = enable reader) 
Val2 = command # 18   (2= UnLock,  + 16= enable reader) 
Val2 = command # 19   (3 = UnLock Hold + , 16= enable reader) 
Val2 = command # 33   (1= Lock + 32 = disable reader) 
Val2 = command # 34   (2= UnLock,  + 32 = disable reader) 
Val2 = command # 35   (3 = UnLock Hold + , 32= disable reader) 
Val2 = command # 130  (A door Action with extended strike time value) 
 
Val3 = door number 
Val4 = Extended Strike Time (in seconds) 
Val5 = Not Used 
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MANUAL RELAY COMMAND 
 

SrvID Record Val1 Val2 Val3 Val4 Val5  TimStamp UTCExecTime  
 4 1 1 1 0 0    
 4 1 2 0 1 0    
 4 1 3 0 0 1    
 4 1 644 1 0 0    

 
 
Record = 4   (Manual Relay command) 
 
Val1 = panel number 
 
//relay action 
Val2 = command # (1= Momentary, 2 = Hold Energized, 3 = De-Energize)  
Val2 = command # (Relay Energize override time only used with Momentary)  
Val2 = command # 20  //1 sec 
Val2 = command # 36 //2sec 
 
//relay number – (See Below)  
Val3 = relay number – 0-31  
Val4 = relay number – 32-63 
Val5 = relay number – 64-73 
 
Note: There are 3 columns used to represent the relay to control (Val3, Val4 and Val5). Each Val field is 4 
bytes or 32 bits. 
 
Each bit represents a relay (bit 1 = relay 1, bit 2 = relay 2, bit 3 = relay 3, bit 4 = relay 4…and so on…) 
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MANUAL LINK COMMAND 
 

SrvID Record Val1 Val2 Val3 Val4 Val5  TimStamp UTCExecTime  
 5 2 2 1 0 0    
 5 2 2 2 0 0    
 5 2 2 3 0 0    

 
 
Record Type = 5   (Manual Link command) 
 
Val1= panel number 
Val2= Link number  
 
//Link Action 
Val3 = command # (1= Activate, 2 = DeActivate, 3 = Set To Normal) Val4 = 
 
Val 4= 
Val5 = 
 
 
 
 
 
 
Server Table Notes:  
 

• The “hostnt.exe” scans the server table every five seconds for a command that needs to go to the 
panel. 
 

 
 
 

 

Server Table  
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COMMUN TABLE (stores commands destined for panels) 

Tables of Concern: Commun Table  

 

Summary: The commun table stores commands destined for panels. If a command is not sent to a panel 
within two days, the command will be deleted.  
 

 

 

 

Commun Table  
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STATUS TABLE (stores status information received FROM panels) 

 

Tables of Concern: Status Table  

Summary: The “Status” table stores status information received in from panels.  

 

Note: Status is requested from the panel for the following three actions: 
 

1) When the Status screen is opened and door, input, relay or panel status is requested. 
2) When the host communications screen (Comm driver- hostnt.exe) is opened.  
3) Dynamic Maps request status for a door, input, relay or panel.  

 
 
Status table fields 
 
PANEL – The panel number 
 
TYPE –   The Type column indicates the type of device:   
 
0 = door  
1 = Input 
2 = Relay 
4 = Panel 
 
 
DEVICE – The number of the device (ex. Input # 8) 
 
 
 
STATUS – The status of the devices 
 
Door -     
 
0 = Door is Secure 
1 = Door illegal 
2 = Forced Door 
3 = Door is in Free Access 
4 = Door is Manually Unlocked 
5 = Bypass Active 
6 = Door Is Unlocked 
7 = Door is Currently Unlocked 
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Input -     
 
17 = Normal 
18 = Abnormal 
 
 
Relay -     
 
24 = Off 
25 = On  
 
 
Panel -     
 
11 = Not Responding 
17 =   Running (Normal) 
11 = Panel Not Enabled 
98 = Panel Firmware Download 

     

   

 

 

 

Status Table 

 



 
14 

BADGE TABLE (stores personnel/badge records) 

Tables of Concern: Badge Table  

Summary: The “Badge” table is the table that stores the personnel (badge) records. When performing Badge 
updates, there are multiple ways of getting the Badge Update sent to the panels. The old method is to set the 
FLAG field in the badge record. The Flag must be set to TRUE for the Badge Update to be sent to the server / 
commun table and then to the panel. Using this method could take a few minutes to get the changes sent to 
the panel. The new and preferred method is to update the badge record but do not set the flag field. Then 
you must insert a (16) command directly into the server table (Refer to previous page that explains the Server 
table and the BADGE EDIT COMMAND.  

 
 
 

 

 

Badge Table  
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ALERT/EVENT ASSOCIATED TABLES 

Tables of Concern: PendingAlert, HostEvent, Event and TmpEvent (Refer to Appendix A) 

Summary: Alerts flow into the PendingAlert table if they have to be acknowledged. Alerts that go straight to 
the Event table, come in through the HostEvent table and then moved directly to the Event table.  

 

 

 

 

Access Group Information 

Tables of Concern:   AccGrp and MaccGrp 

Notes:  

• The Access Group numbers are referenced in the “AccGrp” table.  

• The descriptions to the Access Group are in the “MaccGrp” table.  
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Panel Alert/Event descriptions 

Panel Normal 
Panel Trouble 
Panel Data 
Panel Firmware 
Panel Dialup 
Output Off 
Output On 
Link Activate 
Link Deactivate 
Input Normal 
Input Abnormal 
Tamper Abnormal 
Trouble Line Short 
Trouble Line Open 
Trouble Line Fault 
Door Normal 
Door By Pass 
Door Forced Open 
Door Now Closed 
Door Now Open 
Door Free Access Start 
Door Free Access End 
Door Open Too Long 
Door kEYCODE Unlock 
Door Manual Unlock 
Door Manual Lock 
Door Manual Unlock/Disable 
Door Manual Unlock/Enable 
Panel Init Failed 
No Response 
Now Responding 
Still No Response 
Badge VIOLATE VOID 
Badge VIOLATE Time Of Day 
Badge VIOLATE Facility 
Badge VIOLATE Unauthorized 
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Badge VIOLATE pin code 
Badge VIOLATE APB 
Badge VIOLATE REISSUE 
Badge VIOLATE EXIT Ovr 
Badge VIOLATE ENTRY Ovr 
Badge VIOLATE TZ Ovr 
Badge VIOLATE INTERACT T.O.  
Badge VIOLATE NO MATCH 
Badge VIOLATE RE-USE  
Badge Duress 
Badge VIOLATE TWO-MAN 
Badge VIOLATE Void At Panel 
 
 
 

NOTE: This is just a partial list of Panel Alert/Event descriptions. There are new Panel Alerts/Events added 
which each new version of CardAccess 3000.  
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Wireless Lock Alert/Event descriptions  

 

BADGE VIOLATE VOID at Lock 
BADGE VIOLATE VOID 
BADGE VALID 
BADGE ENTRY 
BADGE EXIT 
BADGE CLOCK IN 
BADGE CLOCK OUT 
BADGE EXIT OVR 
BADGE ENTRY OVR 
BADGE Schedule OVR 
BADGE DURESS 
BADGE VIOLATE TIME OF DAY 
BADGE VIOLATE FACILITY 
BADGE VIOLATE UNAUTHORIZED 
BADGE VIOLATE PIN 
BADGE VIOLATE APB 
BADGE VIOLATE REISSUE 
BADGE VIOLATE Category No Match 
BADGE VIOLATE TWO-MAN 
BADGE VALID Degr 
BADGE NAPCO DISARM Request 
BADGE NAPCO Arm Request 
NAPCO Arm Attempt 
NAPCO Disarm Attempt 
NAPCO Arm in Progress 
NAPCO Disarm In progress 
BADGE Unlock Door 
BADGE Lock Door 
LOCK Firmware 
LOCK FREE ACCESS START 
LOCK FREE ACCESS END; 
Category High 
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Category Low 
LOCK LOCKDOWN 
LOCK LOCKDOWN RESTORE 
LOCK TROUBLE 
LOCK BYPASS 
DOOR FORCED OPEN 
DOOR Now CLOSED 
DOOR Open Too Long 
OUTPUT ON 
OUTPUT OFF 
LOCK KEYCODE Unlock 
LOCK REMOTE RELEASE Enrolled 
LOCK REMOTE RELEASE Removed 
Download Lock Request 
LOCK Battery Low 
Lock Startup 
LOCK Battery Fail 
LOCK A.C. Fail 
LOCK A.C. Restored 
LOCK Battery Restored 
LOCK Badge Data Overflow 
LOCK Badge Data Refresh Request 
Firmware Download Complete 
Keypad Key Stuck 
Area-Lock Deactivated 
Area Locked by Schedule 
Area Lock Activated 
 
 

NOTE: This is just a partial list of Lock Alert/Event descriptions. There are new lock Alerts/Events added which 
each new version of CardAccess 3000.  
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Inserting Events into “Event” table.  

The process of inserting alerts/events into their associated grids, was not easily accomplished via TSQL code. 
The release of V2.11.24 provided a new command. The #60 command which is inserted into the Server table 
takes care of broadcasting the alert to all workstations, generating the “Seqno” for each record, and inserted 
the alerts in the “pendingAlert” table. Prior to this command, the alert would not display in the alert grid 
without logging out and in.    

 

Steps to broadcast Event to Event table: 

1) Execute stored procedure (ca_sp_Asta_AddEvent.sp). Pass all the following values into this stored 
procedure.  

Example1 -  exec ca_sp_ASTA_AddEvent 21,4,0,@date,0,3,0,0,'SYSTEM','PIVDETECT’, 
‘PIV',0,2015,'1',1,0,0,0,0,@seqno output 

 

Note: This stored procedure returns the “seqno/Guid” if needed. 

2) Event will display in Event Grid once the “Track/Browse” button is clicked.   
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Inserting Alerts into “Pending Alert” table.  

 

Steps to broadcast Alert to “pendingAlert” table and display in Alert Grid: 

Note: Prior to the #60 command, the alert would not display in the Pending Alerts grid without logging out 
and In. 

1) Execute stored procedure (ca_sp_Asta_AddEvent.sp). 

Example - exec ca_sp_ASTA_AddEvent 
21,4,0,@date,0,3,0,0,'SYSTEM','PIVDETECT','PIV',0,2015,'1',1,0,0,0,0,@seqno output 

 

2) Insert #60 command into the Server table. 

BROADCAST ALERT TO ALL WORKSTATIONS COMMAND  
 
Note: This requires V2.11.24 or later with the new field in the “Server” table. The new field is 
the “seqno/Guid” field.  
 
 

SrvID Record Val1 Val2 Val3 Val4 Val5  UTCExecTime GUID Time 
 60 1 0 0 0 0 0 seqno NULL 

 

//INSERT INTO SERVER  values(60,1,0,0,0,0,GetUTCDate(), <put the GUID here>, 0) 

 

INSERT INTO SERVER  values(60,1,0,0,0,0,GetUTCDate(),@seqno, null) 
 

Set val1 = 1 for a pending alert;  0 for autoacked directly into Event) 

 

3) Alert will display in Pending Alert Grid automatically once command #60 is processed by hostnt.exe.  
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Time and Attendance Information (associated tables) 

 
 
Time and Attendance data is compiled from multiple tables. They are the Event and Reader tables. The 
following are key fields in these tables which are used for APB and T&A.  
 
 
The following event types may be used to retrieve APB and T&A data. Two Event DB fields must be checked as follows: 
 
                Cat field = 0 for all badge transactions 
                Status field: values as follows: 

Entry -    APB IN                  2 
                                Entry Degr  -    APB IN Degr         3 

 Clock IN -              T&A IN  6        
                                Clock IN Degr  -    T&A IN Degr 7 
                                Clock OUT  -         T&A OUT  8 
                                Clock OUT Degr - T&A  OUT Degr 9 
                            Entry Override            APB                      18 
                Exit Override APB            19   
                                Exit  -      APB OUT              24 
                                Exit Degr   -     APB OUT Degr    25 
 
 
 
The Reader DB table uses the APBType field as follows: 
 
                                                Bits 0-3    Byte Value – total 8 bits 
                APB IN Rdr           0     0 
                APB OUT Rdr       1     1 
                Neutral                 2     2 
                                                Bits 4-7 
                None                     0    
                T&A IN                  1     16 
                T&A OUT              2     32 
                In/Out                   3  (obsolete - for mag stripe readers)           48 
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General CardAccess 3000 Database Information   

 

1) The name of the communications program for panels is “hostnt.exe”. The communications program for 
wireless locks is the “Wireless Lock Socket Server”. There is usually some type of spawn command in 
different programming languages to spawn these executables. 

 
Note: “hostnt.exe” is in the CardAccess 3000 folder. It is considered an operating system file. You must go 
to the file view options, and display to show everything (hidden, op sys files….). 

 
2) There is a 5 second delay when using the “hostnt.exe” with a custom application to send commands to 

the panel. If you are using the CardAccess 3000 software, the 5 second delay will not be present. The 
delay is due to a background pass of Host every few seconds (5) to scan the DB for the need to process 
pending operations like Relay Control.  The reason that the GUI is quicker, is that it uses shared memory 
data structures to tell Host to process changes immediately. 
 

3) Continental Access offers an API which must be purchased. It contains functions for database connection 
information, Badge Edits, door control, relay control, in-list and others (Refer to Appendix B). 

 
4) Commands inserted into the Server table will not be processed if you stop the “hostnt.exe” application. 

To view commands in the “Server” table, it is recommended to rename “hostnt.exe” so it will not restart 
automatically. This will allow commands to build up in the Server table, and allow third party developers 
to examine and decode the commands for specific functions they are trying to code for.     
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APPENDIX A (Event/Alert Flow Chart) 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

HostEvent Table – 
 
Events that go directly to 
the Event table. 

PendingAlert Table - 
 
Alerts that have to be 
acknowledged in the pending 
alert grid 

Data in 
from 
panels 
 

Continental Controller  

Event Table (event grid) -  

TmpEvent Table 

Archive Database-  
Event Table 

All Events end up in the  
Event table. This includes 
events coming from 
hostevent or pendingAlert 
tables.   
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Appendix B (API Information) 

 
 
The _Initca3000 function initializes the ca3000 API for use by the host application. 
 
int _Initca3000(); 
 
  Parameters:. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_DeInitca3000, _GetConnectStr, _GetErrorString 
 
 
 
 
 
 
The _DeInitca3000 function de-initializes the ca3000 API.  This function must be called before unloading the API dll to avoid memory leaks. 
 
int _Initca3000(); 
 
  Parameters: 
 
N/A 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_Initca3000 
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The _GetConnectStr return the connection string that will be used by the API.. 
 
int _GetConnectStr (char* CS, 
                                 DWORD CSLen, 
                                 Bool Net); 
 
  Parameters: 
 
CS 
 Returns the connection string that will be used by the API. Required field. 
 
CSLen 
 Length of the allocated space for CS. Required field. 
 
Net 
 Specifies if the calling application is a .Net application or not. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_Initca3000, _GetErrorString 
 
 
 
 
 
The _BadgeOperation function adds/deletes/modifies Badges. 
 
Int _BadgeOperation(WORD Facility, 
                                   __int64 Badge, 
                                   char* FirstName, 
                                   char* LastName, 
                                   char* MI, 
                                   WORD AGNo1, 
                                   WORD AGNo2, 
                                   WORD AGNo3, 
                                   WORD AGNo4, 
                                   WORD AGNo5, 
                                   WORD AGNo6, 
                                   WORD Operation); 
  Parameters: 
 
Facility 
 Facility number.  Value between 0 – 10. Required field. 
 
Badge 
 Badge number. Value any positive integer.  Required field. 
 
FirstName 
 First name. 
 
LastName 
 Last name. Required field. 
 
MI 
 Middle initial. 
 
AGNo1 - AGNo6  
 Access groups 1 through 6. 
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Operation 
 Intended operation. Required field. 
 0 = Add, 1 = Delete 2 = Modify, 3 = Enable 

4 = Disable 
 

  Return Values: 
If the function succeeds, the return value is number of row effected. 
 
If the function fails, the return value is a negative number. 
 
  See Also: 
_DeInitca3000, _GetErrorString 
 
 
 
 
The _InlistQuery function returns the list of badges that are IN based on the Panel and Reader. 
 
int _InlistQuery (WORD Panel, 
                             WORD Reader, 
                             __int64* BadgeList, 
                             WORD* ResultSize); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Reader 
 Reader number. Required field. 
 
BadgeList 
 Pointer to an array. Required field. 
 
ResultSize 

Length of the allocated space for BadgeList. If the size is smaller than the list, the function will return the actual size of the result set. 
Required field. 

 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_DeInitca3000, _GetErrorString 
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The _DoorOperation function allows manual door control. 
 
Int _DoorOperation(WORD Panel, 
                                 WORD Door, 
                                 WORD Time, 
                                 WORD Operation); 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Door 
 Reader number (1- 8). Required field. 
 
Time 
 Duration (seconds: 0-59;  minutes: 60 – 120 -> 1-60). Required field. 
 
Operation 

1 = Lock door 
2 = Pulsed unlock 
3 = Hold unlocked 

 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
 
 
The _RelayOperation triggers a relay or a group of relays. 
 
Int _RelayOperation(WORD Panel, 
                                   WORD Operation, 
                                   WORD* Relays, 
                                   WORD RelayCount 
                                   WORD Time); 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Operation Required field. 
 1 = Pulse On 
 2 = Hold On 
 3 = Turn Off 
 
Relays 
 List of relays that will be acted upon. Required field. 
 
RelayCount 

Number of relays in  Relays. Required field. 
 
Time 
 Used by times relay operations (0..3600 in Seconds) 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
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The _ReaderOperation function enables or disables a reader. 
 
int _ReaderOperation(WORD Panel, 
                                    WORD Reader, 
                                     BOOLEAN Enabled); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Reader 
 Reader number. Required field. 
 
Enable 
 Value True or False to enable/disable reader. Required field. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
 
 
 
 
 
 
The _PanelOperation function enables or disables a input. 
 
int _PanelOperation(WORD Panel, 
                                  BOOL Enabled); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Enabled 
 Status. Required field. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
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The _InputOperation function enables or disables a input. 
 
int _InputOperation(WORD Panel, 
                                    WORD Input); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Input 
 Input number. Required field. 
 
  Return Values: 
If the function succeeds, the return value is Input Status. 
 
If the function fails, the return value is a negative number. 
 
 
 
 
 
 
The _TAQuery function returns the Time and Attendance record for a badge. 
 
int _TAQuery(WORD Facility, 
                         __int64 Badge, 
                         SYSTEMTIME StartTime, 
                         SYSTEMTIME EndTime, 
                         SYSTEMTIME* TimeList, 
                         WORD* ResultSize); 
 
  Parameters: 
 
Facility 
 Panel number. Required field. 
 
Badge 
 Badge number. Required field. 
 
StartTime 
 Start of time range to report on. Required field. 
 
EndTime 
 End of time range to report on. Required field. 
 
TimeList 

List of time pairs for T&A activity with in StartTime and EndTime range. Required field. 
 
ResultSize 

Site of  allocated space for TimeList.  If the size is smaller than the actual result set then the actual result size is reported. Required field. 
 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 

 

 

The End 
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WARNING 
RISK OF ELECTRIC SHOCK

DO NOT OPEN 
  

WARNING: TO REDUCE THE RISK OF ELECTRIC SHOCK, 
DO NOT REMOVE COVER (OR BACK). 

NO USER-SERVICEABLE PARTS INSIDE. 
REFER SERVICING TO QUALIFIED 

SERVICE PERSONNEL. 

 
The lightning flash with arrowhead symbol, within an equilateral triangle, is intended to alert 
the user to the presence of uninsulated "dangerous voltage" within the product’s enclosure 
that may be of sufficient magnitude to constitute a risk of electric shock. 

The exclamation point within an equilateral triangle is intended to alert the user to the 
presence of important operating and maintenance (servicing) instructions in the literature 
accompanying the appliance. 

 

COMPLIANCE NOTICE OF FCC: 
THIS EQUIPMENT HAS BEEN TESTED AND FOUND TO COMPLY WITH THE LIMITS FOR A CLASS A DIGITAL 

DEVICE, PURSUANT TO PART 15 OF THE FCC RULES. THESE LIMITS ARE DESIGNED TO PROVIDE 

REASONABLE PROTECTION AGAINST HARMFUL INTERFERENCE WHEN THE EQUIPMENT IS OPERATED 

IN A COMMERCIAL ENVIRONMENT. THIS EQUIPMENT GENERATES, USES, AND CAN RADIATE RADIO 

FREQUENCY ENERGY AND IF NOT INSTALLED AND USED IN ACCORDANCE WITH THE INSTRUCTION 

MANUAL, MAY CAUSE HARMFUL INTERFERENCE TO RADIO COMMUNICATIONS. OPERATION OF THIS 

EQUIPMENT IN A RESIDENTIAL AREA IS LIKELY TO CAUSE HARMFUL INTERFERENCE, IN WHICH CASE 

USERS WILL BE REQUIRED TO CORRECT THE INTERFERENCE AT THEIR OWN EXPENSE. 

WARNING: CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE 

FOR COMPLIANCE COULD VOID THE USER’S AUTHORITY TO OPERATE THE EQUIPMENT. 

THIS CLASS OF DIGITAL APPARATUS MEETS ALL REQUIREMENTS OF THE CANADIAN 

INTERFERENCE-CAUSING EQUIPMENT REGULATIONS. 

 
The information in this manual is believed to be accurate as of the date of publication.  IDIS Co., Ltd. is not responsible 
for any problems resulting from the use thereof.  The information contained herein is subject to change without notice.  
Revisions or new editions to this publication may be issued to incorporate such changes. 
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Important Safeguards 
1.  Read Instructions 
All the safety and operating instructions should be read before the 
appliance is operated. 
 
2.  Retain Instructions 
The safety and operating instructions should be retained for future 
reference. 
 
3.  Cleaning 
Unplug this equipment from the wall outlet before cleaning it.  Do not 
use liquid aerosol cleaners.  Use a damp soft cloth for cleaning. 
 
4.  Attachments 
Never add any attachments and/or equipment without the approval of 
the manufacturer as such additions may result in the risk of fire, electric 
shock or other personal injury. 
 
5.  Water and/or Moisture 
Do not use this equipment near water or in contact with water. 
 
6.  Accessories 
Do not place this equipment on an unstable cart, stand or table.  The 
equipment may fall, causing serious injury to a child or adult, and 
serious damage to the equipment.  Wall or shelf mounting should 
follow the manufacturer's instructions, and should use a mounting kit 
approved by the manufacturer. 
 
 
 
 
 
 
 
 
 
 
 
This equipment and cart combination should be moved with care.  
Quick stops, excessive force, and uneven surfaces may cause the 
equipment and cart combination to overturn. 
 
7.  Power Sources 
This equipment should be operated only from the type of power source 
indicated on the marking label.  If you are not sure of the type of power, 
please consult your equipment dealer or local power company. 
 
8.  Power Cords 
Operator or installer must remove power and TNT connections before 
handling the equipment. 
 
9.  Lightning 
For added protection for this equipment during a lightning storm, or 
when it is left unattended and unused for long periods of time, unplug it 
from the wall outlet and disconnect the antenna or cable system.  This 
will prevent damage to the equipment due to lightning and power-line 
surges. 
 
10.  Overloading 
Do not overload wall outlets and extension cords as this can result in 
the risk of fire or electric shock. 
 
11.  Objects and Liquids 
Never push objects of any kind through openings of this equipment as 
they may touch dangerous voltage points or short out parts that could 
result in a fire or electric shock.  Never spill liquid of any kind on the 
equipment. 
 
12.  Servicing 
Do not attempt to service this equipment yourself.  Refer all servicing 
to qualified service personnel. 

13.  Damage requiring Service 
Unplug this equipment from the wall outlet and refer servicing to 
qualified service personnel under the following conditions: 
A. When the power-supply cord or the plug has been damaged. 
B. If liquid is spilled, or objects have fallen into the equipment. 
C. If the equipment has been exposed to rain or water. 
D. If the equipment does not operate normally by following the 

operating instructions, adjust only those controls that are covered by 
the operating instructions as an improper adjustment of other 
controls may result in damage and will often require extensive work 
by a qualified technician to restore the equipment to its normal 
operation. 

E. If the equipment has been dropped, or the cabinet damaged. 
F. When the equipment exhibits a distinct change in performance ─ 

this indicates a need for service. 
 
14.  Replacement Parts 
When replacement parts are required, be sure the service technician has 
used replacement parts specified by the manufacturer or that have the 
same characteristics as the original part.  Unauthorized substitutions 
may result in fire, electric shock or other hazards. 
 
15.  Safety Check 
Upon completion of any service or repairs to this equipment, ask the 
service technician to perform safety checks to determine that the 
equipment is in proper operating condition. 
 
16.  Field Installation 
This installation should be made by a qualified service person and 
should conform to all local codes. 
 
17.  Correct Batteries  
Warning: Risk of explosion if battery is replaced by an incorrect type.  
Dispose of used batteries according to the instructions. 
 
18.  Tmra 
A manufacturer’s maximum recommended ambient temperature 
(Tmra) for the equipment must be specified so that the customer and 
installer may determine a suitable maximum operating environment 
for the equipment. 
 
19.  Elevated Operating Ambient Temperature 
If installed in a closed or multi-unit rack assembly, the operating 
ambient temperature of the rack environment may be greater than room 
ambient.  Therefore, consideration should be given to installing the 
equipment in an environment compatible with the manufacturer’s 
maximum rated ambient temperature (Tmra). 
 
20.  Reduced Air Flow 
Installation of the equipment in the rack should be such that the amount 
of airflow required for safe operation of the equipment is not 
compromised. 
 
21.  Mechanical Loading 
Mounting of the equipment in the rack should be such that a hazardous 
condition is not caused by uneven mechanical loading. 
 
22.  Circuit Overloading 
Consideration should be given to connection of the equipment to 
supply circuit and the effect that overloading of circuits might have on 
over current protection and supply wiring.  Appropriate consideration 
of equipment nameplate ratings should be used when addressing this 
concern. 
 
23.  Reliable Earthing (Grounding) 
Reliable grounding of rack mounted equipment should be maintained.  
Particular attention should be given to supply connections other than 
direct connections to the branch circuit (e.g., use of power strips). 

 



Digital Video Recorder 

 iii 

Table of Contents 
 
Chapter 1 ─ Introduction ...........................................................................................1 

Features ...................................................................................................................1 
Technical Overview ..................................................................................................1 

 
Chapter 2 ─ Installation .............................................................................................3 

Package Contents ....................................................................................................3 
Required Installation Tools.......................................................................................3 

Video Input ...........................................................................................................3 
Video Loop Through.............................................................................................4 
Audio In/Out .........................................................................................................4 
Video Out .............................................................................................................4 
RS232C Port ........................................................................................................4 
Network Port.........................................................................................................4 
RS485 Port ...........................................................................................................5 
Alarm Input/Output ...............................................................................................5 
USB Ports.............................................................................................................5 
Factory Reset Switch ...........................................................................................6 
Power Cord Connector .........................................................................................6 

 
Chapter 3 ─ Configuration.........................................................................................7 

Front Panel Controls ................................................................................................7 
POWER LED........................................................................................................7 
HDD LED..............................................................................................................7 
Alarm Out LED .....................................................................................................7 
NETWORK LED ...................................................................................................8 
Clip Copy LED......................................................................................................8 
Camera Buttons (1 to 16) .....................................................................................8 
PLAY/PAUSE Button............................................................................................8 
Arrow Buttons.......................................................................................................8 
MENU/CAMEO Button .........................................................................................9 
PLAYBACK Button ...............................................................................................9 
ZOOM/PTZ Button ...............................................................................................9 
DISPLAY/SPOT Button ........................................................................................9 
GROUP/SEQUENCE Button................................................................................9 
CLIP COPY Button...............................................................................................9 
ALARM Button....................................................................................................10 
PANIC Button .....................................................................................................10 

Turning on the Power .............................................................................................10 
Initial Unit Setup .....................................................................................................10 
Setup Screen..........................................................................................................11 

System Information ............................................................................................11 
Date/Time Setup ................................................................................................14 
Storage Screen ..................................................................................................16 
User Setup Screen .............................................................................................18 



User’s Manual 

 iv 

Shutdown Screen ...............................................................................................20 
Logout Screen ....................................................................................................20 

Network & Notification Setup..................................................................................21 
Network Screen..................................................................................................21 
LAN Setup Screen..............................................................................................22 
Modem Setup .....................................................................................................24 
DVRNS Setup ....................................................................................................25 
Notification Setup ...............................................................................................26 

Configuring Devices ...............................................................................................28 
Camera Setup Screen........................................................................................28 
Audio Setup Screen ...........................................................................................30 
Alarm-Out Screen...............................................................................................30 
Display Screen ...................................................................................................32 
Remote Control Screen......................................................................................34 

Recording Settings .................................................................................................35 
Record Screen ...................................................................................................35 
Schedule Screen ................................................................................................36 
Pre-Event Screen ...............................................................................................38 

Event Settings ........................................................................................................38 
Alarm-In Screen .................................................................................................39 
Motion Detection Screen ....................................................................................41 
Video Loss Screen .............................................................................................44 
Text-In Screen....................................................................................................46 
System Event Screen.........................................................................................50 
Event Status Screen...........................................................................................53 

 
Chapter 4 ─ Operation .............................................................................................55 

Turning on the Power .............................................................................................55 
Live Monitoring .......................................................................................................55 

PIP Mode............................................................................................................55 
Active Cameo Mode ...........................................................................................55 
Freeze Mode ......................................................................................................56 
Zoom Mode ........................................................................................................56 
Image Adjustment ..............................................................................................56 
Sequence Mode .................................................................................................56 
Event Monitoring ................................................................................................57 
Covert Camera ...................................................................................................57 
Spot Monitoring ..................................................................................................57 
PTZ Mode...........................................................................................................58 

Using a Mouse .......................................................................................................59 
Recording Video.....................................................................................................60 
Recording Audio.....................................................................................................60 
Playing Recorded Video.........................................................................................61 
Searching Video .....................................................................................................62 

Go to the Date/Time ...........................................................................................63 
Calendar Search ................................................................................................63 



Digital Video Recorder 

 v 

Event Log Search...............................................................................................64 
Text-In Search....................................................................................................66 
Motion Search ....................................................................................................68 
Clip-Copy Screen ...............................................................................................69 

 
Appendix A ─ USB Hard Disk Drive Preparation ..................................................73 

Preparing the USB-IDE hard disk drive in Windows 2000 .....................................73 
Preparing the USB-IDE hard disk drive in Windows 98 .........................................73 

 
Appendix B ─ Reviewing Video Clips ....................................................................74 
 
Appendix C ─ WebGuard.........................................................................................76 

Web Monitoring Mode ............................................................................................77 
Web Search Mode..................................................................................................78 

 
Appendix D ─ Time Overlap ....................................................................................80 
 
Appendix E ─ Troubleshooting...............................................................................81 
 
Appendix F ─ Connector Pin Outs .........................................................................82 

I/O Connector Pin Outs ..........................................................................................82 
RS485 Connector Pin Outs ....................................................................................82 

 
Appendix G ─ Map of Screens ................................................................................83 
 
Appendix H ─ System Log Notices ........................................................................84 
 
Appendix I ─ Error Code Notices............................................................................85 
 
Appendix J ─ Specifications ...................................................................................86 
 



User’s Manual 

 vi 

List of Illustrations 
 
Figure 1 ─ Typical DVR installation. .......................................................................................... 2 
Figure 2 ─ 16-Channel DVR rear panel. .................................................................................... 3 
Figure 3 ─ 16-Channel DVR front panel. ................................................................................... 7 
Figure 4 ─ Login screen. .......................................................................................................... 10 
Figure 5 ─ Setup screen. ......................................................................................................... 11 
Figure 6 ─ Virtual Keyboard..................................................................................................... 11 
Figure 7 ─ Information screen.................................................................................................. 11 
Figure 8 ─ Upgrade screen...................................................................................................... 12 
Figure 9 ─ Setup Import screen. .............................................................................................. 13 
Figure 10 ─ Setup Export screen............................................................................................. 13 
Figure 11 ─ System Log screen............................................................................................... 13 
Figure 12 ─ Date/Time setup screen. ...................................................................................... 14 
Figure 13 ─ Holiday setup screen............................................................................................ 15 
Figure 14 ─ Time Sync. screen................................................................................................ 15 
Figure 15 ─ Storage Information screen. ................................................................................. 16 
Figure 16 ─ Device Format screen. ......................................................................................... 16 
Figure 17 ─ Device Information screen.................................................................................... 17 
Figure 18 ─ Storage Status screen.......................................................................................... 17 
Figure 19 ─ User setup screen. ............................................................................................... 18 
Figure 20 ─ New Group setup screen...................................................................................... 19 
Figure 21 ─ New User setup screen. ....................................................................................... 19 
Figure 22 ─ Shutdown screen.................................................................................................. 20 
Figure 23 ─ Logout screen....................................................................................................... 20 
Figure 24 ─ Network Menu. ..................................................................................................... 21 
Figure 25 ─ Network setup screen........................................................................................... 21 
Figure 26 ─ LAN (Manual) setup screen.................................................................................. 22 
Figure 27 ─ Port Numbers setup screen.................................................................................. 22 
Figure 28 ─ LAN (DHCP) setup screen. .................................................................................. 23 
Figure 29 ─ LAN (ADSL) setup screen. ................................................................................... 23 
Figure 30 ─ Modem setup screen............................................................................................ 24 
Figure 31 ─ DVRNS setup screen. .......................................................................................... 25 
Figure 32 ─ Notification Mail setup screen. ............................................................................. 26 
Figure 33 ─ Authentication setup screen. ................................................................................ 27 
Figure 34 ─ Notification Callback setup screen. ...................................................................... 27 
Figure 35 ─ Devices Menu....................................................................................................... 28 
Figure 36 ─ Camera setup screen. .......................................................................................... 28 
Figure 37 ─ Camera PTZ setup screen. .................................................................................. 29 
Figure 38 ─ PTZ Device list. .................................................................................................... 29 
Figure 39 ─ Port Setup window. .............................................................................................. 29 
Figure 40 ─ Audio setup screen............................................................................................... 30 
Figure 41 ─ Alarm-Out Settings screen. .................................................................................. 30 
Figure 42 ─ Alarm-Out Schedule screen. ................................................................................ 31 
Figure 43 ─ Display OSD screen. ............................................................................................ 32 
Figure 44 ─ OSD Margin screen.............................................................................................. 33 
Figure 45 ─ Main Monitor screen............................................................................................. 33 
Figure 46 ─ Spot Monitor screen. ............................................................................................ 34 
Figure 47 ─ Remote Control setup screen............................................................................... 34 
Figure 48 ─ Record menu. ....................................................................................................... 35 



Digital Video Recorder 

 vii 

Figure 49 ─ Record setup screen. ........................................................................................... 35 
Figure 50 ─ Schedule setup screen......................................................................................... 36 
Figure 51 ─ Default setup screen. ........................................................................................... 37 
Figure 52 ─ Pre-Event setup screen........................................................................................ 38 
Figure 53 ─ Event menu. ......................................................................................................... 38 
Figure 54 ─ Alarm-In Settings screen. ..................................................................................... 39 
Figure 55 ─ Alarm-In Actions 1 screen. ................................................................................... 39 
Figure 56 ─ Alarm-In Notify menu............................................................................................ 40 
Figure 57 ─ Alarm-In Actions 2 screen. ................................................................................... 40 
Figure 58 ─ Motion Detection Settings screen. ....................................................................... 41 
Figure 59 ─ Motion Detection Sensitivity screen. .................................................................... 41 
Figure 60 ─ Motion Detection Min. Blocks screen. .................................................................. 41 
Figure 61 ─ Motion Detection Zone screen. ............................................................................ 42 
Figure 62 ─ Motion Detection Zone menu. .............................................................................. 42 
Figure 63 ─ Daytime Setup screen. ......................................................................................... 42 
Figure 64 ─ Motion Detection Actions 1 screen....................................................................... 43 
Figure 65 ─ Motion Detection Actions 2 screen....................................................................... 44 
Figure 66 ─ Video Loss Settings screen.................................................................................. 44 
Figure 67 ─ Video Loss Actions 1 screen. ............................................................................... 45 
Figure 68 ─ Video Loss Actions 2 screen. ............................................................................... 46 
Figure 69 ─ Text-In Settings screen. ....................................................................................... 46 
Figure 70 ─ Text-In Device Settings screen. ........................................................................... 47 
Figure 71 ─ Text-In Actions 1 screen....................................................................................... 48 
Figure 72 ─ Text-In Actions 2 screen....................................................................................... 49 
Figure 73 ─ Health Check screen. ........................................................................................... 50 
Figure 74 ─ Check Recording screen. ..................................................................................... 50 
Figure 75 ─ Storage screen. .................................................................................................... 51 
Figure 76 ─ S.M.A.R.T Setup screen....................................................................................... 51 
Figure 77 ─ System Event Actions screen............................................................................... 52 
Figure 78 ─ Event Status screen. ............................................................................................ 53 
Figure 79 ─ Sequence menu. .................................................................................................. 57 
Figure 80 ─ PTZ Select Camera menu.................................................................................... 58 
Figure 81 ─ PTZ Preset screen. .............................................................................................. 58 
Figure 82 ─ Preset View screen. ............................................................................................. 58 
Figure 83 ─ PTZ menu............................................................................................................. 58 
Figure 84 ─ Mouse menu......................................................................................................... 59 
Figure 85 ─ Mouse Display menu............................................................................................ 60 
Figure 86 ─ Search menu. ....................................................................................................... 62 
Figure 87 ─ Go to the Date/Time screen. ................................................................................ 63 
Figure 88 ─ Calendar Search screen....................................................................................... 63 
Figure 89 ─ Event Log Search screen. .................................................................................... 64 
Figure 90 ─ Event Log Search Option screen. ........................................................................ 65 
Figure 91 ─ Text-In Search screen. ......................................................................................... 66 
Figure 92 ─ Text-In Search Option screen. ............................................................................. 67 
Figure 93 ─ Motion Search screen. ......................................................................................... 68 
Figure 94 ─ Motion Search Option screen............................................................................... 68 
Figure 95 ─ Clip-Copy screen.................................................................................................. 70 
Figure 96 ─ ClipPlayer screen. ................................................................................................ 74 
Figure 97 ─ WebGuard login screen........................................................................................ 76 
Figure 98 ─ WebWatch screen. ............................................................................................... 77 
Figure 99 ─ WebSearch screen............................................................................................... 78 



User’s Manual 

 viii 

 
 
 



Digital Video Recorder 

 1 

Chapter 1 ─ Introduction 
 
 
Features 
 
Your color digital video recorder (DVR) provides recording capabilities for eight or 16 camera inputs.  It 
provides exceptional picture quality in both live and playback modes, and offers the following features: 
 

 8 or 16 Composite Video Input Connectors  
 Compatible with Color (NTSC or PAL) and B&W (CCIR and EIA-170) Video Sources 
 Auto Detection for NTSC and PAL 
 Multiple Monitor Connectors: 1 BNC Video Out, 1 Spot, 1 VGA 
 Multiple Search Engines (Date/Time, Calendar, Event) 
 Records up to 120/100 Images per Second (NTSC/PAL) 
 “Loop-Through” Video Connectors 
 Continuous Recording in Disk Overwrite Mode 
 2 USB 2.0 Ports 
 Continues Recording while Transmitting to Remote Site and during Playback 
 User-friendly Graphical User Interface (GUI) Menu System  
 Multiple Recording Modes (Time-lapse, Pre-event, Alarm, Motion and Panic) 
 2-Channel Audio Recording and 1-Channel Audio Playback 
 Text Input for ATM and POS 
 Alarm Connections Include: Input, Output and Reset Input 
 Built-in Alarm Buzzer 
 Live or Recorded Video Access via Ethernet or Modem 
 Time Synchronization using industry standard protocol 
 Built-in CD-RW Drive 
 Self-diagnostics with automatic notification including hard disk drive S.M.A.R.T. protocol 

 
 
Technical Overview 
 
In addition to replacing both a time-lapse VCR and a multiplexer in a security installation, your DVR has 
many features that make it much more powerful and easier to use than even the most advanced VCR. 
 
The DVR converts analog NTSC or PAL video to digital images and records them on a hard disk drive.  
Using a hard disk drive allows you to access recorded video almost instantaneously; there is no need to 
rewind tape.  The technology also allows you to view recorded video while the DVR continues recording 
video. 
 
Digitally recorded video has several advantages over analog video recorded on tape.  There is no need to 
adjust tracking.  You can freeze frames, fast forward, fast reverse, slow forward and slow reverse without 
image streaking or tearing.  Digital video can be indexed by time or events, and you can instantly view 
video after selecting the time or event. 
 
Your DVR can be set up for event or time-lapse recording.  You can define times to record, and the 
schedule can change for different days of the week and user defined holidays. 
 
The DVR can be set up to alert you when the hard disk drive is full, or it can be set to record over the 
oldest video once the disk is full. 
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Your DVR uses a proprietary encryption scheme making it nearly impossible to alter video. 
 
You can view video and control your DVR remotely by connecting via Ethernet.  There are two USB 
ports that can be used to upgrade the system or copy video clips to external hard disk, CD-RW and flash 
drives. 
 
NOTE:  This manual covers the 8- and 16-channel digital video recorders.  The DVRs are identical 
except for the number of cameras and alarms that can be connected and the number of cameras 
that can be displayed.  For simplicity, the illustrations and descriptions in this manual refer to the 
16-camera model. 
 
 

 
 

Figure 1 ─ Typical DVR installation. 
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Chapter 2 ─ Installation 
 
 
Package Contents 
 
The package contains the following: 
 

 Digital Video Recorder 
 Power Cord 
 User’s Manual (This Document) 
 RAS Software CD and User’s Manual 
 Rack-mount Kit 
 Assembly Screws Guide Rails for Adding Hard Disk Drives 

 
 
Required Installation Tools 
 
No special tools are required to install the DVR.  Refer to the installation manuals for the other items that 
make up part of your system. 
 

 
 

Figure 2 ─ 16-Channel DVR rear panel. 
 

 Video Input  Video Loop Through  Audio In/Out  Video Out 

 RS232C Port  Network Port  RS485 Port  Alarm Input/Output 

 Factory Reset Switch  Power Cord Connector   
 
Your DVR can be used with either NTSC or PAL equipment. 
 
NOTE:  You cannot mix NTSC and PAL equipment.  For example you cannot use a PAL camera 
and an NTSC monitor. 
 
Video Input 
 

 
 
Connect the coaxial cables from the video sources to the BNC Video In connectors. 
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Video Loop Through 
 

 
 
If you would like to connect your video source to another device, you can use the Loop BNC connectors. 
 
NOTE:  The Loop BNC connectors are auto terminated.  Do NOT connect a cable to the Loop BNC 
unless it is connected to a terminated device because it will cause poor quality video. 
 
Audio In/Out 
 

 
NOTE:  It is the user’s responsibility to determine if local laws and regulations permit recording 
audio. 
 
NOTE:  The DVR does not have amplified audio output, so you will need a speaker with an 
amplifier.  The DVR does not have a pre-amplifier for audio input, so the audio input should be 
from an amplified source, not directly from a microphone. 
 
Video Out 
 

 
NOTE:  The VGA and Video Out (BNC) connectors may be connected to individual monitors for 
simultaneous operation. 
 
RS232C Port 
 

 
NOTE:  The DVR is not supplied with a modem cable, and many modems are not supplied with 
cables.  Make certain you have the correct cable when purchasing the modem. 
 
Network Port 
 

 
Your DVR can record audio from up to two sources.  Connect the audio sources to 
Audio In 1 and Audio In 2 as needed using RCA jacks.  Connect Audio Out to your 
amplifier.  

 
 

 

 

A VGA connector is provided so that you can use a standard, multi-sync computer 
monitor as your main monitor.  Use the cable supplied with your monitor to connect 
it to the DVR. 
 
Connect the main monitor to the Video Out connector.  Connect the spot monitor to the 
SPOT connector as needed. 

 
An RS232 port is provided to connect an external modem for remote monitoring, 
configuration and software upgrades, and to connect a remote control keyboard.  Use a 
modem cable with a DB-9S (female) connector to connect to the DVR.  See Chapter 3 
─ Configuration for configuring the modem. 

 

The DVR can be networked using the 10/100Mb Ethernet connector.  Connect a Cat5 
cable with an RJ-45 jack to the DVR connector.  The DVR can be networked with a 
computer for remote monitoring, searching, configuration and software upgrades.  See 
Chapter 3 ─ Configuration for configuring the Ethernet connections. 
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CAUTION:  The network connector is not designed to be connected directly with cable or 
wire intended for outdoor use. 
 
RS485 Port 
 

 
Alarm Input/Output 
 

   
 
NOTE:  To make connections on the Alarm Connector Strip, press and hold the button and insert 
the wire in the hole below the button.  After releasing the button, tug gently on the wire to make 
certain it is connected.  To disconnect a wire, press and hold the button above the wire and pull 
out the wire. 
 
AI 1 to 16 (Alarm-In):  You can use external devices to signal the DVR to react to events.  Mechanical or 
electrical switches can be wired to the AI (Alarm-In) and GND (Ground) connectors.  The threshold 
voltage is 4.3V and should be stable at least 0.5 seconds to be detected.  See Chapter 3 ─ Configuration 
for configuring alarm input. 
 
GND (Ground):  Connect the ground side of the Alarm input and/or alarm output to the GND connector. 
 
NOTE:  All the connectors marked GND are common. 
 
AO 1 to 2 (Alarm-Out):  The DVR can activate external devices such as buzzers or lights.  Connect the 
device to the C (Common) and NC (Normally Closed) or C and NO (Normally Open) connectors.  
NC/NO is a relay output which sinks 0.5A@125VAC and 1A@30VDC.  See Chapter 3 ─ Configuration 
for configuring alarm output. 
 
ARI (Alarm Reset In):  An external signal to the Alarm Reset In can be used to reset both the Alarm 
Out signal and the DVR’s internal buzzer.  Mechanical or electrical switches can be wired to the ARI 
(Alarm Reset In) and GND (Ground) connectors.  The threshold voltage is below 0.3V and should be 
stable at least 0.5 seconds to be detected.  Connect the wires to the ARI (Alarm Reset In) and GND 
(Ground) connectors. 
 
USB Ports 
 

 
A USB mouse (not supplied) can be connected to one of the ports.  You can use the mouse to navigate 
through the screens and menus much like you would on a computer. 

 

The DVR can be controlled remotely by an external device or control system, such as a 
control keyboard, using RS485 half-duplex serial communications signals.  The RS485 
connector can also be used to control PTZ (pan, tilt, zoom) cameras.  Connect RX-/ TX- and 
RX+/TX+ of the control system to the TX-/RX- and TX+/RX+ (respectively) of the DVR.  
See Chapter 3 ─ Configuration and the PTZ camera or remote controller manufacture’s 
manual for configuring the RS485 connection. 

 

Two USB ports on the front panel are provided to connect external hard disk, CD-RW or 
flash drives for video clip copying or system upgrades.  Position external drives close 
enough to the DVR so that you can make the cable connections, usually less than 6 feet.  Use 
the USB cable provided with the hard disk drive to connect it to the DVR. 
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A USB to Serial converter can be connected to the USB port.  Multiple text-in devices can be used with a 
USB to Serial converter. 
 
Factory Reset Switch 
 

 
CAUTION:  When using the Factory Reset, you will lose any settings you have saved.  If 
you want to use the same DVR name registered on the DVRNS server after initializing 
the system using the factory reset, you need to contact the DVRNS server manager.  
Please record and save the help desk information before factory reset.  
 
To reset the unit, you will need a straightened paperclip: 

1. Turn the DVR off. 
2. Turn it on again. 
3. While the DVR is initializing, the front panel LEDs will blink.  When the front panel LEDs blink, 

poke the straightened paperclip to the unlabeled hole in the left of the Alarm Output connectors. 
4. Hold the switch until all the LEDs on the front panel are lit. 

 
NOTE:  When the DVR successfully resets to factory defaults all the LEDs on the front panel flash 
five times. 
 

5. Release the reset switch.  All of the DVR’s settings are now at the original settings it had when it 
left the factory. 

 
Power Cord Connector 
 

 
WARNING:  ROUTE POWER CORDS SO THAT THEY ARE NOT A TRIPPING HAZARD.  
MAKE CERTAIN THE POWER CORD WILL NOT BE PINCHED OR ABRADED BY 
FURNITURE.  DO NOT INSTALL POWER CORDS UNDER RUGS OR CARPET. 
 
THE POWER CORD HAS A GROUNDING PIN.  IF YOUR POWER OUTLET DOES NOT 
HAVE A GROUNDING PIN RECEPTACLE, DO NOT MODIFY THE PLUG. 
DO NOT OVERLOAD THE CIRCUIT BY PLUGGING TOO MANY DEVICES IN TO ONE 
CIRCUIT. 
 
Your DVR is now ready to operate.  Refer to Chapter 3 ─ Configuration and Chapter 4 ─ Operation. 
 

 

The DVR has a Factory Reset switch to the left of the Alarm Output connectors 
on the rear panel.  This switch will only be used on the rare occasions that you want 
to return all the settings to the original factory settings. 

 

Connect the AC power cord to the DVR and then to a wall outlet. 
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Chapter 3 ─ Configuration 
 
 
NOTE:  Your DVR should be completely installed before proceeding.  Refer to Chapter 2 ─ 
Installation. 
 
 
Front Panel Controls 
 

 
 

Figure 3 ─ 16-Channel DVR front panel. 
 

 Power LED  HDD LED  Alarm Out LED  Network LED 

 Clip Copy LED  Camera Buttons  Play/Pause Button  Arrow Buttons 

 Menu/Cameo Button  Playback Mode Button  Zoom/PTZ Button 

 Display/SPOT Button  Group/Sequence Button  Clip Copy Button 
 Alarm Button  Panic Button  USB Connectors  

 
The front panel looks and operates much like a VCR combined with a multiplexer.  Many of the buttons 
have multiple functions.  The following describes each button and control.  Take a few minutes to review 
the descriptions.  You will use these to initially set up your DVR and for daily operations. 
 
NOTE:  You can also use a USB mouse (not supplied) to navigate through the screens and menus 
much like you would on a computer. 
 
 

POWER LED 
 
The POWER LED is lit when the unit is On. 
 
HDD LED 
 
The HDD LED flickers when the DVR is recording or searching video on the hard disk drive.  
 
Alarm Out LED 
 
The Alarm Out LED is lit when alarm output or internal buzzer is activated.  
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NETWORK LED 
 
The NETWORK LED is lit when the unit is connected to a network via Ethernet. 
 
Clip Copy LED 
 
The Clip Copy LED is lit when the DVR is clip-copying. 
 
Camera Buttons (1 to 16) 
 
Pressing the individual camera buttons will cause the selected camera to display full screen.  Buttons 1 to 
9 are also used to enter passwords. 
 
In the PTZ mode, pressing the button 1 zooms in the screen and the button 2 zooms out the screen, 
pressing the button 3 focuses near and button 4 focuses far, and pressing the button 5 moves to the preset 
and button 6 saves the preset. 
 
PLAY/PAUSE Button 
 
In the live monitoring mode, pressing the  button freezes the current screen and the screen displays  
icon.  When in the playback mode, pressing the  button plays back images at regular speed or pauses 
playing video.  
 
Pressing the  button selects a highlighted item or completes an entry that you have made during system 
setup. 
 
Arrow Buttons 
 
These buttons are used to navigate through menus and GUI.  You can also use them to change numbers by 
highlighting a number in the menu and using the Up and Down arrow buttons to increase or decrease the 
number’s value. 
 
These buttons are also used to control Pan and Tilt when in the PTZ mode.  When in the PIP display 
format, pressing the Up and Down arrow buttons moves the position of the small screen 
counter-clockwise and clockwise, and pressing the Left and Right buttons changes the PIP screen size. 
 
In the playback mode, pressing the  button plays video backward at high speed.  Pressing the button 
again toggles the playback speed from ,  and .  The screen displays ,  and  
respectively.  Pressing the  button plays video forward at high speed.  Pressing the button again toggles 
the playback speed from ,  and .  The screen displays ,  and  respectively.  When 
in the pause mode, pressing the  button moves to the next image and pressing the  button moves to the 
previous image. 
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MENU/CAMEO Button 
 
Pressing the MENU/CAMEO button enters the Setup screen.  You will need to enter the authorized user 
and password to access Setup.  Pressing the button also closes the current menu or setup dialog box.  In 
the Playback mode, pressing the button displays the Search menu. 
 
Pressing and holding the button for two seconds or longer enters the cameo mode.  The yellow outline 
surrounding the video indicates the active cameo, and pressing the arrow buttons moves the active cameo.  
Pressing the desired camera button in the active cameo edits the cameo and displays the video of selected 
camera.  Pressing the  (Play/Pause) button exits the Active Cameo mode.  Selecting Exit Group Edit in 
the cameo menu displayed when pressing the MENU/CAMEO button also exits the Active Cameo mode. 
 
NOTE:  A cameo is defined as any cell within multi-screen display.  The cameo mode allows you to 
change the screen layout by editing the cameo. 
 
PLAYBACK Button 
 
Pressing the PLAYBACK button enters the playback mode, and pressing the button again exits the 
playback mode.  When entering the playback mode, video is paused.  Pressing the  (Play/Pause) button 
plays back video at regular speed.  The screen displays  when the DVR is in the Pause mode and the 
screen displays  when the DVR is playing back video. 
 
ZOOM/PTZ Button 
 
Pressing the ZOOM/PTZ button zooms in the current image in double on the screen.  You can use the 
arrow buttons to move the rectangle to another area.  Pressing the  (Play/Pause) button zooms in the 
image in rectangle. 
 
Pressing and holding the button for two seconds or longer enters the PTZ (Pan/Tilt/Zoom) mode and the 
PTZ icon flickers.  Pressing the button again exits the PTZ mode.  Pressing the arrow buttons or 
MENU/CAMEO button allows you to control properly configured cameras. 
 
DISPLAY/SPOT Button 
 
Pressing the DISPLAY/SPOT button toggles between different display formats.  The available formats 
are: PIP, 2x2, 3x3 and 4x4. 
 
Pressing and holding the button for two seconds or longer allows you to select which cameras will display 
on the Spot monitor. 
 
GROUP/SEQUENCE Button 
 
When in the live mode, pressing the GROUP/SEQUENCE button changes the screen from the current 
camera group to the next camera group, and the screen displays the page number.  Pressing and holding 
the button for two seconds or longer displays live channels sequentially. 
 
CLIP COPY Button 
 
Pressing the CLIP COPY button allows you to copy video clips. 
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ALARM Button 
 
The ALARM button has two functions.  First, it will reset the DVR’s outputs including the internal buzzer 
during an alarm.  Second, it will display the event log when you are in the live monitoring mode unless 
there is an active alarm.  This operation can be user password protected. 
 
PANIC Button 
 
Pressing the PANIC button starts panic recoding of all camera channels, and displays  on the screen.  
Pressing the button again will stop panic recording. 
 
 
Turning on the Power 
 
Connecting the power cord to the DVR turns on the unit.  The unit takes approximately 60 seconds to 
initialize.  
 
 
Initial Unit Setup 
 
Before using your DVR for the first time, you will want to establish the initial settings.  This includes 
items such as time and date, display language, camera, audio, remote control, record mode, network and 
password.  Your DVR can be set up using various screens and dialog boxes. 
 
Throughout the screens you will see .  Highlighting the  and pressing the  (Play/Pause) button 
gives you the opportunity to reset that screen to its default settings. 
 
Press the MENU button to enter the setup screens.  The Login screen appears. 
 

 
NOTE:  To assure the secure management of the system, setting up a password is strongly 
recommended. 
 
NOTE:  You can use a mouse (not supplied) to access the Login screen in addition to using the 
front panel buttons.  Click the right mouse button to display the Login screen.  To enter a 
password, click the  …  button, and the virtual keyboard displays.  See instructions below for using 
the virtual keyboard. 
 
 

 
Figure 4 ─ Login screen.

Select a User and enter the password by pressing the appropriate 
combination of Camera number buttons and then the  button.  
There is no default password when logging in the admin user for the 
first time. 
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Setup Screen 
 

 
 

Figure 5 ─ Setup screen. 
 
Press the MENU button to enter the setup screen.  While setting up the DVR, there will be many 
opportunities to enter names and titles.  When making these entries, a Virtual Keyboard will appear. 
 

 
System Information 
 
Highlight Information and press the  button.  The Information screen appears. 
 

 
 

Figure 7 ─ Information screen. 

 
Figure 6 ─ Virtual 
Keyboard. 

Use the arrow keys to highlight the character you want in the name or title 
and press the  button.  That character appears in the title bar and the cursor 
moves to the next position.  Pressing  toggles between the upper and lower 
case keyboards,  backspaces, and  deletes entered characters.  You can 
use up to 31 characters including spaces in your title.  
Special characters can be created using ^ and a capital letter; e.g., ^J for NL 
(New Line), ̂ M for CR (Carriage Return).  Special characters are commonly 
used by text input devices and will be useful when performing Text-In 
Searches. 
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In the Information screen, you can name the site location, assign a System ID number, select the 
language the screens are displayed in, display software version number, upgrade the software, show the 
System Log, display recorded time data, and clear all data. 
 
Highlight the Site box and press the  button.  A virtual keyboard appears that you can use to enter a Site 
Name. 
 
Once you have entered your title, highlight Close and press the  button. 
 
Highlight the box beside System ID and press the  button.  Change the number by highlighting it and 
using the Up and Down arrow buttons to increase and decrease the number from 0 to 99. 
 
NOTE:  The System ID number is used to identify the unit when it is connected with other DVRs 
through the RS485 port.  You cannot use the same ID number for two or more DVRs that are in the 
same RS485 network.  It is possible to have multiple DVRs with System ID 0 that are in the same 
area as long as they are not part of an RS485 network. 
 
Highlight the box beside Language and press  button.  A drop-down menu displays the available 
languages.  Highlight the desired language and press the  button. 
 
The box beside Version displays the software version of the DVR. 
 
To upgrade the software, connect a USB device containing the upgrade package file to the DVR.  
Highlight Upgrade… and press the  button.  The Upgrade screen appears.   
 

 
Highlighting the Install button and pressing the  button will install the selected software package.  
Highlighting the Cancel button and pressing the  button will close the window without upgrading the 
software.  If the upgrade package file is not installed on the DVR properly, you will get an error message.  
The system restarts automatically after completing the upgrade. 
 
Figure 8 ─ Upgrade screen. 
 
NOTE:  The Upgrade button will be deactivated if the hard disk drive has not been formatted as it 
requires the space for temporary files when upgrading the system. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
You can import saved DVR settings or export the current DVR settings.  To import saved DVR settings, 
connect the USB device containing the setup file (.dat) to the DVR.  Highlight Setup – Import… and 
press the  button.   

 

The screen displays the upgrade package file names that are 
available.  The “.rui” indicates that the file is for software upgrades 
and “.ofi” indicates that the file is for optical drive firmware 
upgrades.  Select the desired file and press the  button.   



Digital Video Recorder 

 13 

 

 
To export the current DVR settings, connect the USB device to the DVR.  Highlight Setup – Export… 
and press the  button.   
 

 
NOTE:  Even after changing the DVR settings by importing saved settings, the time-related 
settings (Date/Time, Time Zone and Daylight Saving Time) will NOT be changed. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
Highlight Show System Log… and press the  button to display the System Log. 
 

 
Figure 11 ─ System Log screen. 
 
The box beside Recorded Data – From / To displays the time information of recorded data. 
 
Highlighting Clear All Data… and pressing the  button will clear all video data.  You will be asked to 
verify that you wish to clear all data before the DVR erases the video data.  Clear All Data… will not 
clear the System Log. 
 
After you are finished with the Information Screen, you can highlight Save and press the  button to 
save the changes and exit the screen.  If you do not wish to save the changes, highlight Cancel and press 
the  button to exit the screen. 
 

 
 
Figure 9 ─ Setup Import screen.  

Select the desired setup file and press the Import button 
to import the selected settings and change the DVR 
settings accordingly.  Highlight Include Network 
Setup and press the  button to toggle between On 
and Off.  When set to Off, the network settings will not 
be changed. 

 
 
Figure 10 ─ Setup Export screen.  

Highlight the box beside File name and press the  
button.  A virtual keyboard allows you to enter the file 
name.  Selecting Export will save the current settings 
in .dat file format on the USB device. 

The System Log screen lists system activities (up to 
5,000 from the latest) that have occurred along with 
the time and date.  The  icon will be displayed in 
the last column for system activities of the remote 
site.  You can scroll through the log pages by using 
the Up and Down arrows, or you can go directly to a 
log page by entering the log page number in the box 
at the bottom left of the screen.  Highlight Close and 
press the  button to exit the screen. 
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Date/Time Setup 
 
Highlight Date/Time in the System menu and press the  button.  The Date/Time setup screen appears. 
 

 
 

Figure 12 ─ Date/Time setup screen. 
 
Highlight the first box beside Date and press the  button.  The individual sections of the date will 
highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and Right arrow 
buttons to move between month, date and year.  Once you have the correct date, press the  button. 
 
Highlight the Format box beside Date and press the  button.  Select from the three available date 
formats and press the  button to save your selected format. 
 
Highlight the first box beside Time and press the  button.  The individual sections of the time will 
highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and Right arrow 
buttons to move between hour, minutes and seconds.  Once you have the correct time, press the  button. 
 
Highlight the Format box beside Time and press the  button.  Select from the three available time 
formats and press the  button to save your selected format. 
 
NOTE:  The clock will not start running until you have highlighted Save and pressed the  button. 
 
Highlight the box beside Time Zone and press the  button.  Select your time zone from the list and 
press the  button. 
 
Highlight Use Daylight Saving Time and press the  button.  Pressing the  button toggles between 
On and Off.  
 
Highlight the Holiday tab, and the Holiday setup screen appears 
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Figure 13 ─ Holiday setup screen. 
 
You can set up holidays by highlighting + and pressing the  button.  The current date appears. 
 
Highlight the month and day and change them by using the Up and Down arrow buttons.  Press the  
button to add the date.  Dates can be deleted by highlighting the  beside the date and pressing the  
button. 
 
NOTE:  Holidays that do not fall on the same date each year should be updated once the current 
year’s holiday has passed. 
 
Highlighting the Time Sync. tab causes the Time Sync. screen to display.  You can set up time 
synchronization between the DVR and standard time servers that are available in most time zones and 
countries, or between the DVR and another DVR.  
 

 
 

Figure 14 ─ Time Sync. screen. 
 
Highlight the box beside Automatic Sync. and press the  button.  This toggles between On and Off.  
 
Highlight the box beside Time Server and press the  button.  A virtual keyboard appears that you can 
use to enter the IP address or domain name of the time server. 
 
NOTE: You can use the domain name instead of IP address if you already set up the DNS Server 
when setting up the LAN. 
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Highlight the box beside Interval and press the  button.  Set the time interval for synchronization from 
30 minutes to 1 day at various time intervals. 
 
Last Sync-Time displays the last time the DVR was synchronized with the time server. 
 
Highlight Run as Server and press the  button.  Pressing the  button toggles between On and Off.  
When it is On, the DVR you are setting up will run as a time server. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel exits the 
screen without saving the changes. 
 
Storage Screen 
 
Highlight Storage in the System menu and press the  button.  The Storage setup screen appears and 
displays information about the DVR’s storage devices. 
 

 
 

Figure 15 ─ Storage Information screen. 
 
The information in the Type column describes the storage device. 
 
The capacity of the storage device is displayed in the Capacity column. 
 
The Format column displays whether the device is used for recording (Record) or not (Not Using).  Not 
Formatted indicates the device is not formatted.   indicates when the device has temporary space set 
aside so that video clips can be saved on a CD-RW or DVD RW. 
 
Highlight the box in the Format column for the desired storage device and press the  button.   
 

 
Figure 16 ─ Device Format screen. 
 
NOTE:  The DVR does NOT support USB hard disk drives with a version lower than 2.0. 
 
NOTE:  System upgrades require formatting internal hard disk drives. 

You will be able to format the device for recording.  When selecting Not 
Using from Use As and highlighting the Format button, the device will 
not be used for recording.  You can also set aside space to store temporary 
files for CD or DVD burning by selecting Partition – CD/DVD Burn. 
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The Information column displays whether the device is being used or not.  Other indicates the device has 
been used for another DVR. 
 
Highlight the box in the Information column for the desired storage device and press the  button. 
 

 
Highlight the Status tab, and the Storage Status screen displays. 
 

 
 

Figure 18 ─ Storage Status screen. 
 
The Type column displays the type of storage device. 
 
The Disk Bad column displays the percentage of bad sectors.  Not Formatted indicates the device is not 
formatted. 
 
The Temperature column displays the temperature of the storage device. 
 
The S.M.A.R.T. column displays “Good”, “Bad” or “N/A”, depending on storage conditions. 
 

 Good ─ The storage condition is normal. 
 Bad ─ Data cannot be written on or read from the storage device. 
 N/A ─ Storage conditions are normal, however, the S.M.A.R.T. monitoring is not working or supported  

 
NOTE:  When the storage condition is “Bad”, the Event Status – Storage screen displays and you 
can check the storage condition for details.  Once the “Bad” message displays, replacing the hard 
disk drive is recommended, usually within 24 hours. 
 
NOTE:  Temperature and S.M.A.R.T. information will be available only for IDE hard disk drives 
supporting the SMART (Self-Monitoring Analysis and Reporting Technology) monitoring program. 
 
Selecting Close and pressing the  button exits the screen. 

 
Figure 17 ─ Device Information screen.

You will be able to check the time information about recorded 
data.  If you want to erase recorded data on the selected 
device, highlight Clear and press the  button.  You will be 
asked whether or not you want to delete the data. 
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User Setup Screen 
 
Highlight User in the System menu and press the  button.  The User setup screen displays the 
authorized groups and users.  You can add and delete groups and users.  When adding a group, you can 
assign authority levels to the group. 
 

 
 

Figure 19 ─ User setup screen. 
 
The +/- column is used to collapse and expand user groups.  If there is a + or – in this column, it indicates 
the item is a Group Name.  If there is a – in front of the Group Name, it indicates that the group has been 
“expanded” and all of the User Names within that group are displayed below the Group Name.  If there is 
a + in front of the Group Name, it indicates that the group has been “collapsed” and all of the User Names 
within that group are hidden.  To collapse or expand a group, highlight the +/- column in front of the 
desired group and press the  button. 
 
Highlighting a Group Name and pressing the  button allows you to change the authority levels assigned 
to the group. 
 
CAUTION:  Write down the new password and save it in a secure place.  If the password 
is forgotten, the unit must be reset using the Factory Reset Button and all data settings 
will be lost. 
 
Highlighting a User Name and pressing the  button allows you to add or change the password assigned 
to that user.  You can also change the group to which the user is assigned. 
 
The  column can be used to delete a User Name or an entire Group.  If the  is grayed out, that Group 
or User cannot be deleted.  Highlight the  and press the  button.  You will be asked to confirm that 
you want to delete the User or Group.  To delete the User currently logged into the DVR on a local system 
or a PC running RAS, log the user out of the system first and then delete the user. 
 
To add a Group, highlight the + Group… box and press the  button.  A virtual keyboard appears 
allowing you to enter the Group name.   
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The authority levels that can be turned On and Off are: 
 
 Shutdown ─ The user can shut the system down on a local system. 
 Upgrade ─ The user can upgrade the software on a local system or a PC running RAS. 
 System Time Change ─ The user can change the system date and time on a local system or a PC running 

RAS. 
 Data Clear ─ The user can clear all video data or format disks on a local system or a PC running RAS. 
 Setup ─ The user without Setup authority cannot establish any system settings excluding system shutdown 

and logout on a local system or a PC running RAS. 
 Color Control ─ The user can control brightness, contrast, hue and saturation for cameras on a local system 

or a PC running RAS. 
 PTZ Control ─ The user can control the PTZ camera on a local system or a PC running RAS. 
 Alarm-Out Control ─ The user can reset the DVR’s outputs including the internal buzzer during an alarm 

by pressing the ALARM button on a local system or alarm-out control button on a PC running RAS. 
 Covert Camera View ─ The user can view video from cameras set as Covert while in the Live Monitoring 

or Search mode on a local system or a PC running RAS. 
 System Check ─ The user can view the remote system status or check the remote system status as a batch 

process on a PC running RAS. 
 Record Setup ─ The user can establish all Record settings on a local system or a PC running RAS. 
 Search ─ The user can access the Search mode on a local system or a PC running RAS. 
 Clip-Copy ─ The user can copy video clips on a local system or a PC running RAS, and save video data in 

an AVI, bitmap or JPEG file format. 
 
To add a User, highlight the + User… box and press the  button.  A virtual keyboard appears allowing 
you to enter the User Name. 
 

 
Figure 21 ─ New User setup screen. 
 
NOTE:  In addition to using the front panel buttons, you can use the virtual keyboard to assign the 
password.  To display the virtual keyboard click the  …  button using the mouse (not supplied). 
 

You can use up to 15 characters including spaces in the group name.  
Enter the name and assign authority levels to the group.  
Highlighting the Authority box and pressing the  button will 
toggle between all authority levels being turned On and Off.  
Highlighting the individual authority level boxes and pressing the 

 button will toggle between that authority level being turned On 
and Off.  The authority levels that can be turned On and Off are: 
 
 
 
Figure 20 ─ New Group setup screen. 

Enter the name and assign the User to a Group and password.  You 
can use camera buttons 1 to 9 on either the front panel to assign the 
password.  The password can be up to 8 digits.  You will be asked to 
confirm the password. 
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Highlighting the box beside Auto Login allows you to select a User to be automatically logged in when 
the DVR is powered up.  It can also be set to never automatically login a user. 
 
Highlighting the box beside Auto Logout allows you to select from a list of times that the user will be 
automatically logged out.  The options are: Never, 1 min., 3 min., 5 min., 10 min., 15 min., 20 min., 25 
min., 30 min. and 1 hr. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel exits the 
screen without saving the changes. 
 
Shutdown Screen 
 
Highlight Shutdown in the System menu and press the  button.  The Shutdown screen displays asking 
you to confirm whether or not you want to shut the system down. 
 

 
Logout Screen 
 
Highlight Logout in the System menu and press the  button.  The Logout screen displays asking you to 
confirm whether or not you want to log out the current user. 
 

 
 

 

After selecting Shutdown and pressing the  button, a screen will 
appear telling you when it is safe to disconnect power. 
 
 
Figure 22 ─ Shutdown screen. 

After selecting Logout and pressing the  button, the user will be 
logged out. 
 
 
Figure 23 ─ Logout screen. 
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Network & Notification Setup 
 
In the Main screen, use the Left or Right arrow buttons to display the Network menu. 
 

 
 

Figure 24 ─ Network Menu. 
 
Network Screen 
 
Highlight Network in the Network menu and press the  button.  The Network setup screen displays.  
You will be able to change the Network, LAN, Modem and DVRNS settings. 
 

 
 

Figure 25 ─ Network setup screen. 
 
Highlight the first box beside Transfer Speed.  Press the Up and Down arrow buttons to set the Transfer 
Speed from 50Kbps to 100Mbps. 
 
Highlight the second box beside Transfer Speed.  You can select the unit of measure for the transfer 
speed between: bps and ips.  Press the  button to set the transfer speed. 
 
Highlight the box beside Quality and press the  button.  You can select the Quality from: Very High, 
High, Standard and Basic.  Press the  button to set the Quality. 
 
NOTE:  The higher Quality settings require higher Transfer Speed settings.  The transfer speed 
you set is the maximum speed.  Depending on the network environment, this speed may not be 
achieved. 
 
NOTE:  The local recording speed might be affected by various network bandwidth (Transfer 
Speed) conditions. 
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LAN Setup Screen 
 
Highlight the LAN tab, and the LAN screen displays. 
 

 
 

Figure 26 ─ LAN (Manual) setup screen. 
 
Highlight the box beside Type and press the  button.  You can select the type of network configuration 
from: Manual, DHCP and ADSL (with PPPoE).  Select the desired type and press the  button. 
 
Selecting Manual from the Type allows you to set up LAN parameters manually. 
 
NOTE:  You will need to get the appropriate IP Address, Gateway and Subnet Mask from your 
network administrator. 
 
Change the numbers by highlighting them and using the Up and Down arrow buttons to increase or 
decrease the number. 
 
The factory default LAN settings are: 
 IP Address: 192.168.1.129 
 Gateway: 192.168.1.254 
 Subnet Mask: 255.255.255.0 
 
Highlight the box beside DNS Server.  Press the Up and Down arrow buttons to set the IP address of the 
DNS server.  
 
Highlight the Port Number Setup… box and press the  button.  The Port Number Setup screen 
appears.  
 

Figure 27 ─ Port Numbers setup screen. 

 

Change the numbers by highlighting them and using the Up and 
Down arrow buttons to increase or decrease the number.  The 
factory default Port settings are: 

Remote Admin:  8200 
Remote Callback: 8201 
Remote Watch:  8016 
Remote Search: 10019 
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NOTE:  You will need to get the appropriate Port Numbers for each RAS and WebGuard related 
program (Admin, Callback, Watch and Search) from your network administrator. 
 
NOTE:  The system restarts automatically after changing the port settings. 
 
NOTE:  Do NOT use the same port number for two different programs, otherwise, the DVR cannot 
be connected with the PC running RAS or WebGuard. 
 
CAUTION:  When changing the port settings, you must change the port settings on the 
PC running RAS or WebGuard as well.  Refer to the RAS manual for details. 
 
Selecting DHCP from the Type and highlighting Save button reads the current IP address of the DVR 
configured by DHCP (Dynamic Host Configuration Protocol) network. 
 

 
 

Figure 28 ─ LAN (DHCP) setup screen. 
 
Selecting ADSL (with PPPoE) allows you to set up the ADSL network. 
 
NOTE:  ADSL and modem cannot be configured at the same time.  If the DVR is configured by 
modem, the ADSL (with PPPoE) will not be selected. 
 

 
 

Figure 29 ─ LAN (ADSL) setup screen. 
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Highlight the box beside ID and press the  button.  A virtual keyboard appears allowing you to enter the 
ID for ADSL connection. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears allowing you to 
enter the password for ADSL connection. 
 
NOTE:  Entering the ID and Password and highlighting OK reads the current IP address of the DVR 
configured by the ADSL network. 
 
NOTE:  If the DVR is configured for DHCP or an ADSL network, the IP address of the DVR might 
change whenever the unit is turned on. 
 
Modem Setup 
 
Highlight the Modem tab, and the Modem screen displays. 
 

 
 

Figure 30 ─ Modem setup screen. 
 
NOTE:  If the RS232 port is in use for remote control, networking cannot be configured for a 
modem. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able to change 
the settings if Modem is enabled. 
 
Highlight the box beside Baud Rate and press the  button.  A list of baud rates ranging from 300 to 
115,200 appears. 
 
Highlight the box beside Data Bit and press the  button.  Choose between 7 bit and 8 bit formats. 
 
Highlight the box beside Stop Bit and press the  button.  Choose between 1 and 2 Stop Bits. 
 
Highlight the box beside Parity and press the  button.  A drop-down list appears.  You can select from 
None, Odd or Even parity. 
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DVRNS Setup 
 
Highlight the DVRNS tab, and the DVRNS screen displays. 
 

 
 

Figure 31 ─ DVRNS setup screen. 
 
NOTE:  When LAN settings have been changed, set up the DVRNS after saving your LAN changes 
by highlighting Save and pressing the  button. 
 
Highlight Use DVR Name Service and press the  button to toggle between On and Off. 
 
NOTE:  The DVRNS (DVR Name Service) allows the DVR to use Dynamic IP addresses for remote 
connection.  When this feature is On, you can access your DVR remotely using the DVR name 
instead of its IP address.  For the DVRNS feature, the DVR should be registered on the DVRNS 
server. 
 
Highlight the box beside DVRNS Server and press the  button.  A virtual keyboard appears allowing 
you to enter the IP address or domain name of the DVRNS server. 
 
NOTE:  You will need to get the IP Address or domain name of the DVRNS Server from your 
network administrator. 
 
NOTE:  You can use the domain name instead of IP address if you already set up the DNS Server 
when setting up the LAN. 
 
Highlight the box beside Port and press the  button.  Set the port number of the DVRNS server using 
the Up and Down arrow buttons to increase or decrease the numbers.  
 
Highlight Use NAT and press the  button to toggle between On and Off. 
 
NOTE:  When using the NAT (Network Address Translation) device, refer to the NAT manufacturer’ 
instructions for the proper network settings. 
 
Highlight the box beside DVR Name and press the  button.  A virtual keyboard appears allowing you 
to enter the DVR name to be registered on the DVRNS server. 
 
Highlight the Check box and press the  button to check whether or not the name you entered can be 
used. 
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NOTE:  The DVR name you entered should be checked by selecting Check, otherwise the DVRNS 
changes will not be saved. 
 
NOTE:  When entering no name or a name already registered on the DVRNS server, an error 
message displays. 
 
Highlighting Save and pressing the  button registers the DVR on the DVRNS server.  Proper DVRNS 
settings will display the help desk information of the DVRNS server in the box beside Help Desk. 
 
CAUTION:  If you want to use the same DVR name registered on the DVRNS server after 
initializing the system using the factory reset, you need to contact the DVRNS server 
manager.  Please record and save the help desk information before factory reset. 
 
CAUTION:  The DVRNS registration will be limited to one DVRNS server.  The DVR 
cannot be registered to multiple DVRNS servers.  Please contact your network 
administrator when you want to register the DVR to another DVRNS server. 
 
Notification Setup 
 
The DVR can be set up to send an email or to contact a computer running RAS (Remote Administration 
System) when an event occurs. 
 
Highlight Notification in the Network menu and press the  button.  The Notification screen displays.  
You will be able to change the Mail and Callback settings. 
 

 
 

Figure 32 ─ Notification Mail setup screen. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able to change 
the settings if Mail is enabled. 
 
Highlight the box beside SMTP Server and press the  button.  A virtual keyboard appears that you can 
use to enter the IP address or domain name of the SMTP server. 
 
NOTE:  You will need to get the IP Address or domain name of the SMTP Server from your network 
administrator. 
 
NOTE:  You can use the domain name instead of IP address if you already set up the DNS Server 
when setting up the LAN. 
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Highlight the box beside Port and press the  button.  Use the arrow buttons to enter the SMTP Server 
port number obtained from your system administrator.  The default port number is 25. 
 
Highlight Use SSL/TLS and press the  button to toggle between On and Off.  When it is On, the DVR 
can send an email via an SMTP server requiring SSL (Secure Sockets Layer) authentication. 
 
Highlight the box beside Authentication and press the  button.  An Authentication screen appears.   
 

 
Highlight the box beside Sender and enter the sender’s e-mail address.  Use the virtual keyboard to enter 
the e-mail address. 
 
NOTE:  The e-mail address must include the “@” character to be a valid address. 
 
Highlight the box beside Recipient and enter the recipient’s e-mail address.  Use the virtual keyboard to 
enter the e-mail address. 
 
Highlight the Callback tab, and the Callback screen displays. 
 

 
 

Figure 34 ─ Notification Callback setup screen. 
 
Highlight LAN and press the  button to toggle between On and Off.  When LAN is turned On you can 
change the IP addresses. 
 
Highlight the IP Address box that you want to change and press the  button.  Enter the IP address of 
the computer you want contacted during an event.  You can enter up to five IP addresses. 
 
Highlight the box beside Retry and enter the number of times you would like the DVR to try contacting 
the computer.  You can select from 1 to 10 retries. 
 
If the modem was enabled in the Network screen, you can set up the DVR to contact a computer running 
RAS.  Highlight Modem and press the  button to toggle between On and Off.  When Modem is turned 
On you can enter a telephone number. 

Highlight Use and press the  button to toggle between On and Off.  
Highlight the box beside User/Password and press the  button.  A 
virtual keyboard appears allowing you to enter the user ID and password. 
 
Figure 33 ─ Authentication setup screen. 
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Highlight the box beside Remote Server Phone Number and enter the telephone number of the 
computer running RAS. 
 
Highlight the box beside Outside Line Call and enter any numbers that must be dialed for an outside line 
for your telephone system; for example, “9”. 
 
Highlight the box beside Callback Phone Number and enter the telephone number of the DVR. 
 
You can save your Notification changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
 
Configuring Devices 
 
You can configure the video, audio, alarm, display and remote control devices connected to the DVR. 
 

 
 

Figure 35 ─ Devices Menu. 
 
Camera Setup Screen 
 
Highlight Camera in the Devices menu and press the  button.  The Camera setup screen appears. 
 

 
 

Figure 36 ─ Camera setup screen. 
 
You can turn the camera number On or Off, and you can change the Title of each camera using the virtual 
keyboard.  You can also determine which cameras will display on the monitors by selecting Normal, 
Covert 1 or Covert 2 from a drop-down list in the Use column. 
 
NOTE:  When selecting the Covert 1, the DVR displays the camera title and status icons on the 
covert video.  When selecting the Covert 2, the DVR displays only camera title on the covert video. 
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NOTE:  A user who does not have Covert Camera View authority cannot view video from cameras 
set to Covert 1 or Covert 2 in both the live monitoring and playback modes. 
 
Highlight the PTZ tab, and the PTZ setup screen displays. 
 

 
 

Figure 37 ─ Camera PTZ setup screen. 
 
NOTE:  You will only be able to set up PTZ devices if the PTZ port is set to RS232 or RS485.  You 
will not be able to use a modem if you are using the RS232 port for PTZ control.  
 
Highlight the box in the Product column for the PTZ camera you wish to configure and press the  
button.  A list of PTZ devices appears.   

 
You can assign IDs to each camera by highlighting the box under the ID heading and pressing the  
button.  Change the number by highlighting it and using the Up and Down arrow buttons to increase and 
decrease the number.  The PTZ ID number can be set from 0 to 256. 
 
Highlight the Setup… box and press the  button.  The Port Setup window appears. 
 

 
You can save your Camera changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 

Select your camera from the list and press the  button.  You will need to 
connect the camera to the RS232 or RS485 connector on the back of the DVR 
following the camera manufacturer’s instructions. 
 
 
 
 
 
Figure 38 ─ PTZ Device list.

Configure the port’s setting based on the PTZ camera manufacturer’s 
instructions. 
 
 
 
 
Figure 39 ─ Port Setup window. 
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Audio Setup Screen 
 
Highlight Audio in the Devices menu and press the  button.  The Audio setup screen appears. 
 

 
 

Figure 40 ─ Audio setup screen. 
 
The DVR can record up to two audio inputs.  Highlight the box beside the input and press the  button.  
A list of cameras appears, and you can select which camera you want associated with that audio input. 
 
Highlight Enable Audio-Out and press the  button.  This toggles between enabling and disabling 
audio out. 
 
NOTE:  The DVR will NOT record audio when the recording speed is set to less than 1 ips. 
 
You can save your Audio changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Alarm-Out Screen 
 
Highlight Alarm-Out in the Devices menu and press the  button.  The Alarm-Out screen allows you to 
change the settings and establish a schedule for each alarm output from the DVR. 
 

 
 

Figure 41 ─ Alarm-Out Settings screen. 
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Each alarm output can be given its own title by highlighting the box under the Title heading and pressing 
the  button.  A virtual keyboard appears allowing you to enter the title. 
 
Highlighting the boxes under the Type heading allows to set the alarm output for NO or NC (normally 
open or normally closed). 
 
Highlighting the box beside Dwell Time and pressing the  button allows you to set the dwell time of 
the alarm output.  Dwell times range from 5 seconds to 15 minutes. 
 
Highlighting the Schedule tab causes the Schedule screen to display. 
 

 
 

Figure 42 ─ Alarm-Out Schedule screen. 
 
You can add and edit alarm output schedules on this screen.  Highlight the + and press the  button to 
add a schedule.  Highlighting the boxes under the Column heading and pressing the  button allows you 
to edit the information in those boxes. 
 
The Day box allows you to select the days that the alarm schedule will be active.  The choices are: Sun, 
Mon, Tue, Wed, Thu, Fri, Sat, M~F, Hol and All. 
 
The Range box allows you to set the time that the alarm schedule will be active in 15-minute increments 
from 00:00 to 24:00. 
 
The Mode box allows you to set how the alarm reacts during the scheduled time.  When set to On, the 
Alarm-Out is active during the scheduled time.  When set to Event, the Alarm-Out is only active when 
there is an Event during the scheduled time. 
 
The Channels box allows you to set which alarm outputs will be active.  You can also select the DVR’s 
internal buzzer. 
 
The  box allows you to delete an alarm output schedule.  You will be asked to confirm whether or not 
you really wish to delete the schedule. 
 
You can save your Alarm-Out changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Display Screen 
 
Highlight Display in the Devices menu and press the  button.  The Display screen allows you to select 
what information will be displayed on the monitor. 
 

 
 

Figure 43 ─ Display OSD screen. 
 
Highlighting an item and pressing the  button toggles that item On and Off.  When an item is On, there 
is a checkmark in the box beside it.  The following items can be turned On or Off: 
 
 Zoom ─ The icon  displays on the enlarged video. 
 Network ─ The icon  displays when the unit is connected to a network via either Ethernet or modem. 
 Freeze & Sequence ─ The icon  displays while in the Freeze mode, and the  displays while in the 

Sequence mode. 
 Screen Group ─ The number of screen group displays when the DVR is not in the 4x4 display mode of the 

16-channel DVR, and 3x3 mode of the 8-channel DVR. 
 Free Space ─ The icon  displays when the DVR is in the Recycle mode, and the percentage of available 

storage space displays when the DVR is not in the Recycle mode. 
 Date/Time ─ The current date and time information displays. 
 User Name ─ The name of the current user logged in displays. 
 Camera No. ─ The camera number displays at the top-left corner of each camera screen. 
 Camera Title ─ The camera title displays at the top-left corner of each camera screen. 
 Record ─ The record related icons display on each camera screen. 
 PTZ ─ The icon  displays on each PTZ camera screen. 
 Text-In ─ The text input strings display on the screen.  You can adjust the Display Dwell time (sec.) for the 

text input strings displayed on the screen. 
 
You can adjust the transparency of the setup screens by highlighting Transparency and using the Left 
and Right arrow buttons. 
 
Highlighting OSD Margin… and pressing the  button displays how OSD text will be displayed on the 
monitor.   
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Highlight the Main Monitor tab to switch to the Sequence screen. 
 

 
 

Figure 45 ─ Main Monitor screen. 
 
You can adjust the display dwell time for each camera displayed on the main monitor.  Highlight the box 
beside Mode and press the  button.  You can select between Full Sequence and Cameo Sequence. 
 
Pressing the SEQUENCE button causes the DVR to sequence cameras, and the DVR can sequence 
cameras in two modes: “Full” and “Cameo”.  In the Full mode, the DVR sequences through the cameras 
and displays them full screen.  In the Cameo mode, the bottom right window in a multi-screen format 
sequences through the cameras. 
 
NOTE:  Any cameras that are Off, have lost video or are set to Covert (unless the user has 
authority to view covert cameras) will be excluded from the Cameo sequence. 
 
You can define the screen layout in a variety of formats and set the DVR to sequence through the different 
screen layouts (pages) so that all the cameras will be displayed.  You can also set up the DVR to display 
one camera or a group of cameras all the time while cycling through the remaining cameras in a “cameo” 
window.  This can be done with one camera displayed full screen while displaying the cameo window as 
a PIP (picture in picture), or displaying the cameras in a grid pattern with the bottom right window as the 
cameo.  
 
NOTE:  Sequence cannot be used in the 4x4 display mode of the 16-channel, and 3x3 mode of the 
8-channel DVR. 
 
You can adjust the display dwell time by highlighting the box beside Interval and pressing the  button.  
You can select dwell intervals ranging from 1 second to 1 minute. 
 
Highlight Event Monitoring On and press the  button.  Pressing the  button toggles between On and 
Off.  When it is On, the DVR will display the camera associated with the event when an event occurs. 

You can adjust the horizontal and vertical margins so that text and 
icons will not be hidden beyond the edges of the monitor. 
 
 
Figure 44 ─ OSD Margin screen. 
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Highlight the Spot Monitor tab to switch to the Spot Monitor screen. 
 

 
 

Figure 46 ─ Spot Monitor screen. 
 
You can define which cameras display sequentially on the Spot Monitor.  Highlight the box in the 
Channels column and press the  button. 
 
You can save your Display settings by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Remote Control Screen 
 
Highlight Remote Control in the Devices menu and press the  button.  The Remote Control setup 
screen allows you to select a port and make correct settings for a remote keyboard. 
 

 
 

Figure 47 ─ Remote Control setup screen. 
 
Highlight the box beside Port and select from None, RS232 and RS485.  If the RS232 port and RS485 
port are in use for PTZ control, networking or text input, the remote keyboard cannot be configured. 
 
Highlight Setup… and select the correct Baud Rate, Parity, Data Bits and Stop Bits for the device you 
are connecting to the DVR. 
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Highlight the box beside Remote Control Product and select the device from the list. 
 
You can save your Remote Control settings by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
 
Recording Settings 
 
Your DVR offers a variety of flexible recording modes.  You can set it up to record all the time or to only 
record events.  It can be set up to continue recording once the hard disk drive is full by recording over the 
oldest video, or you can set it up to alert you when the hard disk is full and stop recording. 
 

 
 

Figure 48 ─ Record menu. 
 
Record Screen 
 
Highlight Record in the Record menu and press the  button.  The Record setup screen appears.  
 

 
 

Figure 49 ─ Record setup screen. 
 
Highlighting Recycle and pressing the  button toggles between On and Off.  In the Recycle mode, the 
DVR records over the oldest video data once all available storage space has been used.  When Recycle is 
turned off, the DVR stops recording once all available storage space has been used. 
 
Highlight the Resolution box and select from High and Standard.  All other variables being equal; 
Selecting High resolution will decrease the recording and playback speed by half that of Standard 
resolution. 
 
Highlight the Event Record Dwell box and set the length of time you would like to record for the 
associated event.  You can set the dwell from 5 seconds to 15 minutes.  Refer to Event Actions screen in 
this chapter for information regarding event recording. 
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Highlight the slide bar beside Auto Deletion, and use the Left and Right arrow buttons to adjust the 
length of time recorded data will be kept from 1 to 99 days.  The DVR automatically deletes video 
recorded earlier than the user-defined period under three conditions: at midnight, whenever the system 
reboots or whenever the user changes the Auto Deletion settings.  Selecting Never will disable the Auto 
Deletion function. 
 
Highlighting Use Panic Recording and pressing the  button toggles between On and Off. 
 
Highlight the Panic Recording – Duration box and set the duration of panic recording.  Panic recording 
will stop automatically after the preset duration as long as the PANIC button is not pressed to stop the 
panic recording.  You can set the dwell from 5 minutes to 1 hour.  Select No Limit if you want to stop 
panic recording manually. 
 
Highlighting the Panic Recording – ips and pressing the  button allows you to set the images per 
second for Panic recording.  You can select from 0.10 to 30.0 images per second. 
 
Highlighting the Panic Recording – Quality and pressing the  button allows you to set the recorded 
image quality for Panic recording.  You can select from:  Very High, High, Standard and Basic. 
 
You can save your Record settings by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Schedule Screen 
 
Highlight Schedule in the Record menu and press the  button, and the Schedule setup screen appears.  
 

 
 

Figure 50 ─ Schedule setup screen. 
 
You can program the DVR to record only during certain times based on time, day of the week, and 
holidays.  The smallest time segment you can use is 15 minutes. 
 
Highlighting Schedule On and pressing the  button toggles between On and Off.  In the Schedule On 
mode, the DVR records video based on the schedule established in the Schedule screen.  When turning 
Schedule recording Off, you will be asked to confirm your decision, and  displays at the top-left corner 
of each camera screen.  Panic recording will function even when Schedule is turned off.   displays 
during panic recording. 
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Highlight the + and press the  button to add a schedule item. 
 
Highlight the box under the Day heading and press the  button to change the days that the scheduled 
recording will take place.  Choose from: Sun, Mon, Tue, Wed, Thu, Fri, Sat, M~F, Hol and All. 
 
Highlight the box under the Range heading and press the  button to change the time range that the 
scheduled recording will take place.  The smallest time segment you can use is 15 minutes.  
 
Highlight the box under the Mode heading and press the  button to change the recording mode that will 
be used.  Choose from: No Record, Time, Event and Time & Event. 
 
When the DVR is in the No Record mode, it will not record during the preset day and time range as long 
as the PANIC button is not pressed.  Use the No Record mode when you do NOT want the DVR to 
record during certain times. 
 
When the DVR is in the Time mode, the  icon displays at the top-left corner of the screen.  The DVR 
will record and displays the  icon at the top-left corner of the screen during the scheduled times. 
 
When the DVR is in the Event mode, the red  icon displays at the top-left corner of the screen.  The 
DVR will record and displays the  icon at the top-left corner of the screen when any event occurs.  
When the DVR is in the Pre-Event recoding mode, the yellow  icon displays when there is no event, 
and the DVR is not recording.  When the DVR is in the Pre-Event mode, the red  and  display when 
any event occurs and the DVR starts recoding. 
 
When the DVR is in the Time & Event mode, the DVR will follow the Time settings and the  icon 
displays.  The DVR follows the Event settings and the  icon displays. 
 
Highlight the box under the Channels heading and press the  button to select which cameras will be 
recorded.  
 
Highlight the box under the Settings heading and press the  button to define the recording settings.  
You can set the ips and Quality of the recording for any modes you set up in the Mode column.  If you do 
not set the ips and Quality in the Settings column, the DVR will follow the default settings.  See below for 
details. 
 
Highlight the box under the  heading and press the  button to delete the recording settings.  You will 
be asked to confirm that you want to delete the settings.  
 
Highlight Default… and press the  button.  The Default screen appears. 
 

Figure 51 ─ Default setup screen. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel exits the 
screen without saving the changes. 

 
 

Highlighting boxes under ips and pressing the  button allows you 
to set the images per second for Time and Event recording.  You can 
select from 0.10 to 30.0 images per second.  Highlighting boxes 
under Quality and pressing the  button allows you to set the 
recorded image quality for Time and Event recording.  You can 
select from:  Very High, High, Standard and Basic. 
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Pre-Event Screen 
 
Highlight Pre-Event in the Record menu and press the  button, and the Pre-Event setup screen 
appears.  If you do not have Event set up in the Record Schedule, a message will display alerting you to 
this fact. 
 

 
 

Figure 52 ─ Pre-Event setup screen. 
 
When the DVR is in the Event Record mode it is possible to have it record images before the event occurs.  
The Pre-Event screen allows you to define how to handle pre-event recording. 
 
You can turn individual cameras On or Off for pre-event recording.  The image speed can be set from 
0.10 to 30.00 ips (25.00 ips PAL), and image quality can be selectable from Very High, High, Standard 
and Basic. 
 
You can set the amount of time to record prior to the event by adjusting the Dwell.  You can set the Dwell 
from 5 seconds to 30 minutes.  The longer the dwell set, the fewer maximum ips can be set. 
 
NOTE:  When the DVR is in the Time or Time & Event mode, it ignores the pre-event settings and 
follows the time settings. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel exits the 
screen without saving the changes. 
 
 
Event Settings 
 
Your DVR can be set to detect many different events.  You can also determine how it reacts to these 
events. 
 

 
 

Figure 53 ─ Event menu. 
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Alarm-In Screen 
 
Highlight Alarm-In in the Event menu and press the  button.  The Alarm-In setup screen appears. 
 

 
 

Figure 54 ─ Alarm-In Settings screen. 
 
The alarm terminal strip on the back of the DVR has inputs associated with each alarm.  You can set up 
each input on the Alarm-In screen.  You can turn each input On or Off by highlighting the alarm number 
and pressing the  button. 
 
Each input can be given a title.  Highlight the desired Title box and press the  button.  A virtual 
keyboard appears allowing you to enter a title name. 
 
Each input can be set as NO (normally open) or NC (normally closed). 
 
You can set up the DVR to start panic recording whenever it senses an input on one of its alarm input 
connectors.  Highlight the box beside Panic Record and press the  button.  A list of Alarm Inputs 
appears, and you can select which alarm input you want associated with panic recording.  The DVR will 
continue panic recording until an input on the selected alarm input is released as long as the PANIC button 
is not pressed to stop the panic recording. 
 
Highlight the Actions 1 and Actions 2 tabs, and the Actions 1 and Actions 2 setup screens appear. 
 

 
 

Figure 55 ─ Alarm-In Actions 1 screen. 
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You can set the actions the DVR will take whenever it senses an input on one of its alarm input connectors. 
 
Highlight the desired box under the Record heading, and press the  button.  A list of cameras appears.  
Select the cameras that you want the DVR to record whenever it detects an input on the associated alarm 
input. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time & Event 
recording mode in the Record Schedule setup screen. 
 
Highlight the desired box under the Alarm-Out heading, and press the  button.  A list of Alarm Outputs 
and Beep appear.  Select the Alarm Output connectors that you would like to activate whenever the DVR 
detects an input on the associated alarm input.   You can also set the DVR’s internal buzzer to sound. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to the Event 
mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the desired box under the Notify heading, and press the  button.  The Alarm-In Notify menu 
appears. 
 

 
NOTE:  For the Notify action, the notify item you select should be enabled in the Notification setup 
screen and the DVR should be registered in the RAS (Remote Administration System). 
 

 
 

Figure 57 ─ Alarm-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets appear.  
Select the preset position for each PTZ camera, where you want PTZ cameras to move to whenever the 
DVR detects an input on the associated alarm input. 

You can toggle the entire list On and Off by highlighting Notification and 
pressing the  button.  You can toggle the individual items On and Off by 
highlighting that item and pressing the  button.  Highlight OK and press the 

 button to accept your changes. 
 
 
 
 
 
Figure 56 ─ Alarm-In Notify menu. 
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Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of a SPOT 
monitor and cameras appears.  A SPOT monitor can be associated with a camera.  The DVR will display 
the associated camera on the SPOT monitor whenever it detects an input on the associated alarm input. 
 
You can save your Alarm-In changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Motion Detection Screen 
 
Highlight Motion Detection in the Event menu and press the  button.  The Motion Detection setup 
screen appears. 
 

 
 

Figure 58 ─ Motion Detection Settings screen. 
 
Your DVR has built-in video motion detection.  Video motion detection can be turned On or Off for each 
camera. 
 
Highlighting the box under the Sensitivity heading and pressing the  button allows you to adjust the 
DVR’s sensitivity to motion for Daytime and Nighttime independently. 
 

 
You can adjust the minimum number of detection blocks that must be activated to trigger a motion alarm.  
Highlighting the box under the Min. Blocks heading and pressing the  button allow you to adjust the 
minimum number of detection blocks for Daytime and Nighttime independently.   
 

 

There are five settings with 1 being the least sensitive and 5 being the 
most sensitive. 
 
 
Figure 59 ─ Motion Detection Sensitivity screen. 

Smaller numbers provide greater sensitivity because fewer detection 
blocks must be activated. 
 
 
Figure 60 ─ Motion Detection Min. Blocks screen. 
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Turning Zone View On will allow you to observe how the DVR is reacting to motion.  When in the 
motion viewing mode, any detected motion within the zone will be displayed in red. 
 
You can define the area of the image where you want to detect motion; e.g., a doorway.  Highlight the box 
under the Zone heading, and press the  button.  The Motion Detection Zone screen displays. 
 

 
NOTE:  You can set up motion zones one block at a time in groups of 8 or 16 individual block 
groups (8- and 16-channel DVR respectively).  A block group is positioned within the image area 
using the Up and Down arrow buttons, and individual blocks within the block groups are selected 
or cleared using the camera buttons. 
 
Press the  button to display the menu screen.  The menu on the setup screen has the following 
functions: 
 

Figure 62 ─ Motion Detection Zone menu. 
 
You can control excessive event logging and remote notification of motions detected after the motion 
dwell time by adjusting the motion ignoring dwell intervals.  Highlight the box beside Motion Ignoring 
Interval and press the  button.  A list of intervals ranging from 1 to 10 seconds or Never appears.  The 
DVR will not log and notify motion events occurred during the preset interval range. 
 
NOTE:  The record action for motion events will not be affected by the Motion Ignoring function. 
 
Highlighting the box beside Daytime Setup and pressing the  button allow you to set up the Daytime 
range. 
 

 
Figure 63 ─ Daytime Setup screen. 
 

The Motion Detection Zone screen is laid over the video for 
the selected camera.  You can set up motion detection zones by 
selecting or clearing blocks. 
 
 
 
 
 
Figure 61 ─ Motion Detection Zone screen. 

 
 

Select ─ Activates highlighted blocks to detect motion. 
Clear ─ Deactivates highlighted blocks so that they will not detect motion. 
Reverse ─ Activates inactive highlighted blocks and deactivates active highlighted blocks. 
Select All ─ Activates all blocks to detect motion. 
Clear All ─ Deactivates all blocks so that they will not detect motion. 
Reverse All ─ Activates inactive blocks and deactivates active blocks. 
OK ─ Accepts changes and closes Zone setup. 
Cancel ─ Exits Zone setup without saving changes. 

Highlight the box beside Daytime and press the  button.  Use the Up 
and Down arrow buttons to set the Daytime range.  The DVR will 
consider the remaining time range as the Nighttime. 
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Highlight the Actions 1 and Actions 2 tabs and the Motion Detection Actions 1 and Actions 2 screens 
display. 
 

 
 

Figure 64 ─ Motion Detection Actions 1 screen. 
 
The DVR can be set to react to motion detection differently for each camera.  Each camera can be 
associated with another camera, trigger an Alarm-Out connector, sound the DVR’s internal buzzer, notify 
a number of different devices, move PTZ cameras to preset positions, and/or display a camera on a SPOT 
monitor. 
 
NOTE:  You can associate multiple cameras with a camera that detects motion. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  You can 
associate as many cameras with that camera as you wish.  If the DVR detects motion on the selected 
camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time & Event 
recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm Outputs appears.  
You can associate Alarm-Outs with that camera as you wish.  When the DVR detects motion on the 
selected camera’s input, it triggers output signals on the associated Alarm-Out connectors.  You can also 
have the DVR’s internal buzzer sound if motion is detected on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to the Event 
mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire list On and 
Off by highlighting Notification and pressing the  button.  You can toggle the individual items On and 
Off by highlighting that item and pressing the  button.  Highlight OK and press the  button to accept 
your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the Notification setup 
screen and the DVR should be registered in the RAS (Remote Administration System). 
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Figure 65 ─ Motion Detection Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets appear.  
Select the preset position for each PTZ camera, where you want PTZ cameras to move to whenever the 
DVR detects motion on the selected camera’s input. 
 
Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of a SPOT 
monitor and cameras appears.  A SPOT monitor can be associated with a camera.  The DVR will display 
the associated camera on the SPOT monitor whenever it detects motions on the selected camera. 
 
You can save your Motion Detection changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Video Loss Screen 
 
Highlight Video Loss in the Event menu and press the  button.  The Video Loss setup screen appears. 
 

 
 

Figure 66 ─ Video Loss Settings screen. 
 
The DVR checks to see if anything is obscuring the camera.  Highlight the slider bar beside Check 
Obscuration, and use the Left and Right arrow buttons to adjust the setting.  The sensitivity can be set 
from Never to 15 (extremely sensitive). 
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Highlight the Actions 1 and Actions 2 tabs and the Video Loss Actions 1 and Actions 2 screens display. 
 

 
 

Figure 67 ─ Video Loss Actions 1 screen. 
 
The DVR can be set to react to video loss differently for each camera.  Each camera can be associated 
with another camera, trigger an Alarm-Out connector, sound the DVR’s internal buzzer, notify a number 
of different devices, move PTZ cameras to preset positions, and/or display a camera on a SPOT monitor. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  You can 
associate as many cameras with that camera as you wish.  If the DVR detects video loss on the selected 
camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time & Event 
recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm Outputs appears.  
You can associate Alarm-Outs with that camera as you wish.  When the DVR detects video loss on the 
selected camera, it will trigger output signals on the associated Alarm-Out connectors.  You can also have 
the DVR’s internal buzzer sound if video is lost on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to the Event 
mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire list On and 
Off by highlighting Notification and pressing the  button.  You can toggle the individual items On and 
Off by highlighting that item and pressing the  button.  Highlight OK and press the  button to accept 
your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the Notification setup 
screen and the DVR should be registered in the RAS (Remote Administration System). 
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Figure 68 ─ Video Loss Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets appear.  
Select the preset position for each PTZ camera, where you want PTZ cameras to move to when the DVR 
detects video loss on the selected camera’s input. 
 
Highlight the box under the Spot Monitor heading and press the  button.  A list of a SPOT monitor and 
cameras appears.  A SPOT monitor can be associated with a camera.  The DVR will display the 
associated camera on the SPOT monitor whenever it detects video loss on the selected camera. 
 
You can save your Video Loss changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Text-In Screen 
 
Highlight Text-In in the Event menu and press the  button.  The Text-In setup screen appears. 
 

 
 

Figure 69 ─ Text-In Settings screen. 
 
The DVR can be set to react to text input from devices such as ATMs (Automated Teller Machines) and 
POS (Point of Sale; i.e., cash registers).  This screen allows you to configure the DVR for each text-in 
device. 
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Highlight the box under the Setup heading, and press the  button.  Selecting the Setup heading 
changes all the parameters excluding Port settings of all the text input channels. 
 
NOTE:  The system performance might be affected when a large quantity of text inputs are 
detected from several channels at the same time.  
 

 
 

Figure 70 ─ Text-In Device Settings screen. 
 
Highlight the box beside Port, and press the  button.  Select from None, RS232, RS485 and 
USB-Serial (1~8). 
 
NOTE:  If you have set the Port as None, you will not be able to make any changes to the screen. 
 
NOTE:  When using the USB to serial text-in device, do NOT remove the USB cable from the port 
while the system is running. 
 
Highlight Setup…, and press the  button.  Use the ATM or POS manufacturer’s recommended 
settings when configuring the RS232, RS485 or USB-Serial ports. 
 
Highlight the box beside Text-In Product, and press the  button.  Select your device from the list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for different 
types of text input devices, and there will be different parameter boxes for you to enter 
information. 
 
Highlight the box beside Transaction Start, and press the  button.  Use the virtual keyboard to enter 
the Transaction Start string.  Refer to the device manufacturer’s documentation for the text string that the 
device first sends when a transaction starts. 
 
If you want the DVR to react to any character sent from the text input device, you will want to turn On 
Any Character.  Highlight Any Character, and press the  button to toggle between On and Off. 
 
NOTE:  If Any Character is turned On, you will not be able to enter any text in the Transaction Start 
box. 
 
Highlight the box beside Transaction End, and press the  button.  Use the virtual keyboard to enter 
the Transaction End string.  Refer to the device manufacturer’s documentation for the text string that the 
device sends when a transaction ends. 
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Highlight the more line(s) box, and press the  button.  Select the number of additional lines of text that 
you want the DVR to record.  You can choose from 0 to 10. 
 
Highlight the box beside Line Delimiter, and press the  button.  Use the virtual keyboard to enter the 
character(s) that the device uses to indicate the end of a line.  Special characters can be created using ^ 
and a capital letter; e.g., ^J for NL (New Line), ^M for CR (Carriage Return).  Refer to the device 
manufacturer’s documentation for Line Delimiter character(s). 
 
Highlight the box beside Ignore String, and press the  button.  Use the virtual keyboard to enter any 
strings of text that you want the DVR to ignore.  Refer to the device manufacturer’s documentation for 
text strings that the device sends during transactions, so you will know which ones you do not want 
recorded. 
 
Highlight the Case Sensitive box, and press the  button to toggle between On and Off.  Refer to the 
device manufacturer’s documentation to determine if the text strings are Case Sensitive.  If the device 
distinguishes between upper and lower case letters, make certain the Case Sensitive box is turned On. 
 
Highlight the Actions 1 and Actions 2 tabs and the Text-In Actions 1 and Actions 2 screens display. 
 

 
 

Figure 71 ─ Text-In Actions 1 screen. 
 
The DVR can be set to react to text input.  Text input can be associated with cameras, trigger an 
Alarm-Out connector, sound the DVR’s internal buzzer, notify a number of different devices, move PTZ 
cameras to preset positions, and/or display a camera on a SPOT monitor. 
 
Highlight the box beside Record and press the  button.  A list of cameras appears.  You can associate 
as many cameras with the Text Input as you wish.  If the DVR detects text input, it starts recording video 
from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time & Event 
recording mode in the Record Schedule setup screen. 
 
Highlight the box beside Alarm-Out and press the  button.  A list of Alarm Outputs appears.  You can 
associate Alarm-Outs with the Text Input as you wish.  When the DVR detects text input, it triggers 
output signals on the associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer 
sound if text input is detected. 
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NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to the Event 
mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box beside Notify and press the  button.  You can toggle the entire list On and Off by 
highlighting Notification and pressing the  button.  You can toggle the individual items On and Off by 
highlighting that item and pressing the  button.  Highlight OK and press the  button to accept your 
changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the Notification setup 
screen and the DVR should be registered in the RAS (Remote Administration System). 
 

 
 

Figure 72 ─ Text-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets appear.  
Select the preset positions for each PTZ camera, where you want PTZ cameras to move to when the DVR 
detects text input. 
 
Highlight the box beside Spot Monitor and press the  button.  A list of a SPOT monitor and cameras 
appears.  A SPOT monitor can be associated with a camera.  The DVR will display the associated camera 
on the SPOT monitor whenever it detects an input on the selected text-in device. 
 
You can save your Text-In changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
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System Event Screen 
 
Highlight System Event in the Event menu and press the  button.  The System Event setup screen 
appears. 
 

 
 

Figure 73 ─ Health Check screen. 
 
The DVR can be configured to run self-diagnostics and report the results. 
 
Highlighting the box beside System and pressing the  button allows you to select the interval that you 
want the DVR to run self-diagnostics on the system.  You can select from 1 hr. to 30 days or Never. 
 
Highlight the Setup... box beside Check Recording and press the  button.  The Check Recording 
screen appears.  
 

 
Highlighting the box under the Interval heading beside each alarm-in and pressing the  button allows 
you to change the interval that you want the DVR to run self-diagnostics on Alarm Inputs.  You can select 
from 1 hr. to 30 days or Never. 
 

Highlighting Schedule On and pressing the  button toggles 
On and Off.  When set to On, you can select the day, time 
range and interval that you want the DVR to run self- 
diagnostics on the recorder.  The Interval can be selectable 
from 1 min. to 7 days or Never.  The  box allows you to 
delete a check recording schedule. 
 
 
 
 
 
Figure 74 ─ Check Recording screen. 
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Highlight the Storage tab and the Storage screen displays. 
 

 
 

Figure 75 ─ Storage screen. 
 
Highlight the box beside Disk Bad Notify, and press the  button.  Select percentage level of bad disk 
sectors at which you want the DVR to trigger an alert.  Percentage levels range from 10% to 90%. 
 
Highlight the box beside Disk Almost Full Notify, and press the  button.  Select the percentage level of 
disk usage at which you want the DVR to trigger an alert.  Percentage levels range from 80% to 99%. 
 
Highlight the Setup… box beside Disk S.M.A.R.T., and press the  button.  The S.M.A.R.T. Setup 
screen appears. 
 

 
 

Figure 76 ─ S.M.A.R.T Setup screen. 
 
Highlight Enable, and press the  button to toggle between On and Off. 
 
NOTE:  If Enable is turned Off, you will not be able to make changes to any of the boxes. 
 
Highlight the box beside Check Time, and press the  button.  You can select from Monthly, Weekly 
and Daily.  If you select Monthly, you will be asked to set the Day of the Month and Time.  If you select 
Weekly, you will be asked to set the Day of the Week and Time.  If you select Daily, you will be asked to 
set the Time. 
 
Highlight the first box beside Temperature Threshold, and press the  button.  Use the Up and Down 
arrow buttons to scroll through the numbers.  Refer to the hard disk drive manufacturer’s documentation 
for the correct temperature setting.  If the temperature of hard disk drive exceeds the defined threshold, 
the system triggers an alert. 
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Highlight the second box beside Temperature Threshold, and press the  button.  Select either ºC 
(Celsius) or ºF (Fahrenheit), and press the  button. 
 
The box beside Last Check-Time displays the Date and Time of the last S.M.A.R.T. check. 
 
Highlight OK, and press the  button to accept the changes.  Selecting Cancel exits the screen without 
saving the changes. 
 
Highlight the Actions tab and the System Event Actions screen displays. 
 

 
 

Figure 77 ─ System Event Actions screen. 
 
The DVR can be set to react to system events.  System events can be associated with an Alarm-Out 
connector, sound the DVR’s internal buzzer, and/or notify a number of different devices. 
 
Highlight the Alarm-Out box beside the desired event (Check Recording, Check Alarm-In, Disk 
Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk S.M.A.R.T.), and press the  button.  
A list of Alarm Outputs appears.  You can associate as many Alarm-Outs with the Event as you wish.  If 
the DVR detects that event, it triggers output signals on all the associated Alarm-Out connectors.  You 
can also have the DVR’s internal buzzer sound if an event is detected. 
 
NOTE:  Alarm-Out action cannot be set to System and Panic Record events. 
 
Highlight the Notify box beside the desired event (System, Panic Record, Check Recording, Check 
Alarm-In, Disk Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk S.M.A.R.T.), and press 
the  button.  You can toggle the entire list On and Off by highlighting Notification and pressing the  
button.  You can toggle the individual items On and Off by highlighting that item and pressing the  
button.  Highlight OK and press the  button to accept your changes. 
 
NOTE:  Mail notify is the only option available for the System event. 
 
NOTE:  For the Notify action to work, the DVR should be registered in the RAS (Remote 
Administration System). 
 
You can save your System Event changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Event Status Screen 
 
Highlight Event Status in the Event menu and press the  button.  The Event Status screen appears. 
 

 
 

Figure 78 ─ Event Status screen. 
 
The Event Status screen displays the status of the DVR’s systems and inputs.  Events will be highlighted, 
and related channels or events will flicker for five seconds when detected. 
 
Alarm-In, Motion, Video Loss and Text-In will be highlighted when each event is detected based on the 
settings you made in the Alarm-In, Motion Detection and Text-In setup screen on the Event menu. 
 
Check Alarm-In and Check Recording will be highlighted when each event is detected based on the 
settings you made in the System Event setup screen on the Event menu. 
 
Panic Record will be highlighted while the DVR is in the panic recording mode. 
 
Disk Almost Full will be highlighted when the DVR is not in the Recycle mode and the level of disk 
usage reaches the Disk Almost Full percentage you made in the System Event setup screen on the Event 
menu.  Disk Full will be highlighted when the DVR is not in the Recycle mode and all available storage 
space has been used. 
 
Highlighting the Storage tab will display the hard disk drive status.  Refer to the Storage Screen 
section for details. 
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Chapter 4 ─ Operation 
 
 
NOTE:  This chapter assumes your DVR has been installed and configured.  If it has not, please 
refer to Chapters 2 and 3. 
 
The DVR’s controls are similar to a VCR.  As with a VCR, the main functions are recording and playing 
back video.  However, you have much greater control over recording and playing back video.  You can 
establish recording schedules based on time of day and day of the week.  The DVR allows you to search 
through the recorded video using much more sophisticated tools than those available with VCRs.  
Additional DVR features that are not available with VCRs are remote control and viewing, and recording 
video at the same time you are watching previously recorded video. 
 
The front panel controls are described in Chapter 3 ─ Configuration. 
 
 
Turning on the Power 
 
Once you have installed the DVR following the instructions in Chapter 2 ─ Installation, it is ready to 
record.   
 
 
Live Monitoring 
 
As soon as the DVR completes its initialization process, it will begin showing live video on the attached 
monitor and playing live audio through the attached speaker.  The default mode is to display all cameras 
at once.  Pressing any camera button will cause that camera to display full screen.  It displays live video 
and plays live audio until the user enters another mode. 
 
Pressing the DISPLAY button cycles the DVR through the different display formats. 
 
The DVR can be set to display full-screen video for a preset dwell time when an Event occurs.  Video 
from the lowest camera number associated with the event sensor will be displayed, the DVR will return to 
the previous screen format after event monitoring dwell time expires.  While the event monitoring is 
activated, the monitoring for all other subsequent events will be ignored.  Pressing individual camera 
buttons or the DISPLAY button during event monitoring releases the current event monitoring and 
displays the selected camera or returns to the previous screen format. 
 
PIP Mode 
 
You can display a Picture-in-Picture by pressing the DISPLAY button in the single-screen mode.  You can 
change the location of the PIP counterclockwise and clockwise by pressing the Up and Down arrow 
buttons and change its size by pressing the Left and Right arrow buttons. 
 
Active Cameo Mode 
 
You can enter the Active Cameo mode by pressing and holding the CAMEO button for two seconds or 
longer in any multi-view format or selecting Group Edit in the Mouse display menu.  The yellow outline 
surrounding the video indicates the active cameo, and pressing the arrow buttons moves the active cameo. 
Pressing the  (Play/Pause) button exits the Active Cameo mode.  Selecting Exit Group Edit in the 
cameo menu displayed when pressing the CAMEO button also exits the Active Cameo mode.  The active 
cameo mode will remains in effect for 15 seconds if there is no further operation. 
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In active cameo mode, press the button for the camera you want to display in the active cameo. After 
setting the camera number to active cameo, the DVR moves the active cameo to the next cameo.  When 
the camera number exists on the current screen, the active cameo is changed with the existing camera 
number.  When the camera number does not exist on the current screen, the active cameo is replaced by 
the camera number.  You can change the screen layout in this way.  
 
Freeze Mode 
 
Pressing the  (Play/Pause) button will freeze the current image on the screen until you press the button 
again.  While in the Freeze mode, the icon  displays in bottom-left corner if Freeze is selected in the 
Display setup screen (OSD tab). 
 
Zoom Mode 
 
You can enlarge an area of the video by pressing the ZOOM button.  For a few seconds after pressing the 
ZOOM button, a rectangle displays on the screen.  A rectangle shows the area that will be enlarged.  You 
can move the rectangle around using the arrow buttons.  Pressing the  (Play/Pause) button in the Zoom 
mode enlarges the area in rectangle.  Exit the Zoom mode by pressing the ZOOM button.  While in the 
Zoom mode, the icon  displays if Zoom is selected in the Display setup screen (OSD tab). 
 
Image Adjustment 
 
NOTE:  It is important that cameras and monitors are correctly installed and adjusted prior to 
making any image adjustments using the DVR’s controls. 
 
If a user who has Color Control authority logs into the system, the user can adjust the image.  Pressing 
and holding a camera button for a few seconds displays an image adjustment dialog.  You can control 
brightness, contrast, hue and saturation for each camera. 
 
NOTE:  Any image adjustments you make will be applied to both the live video on the monitors 
and the recorded video. 
 
Sequence Mode 
 
Pressing and holding the SEQUENCE button for two seconds or longer causes the cameras to display 
sequentially.  When in one of the multi-view formats, pressing this button will cause the DVR to go 
through predefined screen layouts (Full Sequence).  Or, the bottom, right screen will display live cameras 
sequentially (Cameo Sequence).  Pressing the SEQUENCE button again for two seconds or longer exits 
the Sequence mode.  When in one of the multi-view formats, pressing the SEQUENCE button will cause 
the DVR to go to the next page.  For example, if you press the SEQUENCE button in the 2x2 format, the 
DVR changes pages as follows: 
 

 
 
If all the cameras in a page are Off, have lost video or are set to Covert (unless the user has authority to 
view covert cameras), that page will be excluded from the sequence. 
 
NOTE:  The Full Sequence for the full sequence monitoring and the Cameo Sequence for the 
cameo sequence monitoring should be selected in the Display setup screen (Sequence tab). 
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Event Monitoring 
 
When an event occurs, the DVR will display the camera associated with the event if Event Monitoring 
On is selected in the Display setup screen (OSD tab). 
 
How the cameras are displayed depends on the number of cameras associated with the event.  If one 
camera is associated with the event, the DVR will display the camera full screen.  If two to four cameras 
are associated with the event, the DVR will display the cameras on a 2x2 screen.  If five to nine cameras 
are associated with the event, the DVR will display the cameras on a 3x3 screen.  If 10 or more cameras 
are associated with the event, the DVR will display the cameras on a 4x4 screen.  
 
Event monitoring lasts for the dwell time set for event recording.  After the dwell time has elapsed, the 
monitor returns to the previous screen unless another event has occurred.  If you want to return to the live 
monitoring mode before the dwell time has elapsed, press the DISPLAY button or one of the camera 
buttons. 
 
Covert Camera 
 
If a camera is set up as Covert 1 in the Camera setup screen (Settings tab), that camera will not be 
displayed unless a user with Covert Camera View authority logs into the system.  However the camera 
title and status icons will be displayed on the monitor. 
 
If a camera is set up as Covert 2 in the Camera setup screen (Settings tab), that camera appears to be Off 
unless a user with Covert Camera View authority logs into the system.  The camera title will be grayed 
out and status icons will not be displayed on the monitor. 
 
NOTE:  When a camera is set up as Covert 1, the DVR displays the camera title and status icons on 
the covert video.  When set up as Covert 2, the DVR displays only the camera title on the covert 
video. 
 
If a user who has Covert Camera View authority logs into the system, the user can view video from 
cameras set to Covert 1 or Covert 2 including the camera titles and status icons. 
 
Spot Monitoring 
 
You can select the camera you want to display on a Spot Monitor.  Press and hold the SPOT button on the 
front panel for two seconds or longer displays the Sequence Menu. 
 

 
 

Select the camera to be displayed on the Spot Monitor.  Selecting Sequence from the 
menu displays more than one camera on a Spot Monitor sequentially.  Select Sequence 
again to stop sequencing on the Spot Monitor.  Any cameras that are Off, have lost video 
or are set to Covert (unless the user has authority to view covert cameras) will be 
excluded from the sequence.  When the Spot Monitor is in the sequence mode, you can set 
the camera’s display dwell time.  Refer to Chapter 3 – Configuration – Display Screen 
section for details.  
 
 
 
 
Figure 79 ─ Sequence menu.
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PTZ Mode 
 
If a user who has PTZ Control authority logs into the system, the user can control PTZ cameras.  The 
DVR will control cameras with Pan, Tilt and Zoom capabilities.  Press and hold the PTZ button for two 
seconds or longer to display the PTZ camera menu and enter the PTZ mode, and press the button again to 
exit the PTZ mode.   
 

 
You can save camera position settings as “presets” so that you can go directly to desired views.   
 

 
Pressing the MENU button displays the following PTZ menu.   
 

 

 

Select the PTZ camera you wish to control.  The icon  flickers on the PTZ camera 
screen.  You can control the camera using front panel control buttons, by setting up 
presets or by selecting the expanded PTZ features.  To use the front panel buttons, 
press the Left and Right arrow buttons to pan left and right.  Press the Up and Down 
arrow buttons to tilt the camera up and down.  Press the camera button 1 to zoom in, 
and press the button 2 to zoom out.  You can use the button 3 and button 4 to focus the 
image.  You can establish preset positions for PTZ cameras.  Press the camera button 6 
to establish Presets.  You can quickly move PTZ cameras to Preset positions.  Press the 
camera button 5 to view an establish camera Preset position. 
 
Figure 80 ─ PTZ Select Camera menu. 

 

Once you have the camera at the 
desired settings, press the  button, 
and the PTZ Preset dialog box will 
appear.  Select the number you want 
to assign to the preset and press the 

 (Play/Pause) button.  Use the 
virtual keyboard to enter the preset 
name. 
 
 
Figure 81 ─ PTZ Preset screen. 

 Press the  button to load the PTZ 
preset and the Preset View dialog 
box will appear.  Select the desired 
preset and press the  button to load 
the preset.  
 
 
 
 
 
Figure 82 ─ Preset View screen. 

 

Set the feature you wish to control by selecting it from the menu.  Refer to the camera 
manufacturer’s instructions for the proper settings.  Depending on the camera 
specifications, some features may not be supported. 
 
 
 
 
 
 
Figure 83 ─ PTZ menu. 
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You can use a mouse for convenient PTZ control.  Position the mouse pointer at the bottom of the screen, 
and the following PTZ toolbar will display. 
 

 
 
 
 
 

Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position the mouse 
pointer at the bottom of the screen.  Change the toolbar location by clicking the empty space on the left 
side of the toolbar and drag it to where you want it located on the screen.  Use the arrow buttons on the 
toolbar to pan or tilt the camera in the direction you want.  
 
 
Using a Mouse 
 
You can use a mouse instead of the front panel buttons to perform many of the DVR functions.  The 
following operations are supported when using a mouse during live monitoring. 
 
When in one of the multi-view formats (e.g., PIP, 2x2, 3x3 or 4x4), clicking the mouse button on a 
camera image switches that camera to full screen.  Clicking the mouse button again returns to the 
previous multi-view format. 
 
When in one of the multi-view formats, scrolling the mouse wheel up and down operates the same as 
pressing the DISPLAY button by switching the screen format between PIP, 2x2, 3x3 and 4x4. 
 
Clicking the right mouse button during live monitoring displays the following menu: 
 

 
Figure 84 ─ Mouse menu. 
 

   Zoom In / Out               Focus Near / Far 
   Iris Open / Close           Set / Load Preset 

 
 

Selecting Freeze, PTZ… and Spot Monitor… is the same as pressing the  
(Play/Pause), PTZ and SPOT buttons for two seconds or longer as described above in 
the Live Monitoring section of this chapter.  
 
Selecting Zoom… zooms in on the live image.  While in the zoom mode, there are two 
ways to move around the enlarged portion of the video.  First, there is a rectangle 
showing what area of the image will be enlarged.  Click inside the rectangle to move to 
another area of the image you want enlarged.  Second, click and hold the mouse button 
on the enlarged video and drag the video. 
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Selecting Display shows the following menu:  
 

 
Selecting Edit Group supports the active cameo function.  Select Edit Group and choose a camera that 
you want to change display position (e.g., Camera A).  Then, click the right mouse button to display the 
menu.  If you select another camera in the menu (e.g., Camera B), the screen displays Camera B instead 
of Camera A.  When in the 4x4 format, Camera A and Camera B will switch positions. 
 
Figure 85 ─ Mouse Display menu. 
 
 
Recording Video 
 
Once you have installed the DVR following the instructions in Chapter 2 ─ Installation, it is ready to 
record.  The DVR will start recording based on the settings you made in the Record setup screen.  See 
Chapter3 ─ Configuration. 
 
Recycle On or Recycle Off.  The factory default is Recycle On.  It does this by recording over the 
oldest video once the hard disk is full.  Setting the DVR to Recycle Off causes it to stop recording once 
the hard disk is full. 
 
Standard or High.  The factory default resolution is Standard.  When set to Standard, the DVR has a 
maximum recording speed of 120 ips.  When set to High, the DVR has a maximum recording speed of 
60 ips. 
 
Pressing the PANIC button starts panic recording of all cameras, and pressing the button again stops panic 
recording.  If you set the Panic Recording Duration in the Record Screen, panic recording will stop 
automatically according to the preset duration as long as the PANIC button is not pressed. 
 
NOTE:  When the DVR is not in the Recycle mode and all available storage space has been used, 
panic recording will not operate. 
 
Although you will be able to record without changing the unit from its original factory settings, you will 
want to take advantages of the DVR’s many tools.  See Chapter 3 ─ Configuration for detailed 
descriptions of the recording mode options.   
 
 
Recording Audio 
 
If the DVR was set up to record audio, it will record audio from up to two inputs when video is recording.  
The DVR will not record audio when the recording speed is set to less than 1 ips. 
 
NOTE:  Make certain you comply with all local and federal laws and regulations when recording 
audio. 

 
 

Clicking Camera and selecting the camera number is the same as pressing the 
individual camera buttons on the front panel which displays the selected camera full 
screen.  When in the PIP display mode, clicking the right mouse button and selecting 
PIP changes the location and the size of the PIP.   
 
Selecting PIP, 2x2, 3x3 and 4x4 display the cameras in the selected multi-view screen 
mode.  Clicking Previous Group moves to the previous page.  Clicking Next Group is 
the same as pressing the GROUP button on the front panel which moves to the next page. 
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Playing Recorded Video 
 
If a user who has Search authority logs into the system, the user can view recorded image.  Once video 
has been recorded, you can view it by pressing the PLAYBACK button.  When playing video for the first 
time, the DVR will display the most recent image.  When playing video subsequent times, the DVR will 
start playing video from the last recalled image.  Recorded audio will be played when the DVR displays a 
camera with recorded audio in full screen mode. 
 
NOTE:  While recording video, the playback speed might decrease. 
 
NOTE:  Only the administrator and users with Covert Camera View authority can view video from 
covert cameras.  The covert cameras in the playback mode are determined by the current camera 
settings. 
 
Camera Buttons (1 to 16):  Pressing the individual camera buttons will cause the selected camera to 
display full screen.  
 
Arrow Buttons:  Pressing the  button plays video backward at high speed.  Pressing the button again 
toggles the playback speed from ,  and .  Pressing the  button plays video forward at high 
speed.  Pressing the button again toggles the playback speed from ,  and .  When in the pause 
mode, pressing the  button moves to the next image and pressing the  button moves to the previous 
image. 
 
PLAY/PAUSE Button:  Pressing the  button plays back images at regular speed or pauses playing 
video.  
 
CAMEO Button:  Pressing and holding the button for two seconds or longer enters the cameo mode.  The 
yellow outline surrounding the video indicates the active cameo, and pressing the arrow buttons moves 
the active cameo.  Pressing the desired camera button in the active cameo edits the cameo and displays the 
video of selected camera.  Pressing the  (Play/Pause) button exits the Active Cameo mode.  Selecting 
Exit Group Edit in the cameo menu displayed when pressing the MENU/CAMEO button also exits the 
Active Cameo mode. 
 
NOTE:  A cameo is defined as any cell within multi-screen display.  The cameo mode allows you to 
change the screen layout by editing the cameo. 
 
PLAYBACK Button:  Pressing the PLAYBACK button enters the playback mode, and pressing the button 
again exits the playback mode.  When entering the playback mode, video is paused.  Pressing the  
(Play/Pause) button plays back video at regular speed.  The screen displays  when the DVR is in the 
Pause mode and the screen displays  when the DVR is playing back video. 
 
ZOOM Button:  Pressing the ZOOM button zooms in the current image on the screen. 
 
DISPLAY/SPOT Button:  Pressing the DISPLAY/SPOT button toggles different display formats.  The 
available formats are: 2x2, 3x3 and 4x4.  Pressing and holding the button for two seconds or longer 
allows you to select which cameras will display on the Spot monitor. 
 
GROUP Button:  Pressing the GROUP button changes the screen from the current camera group to the 
next camera group, and the screen displays page number. 
 
You can use a mouse for convenient playback control.  Position the mouse pointer on the playback screen, 
and the following playback toolbar will display. 
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Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position the mouse 
pointer on the screen.  Change the toolbar location by clicking the empty space on the right side of the 
toolbar and drag it to where you want it located on the screen. 
 
The individual controls on the toolbar perform the following functions as described below: 
 

 Go to the first image 
 Fast backward play  

 Go to the previous image 
 Play 
 Go to the next image 
 Fast forward play 

 Go to the last image 
 
 
Searching Video 
 
Pressing the MENU button or clicking the right mouse button while in the Playback mode displays the 
Search Menu.  
 

 
 

Figure 86 ─ Search menu. 
 
 Go to the First ─ Displays the first recorded image 
 Go to the Last ─ Displays the last recorded image 
 Go to the Date/Time… ─ Searches by date and time (see below for more details) 
 Calendar Search… ─ Searches using a calendar (see below for more details) 
 Event Log Search… ─ Selects video from the event log (see below for more details) 
 Text-In Search… ─ Searches text input strings (see below for more details) 
 Motion Search… ─ Searches motion events (see below for more details) 
 Clip-Copy… ─ Clips a video segment and saves it (see below for more details) 
 Zoom… ─ Zooms the current playback image 
 Slow Play… ─ Plays video at low speed (x1/2, x1/3, x1/4, x1/6 and x1/8) 
 Exit Search ─ Exits the Search Menu 

 
NOTE:  While recording video, the playback speed of searched data might decrease. 
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Go to the Date/Time 
 

 
 

Figure 87 ─ Go to the Date/Time screen. 
 
Move the cursor over the date and time and press the  (Play/Pause) button.  You can use the Left and 
Right arrow buttons to highlight the year, month, day, hours, minutes and seconds.  Use the Up and 
Down arrow buttons to change to the date and time you want to search for video. 
 
Once you have set the date and time you want, press the  button.  Then highlight Go and press the  
button.  The selected date and time will display.  (If no video was recorded during the selected time, a 
message appears alerting you that no image was recorded at that time.)  The  button and arrow buttons 
can now be used to review the surrounding video. 
 
Calendar Search 
 

 
 

Figure 88 ─ Calendar Search screen. 
 
Days with recorded video display on the calendar with white numbers.  You can highlight the days with 
recorded video by using the arrow buttons.  Once you have highlighted a day, press the  (Play/Pause) 
button to select it. 
 
A time bar displays at the bottom of the calendar.  Hours in which video was recorded will be highlighted 
with blue.  You can use the Up and Down arrow buttons to highlight the time bar.  Once the time bar is 
highlighted, you can select the time by using the Left and Right arrow buttons. 
 
NOTE:  The time bar is in one-hour segments.  If a segment is highlighted, it means that some 
video was recorded during that hour.  However, it does NOT mean video was recorded for the 
entire hour. 
 
If the DVR’s time and date have been reset to a time that is earlier than some recorded video, it is possible 
for the DVR to have more than one video stream in the same time range.  Move to Select a Segment, 
and select the video stream you want to search.  Refer to the Appendix D – Time Overlap for further 
information on searching time-overlapped video streams. 
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NOTE:  The lower number of the Segment indicates the latest recorded video. 
 
Once you have set the date and time you want to search, highlight GO and press the  button.  The 
selected date and time will display.  The  button and arrow buttons can now be used to review the 
surrounding video. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the DISPLAY 
button and change the screen mode to 4x4.  You will be able to easily see the camera have 
recorded video during target time. 
 
Event Log Search 
 

 
 

Figure 89 ─ Event Log Search screen. 
 
The DVR maintains a log of each time the Alarm Input port is activated.  The Event Log Search screen 
displays this list.  Use the arrow buttons to highlight the event for which you would like to see video. 
 
The Event Log Search screen can also be accessed by pressing the ALARM button unless there is an alarm.  
There is no determined user authority to display the Event Log Search screen, however, the event video 
will not be played unless a user with Search authority logs into the system. 
 
Pressing the  (Play/Pause) button will extract the event video and display the first image of the event.  
Pressing the  button will start playing the “event” video segment.  Pressing PLAYBACK button returns 
to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the DISPLAY 
button and change the screen mode to 4x4.  You will be able to easily see the camera have 
recorded video during target time. 
 
You can also narrow your event search by selecting the Option… button and setting up the new search 
condition. 
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Figure 90 ─ Event Log Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop times and 
dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set to Off, 
you can enter a specific Date and Time.  When set to On, the search will be from the first recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to Off, you 
can enter a specific Date and Time.  When set to On, the search will be from the last recorded image. 
 
Highlight the box beside Check Time Overlap and press the  button.  It toggles between On and Off.  
You will only be able to turn the Check Time Overlap on or off if a user-defined date and time is set to 
From and To.  If the DVR’s date and time have been reset, it is possible for the DVR to have more than 
one overlapping start and stop time.  When set to On, you will be asked to select one of the overlapping 
start and stop time.  When set to Off, the DVR will display search results from all start times to all stop 
times. 
 
Highlight the box beside Alarm-In and press the  button.  You can select the alarm inputs that you want 
to include in your search. 
 
Highlight the box beside Motion and press the  button.  You can select the cameras for which you want 
any reports of motion detection. 
 
Highlight the box beside Video Loss and press the  button.  You can select the cameras for which you 
want any reports of lost video. 
 
Highlight the box beside Text-In and press the  button.  You can select the text-in devices which you 
want any report of text input. 
 
Highlight the box beside Record Channels and press the  button.  You can select the cameras that 
you want to search for any reports of event recorded data.  The DVR will display the events (not the 
camera channels) that occurred and that also are recorded on the camera channel that you selected.  If you 
do not select a camera channel in this field, the DVR will search events that are not associated with 
cameras.  
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You can also toggle On and Off self-diagnostic events as part of your search.  The choices are:  
 

 Panic Record 
 Check Recording 
 Check Alarm-In 
 Disk Almost Full 
 Disk Bad 
 Disk Temperature 
 Disk S.M.A.R.T. 

 
Once you set your desired search conditions, highlight Search and press the  button to display the 
search results in the Event Log Search screen.  Selecting Cancel exits the screen without saving the 
changes. 
 
Text-In Search 
 

 
 

Figure 91 ─ Text-In Search screen. 
 
The DVR maintains a log of each time there is Text Input.  The Text-In Search screen displays this list.  
Use the arrow buttons to highlight the event for which you would like to see video. 
 
Pressing the  (Play/Pause) button will extract the video associated with the Text Input and display the 
first image of the event.  Pressing the  button will start playing the “event” video segment.  Pressing 
PLAYBACK returns to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the DISPLAY 
button and change the screen mode to 4x4.  You will be able to easily see the camera have 
recorded video during target time. 
 
NOTE:  Text Input information will be overlaid on the image while the recorded video is played at 
regular speed. 
 
You can also narrow your event search by selecting the Option… button and setting up the new search 
condition. 
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Figure 92 ─ Text-In Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop times and 
dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set to Off, 
you can enter a specific Date and Time.  When set to On, the search will be from the first recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to Off, you 
can enter a specific Date and Time.  When set to On, the search will be from the last recorded image. 
 
Highlight the Channel and press the  button.  Select the text-in devices that you want to search for text 
input. 
 
Highlight the text input device box and press the  button.  Select your Text Input Device from the list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for different 
types of text input devices, and there will be different parameter boxes for you to enter 
information. 
 
You can search for up to five text strings at a time.  Highlight the number box and press the  button, and 
this will allow you to enter a keyword for that number. 
 
Highlight the Keyword box and press the  button.  You can enter a word or text string that you want to 
search for.  If you do not enter any Keyword, a list of all Text Input events will be displayed. 
 
Highlight Case Sensitive and press the  button.  This will toggle between On and Off.  When this 
feature is On, the search will find only those text strings in which the case matches. 
 
Once you set your desired search conditions, highlight Search and press the  button to display the 
search results in the Text-In Search screen.  Selecting Cancel exits the screen without saving the 
changes. 
 



User’s Manual 

 68 

Motion Search 
 

 
 

Figure 93 ─ Motion Search screen. 
 
The Motion Search… can be selected from the Search menu while the DVR displays the camera full 
screen.  The Motion Search screen displays a list of motion events.  Use the arrow buttons to highlight 
the event for which you would like to see video and press the  (Play/Pause) button to display the video 
associated with the selected event on the small search screen. 
 
Highlighting Close and pressing the  button will extract the video associated with the Motion event 
and display the first image of the event.  Pressing the  button will start playing the “event” video 
segment.  Pressing PLAYBACK returns to live monitoring. 
 
You can also narrow your event search by selecting the Option… button and setting up the new search 
condition. 
 

 
 

Figure 94 ─ Motion Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop times and 
dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set to Off, 
you can enter a specific Date and Time.  When set to On, the search will be from the first recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to Off, you 
can enter a specific Date and Time.  When set to On, the search will be from the last recorded image. 
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Highlight the box beside Type and press the  button.  You can select between Motion Search and 
Museum Search.  Motion Search detects motion in the defined area.  Museum Search detects if a 
defined object has moved. 
 
Highlight the box beside Zone and press the  button.  An image from the video appears with a grid 
overlaid.  You can turn sensor blocks On and Off to define the area of the picture in which you want to 
search for motion. 
 
NOTE:  Defining the area of the image in which you want to search for motion is nearly identical to 
setting up the DVR for Motion Detection.  Please refer to Motion Detection Screen in Chapter 3 — 
Configuration for more detailed instructions on setting up the detection blocks. 
 
NOTE:  When setting the Museum Search Zone, the zone should be placed inside of the border 
line of the target object.  If the selected block is placed on the boarder line, the sensitivity of the 
Museum Search may decrease. 
 
The zone should be placed or focused on the centre or, at least, within the outline of targeted object. 
 
Highlight the box beside Sensitivity and press the  button.  You will be able to select from 1 (low 
sensitivity) to 5 (high sensitivity). 
 
Highlight the box beside Min. Blocks and press the  button.  You will be able to set the number of 
sensor blocks that must be activated.  Setting the Min Blocks will only be available if Motion Search is 
selected. 
 
Once you set your desired search conditions, highlight Search and press the  button to display the 
search results in the Motion Search screen.  Selecting Cancel exits the screen without saving the 
changes. 
 
When you search for motion events of another camera, you will be asked whether or not you want to 
delete the previous search results from the list. 
 
Clip-Copy Screen 
 
The Clip-Copy screen can be used to copy video clips to an internal CD-RW or DVD RW drive, or 
external USB hard disk, CD-RW or flash drive.  The copied video clips can be viewed on computers 
running Microsoft Windows 98, ME, 2000 or XP.  Refer to the Appendix A ─ USB Hard Disk Drive 
Preparation for information on preparing the external drive for clip copy.  The clip copy can be simply 
done by pressing the CLIP COPY button. 
 
Press the CLIP COPY button while in the Live monitoring mode, and the Clip-Copy screen appears to 
allow clip copy setup.  
 
Pressing the CLIP COPY button during the playback will set the starting point of the video to be clip 
copied, and the  icon displays at the bottom-left corner of the screen.  Pressing the CLIP COPY button 
again will set the ending point of the video to be clip copied by displaying the Clip-Copy screen. 
 
Pressing and holding the CLIP COPY button for more than two seconds while in the Playback mode or 
Live Monitoring mode initiates the One-Touch Clip Copy function.  The last recorded image will be the 
ending point of video to be clip copied, and the system will automatically begin to calculate the possible 
video data size that the selected storage media can handle.  
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Figure 95 ─ Clip-Copy screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop times and 
dates. 
 
Highlight the box beside From and press the  (Play/Pause) button to toggle between On and Off.  
When set to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image. 
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to Off, you 
can enter a specific Date and Time.  When set to On, the search will be from the last recorded image. 
 
Highlight the box beside Channels and press the  button.  You can select the cameras that you would 
like to include in your video clip. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears allowing you to 
enter the password for reviewing the video clips. 
 
Highlight the box beside Dest. and press the  button.  You can select the storage device on which you 
would like to record the video clip.  You can choose from Internal CD-RW, Internal DVD RW, USB 
Storage and USB CD-RW. 
 
CAUTION:  The USB device for clip copy must be FAT 16 or FAT32 format. 
 
NOTE:  While copying video clips on the CD-RW or DVD RW, the recording speed might decrease. 
 
NOTE:  When the error message “Firmware update of the optical drive is required” displays, 
update the firmware of the installed CD-RW drive or DVD RW drive.  Please follow the instructions 
described in Chapter 3 – Configuration – System Information section. 
 
The DVR automatically assigns a file name to the video clip.  However, you can give the video clip file a 
different name.  Highlight the box beside File Name and press the  button.  A virtual keyboard appears.  
Enter a file name for the video you are backing up and select Close.  The DVR will automatically add the 
camera number (for example “01”) and “.exe” to the file name.  If you want to save the file in a specific 
folder, enter the folder name followed by a “/”.  For example: “folder/filename” 
 
NOTE:  When naming a file, you cannot use the following characters: \, /, :, *, ?, “, <, >, |. 
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Highlight Verify After Burning and press the  button.  This will toggle between On and Off.  When this 
feature is On, you can verify that the data is written on the CD-RW or DVD RW properly. 
 
Once you have given the video clip a file name, highlight the Start button and press the  button.  The 
confirmation screen displaying data size will appear.  When the storage device does not have enough 
space, the DVR will ask if you want to copy as much of the video clip as possible in the available space. 
 
Highlight the Continue button and press the  button to continue clip copy. 
 
Once the clip copy starts, you can cancel it by selecting Cancel or hide the screen by selecting Close.  
When selecting Close, Clip Copy continues and a confirmation screen will display when complete. 
 
NOTE:  Only 4.7GB DVD media is available.  To clip copy video on the DVD media using remaining 
space, the size of previously recorded data on the DVD media should be less than 4GB. 
 
NOTE:  The file size for clip copy is limited to 2GB.  
 
You can use other functions on the DVR while video is being backed up.  To do this, highlight the Close 
button and press the  button.  You can return to the Clip-Copy screen at any time to check the progress.  
 
Refer to Appendix B ─ Reviewing Clip Files for instructions on how to review video clips you have 
copied. 
 
NOTE:  During Clip Copy, you cannot shut the system down, clear data on the storage device, or 
format the storage device. 
CAUTION:  Do NOT disconnect the USB cable or the power from the external drive while 
copying video clips.  If the external drive is shut down or the USB cable is disconnected 
while copying video clips, THE DVR SYSTEM MAY NOT WORK NORMALLY OR THE 
EXTERNAL DRIVE COULD BE DAMAGED, and you will get an error message the next 
time you try to copy video clips.  You will need to power down the DVR and restart it to 
get rid of the error message.  Once the file system of the USB-IDE hard disk drive has 
been corrupted, this error message cannot be dismissed.  Even after restarting the DVR 
it may automatically restart while preparing to clip copy.  You must recover the file 
system using the recovery program, or you must reformat the hard disk drive.  
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Appendix A ─ USB Hard Disk Drive Preparation 
 
 
Preparing the USB-IDE hard disk drive in Windows 2000 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows XP is almost identical to Windows 2000. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer. 
3. The USB device icon should display on the Taskbar. 
4. If the USB-IDE hard disk drive is partitioned or has data, it will show up in My Computer as 

a hard disk drive icon.  Check the file system by right clicking on the icon and checking under 
Properties > General > File System.  If the file system is NOT FAT32 format, format the 
USB-IDE hard disk drive using the FAT32 format. 

5. If the USB-IDE hard disk drive is not partitioned, go to Administrative Tools in Control 
Panel and launch Computer Management.  Open Disk Management in Storage and right 
click an unallocated region of the USB-IDE hard disk drive.  Then, click Create Partition.  

6. In the Create Partition wizard, click Next then Primary Partition, and follow the instructions 
on the screen.  Make sure that the FAT32 is selected for the file system. 

 
NOTE:  The partition size should be less than 32GB because of Microsoft limitations. 
 

After formatting is complete, the USB-IDE hard disk drive will be added to My Computer. 
 
7. Connect the USB-IDE hard disk drive to the DVR.  

 
 
Preparing the USB-IDE hard disk drive in Windows 98 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows ME is almost identical to Windows 98. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer.  The Add New Hardware wizard window will appear. 
3. Install the device driver for the USB backup device following the instructions provided with 

your USB hard disk drive. 
4. If the USB-IDE hard disk drive is partitioned or contains data, it will show up in My 

Computer as a hard disk drive icon.  Check the file system in Properties > General > File 
System.  If the file system is NOT FAT32 format, format the USB-IDE hard disk drive with 
FAT32 format. 

5. Run the FDISK utility by clicking Start then RUN.  Type “fdisk” and click OK. 
6. When the MS-DOS command prompt appears, type “Y” and hit the enter key.  
7. In the FDISK Option menu, choose “5. Change current fixed disk drive.”  
8. Choose the appropriate letter corresponding to the USB-IDE hard disk drive. 
9. In the FDISK Option menu, choose “1. Create DOS partition or Logical DOS Drive.”  
10. In the Create DOS Partition or Logical DOS Drive menu, choose “1. Create Primary DOS 

Partition.”  And Type “Y” to use all available space and hit the enter key.  Hit ESC to exit the 
screen after the USB-IDE hard disk drive partition is created.  

11. Restart your computer and verify the newly created drive is in My Computer. 
12. Right click the newly created hard disk drive icon and select “Format”. 
13. In the Format Screen, select “Full” as the “Format type” and click “Start”. 
14. After formatting is complete, connect the USB-IDE hard disk drive to the DVR. 
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Appendix B ─ Reviewing Video Clips 
 
 
You do not need to install any special software on your personal computer to review the video clips.  The 
copied video clip contains the ClipPlayer program. 
 
If you used a USB device, disconnect either the external USB-IDE hard disk drive or USB flash drive 
from the DVR, and connect it to your PC.  If you used a recordable CD, insert the CD in your computer’s 
CD drive.  Double-clicking the target clip file starts the ClipPlayer program. 
 
NOTE:  It is suggested that the computer used for the ClipPlayer program has at least an 800MHz 
Pentium III.  If your CPU is slower than this, video clips recorded at maximum speed with very high 
image quality will be played back slowly.  Also DirectX 8.0 or higher is required to run Clip Player, 
and a VGA card with 16MB or more video RAM is recommended for proper operation. 
 

 
 

Figure 96 ─ ClipPlayer screen. 
 
The ClipPlayer Screen displays the clip images. 
 
NOTE:  Proper image display depends on the display settings of your PC.  If you are experiencing 
display problems, click the right mouse button on the background screen and select Properties  
Settings then set the Color quality to “32 bit”.  Then select Advanced  Troubleshoot and set 
Hardware Acceleration to “Full”.  Please make sure that DirectX version 8.0 or higher has been 
installed if the display problem continues to occur.  To check the version of DirectX, click Start  
RUN and type “dxdiag” and press the enter key.  The DirectX Diagnostic Tool dialog box will 
display.  Then move to the Display tab and make sure DirectDraw Acceleration is set to “Enabled”.  
Test the DirectDraw by selecting the DirectDraw Test button.  After changing the settings, update 
the driver version of the VGA card.  If you still have display problems after changing all display 
settings as described above, try replacing the video card.  Video cards with an ATI chipset are 
recommended. 
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Clicking the X exits the Player program. 
 
Click the  to go to the beginning of the video clip. 
 
Click the  to play the video clip in fast reverse. 
 
Click the  to go back one frame of the video clip. 
 
Click the  to play the video clip. 
 
Click the  to go forward one frame of the video clip. 
 
Click the  to play the video clip in fast forward. 
 
Click the  to go to the end of the video clip. 
 
Click the  to show the previous page. 
 
Click the  to cycle through the screen layouts.  It cycles through 2x2, 3x3 and 4x4. 
 
Click the  to show the next page. 
 
Click the  to select from Save, Print, Info, Image Processing, Video Format and Show Text In.  
Selecting Save saves the current image in a bitmap file format on the local hard disk drive or floppy disk.  
Selecting Print lets you print the current image on the printer connected to your computer.  Selecting Info. 
displays Channel, Title, Time, Flag, Size and Resolution information about the image.  Selecting Image 
Processing allows you to control brightness, blur and sharpen for playback images.  Selecting Video 
Format allows you to find appropriate display environments that can be varied depending on the type of 
graphics card installed in your PC.  Use Video Format option when you are experiencing improper 
image display.  Selecting Show Text In displays video with text-in data if the video has been recorded 
with text-in data. 
 
NOTE:  Image Processing works only in the single-screen layout and also in the pause mode. 
 
NOTE:  If you are not sure about the appropriate Video Format option, try each option until the 
image displays properly. 
 
Click the  to select from Normal and Double screen views.  Clicking the left mouse button on the 
enlarged image moves its position. 
 
Click the  to display the image full screen. 
 
Encryption icons display in bottom-right corner.   indicates the clip file has not been tampered with, and 

 indicates the system has detected tampering. 
 
NOTE:  If the VGA card or monitor for your PC does not support 640x480 video resolution, Full 
Screen might not display properly when selected.  If this happens, press the ESC key on your PC 
to return to the normal screen mode.  
 
Click the slider bar and move it left or right to move through the video clip. 
 
Placing the mouse cursor on an image and clicking will cause that image to display full frame.
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Appendix C ─ WebGuard 
 
 
WebGuard allows you to access a remote DVR, monitor live video images and search recorded video 
using Internet Explorer web browser anytime from virtually anywhere. 
 
Computer system requirements for using the WebGuard program are: 
 

 Operating System: Microsoft® Windows® 2000, Microsoft® Windows® XP or Microsoft® Windows® 
Vista 

 CPU: Intel Pentium III (Celeron) 600MHz or faster 
 RAM: 128MB or higher 
 VGA: 8MB or higher (1024x768, 24bpp or higher) 
 Internet Explorer: Version 6.0 or later 

 
Start Internet Explorer on your local PC and enter http://www.dvronline.net in the address field. 
 
NOTE:  WebGuard only works with Microsoft Internet Explorer and will NOT work with Netscape. 
 
NOTE:  When running WebGuard in the Microsoft Windows Vista operating system, it is 
recommended to start Internet Explorer with elevated administrator permissions.  Click the right 
mouse button on the Internet Explorer icon and select the Run as administrator option from the 
context menu.  Otherwise, some functions of WebGuard might be limited to use. 
 

 
 

Figure 97 ─ WebGuard login screen. 
 
Enter the DVR name registered on the DVRNS server (when selecting the Use DVRNS option) or the IP 
address of the remote DVR you want to connect to.  Select between the WATCH (Web monitoring) and 
SEARCH (Web search) modes and enter the appropriate port number of the program.  Entering ID and 
PASSWORD and clicking the [LOGIN] button logs in using the selected mode.  Selecting Save ID 
saves the ID you entered. 
 
NOTE:  The port numbers for WATCH and SEARCH should be the same with port numbers for 
Remote Watch and Remote Search set during Network setup. 
 
NOTE:  When running the updated WebGuard for the first time, Internet Explorer might 
occasionally load the information of the previous version.  In this case, delete the temporary 
internet files by selecting Tools  Internet Options  General tab, and then run WebGuard again. 
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Web Monitoring Mode 
 
WebWatch is a remote web monitoring program that allows you to monitor live video transmitted in 
real-time from the remote DVR. 
 

 
 

Figure 98 ─ WebWatch screen. 
 
① Click the  to log out the WebGuard program. 
 

② Click the  to access to the web search mode. 
 

③ Position the mouse pointer on the WebWatch logo to see the version of the WebGuard program. 
 

④ The DVR information window displays the time information of the remote DVR and login 
information of WebGuard. 

 

⑤ Click the screen format to select the desired display mode.  When changing the screen format, the 
selected camera on the current screen will be located in the first cell of the new layout. 

 

⑥ Click the camera button (1 to 16) to select the camera to be viewed. 
 

⑦ Click the  to adjust the brightness, contrast, saturation and hue of monitoring image. 
 

⑧ Click the  to control pan, tilt and zoom of the camera from a remote site. 
 

⑨ Click the  to control alarm out devices at the remote site. 
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⑩ Click  to save the current image as a bitmap or JPEG file format. 
 

⑪ The event status window at the bottom displays a list of events that were detected from the remote 
site. 

 

⑫ Selecting a camera on the screen and clicking the right mouse button allows you 
to change the camera name and the image aspect ratio displayed on each camera 
screen. 

 
NOTE:  The camera name changed in the Web Watch mode does not affect the camera name set 
up on the remote site.  Leaving the Camera Title blank causes the camera name set up on the 
remote site to display. 
 
 
Web Search Mode 
 
WebSearch is a remote web search program that allows you to search recorded video on the remote DVR. 
 
NOTE:  The remote site connection in the Web Search mode will automatically be disconnected if 
there is no activity for 30 minutes. 
 

 
 

Figure 99 ─ WebSearch screen. 
 
① Click the  to log out the WebGuard program. 
 

② Click the  to access to the web monitoring mode. 
 

③ Position the mouse pointer on the WebSearch logo to see the version of the WebGuard program. 
 

④ The DVR information window displays the time information of recorded data on the remote DVR and 
login information of WebGuard. 
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⑤ Click the  to blur, sharpen, equalize and interpolate playback images.  Click the 
 to zoom out or zoom in the recorded image.  Click the  to adjust the 

brightness of the recorded images. 
 
NOTE:  Image processing works only in the pause mode. 
 
⑥ The playback function buttons include fast backward, pause, play, fast forward, go to the first image, 

go to the previous image, go to the next image, and got to the last image. 
 

⑦ Click the screen format to select the desired display mode. 
 

⑧ Click the  to enter the time-lapse search mode which allows you to search for 
recorded data by time and then play back images found within the time parameters.  
The Timetable window located at the bottom displays the time information for the 
image of the date selected on the calendar.  If more than one video stream in the same 
time range, you can select the video stream you want to search.  Clicking a specific 
time displays the image recorded at that time on the screen.  Selecting the  allows you to display an 
image from a specific time. 

 

⑨ Click the  to enter the event search mode which allows you to search for event log entries using 
specific conditions and play back the images associated with those event entries. 

 

⑩ Click the  to save any video clip of recorded data as an executable file, or click the  to save the 
current image in a bitmap or JPEG file format.  Click the  to print the current image on a printer 
connected to your computer. 

 

⑪ Click the  to reload the recording data. 
 

⑫ The timetable displays recorded data of the selected camera by time (in hour segments). 
 

⑬ Selecting a camera on the screen and clicking the right mouse button allows you 
to change the camera name and the image aspect ratio displayed on each camera 
screen. 

 
NOTE:  The camera name changed in the Web Search mode does not affect the camera name set 
up on the remote site.  Leaving the Camera Title blank causes the camera name set up on the 
remote site to display. 
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Appendix D ─ Time Overlap 
 
 
If the DVR’s time and date have been reset to a time that is earlier than the existing recorded video, it is 
possible for the DVR to have more than one video stream in the same time range.  In this case, you can 
search overlapping video streams individually by selecting a specific segment.  For example, when the 
DVR has recorded video from one to five o’clock and the user changes the time backward from five to 
three o’clock and then continues recording until six o’clock, there will be two video streams and 
segments from three to five o’clock. 
 

 
 
You can search overlapping video streams by selecting a specific time or time range.  If you want to 
search recorded video at four o’clock during the overlapping time range using a search menu such as Go 
to the Date/Time, select the segment you want to search. 
 

 
 
If you want to search recorded video from four to five o’clock during the overlapping time range using a 
search menu such as Event Log Search, Text-In Search or Motion Search, it is possible for the DVR 
to have two overlapping start and stop times.  You will be asked to select one of the overlapping start and 
stop times from the search time ranges as follows: 
 
 From four o’clock of the first segment to five o’clock of the first segment 
 From four o’clock of the first segment to five o’clock of the second segment 
 From four o’clock of the second segment to five o’clock of the second segment 
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Appendix E ─ Troubleshooting 
 
 

Problem Possible Solution 

No Power  Check power cord connections. 
 Confirm that there is power at the outlet. 

No Live Video 

 Check camera video cable and connections. 
 Check monitor video cable and connections. 
 Confirm that the camera has power. 
 Check camera lens settings. 

Live Video Very Bright If a cable is attached to the “Loop” connector, make certain it is 
connected to a properly terminated device. 

DVR has stopped recording If hard disk drive is full, you will either need to delete video or set 
the DVR to the Overwrite Mode. 

The icon  displays, however, 
the DVR is not recording. 

When the DVR is in the Pre-Event recording mode, the yellow  
and  display when there is no event, and the DVR is not 
recording.  The red  and  display when any event occurs and 
the DVR starts recording. 
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Appendix F ─ Connector Pin Outs 
 
 
I/O Connector Pin Outs 
 

 
 

 
 

AI (1 to 16) Alarm Inputs 1 to 16 

GND Chassis Ground (5 connectors) 

AO (1 to 2) Alarm Outputs 1 to 2 

ARI Alarm Reset In 
 
 
RS485 Connector Pin Outs 
 

 
 

Master Unit Slave Unit 

RX-/TX-   →   To   →  TX-/RX- 

RX+/TX+   →   To   →  TX+/RX+ 
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Appendix G ─ Map of Screens 
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Appendix H ─ System Log Notices 
 
 

Boot Up Setup Exported 
Shutdown Setup Export Failure 

Restart Setup Export Cancel 
Upgrade Schedule On 

Upgrade Fail Schedule Off 
Power Failure Panic On 
Time Change Panic Off 

Time Zone Change Clear All Data 
Time Sync Clear Disk 

Time Sync Fail Format Disk 
Disk Bad Disk Full 

Login Auto Deletion 
Logout Search Begin 

Setup Begin Search End 
Setup End Clip-Copy Begin 

Remote Setup Change Clip-Copy End 
Remote Setup Fail Clip-Copy Cancel 

Setup Imported Clip-Copy Fail 
Setup Import Failure Callback Fail 
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Appendix I ─ Error Code Notices 
 
 

System Upgrade Related Clip Copy Related 
Number Description Number Description 

0 Unknown error. 0 Unknown error. 
1 File version error. 1 Device error. 
2 Operating system version error. 2 Mounting failed. 
3 Software version error. 3 No media. 
4 Kernel version error. 4 Invalid media. 

100 Upgrade device mounting failed. 5 File already existed. 
101 Package is not found. 6 Not enough space. 
102 Extracting package failed. 7 Creating temporary file failed. 
103 LILO failed. 8 Opening disk failed. 
104 Rebooting failed. 9 Formatting disk failed. 
105 Invalid package. 10 Database has been changed. 
106 ODD firmware upgrade failed. 11 Appending failed. 
300 Remote connection failed. 12 Bad sector. 
301 Remote network error. 13 No executable file. 
302 Remote upgrade is not authorized. 14 Opening executable file failed. 
303 Saving remote package failed. 15 Writing executable file failed. 
304 Remote upgrade is cancelled by the user. 16 Creating image failed. 
400 USB device mounting failed. 17 Burning failed. 

401 Reading upgrade package on the USB 
device failed. 18 Burning is out of time. 

402 Copying upgrade package on the USB 
device failed. 22 Verify failed. 

500 System is busy clip copying.   
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Appendix J ─ Specifications 
 
 

VIDEO 
Signal Format NTSC or PAL (Auto Detect) 
Video Input Composite: 8 or 16 looping inputs, 1 Vp-p, auto-terminating, 75 Ohms 

Monitor Outputs 
Composite: 1 BNC, 1 Vp-p, 75 Ohms 
SPOT: 1 BNC, 1 Vp-p, 75 Ohms 
VGA: 1 

Video Resolution Composite: 720x480 (NTSC), 720x576 (PAL) 
VGA: 800x600 @ 60Hz 

Playback/Record Speed 
(images per second) 120/120ips (NTSC), 100/100ips (PAL) 

 
INPUTS/OUTPUTS 

Alarm Input 8 or 16 TTL, programmable as NC or NO, 4.3V threshold 

Alarm Output 2 relay outputs, terminal blocks, programmable as NC or NO, 
0.5A@125VAC, 1A@30VDC 

Alarm Reset Input 1 TTL, terminal block 
Internal Buzzer 80dB at 10cm 
Network Connectivity 10/100 Mbps Ethernet (RJ-45), RS232C for external modem 
Audio Input RCA Input: 2, Line In 
Audio Output RCA Output: 1, Line Out 
Text Input POS Interface, ATM Interface 

 
CONNECTORS 

Video Input Composite: 8 or 16 BNC  
Video Loop Composite: 8 or 16 BNC (Auto Terminating) 

Monitor Output 
Composite: 1 BNC 
VGA: 1 VGA 
SPOT (Composite): 1 BNC 

Audio In 2 RCA connector 
Audio Out 1 RCA connector  
Alarm Input/Output Terminal blocks 
Ethernet Port RJ-45 
RS232C Serial Port DB9 (P) 
RS485 Serial Port Two-connector terminal block 
USB Port 2 (USB 2.0) 

 
STORAGE 

Primary Storage EIDE hard disk drive (up to 4) (up to 3 with an internal CD-RW drive 
or DVD RW drive) 

Secondary Storage* Built-in CD-RW drive 
USB hard disk drive, CD-RW drive or flash drive 

 

* When installing an internal CD-RW drive or DVD RW drive, set the jumper to Master and connect to the Secondary 
IDE channel. 

 
Specifications are subject to change without notice.
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GENERAL 
Dimensions (W x H x D) 16.9" x 3.5" x 15.7" (430mm x 88mm x 400mm) 
Unit Weight 16.1 lbs. (7.3kg) 
Shipping Weight 25.6 lbs. (11.6kg) 
Shipping Dimensions 
(W x H x D) 21.3" x 11.4" x 23.2" (540mm x 290mm x 590mm) 

Operating Temperature 41°F to 104°F (5°C to 40°C) 
Operating Humidity 0% to 90% 
Power 100 – 240 VAC, 4 – 2 A, 60/50Hz 
Power Consumption Max. 80W (100W when 4 hard disk drives are installed) 
Approvals FCC, UL, CB, CE 

 
Specifications are subject to change without notice. 

 



 

 

WEEE (Waste Electrical & Electronic Equipment) 
 
 
Correct Disposal of This Product 
(Applicable in the European Union and other European countries with separate collection systems) 
 

 

This marking shown on the product or its literature, indicates that it should not be 
disposed with other household wastes at the end of its working life.  To prevent 
possible harm to the environment or human health from uncontrolled waste 
disposal, please separate this from other types of wastes and recycle it responsibly 
to promote the sustainable reuse of material resources. 

 
Household users should contact either the retailer where they purchased this 
product, or their local government office, for details of where and how they can take 
this item for environmentally safe recycling. 

 
Business users should contact their supplier and check the terms and conditions of 
the purchase contract. This product should not be mixed with other commercial 
wastes for disposal. 
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Continental Access 
EH-Series DVRs 

XD Model 
 
 
 

CADV-H-XD16 (16 Channel DVR w/ 500 GB Hard Drive) 
 
 
 
 
 

 
 

 
A Napco Security Group Company 

 
355 Bayview Ave, Amityville, NY 11701 

P (631) 842-9400 ● F (631) 842-9135 ● www.cicaccess.com 







Digital Video Recorder 

 i 

 
 
 

 

WARNING 
RISK OF ELECTRIC SHOCK

DO NOT OPEN 
  

WARNING: TO REDUCE THE RISK OF ELECTRIC SHOCK, 
DO NOT REMOVE COVER (OR BACK). 

NO USER-SERVICEABLE PARTS INSIDE. 
REFER SERVICING TO QUALIFIED 

SERVICE PERSONNEL. 

 
The lightning flash with arrowhead symbol, within an equilateral triangle, is intended to alert 
the user to the presence of uninsulated "dangerous voltage" within the product’s enclosure 
that may be of sufficient magnitude to constitute a risk of electric shock. 

The exclamation point within an equilateral triangle is intended to alert the user to the 
presence of important operating and maintenance (servicing) instructions in the literature 
accompanying the appliance. 

 

COMPLIANCE NOTICE OF FCC: 
THIS EQUIPMENT HAS BEEN TESTED AND FOUND TO COMPLY WITH THE LIMITS FOR A CLASS A DIGITAL 

DEVICE, PURSUANT TO PART 15 OF THE FCC RULES. THESE LIMITS ARE DESIGNED TO PROVIDE 

REASONABLE PROTECTION AGAINST HARMFUL INTERFERENCE WHEN THE EQUIPMENT IS OPERATED 

IN A COMMERCIAL ENVIRONMENT. THIS EQUIPMENT GENERATES, USES, AND CAN RADIATE RADIO 

FREQUENCY ENERGY AND IF NOT INSTALLED AND USED IN ACCORDANCE WITH THE INSTRUCTION 

MANUAL, MAY CAUSE HARMFUL INTERFERENCE TO RADIO COMMUNICATIONS. OPERATION OF THIS 

EQUIPMENT IN A RESIDENTIAL AREA IS LIKELY TO CAUSE HARMFUL INTERFERENCE, IN WHICH CASE 

USERS WILL BE REQUIRED TO CORRECT THE INTERFERENCE AT THEIR OWN EXPENSE. 

WARNING: CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE 

FOR COMPLIANCE COULD VOID THE USER’S AUTHORITY TO OPERATE THE EQUIPMENT. 

THIS CLASS OF DIGITAL APPARATUS MEETS ALL REQUIREMENTS OF THE CANADIAN 

INTERFERENCE-CAUSING EQUIPMENT REGULATIONS. 

 
The information in this manual is believed to be accurate as of the date of publication.  IDIS Co., Ltd. is not responsible 
for any problems resulting from the use thereof.  The information contained herein is subject to change without notice.  
Revisions or new editions to this publication may be issued to incorporate such changes. 



User’s Manual 

 ii 

Important Safeguards 
1.  Read Instructions 
All the safety and operating instructions should be read before the 
appliance is operated. 
 
2.  Retain Instructions 
The safety and operating instructions should be retained for future 
reference. 
 
3.  Cleaning 
Unplug this equipment from the wall outlet before cleaning it.  Do not 
use liquid aerosol cleaners.  Use a damp soft cloth for cleaning. 
 
4.  Attachments 
Never add any attachments and/or equipment without the approval of 
the manufacturer as such additions may result in the risk of fire, electric 
shock or other personal injury. 
 
5.  Water and/or Moisture 
Do not use this equipment near water or in contact with water. 
 
6.  Accessories 
Do not place this equipment on an unstable cart, stand or table.  The 
equipment may fall, causing serious injury to a child or adult, and 
serious damage to the equipment.  Wall or shelf mounting should 
follow the manufacturer's instructions, and should use a mounting kit 
approved by the manufacturer. 
 
 
 
 
 
 
 
 
 
 
 
This equipment and cart combination should be moved with care.  
Quick stops, excessive force, and uneven surfaces may cause the 
equipment and cart combination to overturn. 
 
7.  Power Sources 
This equipment should be operated only from the type of power source 
indicated on the marking label.  If you are not sure of the type of power, 
please consult your equipment dealer or local power company. 
 
8.  Power Cords 
Operator or installer must remove power and TNT connections before 
handling the equipment. 
 
9.  Lightning 
For added protection for this equipment during a lightning storm, or 
when it is left unattended and unused for long periods of time, unplug it 
from the wall outlet and disconnect the antenna or cable system.  This 
will prevent damage to the equipment due to lightning and power-line 
surges. 
 
10.  Overloading 
Do not overload wall outlets and extension cords as this can result in 
the risk of fire or electric shock. 
 
11.  Objects and Liquids 
Never push objects of any kind through openings of this equipment as 
they may touch dangerous voltage points or short out parts that could 
result in a fire or electric shock.  Never spill liquid of any kind on the 
equipment. 
 
12.  Servicing 
Do not attempt to service this equipment yourself.  Refer all servicing 
to qualified service personnel. 

13.  Damage requiring Service 
Unplug this equipment from the wall outlet and refer servicing to 
qualified service personnel under the following conditions: 
A. When the power-supply cord or the plug has been damaged. 
B. If liquid is spilled, or objects have fallen into the equipment. 
C. If the equipment has been exposed to rain or water. 
D. If the equipment does not operate normally by following the 

operating instructions, adjust only those controls that are covered by 
the operating instructions as an improper adjustment of other 
controls may result in damage and will often require extensive work 
by a qualified technician to restore the equipment to its normal 
operation. 

E. If the equipment has been dropped, or the cabinet damaged. 
F. When the equipment exhibits a distinct change in performance — 

this indicates a need for service. 
 
14.  Replacement Parts 
When replacement parts are required, be sure the service technician has 
used replacement parts specified by the manufacturer or that have the 
same characteristics as the original part.  Unauthorized substitutions 
may result in fire, electric shock or other hazards. 
 
15.  Safety Check 
Upon completion of any service or repairs to this equipment, ask the 
service technician to perform safety checks to determine that the 
equipment is in proper operating condition. 
 
16.  Field Installation 
This installation should be made by a qualified service person and 
should conform to all local codes. 
 
17.  Correct Batteries  
Warning: Risk of explosion if battery is replaced by an incorrect type.  
Dispose of used batteries according to the instructions. 
 
18.  Tmra 
A manufacturer’s maximum recommended ambient temperature 
(Tmra) for the equipment must be specified so that the customer and 
installer may determine a suitable maximum operating environment 
for the equipment. 
 
19.  Elevated Operating Ambient Temperature 
If installed in a closed or multi-unit rack assembly, the operating 
ambient temperature of the rack environment may be greater than room 
ambient.  Therefore, consideration should be given to installing the 
equipment in an environment compatible with the manufacturer’s 
maximum rated ambient temperature (Tmra). 
 
20.  Reduced Air Flow 
Installation of the equipment in the rack should be such that the amount 
of airflow required for safe operation of the equipment is not 
compromised. 
 
21.  Mechanical Loading 
Mounting of the equipment in the rack should be such that a hazardous 
condition is not caused by uneven mechanical loading. 
 
22.  Circuit Overloading 
Consideration should be given to connection of the equipment to 
supply circuit and the effect that overloading of circuits might have on 
over current protection and supply wiring.  Appropriate consideration 
of equipment nameplate ratings should be used when addressing this 
concern. 
 
23.  Reliable Earthing (Grounding) 
Reliable grounding of rack mounted equipment should be maintained.  
Particular attention should be given to supply connections other than 
direct connections to the branch circuit (e.g., use of power strips). 
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Chapter 1 — Introduction 
 
 
Features 
 
Your color digital video recorder (DVR) provides recording capabilities for eight or 16 camera 
inputs.  It provides exceptional picture quality in both live and playback modes, and offers the 
following features: 
 

 8 or 16 Composite Video Input Connectors  
 Compatible with Color (NTSC or PAL) and B&W (CCIR and EIA-170) Video Sources 
 Auto Detection for NTSC and PAL 
 Multiple Monitor Connectors: 1 BNC Video Out, 1 SVHS, 4 Spot, 1 VGA 
 Multiple Search Engines (Date/Time, Calendar, Event) 
 Records up to 480/400 Images per Second (NTSC/PAL) (8-channel model: 240/200 ips) 
 “Loop-Through” Video Connectors 
 Continuous Recording in Disk Overwrite Mode 
 Triplex Functionality (Monitoring, Recording and Playback at the same time) 
 Video Archiving via Ultra SCSI Interface 
 3 USB 2.0 Ports 
 Continues Recording while Archiving, Transmitting to Remote Site and during Playback 
 User-friendly Graphical User Interface (GUI) Menu System  
 Multiple Recording Modes (Time-lapse, Pre-event, Alarm, Motion and Panic) 
 Two-way Audio Communications 
 4-Channel Audio Recording and 1-Channel Audio Playback 
 Text Input for ATM and POS 
 Alarm Connections Include: Input, Output and Reset Input 
 Built-in Alarm Buzzer 
 Live or Recorded Video Access via Ethernet or Modem 
 Time Synchronization using industry standard protocol 
 Built-in CD-RW Drive 
 Self-diagnostics with automatic notification including hard disk drive S.M.A.R.T. protocol 
 Infrared Remote Control 

 
 
Technical Overview 
 
In addition to replacing both a time-lapse VCR and a multiplexer in a security installation, your 
DVR has many features that make it much more powerful and easier to use than even the most 
advanced VCR. 
 
The DVR converts analog NTSC or PAL video to digital images and records them on a hard 
disk drive.  Using a hard disk drive allows you to access recorded video almost instantaneously; 
there is no need to rewind tape.  The technology also allows you to view recorded video while 
the DVR continues recording video. 
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Digitally recorded video has several advantages over analog video recorded on tape.  There is 
no need to adjust tracking.  You can freeze frames, fast forward, fast reverse, slow forward and 
slow reverse without image streaking or tearing.  Digital video can be indexed by time or events, 
and you can instantly view video after selecting the time or event. 
 
Your DVR can be set up for event or time-lapse recording.  You can define times to record, and 
the schedule can change for different days of the week and user defined holidays. 
 
The DVR can be set up to alert you when the hard disk drive is full, or it can be set to record over 
the oldest video once the disk is full. 
 
Your DVR uses a proprietary encryption scheme making it nearly impossible to alter video. 
 
You can view video and control your DVR remotely by connecting via modem or Ethernet.  
There is a SCSI port that can be used to record or archive video to external hard disk drives, and 
there are also three USB ports that can be used to upgrade the system or copy video clips to 
external hard disk, CD-RW and flash drives. 
 
NOTE:  This manual covers the 8- and 16-channel digital video recorders.  The DVRs are 
identical except for the number of cameras and alarms that can be connected and the 
number of cameras that can be displayed.  For simplicity, the illustrations and 
descriptions in this manual refer to the 16-camera model. 
 
 

 
 

Figure 1 — Typical DVR installation. 
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Chapter 2 — Installation 
 
 
Package Contents 
 
The package contains the following: 
 

 Digital Video Recorder 
 Power Cord 
 User’s Manual (This Document) 
 RAS Software CD and User’s Manual 
 Rack-mount Kit 
 Assembly Screws Guide Rails for Adding Hard Disk Drives 
 Screws for Attaching SCSI Connector 
 Infrared Remote Control 

 
 
Required Installation Tools 
 
No special tools are required to install the DVR.  Refer to the installation manuals for the other 
items that make up part of your system. 
 

 
 

Figure 2 — 16-Channel DVR rear panel. 
 
Your DVR can be used with either NTSC or PAL equipment. 
 
NOTE:  You cannot mix NTSC and PAL equipment.  For example you cannot use a PAL 
camera and an NTSC monitor. 
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Connecting the Video Input 
 

 
 

Figure 3 — Video input connectors. 
 
Connect the coaxial cables from the video sources to the BNC Video In connectors. 
 
 
Connecting the Loop-Through Video 
 

 
 

Figure 4 — Video Loop-Through connectors. 
 
If you would like to connect your video source to another device, you can use the Loop BNC 
connectors. 
 
NOTE:  The Loop BNC connectors are auto terminated.  Do NOT connect a cable to the 
Loop BNC unless it is connected to a terminated device because it will cause poor 
quality video. 
 
 
Connecting the Monitor 
 

 
 

Figure 5 — Video Out connectors. 
 
Connect the main monitor to either the Video Out or SVHS Out connector. 
 
NOTE:  If your main monitor has an SVHS input, use it because it will give you better 
quality video display. 
 
Up to four Spot monitors can be connected to the DVR.  Connect the spot monitors to the SPOT 
1, SPOT 2, SPOT 3 and SPOT 4 connectors as needed. 
 

 
 

Figure 6 — VGA connector 
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A VGA connector is provided so that you can use a standard, multi-sync computer monitor as 
your main monitor.  Use the cable supplied with your monitor to connect it to the DVR. 
 
NOTE:  The Video Out (BNC), SVHS Out and VGA connectors may be connected to 
individual monitors for simultaneous operation. 
 
 
Connecting Audio 
 
NOTE:  It is the user’s responsibility to determine if local laws and regulations permit 
recording audio. 
 

 
 

Figure 7 — Audio In and Out connectors. 
 
Your DVR can record audio from up to four sources.  Connect the audio sources to Audio In 1, 
Audio In 2, Audio In 3 and Audio In 4 as needed using RCA jacks.  Connect Audio Out to 
your amplifier. 
 
NOTE:  The DVR does not have amplified audio output, so you will need a speaker with 
an amplifier.  The DVR does not have a pre-amplifier for audio input, so the audio input 
should be from an amplified source, not directly from a microphone. 
 
 
Connecting Alarms 
 

 
 

Figure 8 — Alarm Input connectors. 
 
NOTE:  To make connections on the Alarm Connector Strip, press and hold the button 
and insert the wire in the hole below the button.  After releasing the button, tug gently on 
the wire to make certain it is connected.  To disconnect a wire, press and hold the button 
above the wire and pull out the wire. 
 
AI 1 to 16 (Alarm-In) 
 
You can use external devices to signal the DVR to react to events.  Mechanical or electrical 
switches can be wired to the AI (Alarm-In) and GND (Ground) connectors.  The threshold 
voltage is 4.3V and should be stable at least 0.5 seconds to be detected.  See Chapter 3 — 
Configuration for configuring alarm input. 
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GND (Ground) 
 
NOTE:  All the connectors marked GND are common. 
 
Connect the ground side of the Alarm input and/or alarm output to the GND connector. 
 
AO 2 to 16 (Alarm-Out) 
 

 
 

Figure 9 — Alarm Output connectors. 
 
The DVR can activate external devices such as buzzers or lights.  Connect the device to the AO 
(Alarm-Out) and GND (Ground) connectors.  AO is an active low open collector output which 
sinks 30mA@12VDC.  See Chapter 3 — Configuration for configuring alarm output. 
 
NC/NO (Normally Closed/Normally Open) 
 

 
 

Figure 10 — Relay Alarm Output connectors. 
 
Connect the device to the COM and NC (Normally Closed) connectors or COM and NO 
(Normally Open) connectors.  NC/NO is a relay output which sinks 2A@125VAC, 
1A@250VAC, 1A@30VDC (NC) and 5A@125VAC, 2A@250VAC, 3A@30VDC (NO). 
 
ARI (Alarm Reset In) 
 

 
 

Figure 11 — Alarm Reset Input connectors. 
 
An external signal to the Alarm Reset In can be used to reset both the Alarm Out signal and the 
DVR’s internal buzzer.  Mechanical or electrical switches can be wired to the ARI (Alarm Reset 
In) and GND (Ground) connectors.  The threshold voltage is below 0.3V and should be stable at 
least 0.5 seconds to be detected.  Connect the wires to the ARI (Alarm Reset In) and GND 
(Ground) connectors. 
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Connecting to the RS485 Port 
 

 
 

Figure 12 — RS485 connector. 
 
The DVR can be controlled remotely by an external device or control system, such as a control 
keyboard, using RS485 half-duplex serial communications signals.  The RS485 connector can 
also be used to control PTZ (pan, tilt, zoom) cameras.  Connect RX-/TX- and RX+/ TX+ of the 
control system to the − and + (respectively) of the DVR.  See Chapter 3 — Configuration and 
the PTZ camera or remote controller manufacture’s manual for configuring the RS485 
connection. 
 
 
Connecting to the USB Ports 
 

 
 

Figure 13 — Front USB connectors. 
 

 
 

Figure 14 — Rear USB connector. 
 
Three USB ports are provided to connect external hard disk, CD-RW or flash drives for video 
clip copying or system upgrades.  One USB port is on the rear panel and the other two are on the 
front panel.  Position external drives close enough to the DVR so that you can make the cable 
connections, usually less than 6 feet.  Use the USB cable provided with the hard disk drive to 
connect it to the DVR. 
 
A USB mouse (not supplied) can be connected to one of the ports.  You can use the mouse to 
navigate through the screens and menus much like you would on a computer. 
 
A PostScript™ USB printer (not supplied) can be connected to one of the ports.  You can print 
selected images resulting from a search.  Refer to Chapter 4 — Operation, Searching Video. 
 
A USB to Serial converter can be connected to the USB port.  Multiple text-in devices can be 
used with a USB to Serial converter. 
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Connecting to the RS232 Port 
 

 
 

Figure 15 — RS232 connector. 
 
An RS232 port is provided to connect an external modem for remote monitoring, configuration 
and software upgrades, and to connect a remote control keyboard.  Use a modem cable with a 
DB-9S (female) connector to connect to the DVR.  See Chapter 3 — Configuration for 
configuring the modem. 
 
NOTE:  The DVR is not supplied with a modem cable, and many modems are not 
supplied with cables.  Make certain you have the correct cable when purchasing the 
modem. 
 
 
Connecting to the Ultra Wide SCSI Port 
 

 
 

Figure 16 — SCSI connector. 
 
A SCSI port is provided to connect external storage devices for recording or archiving video.  
Connect the external SCSI hard disk drive (RAID) cable to the high-density 68-pin female 
UltraWide SCSI port.  The length of SCSI cable should not exceed 5 feet (1.5 meters).  You can 
connect up to 8 UltraWide SCSI devices with SCSI IDs set from 0 to 15 except for 7, which is 
assigned as the Host ID. 
 
NOTE:  The SCSI bus must be terminated, otherwise the DVR will not operate properly. 
 
NOTE:  When using low speed SCSI devices, the recording speed might decrease. 
 
CAUTION:  Do NOT connect or disconnect SCSI devices while the DVR power is 
on.  The DVR must be powered down to connect or disconnect SCSI devices.  
Power up SCSI devices so they are ready for operation before powering up the 
DVR.  Power down SCSI devices after powering down the DVR and then 
disconnect SCSI devices. 
 
CAUTION:  If the SCSI device is shut down while the device is operating, the 
DVR system might not operate normally.  
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Connecting to the Network Port 
 

 
 

Figure 17 — Network connector. 
 
The DVR can be networked using the 10/100Mb Ethernet connector.  Connect a Cat5 cable 
with an RJ-45 jack to the DVR connector.  The DVR can be networked with a computer for 
remote monitoring, searching, configuration and software upgrades.  See Chapter 3 — 
Configuration for configuring the Ethernet connections. 
 
CAUTION:  The network connector is not designed to be connected directly with 
cable or wire intended for outdoor use. 
 
 
Factory Reset 
 

 
 

Figure 18 — Factory reset switch. 
 
The DVR has a Factory Reset switch to the left of the USB port on the rear panel.  This switch 
will only be used on the rare occasions that you want to return all the settings to the original 
factory settings. 
 
CAUTION:  When using the Factory Reset, you will lose any settings you have 
saved.  If you want to use the same DVR name registered on the DVRNS server 
after initializing the system using the factory reset, you need to contact the 
DVRNS server manager.  Please record and save the help desk information 
before factory reset.  
 
To reset the unit, you will need a straightened paperclip: 

1. Turn the DVR off. 
2. Turn it on again. 
3. While the DVR is initializing, the front panel LEDs will blink.  When any of the 

Camera 1 to 8 LEDs blink, poke the straightened paperclip in the unlabeled hole to the 
left of the USB port. 

4. Hold the switch until all the LEDs on the front panel are lit. 
 
NOTE:  When the DVR successfully resets to factory defaults all the LEDs on the front 
panel flash five times. 
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5. Release the reset switch.  All of the DVR’s settings are now at the original settings it 
had when it left the factory. 

 
 
Connecting the Power Cord 
 

 
 

Figure 19 — Power cord connector. 
 
Connect the AC power cord to the DVR and then to a wall outlet. 
 
CAUTION:  The power cord must be connected to the DVR before it is connected 
to a wall outlet, otherwise, the DVR might NOT be powered up properly.  If the 
DVR is not turned on after connecting the power cord, disconnect the power 
cord, wait 10 seconds, and restart the DVR by following the proper connection 
procedures. 
 
WARNING:  ROUTE POWER CORDS SO THAT THEY ARE NOT A TRIPPING 
HAZARD.  MAKE CERTAIN THE POWER CORD WILL NOT BE PINCHED OR 
ABRADED BY FURNITURE.  DO NOT INSTALL POWER CORDS UNDER RUGS 
OR CARPET. 
 
THE POWER CORD HAS A GROUNDING PIN.  IF YOUR POWER OUTLET DOES 
NOT HAVE A GROUNDING PIN RECEPTACLE, DO NOT MODIFY THE PLUG. 
DO NOT OVERLOAD THE CIRCUIT BY PLUGGING TOO MANY DEVICES IN TO 
ONE CIRCUIT. 
 
Your DVR is now ready to operate.  Refer to Chapter 3 — Configuration and Chapter 4 — 
Operation. 
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Chapter 3 — Configuration 
 
 
NOTE:  Your DVR should be completely installed before proceeding.  Refer to Chapter 2 
— Installation. 
 
 
Front Panel Controls 
 

 
 

Figure 20 — 16-Channel DVR front panel. 
 
The front panel looks and operates much like a VCR combined with a multiplexer.  Many of the 
buttons have multiple functions.  The buttons on the infrared remote control, while laid out 
differently, perform the same functions as those on the front panel.  The following describes 
each button and control.  Take a few minutes to review the descriptions.  You will use these to 
initially set up your DVR and for daily operations. 
 
NOTE:  The infrared sensor on the DVR is just to the lower left of the jog-shuttle.  Make 
certain that nothing blocks the sensor, or the remote control will not function properly. 
 
NOTE:  You can also use a USB mouse (not supplied) to navigate through the screens 
and menus much like you would on a computer. 
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Figure 21 — Infrared remote control. 
 
NOTE:  Some buttons on the infrared remote control may not be supported, depending 
on the DVR model. 
 
POWER LED 
 
The POWER LED is lit when the unit is On. 
 
HDD LED 
 
The HDD LED flickers when the DVR is recording or searching video on the hard disk drive.  
 
NETWORK LED 
 
The NETWORK LED flickers when the unit is connected to a network via either Ethernet or 
modem. 
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Camera Buttons (1 to 16) 
 
Pressing the individual camera buttons will cause the selected camera to display full screen.  
Buttons 1 to 9 are also used to enter passwords. 
 
PANIC Button 
 
Pressing the PANIC button starts panic recoding of all camera channels, and displays  on the 
screen.  Pressing the button again will stop panic recording. 
 
ALARM Button 
 
The ALARM button has two functions.  First, it will reset the DVR’s outputs including the 
internal buzzer during an alarm.  Second, it will display the event log when you are in the live 
monitoring mode unless there is an active alarm.  This operation can be user password 
protected. 
 
SEARCH/STOP Button 
 
When in the live mode, pressing the SEARCH/STOP button enters the Triplex mode.  The 
button is also used for Far Focus while in the PTZ mode. 
 
BACKWARD Button 
 
Pressing the BACKWARD button goes to the previous image.  The button on the front panel is 
also used for Near Focus in the PTZ mode. 
 
RW (Rewind) Button 
 
Pressing the RW button plays video backward at high speed.  Pressing the button again toggles 
the playback speed from ,  and .  The screen displays ,  and  
respectively.  The RW button on the front panel Zooms In while in the PTZ mode. 
 
PLAY/PAUSE Button 
 
Pressing the PLAY/PAUSE button plays back images at regular speed.  Pressing the button 
while in the Playback mode pauses the video.  The screen displays  when the DVR is playing 
back video.  The screen displays  when in the Pause mode.  The button on the front panel is 
also used to Zoom Out while in the PTZ mode. 
 
FF (Fast Forward) Button 
 
Pressing the FF button plays video forward at high speed.  Pressing the button again toggles the 
playback speed from ,  and .  The screen displays ,  and  respectively.  
The button on the front panel is also used to save Presets while in the PTZ mode. 
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FORWARD Button 
 
Pressing the FORWARD button goes to the next image.  The button on the front panel is also 
used to load a Preset View in the PTZ mode. 
 
DISPLAY Button 
 
Pressing the DISPLAY button toggles between different display formats.  The available formats 
are: 4x4, 3x3, 2x2 and PIP. 
 
SEQUENCE Button 
 
When in the live mode, pressing the SEQUENCE button displays live channels sequentially. 
 
FREEZE Button 
 
Pressing the FREEZE button freezes the current live screen.  In the Search mode clip-copying 
can be done instantly by pressing and holding the button for two or more seconds. 
 
PTZ Button 
 
Pressing the PTZ button enters the PTZ (Pan/Tilt/Zoom) mode which allows you to control 
properly configured cameras. 
 
ZOOM Button 
 
Pressing the ZOOM button zooms the current image on the screen.  A PIP with a rectangle 
temporarily displays showing what area of the screen has been enlarged.  You can use the arrow 
buttons to move the rectangle to another area.  Pressing the  (Enter) button toggles the zoom 
size between 2x, 3x and 4x. 
 
SPOT Button 
 
Pressing the SPOT button allows you to select which cameras will display on the four Spot 
Monitors.  After selecting the monitor you can opt to have that Spot Monitor display a single 
camera or all cameras sequentially.  The infrared remote control allows you to go directly to the 
individual Spot Monitor menus. 
 
Enter Button 
 
The  (Enter) button selects a highlighted item or completes an entry that you have made 
during system setup. 
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Up, Down, Left, Right Arrow Buttons 
 
These buttons are used to navigate through menus and GUI.  You can also use them to change 
numbers by highlighting a number in the menu and using the Up and Down arrow buttons to 
increase or decrease the number’s value. 
 
The arrow buttons are also used to control Pan and Tilt when in the PTZ mode.  When in the PIP 
display format, pressing the Up and Down arrow buttons moves the position of the small screen 
counter-clockwise and clockwise, and pressing the Left and Right buttons moves through 
screen pages. 
 
MENU Button 
 
Pressing the MENU button enters the Setup screen.  You will need to enter the authorized user 
and password to access Setup.  Pressing the button also closes the current menu or setup dialog 
box.  In the Playback mode, pressing the MENU button displays the Search menu.  In the Search 
mode clip-copying can be done instantly by pressing and holding the button for two or more 
seconds. 
 
Shuttle Ring 
 
The Shuttle Ring only functions in the Playback mode.  The Shuttle Ring is spring loaded and 
returns to the center position when released.  Turning the ring clockwise plays video forward.  
Turning the ring counterclockwise plays video backward.  Playback speed varies with the 
amount the ring is turned.  The playback speeds are , , , x0.5, , ,  and 

. 
 
When you release the ring, it snaps back to the center position and the video pauses. 
 
Jog Dial 
 
When in the playback mode, you can play video forward image-by-image by turning the Jog 
Dial clockwise and backward image-by-image by turning the Jog Dial counterclockwise. 
 
When in the PIP mode, you can make the PIP screen smaller by turning the Jog Dial clockwise 
and larger by turning the Jog Dial counterclockwise. 
 
When in the Setup mode, you can change number values by highlighting the item in the menu 
and turning Jog Dial clockwise or counterclockwise to increase or decrease the number. 
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ID Button on Remote Control 
 
If a DVR System ID is set to 0, the infrared remote control will control that DVR without any 
additional operations.  (Refer to the System Information setup screen in this chapter for further 
information on setting the System ID.)  If the system ID is 1 to 16, you must to press the ID 
button on the remote control and then press the number button (1 to 16) in order to control that 
DVR.  If the System ID of two or more DVRs is set to 0, those DVRs will react to the infrared 
remote control at the same time.  
 
 
Turning on the Power 
 
Connecting the power cord to the DVR turns on the unit.  The unit takes approximately 60 
seconds to initialize.  
 
 
Initial Unit Setup 
 
Before using your DVR for the first time, you will want to establish the initial settings.  This 
includes items such as time and date, display language, camera, audio, remote control, record 
mode, network and password.  Your DVR can be set up using various screens and dialog boxes. 
 
Throughout the screens you will see .  Highlighting the  and pressing the  button gives 
you the opportunity to reset that screen to its default settings. 
 
Press the MENU button to enter the setup screens.  The Login screen appears. 
 

 
 

Figure 22 — Login screen. 
 
Select a User and enter the password by pressing the appropriate combination of Camera 
number buttons and then the  button.  There is no default password when logging in the 
admin user for the first time. 
 
NOTE:  To assure the secure management of the system, setting up a password is 
strongly recommended. 
 
NOTE:  You can use a mouse (not supplied) to access the Login screen in addition to 
using the front panel buttons or the infrared remote control.  Click the right mouse 
button to display the Login screen.  To enter a password, click the  …  button, and the 
virtual keyboard displays.  See instructions below for using the virtual keyboard. 



Digital Video Recorder 

 17 

Setup Screen 
 

 
 

Figure 23 — Setup screen. 
 
Press the MENU button to enter the setup screen.  
 
While setting up the DVR, there will be many opportunities to enter names and titles.  When 
making these entries, a Virtual Keyboard will appear. 
 

 
 

Figure 24 — Virtual Keyboard. 
 
Use the arrow keys to highlight the character you want in the name or title and press the  
button.  That character appears in the title bar and the cursor moves to the next position.  
Pressing  toggles between the upper and lower case keyboards,  backspaces, and  
deletes entered characters.  You can use up to 31 characters including spaces in your title. 
 
Special characters can be created using ^ and a capital letter; e.g., ^J for NL (New Line), ^M for 
CR (Carriage Return).  Special characters are commonly used by text input devices and will be 
useful when performing Text-In Searches. 
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System Information 
 
Highlight Information and press the  button.  The Information screen appears. 
 

 
 

Figure 25 — Information screen. 
 
In the Information screen, you can name the site location, assign a System ID number, select 
the language the screens are displayed in, display software version number, upgrade the 
software, show the System Log, display recorded time data, and clear all data. 
 
Highlight the Site box and press the  button.  A virtual keyboard appears that you can use to 
enter a Site Name. 
 
Once you have entered your title, highlight OK and press the  button. 
 
Highlight the box beside System ID and press the  button.  Change the number by 
highlighting it and using the Up and Down arrow buttons to increase and decrease the number 
from 0 to 99. 
 
NOTE:  The System ID number is used to identify the unit when it is connected with other 
DVRs through the RS485 port.  You cannot use the same ID number for two or more 
DVRs that are in the same RS485 network.  It is possible to have multiple DVRs with 
System ID 0 that are in the same area as long as they are not part of an RS485 network.  
If this is the case, all will be controlled at the same time when using the infrared remote 
control. 
 
Highlight the box beside Language and press  button.  A drop-down menu displays the 
available languages.  Highlight the desired language and press the  button. 
 
The box beside Version displays the software version of the DVR. 
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To upgrade the software, connect a USB device containing the upgrade package file to the DVR.  
Highlight Upgrade… and press the  button.  The Upgrade screen appears.  The screen 
displays the upgrade package file names that are available.  The “.rui” indicates that the file is 
for software upgrades and “.ofi” indicates that the file is for optical drive firmware upgrades.  
Select the desired file and press the  button.  Highlighting the Install button and pressing the 

 button will install the selected software package.  Highlighting the Cancel button and 
pressing the  button will close the window without upgrading the software.  If the upgrade 
package file is not installed on the DVR properly, you will get an error message.  The system 
restarts automatically after completing the upgrade. 
 

 
 

Figure 26 — Upgrade screen. 
 
NOTE:  The Upgrade button will be deactivated if the hard disk drive has not been 
formatted as it requires the space for temporary files when upgrading the system. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
You can import saved DVR settings or export the current DVR settings.  To import saved DVR 
settings, connect the USB device containing the setup file (.dat) to the DVR.  Highlight Setup – 
Import… and press the  button.  Select the desired setup file and press the Import button to 
import the selected settings and change the DVR settings accordingly.  Highlight Include 
Network Setup and press the  button to toggle between On and Off.  When set to Off, the 
network settings will not be changed. 
 

 
 

Figure 27 — Setup Import screen. 
 
To export the current DVR settings, connect the USB device to the DVR.  Highlight Setup – 
Export… and press the  button.  Highlight the box beside File name and press the  button.  
A virtual keyboard allows you to enter the file name.  Selecting Export will save the current 
settings in .dat file format on the USB device. 
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Figure 28 — Setup Export screen. 
 
NOTE:  Even after changing the DVR settings by importing saved settings, the 
time-related settings (Date/Time, Time Zone and Daylight Saving Time) will NOT be 
changed. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
Highlight Show System Log… and press the  button to display the System Log. 
 

 
 

Figure 29 — System Log screen. 
 
The System Log screen lists system activities (up to 5,000 from the latest) that have occurred 
along with the time and date.  The  icon will be displayed in the last column for system 
activities of the remote site.  You can scroll through the log pages by using the Up and Down 
arrows, or you can go directly to a log page by entering the log page number in the box at the 
bottom left of the screen.  Highlight Close and press the  button to exit the screen. 
 
The box beside Recorded Data – From / To displays the time information of recorded data. 
 
Highlighting Clear All Data… and pressing the  button will clear all video data.  You will be 
asked to verify that you wish to clear all data before the DVR erases the video data.  Clear All 
Data… will not clear the System Log. 
 
After you are finished with the Information Screen, you can highlight Save and press the  
button to save the changes and exit the screen.  If you do not wish to save the changes, highlight 
Cancel and press the  button to exit the screen. 
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Date/Time Setup 
 
Highlight Date/Time in the System menu and press the  button.  The Date/Time setup 
screen appears. 
 

 
 

Figure 30 — Date/Time setup screen. 
 
Highlight the first box beside Date and press the  button.  The individual sections of the date 
will highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and 
Right arrow buttons to move between month, date and year.  Once you have the correct date, 
press the  button. 
 
Highlight the Format box beside Date and press the  button.  Select from the three available 
date formats and press the  button to save your selected format. 
 
Highlight the first box beside Time and press the  button.  The individual sections of the time 
will highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and 
Right arrow buttons to move between hour, minutes and seconds.  Once you have the correct 
time, press the  button. 
 
Highlight the Format box beside Time and press the  button.  Select from the three available 
time formats and press the  button to save your selected format. 
 
NOTE:  The clock will not start running until you have highlighted Save and pressed the 

 button. 
 
Highlight the box beside Time Zone and press the  button.  Select your time zone from the 
list and press the  button. 
 
Highlight Use Daylight Saving Time and press the  button.  Pressing the  button toggles 
between On and Off.  
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Highlight the Holiday tab, and the Holiday setup screen appears 
 

 
 

Figure 31 — Holiday setup screen. 
 
You can set up holidays by highlighting + and pressing the  button.  The current date appears. 
 
Highlight the month and day and change them by using the Up and Down arrow buttons.  Press 
the  button to add the date.  Dates can be deleted by highlighting the  beside the date and 
pressing the  button. 
 
NOTE:  Holidays that do not fall on the same date each year should be updated once the 
current year’s holiday has passed. 
 
Highlighting the Time Sync. tab causes the Time Sync. screen to display.  You can set up time 
synchronization between the DVR and standard time servers that are available in most time 
zones and countries, or between the DVR and another DVR.  
 

 
 

Figure 32 — Time Sync. screen. 
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Highlight the box beside Automatic Sync. and press the  button.  This toggles between On 
and Off.  
 
Highlight the box beside Time Server and press the  button.  Change the numbers by 
highlighting them and using the Up and Down arrow buttons to increase or decrease the number 
value. 
 
Highlight the box beside Interval and press the  button.  Set the time interval for 
synchronization from 30 minutes to 1 day at various time intervals. 
 
Last Sync-Time displays the last time the DVR was synchronized with the time server. 
 
Highlight Run as Server and press the  button.  Pressing the  button toggles between On 
and Off.  When it is On, the DVR you are setting up will run as a time server. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Storage Screen 
 
Highlight Storage in the System menu and press the  button.  The Storage setup screen 
appears and displays information about the DVR’s storage devices. 
 

 
 

Figure 33 — Storage Information screen. 
 
The information in the Type column describes the storage device. 
 
The capacity of the storage device is displayed in the Capacity column. 
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The Format column displays whether the device is used for recording (Record) or archiving 
(Archive).  Not Using indicates the device is not used for either recording or archiving.  Not 
formatted indicates the device is not formatted.   indicates when the device has temporary 
space set aside so that video clips can be saved on a CD-RW or DVD RW. 
 
Highlight the box in the Format column for the desired storage device and press the  button.  
You will be able to format the device for recording or archiving.  When selecting Not Using 
from Use As and highlighting the Format button, the device will not be used for either 
recording or archiving.  You can also set aside space to store temporary files for CD or DVD 
burning by selecting Partition – CD/DVD Burn. 
 

 
 

Figure 34 — Device Format screen. 
 
NOTE:  A USB hard disk drive can be formatted and used only for archiving. 
 
NOTE:  The DVR does NOT support USB hard disk drives with a version lower than 2.0. 
 
NOTE:  System upgrades require formatting internal or SCSI hard disk drives, so do not 
uninstall internal or SCSI hard disk drives even though they are not used for either 
recording or archiving. 
 
The Information column displays whether the device is being used or not.  Other indicates the 
device has been used for another DVR. 
 
Highlight the box in the Information column for the desired storage device and press the  
button.  You will be able to check the time information about recorded data. 
 

 
 

Figure 35 — Device Information screen. 
 
If you want to erase recorded data on the selected device, highlight Clear and press the  
button.  You will be asked whether or not you want to delete the data. 
 
If you want to use a USB hard disk drive, highlight Use and press the  button after 
connecting the device.  Highlight Don’t Use and press the  button if you want to stop using 
the device. 
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NOTE:  When disconnecting a USB hard disk drive from the DVR, highlight Don’t Use 
first and then disconnect the device. 
 
CAUTION:  Do NOT disconnect the USB cable or the power from the device while 
copying video clips.  If the USB cable is disconnected while copying video clips, 
archived data might be lost. 
 
Highlight the boxes beside Mirror and press the  button.  The DVR can be set up to mirror 
Source disks to designated Dest. (destination) disks selected from internal hard disk drives.  
Refer to the Chapter 4 – Disk Mirroring for further information on setting up disk mirroring. 
 
Highlight the Status tab, and the Storage Status screen displays. 
 

 
 

Figure 36 — Storage Status screen. 
 
The Type column displays the type of storage device. 
 
The Disk Bad column displays the percentage of bad sectors.  Not formatted indicates the 
device is not formatted. 
 
The Temperature column displays the temperature of the storage device. 
 
The S.M.A.R.T. column displays “Good”, “Bad” or “N/A”, depending on storage conditions. 
 

 Good — The storage condition is normal. 
 Bad — Data cannot be written on or read from the storage device. 
 N/A — Storage conditions are normal, however, the S.M.A.R.T. monitoring is not 

working or supported  
 
NOTE:  When the storage condition is “Bad”, the Event Status – Storage screen displays 
and you can check the storage condition for details.  Once the “Bad” message displays, 
replacing the hard disk drive is recommended, usually within 24 hours. 
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NOTE:  Temperature and S.M.A.R.T. information will be available only for IDE hard disk 
drives supporting the SMART (Self-Monitoring Analysis and Reporting Technology) 
monitoring program. 
 
Selecting Close and pressing the  button exits the screen. 
 
User Setup Screen 
 
Highlight User in the System menu and press the  button.  The User setup screen displays 
the authorized groups and users.  You can add and delete groups and users.  When adding a 
group, you can assign authority levels to the group. 
 

 
 

Figure 37 — User setup screen. 
 
The +/- column is used to collapse and expand user groups.  If there is a + or – in this column, it 
indicates the item is a Group Name.  If there is a – in front of the Group Name, it indicates that 
the group has been “expanded” and all of the User Names within that group are displayed below 
the Group Name.  If there is a + in front of the Group Name, it indicates that the group has been 
“collapsed” and all of the User Names within that group are hidden.  To collapse or expand a 
group, highlight the +/- column in front of the desired group and press the  button. 
 
Highlighting a Group Name and pressing the  button allows you to change the authority 
levels assigned to the group. 
 
CAUTION:  Write down the new password and save it in a secure place.  If the 
password is forgotten, the unit must be reset using the Factory Reset Button 
and all data settings will be lost. 
 
Highlighting a User Name and pressing the  button allows you to add or change the password 
assigned to that user.  You can also change the group to which the user is assigned. 
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The  column can be used to delete a User Name or an entire Group.  If the  is grayed out, that 
Group or User cannot be deleted.  Highlight the  and press the  button.  You will be asked to 
confirm that you want to delete the User or Group.  To delete the User currently logged into the 
DVR on a local system or a PC running RAS, log the user out of the system first and then delete 
the user. 
 
To add a Group, highlight the + Group… box and press the  button.  A virtual keyboard 
appears allowing you to enter the Group name.  You can use up to 15 characters including 
spaces in the group name.  Enter the name and assign authority levels to the group. 
 

 
 

Figure 38 — New Group setup screen. 
 
Highlighting the Authority box and pressing the  button will toggle between all authority 
levels being turned On and Off.  Highlighting the individual authority level boxes and pressing 
the  button will toggle between that authority level being turned On and Off.  The authority 
levels that can be turned On and Off are: 
 
 Shutdown — The user can shut the system down on a local system. 
 Upgrade — The user can upgrade the software on a local system or a PC running RAS. 
 System Time Change — The user can change the system date and time on a local system or 

a PC running RAS. 
 Data Clear — The user can clear all video data or format disks on a local system or a PC 

running RAS. 
 Setup — The user without Setup authority cannot establish any system settings excluding 

system shutdown and logout on a local system or a PC running RAS. 
 Color Control — The user can control brightness, contrast, hue and saturation for cameras 

on a local system or a PC running RAS. 
 PTZ Control — The user can control the PTZ camera on a local system or a PC running 

RAS. 
 Alarm-Out Control — The user can reset the DVR’s outputs including the internal buzzer 

during an alarm by pressing the ALARM button on a local system or alarm-out control button 
on a PC running RAS. 
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 Covert Camera View — The user can view video from cameras set as Covert while in the 
Live Monitoring or Search mode on a local system or a PC running RAS. 

 System Check — The user can view the remote system status or check the remote system 
status as a batch process on a PC running RAS. 

 Record Setup — The user can establish all Record settings on a local system or a PC 
running RAS. 

 Search — The user can access the Search mode on a local system or a PC running RAS. 
 Clip-Copy — The user can copy video clips on a local system or a PC running RAS, and 

save video data in an AVI, bitmap or JPEG file format. 
 
To add a User, highlight the + User… box and press the  button.  A virtual keyboard appears 
allowing you to enter the User Name.  Enter the name and assign the User to a Group and 
password.  You can use camera buttons 1 to 9 on either the front panel or remote control to 
assign the password.  The password can be up to 8 digits.  You will be asked to confirm the 
password. 
 

 
 

Figure 39 — New User setup screen. 
 
NOTE:  In addition to using the front panel buttons or the infrared remote control, you 
can use the virtual keyboard to assign the password.  To display the virtual keyboard 
click the  …  button using the mouse (not supplied). 
 
Highlighting the box beside Auto Login allows you to select a User to be automatically logged 
in when the DVR is powered up.  It can also be set to never automatically login a user. 
 
Highlighting the box beside Auto Logout allows you to select from a list of times that the user 
will be automatically logged out.  The options are: Never, 1 min., 3 min., 5 min., 10 min., 15 
min., 20 min., 25 min., 30 min. and 1 hr. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
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Shutdown Screen 
 
Highlight Shutdown in the System menu and press the  button.  The Shutdown screen 
displays asking you to confirm whether or not you want to shut the system down. 
 

 
 

Figure 40 — Shutdown screen. 
 
After selecting Shutdown and pressing the  button, a screen will appear telling you when it 
is safe to disconnect power. 
 
Logout Screen 
 
Highlight Logout in the System menu and press the  button.  The Logout screen displays 
asking you to confirm whether or not you want to log out the current user. 
 

 
 

Figure 41 — Logout screen. 
 
After selecting Logout and pressing the  button, the user will be logged out. 
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Network & Notification Setup 
 
In the Main screen, use the Left or Right arrow buttons to display the Network menu.  
 

 
 

Figure 42 — Network menu. 
 
Network Screen 
 
Highlight Network in the Network menu and press the  button.  The Network setup screen 
displays.  You will be able to change the Network, LAN, Modem, DVRNS and WebGuard 
settings. 
 

 
 

Figure 43 — Network setup screen. 
 
Highlight the first box beside Transfer Speed.  Press the Up and Down arrow buttons to set 
the Transfer Speed from 50Kbps to 100Mbps. 
 
Highlight the second box beside Transfer Speed.  You can select the unit of measure for the 
transfer speed between: bps and ips.  Press the  button to set the transfer speed. 
 
Highlight the box beside Quality and press the  button.  You can select the Quality from: 
Very High, High, Standard and Low.  Press the  button to set the Quality. 
 
NOTE:  The higher Quality settings require higher Transfer Speed settings.  The transfer 
speed you set is the maximum speed.  Depending on the network environment, this 
speed may not be achieved. 
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The DVR supports two-way audio communications between a local system and a PC running 
RAS.  Highlighting the box beside Remote Audio Channel and pressing the  button allows 
you to select the audio channel that sends audio to the remote site.  Selecting Select From RAS 
will send audio of the channel selected from RAS. 
 
NOTE:  Depending on network conditions, audio might be interrupted or out of 
synchronization during transmission. 
 
LAN Setup Screen 
 
Highlight the LAN tab, and the LAN screen displays. 
 

 
 

Figure 44 — LAN (Manual) setup screen. 
 
Highlight the box beside Type and press the  button.  You can select the type of network 
configuration from: Manual, DHCP and ADSL (with PPPoE).  Select the desired type and 
press the  button. 
 
Selecting Manual from the Type allows you to set up LAN parameters manually. 
 
NOTE:  You will need to get the appropriate IP Address, Gateway and Subnet Mask from 
your network administrator. 
 
Change the numbers by highlighting them and using the Up and Down arrow buttons to 
increase or decrease the number. 
 
The factory default LAN settings are: 
 IP Address: 192.168.1.129 
 Gateway: 192.168.1.254 
 Subnet Mask: 255.255.255.0 
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Highlight the box beside DNS Server.  Press the Up and Down arrow buttons to set the IP 
address of the DNS server.  If you set up the DNS Server, the domain name of the DVRNS 
server instead of the IP address can be used during the DVRNS Server setup.  (Refer to the 
DVRNS Setup section for details.) 
 
Highlight the Port Number Setup… box and press the  button.  The Port Number Setup 
screen appears. 
 
NOTE:  You will need to get the appropriate Port Numbers for each RAS and WebGuard 
related program (Admin, Callback, Watch, Search and Audio) from your network 
administrator. 
 

 
 

Figure 45 — Port Numbers setup screen 
 
Change the numbers by highlighting them and using the Up and Down arrow buttons to 
increase or decrease the number. 
 
The factory default Port settings are: 
 Remote Admin:  8200 
 Remote Callback: 8201 
 Remote Watch:   8016 
 Remote Search:  10019 
 Remote Audio:  8116 
 
NOTE:  The system restarts automatically after changing the port settings. 
 
NOTE:  Do NOT use the same port number for two different programs, otherwise, the 
DVR cannot be connected with the PC running or WebGuard. 
 
CAUTION:  When changing the port settings, you must change the port settings 
on the PC running RAS or WebGuard as well.  Refer to the RAS manual for 
details. 
 
Selecting DHCP from the Type and highlighting Save button reads the current IP address of 
the DVR configured by DHCP (Dynamic Host Configuration Protocol) network. 
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Figure 46 — LAN (DHCP) setup screen. 
 
Selecting ADSL (with PPPoE) allows you to set up the ADSL network. 
 
NOTE:  ADSL and modem cannot be configured at the same time.  If the DVR is 
configured by modem, the ADSL (with PPPoE) will not be selected. 
 

 
 

Figure 47 — LAN (ADSL) setup screen. 
 
Highlight the box beside ID and press the  button.  A virtual keyboard appears allowing you 
to enter the ID for ADSL connection. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears 
allowing you to enter the password for ADSL connection. 
 
NOTE:  Entering the ID and Password and highlighting OK reads the current IP address 
of the DVR configured by the ADSL network. 
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NOTE:  If the DVR is configured for DHCP or an ADSL network, the IP address of the DVR 
might change whenever the unit is turned on. 
 
Modem Setup 
 
Highlight the Modem tab, and the Modem screen displays. 
 

 
 

Figure 48 — Modem setup screen. 
 
NOTE:  If the RS232 port is in use for remote control, networking cannot be configured 
for a modem. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able 
to change the settings if Modem is enabled. 
 
Highlight the box beside Baud Rate and press the  button.  A list of baud rates ranging from 
300 to 115,200 appears. 
 
Highlight the box beside Data Bit and press the  button.  Choose between 7 bit and 8 bit 
formats. 
 
Highlight the box beside Stop Bit and press the  button.  Choose between 1 and 2 Stop Bits. 
 
Highlight the box beside Parity and press the  button.  A drop-down list appears.  You can 
select from None, Odd or Even parity. 
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DVRNS Setup 
 
Highlight the DVRNS tab, and the DVRNS screen displays. 
 

 
 

Figure 49 — DVRNS setup screen. 
 
Highlight Use DVR Name Service and press the  button to toggle between On and Off. 
 
NOTE:  The DVRNS (DVR Name Service) allows the DVR to use Dynamic IP addresses 
for remote connection.  When this feature is On, you can access your DVR remotely 
using the DVR name instead of its IP address.  For the DVRNS feature, the DVR should 
be registered on the DVRNS server. 
 
Highlight the box beside DVRNS Server and press the  button.  A virtual keyboard appears 
allowing you to enter the IP address or domain name of the DVRNS server. 
 
NOTE:  You will need to get the IP Address or domain name of the DVRNS Server from 
your network administrator. 
 
NOTE:  You can use the domain name instead of IP address if you already set up the 
DNS Server when setting up the LAN. 
 
Highlight the box beside Port and press the  button.  Set the port number of the DVRNS 
server using the Up and Down arrow buttons to increase or decrease the numbers.  
 
Highlight Use NAT and press the  button to toggle between On and Off. 
 
NOTE:  When using the NAT (Network Address Translation) device, refer to the NAT 
manufacturer’s instructions for the proper network settings. 
 
Highlight the box beside DVR Name and press the  button.  A virtual keyboard appears 
allowing you to enter the DVR name to be registered on the DVRNS server. 
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Highlight the Check box and press the  button to check whether or not the name you entered 
can be used. 
 
NOTE:  The DVR name you entered should be checked by selecting Check, otherwise 
the DVRNS changes will not be saved. 
 
NOTE:  When entering no name or a name already registered on the DVRNS server, an 
error message displays. 
 
Highlighting Save and pressing the  button registers the DVR on the DVRNS server.  Proper 
DVRNS settings will display the help desk information of the DVRNS server in the box beside 
Help Desk. 
 
CAUTION:  If you want to use the same DVR name registered on the DVRNS 
server after initializing the system using the factory reset, you need to contact 
the DVRNS server manager.  Please record and save the help desk information 
before factory reset. 
 
CAUTION:  The DVRNS registration will be limited to one DVRNS server.  The 
DVR cannot be registered to multiple DVRNS servers.  Please contact your 
network administrator when you want to register the DVR to another DVRNS 
server. 
 
WebGuard Setup 
 
Highlight the WebGuard tab, and the WebGuard screen displays. 
 

 
 

Figure 50 — WebGuard setup screen. 
 
Highlight Use WebGuard Service and press the  button to toggle between On and Off.  See 
Appendix C — WebGuard for detailed descriptions of the WebGuard service. 
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Highlight the box beside Port and press the  button.  Set the port number used when 
accessing WebGuard by using the Up and Down arrow buttons to increase or decrease the 
numbers. 
 
You can save your Network changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Notification Setup 
 
The DVR can be set up to send an email or to contact a computer running RAS (Remote 
Administration System) when an event occurs. 
 
Highlight Notification in the Network menu and press the  button.  The Notification screen 
displays.  You will be able to change the Mail and Callback settings. 
 

 
 

Figure 51 — Notification Mail setup screen. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able 
to change the settings if Mail is enabled. 
 
Highlight the box beside SMTP Server and press the  button.  Use the arrow buttons to enter 
the SMTP Server IP address obtained from your system administrator.  
 
Highlight the box beside Port and press the  button.  Use the arrow buttons to enter the SMTP 
Server port number obtained from your system administrator.  The default port number is 25. 
 
Highlight Use SSL/TLS and press the  button to toggle between On and Off.  When it is On, 
the DVR can send an email via an SMTP server requiring SSL (Secure Sockets Layer) 
authentication. 
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Highlight the box beside Authentication and press the  button.  An Authentication screen 
appears.  Highlight Use and press the  button to toggle between On and Off.  Highlight the 
box beside User/Password and press the  button.  A virtual keyboard appears allowing you 
to enter the user ID and password. 
 

 
 

Figure 52 — Authentication setup screen. 
 
Highlight the box beside Sender and enter the sender’s e-mail address.  Use the virtual 
keyboard to enter the e-mail address. 
 
NOTE:  The e-mail address must include the “@” character to be a valid address. 
 
Highlight the box beside Recipient and enter the recipient’s e-mail address.  Use the virtual 
keyboard to enter the e-mail address. 
 
Highlight the Callback tab, and the Callback screen displays. 
 

 
 

Figure 53 — Notification Callback setup screen. 
 
Highlight LAN and press the  button to toggle between On and Off.  When LAN is turned On 
you can change the IP addresses. 
 
Highlight the IP Address box that you want to change and press the  button.  Enter the IP 
address of the computer you want contacted during an event.  You can enter up to five IP 
addresses. 
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Highlight the box beside Retry and enter the number of times you would like the DVR to try 
contacting the computer.  You can select from 1 to 10 retries. 
 
If the modem was enabled in the Network screen, you can set up the DVR to contact a computer 
running RAS.  Highlight Modem and press the  button to toggle between On and Off.  When 
Modem is turned On you can enter a telephone number. 
 
Highlight the box beside Remote Server Phone Number and enter the telephone number of 
the computer running RAS. 
 
Highlight the box beside Outside Line Call and enter any numbers that must be dialed for an 
outside line for your telephone system; for example, “9”. 
 
Highlight the box beside Callback Phone Number and enter the telephone number of the 
DVR. 
 
You can save your Notification changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
 
Configuring Devices 
 
You can configure the video, audio, alarm, display and remote control devices connected to the 
DVR. 
 

 
 

Figure 54 — Device menu. 
 
Camera Setup Screen 
 
Highlight Camera in the Devices menu and press the  button.  The Camera setup screen 
appears. 
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Figure 55 — Camera setup screen. 
 
You can turn the camera number On or Off, and you can change the Title of each camera using 
the virtual keyboard.  You can also determine which cameras will display on the monitors by 
selecting Normal, Covert 1 or Covert 2 from a drop-down list in the Use column. 
 
NOTE:  When selecting the Covert 1, the DVR displays the camera title and status icons 
on the covert video.  When selecting the Covert 2, the DVR displays only camera title on 
the covert video. 
 
NOTE:  A user who does not have Covert Camera View authority cannot view video from 
cameras set to Covert 1 or Covert 2 in both the live monitoring and playback modes. 
 
Highlight the box in the Resolution column and select the recorded image resolution from 
High and Standard. 
 
NOTE:  Selecting High resolution will decrease the maximum recording speed of all the 
cameras within the same camera group. (16-channel Model Only)  The 16-channel model 
DVR has four camera groups (No. 1: cameras 1 to 4, No. 2: cameras 5 to 8, No. 3: 
cameras 9 to 12 and No. 4: cameras 13 to 16) and the maximum recording speed of each 
camera group is set individually.  For example, the maximum recording speed of all the 
cameras within the same camera group decreases to 20 ips per camera when set to High 
resolution for one camera and set to Standard resolution for the three other cameras.  
See the table below. 
 

No. of cameras set to On and High resolution  

0 1 2 3 4 
0 ─ 30 ips 30 ips 20 ips 15 ips 
1 30 ips 30 ips 20 ips 15 ips ─ 
2 30 ips 30 ips 20 ips ─ ─ 
3 30 ips 20 ips ─ ─ ─ 

No. of cameras 
set to On and 
Standard resolution

4 30 ips ─ ─ ─ ─ 
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Highlight the PTZ tab, and the PTZ setup screen displays. 
 

 
 

Figure 56 — Camera PTZ setup screen. 
 
NOTE:  You will only be able to set up PTZ devices if the PTZ port is set to RS232 or 
RS485.  You will not be able to use a modem if you are using the RS232 port for PTZ 
control.  
 
Highlight the box in the Product column for the PTZ camera you wish to configure and press 
the  button.  A list of PTZ devices appears.  Select your camera from the list and press the  
button.  You will need to connect the camera to the RS232 or RS485 connector on the back of 
the DVR following the camera manufacturer’s instructions. 
 

 
 

Figure 57 — PTZ Device list. 
 
You can assign IDs to each camera by highlighting the box under the ID heading and pressing 
the  button.  Change the number by highlighting it and using the Up and Down arrow buttons 
to increase and decrease the number.  The PTZ ID number can be set from 0 to 256. 
 
Highlight the Setup… box and press the  button.  The Port Setup window appears. 
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Figure 58 — Port Setup window. 
 
Configure the port’s setting based on the PTZ camera manufacturer’s instructions. 
 
You can save your Camera changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Audio Setup Screen 
 
Highlight Audio in the Devices menu and press the  button.  The Audio setup screen appears. 
 

 
 

Figure 59 — Audio setup screen. 
 
The DVR can record up to four audio inputs.  Highlight the box beside the input and press the 

 button.  A list of cameras appears, and you can select which camera you want associated with 
that audio input. 
 
Highlight Enable Audio-Out and press the  button.  This toggles between enabling and 
disabling audio out. 
 
You can save your Audio changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Alarm-Out Screen 
 
Highlight Alarm-Out in the Devices menu and press the  button.  The Alarm-Out screen 
allows you to change the settings and establish a schedule for each alarm output from the DVR. 
 

 
 

Figure 60 — Alarm-Out Settings screen. 
 
NOTE:  You can change the settings of relay alarm output in the No. 1. 
 
Each alarm output can be given its own title by highlighting the box under the Title heading and 
pressing the  button.  A virtual keyboard appears allowing you to enter the title. 
 
Highlighting the boxes under the Type heading allows to set the alarm output for NO or NC 
(normally open or normally closed). 
 
Highlighting the box beside Dwell Time and pressing the  button allows you to set the dwell 
time of the alarm output.  Dwell times range from 5 seconds to 15 minutes. 
 
Highlighting the Schedule tab causes the Schedule screen to display. 
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Figure 61 — Alarm-Out Schedule screen. 
 
You can add and edit alarm output schedules on this screen.  Highlight the + and press the  
button to add a schedule.  Highlighting the boxes under the Column heading and pressing the 

 button allows you to edit the information in those boxes. 
 
The Day box allows you to select the days that the alarm schedule will be active.  The choices 
are: Sun, Mon, Tue, Wed, Thu, Fri, Sat, M~F, Hol and All. 
 
The Range box allows you to set the time that the alarm schedule will be active in 15-minute 
increments from 00:00 to 24:00. 
 
The Mode box allows you to set how the alarm reacts during the scheduled time.  When set to 
On, the Alarm-Out is active during the scheduled time.  When set to Event, the Alarm-Out is 
only active when there is an Event during the scheduled time. 
 
The Channels box allows you to set which alarm outputs will be active.  You can also select the 
DVR’s internal buzzer. 
 
The  box allows you to delete an alarm output schedule.  You will be asked to confirm 
whether or not you really wish to delete the schedule. 
 
You can save your Alarm-Out changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Display Screen 
 
Highlight Display in the Devices menu and press the  button.  The Display screen allows 
you to select what information will be displayed on the monitor. 
 

 
 

Figure 62 — Display OSD screen. 
 
Highlighting an item and pressing the  button toggles that item On and Off.  When an item is 
On, there is a checkmark in the box beside it.  The following items can be turned On or Off: 
 
 Remote Control — The icon  displays when the DVR can be controlled by the infrared 

remote control. 
 Zoom — The icon  displays on the enlarged video. 
 Network — The icon  displays when the unit is connected to a network via either Ethernet 

or modem. 
 Freeze & Sequence — The icon  displays while in the Freeze mode, and the  displays 

while in the Sequence mode. 
 Screen Group — The number of screen group displays when the DVR is not in the 4x4 

display mode of the 16-channel DVR, and 3x3 mode of the 8-channel DVR. 
 Free Space — The icon  displays when the DVR is in the Recycle mode, and the 

percentage of available storage space displays when the DVR is not in the Recycle mode. 
 Archive — The icon  displays when the DVR is archiving recorded data. 
 Date/Time — The current date and time information displays. 
 User Name — The name of the current user logged in displays. 
 Camera No. — The camera number displays at the top-left corner of each camera screen. 
 Camera Title — The camera title displays at the top-left corner of each camera screen. 
 Record — The record related icons display on each camera screen. 
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 Audio — The icon  displays on each camera screen for which the DVR can play live audio 
on a local system, and the icon  displays on each camera for which the DVR is sending 
audio to a PC running RAS. 

 PTZ — The icon  displays on each PTZ camera screen. 
 Text-In — The text input strings display on the screen. 

 
You can adjust the transparency of the setup screens by highlighting Transparency and using 
the Left and Right arrow buttons. 
 
Highlighting OSD Margin… and pressing the  button displays how OSD text will be 
displayed on the monitor.  You can adjust the horizontal and vertical margins so that text and 
icons will not be hidden beyond the edges of the monitor. 
 

 
 

Figure 63 — OSD Margin screen. 
 
Highlight the Main Monitor tab to switch to the Sequence screen. 
 

 
 

Figure 64 — Main Monitor screen. 
 
You can adjust the display dwell time for each camera displayed on the main monitor.   
Highlight the box beside Mode and press the  button.  You can select between Full Sequence 
and Cameo Sequence. 
 
Pressing the SEQUENCE button causes the DVR to sequence cameras, and the DVR can 
sequence cameras in two modes: “Full” and “Cameo”.  In the Full mode, the DVR sequences 
through the cameras and displays them full screen.  In the Cameo mode, the bottom right 
window in a multi-screen format sequences through the cameras. 
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NOTE:  Any cameras that are Off, have lost video or are set to Covert (unless the user 
has authority to view covert cameras) will be excluded from the Cameo sequence. 
 
You can define the screen layout in a variety of formats and set the DVR to sequence through 
the different screen layouts (pages) so that all the cameras will be displayed.  You can also set 
up the DVR to display one camera or a group of cameras all the time while cycling through the 
remaining cameras in a “cameo” window.  This can be done with one camera displayed full 
screen while displaying the cameo window as a PIP (picture in picture), or displaying the 
cameras in a grid pattern with the bottom right window as the cameo.  
 
NOTE:  Sequence cannot be used in the 4x4 display mode of the 16-channel, and 3x3 
mode of the 8-channel DVR. 
 
You can adjust the display dwell time by highlighting the box beside Interval and pressing the 

 button.  You can select dwell intervals ranging from 1 second to 1 minute. 
 
Highlight Event Monitoring On and press the  button.  Pressing the  button toggles 
between On and Off.  When it is On, the DVR will display the camera associated with the event 
when an event occurs. 
 
Highlight the Spot Monitor tab to switch to the Spot Monitor screen. 
 

 
 

Figure 65 — Spot Monitor screen. 
 
You can define which cameras display sequentially on the Spot Monitors.  Highlight the box in 
the Channels column for the desired Spot Monitor and press the  button. 
 
You can save your Display settings by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Remote Control Screen 
 
Highlight Remote Control in the Devices menu and press the  button.  The Remote 
Control setup screen allows you to select a port and make correct settings for a remote 
keyboard. 
 

 
 

Figure 66 — Remote Control setup screen. 
 
Highlight the box beside Port and select from None, RS232 and RS485.  If the RS232 port and 
RS485 port are in use for PTZ control, networking or text input, the remote keyboard cannot be 
configured. 
 
Highlight Setup… and select the correct Baud Rate, Parity, Data Bits and Stop Bits for the 
device you are connecting to the DVR. 
 
Highlight the box beside Remote Control Product and select the device from the list. 
 
You can save your Remote Control settings by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Recording Settings 
 
Your DVR offers a variety of flexible recording modes.  You can set it up to record all the time 
or to only record events.  It can be set up to continue recording once the hard disk drive is full by 
recording over the oldest video, or you can set it up to alert you when the hard disk is full and 
stop recording. 
 

 
 

Figure 67 — Record menu. 
 
Record Screen 
 
Highlight Record in the Record menu and press the  button.  The Record setup screen 
appears.  
 

 
 

Figure 68 — Record setup screen. 
 
Highlighting Recycle and pressing the  button toggles between On and Off.  In the Recycle 
mode, the DVR records over the oldest video data once all available storage space has been used.  
When Recycle is turned off, the DVR stops recording once all available storage space has been 
used. 
 
Highlight the Event Record Dwell box and set the length of time you would like to record for 
the associated event.  You can set the dwell from 5 seconds to 15 minutes.  Refer to Event 
Actions screen in this chapter for information regarding event recording. 
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Highlight the slide bar beside Auto Deletion, and use the Left and Right arrow buttons to adjust 
the length of time recorded data will be kept from 1 to 99 days.  The DVR automatically deletes 
video recorded earlier than the user-defined period under three conditions: at midnight, 
whenever the system reboots or whenever the user changes the Auto Deletion settings.  
Selecting Never will disable the Auto Deletion function. 
 
Highlighting Use Panic Recording and pressing the  button toggles between On and Off. 
 
Highlight the Panic Recording – Duration box and set the duration of panic recording.  Panic 
recording will stop automatically after the preset duration as long as the PANIC button is not 
pressed to stop the panic recording.  You can set the dwell from 5 minutes to 1 hour.  Select No 
Limit if you want to stop panic recording manually. 
 
Highlighting the Panic Recording – ips and pressing the  button allows you to set the 
images per second for Panic recording.  You can select from 1.00 to 30.00 ips (25.00 ips PAL). 
 
Highlighting the Panic Recording – Quality and pressing the  button allows you to set the 
recorded image quality for Panic recording.  You can select from:  Very High, High, Standard 
and Low. 
 
You can save your Record settings by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Schedule Screen 
 
Highlight Schedule in the Record menu and press the  button, and the Schedule setup screen 
appears.  
 

 
 

Figure 69 — Schedule setup screen. 
 
You can program the DVR to record only during certain times based on time, day of the week, 
and holidays.  The smallest time segment you can use is 15 minutes. 
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Highlighting Schedule On and pressing the  button toggles between On and Off.  In the 
Schedule On mode, the DVR records video based on the schedule established in the Schedule 
screen.  When turning Schedule recording Off, you will be asked to confirm your decision, and 

 displays at the top-left corner of each camera screen.  Panic recording will function even 
when Schedule is turned off.   displays during panic recording. 
 
Highlight the + and press the  button to add a schedule item. 
 
Highlight the box under the Day heading and press the  button to change the days that the 
scheduled recording will take place.  Choose from: Sun, Mon, Tue, Wed, Thu, Fri, Sat, M~F, 
Hol and All. 
 
Highlight the box under the Range heading and press the  button to change the time range 
that the scheduled recording will take place.  The smallest time segment you can use is 15 
minutes.  
 
Highlight the box under the Mode heading and press the  button to change the recording 
mode that will be used.  Choose from: No Record, Time, Event and Time & Event. 
 
When the DVR is in the No Record mode, it will not record during the preset day and time 
range as long as the PANIC button is not pressed.  Use the No Record mode when you do NOT 
want the DVR to record during certain times. 
 
When the DVR is in the Time mode, the  icon displays at the top-left corner of the screen.  
The DVR will record and displays the  icon at the top-left corner of the screen during the 
scheduled times. 
 
When the DVR is in the Event mode, the red  icon displays at the top-left corner of the screen.  
The DVR will record and displays the  icon at the top-left corner of the screen when any event 
occurs.  When the DVR is in the Pre-Event recoding mode, the yellow  icon displays when 
there is no event, and the DVR is not recording.  When the DVR is in the Pre-Event mode, the 
red  and  display when any event occurs and the DVR starts recoding. 
 
When the DVR is in the Time & Event mode, the DVR will follow the Time settings and the  
icon displays.  The DVR follows the Event settings and the  icon displays. 
 
Highlight the box under the Channels heading and press the  button to select which cameras 
will be recorded.  
 
Highlight the box under the Settings heading and press the  button to define the recording 
settings.  You can set the ips and Quality of the recording for any modes you set up in the Mode 
column.  If you do not set the ips and Quality in the Settings column, the DVR will follow the 
default settings.  See below for details. 
 
Highlight the box under the  heading and press the  button to delete the recording settings.  
You will be asked to confirm that you want to delete the settings.  
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Highlight Default… and press the  button.  The Default screen appears. 
 

 
 

Figure 70 — Default setup screen. 
 
Highlighting boxes under ips and pressing the  button allows you to set the images per 
second for Time and Event recording.  You can select from 1.00 to 30.00 ips (25.00 ips PAL). 
 
Highlighting boxes under Quality and pressing the  button allows you to set the recorded 
image quality for Time and Event recording.  You can select from:  Very High, High, 
Standard and Low. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Pre-Event Screen 
 
Highlight Pre-Event in the Record menu and press the  button, and the Pre-Event setup 
screen appears.  If you do not have Event set up in the Record Schedule, a message will display 
alerting you to this fact. 
 

 
 

Figure 71 — Pre-Event setup screen. 
 
When the DVR is in the Event Record mode it is possible to have it record images before the 
event occurs.  The Pre-Event screen allows you to define how to handle pre-event recording. 
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You can turn individual cameras On or Off for pre-event recording.  The image speed can be set 
from 1.00 to 30.00 ips (25.00 ips PAL), and image quality can be selectable from Very High, 
High, Standard and Low. 
 
You can set the amount of time to record prior to the event by adjusting the Dwell.  You can set 
the Dwell from 5 seconds to 30 minutes.  The longer the dwell set, the fewer maximum ips can 
be set. 
 
NOTE:  When the DVR is in the Time or Time & Event mode, it ignores the pre-event 
settings and follows the time settings. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Archive Screen 
 
Highlight Archive in the Record menu and press the  button, and the Archive setup screen 
appears. 
 

 
 

Figure 72 — Archive setup screen. 
 
Highlight Archive On and press the  button to toggle between On and Off. 
 
NOTE:  If you have not set up a storage device for archiving, a message appears 
notifying you of this. 
 
Select the Days and Time Range you want archived. 
 
You can accept the Archive Data Range by leaving the default checkmarks in the Last 
Archived and Continue boxes.  If you wish to enter specific times and dates in From and To, 
toggle the checkmarks Off and then enter the time and date. 
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Highlight Recycle and press the  button to toggle between On and Off.  When Recycle is On 
and the storage device is full, the newest archived video data will overwrite the oldest archived 
data.  When Recycle is Off, the DVR will stop archiving video data until more space is made 
available.  
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
 
Event Settings 
 
Your DVR can be set to detect many different events.  You can also determine how it reacts to 
these events. 
 

 
 

Figure 73 — Event menu. 
 
Alarm-In Screen 
 
Highlight Alarm-In in the Event menu and press the  button.  The Alarm-In setup screen 
appears. 
 

 
 

Figure 74 — Alarm-In Settings screen. 
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The alarm terminal strip on the back of the DVR has inputs associated with each alarm.  You 
can set up each input on the Alarm-In screen.  You can turn each input On or Off by 
highlighting the alarm number and pressing the  button. 
 
Each input can be given a title.  Highlight the desired Title box and press the  button.  A 
virtual keyboard appears allowing you to enter a title name. 
 
Each input can be set as NO (normally open) or NC (normally closed). 
 
Highlight the Actions 1 and Actions 2 tabs, and the Actions 1 and Actions 2 setup screens 
appear. 
 

 
 

Figure 75 — Alarm-In Actions 1 screen. 
 
You can set the actions the DVR will take whenever it senses an input on one of its alarm input 
connectors. 
 
Highlight the desired box under the Record heading, and press the  button.  A list of cameras 
appears.  Select the cameras that you want the DVR to record whenever it detects an input on the 
associated alarm input. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the desired box under the Alarm-Out heading, and press the  button.  A list of 
Alarm Outputs and Beep appear.  Select the Alarm Output connectors that you would like to 
activate whenever the DVR detects an input on the associated alarm input.  You can also set the 
DVR’s internal buzzer to sound. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
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Highlight the desired box under the Notify heading, and press the  button.  The Alarm-In 
Notify menu appears. 
 

 
 

Figure 76 — Alarm-In Notify menu. 
 
You can toggle the entire list On and Off by highlighting Notification and pressing the  
button.  You can toggle the individual items On and Off by highlighting that item and pressing 
the  button.  Highlight OK and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 77 — Alarm-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to whenever the DVR detects an input on the associated alarm input. 
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Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of 
SPOT monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  
The DVR will display the associated camera on the SPOT monitor whenever it detects an input 
on the associated alarm input. 
 
You can save your Alarm-In changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Motion Detection Screen 
 
Highlight Motion Detection in the Event menu and press the  button.  The Motion Detection 
setup screen appears. 
 

 
 

Figure 78 — Motion Detection Settings screen. 
 
Your DVR has built-in video motion detection.  Video motion detection can be turned On or Off 
for each camera. 
 
Highlighting the box under the Sensitivity heading and pressing the  button allows you to 
adjust the DVR’s sensitivity to motion for Daytime and Nighttime independently.  There are 
five settings with 1 being the least sensitive and 5 being the most sensitive. 
 

 
 

Figure 79 — Motion Detection Sensitivity screen. 
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You can adjust the minimum number of detection blocks that must be activated to trigger a 
motion alarm.  Highlighting the box under the Min. Blocks heading and pressing the  button 
allow you to adjust the minimum number of detection blocks for Daytime and Nighttime 
independently.  Smaller numbers provide greater sensitivity because fewer detection blocks 
must be activated. 
 

 
 

Figure 80 — Motion Detection Min. Blocks screen. 
 
Turning Zone View On will allow you to observe how the DVR is reacting to motion.  When in 
the motion viewing mode, the detection zone of video will be displayed.  Any detected motion 
within the zone will be displayed in red. 
 
You can define the area of the image where you want to detect motion; e.g., a doorway.  
Highlight the box under the Zone heading, and press the  button.  The Motion Detection 
Zone screen displays. 
 

 
 

Figure 81 — Motion Detection Zone screen. 
 
The Motion Detection Zone screen is laid over the video for the selected camera.  You can set 
up motion detection zones by selecting or clearing blocks.   
 
NOTE:  You can set up motion zones one block at a time in groups of 8 or 16 individual 
block groups (8- and 16-channel DVR respectively).  A block group is positioned within 
the image area using the Up and Down arrow buttons, and individual blocks within the 
block groups are selected or cleared using the camera buttons. 
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Press the  button to display the menu screen.  The menu on the setup screen has the following 
functions: 
 

 
 

Figure 82 — Motion Detection Zone menu. 
 

Select — Activates highlighted blocks to detect motion. 
Clear — Deactivates highlighted blocks so that they will not detect motion. 
Reverse — Activates inactive highlighted blocks and deactivates active highlighted blocks. 
Select All — Activates all blocks to detect motion. 
Clear All — Deactivates all blocks so that they will not detect motion. 
Reverse All — Activates inactive blocks and deactivates active blocks. 
OK — Accepts changes and closes Zone setup. 
Cancel — Exits Zone setup without saving changes. 

 
You can control excessive event logging and remote notification of motions detected after the 
motion dwell time by adjusting the motion ignoring dwell intervals.  Highlight the box beside 
Motion Ignoring Interval and press the  button.  A list of intervals ranging from 1 to 10 
seconds or Never appears.  The DVR will not log and notify motion events occurred during the 
preset interval range. 
 
NOTE:  The record action for motion events will not be affected by the Motion Ignoring 
function. 
 
Highlighting Daytime Setup and pressing the  button allow you to set up the Daytime range. 
 

 
 

Figure 83 — Daytime Setup screen. 
 
Highlight the box beside Daytime and press the  button.  Use the Up and Down arrow 
buttons to set the Daytime range.  The DVR will consider the remaining time range as the 
Nighttime. 
 
Highlight the Actions 1 and Actions 2 tabs and the Motion Detection Actions 1 and Actions 2 
screens display. 
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Figure 84 — Motion Detection Actions 1 screen. 
 
The DVR can be set to react to motion detection differently for each camera.  Each camera can 
be associated with another camera, trigger an Alarm-Out connector, sound the DVR’s internal 
buzzer, notify a number of different devices, move PTZ cameras to preset positions, and/or 
display a camera on a SPOT monitor. 
 
NOTE:  You can associate multiple cameras with a camera that detects motion. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  
You can associate as many cameras with that camera as you wish.  If the DVR detects motion on 
the selected camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm 
Outputs appears.  You can associate as many Alarm-Outs with that camera as you wish.  When 
the DVR detects motion on the selected camera’s input, it triggers output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if 
motion is detected on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire 
list On and Off by highlighting Notification and pressing the  button.  You can toggle the 
individual items On and Off by highlighting that item and pressing the  button.  Highlight OK 
and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
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Figure 85 — Motion Detection Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to whenever the DVR detects motion on the selected camera’s input. 
 
Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of 
SPOT monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  
The DVR will display the associated camera on the SPOT monitor whenever it detects motions 
on the selected camera. 
 
You can save your Motion Detection changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Video Loss Screen 
 
Highlight Video Loss in the Event menu and press the  button.  The Video Loss setup 
screen appears. 
 

 
 

Figure 86 — Video Loss Settings screen. 
 
The DVR checks to see if anything is obscuring the camera.  Highlight the slider bar beside 
Check Obscuration, and use the Left and Right arrow buttons to adjust the setting.  The 
sensitivity can be set from Never to 126 (extremely sensitive). 
 
Highlight the Actions 1 and Actions 2 tabs and the Video Loss Actions 1 and Actions 2 screens 
display. 

 

 
 

Figure 87 — Video Loss Actions 1 screen. 
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The DVR can be set to react to video loss differently for each camera.  Each camera can be 
associated with another camera, trigger an Alarm-Out connector, sound the DVR’s internal 
buzzer, notify a number of different devices, move PTZ cameras to preset positions, and/or 
display a camera on a SPOT monitor. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  
You can associate as many cameras with that camera as you wish.  If the DVR detects video loss 
on the selected camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm 
Outputs appears.  You can associate as many Alarm-Outs with that camera as you wish.  When 
the DVR detects video loss on the selected camera, it will trigger output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if video 
is lost on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire 
list On and Off by highlighting Notification and pressing the  button.  You can toggle the 
individual items On and Off by highlighting that item and pressing the  button.  Highlight OK 
and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 88 — Video Loss Actions 2 screen. 
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Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to when the DVR detects video loss on the selected camera’s input. 
 
Highlight the box under the Spot Monitor heading and press the  button.  A list of SPOT 
monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  The DVR 
will display the associated camera on the SPOT monitor whenever it detects video loss on the 
selected camera. 
 
You can save your Video Loss changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Text-In Screen 
 
Highlight Text-In in the Event menu and press the  button.  The Text-In setup screen 
appears. 
 

 
 

Figure 89 — Text-In Settings screen. 
 
The DVR can be set to react to text input from devices such as ATMs (Automated Teller 
Machines) and POS (Point of Sale; i.e., cash registers).  This screen allows you to configure the 
DVR for each text-in device. 
 
Highlight the box under the Setup heading, and press the  button.  Selecting the Setup 
heading changes all the parameters excluding Port settings of all the text input channels. 
 
NOTE:  The system performance might be affected when a large quantity of text inputs 
are detected from several channels at the same time.  
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Figure 90 — Text-In Device Settings screen. 
 
Highlight the box beside Port, and press the  button.  Select from None, RS232, RS485 and 
USB-Serial (1~8). 
 
NOTE:  If you have set the Port as None, you will not be able to make any changes to the 
screen. 
 
NOTE:  When using the USB to serial text-in device, do NOT remove the USB cable from 
the port while the system is running. 
 
Highlight Setup…, and press the  button.  Use the ATM or POS manufacturer’s 
recommended settings when configuring the RS232, RS485 or USB-Serial ports. 
 
Highlight the box beside Text-In Product, and press the  button.  Select your device from the 
list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for 
different types of text input devices, and there will be different parameter boxes for you 
to enter information. 
 
Highlight the box beside Transaction Start, and press the  button.  Use the virtual keyboard 
to enter the Transaction Start string.  Refer to the device manufacturer’s documentation for the 
text string that the device first sends when a transaction starts. 
 
If you want the DVR to react to any character sent from the text input device, you will want to 
turn On Any Character.  Highlight Any Character, and press the  button to toggle between 
On and Off. 
 
NOTE:  If Any Character is turned On, you will not be able to enter any text in the 
Transaction Start box. 
 
Highlight the box beside Transaction End, and press the  button.  Use the virtual keyboard 
to enter the Transaction End string.  Refer to the device manufacturer’s documentation for the 
text string that the device sends when a transaction ends. 
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Highlight the more line(s) box, and press the  button.  Select the number of additional lines 
of text that you want the DVR to record.  You can choose from 0 to 10. 
 
Highlight the box beside Line Delimiter, and press the  button.  Use the virtual keyboard to 
enter the character(s) that the device uses to indicate the end of a line.  Special characters can be 
created using ^ and a capital letter; e.g., ^J for NL (New Line), ^M for CR (Carriage Return).  
Refer to the device manufacturer’s documentation for Line Delimiter character(s). 
 
Highlight the box beside Ignore String, and press the  button.  Use the virtual keyboard to 
enter any strings of text that you want the DVR to ignore.  Refer to the device manufacturer’s 
documentation for text strings that the device sends during transactions, so you will know which 
ones you do not want recorded. 
 
Highlight the Case Sensitive box, and press the  button to toggle between On and Off.  
Refer to the device manufacturer’s documentation to determine if the text strings are Case 
Sensitive.  If the device distinguishes between upper and lower case letters, make certain the 
Case Sensitive box is turned On. 
 
Highlight the Actions 1 and Actions 2 tabs and the Text-In Actions 1 and Actions 2 screens 
display. 
 

 
 

Figure 91 — Text-In Actions 1 screen. 
 
The DVR can be set to react to text input.  Text input can be associated with cameras, trigger an 
Alarm-Out connector, sound the DVR’s internal buzzer, notify a number of different devices, 
move PTZ cameras to preset positions, and/or display a camera on a SPOT monitor. 
 
Highlight the box beside Record and press the  button.  A list of cameras appears.  You can 
associate as many cameras with the Text Input as you wish.  If the DVR detects text input, it 
starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
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Highlight the box beside Alarm-Out and press the  button.  A list of Alarm Outputs appears.  
You can associate as many Alarm-Outs with the Text Input as you wish.  When the DVR detects 
text input, it triggers output signals on all the associated Alarm-Out connectors.  You can also 
have the DVR’s internal buzzer sound if text input is detected. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box beside Notify and press the  button.  You can toggle the entire list On and 
Off by highlighting Notification and pressing the  button.  You can toggle the individual 
items On and Off by highlighting that item and pressing the  button.  Highlight OK and press 
the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 92 — Text-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset positions for each PTZ camera, where you want PTZ cameras to move 
to when the DVR detects text input. 
 
Highlight the box beside Spot Monitor and press the  button.  A list of SPOT monitors and 
cameras appears.  Each SPOT monitor can be associated with a camera.  The DVR will display 
the associated camera on the SPOT monitor whenever it detects an input on the selected text-in 
device. 
 
You can save your Text-In changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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System Event Screen 
 
Highlight System Event in the Event menu and press the  button.  The System Event setup 
screen appears. 
 

 
 

Figure 93 — Health Check screen. 
 
The DVR can be configured to run self-diagnostics and report the results. 
 
Highlighting the box beside System and pressing the  button allows you to select the interval 
that you want the DVR to run self-diagnostics on the system.  You can select from 1 hr. to 30 
days or Never. 
 
Highlight the Setup... box beside Check Recording and press the  button.  The Check 
Recording screen appears.  Highlighting Schedule On and pressing the  button toggles On 
and Off.  When set to On, you can select the day, time range and interval that you want the DVR 
to run self-diagnostics on the recorder.  The Interval can be selectable from 1 min. to 7 days or 
Never.  The  box allows you to delete a check recording schedule. 
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Figure 94 — Check Recording screen. 
 
Highlighting the box under the Interval heading beside each alarm-in and pressing the  
button allows you to change the interval that you want the DVR to run self-diagnostics on 
Alarm Inputs.  You can select from 1 hr. to 30 days or Never. 
 
Highlight the Storage tab and the Storage screen displays. 
 

 
 

Figure 95 — Storage screen. 
 
Highlight the box beside Disk Bad Notify, and press the  button.  Select percentage level of 
bad disk sectors at which you want the DVR to trigger an alert.  Percentage levels range from 
10% to 90%. 
 
Highlight the box beside Disk Almost Full Notify, and press the  button.  Select the 
percentage level of disk usage at which you want the DVR to trigger an alert.  Percentage levels 
range from 80% to 99%. 
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Highlight the Setup… box beside Disk S.M.A.R.T., and press the  button.  The S.M.A.R.T. 
Setup screen appears. 
 

 
 

Figure 96 — S.M.A.R.T. Setup screen. 
 
Highlight Enable, and press the  button to toggle between On and Off. 
 
NOTE:  If Enable is turned Off, you will not be able to make changes to any of the boxes. 
 
Highlight the box beside Check Time, and press the  button.  You can select from Monthly, 
Weekly and Daily.  If you select Monthly, you will be asked to set the Day of the Month and 
Time.  If you select Weekly, you will be asked to set the Day of the Week and Time.  If you 
select Daily, you will be asked to set the Time. 
 
Highlight the first box beside Temperature Threshold, and press the  button.  Use the Up 
and Down arrow buttons to scroll through the numbers.  Refer to the hard disk drive 
manufacturer’s documentation for the correct temperature setting.  If the temperature of hard 
disk drive exceeds the defined threshold, the system triggers an alert. 
 
Highlight the second box beside Temperature Threshold, and press the  button.  Select 
either ºC (Celsius) or ºF (Fahrenheit), and press the  button. 
 
The box beside Last Check-Time displays the Date and Time of the last S.M.A.R.T. check. 
 
Highlight OK, and press the  button to accept the changes.  Selecting Cancel exits the screen 
without saving the changes. 
 
Highlight the Actions tab and the System Event Actions screen displays. 
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Figure 97 — System Event Actions screen. 
 
The DVR can be set to react to system events.  System events can be associated with an 
Alarm-Out connector, sound the DVR’s internal buzzer, and/or notify a number of different 
devices. 
 
Highlight the Alarm-Out box beside the desired event (Check Recording, Check Alarm-In, 
Disk Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk S.M.A.R.T.), and press 
the  button.  A list of Alarm Outputs appears.  You can associate as many Alarm-Outs with 
the Event as you wish.  If the DVR detects that event, it triggers output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if an 
event is detected. 
 
NOTE:  Alarm-Out action cannot be set to System and Panic Record events. 
 
Highlight the Notify box beside the desired event (System, Panic Record, Check Recording, 
Check Alarm-In, Disk Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk 
S.M.A.R.T.), and press the  button.  You can toggle the entire list On and Off by highlighting 
Notification and pressing the  button.  You can toggle the individual items On and Off by 
highlighting that item and pressing the  button.  Highlight OK and press the  button to 
accept your changes. 
 
NOTE:  Mail notify is the only option available for the System event. 
 
NOTE:  For the Notify action to work, the DVR should be registered in the RAS (Remote 
Administration System). 
 
You can save your System Event changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Event Status Screen 
 
Highlight Event Status in the Event menu and press the  button.  The Event Status screen 
appears. 
 

 
 

Figure 98 — Event Status screen. 
 
The Event Status screen displays the status of the DVR’s systems and inputs.  Events will be 
highlighted, and related channels or events will flicker for five seconds when detected. 
 
Alarm-In, Motion, Video Loss and Text-In will be highlighted when each event is detected 
based on the settings you made in the Alarm-In, Motion Detection and Text-In setup screen on 
the Event menu. 
 
Check Alarm-In and Check Recording will be highlighted when each event is detected based 
on the settings you made in the System Event setup screen on the Event menu. 
 
Panic Record will be highlighted while the DVR is in the panic recording mode. 
 
Disk Almost Full will be highlighted when the DVR is not in the Recycle mode and the level of 
disk usage reaches the Disk Almost Full percentage you made in the System Event setup screen 
on the Event menu.  Disk Full will be highlighted when the DVR is not in the Recycle mode and 
all available storage space has been used. 
 
Highlighting the Storage tab will display the hard disk drive status.  Refer to the Storage 
Screen section for details. 
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Chapter 4 — Operation 
 
 
NOTE:  This chapter assumes your DVR has been installed and configured.  If it has not, 
please refer to Chapters 2 and 3. 
 
The DVR’s controls are similar to a VCR.  As with a VCR, the main functions are recording and 
playing back video.  However, you have much greater control over recording and playing back 
video.  You can establish recording schedules based on time of day and day of the week.  The 
DVR allows you to search through the recorded video using much more sophisticated tools than 
those available with VCRs.  Additional DVR features that are not available with VCRs are 
remote control and viewing, and recording video at the same time you are watching previously 
recorded video. 
 
The front panel controls are described in Chapter 3 — Configuration. 
 
 
Turning on the Power 
 
Once you have installed the DVR following the instructions in Chapter 2 — Installation, it is 
ready to record.   
 
 
Live Monitoring 
 
As soon as the DVR completes its initialization process, it will begin showing live video on the 
attached monitor and playing live audio through the attached speaker.  The default mode is to 
display all cameras at once.  Pressing any camera button will cause that camera to display full 
screen.  It displays live video and plays live audio until the user enters another mode. 
 
Pressing the DISPLAY button cycles the DVR through the different display formats. 
 
The DVR can be set to display full-screen video for a preset dwell time when an Event occurs.  
Video from the lowest camera number associated with the event sensor will be displayed, the 
DVR will return to the previous screen format after event monitoring dwell time expires.  While 
the event monitoring is activated, the monitoring for all other subsequent events will be ignored.  
Pressing individual camera buttons or the DISPLAY button during event monitoring releases the 
current event monitoring and displays the selected camera or returns to the previous screen 
format. 
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Pressing the SEQUENCE button causes the cameras to display sequentially.  When in one of the 
multi-view formats, pressing this button will cause the DVR to go through predefined screen 
layouts (Full Sequence).  Or, the bottom, right screen will display live cameras sequentially 
(Cameo Sequence).  Selecting another display mode, or pressing the SEQUENCE button again 
exits the Sequence mode.  When in one of the multi-view formats, pressing the Left or Right 
arrow buttons will cause the DVR to go to the previous or the next page.  For example, if you 
press the Right arrow button in the 2x2 format, the DVR changes pages as follows: 
 

 
 
If all the cameras in a page are Off, have lost video or are set to Covert (unless the user has 
authority to view covert cameras), that page will be excluded from the sequence. 
 
NOTE:  The Full Sequence for the full sequence monitoring and the Cameo Sequence for 
the cameo sequence monitoring should be selected in the Display setup screen 
(Sequence tab). 
 
Pressing the FREEZE button will freeze the current image on the screen until you press the 
button again.  While in the Freeze mode, the icon  displays in bottom-left corner if Freeze is 
selected in the Display setup screen (OSD tab). 
 
To display cameras sequentially on a spot monitor, press the SPOT button and select the Spot 
Monitor and Sequence from the menu. 
 
Active Cameo Mode 
 
You can enter the Active Cameo mode by pressing the  button in any multi-view format.  The 
yellow outline surrounding the video indicates the active cameo, and pressing the arrow buttons 
moves the active cameo.  Pressing the  button while in the Active Cameo mode exits the 
Active Cameo mode.  The active cameo mode will remains in effect for 15 seconds if there is no 
further operation. 
 
In active cameo mode, press the button for the camera you want displayed as active cameo. 
After setting the camera number to active cameo, the DVR moves the active cameo to the next 
cameo.  You can change the screen layout in this way.  
 
PIP Mode 
 
You can display a Picture-in-Picture by pressing the DISPLAY button.  You can change the 
location of the PIP counterclockwise and clockwise by pressing the Up and Down arrow 
buttons and change its size by turning the Jog Dial clockwise or counterclockwise. 
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Zoom Mode 
 
You can enlarge an area of the video by pressing the ZOOM button.  For a few seconds after 
pressing the ZOOM button, a PIP displays.  Inside the PIP, a rectangle shows the area that is 
enlarged.  You can move the rectangle around using the arrow buttons.  While in the Zoom 
mode, you can enlarge the area more by pressing the  button.  The Zoom mode options are 2x, 
3x and 4x.  Exit the Zoom mode by pressing the ZOOM button.  While in the Zoom mode, the 
icon  displays in bottom-left corner if Zoom is selected in the Display setup screen (OSD 
tab). 
 
PTZ Mode 
 
If a user who has PTZ Control authority logs into the system, the user can control PTZ cameras.  
The DVR will control cameras with Pan, Tilt and Zoom capabilities.  Press the PTZ button to 
enter the PTZ mode and press the button again to exit the PTZ mode.  You can control the 
camera using front panel control buttons, by setting up presets or by selecting the expanded PTZ 
features. 
 
Select the PTZ camera you wish to control by selecting it from the menu.  The icon  
displays on the PTZ camera screen. 
 

 
 

Figure 99 — PTZ Select Camera menu. 
 
To use the front panel buttons, press the Left and Right arrow buttons to pan left and right.  
Press the Up and Down arrow buttons to tilt the camera up and down.  Press the button to 
zoom in, and press the  button to zoom out.  You can use the  and  buttons to focus the 
image. 
 
You can establish preset positions for PTZ cameras.  Press the  to establish Presets. 
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Figure 100 — PTZ Preset screen. 
 
You can quickly move PTZ cameras to Preset positions.  Press the  to view an established 
camera Preset position. 
 

 
 

Figure 101 — Preset view screen. 
 
You can save camera position settings as “presets” so that you can go directly to desired views.  
Once you have the camera at the desired settings, press the  button, and the PTZ Preset 
dialog box will appear.  Select the number you want to assign to the preset and press the  
button.  Use the virtual keyboard to enter the preset name.  Press the  button to load the PTZ 
preset and the Preset View dialog box will appear.  Select the desired preset and press the  
button to load the preset. 
 
Pressing the MENU button displays the following PTZ menu.  Set the feature you wish to 
control by selecting it from the menu.  Refer to the camera manufacturer’s instructions for the 
proper settings.  Depending on the camera specifications, some features may not be supported. 
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Figure 102 — PTZ menu. 
 
You can use a mouse for convenient PTZ control.  Position the mouse pointer at the bottom of 
the screen, and the following PTZ toolbar will display. 
 

 
 

Figure 103 — PTZ controls 
 
Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position 
the mouse pointer at the bottom of the screen.  Change the toolbar location by clicking the 
empty space on the left side of the toolbar and drag it to where you want it located on the screen.  
Use the arrow buttons on the toolbar to pan or tilt the camera in the direction you want.  The 
other controls on the toolbar perform as described below: 
 

  Zoom In / Out 
  Focus Near / Far 
  Iris Open / Close 
  Set / Load Preset 

 
Image Adjustment 
 
NOTE:  It is important that cameras and monitors are correctly installed and adjusted 
prior to making any image adjustments using the DVR’s controls. 
 
If a user who has Color Control authority logs into the system, the user can adjust the image.  
Pressing and holding a camera button for a few seconds displays an image adjustment dialog.  
You can control brightness, contrast, hue and saturation for each camera. 
 
NOTE:  Any image adjustments you make will be applied to both the live video on the 
monitors and the recorded video. 
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Event Monitoring 
 
When an event occurs, the DVR will display the camera associated with the event if Event 
Monitoring On is selected in the Display setup screen (OSD tab). 
 
How the cameras are displayed depends on the number of cameras associated with the event.  If 
one camera is associated with the event, the DVR will display the camera full screen.  If two to 
four cameras are associated with the event, the DVR will display the cameras on a 2x2 screen.  
If five to nine cameras are associated with the event, the DVR will display the cameras on a 3x3 
screen.  If 10 or more cameras are associated with the event, the DVR will display the cameras 
on a 4x4 screen.  
 
Event monitoring lasts for the dwell time set for event recording.  After the dwell time has 
elapsed, the monitor returns to the previous screen unless another event has occurred.  If you 
want to return to the live monitoring mode before the dwell time has elapsed, press the 
DISPLAY button or one of the camera buttons. 
 
 
Covert Camera 
 
If a camera is set up as Covert 1 in the Camera setup screen (Settings tab), that camera will not 
be displayed unless a user with Covert Camera View authority logs into the system.  However 
the camera title and status icons will be displayed on the monitor. 
 
If a camera is set up as Covert 2 in the Camera setup screen (Settings tab), that camera appears 
to be Off unless a user with Covert Camera View authority logs into the system.  The camera 
title will be grayed out and status icons will not be displayed on the monitor. 
 
NOTE:  When a camera is set up as Covert 1, the DVR displays the camera title and 
status icons on the covert video.  When set up as Covert 2, the DVR displays only 
camera title on the covert video. 
 
If a user who has Covert Camera View authority logs into the system, the user can view video 
from cameras set to Covert 1 or Covert 2 including the camera titles and status icons. 
 
 
Spot Monitoring 
 
You can select the camera you want to display on a Spot Monitor.  Press the SPOT button on the 
front panel or remote control, and select one of four Spot Monitors.  Then, select the camera to 
be displayed on the Spot Monitor. 
 



Digital Video Recorder 

 79 

 
 

Figure 104 — Spot Monitor menu. 
 
If you want to display more than one camera on a Spot Monitor, you can display them 
sequentially.  In the Spot Monitor selection mode, press the SEQUENCE button on the front 
panel or remote control, or select Sequence On from the menu to start displaying cameras 
sequentially.  Press the SEQUENCE button or select Sequence On again to stop sequencing 
on the Spot Monitor.  Any cameras that are Off, have lost video or are set to Covert (unless the 
user has authority to view covert cameras) will be excluded from the sequence. 
 

 
 

Figure 105 — Sequence menu. 
 
When the Spot Monitor is in the sequence mode, you can set the camera’s display dwell time.  
Refer to Chapter 3 – Configuration – Display Screen section for details.  
 
 
Using a Mouse 
 
You can use a mouse instead of the front panel buttons to perform many of the DVR functions.  
The following operations are supported when using a mouse during live monitoring. 
 
When in one of the multi-view formats (e.g., PIP, 2x2, 3x3 or 4x4), clicking the mouse button 
on a camera image switches that camera to full screen.  Clicking the mouse button again returns 
to the previous multi-view format. 
 
When in one of the multi-view formats, scrolling the mouse wheel up and down operates the 
same as pressing the DISPLAY button by switching the screen format between PIP, 2x2, 3x3 
and 4x4. 
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Clicking the right mouse button during live monitoring displays the following menu: 
 

 
 

Figure 106 — Mouse menu. 
 
Selecting Freeze, PTZ… and Spot Monitor… is the same as pressing the FREEZE, PTZ and 
SPOT buttons as described above in the Live Monitoring section of this chapter.  
 
Selecting Zoom… zooms in on the live image.  While in the zoom mode, there are two ways to 
move around the enlarged portion of the video.  First, there is a PIP located in right-bottom 
corner.  The PIP has a rectangle showing what area of the image has been enlarged.  Click inside 
the PIP to move to another area of the image you want enlarged.  Second, click and hold the 
mouse button on the enlarged video and drag the video.  
 
Selecting Display shows the following menu:  
 

 
 

Figure 107 — Mouse Display menu. 
 
Clicking Camera and selecting the camera number is the same as pressing the individual 
camera buttons on the front panel which displays the selected camera full screen.  When in the 
PIP display mode, clicking the right mouse button and selecting PIP changes the location and 
the size of the PIP. 
 
Selecting PIP, 2x2, 3x3 and 4x4 display the cameras in the selected multi-view screen mode. 
 
Clicking Previous Group or Next Group is the same as pressing the Left or Right buttons on 
the front panel which moves to the previous or next page.  
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Selecting Edit Group supports the active cameo function.  Select Edit Group and choose a 
camera that you want to change display position (e.g., Camera A).  Then, click the right mouse 
button to display the menu.  If you select another camera in the menu (e.g., Camera B), the 
screen displays Camera B instead of Camera A.  When in the 4x4 format, Camera A and 
Camera B will switch positions. 
 
 
Recording Video 
 
Once you have installed the DVR following the instructions in Chapter 2 — Installation, it is 
ready to record.  The DVR will start recording based on the settings you made in the Record 
setup screen.  See Chapter3 — Configuration. 
 
Recycle On or Recycle Off.  The factory default is Recycle On.  It does this by recording 
over the oldest video once the hard disk is full.  Setting the DVR to Recycle Off causes it to 
stop recording once the hard disk is full. 
 
Standard or High.  The factory default resolution is Standard, and you can set the resolution 
for each camera individually.  When set to Standard, the DVR has a maximum recording speed 
of 480 ips (240 ips for 8-channel model).  When set to High, the DVR has a maximum recording 
speed of 240 ips (120 ips for 8-channel model). 
 
Pressing the PANIC button starts panic recording of all cameras, and pressing the button again 
stops panic recording.  If you set the Panic Recording Duration in the Record Screen, panic 
recording will stop automatically according to the preset duration as long as the PANIC button 
is not pressed. 
 
NOTE:  When the DVR is not in the Recycle mode and all available storage space has 
been used, panic recording will not operate. 
 
Although you will be able to record without changing the unit from its original factory settings, 
you will want to take advantages of the DVR’s many tools.  See Chapter 3 — Configuration for 
detailed descriptions of the recording mode options.   
 
 
Recording Audio 
 
If the DVR was set up to record audio, it will record audio from up to four inputs when video is 
recording. 
 
NOTE:  Make certain you comply with all local and federal laws and regulations when 
recording audio. 
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Playing Recorded Video 
 
If a user who has Search authority logs into the system, the user can view recorded image.  
Once video has been recorded, you can view it by pressing the PLAY/PAUSE button. 
 
The DVR supports the Triplex function: monitoring, recording and playing back at the same 
time.  Pressing the SEARCH/STOP button while in the live monitoring mode enters the Triplex 
mode and displays the Select Playback Camera menu. 
 

 
 

Figure 108 — Select Playback Camera menu. 
 
Selecting All Channels plays back video of all cameras.  The DVR maintains the same display 
format as it does in the live mode except for the PIP format.  You can also change the screen 
layout in the same way as you do in the live mode. 
 
Selecting the camera number under Triplex enters the Triplex mode and plays back video of the 
selected camera.  When in the single-screen display format, the camera currently displayed on 
the screen will be selected and when in the PIP display format, the camera displayed on the PIP 
screen will be selected for the search channel.  During the Triplex mode, the DVR maintains the 
same display format as it does in the live mode.  A red outline surrounding the video and the 
camera title indicates the search channel. While in the Triplex Mode, the DVR continues 
recording cameras as they were set up in the recording schedule.  Also, live monitoring will 
continue except for the camera that has been selected for playback. 
 
When playing video for the first time, the DVR will display the most recent image.  When 
playing video subsequent times, the DVR will start playing video from the last recalled image.  
Recorded audio will be played when the DVR displays a camera with recorded audio in full 
screen mode.  Pressing the PLAY/PAUSE button again will freeze the video on the screen. 
 
NOTE:  Only the administrator and users with Covert Camera View authority can view 
video from covert cameras.  The covert cameras in the playback mode are determined 
by the current camera settings. 
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RW (Rewind) Button 
 
Pressing the RW button plays video backward at high speed.  Pressing the button again toggles 
the playback speed between ,  and .  The screen displays ,  and  
respectively. 
 
Entering Fast Backward Playback mode from Live Monitoring mode can be password 
protected. 
 
FF (Fast Forward) Button 
 
Pressing the FF button plays video forward at high speed.  Pressing the button again toggles the 
playback speed between ,  and .  The screen displays ,  and  
respectively. 
 
Entering Fast Playback mode from Live Monitoring mode can be password protected. 
 
BACKWARD Button 
 
Pressing the BACKWARD button goes to the previous image. 
 
FORWARD Button 
 
Pressing the FORWARD button goes to the next image. 
 
SEARCH/STOP Button 
 
Pressing the SEARCH/STOP button while in the Playback mode returns the DVR to the Live 
Monitoring mode.  Pressing the SEARCH/STOP button while in the Live Monitoring mode 
returns the DVR to the Search mode. 
 
Camera Buttons (1 to 16) 
 
Pressing a camera button will display that camera full screen. 
 
DISPLAY Button 
 
Pressing the DISPLAY button will cycle the display through the different screen layouts.  The 
display modes are: 4x4, PIP, 3x3 and 2x2 (not all formats are available for the 8-channel DVR). 
 
ZOOM Button 
 
Pressing the ZOOM button zooms the current playback image on the screen. 
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Shuttle Ring 
 
The Shuttle Ring only functions in the Playback mode.  The Shuttle Ring is spring loaded and 
returns to the center position when released.  Turning the ring clockwise plays video forward.  
Turning the ring counterclockwise plays video backward.  Playback speed varies with the 
amount the ring is turned.  The playback speeds are , , , x0.5, , ,  and 

. 
 
When you release the ring, it snaps back to the center position and the video pauses. 
 
Jog Dial 
 
The Jog Dial only functions when playback video has been paused.  By turning the jog dial 
clockwise, you can play video forward image-by-image.  By turning the jog dial 
counterclockwise, you play video backward image-by-image. 
 
You can use a mouse for convenient playback control.  Position the mouse pointer at the bottom 
of the search screen, and the following search toolbar will display. 
 

 
 

Figure 109 — Mouse Playback controls. 
 
Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position 
the mouse pointer on the screen.  Change the toolbar location by clicking the empty space on the 
right side of the toolbar and drag it to where you want it located on the screen. 
 
The individual controls on the toolbar perform the following functions as described below: 
 

 Go to the first image 
 Fast backward play  
 Go to the previous image 

 Play 
 Go to the next image 
 Fast forward play 

 Go to the last image 
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Searching Video 
 
Pressing the MENU button or clicking the right mouse button while in the Search mode displays 
the Search Menu.  
 

 
 

Figure 110 — Search menu. 
 

 Go to the First — Displays the first recorded image 
 Go to the Last — Displays the last recorded image 
 Go to the Date/Time… — Searches by date and time (see below for more details) 
 Calendar Search… — Searches using a calendar (see below for more details) 
 Event Log Search… — Selects video from the event log (see below for more details) 
 Text-In Search… — Searches text input strings (see below for more details) 
 Motion Search… — Searches motion events (see below for more details) 
 Clip-Copy… — Clips a video segment and saves it (see below for more details) 
 Print… — Allows you to print a selected image (see below for more details) 
 Zoom… — Zooms the current playback image 
 Slow Play… — Plays video at low speed (x1/2, x1/3, x1/4, x1/6 and x1/8) 
 Data Source — Allows you to choose between recorded and archived video 
 Exit Search — Exits the Search Menu 

 
NOTE:  The searching speed might decrease when all camera channels are in the 
pre-alarm recording mode. 
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Go to the Date/Time 
 

 
 

Figure 111 — Go to the Date/Time screen. 
 
Move the cursor over the date and time and press the  button.  You can use the Left and Right 
arrow buttons to highlight the year, month, day, hours, minutes and seconds.  Use the Up and 
Down arrow buttons to change to the date and time you want to search for video.  Once you 
have set the date and time you want, press the  button.  Then highlight Go and press the  
button. 
 
The selected date and time will display.  (If no video was recorded during the selected time, a 
message appears alerting you that no image was recorded at that time.)  The PLAY/PAUSE, RW, 
FF, Jog and Shuttle can now be used to review the surrounding video. 
 
Calendar Search 
 

 
 

Figure 112 — Calendar Search screen. 
 
Days with recorded video display on the calendar with white numbers.  You can highlight the 
days with recorded video by using the arrow buttons.  Once you have highlighted a day, press 
the  button to select it. 
 
A time bar displays at the bottom of the calendar.  Hours in which video was recorded will be 
highlighted with blue.  You can use the Up and Down arrow buttons to highlight the time bar.  
Once the time bar is highlighted, you can select the time by using the Left and Right arrow 
buttons. 
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NOTE:  The time bar is in one-hour segments.  If a segment is highlighted, it means that 
some video was recorded during that hour.  However, it does NOT mean video was 
recorded for the entire hour. 
 
If the DVR’s time and date have been reset to a time that is earlier than some recorded video, it 
is possible for the DVR to have more than one video stream in the same time range.  Move to 
Select a Segment, and select the video stream you want to search.  Refer to the Appendix D – 
Time Overlap for further information on searching time-overlapped video streams. 
 
NOTE:  The lower number of the Segment indicates the latest recorded video. 
 
Once you have set the date and time you want to search, highlight GO and press the  button.  
The selected date and time will display.  The PLAY/PAUSE, RW, FF, Jog and Shuttle can now 
be used to review the surrounding video. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
Event Log Search 
 

 
 

Figure 113 — Event Log Search screen. 
 
The DVR maintains a log of each time the Alarm Input port is activated.  The Event Log 
Search screen displays this list.  Use the arrow buttons to highlight the event for which you 
would like to see video. 
 
The Event Log Search screen can also be accessed by pressing the ALARM button unless there 
is an alarm.  There is no determined user authority to display the Event Log Search screen, 
however, the event video will not be played unless a user with Search authority logs into the 
system. 
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Pressing the  button will extract the event video and display the first image of the event.  
Pressing the PLAY/PAUSE button will start playing the “event” video segment.  Pressing 
SEARCH/STOP returns to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 114 — Event Log Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Check Time Overlap and press the  button.  It toggles between On 
and Off.  You will only be able to turn the Check Time Overlap on or off if a user-defined date 
and time is set to From and To.  If the DVR’s date and time have been reset, it is possible for the 
DVR to have more than one overlapping start and stop time.  When set to On, you will be asked 
to select one of the overlapping start and stop time.  When set to Off, the DVR will display 
search results from all start times to all stop times. 
 
Highlight the box beside Alarm-In and press the  button.  You can select the alarm inputs that 
you want to include in your search. 
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Highlight the box beside Motion and press the  button.  You can select the cameras for which 
you want any reports of motion detection. 
 
Highlight the box beside Video Loss and press the  button.  You can select the cameras for 
which you want any reports of lost video. 
 
Highlight the box beside Text-In and press the  button.  You can select the text-in devices 
which you want any report of text input. 
 
Highlight the box beside Record Channels and press the  button.  You can select the 
cameras that you want to search for any reports of event recorded data.  The DVR will display 
the events (not the camera channels) that occurred and that also are recorded on the camera 
channel that you selected.  If you do not select a camera channel in this field, the DVR will 
search events that are not associated with cameras.  
 
You can also toggle On and Off self-diagnostic events as part of your search.  The choices are: 
 

 Panic Record 
 Check Recording 
 Check Alarm-In 
 Disk Almost Full 
 Disk Bad 
 Disk Temperature 
 Disk S.M.A.R.T. 

 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Event Log Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
Text-In Search 
 

  
 

Figure 115 — Text-In Search screen. 
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The DVR maintains a log of each time there is Text Input.  The Text-In Search screen displays 
this list.  Use the arrow buttons to highlight the event for which you would like to see video. 
 
Pressing the  button will extract the video associated with the Text Input and display the first 
image of the event.  Pressing the PLAY/PAUSE button will start playing the “event” video 
segment.  Pressing SEARCH/STOP returns to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
NOTE:  Text Input information will be overlaid on the image while the recorded video is 
played at regular speed. 
 
You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 116 — Text-In Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the Channel and press the  button.  Select the text-in devices that you want to 
search for text input. 
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Highlight the Text Input Device box and press the  button.  Select your Text Input Device 
from the list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for 
different types of text input devices, and there will be different parameter boxes for you 
to enter information. 
 
You can search for up to five text strings at a time.  Highlight the number box and press the  
button, and this will allow you to enter a keyword for that number. 
 
Highlight the Keyword box and press the  button.  You can enter a word or text string that 
you want to search for.  If you do not enter any Keyword, a list of all Text Input events will be 
displayed. 
 
Highlight Case Sensitive and press the  button.  This will toggle between On and Off.  
When this feature is On, the search will find only those text strings in which the case matches. 
 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Text-In Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
Motion Search 
 

  
 

Figure 117 — Motion Search screen. 
 
The Motion Search… can be selected from the Search menu while the DVR displays the 
camera full screen.  The Motion Search screen displays a list of motion events.  Use the arrow 
buttons to highlight the event for which you would like to see video and press the  button to 
display the video associated with the selected event on the small search screen. 
 
Highlighting Close and pressing the  button will extract the video associated with the 
Motion event and display the first image of the event.  Pressing the PLAY/PAUSE button will 
start playing the “event” video segment.  Pressing SEARCH/STOP returns to live monitoring. 
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You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 118 — Motion Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Type and press the  button.  You can select between Motion 
Search and Museum Search.  Motion Search detects motion in the defined area.  Museum 
Search detects if a defined object has moved. 
 
Highlight the box beside Zone and press the  button.  An image from the video appears with 
a grid overlaid.  You can turn sensor blocks On and Off to define the area of the picture in which 
you want to search for motion. 
 
NOTE:  Defining the area of the image in which you want to search for motion is nearly 
identical to setting up the DVR for Motion Detection.  Please refer to Motion Detection 
Screen in Chapter 3 — Configuration for more detailed instructions on setting up the 
detection blocks. 
 
NOTE:  When setting the Museum Search Zone, the zone should be placed inside of the 
border line of the target object.  If the selected block is placed on the boarder line, the 
sensitivity of the Museum Search may decrease. 
 
The zone should be placed or focused on the centre or, at least, within the outline of targeted 
object. 
 
Highlight the box beside Sensitivity and press the  button.  You will be able to select from 1 
(low sensitivity) to 5 (high sensitivity). 
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Highlight the box beside Min. Blocks and press the  button.  You will be able to set the 
number of sensor blocks that must be activated.  Setting the Min Blocks will only be available if 
Motion Search is selected. 
 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Motion Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
When you search for motion events of another camera, you will be asked whether or not you 
want to delete the previous search results from the list. 
 
Clip-Copy Screen 
 
The Clip-Copy screen can be used to copy video clips to an internal CD-RW or DVD RW drive, 
or external USB hard disk, CD-RW or flash drive.  The copied video clips can be viewed on 
computers running Microsoft Windows 98, ME, 2000 or XP.  Refer to the Appendix A — USB 
Hard Disk Drive Preparation for information on preparing the external drive for clip copy.  The 
clip copy can be simply done by pressing the MENU button or the FREEZE button. 
 
Press and hold the MENU button for more than two seconds while in the Search mode, and the 
Clip-Copy screen appears to allow clip copy setup.  
 
Pressing the FREEZE button during the playback will set the starting point of the video to be 
clip copied, and the  icon displays at the bottom-left corner of the screen.  Pressing the 
FREEZE button again will set the ending point of the video to be clip copied by displaying the 
Clip-Copy screen. 
 
Pressing and holding the FREEZE button for more than two seconds while in the Search mode 
or Live Monitoring mode initiates the One-Touch Clip Copy function.  The last recorded image 
will be the ending point of video to be clip copied, and the system will automatically begin to 
calculate the possible video data size that the selected storage media can handle.  
 

 
 

Figure 119 — Clip-Copy screen. 



User’s Manual 

 94 

The Data Source box displays the source from which you make a video clip copy.  The data 
source can be selected from Record or Archive in the Search menu. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image. 
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Channels and press the  button.  You can select the cameras that 
you would like to include in your video clip. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears 
allowing you to enter the password for reviewing the video clips. 
 
Highlight the box beside Dest. and press the  button.  You can select the storage device on 
which you would like to record the video clip.  You can choose from Internal CD-RW, Internal 
DVD RW, USB Storage and USB CD-RW. 
 
CAUTION:  The USB device for clip copy must be FAT 16 or FAT32 format. 
 
NOTE:  While copying video clips on the CD-RW or DVD RW, the recording speed might 
decrease. 
 
NOTE:  While copying video clips on the CD-RW or DVD RW, the DVR will stop archiving 
video data until clip copy is finished. 
 
NOTE:  When the error message “Firmware update of the optical drive is required” 
displays, update the firmware of the installed CD-RW drive or DVD RW drive.  Please 
follow the instructions described in Chapter 3 – Configuration – System Information 
section. 
 
The DVR automatically assigns a file name to the video clip.  However, you can give the video 
clip file a different name.  Highlight the box beside File Name and press the  button.  A 
virtual keyboard appears.  Enter a file name for the video you are backing up and select Close.  
The DVR will automatically add the camera number (for example “01”) and “.exe” to the file 
name.  If you want to save the file in a specific folder, enter the folder name followed by a “/”.  
For example: “folder/filename” 
 
NOTE:  When naming a file, you cannot use the following characters: \, /, :, *, ?, “, <, >, |. 
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Once you have given the video clip a file name, highlight the Start button and press the  
button.  The confirmation screen displaying data size will appear.  When the storage device does 
not have enough space, the DVR will ask if you want to copy as much of the video clip as 
possible in the available space.  Highlight the Continue button and press the  button to 
continue clip copy. 
 
Once the clip copy starts, you can cancel it by selecting Cancel or hide the screen by selecting 
Close.  When selecting Close, Clip Copy continues and a confirmation screen will display 
when complete. 
 
NOTE:  Only 4.7GB DVD media is available.  To clip copy video on the DVD media using 
remaining space, the size of previously recorded data on the DVD media should be less 
than 4GB. 
 
NOTE:  The file size for clip copy is limited to 2GB.  
 
You can use other functions on the DVR while video is being backed up.  To do this, highlight 
the Close button and press the  button.  You can return to the Clip-Copy screen at any time 
to check the progress.  
 
Refer to Appendix B — Reviewing Clip Files for instructions on how to review video clips you 
have copied. 
 
NOTE:  During Clip Copy, you cannot shut the system down, clear data on the storage 
device, or format the storage device. 
 
CAUTION:  Do NOT disconnect the USB cable or the power from the external 
drive while copying video clips.  If the external drive is shut down or the USB 
cable is disconnected while copying video clips, THE DVR SYSTEM MAY NOT 
WORK NORMALLY OR THE EXTERNAL DRIVE COULD BE DAMAGED, and you 
will get an error message the next time you try to copy video clips.  You will 
need to power down the DVR and restart it to get rid of the error message.  Once 
the file system of the USB-IDE hard disk drive has been corrupted, this error 
message cannot be dismissed.  Even after restarting the DVR it may 
automatically restart while preparing to clip copy.  You must recover the file 
system using the recovery program, or you must reformat the hard disk drive.  
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Print Screen 
 
You can print images from the screen.  Connect a PostScript™ printer to one of the USB ports.  
A message appears asking you if you want to print the current image. 
 

 
 

Figure 120 — Print screen. 
 
NOTE:  If your printer only supports an LPT connection (parallel), use an LPT to USB 
converter cable.  The printer cable is not provided. 
 
 
Disk Mirroring 
 
The DVR supports disk mirroring to prevent unexpected loss of recorded video data that might 
be caused by disk damage or corruption.  You can set up disk mirroring by highlighting 
Storage in the System menu and pressing the  button. 
 

 
 

Figure 121 — Storage Information screen. 
 
In the Information screen, you can enable mirroring between two disks by designating the 
source disk and the destination disk from a list of internal hard disk drives.  Up to two Mirrors 
are supported. 
 
Highlighting the boxes under Source and Dest. and pressing the  button allows you to select 
the source disk and the destination disk for the selected Mirror. 
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NOTE:  The source disk can be designated only from devices formatted for recording. 
 
NOTE:  A device formatted for archiving cannot be used for disk mirroring. 
 
NOTE:  The manufacturer, model and capacity of the source disk and the destination 
disk should be same for the proper mirroring between two disks. 
 
NOTE:  While disks are mirroring, the DVR will stop archiving video data. 
 
CAUTION:  Any existing data on the Destination Disk will be erased once it is 
designated as a mirror destination disk. 
 
Highlighting Start and pressing the  button displays a confirmation screen asking you to 
confirm whether or not you want to start mirroring the selected disk.  Once you start mirroring, 
the two disks will be resynchronized.  Any data on the destination disk will be erased, and the 
data on the source disk will be copied to the destination disk.  If the source disk is formatted and 
has no data, the disks will not be resynchronized.  Resynchronization takes about 40 minutes per 
each 10GB of capacity.  After resynchronization is complete, disk mirroring (writing data on the 
two disks at the same time) will start. 
 
Once disk mirroring starts, you can cancel it by highlighting Stop and pressing the  button.  
Selecting Stop displays a confirmation screen asking you to confirm whether or not you want to 
stop mirroring for the selected disk. 
 
NOTE:  Once disk mirroring stopped, the destination disk will be set to Not Used.  If 
resynchronization has been finished, the destination disk cannot be used for recording 
or archiving, but it can be used for searching.  If you want to use the disk for recording 
or archiving, you must reformat it. 
 
CAUTION:  Disk mirroring will NOT automatically restart from an interrupted 
state.  Once mirroring is stopped, you must restart it by following the mirroring 
setup procedures. 
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Appendix A — USB Hard Disk Drive Preparation  
 
 
Preparing the USB-IDE hard disk drive in Windows 2000 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows XP is almost identical to 
Windows 2000. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer. 
3. The USB device icon should display on the Taskbar. 
4. If the USB-IDE hard disk drive is partitioned or has data, it will show up in My 

Computer as a hard disk drive icon.  Check the file system by right clicking on the 
icon and checking under Properties > General > File System.  If the file system is 
NOT FAT32 format, format the USB-IDE hard disk drive using the FAT32 format. 

5. If the USB-IDE hard disk drive is not partitioned, go to Administrative Tools in 
Control Panel and launch Computer Management.  Open Disk Management in 
Storage and right click an unallocated region of the USB-IDE hard disk drive.  Then, 
click Create Partition.  

6. In the Create Partition wizard, click Next then Primary Partition, and follow the 
instructions on the screen.  Make sure that the FAT32 is selected for the file system. 

 
NOTE:  The partition size should be less than 32GB because of Microsoft limitations. 
 

After formatting is complete, the USB-IDE hard disk drive will be added to My 
Computer. 
 
7. Connect the USB-IDE hard disk drive to the DVR.  
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Preparing the USB-IDE hard disk drive in Windows 98 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows ME is almost identical to 
Windows 98. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer.  The Add New Hardware wizard window will appear. 
3. Install the device driver for the USB backup device following the instructions 

provided with your USB hard disk drive. 
4. If the USB-IDE hard disk drive is partitioned or contains data, it will show up in My 

Computer as a hard disk drive icon.  Check the file system in Properties > General > 
File System.  If the file system is NOT FAT32 format, format the USB-IDE hard disk 
drive with FAT32 format. 

5. Run the FDISK utility by clicking Start then RUN.  Type “fdisk” and click OK. 
6. When the MS-DOS command prompt appears, type “Y” and hit the enter key.  
7. In the FDISK Option menu, choose “5. Change current fixed disk drive.”  
8. Choose the appropriate letter corresponding to the USB-IDE hard disk drive. 
9. In the FDISK Option menu, choose “1. Create DOS partition or Logical DOS 

Drive.”  
10. In the Create DOS Partition or Logical DOS Drive menu, choose “1. Create 

Primary DOS Partition.”  And Type “Y” to use all available space and hit the enter 
key.  Hit ESC to exit the screen after the USB-IDE hard disk drive partition is 
created.  

11. Restart your computer and verify the newly created drive is in My Computer. 
12. Right click the newly created hard disk drive icon and select “Format”. 
13. In the Format Screen, select “Full” as the “Format type” and click “Start”. 
14. After formatting is complete, connect the USB-IDE hard disk drive to the DVR. 
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Appendix B — Reviewing Video Clips 
 
 
You do not need to install any special software on your personal computer to review the video 
clips.  The copied video clip contains the ClipPlayer program. 
 
If you used a USB device, disconnect either the external USB-IDE hard disk drive or USB flash 
drive from the DVR, and connect it to your PC.  If you used a recordable CD, insert the CD in 
your computer’s CD drive.  Double-clicking the target clip file starts the ClipPlayer program. 
 
NOTE:  It is suggested that the computer used for the ClipPlayer program has at least an 
800MHz Pentium III.  If your CPU is slower than this, video clips recorded at maximum 
speed with very high image quality will be played back slowly.  Also DirectX 8.0 or higher 
is required to run Clip Player, and a VGA card with 16MB or more video RAM is 
recommended for proper operation. 
 

 
 

Figure 122 — ClipPlayer screen. 
 
The ClipPlayer Screen displays the clip images. 



User’s Manual 

 102 

NOTE:  Proper image display depends on the display settings of your PC.  If you are 
experiencing display problems, click the right mouse button on the background screen 
and select Properties  Settings then set the Color quality to “32 bit”.  Then select 
Advanced  Troubleshoot and set Hardware Acceleration to “Full”.  Please make sure 
that DirectX version 8.0 or higher has been installed if the display problem continues to 
occur.  To check the version of DirectX, click Start  RUN and type “dxdiag” and press 
the enter key.  The DirectX Diagnostic Tool dialog box will display.  Then move to the 
Display tab and make sure DirectDraw Acceleration is set to “Enabled”.  Test the 
DirectDraw by selecting the DirectDraw Test button.  After changing the settings, update 
the driver version of the VGA card.  If you still have display problems after changing all 
display settings as described above, try replacing the video card.  Video cards with an 
ATI chipset are recommended. 
 
Clicking the X exits the Player program. 
 
Click the  to go to the beginning of the video clip. 
 
Click the  to play the video clip in fast reverse. 
 
Click the  to go back one frame of the video clip. 
 
Click the  to play the video clip. 
 
Click the  to go forward one frame of the video clip. 
 
Click the  to play the video clip in fast forward. 
 
Click the  to go to the end of the video clip. 
 
Click the  to show the previous page. 
 
Click the  to cycle through the screen layouts.  It cycles through 2x2, 3x3 and 4x4. 
 
Click the  to show the next page. 
 
Click the  to select from Save, Print, Info, Image Processing and Video Format.  
Selecting Save saves the current image in a bitmap file format on the local hard disk drive or 
floppy disk.  Selecting Print lets you print the current image on the printer connected to your 
computer.  Selecting Info. displays Channel, Title, Time, Flag, Size and Resolution information 
about the image.  Selecting Image Processing allows you to control brightness, blur and 
sharpen for playback images.  Selecting Video Format allows you to find appropriate display 
environments that can be varied depending on the type of graphics card installed in your PC.  
Use Video Format option when you are experiencing improper image display.  
 
NOTE:  Image Processing works only in the single-screen layout and also in the pause 
mode. 
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NOTE:  If you are not sure about the appropriate Video Format option, try each option 
until the image displays properly. 
 
Click the  to select from Normal and Double screen views.  Clicking the left mouse button 
on the enlarged image moves its position. 
 
Click the  to display the image full screen. 
 
Encryption icons display in bottom-right corner.   indicates the clip file has not been tampered 
with, and  indicates the system has detected tampering. 
 
NOTE:  If the VGA card or monitor for your PC does not support 640x480 video 
resolution, Full Screen might not display properly when selected.  If this happens, press 
the ESC key on your PC to return to the normal screen mode.  
 
Click the slider bar and move it left or right to move through the video clip. 
 
Placing the mouse cursor on an image and clicking will cause that image to display full frame. 
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Appendix C — WebGuard 
 
 
WebGuard allows you to access a remote DVR, monitor live video images and search recorded 
video using Internet Explorer web browser anytime from virtually anywhere. 
 
Computer system requirements for using the WebGuard program are: 
 

 Operating System: Microsoft® Windows® 98, Microsoft® Windows® 2000, Microsoft® 
Windows® XP or later 

 CPU: Intel Pentium III (Celeron) 600MHz or faster 
 RAM: 128MB or higher 
 VGA: 8MB or higher (1024x768, 24bpp or higher) 
 Internet Explorer: Version 6.0 or later 

 
Start Internet Explorer on your local PC and enter the IP address of the DVR and the WebGuard 
port number set in the Network setup screen (WebGuard tab) in the address field. (http://ip 
address:port number) 
 
NOTE:  You will need to get the appropriate IP address for the DVR you want to connect 
to and the WebGuard port number from your network administrator. 
 
NOTE:  WebGuard only works with Microsoft Internet Explorer and will NOT work with 
Netscape. 
 

 
 

Figure 123 — WebGuard login screen. 
 
Select between the WEBWATCH (Web monitoring) and WEBSEARCH (Web search) modes 
and enter the appropriate port number of the program.  Entering ID and PASSWORD and 
clicking the [LOGIN] button logs in using the selected mode.  Selecting Save ID & Pass saves 
the ID and password you entered. 
 
NOTE:  The port numbers for WEBWATCH, WEBSEARCH and Audio should be the same 
port numbers used for Remote Watch, Remote Search and Remote Audio set during 
Network setup. 
 



Digital Video Recorder 

 105 

NOTE:  When running the updated WebGuard for the first time, Internet Explorer might 
occasionally load the information of the previous version.  In this case, delete the 
temporary internet files by selecting Tools  Internet Options  General tab, and then 
run WebGuard again. 
 
 
Web Monitoring Mode 
 
WebWatch is a remote web monitoring program that allows you to monitor live video 
transmitted in real-time from the remote DVR. 
 

 
 

Figure 124 — WebWatch screen. 
 

 Click the  to log out the WebGuard program. 
 

 Click the  to access to the web search mode. 
 

 Position the mouse pointer on the WebWatch logo to see the version of the WebGuard 
program. 

 
 The DVR information window displays the time information of the remote DVR and login 
information of WebGuard. 
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 Click the  to send audio to the connected remote site and click the button again to stop 
sending audio.  Click the  to monitor live audio from the connected remote site through 
the attached speaker and click the button again stop monitoring live audio. 

 
 Click the screen format to select the desired display mode.  When changing the screen format, 
the selected camera on the current screen will be located in the first cell of the new layout. 
 
 Click the camera button (1 to 16) to select the camera to be viewed. 

 
 Click the  to adjust the brightness, contrast, saturation and hue of monitoring image. 

 

 
 

 Click the  to control pan, tilt and zoom of the camera from a remote site. 
 

     
 

 Click the  to control alarm out devices at the remote site. 
 

 
 

 The event status window at the bottom displays a list of events that were detected from the 
remote site. 
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Web Search Mode 
 
WebSearch is a remote web search program that allows you to search recorded video on the 
remote DVR. 
 
NOTE:  The remote site connection in the Web Search mode will automatically be 
disconnected if there is no activity for a specified amount of time. 
 

 
 

Figure 125 — WebSearch screen. 
 

 Click the  to log out the WebGuard program. 
 

 Click the  to access to the web monitoring mode. 
 

 Position the mouse pointer on the WebSearch logo to see the version of the WebGuard 
program. 

 
 The DVR information window displays the time information of recorded data on the remote 
DVR and login information of WebGuard. 
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 Click the  to blur, sharpen, equalize and interpolate playback images.  Click the  to 
zoom out or zoom in the recorded image.  Click the  to adjust the brightness of the 
recorded images. 

 

 
 
NOTE:  Image processing works only in the pause mode. 
 

 The playback function buttons include fast backward, pause, play, fast forward, go to the 
first image, go to the previous image, go to the next image, and got to the last image. 

 
 Click the screen format to select the desired display mode. 

 
 Click the  to enter the time-lapse search mode which allows you to search for recorded 
data by time and then play back images found within the time parameters.  The Timetable 
window located at the bottom displays the time information for the image of the date selected 
on the calendar.  If more than one video stream in the same time range, you can select the 
video stream you want to search.  Clicking a specific time displays the image recorded at that 
time on the screen.  Selecting the  allows you to display an image from a specific time. 

 

 
 

 Click the  to enter the event search mode which allows you to search for event log entries 
using specific conditions and play back the images associated with those event entries. 

 
 Click the  to save the current image in a bitmap or JPEG file format or to save any video 
clip of recorded data as an executable file.  Click the  to print the current image on a 
printer connected to your computer. 
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Appendix D — Time Overlap 
 
 
If the DVR’s time and date have been reset to a time that is earlier than the existing recorded 
video, it is possible for the DVR to have more than one video stream in the same time range.  In 
this case, you can search overlapping video streams individually by selecting a specific segment.  
For example, when the DVR has recorded video from one to five o’clock and the user changes 
the time backward from five to three o’clock and then continues recording until six o’clock, 
there will be two video streams and segments from three to five o’clock. 
 

 
 
You can search overlapping video streams by selecting a specific time or time range.  If you 
want to search recorded video at four o’clock during the overlapping time range using a search 
menu such as Go to the Date/Time, select the segment you want to search. 
 

 
 
If you want to search recorded video from four to five o’clock during the overlapping time 
range using a search menu such as Event Log Search, Text-In Search or Motion Search, it 
is possible for the DVR to have two overlapping start and stop times.  You will be asked to 
select one of the overlapping start and stop times from the search time ranges as follows: 
 
 From four o’clock of the first segment to five o’clock of the first segment 
 From four o’clock of the first segment to five o’clock of the second segment 
 From four o’clock of the second segment to five o’clock of the second segment 
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Appendix E — Troubleshooting 
 
 

Problem Possible Solution 

No Power  Check power cord connections. 
 Confirm that there is power at the outlet. 

No Live Video 

 Check camera video cable and connections. 
 Check monitor video cable and connections. 
 Confirm that the camera has power. 
 Check camera lens settings. 

Live Video Very Bright If a cable is attached to the “Loop” connector, make certain it 
is connected to a properly terminated device. 

DVR has stopped recording If hard disk drive is full, you will either need to delete video 
or set the DVR to the Overwrite Mode. 

The icon  displays, 
however, the DVR is not 
recording. 

When the DVR is in the Pre-Event recording mode, the 
yellow  and  display when there is no event, and the 
DVR is not recording.  The red  and  display when any 
event occurs and the DVR starts recording. 
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Appendix F — Connector Pin Outs 
 
 
I/O Connector Pin Outs 
 

 
 

    
 

 
 

AI (1 to 16) Alarm Inputs 1 to 16 
GND Chassis Ground (6 connectors) 
NC Relay Alarm Output (Normally Closed) 

COM Relay Common 
NO Relay Alarm Output (Normally Open) 

AO (2 to 16) Alarm Outputs 2 to 16 
ARI Alarm Reset In 

 
 
RS485 Connector Pin Outs 
 

 
 

Master Unit Slave Unit 
+       To      TX+ 

−       To      TX- 

+       To     RX+ 

−       To      RX- 
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Appendix G — Map of Screens 
 
 

 



Digital Video Recorder 

 113 

Appendix H — System Log Notices 
 
 

Boot Up Schedule On 
Shutdown Schedule Off 

Restart Panic On 
Upgrade Panic Off 

Upgrade Fail Clear All Data 
Power Failure Clear Disk 
Time Change Format Disk 

Time Zone Change Disk Full 
Time Sync Auto Deletion 

Time Sync Fail Search Begin 
Disk Bad Search End 

Login Clip-Copy Begin 
Logout Clip-Copy End 

Setup Begin Clip-Copy Cancel 
Setup End Clip-Copy Fail 

Remote Setup Change Callback Fail 
Remote Setup Fail Print Begin 

Setup Imported Print End 
Setup Import Failure Print Cancel 

Setup Exported Archive On 
Setup Export Failure Archive Off 
Setup Export Cancel  
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Appendix I — Error Code Notices 
 
 

System Upgrade Related 

Number Description 
0 Unknown error. 
1 File version error. 
2 Operating system version error. 
3 Software version error. 
4 Kernel version error. 

100 Upgrade device mounting failed. 
101 Package is not found. 
102 Extracting package failed. 
103 LILO failed. 
104 Rebooting failed. 
105 Invalid package. 
106 ODD firmware upgrade failed. 
300 Remote connection failed. 
301 Remote network error. 
302 Remote upgrade is not authorized. 
303 Saving remote package failed. 
304 Remote upgrade is cancelled by the user. 
400 USB device mounting failed. 
401 Reading upgrade package on the USB device failed. 
402 Copying upgrade package on the USB device failed. 
500 System is busy clip copying. 
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Clip Copy Related 

Number Description 
0 Unknown error. 
1 Device error. 
2 Mounting failed. 
3 No media. 
4 Invalid media. 
5 File already existed. 
6 Not enough space. 
7 Creating temporary file failed. 
8 Opening disk failed. 
9 Formatting disk failed. 

10 Database has been changed. 
11 Appending failed. 
12 Bad sector. 
13 No executable file. 
14 Opening executable file failed. 
15 Writing executable file failed. 
16 Creating image failed. 
17 Burning failed. 
18 Burning is out of time. 
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Appendix J — Specifications 
 
 

VIDEO 
Signal Format NTSC or PAL (Auto Detect) 

Video Input Composite: 8 or 16 looping inputs, 1 Vp-p, auto-terminating,  
75 Ohms 

Monitor Outputs 

Composite: 1 BNC, 1 Vp-p, 75 Ohms 
SVHS: 1 
SPOT: 4 BNC, 1 Vp-p, 75 Ohms 
VGA: 1 

Video Resolution Composite: 720x480 (NTSC), 720x576 (PAL) 
VGA: 800x600 @ 60Hz 

Playback/Record Speed 
(images per second) 

16-ch Model (Real-time/Duplex): 480ips (NTSC), 400ips (PAL) 
8-ch Model (Real-time/Duplex): 240ips (NTSC), 200ips (PAL) 

 
INPUTS/OUTPUTS 

Alarm Input 8 or 16 TTL, programmable as NC or NO 

Alarm Output 

7 or 15 TTL open collector, terminal block, programmable as 
NC/NO, 30mA@12VDC 
1 relay output, 2A@125VAC, 1A@250VAC, 1A@30VDC (NC), 
5A@125VAC, 2A@250VAC, 3A@30VDC (NO) 

Alarm Reset Input 1 TTL 
Internal Buzzer 80dB at 10cm 

Network Connectivity 10/100 Mbps Ethernet (RJ-45) 
RS232C for external modem 

Audio Input RCA Input: 4 Line In 
Audio Output RCA Output: 1, Line Out 
IR Port 1 Remote Control 

 
Specifications are subject to change without notice.
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CONNECTORS 
Video Input Composite: 8 or 16 BNC  
Video Loop Composite: 8 or 16 BNC (Auto Terminating) 

Monitor Output 

Composite: 1 BNC 
SVHS: 1 Y/C* 
VGA: 1 VGA 
SPOT (Composite): 4 BNC 

Audio In 4 RCA connector 
Audio Out 1 RCA connector  
Alarm Input/Output 16/16 Push-button, Terminal Blocks 
Ethernet Port RJ-45 
RS232C Serial Port DB9 (P) 
RS485 Serial Port Two-connector terminal block 
UltraWide SCSI Port High density female 68 pin connector 
USB Port 3 (USB 2.0) 

 

* Using a shielded S-Video cable provides better quality video display and reduces image noise. 
 

 

STORAGE 
Primary Storage EIDE hard disk drive (up to 4) 

(up to 3 with an internal CD-RW drive or DVD RW drive) 

Secondary Storage** 
UltraWide SCSI hard disk drive (RAID) 
Built-in CD-RW drive 
USB hard disk drive, CD-RW drive or flash drive 

 

** When installing an internal CD-RW drive or DVD RW drive, set the jumper to Master and connect to the 
Secondary IDE channel. 
 

GENERAL 
Dimensions (W x H x D) 16.9" x 3.5" x 15.9" (430mm x 88mm x 405mm) 
Unit Weight 22.5 lbs. (10.2kg) 
Shipping Weight 27.6 lbs. (12.5kg) 
Shipping Dimensions 
(W x H x D) 21.3" x 11.4" x 23.2" (540mm x 290mm x 590mm) 

Operating Temperature 41°F to 104°F (5°C to 40°C) 
Operating Humidity 0% to 90% 
Power 100 to 240 VAC, 2 A, 60/50Hz 
Power Consumption Max. 85W (100W when 4 hard disk drives are installed) 
Approvals FCC, UL, CB, CE 

 
Specifications are subject to change without notice. 

 



WEEE (Waste Electrical & Electronic Equipment) 
 
 
Correct Disposal of This Product 
(Applicable in the European Union and other European countries with separate collection systems) 
 

 

This marking shown on the product or its literature, indicates that it should not be 
disposed with other household wastes at the end of its working life.  To prevent 
possible harm to the environment or human health from uncontrolled waste 
disposal, please separate this from other types of wastes and recycle it responsibly 
to promote the sustainable reuse of material resources. 

 
Household users should contact either the retailer where they purchased this 
product, or their local government office, for details of where and how they can take 
this item for environmentally safe recycling. 

 
Business users should contact their supplier and check the terms and conditions of 
the purchase contract. This product should not be mixed with other commercial 
wastes for disposal. 
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Continental Access 
EH-Series DVRs 

XP Models 
 
 
 

CADV-H-XP16 (16 Channel DVR w/ 250 GB Hard Drive) 
CADV-H-XP08 (8 Channel DVR w/ 250 GB Hard Drive) 

 
 
 
 

 
 

 
A Napco Security Group Company 

 
355 Bayview Ave, Amityville, NY 11701 

P (631) 842-9400 ● F (631) 842-9135 ● www.cicaccess.com 







Digital Video Recorder 

 i 

 
 
 

 

WARNING 
RISK OF ELECTRIC SHOCK

DO NOT OPEN 
  

WARNING: TO REDUCE THE RISK OF ELECTRIC SHOCK, 
DO NOT REMOVE COVER (OR BACK). 

NO USER-SERVICEABLE PARTS INSIDE. 
REFER SERVICING TO QUALIFIED 

SERVICE PERSONNEL. 

 
The lightning flash with arrowhead symbol, within an equilateral triangle, is intended to alert 
the user to the presence of uninsulated "dangerous voltage" within the product’s enclosure 
that may be of sufficient magnitude to constitute a risk of electric shock. 

The exclamation point within an equilateral triangle is intended to alert the user to the 
presence of important operating and maintenance (servicing) instructions in the literature 
accompanying the appliance. 

 

COMPLIANCE NOTICE OF FCC: 
THIS EQUIPMENT HAS BEEN TESTED AND FOUND TO COMPLY WITH THE LIMITS FOR A CLASS A DIGITAL 

DEVICE, PURSUANT TO PART 15 OF THE FCC RULES. THESE LIMITS ARE DESIGNED TO PROVIDE 

REASONABLE PROTECTION AGAINST HARMFUL INTERFERENCE WHEN THE EQUIPMENT IS OPERATED 

IN A COMMERCIAL ENVIRONMENT. THIS EQUIPMENT GENERATES, USES, AND CAN RADIATE RADIO 

FREQUENCY ENERGY AND IF NOT INSTALLED AND USED IN ACCORDANCE WITH THE INSTRUCTION 

MANUAL, MAY CAUSE HARMFUL INTERFERENCE TO RADIO COMMUNICATIONS. OPERATION OF THIS 

EQUIPMENT IN A RESIDENTIAL AREA IS LIKELY TO CAUSE HARMFUL INTERFERENCE, IN WHICH CASE 

USERS WILL BE REQUIRED TO CORRECT THE INTERFERENCE AT THEIR OWN EXPENSE. 

WARNING: CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE 

FOR COMPLIANCE COULD VOID THE USER’S AUTHORITY TO OPERATE THE EQUIPMENT. 

THIS CLASS OF DIGITAL APPARATUS MEETS ALL REQUIREMENTS OF THE CANADIAN 

INTERFERENCE-CAUSING EQUIPMENT REGULATIONS. 

 
The information in this manual is believed to be accurate as of the date of publication.  IDIS Co., Ltd. is not responsible 
for any problems resulting from the use thereof.  The information contained herein is subject to change without notice.  
Revisions or new editions to this publication may be issued to incorporate such changes. 
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Important Safeguards 
1.  Read Instructions 
All the safety and operating instructions should be read before the 
appliance is operated. 
 
2.  Retain Instructions 
The safety and operating instructions should be retained for future 
reference. 
 
3.  Cleaning 
Unplug this equipment from the wall outlet before cleaning it.  Do not 
use liquid aerosol cleaners.  Use a damp soft cloth for cleaning. 
 
4.  Attachments 
Never add any attachments and/or equipment without the approval of 
the manufacturer as such additions may result in the risk of fire, electric 
shock or other personal injury. 
 
5.  Water and/or Moisture 
Do not use this equipment near water or in contact with water. 
 
6.  Accessories 
Do not place this equipment on an unstable cart, stand or table.  The 
equipment may fall, causing serious injury to a child or adult, and 
serious damage to the equipment.  Wall or shelf mounting should 
follow the manufacturer's instructions, and should use a mounting kit 
approved by the manufacturer. 
 
 
 
 
 
 
 
 
 
 
 
This equipment and cart combination should be moved with care.  
Quick stops, excessive force, and uneven surfaces may cause the 
equipment and cart combination to overturn. 
 
7.  Power Sources 
This equipment should be operated only from the type of power source 
indicated on the marking label.  If you are not sure of the type of power, 
please consult your equipment dealer or local power company. 
 
8.  Power Cords 
Operator or installer must remove power and TNT connections before 
handling the equipment. 
 
9.  Lightning 
For added protection for this equipment during a lightning storm, or 
when it is left unattended and unused for long periods of time, unplug it 
from the wall outlet and disconnect the antenna or cable system.  This 
will prevent damage to the equipment due to lightning and power-line 
surges. 
 
10.  Overloading 
Do not overload wall outlets and extension cords as this can result in 
the risk of fire or electric shock. 
 
11.  Objects and Liquids 
Never push objects of any kind through openings of this equipment as 
they may touch dangerous voltage points or short out parts that could 
result in a fire or electric shock.  Never spill liquid of any kind on the 
equipment. 
 
12.  Servicing 
Do not attempt to service this equipment yourself.  Refer all servicing 
to qualified service personnel. 

13.  Damage requiring Service 
Unplug this equipment from the wall outlet and refer servicing to 
qualified service personnel under the following conditions: 
A. When the power-supply cord or the plug has been damaged. 
B. If liquid is spilled, or objects have fallen into the equipment. 
C. If the equipment has been exposed to rain or water. 
D. If the equipment does not operate normally by following the 

operating instructions, adjust only those controls that are covered by 
the operating instructions as an improper adjustment of other 
controls may result in damage and will often require extensive work 
by a qualified technician to restore the equipment to its normal 
operation. 

E. If the equipment has been dropped, or the cabinet damaged. 
F. When the equipment exhibits a distinct change in performance — 

this indicates a need for service. 
 
14.  Replacement Parts 
When replacement parts are required, be sure the service technician has 
used replacement parts specified by the manufacturer or that have the 
same characteristics as the original part.  Unauthorized substitutions 
may result in fire, electric shock or other hazards. 
 
15.  Safety Check 
Upon completion of any service or repairs to this equipment, ask the 
service technician to perform safety checks to determine that the 
equipment is in proper operating condition. 
 
16.  Field Installation 
This installation should be made by a qualified service person and 
should conform to all local codes. 
 
17.  Correct Batteries  
Warning: Risk of explosion if battery is replaced by an incorrect type.  
Dispose of used batteries according to the instructions. 
 
18.  Tmra 
A manufacturer’s maximum recommended ambient temperature 
(Tmra) for the equipment must be specified so that the customer and 
installer may determine a suitable maximum operating environment 
for the equipment. 
 
19.  Elevated Operating Ambient Temperature 
If installed in a closed or multi-unit rack assembly, the operating 
ambient temperature of the rack environment may be greater than room 
ambient.  Therefore, consideration should be given to installing the 
equipment in an environment compatible with the manufacturer’s 
maximum rated ambient temperature (Tmra). 
 
20.  Reduced Air Flow 
Installation of the equipment in the rack should be such that the amount 
of airflow required for safe operation of the equipment is not 
compromised. 
 
21.  Mechanical Loading 
Mounting of the equipment in the rack should be such that a hazardous 
condition is not caused by uneven mechanical loading. 
 
22.  Circuit Overloading 
Consideration should be given to connection of the equipment to 
supply circuit and the effect that overloading of circuits might have on 
over current protection and supply wiring.  Appropriate consideration 
of equipment nameplate ratings should be used when addressing this 
concern. 
 
23.  Reliable Earthing (Grounding) 
Reliable grounding of rack mounted equipment should be maintained.  
Particular attention should be given to supply connections other than 
direct connections to the branch circuit (e.g., use of power strips). 
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Chapter 1 — Introduction 
 
 
Features 
 
Your color digital video recorder (DVR) provides recording capabilities for eight or 16 camera 
inputs.  It provides exceptional picture quality in both live and playback modes, and offers the 
following features: 
 

 8 or 16 Composite Video Input Connectors  
 Compatible with Color (NTSC or PAL) and B&W (CCIR and EIA-170) Video Sources 
 Auto Detection for NTSC and PAL 
 Multiple Monitor Connectors: 1 BNC Video Out, 1 SVHS, 4 Spot, 1 VGA 
 Multiple Search Engines (Date/Time, Calendar, Event) 
 Records up to 240/200 Images per Second (NTSC/PAL) 
 “Loop-Through” Video Connectors 
 Continuous Recording in Disk Overwrite Mode 
 Triplex Functionality (Monitoring, Recording and Playback at the same time) 
 Video Archiving via Ultra SCSI Interface 
 3 USB 2.0 Ports 
 Continues Recording while Archiving, Transmitting to Remote Site and during Playback 
 User-friendly Graphical User Interface (GUI) Menu System  
 Multiple Recording Modes (Time-lapse, Pre-event, Alarm, Motion and Panic) 
 Two-way Audio Communications 
 4-Channel Audio Recording and 1-Channel Audio Playback 
 Text Input for ATM and POS 
 Alarm Connections Include: Input, Output and Reset Input 
 Built-in Alarm Buzzer 
 Live or Recorded Video Access via Ethernet or Modem 
 Time Synchronization using industry standard protocol 
 Built-in CD-RW Drive 
 Self-diagnostics with automatic notification including hard disk drive S.M.A.R.T. protocol 
 Infrared Remote Control 

 
 
Technical Overview 
 
In addition to replacing both a time-lapse VCR and a multiplexer in a security installation, your 
DVR has many features that make it much more powerful and easier to use than even the most 
advanced VCR. 
 
The DVR converts analog NTSC or PAL video to digital images and records them on a hard 
disk drive.  Using a hard disk drive allows you to access recorded video almost instantaneously; 
there is no need to rewind tape.  The technology also allows you to view recorded video while 
the DVR continues recording video. 



User’s Manual 

 2 

Digitally recorded video has several advantages over analog video recorded on tape.  There is 
no need to adjust tracking.  You can freeze frames, fast forward, fast reverse, slow forward and 
slow reverse without image streaking or tearing.  Digital video can be indexed by time or events, 
and you can instantly view video after selecting the time or event. 
 
Your DVR can be set up for event or time-lapse recording.  You can define times to record, and 
the schedule can change for different days of the week and user defined holidays. 
 
The DVR can be set up to alert you when the hard disk drive is full, or it can be set to record over 
the oldest video once the disk is full. 
 
Your DVR uses a proprietary encryption scheme making it nearly impossible to alter video. 
 
You can view video and control your DVR remotely by connecting via modem or Ethernet.  
There is a SCSI port that can be used to record or archive video to external hard disk drives, and 
there are also three USB ports that can be used to upgrade the system or copy video clips to 
external hard disk, CD-RW and flash drives. 
 
NOTE:  This manual covers the 8- and 16-channel digital video recorders.  The DVRs are 
identical except for the number of cameras and alarms that can be connected and the 
number of cameras that can be displayed.  For simplicity, the illustrations and 
descriptions in this manual refer to the 16-camera model. 
 
 

 
 

Figure 1 — Typical DVR installation. 
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Chapter 2 — Installation 
 
 
Package Contents 
 
The package contains the following: 
 

 Digital Video Recorder 
 Power Cord 
 User’s Manual (This Document) 
 RAS Software CD and User’s Manual 
 Rack-mount Kit 
 Assembly Screws Guide Rails for Adding Hard Disk Drives 
 Screws for Attaching SCSI Connector 
 Infrared Remote Control 

 
 
Required Installation Tools 
 
No special tools are required to install the DVR.  Refer to the installation manuals for the other 
items that make up part of your system. 
 

 
 

Figure 2 — 16-Channel DVR rear panel. 
 
Your DVR can be used with either NTSC or PAL equipment. 
 
NOTE:  You cannot mix NTSC and PAL equipment.  For example you cannot use a PAL 
camera and an NTSC monitor. 
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Connecting the Video Input 
 

 
 

Figure 3 — Video input connectors. 
 
Connect the coaxial cables from the video sources to the BNC Video In connectors. 
 
 
Connecting the Loop-Through Video 
 

 
 

Figure 4 — Video Loop-Through connectors. 
 
If you would like to connect your video source to another device, you can use the Loop BNC 
connectors. 
 
NOTE:  The Loop BNC connectors are auto terminated.  Do NOT connect a cable to the 
Loop BNC unless it is connected to a terminated device because it will cause poor 
quality video. 
 
 
Connecting the Monitor 
 

 
 

Figure 5 — Video Out connectors. 
 
Connect the main monitor to either the Video Out or SVHS Out connector. 
 
NOTE:  If your main monitor has an SVHS input, use it because it will give you better 
quality video display. 
 
Up to four Spot monitors can be connected to the DVR.  Connect the spot monitors to the SPOT 
1, SPOT 2, SPOT 3 and SPOT 4 connectors as needed. 
 

 
 

Figure 6 — VGA connector 
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A VGA connector is provided so that you can use a standard, multi-sync computer monitor as 
your main monitor.  Use the cable supplied with your monitor to connect it to the DVR. 
 
NOTE:  The Video Out (BNC), SVHS Out and VGA connectors may be connected to 
individual monitors for simultaneous operation. 
 
 
Connecting Audio 
 
NOTE:  It is the user’s responsibility to determine if local laws and regulations permit 
recording audio. 
 

 
 

Figure 7 — Audio In and Out connectors. 
 
Your DVR can record audio from up to four sources.  Connect the audio sources to Audio In 1, 
Audio In 2, Audio In 3 and Audio In 4 as needed using RCA jacks.  Connect Audio Out to 
your amplifier. 
 
NOTE:  The DVR does not have amplified audio output, so you will need a speaker with 
an amplifier.  The DVR does not have a pre-amplifier for audio input, so the audio input 
should be from an amplified source, not directly from a microphone. 
 
 
Connecting Alarms 
 

 
 

Figure 8 — Alarm Input connectors. 
 
NOTE:  To make connections on the Alarm Connector Strip, press and hold the button 
and insert the wire in the hole below the button.  After releasing the button, tug gently on 
the wire to make certain it is connected.  To disconnect a wire, press and hold the button 
above the wire and pull out the wire. 
 
AI 1 to 16 (Alarm-In) 
 
You can use external devices to signal the DVR to react to events.  Mechanical or electrical 
switches can be wired to the AI (Alarm-In) and GND (Ground) connectors.  The threshold 
voltage is 4.3V and should be stable at least 0.5 seconds to be detected.  See Chapter 3 — 
Configuration for configuring alarm input. 
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GND (Ground) 
 
NOTE:  All the connectors marked GND are common. 
 
Connect the ground side of the Alarm input and/or alarm output to the GND connector. 
 
AO 2 to 16 (Alarm-Out) 
 

 
 

Figure 9 — Alarm Output connectors. 
 
The DVR can activate external devices such as buzzers or lights.  Connect the device to the AO 
(Alarm-Out) and GND (Ground) connectors.  AO is an active low open collector output which 
sinks 30mA@12VDC.  See Chapter 3 — Configuration for configuring alarm output. 
 
NC/NO (Normally Closed/Normally Open) 
 

 
 

Figure 10 — Relay Alarm Output connectors. 
 
Connect the device to the COM and NC (Normally Closed) connectors or COM and NO 
(Normally Open) connectors.  NC/NO is a relay output which sinks 2A@125VAC, 
1A@250VAC, 1A@30VDC (NC) and 5A@125VAC, 2A@250VAC, 3A@30VDC (NO). 
 
ARI (Alarm Reset In) 
 

 
 

Figure 11 — Alarm Reset Input connectors. 
 
An external signal to the Alarm Reset In can be used to reset both the Alarm Out signal and the 
DVR’s internal buzzer.  Mechanical or electrical switches can be wired to the ARI (Alarm Reset 
In) and GND (Ground) connectors.  The threshold voltage is below 0.3V and should be stable at 
least 0.5 seconds to be detected.  Connect the wires to the ARI (Alarm Reset In) and GND 
(Ground) connectors. 
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Connecting to the RS485 Port 
 

 
 

Figure 12 — RS485 connector. 
 
The DVR can be controlled remotely by an external device or control system, such as a control 
keyboard, using RS485 half-duplex serial communications signals.  The RS485 connector can 
also be used to control PTZ (pan, tilt, zoom) cameras.  Connect RX-/TX- and RX+/ TX+ of the 
control system to the − and + (respectively) of the DVR.  See Chapter 3 — Configuration and 
the PTZ camera or remote controller manufacture’s manual for configuring the RS485 
connection. 
 
 
Connecting to the USB Ports 
 

 
 

Figure 13 — Front USB connectors. 
 

 
 

Figure 14 — Rear USB connector. 
 
Three USB ports are provided to connect external hard disk, CD-RW or flash drives for video 
clip copying or system upgrades.  One USB port is on the rear panel and the other two are on the 
front panel.  Position external drives close enough to the DVR so that you can make the cable 
connections, usually less than 6 feet.  Use the USB cable provided with the hard disk drive to 
connect it to the DVR. 
 
A USB mouse (not supplied) can be connected to one of the ports.  You can use the mouse to 
navigate through the screens and menus much like you would on a computer. 
 
A PostScript™ USB printer (not supplied) can be connected to one of the ports.  You can print 
selected images resulting from a search.  Refer to Chapter 4 — Operation, Searching Video. 
 
A USB to Serial converter can be connected to the USB port.  Multiple text-in devices can be 
used with a USB to Serial converter. 
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Connecting to the RS232 Port 
 

 
 

Figure 15 — RS232 connector. 
 
An RS232 port is provided to connect an external modem for remote monitoring, configuration 
and software upgrades, and to connect a remote control keyboard.  Use a modem cable with a 
DB-9S (female) connector to connect to the DVR.  See Chapter 3 — Configuration for 
configuring the modem. 
 
NOTE:  The DVR is not supplied with a modem cable, and many modems are not 
supplied with cables.  Make certain you have the correct cable when purchasing the 
modem. 
 
 
Connecting to the Ultra Wide SCSI Port 
 

 
 

Figure 16 — SCSI connector. 
 
A SCSI port is provided to connect external storage devices for recording or archiving video.  
Connect the external SCSI hard disk drive (RAID) cable to the high-density 68-pin female 
UltraWide SCSI port.  The length of SCSI cable should not exceed 5 feet (1.5 meters).  You can 
connect up to 8 UltraWide SCSI devices with SCSI IDs set from 0 to 15 except for 7, which is 
assigned as the Host ID. 
 
NOTE:  The SCSI bus must be terminated, otherwise the DVR will not operate properly. 
 
NOTE:  When using low speed SCSI devices, the recording speed might decrease. 
 
CAUTION:  Do NOT connect or disconnect SCSI devices while the DVR power is 
on.  The DVR must be powered down to connect or disconnect SCSI devices.  
Power up SCSI devices so they are ready for operation before powering up the 
DVR.  Power down SCSI devices after powering down the DVR and then 
disconnect SCSI devices. 
 
CAUTION:  If the SCSI device is shut down while the device is operating, the 
DVR system might not operate normally.  
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Connecting to the Network Port 
 

 
 

Figure 17 — Network connector. 
 
The DVR can be networked using the 10/100Mb Ethernet connector.  Connect a Cat5 cable 
with an RJ-45 jack to the DVR connector.  The DVR can be networked with a computer for 
remote monitoring, searching, configuration and software upgrades.  See Chapter 3 — 
Configuration for configuring the Ethernet connections. 
 
CAUTION:  The network connector is not designed to be connected directly with 
cable or wire intended for outdoor use. 
 
 
Factory Reset 
 

 
 

Figure 18 — Factory reset switch. 
 
The DVR has a Factory Reset switch to the left of the USB port on the rear panel.  This switch 
will only be used on the rare occasions that you want to return all the settings to the original 
factory settings. 
 
CAUTION:  When using the Factory Reset, you will lose any settings you have 
saved.  If you want to use the same DVR name registered on the DVRNS server 
after initializing the system using the factory reset, you need to contact the 
DVRNS server manager.  Please record and save the help desk information 
before factory reset.  
 
To reset the unit, you will need a straightened paperclip: 

1. Turn the DVR off. 
2. Turn it on again. 
3. While the DVR is initializing, the front panel LEDs will blink.  When any of the 

Camera 1 to 8 LEDs blink, poke the straightened paperclip in the unlabeled hole to the 
left of the USB port. 

4. Hold the switch until all the LEDs on the front panel are lit. 
 
NOTE:  When the DVR successfully resets to factory defaults all the LEDs on the front 
panel flash five times. 
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5. Release the reset switch.  All of the DVR’s settings are now at the original settings it 
had when it left the factory. 

 
 
Connecting the Power Cord 
 

 
 

Figure 19 — Power cord connector. 
 
Connect the AC power cord to the DVR and then to a wall outlet. 
 
CAUTION:  The power cord must be connected to the DVR before it is connected 
to a wall outlet, otherwise, the DVR might NOT be powered up properly.  If the 
DVR is not turned on after connecting the power cord, disconnect the power 
cord, wait 10 seconds, and restart the DVR by following the proper connection 
procedures. 
 
WARNING:  ROUTE POWER CORDS SO THAT THEY ARE NOT A TRIPPING 
HAZARD.  MAKE CERTAIN THE POWER CORD WILL NOT BE PINCHED OR 
ABRADED BY FURNITURE.  DO NOT INSTALL POWER CORDS UNDER RUGS 
OR CARPET. 
 
THE POWER CORD HAS A GROUNDING PIN.  IF YOUR POWER OUTLET DOES 
NOT HAVE A GROUNDING PIN RECEPTACLE, DO NOT MODIFY THE PLUG. 
DO NOT OVERLOAD THE CIRCUIT BY PLUGGING TOO MANY DEVICES IN TO 
ONE CIRCUIT. 
 
Your DVR is now ready to operate.  Refer to Chapter 3 — Configuration and Chapter 4 — 
Operation. 
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Chapter 3 — Configuration 
 
 
NOTE:  Your DVR should be completely installed before proceeding.  Refer to Chapter 2 
— Installation. 
 
 
Front Panel Controls 
 

 
 

Figure 20 — 16-Channel DVR front panel. 
 
The front panel looks and operates much like a VCR combined with a multiplexer.  Many of the 
buttons have multiple functions.  The buttons on the infrared remote control, while laid out 
differently, perform the same functions as those on the front panel.  The following describes 
each button and control.  Take a few minutes to review the descriptions.  You will use these to 
initially set up your DVR and for daily operations. 
 
NOTE:  The infrared sensor on the DVR is just to the lower left of the jog-shuttle.  Make 
certain that nothing blocks the sensor, or the remote control will not function properly. 
 
NOTE:  You can also use a USB mouse (not supplied) to navigate through the screens 
and menus much like you would on a computer. 
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Figure 21 — Infrared remote control. 
 
NOTE:  Some buttons on the infrared remote control may not be supported, depending 
on the DVR model. 
 
POWER LED 
 
The POWER LED is lit when the unit is On. 
 
HDD LED 
 
The HDD LED flickers when the DVR is recording or searching video on the hard disk drive.  
 
NETWORK LED 
 
The NETWORK LED flickers when the unit is connected to a network via either Ethernet or 
modem. 
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Camera Buttons (1 to 16) 
 
Pressing the individual camera buttons will cause the selected camera to display full screen.  
Buttons 1 to 9 are also used to enter passwords. 
 
PANIC Button 
 
Pressing the PANIC button starts panic recoding of all camera channels, and displays  on the 
screen.  Pressing the button again will stop panic recording. 
 
ALARM Button 
 
The ALARM button has two functions.  First, it will reset the DVR’s outputs including the 
internal buzzer during an alarm.  Second, it will display the event log when you are in the live 
monitoring mode unless there is an active alarm.  This operation can be user password 
protected. 
 
SEARCH/STOP Button 
 
When in the live mode, pressing the SEARCH/STOP button enters the Triplex mode.  The 
button is also used for Far Focus while in the PTZ mode. 
 
BACKWARD Button 
 
Pressing the BACKWARD button goes to the previous image.  The button on the front panel is 
also used for Near Focus in the PTZ mode. 
 
RW (Rewind) Button 
 
Pressing the RW button plays video backward at high speed.  Pressing the button again toggles 
the playback speed from ,  and .  The screen displays ,  and  
respectively.  The RW button on the front panel Zooms In while in the PTZ mode. 
 
PLAY/PAUSE Button 
 
Pressing the PLAY/PAUSE button plays back images at regular speed.  Pressing the button 
while in the Playback mode pauses the video.  The screen displays  when the DVR is playing 
back video.  The screen displays  when in the Pause mode.  The button on the front panel is 
also used to Zoom Out while in the PTZ mode. 
 
FF (Fast Forward) Button 
 
Pressing the FF button plays video forward at high speed.  Pressing the button again toggles the 
playback speed from ,  and .  The screen displays ,  and  respectively.  
The button on the front panel is also used to save Presets while in the PTZ mode. 
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FORWARD Button 
 
Pressing the FORWARD button goes to the next image.  The button on the front panel is also 
used to load a Preset View in the PTZ mode. 
 
DISPLAY Button 
 
Pressing the DISPLAY button toggles between different display formats.  The available formats 
are: 4x4, 3x3, 2x2 and PIP. 
 
SEQUENCE Button 
 
When in the live mode, pressing the SEQUENCE button displays live channels sequentially. 
 
FREEZE Button 
 
Pressing the FREEZE button freezes the current live screen.  In the Search mode clip-copying 
can be done instantly by pressing and holding the button for two or more seconds. 
 
PTZ Button 
 
Pressing the PTZ button enters the PTZ (Pan/Tilt/Zoom) mode which allows you to control 
properly configured cameras. 
 
ZOOM Button 
 
Pressing the ZOOM button zooms the current image on the screen.  A PIP with a rectangle 
temporarily displays showing what area of the screen has been enlarged.  You can use the arrow 
buttons to move the rectangle to another area.  Pressing the  (Enter) button toggles the zoom 
size between 2x, 3x and 4x. 
 
SPOT Button 
 
Pressing the SPOT button allows you to select which cameras will display on the four Spot 
Monitors.  After selecting the monitor you can opt to have that Spot Monitor display a single 
camera or all cameras sequentially.  The infrared remote control allows you to go directly to the 
individual Spot Monitor menus. 
 
Enter Button 
 
The  (Enter) button selects a highlighted item or completes an entry that you have made 
during system setup. 
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Up, Down, Left, Right Arrow Buttons 
 
These buttons are used to navigate through menus and GUI.  You can also use them to change 
numbers by highlighting a number in the menu and using the Up and Down arrow buttons to 
increase or decrease the number’s value. 
 
The arrow buttons are also used to control Pan and Tilt when in the PTZ mode.  When in the PIP 
display format, pressing the Up and Down arrow buttons moves the position of the small screen 
counter-clockwise and clockwise, and pressing the Left and Right buttons moves through 
screen pages. 
 
MENU Button 
 
Pressing the MENU button enters the Setup screen.  You will need to enter the authorized user 
and password to access Setup.  Pressing the button also closes the current menu or setup dialog 
box.  In the Playback mode, pressing the MENU button displays the Search menu.  In the Search 
mode clip-copying can be done instantly by pressing and holding the button for two or more 
seconds. 
 
Shuttle Ring 
 
The Shuttle Ring only functions in the Playback mode.  The Shuttle Ring is spring loaded and 
returns to the center position when released.  Turning the ring clockwise plays video forward.  
Turning the ring counterclockwise plays video backward.  Playback speed varies with the 
amount the ring is turned.  The playback speeds are , , , x0.5, , ,  and 

. 
 
When you release the ring, it snaps back to the center position and the video pauses. 
 
Jog Dial 
 
When in the playback mode, you can play video forward image-by-image by turning the Jog 
Dial clockwise and backward image-by-image by turning the Jog Dial counterclockwise. 
 
When in the PIP mode, you can make the PIP screen smaller by turning the Jog Dial clockwise 
and larger by turning the Jog Dial counterclockwise. 
 
When in the Setup mode, you can change number values by highlighting the item in the menu 
and turning Jog Dial clockwise or counterclockwise to increase or decrease the number. 
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ID Button on Remote Control 
 
If a DVR System ID is set to 0, the infrared remote control will control that DVR without any 
additional operations.  (Refer to the System Information setup screen in this chapter for further 
information on setting the System ID.)  If the system ID is 1 to 16, you must to press the ID 
button on the remote control and then press the number button (1 to 16) in order to control that 
DVR.  If the System ID of two or more DVRs is set to 0, those DVRs will react to the infrared 
remote control at the same time.  
 
 
Turning on the Power 
 
Connecting the power cord to the DVR turns on the unit.  The unit takes approximately 60 
seconds to initialize.  
 
 
Initial Unit Setup 
 
Before using your DVR for the first time, you will want to establish the initial settings.  This 
includes items such as time and date, display language, camera, audio, remote control, record 
mode, network and password.  Your DVR can be set up using various screens and dialog boxes. 
 
Throughout the screens you will see .  Highlighting the  and pressing the  button gives 
you the opportunity to reset that screen to its default settings. 
 
Press the MENU button to enter the setup screens.  The Login screen appears. 
 

 
 

Figure 22 — Login screen. 
 
Select a User and enter the password by pressing the appropriate combination of Camera 
number buttons and then the  button.  There is no default password when logging in the 
admin user for the first time. 
 
NOTE:  To assure the secure management of the system, setting up a password is 
strongly recommended. 
 
NOTE:  You can use a mouse (not supplied) to access the Login screen in addition to 
using the front panel buttons or the infrared remote control.  Click the right mouse 
button to display the Login screen.  To enter a password, click the  …  button, and the 
virtual keyboard displays.  See instructions below for using the virtual keyboard. 
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Setup Screen 
 

 
 

Figure 23 — Setup screen. 
 
Press the MENU button to enter the setup screen.  
 
While setting up the DVR, there will be many opportunities to enter names and titles.  When 
making these entries, a Virtual Keyboard will appear. 
 

 
 

Figure 24 — Virtual Keyboard. 
 
Use the arrow keys to highlight the character you want in the name or title and press the  
button.  That character appears in the title bar and the cursor moves to the next position.  
Pressing  toggles between the upper and lower case keyboards,  backspaces, and  
deletes entered characters.  You can use up to 31 characters including spaces in your title. 
 
Special characters can be created using ^ and a capital letter; e.g., ^J for NL (New Line), ^M for 
CR (Carriage Return).  Special characters are commonly used by text input devices and will be 
useful when performing Text-In Searches. 
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System Information 
 
Highlight Information and press the  button.  The Information screen appears. 
 

 
 

Figure 25 — Information screen. 
 
In the Information screen, you can name the site location, assign a System ID number, select 
the language the screens are displayed in, display software version number, upgrade the 
software, show the System Log, display recorded time data, and clear all data. 
 
Highlight the Site box and press the  button.  A virtual keyboard appears that you can use to 
enter a Site Name. 
 
Once you have entered your title, highlight OK and press the  button. 
 
Highlight the box beside System ID and press the  button.  Change the number by 
highlighting it and using the Up and Down arrow buttons to increase and decrease the number 
from 0 to 99. 
 
NOTE:  The System ID number is used to identify the unit when it is connected with other 
DVRs through the RS485 port.  You cannot use the same ID number for two or more 
DVRs that are in the same RS485 network.  It is possible to have multiple DVRs with 
System ID 0 that are in the same area as long as they are not part of an RS485 network.  
If this is the case, all will be controlled at the same time when using the infrared remote 
control. 
 
Highlight the box beside Language and press  button.  A drop-down menu displays the 
available languages.  Highlight the desired language and press the  button. 
 
The box beside Version displays the software version of the DVR. 
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To upgrade the software, connect a USB device containing the upgrade package file to the DVR.  
Highlight Upgrade… and press the  button.  The Upgrade screen appears.  The screen 
displays the upgrade package file names that are available.  The “.rui” indicates that the file is 
for software upgrades and “.ofi” indicates that the file is for optical drive firmware upgrades.  
Select the desired file and press the  button.  Highlighting the Install button and pressing the 

 button will install the selected software package.  Highlighting the Cancel button and 
pressing the  button will close the window without upgrading the software.  If the upgrade 
package file is not installed on the DVR properly, you will get an error message.  The system 
restarts automatically after completing the upgrade. 
 

 
 

Figure 26 — Upgrade screen. 
 
NOTE:  The Upgrade button will be deactivated if the hard disk drive has not been 
formatted as it requires the space for temporary files when upgrading the system. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
You can import saved DVR settings or export the current DVR settings.  To import saved DVR 
settings, connect the USB device containing the setup file (.dat) to the DVR.  Highlight Setup – 
Import… and press the  button.  Select the desired setup file and press the Import button to 
import the selected settings and change the DVR settings accordingly.  Highlight Include 
Network Setup and press the  button to toggle between On and Off.  When set to Off, the 
network settings will not be changed. 
 

 
 

Figure 27 — Setup Import screen. 
 
To export the current DVR settings, connect the USB device to the DVR.  Highlight Setup – 
Export… and press the  button.  Highlight the box beside File name and press the  button.  
A virtual keyboard allows you to enter the file name.  Selecting Export will save the current 
settings in .dat file format on the USB device. 
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Figure 28 — Setup Export screen. 
 
NOTE:  Even after changing the DVR settings by importing saved settings, the 
time-related settings (Date/Time, Time Zone and Daylight Saving Time) will NOT be 
changed. 
 
CAUTION:  The USB device must be FAT16 or FAT32 format. 
 
Highlight Show System Log… and press the  button to display the System Log. 
 

 
 

Figure 29 — System Log screen. 
 
The System Log screen lists system activities (up to 5,000 from the latest) that have occurred 
along with the time and date.  The  icon will be displayed in the last column for system 
activities of the remote site.  You can scroll through the log pages by using the Up and Down 
arrows, or you can go directly to a log page by entering the log page number in the box at the 
bottom left of the screen.  Highlight Close and press the  button to exit the screen. 
 
The box beside Recorded Data – From / To displays the time information of recorded data. 
 
Highlighting Clear All Data… and pressing the  button will clear all video data.  You will be 
asked to verify that you wish to clear all data before the DVR erases the video data.  Clear All 
Data… will not clear the System Log. 
 
After you are finished with the Information Screen, you can highlight Save and press the  
button to save the changes and exit the screen.  If you do not wish to save the changes, highlight 
Cancel and press the  button to exit the screen. 
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Date/Time Setup 
 
Highlight Date/Time in the System menu and press the  button.  The Date/Time setup 
screen appears. 
 

 
 

Figure 30 — Date/Time setup screen. 
 
Highlight the first box beside Date and press the  button.  The individual sections of the date 
will highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and 
Right arrow buttons to move between month, date and year.  Once you have the correct date, 
press the  button. 
 
Highlight the Format box beside Date and press the  button.  Select from the three available 
date formats and press the  button to save your selected format. 
 
Highlight the first box beside Time and press the  button.  The individual sections of the time 
will highlight.  Use the Up and Down arrow buttons to change the number.  Use the Left and 
Right arrow buttons to move between hour, minutes and seconds.  Once you have the correct 
time, press the  button. 
 
Highlight the Format box beside Time and press the  button.  Select from the three available 
time formats and press the  button to save your selected format. 
 
NOTE:  The clock will not start running until you have highlighted Save and pressed the 

 button. 
 
Highlight the box beside Time Zone and press the  button.  Select your time zone from the 
list and press the  button. 
 
Highlight Use Daylight Saving Time and press the  button.  Pressing the  button toggles 
between On and Off.  
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Highlight the Holiday tab, and the Holiday setup screen appears 
 

 
 

Figure 31 — Holiday setup screen. 
 
You can set up holidays by highlighting + and pressing the  button.  The current date appears. 
 
Highlight the month and day and change them by using the Up and Down arrow buttons.  Press 
the  button to add the date.  Dates can be deleted by highlighting the  beside the date and 
pressing the  button. 
 
NOTE:  Holidays that do not fall on the same date each year should be updated once the 
current year’s holiday has passed. 
 
Highlighting the Time Sync. tab causes the Time Sync. screen to display.  You can set up time 
synchronization between the DVR and standard time servers that are available in most time 
zones and countries, or between the DVR and another DVR.  
 

 
 

Figure 32 — Time Sync. screen. 
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Highlight the box beside Automatic Sync. and press the  button.  This toggles between On 
and Off.  
 
Highlight the box beside Time Server and press the  button.  Change the numbers by 
highlighting them and using the Up and Down arrow buttons to increase or decrease the number 
value. 
 
Highlight the box beside Interval and press the  button.  Set the time interval for 
synchronization from 30 minutes to 1 day at various time intervals. 
 
Last Sync-Time displays the last time the DVR was synchronized with the time server. 
 
Highlight Run as Server and press the  button.  Pressing the  button toggles between On 
and Off.  When it is On, the DVR you are setting up will run as a time server. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Storage Screen 
 
Highlight Storage in the System menu and press the  button.  The Storage setup screen 
appears and displays information about the DVR’s storage devices. 
 

 
 

Figure 33 — Storage Information screen. 
 
The information in the Type column describes the storage device. 
 
The capacity of the storage device is displayed in the Capacity column. 
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The Format column displays whether the device is used for recording (Record) or archiving 
(Archive).  Not Using indicates the device is not used for either recording or archiving.  Not 
formatted indicates the device is not formatted.   indicates when the device has temporary 
space set aside so that video clips can be saved on a CD-RW or DVD RW. 
 
Highlight the box in the Format column for the desired storage device and press the  button.  
You will be able to format the device for recording or archiving.  When selecting Not Using 
from Use As and highlighting the Format button, the device will not be used for either 
recording or archiving.  You can also set aside space to store temporary files for CD or DVD 
burning by selecting Partition – CD/DVD Burn. 
 

 
 

Figure 34 — Device Format screen. 
 
NOTE:  A USB hard disk drive can be formatted and used only for archiving. 
 
NOTE:  The DVR does NOT support USB hard disk drives with a version lower than 2.0. 
 
NOTE:  System upgrades require formatting internal or SCSI hard disk drives, so do not 
uninstall internal or SCSI hard disk drives even though they are not used for either 
recording or archiving. 
 
The Information column displays whether the device is being used or not.  Other indicates the 
device has been used for another DVR. 
 
Highlight the box in the Information column for the desired storage device and press the  
button.  You will be able to check the time information about recorded data. 
 

 
 

Figure 35 — Device Information screen. 
 
If you want to erase recorded data on the selected device, highlight Clear and press the  
button.  You will be asked whether or not you want to delete the data. 
 
If you want to use a USB hard disk drive, highlight Use and press the  button after 
connecting the device.  Highlight Don’t Use and press the  button if you want to stop using 
the device. 
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NOTE:  When disconnecting a USB hard disk drive from the DVR, highlight Don’t Use 
first and then disconnect the device. 
 
CAUTION:  Do NOT disconnect the USB cable or the power from the device while 
copying video clips.  If the USB cable is disconnected while copying video clips, 
archived data might be lost. 
 
Highlight the boxes beside Mirror and press the  button.  The DVR can be set up to mirror 
Source disks to designated Dest. (destination) disks selected from internal hard disk drives.  
Refer to the Chapter 4 – Disk Mirroring for further information on setting up disk mirroring. 
 
Highlight the Status tab, and the Storage Status screen displays. 
 

 
 

Figure 36 — Storage Status screen. 
 
The Type column displays the type of storage device. 
 
The Disk Bad column displays the percentage of bad sectors.  Not formatted indicates the 
device is not formatted. 
 
The Temperature column displays the temperature of the storage device. 
 
The S.M.A.R.T. column displays “Good”, “Bad” or “N/A”, depending on storage conditions. 
 

 Good — The storage condition is normal. 
 Bad — Data cannot be written on or read from the storage device. 
 N/A — Storage conditions are normal, however, the S.M.A.R.T. monitoring is not 

working or supported  
 
NOTE:  When the storage condition is “Bad”, the Event Status – Storage screen displays 
and you can check the storage condition for details.  Once the “Bad” message displays, 
replacing the hard disk drive is recommended, usually within 24 hours. 
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NOTE:  Temperature and S.M.A.R.T. information will be available only for IDE hard disk 
drives supporting the SMART (Self-Monitoring Analysis and Reporting Technology) 
monitoring program. 
 
Selecting Close and pressing the  button exits the screen. 
 
User Setup Screen 
 
Highlight User in the System menu and press the  button.  The User setup screen displays 
the authorized groups and users.  You can add and delete groups and users.  When adding a 
group, you can assign authority levels to the group. 
 

 
 

Figure 37 — User setup screen. 
 
The +/- column is used to collapse and expand user groups.  If there is a + or – in this column, it 
indicates the item is a Group Name.  If there is a – in front of the Group Name, it indicates that 
the group has been “expanded” and all of the User Names within that group are displayed below 
the Group Name.  If there is a + in front of the Group Name, it indicates that the group has been 
“collapsed” and all of the User Names within that group are hidden.  To collapse or expand a 
group, highlight the +/- column in front of the desired group and press the  button. 
 
Highlighting a Group Name and pressing the  button allows you to change the authority 
levels assigned to the group. 
 
CAUTION:  Write down the new password and save it in a secure place.  If the 
password is forgotten, the unit must be reset using the Factory Reset Button 
and all data settings will be lost. 
 
Highlighting a User Name and pressing the  button allows you to add or change the password 
assigned to that user.  You can also change the group to which the user is assigned. 
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The  column can be used to delete a User Name or an entire Group.  If the  is grayed out, that 
Group or User cannot be deleted.  Highlight the  and press the  button.  You will be asked to 
confirm that you want to delete the User or Group.  To delete the User currently logged into the 
DVR on a local system or a PC running RAS, log the user out of the system first and then delete 
the user. 
 
To add a Group, highlight the + Group… box and press the  button.  A virtual keyboard 
appears allowing you to enter the Group name.  You can use up to 15 characters including 
spaces in the group name.  Enter the name and assign authority levels to the group. 
 

 
 

Figure 38 — New Group setup screen. 
 
Highlighting the Authority box and pressing the  button will toggle between all authority 
levels being turned On and Off.  Highlighting the individual authority level boxes and pressing 
the  button will toggle between that authority level being turned On and Off.  The authority 
levels that can be turned On and Off are: 
 
 Shutdown — The user can shut the system down on a local system. 
 Upgrade — The user can upgrade the software on a local system or a PC running RAS. 
 System Time Change — The user can change the system date and time on a local system or 

a PC running RAS. 
 Data Clear — The user can clear all video data or format disks on a local system or a PC 

running RAS. 
 Setup — The user without Setup authority cannot establish any system settings excluding 

system shutdown and logout on a local system or a PC running RAS. 
 Color Control — The user can control brightness, contrast, hue and saturation for cameras 

on a local system or a PC running RAS. 
 PTZ Control — The user can control the PTZ camera on a local system or a PC running 

RAS. 
 Alarm-Out Control — The user can reset the DVR’s outputs including the internal buzzer 

during an alarm by pressing the ALARM button on a local system or alarm-out control button 
on a PC running RAS. 
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 Covert Camera View — The user can view video from cameras set as Covert while in the 
Live Monitoring or Search mode on a local system or a PC running RAS. 

 System Check — The user can view the remote system status or check the remote system 
status as a batch process on a PC running RAS. 

 Record Setup — The user can establish all Record settings on a local system or a PC 
running RAS. 

 Search — The user can access the Search mode on a local system or a PC running RAS. 
 Clip-Copy — The user can copy video clips on a local system or a PC running RAS, and 

save video data in an AVI, bitmap or JPEG file format. 
 
To add a User, highlight the + User… box and press the  button.  A virtual keyboard appears 
allowing you to enter the User Name.  Enter the name and assign the User to a Group and 
password.  You can use camera buttons 1 to 9 on either the front panel or remote control to 
assign the password.  The password can be up to 8 digits.  You will be asked to confirm the 
password. 
 

 
 

Figure 39 — New User setup screen. 
 
NOTE:  In addition to using the front panel buttons or the infrared remote control, you 
can use the virtual keyboard to assign the password.  To display the virtual keyboard 
click the  …  button using the mouse (not supplied). 
 
Highlighting the box beside Auto Login allows you to select a User to be automatically logged 
in when the DVR is powered up.  It can also be set to never automatically login a user. 
 
Highlighting the box beside Auto Logout allows you to select from a list of times that the user 
will be automatically logged out.  The options are: Never, 1 min., 3 min., 5 min., 10 min., 15 
min., 20 min., 25 min., 30 min. and 1 hr. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
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Shutdown Screen 
 
Highlight Shutdown in the System menu and press the  button.  The Shutdown screen 
displays asking you to confirm whether or not you want to shut the system down. 
 

 
 

Figure 40 — Shutdown screen. 
 
After selecting Shutdown and pressing the  button, a screen will appear telling you when it 
is safe to disconnect power. 
 
Logout Screen 
 
Highlight Logout in the System menu and press the  button.  The Logout screen displays 
asking you to confirm whether or not you want to log out the current user. 
 

 
 

Figure 41 — Logout screen. 
 
After selecting Logout and pressing the  button, the user will be logged out. 
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Network & Notification Setup 
 
In the Main screen, use the Left or Right arrow buttons to display the Network menu.  
 

 
 

Figure 42 — Network menu. 
 
Network Screen 
 
Highlight Network in the Network menu and press the  button.  The Network setup screen 
displays.  You will be able to change the Network, LAN, Modem, DVRNS and WebGuard 
settings. 
 

 
 

Figure 43 — Network setup screen. 
 
Highlight the first box beside Transfer Speed.  Press the Up and Down arrow buttons to set 
the Transfer Speed from 50Kbps to 100Mbps. 
 
Highlight the second box beside Transfer Speed.  You can select the unit of measure for the 
transfer speed between: bps and ips.  Press the  button to set the transfer speed. 
 
Highlight the box beside Quality and press the  button.  You can select the Quality from: 
Very High, High, Standard and Low.  Press the  button to set the Quality. 
 
NOTE:  The higher Quality settings require higher Transfer Speed settings.  The transfer 
speed you set is the maximum speed.  Depending on the network environment, this 
speed may not be achieved. 
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The DVR supports two-way audio communications between a local system and a PC running 
RAS.  Highlighting the box beside Remote Audio Channel and pressing the  button allows 
you to select the audio channel that sends audio to the remote site.  Selecting Select From RAS 
will send audio of the channel selected from RAS. 
 
NOTE:  Depending on network conditions, audio might be interrupted or out of 
synchronization during transmission. 
 
LAN Setup Screen 
 
Highlight the LAN tab, and the LAN screen displays. 
 

 
 

Figure 44 — LAN (Manual) setup screen. 
 
Highlight the box beside Type and press the  button.  You can select the type of network 
configuration from: Manual, DHCP and ADSL (with PPPoE).  Select the desired type and 
press the  button. 
 
Selecting Manual from the Type allows you to set up LAN parameters manually. 
 
NOTE:  You will need to get the appropriate IP Address, Gateway and Subnet Mask from 
your network administrator. 
 
Change the numbers by highlighting them and using the Up and Down arrow buttons to 
increase or decrease the number. 
 
The factory default LAN settings are: 
 IP Address: 192.168.1.129 
 Gateway: 192.168.1.254 
 Subnet Mask: 255.255.255.0 
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Highlight the box beside DNS Server.  Press the Up and Down arrow buttons to set the IP 
address of the DNS server.  If you set up the DNS Server, the domain name of the DVRNS 
server instead of the IP address can be used during the DVRNS Server setup.  (Refer to the 
DVRNS Setup section for details.) 
 
Highlight the Port Number Setup… box and press the  button.  The Port Number Setup 
screen appears. 
 
NOTE:  You will need to get the appropriate Port Numbers for each RAS and WebGuard 
related program (Admin, Callback, Watch, Search and Audio) from your network 
administrator. 
 

 
 

Figure 45 — Port Numbers setup screen 
 
Change the numbers by highlighting them and using the Up and Down arrow buttons to 
increase or decrease the number. 
 
The factory default Port settings are: 
 Remote Admin:  8200 
 Remote Callback: 8201 
 Remote Watch:   8016 
 Remote Search:  10019 
 Remote Audio:  8116 
 
NOTE:  The system restarts automatically after changing the port settings. 
 
NOTE:  Do NOT use the same port number for two different programs, otherwise, the 
DVR cannot be connected with the PC running or WebGuard. 
 
CAUTION:  When changing the port settings, you must change the port settings 
on the PC running RAS or WebGuard as well.  Refer to the RAS manual for 
details. 
 
Selecting DHCP from the Type and highlighting Save button reads the current IP address of 
the DVR configured by DHCP (Dynamic Host Configuration Protocol) network. 
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Figure 46 — LAN (DHCP) setup screen. 
 
Selecting ADSL (with PPPoE) allows you to set up the ADSL network. 
 
NOTE:  ADSL and modem cannot be configured at the same time.  If the DVR is 
configured by modem, the ADSL (with PPPoE) will not be selected. 
 

 
 

Figure 47 — LAN (ADSL) setup screen. 
 
Highlight the box beside ID and press the  button.  A virtual keyboard appears allowing you 
to enter the ID for ADSL connection. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears 
allowing you to enter the password for ADSL connection. 
 
NOTE:  Entering the ID and Password and highlighting OK reads the current IP address 
of the DVR configured by the ADSL network. 
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NOTE:  If the DVR is configured for DHCP or an ADSL network, the IP address of the DVR 
might change whenever the unit is turned on. 
 
Modem Setup 
 
Highlight the Modem tab, and the Modem screen displays. 
 

 
 

Figure 48 — Modem setup screen. 
 
NOTE:  If the RS232 port is in use for remote control, networking cannot be configured 
for a modem. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able 
to change the settings if Modem is enabled. 
 
Highlight the box beside Baud Rate and press the  button.  A list of baud rates ranging from 
300 to 115,200 appears. 
 
Highlight the box beside Data Bit and press the  button.  Choose between 7 bit and 8 bit 
formats. 
 
Highlight the box beside Stop Bit and press the  button.  Choose between 1 and 2 Stop Bits. 
 
Highlight the box beside Parity and press the  button.  A drop-down list appears.  You can 
select from None, Odd or Even parity. 
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DVRNS Setup 
 
Highlight the DVRNS tab, and the DVRNS screen displays. 
 

 
 

Figure 49 — DVRNS setup screen. 
 
Highlight Use DVR Name Service and press the  button to toggle between On and Off. 
 
NOTE:  The DVRNS (DVR Name Service) allows the DVR to use Dynamic IP addresses 
for remote connection.  When this feature is On, you can access your DVR remotely 
using the DVR name instead of its IP address.  For the DVRNS feature, the DVR should 
be registered on the DVRNS server. 
 
Highlight the box beside DVRNS Server and press the  button.  A virtual keyboard appears 
allowing you to enter the IP address or domain name of the DVRNS server. 
 
NOTE:  You will need to get the IP Address or domain name of the DVRNS Server from 
your network administrator. 
 
NOTE:  You can use the domain name instead of IP address if you already set up the 
DNS Server when setting up the LAN. 
 
Highlight the box beside Port and press the  button.  Set the port number of the DVRNS 
server using the Up and Down arrow buttons to increase or decrease the numbers.  
 
Highlight Use NAT and press the  button to toggle between On and Off. 
 
NOTE:  When using the NAT (Network Address Translation) device, refer to the NAT 
manufacturer’s instructions for the proper network settings. 
 
Highlight the box beside DVR Name and press the  button.  A virtual keyboard appears 
allowing you to enter the DVR name to be registered on the DVRNS server. 
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Highlight the Check box and press the  button to check whether or not the name you entered 
can be used. 
 
NOTE:  The DVR name you entered should be checked by selecting Check, otherwise 
the DVRNS changes will not be saved. 
 
NOTE:  When entering no name or a name already registered on the DVRNS server, an 
error message displays. 
 
Highlighting Save and pressing the  button registers the DVR on the DVRNS server.  Proper 
DVRNS settings will display the help desk information of the DVRNS server in the box beside 
Help Desk. 
 
CAUTION:  If you want to use the same DVR name registered on the DVRNS 
server after initializing the system using the factory reset, you need to contact 
the DVRNS server manager.  Please record and save the help desk information 
before factory reset. 
 
CAUTION:  The DVRNS registration will be limited to one DVRNS server.  The 
DVR cannot be registered to multiple DVRNS servers.  Please contact your 
network administrator when you want to register the DVR to another DVRNS 
server. 
 
WebGuard Setup 
 
Highlight the WebGuard tab, and the WebGuard screen displays. 
 

 
 

Figure 50 — WebGuard setup screen. 
 
Highlight Use WebGuard Service and press the  button to toggle between On and Off.  See 
Appendix C — WebGuard for detailed descriptions of the WebGuard service. 
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Highlight the box beside Port and press the  button.  Set the port number used when 
accessing WebGuard by using the Up and Down arrow buttons to increase or decrease the 
numbers. 
 
You can save your Network changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Notification Setup 
 
The DVR can be set up to send an email or to contact a computer running RAS (Remote 
Administration System) when an event occurs. 
 
Highlight Notification in the Network menu and press the  button.  The Notification screen 
displays.  You will be able to change the Mail and Callback settings. 
 

 
 

Figure 51 — Notification Mail setup screen. 
 
Highlight Enable and press the  button to toggle between On and Off.  You will only be able 
to change the settings if Mail is enabled. 
 
Highlight the box beside SMTP Server and press the  button.  Use the arrow buttons to enter 
the SMTP Server IP address obtained from your system administrator.  
 
Highlight the box beside Port and press the  button.  Use the arrow buttons to enter the SMTP 
Server port number obtained from your system administrator.  The default port number is 25. 
 
Highlight Use SSL/TLS and press the  button to toggle between On and Off.  When it is On, 
the DVR can send an email via an SMTP server requiring SSL (Secure Sockets Layer) 
authentication. 
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Highlight the box beside Authentication and press the  button.  An Authentication screen 
appears.  Highlight Use and press the  button to toggle between On and Off.  Highlight the 
box beside User/Password and press the  button.  A virtual keyboard appears allowing you 
to enter the user ID and password. 
 

 
 

Figure 52 — Authentication setup screen. 
 
Highlight the box beside Sender and enter the sender’s e-mail address.  Use the virtual 
keyboard to enter the e-mail address. 
 
NOTE:  The e-mail address must include the “@” character to be a valid address. 
 
Highlight the box beside Recipient and enter the recipient’s e-mail address.  Use the virtual 
keyboard to enter the e-mail address. 
 
Highlight the Callback tab, and the Callback screen displays. 
 

 
 

Figure 53 — Notification Callback setup screen. 
 
Highlight LAN and press the  button to toggle between On and Off.  When LAN is turned On 
you can change the IP addresses. 
 
Highlight the IP Address box that you want to change and press the  button.  Enter the IP 
address of the computer you want contacted during an event.  You can enter up to five IP 
addresses. 
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Highlight the box beside Retry and enter the number of times you would like the DVR to try 
contacting the computer.  You can select from 1 to 10 retries. 
 
If the modem was enabled in the Network screen, you can set up the DVR to contact a computer 
running RAS.  Highlight Modem and press the  button to toggle between On and Off.  When 
Modem is turned On you can enter a telephone number. 
 
Highlight the box beside Remote Server Phone Number and enter the telephone number of 
the computer running RAS. 
 
Highlight the box beside Outside Line Call and enter any numbers that must be dialed for an 
outside line for your telephone system; for example, “9”. 
 
Highlight the box beside Callback Phone Number and enter the telephone number of the 
DVR. 
 
You can save your Notification changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
 
Configuring Devices 
 
You can configure the video, audio, alarm, display and remote control devices connected to the 
DVR. 
 

 
 

Figure 54 — Device menu. 
 
Camera Setup Screen 
 
Highlight Camera in the Devices menu and press the  button.  The Camera setup screen 
appears. 
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Figure 55 — Camera setup screen. 
 
You can turn the camera number On or Off, and you can change the Title of each camera using 
the virtual keyboard.  You can also determine which cameras will display on the monitors by 
selecting Normal, Covert 1 or Covert 2 from a drop-down list in the Use column. 
 
NOTE:  When selecting the Covert 1, the DVR displays the camera title and status icons 
on the covert video.  When selecting the Covert 2, the DVR displays only camera title on 
the covert video. 
 
NOTE:  A user who does not have Covert Camera View authority cannot view video from 
cameras set to Covert 1 or Covert 2 in both the live monitoring and playback modes. 
 
Highlight the box in the Resolution column and select the recorded image resolution from 
High and Standard. 
 
NOTE:  Selecting High resolution will decrease the maximum recording speed of all the 
cameras within the same camera group. (16-channel Model Only)  The 16-channel model 
DVR has four camera groups (No. 1: cameras 1 to 4, No. 2: cameras 5 to 8, No. 3: 
cameras 9 to 12 and No. 4: cameras 13 to 16) and the maximum recording speed of each 
camera group is set individually.  For example, the maximum recording speed of all the 
cameras within the same camera group decreases to 20 ips per camera when set to High 
resolution for one camera and set to Standard resolution for the three other cameras.  
See the table below. 
 

No. of cameras set to On and High resolution  

0 1 2 3 4 
0 ─ 30 ips 30 ips 20 ips 15 ips 
1 30 ips 30 ips 20 ips 15 ips ─ 
2 30 ips 30 ips 20 ips ─ ─ 
3 30 ips 20 ips ─ ─ ─ 

No. of cameras 
set to On and 
Standard resolution

4 30 ips ─ ─ ─ ─ 
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Highlight the PTZ tab, and the PTZ setup screen displays. 
 

 
 

Figure 56 — Camera PTZ setup screen. 
 
NOTE:  You will only be able to set up PTZ devices if the PTZ port is set to RS232 or 
RS485.  You will not be able to use a modem if you are using the RS232 port for PTZ 
control.  
 
Highlight the box in the Product column for the PTZ camera you wish to configure and press 
the  button.  A list of PTZ devices appears.  Select your camera from the list and press the  
button.  You will need to connect the camera to the RS232 or RS485 connector on the back of 
the DVR following the camera manufacturer’s instructions. 
 

 
 

Figure 57 — PTZ Device list. 
 
You can assign IDs to each camera by highlighting the box under the ID heading and pressing 
the  button.  Change the number by highlighting it and using the Up and Down arrow buttons 
to increase and decrease the number.  The PTZ ID number can be set from 0 to 256. 
 
Highlight the Setup… box and press the  button.  The Port Setup window appears. 
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Figure 58 — Port Setup window. 
 
Configure the port’s setting based on the PTZ camera manufacturer’s instructions. 
 
You can save your Camera changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Audio Setup Screen 
 
Highlight Audio in the Devices menu and press the  button.  The Audio setup screen appears. 
 

 
 

Figure 59 — Audio setup screen. 
 
The DVR can record up to four audio inputs.  Highlight the box beside the input and press the 

 button.  A list of cameras appears, and you can select which camera you want associated with 
that audio input. 
 
Highlight Enable Audio-Out and press the  button.  This toggles between enabling and 
disabling audio out. 
 
You can save your Audio changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Alarm-Out Screen 
 
Highlight Alarm-Out in the Devices menu and press the  button.  The Alarm-Out screen 
allows you to change the settings and establish a schedule for each alarm output from the DVR. 
 

 
 

Figure 60 — Alarm-Out Settings screen. 
 
NOTE:  You can change the settings of relay alarm output in the No. 1. 
 
Each alarm output can be given its own title by highlighting the box under the Title heading and 
pressing the  button.  A virtual keyboard appears allowing you to enter the title. 
 
Highlighting the boxes under the Type heading allows to set the alarm output for NO or NC 
(normally open or normally closed). 
 
Highlighting the box beside Dwell Time and pressing the  button allows you to set the dwell 
time of the alarm output.  Dwell times range from 5 seconds to 15 minutes. 
 
Highlighting the Schedule tab causes the Schedule screen to display. 
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Figure 61 — Alarm-Out Schedule screen. 
 
You can add and edit alarm output schedules on this screen.  Highlight the + and press the  
button to add a schedule.  Highlighting the boxes under the Column heading and pressing the 

 button allows you to edit the information in those boxes. 
 
The Day box allows you to select the days that the alarm schedule will be active.  The choices 
are: Sun, Mon, Tue, Wed, Thu, Fri, Sat, M~F, Hol and All. 
 
The Range box allows you to set the time that the alarm schedule will be active in 15-minute 
increments from 00:00 to 24:00. 
 
The Mode box allows you to set how the alarm reacts during the scheduled time.  When set to 
On, the Alarm-Out is active during the scheduled time.  When set to Event, the Alarm-Out is 
only active when there is an Event during the scheduled time. 
 
The Channels box allows you to set which alarm outputs will be active.  You can also select the 
DVR’s internal buzzer. 
 
The  box allows you to delete an alarm output schedule.  You will be asked to confirm 
whether or not you really wish to delete the schedule. 
 
You can save your Alarm-Out changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Display Screen 
 
Highlight Display in the Devices menu and press the  button.  The Display screen allows 
you to select what information will be displayed on the monitor. 
 

 
 

Figure 62 — Display OSD screen. 
 
Highlighting an item and pressing the  button toggles that item On and Off.  When an item is 
On, there is a checkmark in the box beside it.  The following items can be turned On or Off: 
 
 Remote Control — The icon  displays when the DVR can be controlled by the infrared 

remote control. 
 Zoom — The icon  displays on the enlarged video. 
 Network — The icon  displays when the unit is connected to a network via either Ethernet 

or modem. 
 Freeze & Sequence — The icon  displays while in the Freeze mode, and the  displays 

while in the Sequence mode. 
 Screen Group — The number of screen group displays when the DVR is not in the 4x4 

display mode of the 16-channel DVR, and 3x3 mode of the 8-channel DVR. 
 Free Space — The icon  displays when the DVR is in the Recycle mode, and the 

percentage of available storage space displays when the DVR is not in the Recycle mode. 
 Archive — The icon  displays when the DVR is archiving recorded data. 
 Date/Time — The current date and time information displays. 
 User Name — The name of the current user logged in displays. 
 Camera No. — The camera number displays at the top-left corner of each camera screen. 
 Camera Title — The camera title displays at the top-left corner of each camera screen. 
 Record — The record related icons display on each camera screen. 



User’s Manual 

 46 

 Audio — The icon  displays on each camera screen for which the DVR can play live audio 
on a local system, and the icon  displays on each camera for which the DVR is sending 
audio to a PC running RAS. 

 PTZ — The icon  displays on each PTZ camera screen. 
 Text-In — The text input strings display on the screen. 

 
You can adjust the transparency of the setup screens by highlighting Transparency and using 
the Left and Right arrow buttons. 
 
Highlighting OSD Margin… and pressing the  button displays how OSD text will be 
displayed on the monitor.  You can adjust the horizontal and vertical margins so that text and 
icons will not be hidden beyond the edges of the monitor. 
 

 
 

Figure 63 — OSD Margin screen. 
 
Highlight the Main Monitor tab to switch to the Sequence screen. 
 

 
 

Figure 64 — Main Monitor screen. 
 
You can adjust the display dwell time for each camera displayed on the main monitor.   
Highlight the box beside Mode and press the  button.  You can select between Full Sequence 
and Cameo Sequence. 
 
Pressing the SEQUENCE button causes the DVR to sequence cameras, and the DVR can 
sequence cameras in two modes: “Full” and “Cameo”.  In the Full mode, the DVR sequences 
through the cameras and displays them full screen.  In the Cameo mode, the bottom right 
window in a multi-screen format sequences through the cameras. 
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NOTE:  Any cameras that are Off, have lost video or are set to Covert (unless the user 
has authority to view covert cameras) will be excluded from the Cameo sequence. 
 
You can define the screen layout in a variety of formats and set the DVR to sequence through 
the different screen layouts (pages) so that all the cameras will be displayed.  You can also set 
up the DVR to display one camera or a group of cameras all the time while cycling through the 
remaining cameras in a “cameo” window.  This can be done with one camera displayed full 
screen while displaying the cameo window as a PIP (picture in picture), or displaying the 
cameras in a grid pattern with the bottom right window as the cameo.  
 
NOTE:  Sequence cannot be used in the 4x4 display mode of the 16-channel, and 3x3 
mode of the 8-channel DVR. 
 
You can adjust the display dwell time by highlighting the box beside Interval and pressing the 

 button.  You can select dwell intervals ranging from 1 second to 1 minute. 
 
Highlight Event Monitoring On and press the  button.  Pressing the  button toggles 
between On and Off.  When it is On, the DVR will display the camera associated with the event 
when an event occurs. 
 
Highlight the Spot Monitor tab to switch to the Spot Monitor screen. 
 

 
 

Figure 65 — Spot Monitor screen. 
 
You can define which cameras display sequentially on the Spot Monitors.  Highlight the box in 
the Channels column for the desired Spot Monitor and press the  button. 
 
You can save your Display settings by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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Remote Control Screen 
 
Highlight Remote Control in the Devices menu and press the  button.  The Remote 
Control setup screen allows you to select a port and make correct settings for a remote 
keyboard. 
 

 
 

Figure 66 — Remote Control setup screen. 
 
Highlight the box beside Port and select from None, RS232 and RS485.  If the RS232 port and 
RS485 port are in use for PTZ control, networking or text input, the remote keyboard cannot be 
configured. 
 
Highlight Setup… and select the correct Baud Rate, Parity, Data Bits and Stop Bits for the 
device you are connecting to the DVR. 
 
Highlight the box beside Remote Control Product and select the device from the list. 
 
You can save your Remote Control settings by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
 



Digital Video Recorder 

 49 

Recording Settings 
 
Your DVR offers a variety of flexible recording modes.  You can set it up to record all the time 
or to only record events.  It can be set up to continue recording once the hard disk drive is full by 
recording over the oldest video, or you can set it up to alert you when the hard disk is full and 
stop recording. 
 

 
 

Figure 67 — Record menu. 
 
Record Screen 
 
Highlight Record in the Record menu and press the  button.  The Record setup screen 
appears.  
 

 
 

Figure 68 — Record setup screen. 
 
Highlighting Recycle and pressing the  button toggles between On and Off.  In the Recycle 
mode, the DVR records over the oldest video data once all available storage space has been used.  
When Recycle is turned off, the DVR stops recording once all available storage space has been 
used. 
 
Highlight the Event Record Dwell box and set the length of time you would like to record for 
the associated event.  You can set the dwell from 5 seconds to 15 minutes.  Refer to Event 
Actions screen in this chapter for information regarding event recording. 
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Highlight the slide bar beside Auto Deletion, and use the Left and Right arrow buttons to adjust 
the length of time recorded data will be kept from 1 to 99 days.  The DVR automatically deletes 
video recorded earlier than the user-defined period under three conditions: at midnight, 
whenever the system reboots or whenever the user changes the Auto Deletion settings.  
Selecting Never will disable the Auto Deletion function. 
 
Highlighting Use Panic Recording and pressing the  button toggles between On and Off. 
 
Highlight the Panic Recording – Duration box and set the duration of panic recording.  Panic 
recording will stop automatically after the preset duration as long as the PANIC button is not 
pressed to stop the panic recording.  You can set the dwell from 5 minutes to 1 hour.  Select No 
Limit if you want to stop panic recording manually. 
 
Highlighting the Panic Recording – ips and pressing the  button allows you to set the 
images per second for Panic recording.  You can select from 1.00 to 30.00 ips (25.00 ips PAL). 
 
Highlighting the Panic Recording – Quality and pressing the  button allows you to set the 
recorded image quality for Panic recording.  You can select from:  Very High, High, Standard 
and Low. 
 
You can save your Record settings by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
 
Schedule Screen 
 
Highlight Schedule in the Record menu and press the  button, and the Schedule setup screen 
appears.  
 

 
 

Figure 69 — Schedule setup screen. 
 
You can program the DVR to record only during certain times based on time, day of the week, 
and holidays.  The smallest time segment you can use is 15 minutes. 
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Highlighting Schedule On and pressing the  button toggles between On and Off.  In the 
Schedule On mode, the DVR records video based on the schedule established in the Schedule 
screen.  When turning Schedule recording Off, you will be asked to confirm your decision, and 

 displays at the top-left corner of each camera screen.  Panic recording will function even 
when Schedule is turned off.   displays during panic recording. 
 
Highlight the + and press the  button to add a schedule item. 
 
Highlight the box under the Day heading and press the  button to change the days that the 
scheduled recording will take place.  Choose from: Sun, Mon, Tue, Wed, Thu, Fri, Sat, M~F, 
Hol and All. 
 
Highlight the box under the Range heading and press the  button to change the time range 
that the scheduled recording will take place.  The smallest time segment you can use is 15 
minutes.  
 
Highlight the box under the Mode heading and press the  button to change the recording 
mode that will be used.  Choose from: No Record, Time, Event and Time & Event. 
 
When the DVR is in the No Record mode, it will not record during the preset day and time 
range as long as the PANIC button is not pressed.  Use the No Record mode when you do NOT 
want the DVR to record during certain times. 
 
When the DVR is in the Time mode, the  icon displays at the top-left corner of the screen.  
The DVR will record and displays the  icon at the top-left corner of the screen during the 
scheduled times. 
 
When the DVR is in the Event mode, the red  icon displays at the top-left corner of the screen.  
The DVR will record and displays the  icon at the top-left corner of the screen when any event 
occurs.  When the DVR is in the Pre-Event recoding mode, the yellow  icon displays when 
there is no event, and the DVR is not recording.  When the DVR is in the Pre-Event mode, the 
red  and  display when any event occurs and the DVR starts recoding. 
 
When the DVR is in the Time & Event mode, the DVR will follow the Time settings and the  
icon displays.  The DVR follows the Event settings and the  icon displays. 
 
Highlight the box under the Channels heading and press the  button to select which cameras 
will be recorded.  
 
Highlight the box under the Settings heading and press the  button to define the recording 
settings.  You can set the ips and Quality of the recording for any modes you set up in the Mode 
column.  If you do not set the ips and Quality in the Settings column, the DVR will follow the 
default settings.  See below for details. 
 
Highlight the box under the  heading and press the  button to delete the recording settings.  
You will be asked to confirm that you want to delete the settings.  
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Highlight Default… and press the  button.  The Default screen appears. 
 

 
 

Figure 70 — Default setup screen. 
 
Highlighting boxes under ips and pressing the  button allows you to set the images per 
second for Time and Event recording.  You can select from 1.00 to 30.00 ips (25.00 ips PAL). 
 
Highlighting boxes under Quality and pressing the  button allows you to set the recorded 
image quality for Time and Event recording.  You can select from:  Very High, High, 
Standard and Low. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Pre-Event Screen 
 
Highlight Pre-Event in the Record menu and press the  button, and the Pre-Event setup 
screen appears.  If you do not have Event set up in the Record Schedule, a message will display 
alerting you to this fact. 
 

 
 

Figure 71 — Pre-Event setup screen. 
 
When the DVR is in the Event Record mode it is possible to have it record images before the 
event occurs.  The Pre-Event screen allows you to define how to handle pre-event recording. 
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You can turn individual cameras On or Off for pre-event recording.  The image speed can be set 
from 1.00 to 30.00 ips (25.00 ips PAL), and image quality can be selectable from Very High, 
High, Standard and Low. 
 
You can set the amount of time to record prior to the event by adjusting the Dwell.  You can set 
the Dwell from 5 seconds to 30 minutes.  The longer the dwell set, the fewer maximum ips can 
be set. 
 
NOTE:  When the DVR is in the Time or Time & Event mode, it ignores the pre-event 
settings and follows the time settings. 
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
Archive Screen 
 
Highlight Archive in the Record menu and press the  button, and the Archive setup screen 
appears. 
 

 
 

Figure 72 — Archive setup screen. 
 
Highlight Archive On and press the  button to toggle between On and Off. 
 
NOTE:  If you have not set up a storage device for archiving, a message appears 
notifying you of this. 
 
Select the Days and Time Range you want archived. 
 
You can accept the Archive Data Range by leaving the default checkmarks in the Last 
Archived and Continue boxes.  If you wish to enter specific times and dates in From and To, 
toggle the checkmarks Off and then enter the time and date. 
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Highlight Recycle and press the  button to toggle between On and Off.  When Recycle is On 
and the storage device is full, the newest archived video data will overwrite the oldest archived 
data.  When Recycle is Off, the DVR will stop archiving video data until more space is made 
available.  
 
You can save your changes by highlighting Save and pressing the  button.  Selecting Cancel 
exits the screen without saving the changes. 
 
 
Event Settings 
 
Your DVR can be set to detect many different events.  You can also determine how it reacts to 
these events. 
 

 
 

Figure 73 — Event menu. 
 
Alarm-In Screen 
 
Highlight Alarm-In in the Event menu and press the  button.  The Alarm-In setup screen 
appears. 
 

 
 

Figure 74 — Alarm-In Settings screen. 
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The alarm terminal strip on the back of the DVR has inputs associated with each alarm.  You 
can set up each input on the Alarm-In screen.  You can turn each input On or Off by 
highlighting the alarm number and pressing the  button. 
 
Each input can be given a title.  Highlight the desired Title box and press the  button.  A 
virtual keyboard appears allowing you to enter a title name. 
 
Each input can be set as NO (normally open) or NC (normally closed). 
 
Highlight the Actions 1 and Actions 2 tabs, and the Actions 1 and Actions 2 setup screens 
appear. 
 

 
 

Figure 75 — Alarm-In Actions 1 screen. 
 
You can set the actions the DVR will take whenever it senses an input on one of its alarm input 
connectors. 
 
Highlight the desired box under the Record heading, and press the  button.  A list of cameras 
appears.  Select the cameras that you want the DVR to record whenever it detects an input on the 
associated alarm input. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the desired box under the Alarm-Out heading, and press the  button.  A list of 
Alarm Outputs and Beep appear.  Select the Alarm Output connectors that you would like to 
activate whenever the DVR detects an input on the associated alarm input.  You can also set the 
DVR’s internal buzzer to sound. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
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Highlight the desired box under the Notify heading, and press the  button.  The Alarm-In 
Notify menu appears. 
 

 
 

Figure 76 — Alarm-In Notify menu. 
 
You can toggle the entire list On and Off by highlighting Notification and pressing the  
button.  You can toggle the individual items On and Off by highlighting that item and pressing 
the  button.  Highlight OK and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 77 — Alarm-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to whenever the DVR detects an input on the associated alarm input. 
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Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of 
SPOT monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  
The DVR will display the associated camera on the SPOT monitor whenever it detects an input 
on the associated alarm input. 
 
You can save your Alarm-In changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Motion Detection Screen 
 
Highlight Motion Detection in the Event menu and press the  button.  The Motion Detection 
setup screen appears. 
 

 
 

Figure 78 — Motion Detection Settings screen. 
 
Your DVR has built-in video motion detection.  Video motion detection can be turned On or Off 
for each camera. 
 
Highlighting the box under the Sensitivity heading and pressing the  button allows you to 
adjust the DVR’s sensitivity to motion for Daytime and Nighttime independently.  There are 
five settings with 1 being the least sensitive and 5 being the most sensitive. 
 

 
 

Figure 79 — Motion Detection Sensitivity screen. 
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You can adjust the minimum number of detection blocks that must be activated to trigger a 
motion alarm.  Highlighting the box under the Min. Blocks heading and pressing the  button 
allow you to adjust the minimum number of detection blocks for Daytime and Nighttime 
independently.  Smaller numbers provide greater sensitivity because fewer detection blocks 
must be activated. 
 

 
 

Figure 80 — Motion Detection Min. Blocks screen. 
 
Turning Zone View On will allow you to observe how the DVR is reacting to motion.  When in 
the motion viewing mode, the detection zone of video will be displayed.  Any detected motion 
within the zone will be displayed in red. 
 
You can define the area of the image where you want to detect motion; e.g., a doorway.  
Highlight the box under the Zone heading, and press the  button.  The Motion Detection 
Zone screen displays. 
 

 
 

Figure 81 — Motion Detection Zone screen. 
 
The Motion Detection Zone screen is laid over the video for the selected camera.  You can set 
up motion detection zones by selecting or clearing blocks.   
 
NOTE:  You can set up motion zones one block at a time in groups of 8 or 16 individual 
block groups (8- and 16-channel DVR respectively).  A block group is positioned within 
the image area using the Up and Down arrow buttons, and individual blocks within the 
block groups are selected or cleared using the camera buttons. 
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Press the  button to display the menu screen.  The menu on the setup screen has the following 
functions: 
 

 
 

Figure 82 — Motion Detection Zone menu. 
 

Select — Activates highlighted blocks to detect motion. 
Clear — Deactivates highlighted blocks so that they will not detect motion. 
Reverse — Activates inactive highlighted blocks and deactivates active highlighted blocks. 
Select All — Activates all blocks to detect motion. 
Clear All — Deactivates all blocks so that they will not detect motion. 
Reverse All — Activates inactive blocks and deactivates active blocks. 
OK — Accepts changes and closes Zone setup. 
Cancel — Exits Zone setup without saving changes. 

 
You can control excessive event logging and remote notification of motions detected after the 
motion dwell time by adjusting the motion ignoring dwell intervals.  Highlight the box beside 
Motion Ignoring Interval and press the  button.  A list of intervals ranging from 1 to 10 
seconds or Never appears.  The DVR will not log and notify motion events occurred during the 
preset interval range. 
 
NOTE:  The record action for motion events will not be affected by the Motion Ignoring 
function. 
 
Highlighting Daytime Setup and pressing the  button allow you to set up the Daytime range. 
 

 
 

Figure 83 — Daytime Setup screen. 
 
Highlight the box beside Daytime and press the  button.  Use the Up and Down arrow 
buttons to set the Daytime range.  The DVR will consider the remaining time range as the 
Nighttime. 
 
Highlight the Actions 1 and Actions 2 tabs and the Motion Detection Actions 1 and Actions 2 
screens display. 
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Figure 84 — Motion Detection Actions 1 screen. 
 
The DVR can be set to react to motion detection differently for each camera.  Each camera can 
be associated with another camera, trigger an Alarm-Out connector, sound the DVR’s internal 
buzzer, notify a number of different devices, move PTZ cameras to preset positions, and/or 
display a camera on a SPOT monitor. 
 
NOTE:  You can associate multiple cameras with a camera that detects motion. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  
You can associate as many cameras with that camera as you wish.  If the DVR detects motion on 
the selected camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm 
Outputs appears.  You can associate as many Alarm-Outs with that camera as you wish.  When 
the DVR detects motion on the selected camera’s input, it triggers output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if 
motion is detected on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire 
list On and Off by highlighting Notification and pressing the  button.  You can toggle the 
individual items On and Off by highlighting that item and pressing the  button.  Highlight OK 
and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
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Figure 85 — Motion Detection Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to whenever the DVR detects motion on the selected camera’s input. 
 
Highlight the desired box under the Spot Monitor heading, and press the  button.  A list of 
SPOT monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  
The DVR will display the associated camera on the SPOT monitor whenever it detects motions 
on the selected camera. 
 
You can save your Motion Detection changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Video Loss Screen 
 
Highlight Video Loss in the Event menu and press the  button.  The Video Loss setup 
screen appears. 
 

 
 

Figure 86 — Video Loss Settings screen. 
 
The DVR checks to see if anything is obscuring the camera.  Highlight the slider bar beside 
Check Obscuration, and use the Left and Right arrow buttons to adjust the setting.  The 
sensitivity can be set from Never to 126 (extremely sensitive). 
 
Highlight the Actions 1 and Actions 2 tabs and the Video Loss Actions 1 and Actions 2 screens 
display. 

 

 
 

Figure 87 — Video Loss Actions 1 screen. 
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The DVR can be set to react to video loss differently for each camera.  Each camera can be 
associated with another camera, trigger an Alarm-Out connector, sound the DVR’s internal 
buzzer, notify a number of different devices, move PTZ cameras to preset positions, and/or 
display a camera on a SPOT monitor. 
 
Highlight the box under the Record heading and press the  button.  A list of cameras appears.  
You can associate as many cameras with that camera as you wish.  If the DVR detects video loss 
on the selected camera, it starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
 
Highlight the box under the Alarm-Out heading and press the  button.  A list of Alarm 
Outputs appears.  You can associate as many Alarm-Outs with that camera as you wish.  When 
the DVR detects video loss on the selected camera, it will trigger output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if video 
is lost on the selected camera. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box under the Notify heading and press the  button.  You can toggle the entire 
list On and Off by highlighting Notification and pressing the  button.  You can toggle the 
individual items On and Off by highlighting that item and pressing the  button.  Highlight OK 
and press the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 88 — Video Loss Actions 2 screen. 
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Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset position for each PTZ camera, where you want PTZ cameras to move 
to when the DVR detects video loss on the selected camera’s input. 
 
Highlight the box under the Spot Monitor heading and press the  button.  A list of SPOT 
monitors and cameras appears.  Each SPOT monitor can be associated with a camera.  The DVR 
will display the associated camera on the SPOT monitor whenever it detects video loss on the 
selected camera. 
 
You can save your Video Loss changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
 
Text-In Screen 
 
Highlight Text-In in the Event menu and press the  button.  The Text-In setup screen 
appears. 
 

 
 

Figure 89 — Text-In Settings screen. 
 
The DVR can be set to react to text input from devices such as ATMs (Automated Teller 
Machines) and POS (Point of Sale; i.e., cash registers).  This screen allows you to configure the 
DVR for each text-in device. 
 
Highlight the box under the Setup heading, and press the  button.  Selecting the Setup 
heading changes all the parameters excluding Port settings of all the text input channels. 
 
NOTE:  The system performance might be affected when a large quantity of text inputs 
are detected from several channels at the same time.  
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Figure 90 — Text-In Device Settings screen. 
 
Highlight the box beside Port, and press the  button.  Select from None, RS232, RS485 and 
USB-Serial (1~8). 
 
NOTE:  If you have set the Port as None, you will not be able to make any changes to the 
screen. 
 
NOTE:  When using the USB to serial text-in device, do NOT remove the USB cable from 
the port while the system is running. 
 
Highlight Setup…, and press the  button.  Use the ATM or POS manufacturer’s 
recommended settings when configuring the RS232, RS485 or USB-Serial ports. 
 
Highlight the box beside Text-In Product, and press the  button.  Select your device from the 
list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for 
different types of text input devices, and there will be different parameter boxes for you 
to enter information. 
 
Highlight the box beside Transaction Start, and press the  button.  Use the virtual keyboard 
to enter the Transaction Start string.  Refer to the device manufacturer’s documentation for the 
text string that the device first sends when a transaction starts. 
 
If you want the DVR to react to any character sent from the text input device, you will want to 
turn On Any Character.  Highlight Any Character, and press the  button to toggle between 
On and Off. 
 
NOTE:  If Any Character is turned On, you will not be able to enter any text in the 
Transaction Start box. 
 
Highlight the box beside Transaction End, and press the  button.  Use the virtual keyboard 
to enter the Transaction End string.  Refer to the device manufacturer’s documentation for the 
text string that the device sends when a transaction ends. 
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Highlight the more line(s) box, and press the  button.  Select the number of additional lines 
of text that you want the DVR to record.  You can choose from 0 to 10. 
 
Highlight the box beside Line Delimiter, and press the  button.  Use the virtual keyboard to 
enter the character(s) that the device uses to indicate the end of a line.  Special characters can be 
created using ^ and a capital letter; e.g., ^J for NL (New Line), ^M for CR (Carriage Return).  
Refer to the device manufacturer’s documentation for Line Delimiter character(s). 
 
Highlight the box beside Ignore String, and press the  button.  Use the virtual keyboard to 
enter any strings of text that you want the DVR to ignore.  Refer to the device manufacturer’s 
documentation for text strings that the device sends during transactions, so you will know which 
ones you do not want recorded. 
 
Highlight the Case Sensitive box, and press the  button to toggle between On and Off.  
Refer to the device manufacturer’s documentation to determine if the text strings are Case 
Sensitive.  If the device distinguishes between upper and lower case letters, make certain the 
Case Sensitive box is turned On. 
 
Highlight the Actions 1 and Actions 2 tabs and the Text-In Actions 1 and Actions 2 screens 
display. 
 

 
 

Figure 91 — Text-In Actions 1 screen. 
 
The DVR can be set to react to text input.  Text input can be associated with cameras, trigger an 
Alarm-Out connector, sound the DVR’s internal buzzer, notify a number of different devices, 
move PTZ cameras to preset positions, and/or display a camera on a SPOT monitor. 
 
Highlight the box beside Record and press the  button.  A list of cameras appears.  You can 
associate as many cameras with the Text Input as you wish.  If the DVR detects text input, it 
starts recording video from all the associated cameras. 
 
NOTE:  For the Record action, the camera you select should be set to the Event or Time 
& Event recording mode in the Record Schedule setup screen. 
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Highlight the box beside Alarm-Out and press the  button.  A list of Alarm Outputs appears.  
You can associate as many Alarm-Outs with the Text Input as you wish.  When the DVR detects 
text input, it triggers output signals on all the associated Alarm-Out connectors.  You can also 
have the DVR’s internal buzzer sound if text input is detected. 
 
NOTE:  For the Alarm-Out action, the alarm output and beep you select should be set to 
the Event mode in the Alarm-Out setup screen (Schedule tab). 
 
Highlight the box beside Notify and press the  button.  You can toggle the entire list On and 
Off by highlighting Notification and pressing the  button.  You can toggle the individual 
items On and Off by highlighting that item and pressing the  button.  Highlight OK and press 
the  button to accept your changes. 
 
NOTE:  For the Notify action, the notify item you select should be enabled in the 
Notification setup screen and the DVR should be registered in the RAS (Remote 
Administration System). 
 

 
 

Figure 92 — Text-In Actions 2 screen. 
 
Highlight the desired box under the PTZ heading, and press the  button.  A list of PTZ presets 
appear.  Select the preset positions for each PTZ camera, where you want PTZ cameras to move 
to when the DVR detects text input. 
 
Highlight the box beside Spot Monitor and press the  button.  A list of SPOT monitors and 
cameras appears.  Each SPOT monitor can be associated with a camera.  The DVR will display 
the associated camera on the SPOT monitor whenever it detects an input on the selected text-in 
device. 
 
You can save your Text-In changes by highlighting Save and pressing the  button.  Selecting 
Cancel exits the screen without saving the changes. 
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System Event Screen 
 
Highlight System Event in the Event menu and press the  button.  The System Event setup 
screen appears. 
 

 
 

Figure 93 — Health Check screen. 
 
The DVR can be configured to run self-diagnostics and report the results. 
 
Highlighting the box beside System and pressing the  button allows you to select the interval 
that you want the DVR to run self-diagnostics on the system.  You can select from 1 hr. to 30 
days or Never. 
 
Highlight the Setup... box beside Check Recording and press the  button.  The Check 
Recording screen appears.  Highlighting Schedule On and pressing the  button toggles On 
and Off.  When set to On, you can select the day, time range and interval that you want the DVR 
to run self-diagnostics on the recorder.  The Interval can be selectable from 1 min. to 7 days or 
Never.  The  box allows you to delete a check recording schedule. 
 



Digital Video Recorder 

 69 

 
 

Figure 94 — Check Recording screen. 
 
Highlighting the box under the Interval heading beside each alarm-in and pressing the  
button allows you to change the interval that you want the DVR to run self-diagnostics on 
Alarm Inputs.  You can select from 1 hr. to 30 days or Never. 
 
Highlight the Storage tab and the Storage screen displays. 
 

 
 

Figure 95 — Storage screen. 
 
Highlight the box beside Disk Bad Notify, and press the  button.  Select percentage level of 
bad disk sectors at which you want the DVR to trigger an alert.  Percentage levels range from 
10% to 90%. 
 
Highlight the box beside Disk Almost Full Notify, and press the  button.  Select the 
percentage level of disk usage at which you want the DVR to trigger an alert.  Percentage levels 
range from 80% to 99%. 
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Highlight the Setup… box beside Disk S.M.A.R.T., and press the  button.  The S.M.A.R.T. 
Setup screen appears. 
 

 
 

Figure 96 — S.M.A.R.T. Setup screen. 
 
Highlight Enable, and press the  button to toggle between On and Off. 
 
NOTE:  If Enable is turned Off, you will not be able to make changes to any of the boxes. 
 
Highlight the box beside Check Time, and press the  button.  You can select from Monthly, 
Weekly and Daily.  If you select Monthly, you will be asked to set the Day of the Month and 
Time.  If you select Weekly, you will be asked to set the Day of the Week and Time.  If you 
select Daily, you will be asked to set the Time. 
 
Highlight the first box beside Temperature Threshold, and press the  button.  Use the Up 
and Down arrow buttons to scroll through the numbers.  Refer to the hard disk drive 
manufacturer’s documentation for the correct temperature setting.  If the temperature of hard 
disk drive exceeds the defined threshold, the system triggers an alert. 
 
Highlight the second box beside Temperature Threshold, and press the  button.  Select 
either ºC (Celsius) or ºF (Fahrenheit), and press the  button. 
 
The box beside Last Check-Time displays the Date and Time of the last S.M.A.R.T. check. 
 
Highlight OK, and press the  button to accept the changes.  Selecting Cancel exits the screen 
without saving the changes. 
 
Highlight the Actions tab and the System Event Actions screen displays. 
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Figure 97 — System Event Actions screen. 
 
The DVR can be set to react to system events.  System events can be associated with an 
Alarm-Out connector, sound the DVR’s internal buzzer, and/or notify a number of different 
devices. 
 
Highlight the Alarm-Out box beside the desired event (Check Recording, Check Alarm-In, 
Disk Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk S.M.A.R.T.), and press 
the  button.  A list of Alarm Outputs appears.  You can associate as many Alarm-Outs with 
the Event as you wish.  If the DVR detects that event, it triggers output signals on all the 
associated Alarm-Out connectors.  You can also have the DVR’s internal buzzer sound if an 
event is detected. 
 
NOTE:  Alarm-Out action cannot be set to System and Panic Record events. 
 
Highlight the Notify box beside the desired event (System, Panic Record, Check Recording, 
Check Alarm-In, Disk Almost Full, Disk Full, Disk Bad, Disk Temperature, or Disk 
S.M.A.R.T.), and press the  button.  You can toggle the entire list On and Off by highlighting 
Notification and pressing the  button.  You can toggle the individual items On and Off by 
highlighting that item and pressing the  button.  Highlight OK and press the  button to 
accept your changes. 
 
NOTE:  Mail notify is the only option available for the System event. 
 
NOTE:  For the Notify action to work, the DVR should be registered in the RAS (Remote 
Administration System). 
 
You can save your System Event changes by highlighting Save and pressing the  button.  
Selecting Cancel exits the screen without saving the changes. 
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Event Status Screen 
 
Highlight Event Status in the Event menu and press the  button.  The Event Status screen 
appears. 
 

 
 

Figure 98 — Event Status screen. 
 
The Event Status screen displays the status of the DVR’s systems and inputs.  Events will be 
highlighted, and related channels or events will flicker for five seconds when detected. 
 
Alarm-In, Motion, Video Loss and Text-In will be highlighted when each event is detected 
based on the settings you made in the Alarm-In, Motion Detection and Text-In setup screen on 
the Event menu. 
 
Check Alarm-In and Check Recording will be highlighted when each event is detected based 
on the settings you made in the System Event setup screen on the Event menu. 
 
Panic Record will be highlighted while the DVR is in the panic recording mode. 
 
Disk Almost Full will be highlighted when the DVR is not in the Recycle mode and the level of 
disk usage reaches the Disk Almost Full percentage you made in the System Event setup screen 
on the Event menu.  Disk Full will be highlighted when the DVR is not in the Recycle mode and 
all available storage space has been used. 
 
Highlighting the Storage tab will display the hard disk drive status.  Refer to the Storage 
Screen section for details. 
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Chapter 4 — Operation 
 
 
NOTE:  This chapter assumes your DVR has been installed and configured.  If it has not, 
please refer to Chapters 2 and 3. 
 
The DVR’s controls are similar to a VCR.  As with a VCR, the main functions are recording and 
playing back video.  However, you have much greater control over recording and playing back 
video.  You can establish recording schedules based on time of day and day of the week.  The 
DVR allows you to search through the recorded video using much more sophisticated tools than 
those available with VCRs.  Additional DVR features that are not available with VCRs are 
remote control and viewing, and recording video at the same time you are watching previously 
recorded video. 
 
The front panel controls are described in Chapter 3 — Configuration. 
 
 
Turning on the Power 
 
Once you have installed the DVR following the instructions in Chapter 2 — Installation, it is 
ready to record.   
 
 
Live Monitoring 
 
As soon as the DVR completes its initialization process, it will begin showing live video on the 
attached monitor and playing live audio through the attached speaker.  The default mode is to 
display all cameras at once.  Pressing any camera button will cause that camera to display full 
screen.  It displays live video and plays live audio until the user enters another mode. 
 
Pressing the DISPLAY button cycles the DVR through the different display formats. 
 
The DVR can be set to display full-screen video for a preset dwell time when an Event occurs.  
Video from the lowest camera number associated with the event sensor will be displayed, the 
DVR will return to the previous screen format after event monitoring dwell time expires.  While 
the event monitoring is activated, the monitoring for all other subsequent events will be ignored.  
Pressing individual camera buttons or the DISPLAY button during event monitoring releases the 
current event monitoring and displays the selected camera or returns to the previous screen 
format. 
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Pressing the SEQUENCE button causes the cameras to display sequentially.  When in one of the 
multi-view formats, pressing this button will cause the DVR to go through predefined screen 
layouts (Full Sequence).  Or, the bottom, right screen will display live cameras sequentially 
(Cameo Sequence).  Selecting another display mode, or pressing the SEQUENCE button again 
exits the Sequence mode.  When in one of the multi-view formats, pressing the Left or Right 
arrow buttons will cause the DVR to go to the previous or the next page.  For example, if you 
press the Right arrow button in the 2x2 format, the DVR changes pages as follows: 
 

 
 
If all the cameras in a page are Off, have lost video or are set to Covert (unless the user has 
authority to view covert cameras), that page will be excluded from the sequence. 
 
NOTE:  The Full Sequence for the full sequence monitoring and the Cameo Sequence for 
the cameo sequence monitoring should be selected in the Display setup screen 
(Sequence tab). 
 
Pressing the FREEZE button will freeze the current image on the screen until you press the 
button again.  While in the Freeze mode, the icon  displays in bottom-left corner if Freeze is 
selected in the Display setup screen (OSD tab). 
 
To display cameras sequentially on a spot monitor, press the SPOT button and select the Spot 
Monitor and Sequence from the menu. 
 
Active Cameo Mode 
 
You can enter the Active Cameo mode by pressing the  button in any multi-view format.  The 
yellow outline surrounding the video indicates the active cameo, and pressing the arrow buttons 
moves the active cameo.  Pressing the  button while in the Active Cameo mode exits the 
Active Cameo mode.  The active cameo mode will remains in effect for 15 seconds if there is no 
further operation. 
 
In active cameo mode, press the button for the camera you want displayed as active cameo. 
After setting the camera number to active cameo, the DVR moves the active cameo to the next 
cameo.  You can change the screen layout in this way.  
 
PIP Mode 
 
You can display a Picture-in-Picture by pressing the DISPLAY button.  You can change the 
location of the PIP counterclockwise and clockwise by pressing the Up and Down arrow 
buttons and change its size by turning the Jog Dial clockwise or counterclockwise. 
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Zoom Mode 
 
You can enlarge an area of the video by pressing the ZOOM button.  For a few seconds after 
pressing the ZOOM button, a PIP displays.  Inside the PIP, a rectangle shows the area that is 
enlarged.  You can move the rectangle around using the arrow buttons.  While in the Zoom 
mode, you can enlarge the area more by pressing the  button.  The Zoom mode options are 2x, 
3x and 4x.  Exit the Zoom mode by pressing the ZOOM button.  While in the Zoom mode, the 
icon  displays in bottom-left corner if Zoom is selected in the Display setup screen (OSD 
tab). 
 
PTZ Mode 
 
If a user who has PTZ Control authority logs into the system, the user can control PTZ cameras.  
The DVR will control cameras with Pan, Tilt and Zoom capabilities.  Press the PTZ button to 
enter the PTZ mode and press the button again to exit the PTZ mode.  You can control the 
camera using front panel control buttons, by setting up presets or by selecting the expanded PTZ 
features. 
 
Select the PTZ camera you wish to control by selecting it from the menu.  The icon  
displays on the PTZ camera screen. 
 

 
 

Figure 99 — PTZ Select Camera menu. 
 
To use the front panel buttons, press the Left and Right arrow buttons to pan left and right.  
Press the Up and Down arrow buttons to tilt the camera up and down.  Press the button to 
zoom in, and press the  button to zoom out.  You can use the  and  buttons to focus the 
image. 
 
You can establish preset positions for PTZ cameras.  Press the  to establish Presets. 
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Figure 100 — PTZ Preset screen. 
 
You can quickly move PTZ cameras to Preset positions.  Press the  to view an established 
camera Preset position. 
 

 
 

Figure 101 — Preset view screen. 
 
You can save camera position settings as “presets” so that you can go directly to desired views.  
Once you have the camera at the desired settings, press the  button, and the PTZ Preset 
dialog box will appear.  Select the number you want to assign to the preset and press the  
button.  Use the virtual keyboard to enter the preset name.  Press the  button to load the PTZ 
preset and the Preset View dialog box will appear.  Select the desired preset and press the  
button to load the preset. 
 
Pressing the MENU button displays the following PTZ menu.  Set the feature you wish to 
control by selecting it from the menu.  Refer to the camera manufacturer’s instructions for the 
proper settings.  Depending on the camera specifications, some features may not be supported. 
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Figure 102 — PTZ menu. 
 
You can use a mouse for convenient PTZ control.  Position the mouse pointer at the bottom of 
the screen, and the following PTZ toolbar will display. 
 

 
 

Figure 103 — PTZ controls 
 
Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position 
the mouse pointer at the bottom of the screen.  Change the toolbar location by clicking the 
empty space on the left side of the toolbar and drag it to where you want it located on the screen.  
Use the arrow buttons on the toolbar to pan or tilt the camera in the direction you want.  The 
other controls on the toolbar perform as described below: 
 

  Zoom In / Out 
  Focus Near / Far 
  Iris Open / Close 
  Set / Load Preset 

 
Image Adjustment 
 
NOTE:  It is important that cameras and monitors are correctly installed and adjusted 
prior to making any image adjustments using the DVR’s controls. 
 
If a user who has Color Control authority logs into the system, the user can adjust the image.  
Pressing and holding a camera button for a few seconds displays an image adjustment dialog.  
You can control brightness, contrast, hue and saturation for each camera. 
 
NOTE:  Any image adjustments you make will be applied to both the live video on the 
monitors and the recorded video. 
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Event Monitoring 
 
When an event occurs, the DVR will display the camera associated with the event if Event 
Monitoring On is selected in the Display setup screen (OSD tab). 
 
How the cameras are displayed depends on the number of cameras associated with the event.  If 
one camera is associated with the event, the DVR will display the camera full screen.  If two to 
four cameras are associated with the event, the DVR will display the cameras on a 2x2 screen.  
If five to nine cameras are associated with the event, the DVR will display the cameras on a 3x3 
screen.  If 10 or more cameras are associated with the event, the DVR will display the cameras 
on a 4x4 screen.  
 
Event monitoring lasts for the dwell time set for event recording.  After the dwell time has 
elapsed, the monitor returns to the previous screen unless another event has occurred.  If you 
want to return to the live monitoring mode before the dwell time has elapsed, press the 
DISPLAY button or one of the camera buttons. 
 
 
Covert Camera 
 
If a camera is set up as Covert 1 in the Camera setup screen (Settings tab), that camera will not 
be displayed unless a user with Covert Camera View authority logs into the system.  However 
the camera title and status icons will be displayed on the monitor. 
 
If a camera is set up as Covert 2 in the Camera setup screen (Settings tab), that camera appears 
to be Off unless a user with Covert Camera View authority logs into the system.  The camera 
title will be grayed out and status icons will not be displayed on the monitor. 
 
NOTE:  When a camera is set up as Covert 1, the DVR displays the camera title and 
status icons on the covert video.  When set up as Covert 2, the DVR displays only 
camera title on the covert video. 
 
If a user who has Covert Camera View authority logs into the system, the user can view video 
from cameras set to Covert 1 or Covert 2 including the camera titles and status icons. 
 
 
Spot Monitoring 
 
You can select the camera you want to display on a Spot Monitor.  Press the SPOT button on the 
front panel or remote control, and select one of four Spot Monitors.  Then, select the camera to 
be displayed on the Spot Monitor. 
 



Digital Video Recorder 

 79 

 
 

Figure 104 — Spot Monitor menu. 
 
If you want to display more than one camera on a Spot Monitor, you can display them 
sequentially.  In the Spot Monitor selection mode, press the SEQUENCE button on the front 
panel or remote control, or select Sequence On from the menu to start displaying cameras 
sequentially.  Press the SEQUENCE button or select Sequence On again to stop sequencing 
on the Spot Monitor.  Any cameras that are Off, have lost video or are set to Covert (unless the 
user has authority to view covert cameras) will be excluded from the sequence. 
 

 
 

Figure 105 — Sequence menu. 
 
When the Spot Monitor is in the sequence mode, you can set the camera’s display dwell time.  
Refer to Chapter 3 – Configuration – Display Screen section for details.  
 
 
Using a Mouse 
 
You can use a mouse instead of the front panel buttons to perform many of the DVR functions.  
The following operations are supported when using a mouse during live monitoring. 
 
When in one of the multi-view formats (e.g., PIP, 2x2, 3x3 or 4x4), clicking the mouse button 
on a camera image switches that camera to full screen.  Clicking the mouse button again returns 
to the previous multi-view format. 
 
When in one of the multi-view formats, scrolling the mouse wheel up and down operates the 
same as pressing the DISPLAY button by switching the screen format between PIP, 2x2, 3x3 
and 4x4. 
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Clicking the right mouse button during live monitoring displays the following menu: 
 

 
 

Figure 106 — Mouse menu. 
 
Selecting Freeze, PTZ… and Spot Monitor… is the same as pressing the FREEZE, PTZ and 
SPOT buttons as described above in the Live Monitoring section of this chapter.  
 
Selecting Zoom… zooms in on the live image.  While in the zoom mode, there are two ways to 
move around the enlarged portion of the video.  First, there is a PIP located in right-bottom 
corner.  The PIP has a rectangle showing what area of the image has been enlarged.  Click inside 
the PIP to move to another area of the image you want enlarged.  Second, click and hold the 
mouse button on the enlarged video and drag the video.  
 
Selecting Display shows the following menu:  
 

 
 

Figure 107 — Mouse Display menu. 
 
Clicking Camera and selecting the camera number is the same as pressing the individual 
camera buttons on the front panel which displays the selected camera full screen.  When in the 
PIP display mode, clicking the right mouse button and selecting PIP changes the location and 
the size of the PIP. 
 
Selecting PIP, 2x2, 3x3 and 4x4 display the cameras in the selected multi-view screen mode. 
 
Clicking Previous Group or Next Group is the same as pressing the Left or Right buttons on 
the front panel which moves to the previous or next page.  
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Selecting Edit Group supports the active cameo function.  Select Edit Group and choose a 
camera that you want to change display position (e.g., Camera A).  Then, click the right mouse 
button to display the menu.  If you select another camera in the menu (e.g., Camera B), the 
screen displays Camera B instead of Camera A.  When in the 4x4 format, Camera A and 
Camera B will switch positions. 
 
 
Recording Video 
 
Once you have installed the DVR following the instructions in Chapter 2 — Installation, it is 
ready to record.  The DVR will start recording based on the settings you made in the Record 
setup screen.  See Chapter3 — Configuration. 
 
Recycle On or Recycle Off.  The factory default is Recycle On.  It does this by recording 
over the oldest video once the hard disk is full.  Setting the DVR to Recycle Off causes it to 
stop recording once the hard disk is full. 
 
Standard or High.  The factory default resolution is Standard, and you can set the resolution 
for each camera individually.  When set to Standard, the DVR has a maximum recording speed 
of 240 ips.  When set to High, the DVR has a maximum recording speed of 120 ips. 
 
Pressing the PANIC button starts panic recording of all cameras, and pressing the button again 
stops panic recording.  If you set the Panic Recording Duration in the Record Screen, panic 
recording will stop automatically according to the preset duration as long as the PANIC button 
is not pressed. 
 
NOTE:  When the DVR is not in the Recycle mode and all available storage space has 
been used, panic recording will not operate. 
 
Although you will be able to record without changing the unit from its original factory settings, 
you will want to take advantages of the DVR’s many tools.  See Chapter 3 — Configuration for 
detailed descriptions of the recording mode options.   
 
 
Recording Audio 
 
If the DVR was set up to record audio, it will record audio from up to four inputs when video is 
recording. 
 
NOTE:  Make certain you comply with all local and federal laws and regulations when 
recording audio. 
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Playing Recorded Video 
 
If a user who has Search authority logs into the system, the user can view recorded image.  
Once video has been recorded, you can view it by pressing the PLAY/PAUSE button. 
 
The DVR supports the Triplex function: monitoring, recording and playing back at the same 
time.  Pressing the SEARCH/STOP button while in the live monitoring mode enters the Triplex 
mode and displays the Select Playback Camera menu. 
 

 
 

Figure 108 — Select Playback Camera menu. 
 
Selecting All Channels plays back video of all cameras.  The DVR maintains the same display 
format as it does in the live mode except for the PIP format.  You can also change the screen 
layout in the same way as you do in the live mode. 
 
Selecting the camera number under Triplex enters the Triplex mode and plays back video of the 
selected camera.  When in the single-screen display format, the camera currently displayed on 
the screen will be selected and when in the PIP display format, the camera displayed on the PIP 
screen will be selected for the search channel.  During the Triplex mode, the DVR maintains the 
same display format as it does in the live mode.  A red outline surrounding the video and the 
camera title indicates the search channel. While in the Triplex Mode, the DVR continues 
recording cameras as they were set up in the recording schedule.  Also, live monitoring will 
continue except for the camera that has been selected for playback. 
 
When playing video for the first time, the DVR will display the most recent image.  When 
playing video subsequent times, the DVR will start playing video from the last recalled image.  
Recorded audio will be played when the DVR displays a camera with recorded audio in full 
screen mode.  Pressing the PLAY/PAUSE button again will freeze the video on the screen. 
 
NOTE:  Only the administrator and users with Covert Camera View authority can view 
video from covert cameras.  The covert cameras in the playback mode are determined 
by the current camera settings. 
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RW (Rewind) Button 
 
Pressing the RW button plays video backward at high speed.  Pressing the button again toggles 
the playback speed between ,  and .  The screen displays ,  and  
respectively. 
 
Entering Fast Backward Playback mode from Live Monitoring mode can be password 
protected. 
 
FF (Fast Forward) Button 
 
Pressing the FF button plays video forward at high speed.  Pressing the button again toggles the 
playback speed between ,  and .  The screen displays ,  and  
respectively. 
 
Entering Fast Playback mode from Live Monitoring mode can be password protected. 
 
BACKWARD Button 
 
Pressing the BACKWARD button goes to the previous image. 
 
FORWARD Button 
 
Pressing the FORWARD button goes to the next image. 
 
SEARCH/STOP Button 
 
Pressing the SEARCH/STOP button while in the Playback mode returns the DVR to the Live 
Monitoring mode.  Pressing the SEARCH/STOP button while in the Live Monitoring mode 
returns the DVR to the Search mode. 
 
Camera Buttons (1 to 16) 
 
Pressing a camera button will display that camera full screen. 
 
DISPLAY Button 
 
Pressing the DISPLAY button will cycle the display through the different screen layouts.  The 
display modes are: 4x4, PIP, 3x3 and 2x2 (not all formats are available for the 8-channel DVR). 
 
ZOOM Button 
 
Pressing the ZOOM button zooms the current playback image on the screen. 
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Shuttle Ring 
 
The Shuttle Ring only functions in the Playback mode.  The Shuttle Ring is spring loaded and 
returns to the center position when released.  Turning the ring clockwise plays video forward.  
Turning the ring counterclockwise plays video backward.  Playback speed varies with the 
amount the ring is turned.  The playback speeds are , , , x0.5, , ,  and 

. 
 
When you release the ring, it snaps back to the center position and the video pauses. 
 
Jog Dial 
 
The Jog Dial only functions when playback video has been paused.  By turning the jog dial 
clockwise, you can play video forward image-by-image.  By turning the jog dial 
counterclockwise, you play video backward image-by-image. 
 
You can use a mouse for convenient playback control.  Position the mouse pointer at the bottom 
of the search screen, and the following search toolbar will display. 
 

 
 

Figure 109 — Mouse Playback controls. 
 
Clicking  on the left side exits the toolbar.  If you want to display the toolbar again, position 
the mouse pointer on the screen.  Change the toolbar location by clicking the empty space on the 
right side of the toolbar and drag it to where you want it located on the screen. 
 
The individual controls on the toolbar perform the following functions as described below: 
 

 Go to the first image 
 Fast backward play  
 Go to the previous image 

 Play 
 Go to the next image 
 Fast forward play 

 Go to the last image 
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Searching Video 
 
Pressing the MENU button or clicking the right mouse button while in the Search mode displays 
the Search Menu.  
 

 
 

Figure 110 — Search menu. 
 

 Go to the First — Displays the first recorded image 
 Go to the Last — Displays the last recorded image 
 Go to the Date/Time… — Searches by date and time (see below for more details) 
 Calendar Search… — Searches using a calendar (see below for more details) 
 Event Log Search… — Selects video from the event log (see below for more details) 
 Text-In Search… — Searches text input strings (see below for more details) 
 Motion Search… — Searches motion events (see below for more details) 
 Clip-Copy… — Clips a video segment and saves it (see below for more details) 
 Print… — Allows you to print a selected image (see below for more details) 
 Zoom… — Zooms the current playback image 
 Slow Play… — Plays video at low speed (x1/2, x1/3, x1/4, x1/6 and x1/8) 
 Data Source — Allows you to choose between recorded and archived video 
 Exit Search — Exits the Search Menu 

 
NOTE:  The searching speed might decrease when all camera channels are in the 
pre-alarm recording mode. 
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Go to the Date/Time 
 

 
 

Figure 111 — Go to the Date/Time screen. 
 
Move the cursor over the date and time and press the  button.  You can use the Left and Right 
arrow buttons to highlight the year, month, day, hours, minutes and seconds.  Use the Up and 
Down arrow buttons to change to the date and time you want to search for video.  Once you 
have set the date and time you want, press the  button.  Then highlight Go and press the  
button. 
 
The selected date and time will display.  (If no video was recorded during the selected time, a 
message appears alerting you that no image was recorded at that time.)  The PLAY/PAUSE, RW, 
FF, Jog and Shuttle can now be used to review the surrounding video. 
 
Calendar Search 
 

 
 

Figure 112 — Calendar Search screen. 
 
Days with recorded video display on the calendar with white numbers.  You can highlight the 
days with recorded video by using the arrow buttons.  Once you have highlighted a day, press 
the  button to select it. 
 
A time bar displays at the bottom of the calendar.  Hours in which video was recorded will be 
highlighted with blue.  You can use the Up and Down arrow buttons to highlight the time bar.  
Once the time bar is highlighted, you can select the time by using the Left and Right arrow 
buttons. 
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NOTE:  The time bar is in one-hour segments.  If a segment is highlighted, it means that 
some video was recorded during that hour.  However, it does NOT mean video was 
recorded for the entire hour. 
 
If the DVR’s time and date have been reset to a time that is earlier than some recorded video, it 
is possible for the DVR to have more than one video stream in the same time range.  Move to 
Select a Segment, and select the video stream you want to search.  Refer to the Appendix D – 
Time Overlap for further information on searching time-overlapped video streams. 
 
NOTE:  The lower number of the Segment indicates the latest recorded video. 
 
Once you have set the date and time you want to search, highlight GO and press the  button.  
The selected date and time will display.  The PLAY/PAUSE, RW, FF, Jog and Shuttle can now 
be used to review the surrounding video. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
Event Log Search 
 

 
 

Figure 113 — Event Log Search screen. 
 
The DVR maintains a log of each time the Alarm Input port is activated.  The Event Log 
Search screen displays this list.  Use the arrow buttons to highlight the event for which you 
would like to see video. 
 
The Event Log Search screen can also be accessed by pressing the ALARM button unless there 
is an alarm.  There is no determined user authority to display the Event Log Search screen, 
however, the event video will not be played unless a user with Search authority logs into the 
system. 
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Pressing the  button will extract the event video and display the first image of the event.  
Pressing the PLAY/PAUSE button will start playing the “event” video segment.  Pressing 
SEARCH/STOP returns to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 114 — Event Log Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Check Time Overlap and press the  button.  It toggles between On 
and Off.  You will only be able to turn the Check Time Overlap on or off if a user-defined date 
and time is set to From and To.  If the DVR’s date and time have been reset, it is possible for the 
DVR to have more than one overlapping start and stop time.  When set to On, you will be asked 
to select one of the overlapping start and stop time.  When set to Off, the DVR will display 
search results from all start times to all stop times. 
 
Highlight the box beside Alarm-In and press the  button.  You can select the alarm inputs that 
you want to include in your search. 
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Highlight the box beside Motion and press the  button.  You can select the cameras for which 
you want any reports of motion detection. 
 
Highlight the box beside Video Loss and press the  button.  You can select the cameras for 
which you want any reports of lost video. 
 
Highlight the box beside Text-In and press the  button.  You can select the text-in devices 
which you want any report of text input. 
 
Highlight the box beside Record Channels and press the  button.  You can select the 
cameras that you want to search for any reports of event recorded data.  The DVR will display 
the events (not the camera channels) that occurred and that also are recorded on the camera 
channel that you selected.  If you do not select a camera channel in this field, the DVR will 
search events that are not associated with cameras.  
 
You can also toggle On and Off self-diagnostic events as part of your search.  The choices are: 
 

 Panic Record 
 Check Recording 
 Check Alarm-In 
 Disk Almost Full 
 Disk Bad 
 Disk Temperature 
 Disk S.M.A.R.T. 

 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Event Log Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
Text-In Search 
 

  
 

Figure 115 — Text-In Search screen. 
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The DVR maintains a log of each time there is Text Input.  The Text-In Search screen displays 
this list.  Use the arrow buttons to highlight the event for which you would like to see video. 
 
Pressing the  button will extract the video associated with the Text Input and display the first 
image of the event.  Pressing the PLAY/PAUSE button will start playing the “event” video 
segment.  Pressing SEARCH/STOP returns to live monitoring. 
 
NOTE:  It is possible that no recorded image displays on the current screen.  Press the 
DISPLAY button and change the screen mode to 4x4.  You will be able to easily see the 
camera have recorded video during target time. 
 
NOTE:  Text Input information will be overlaid on the image while the recorded video is 
played at regular speed. 
 
You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 116 — Text-In Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the Channel and press the  button.  Select the text-in devices that you want to 
search for text input. 
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Highlight the Text Input Device box and press the  button.  Select your Text Input Device 
from the list. 
 
NOTE:  The following description is for a Generic Text Device.  The screen changes for 
different types of text input devices, and there will be different parameter boxes for you 
to enter information. 
 
You can search for up to five text strings at a time.  Highlight the number box and press the  
button, and this will allow you to enter a keyword for that number. 
 
Highlight the Keyword box and press the  button.  You can enter a word or text string that 
you want to search for.  If you do not enter any Keyword, a list of all Text Input events will be 
displayed. 
 
Highlight Case Sensitive and press the  button.  This will toggle between On and Off.  
When this feature is On, the search will find only those text strings in which the case matches. 
 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Text-In Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
Motion Search 
 

  
 

Figure 117 — Motion Search screen. 
 
The Motion Search… can be selected from the Search menu while the DVR displays the 
camera full screen.  The Motion Search screen displays a list of motion events.  Use the arrow 
buttons to highlight the event for which you would like to see video and press the  button to 
display the video associated with the selected event on the small search screen. 
 
Highlighting Close and pressing the  button will extract the video associated with the 
Motion event and display the first image of the event.  Pressing the PLAY/PAUSE button will 
start playing the “event” video segment.  Pressing SEARCH/STOP returns to live monitoring. 
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You can also narrow your event search by selecting the Option… button and setting up the new 
search condition. 
 

 
 

Figure 118 — Motion Search Option screen. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image.  
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Type and press the  button.  You can select between Motion 
Search and Museum Search.  Motion Search detects motion in the defined area.  Museum 
Search detects if a defined object has moved. 
 
Highlight the box beside Zone and press the  button.  An image from the video appears with 
a grid overlaid.  You can turn sensor blocks On and Off to define the area of the picture in which 
you want to search for motion. 
 
NOTE:  Defining the area of the image in which you want to search for motion is nearly 
identical to setting up the DVR for Motion Detection.  Please refer to Motion Detection 
Screen in Chapter 3 — Configuration for more detailed instructions on setting up the 
detection blocks. 
 
NOTE:  When setting the Museum Search Zone, the zone should be placed inside of the 
border line of the target object.  If the selected block is placed on the boarder line, the 
sensitivity of the Museum Search may decrease. 
 
The zone should be placed or focused on the centre or, at least, within the outline of targeted 
object. 
 
Highlight the box beside Sensitivity and press the  button.  You will be able to select from 1 
(low sensitivity) to 5 (high sensitivity). 
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Highlight the box beside Min. Blocks and press the  button.  You will be able to set the 
number of sensor blocks that must be activated.  Setting the Min Blocks will only be available if 
Motion Search is selected. 
 
Once you set your desired search conditions, highlight Search and press the  button to 
display the search results in the Motion Search screen.  Selecting Cancel exits the screen 
without saving the changes. 
 
When you search for motion events of another camera, you will be asked whether or not you 
want to delete the previous search results from the list. 
 
Clip-Copy Screen 
 
The Clip-Copy screen can be used to copy video clips to an internal CD-RW or DVD RW drive, 
or external USB hard disk, CD-RW or flash drive.  The copied video clips can be viewed on 
computers running Microsoft Windows 98, ME, 2000 or XP.  Refer to the Appendix A — USB 
Hard Disk Drive Preparation for information on preparing the external drive for clip copy.  The 
clip copy can be simply done by pressing the MENU button or the FREEZE button. 
 
Press and hold the MENU button for more than two seconds while in the Search mode, and the 
Clip-Copy screen appears to allow clip copy setup.  
 
Pressing the FREEZE button during the playback will set the starting point of the video to be 
clip copied, and the  icon displays at the bottom-left corner of the screen.  Pressing the 
FREEZE button again will set the ending point of the video to be clip copied by displaying the 
Clip-Copy screen. 
 
Pressing and holding the FREEZE button for more than two seconds while in the Search mode 
or Live Monitoring mode initiates the One-Touch Clip Copy function.  The last recorded image 
will be the ending point of video to be clip copied, and the system will automatically begin to 
calculate the possible video data size that the selected storage media can handle.  
 

 
 

Figure 119 — Clip-Copy screen. 
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The Data Source box displays the source from which you make a video clip copy.  The data 
source can be selected from Record or Archive in the Search menu. 
 
You can search video from the first to last recorded images, or you can set the start and stop 
times and dates. 
 
Highlight the box beside From and press the  button to toggle between On and Off.  When set 
to Off, you can enter a specific Date and Time.  When set to On, the search will be from the first 
recorded image. 
 
Highlight the box beside To and press the  button to toggle between On and Off.  When set to 
Off, you can enter a specific Date and Time.  When set to On, the search will be from the last 
recorded image. 
 
Highlight the box beside Channels and press the  button.  You can select the cameras that 
you would like to include in your video clip. 
 
Highlight the box beside Password and press the  button.  A virtual keyboard appears 
allowing you to enter the password for reviewing the video clips. 
 
Highlight the box beside Dest. and press the  button.  You can select the storage device on 
which you would like to record the video clip.  You can choose from Internal CD-RW, Internal 
DVD RW, USB Storage and USB CD-RW. 
 
CAUTION:  The USB device for clip copy must be FAT 16 or FAT32 format. 
 
NOTE:  While copying video clips on the CD-RW or DVD RW, the recording speed might 
decrease. 
 
NOTE:  While copying video clips on the CD-RW or DVD RW, the DVR will stop archiving 
video data until clip copy is finished. 
 
NOTE:  When the error message “Firmware update of the optical drive is required” 
displays, update the firmware of the installed CD-RW drive or DVD RW drive.  Please 
follow the instructions described in Chapter 3 – Configuration – System Information 
section. 
 
The DVR automatically assigns a file name to the video clip.  However, you can give the video 
clip file a different name.  Highlight the box beside File Name and press the  button.  A 
virtual keyboard appears.  Enter a file name for the video you are backing up and select Close.  
The DVR will automatically add the camera number (for example “01”) and “.exe” to the file 
name.  If you want to save the file in a specific folder, enter the folder name followed by a “/”.  
For example: “folder/filename” 
 
NOTE:  When naming a file, you cannot use the following characters: \, /, :, *, ?, “, <, >, |. 
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Once you have given the video clip a file name, highlight the Start button and press the  
button.  The confirmation screen displaying data size will appear.  When the storage device does 
not have enough space, the DVR will ask if you want to copy as much of the video clip as 
possible in the available space.  Highlight the Continue button and press the  button to 
continue clip copy. 
 
Once the clip copy starts, you can cancel it by selecting Cancel or hide the screen by selecting 
Close.  When selecting Close, Clip Copy continues and a confirmation screen will display 
when complete. 
 
NOTE:  Only 4.7GB DVD media is available.  To clip copy video on the DVD media using 
remaining space, the size of previously recorded data on the DVD media should be less 
than 4GB. 
 
NOTE:  The file size for clip copy is limited to 2GB.  
 
You can use other functions on the DVR while video is being backed up.  To do this, highlight 
the Close button and press the  button.  You can return to the Clip-Copy screen at any time 
to check the progress.  
 
Refer to Appendix B — Reviewing Clip Files for instructions on how to review video clips you 
have copied. 
 
NOTE:  During Clip Copy, you cannot shut the system down, clear data on the storage 
device, or format the storage device. 
 
CAUTION:  Do NOT disconnect the USB cable or the power from the external 
drive while copying video clips.  If the external drive is shut down or the USB 
cable is disconnected while copying video clips, THE DVR SYSTEM MAY NOT 
WORK NORMALLY OR THE EXTERNAL DRIVE COULD BE DAMAGED, and you 
will get an error message the next time you try to copy video clips.  You will 
need to power down the DVR and restart it to get rid of the error message.  Once 
the file system of the USB-IDE hard disk drive has been corrupted, this error 
message cannot be dismissed.  Even after restarting the DVR it may 
automatically restart while preparing to clip copy.  You must recover the file 
system using the recovery program, or you must reformat the hard disk drive.  
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Print Screen 
 
You can print images from the screen.  Connect a PostScript™ printer to one of the USB ports.  
A message appears asking you if you want to print the current image. 
 

 
 

Figure 120 — Print screen. 
 
NOTE:  If your printer only supports an LPT connection (parallel), use an LPT to USB 
converter cable.  The printer cable is not provided. 
 
 
Disk Mirroring 
 
The DVR supports disk mirroring to prevent unexpected loss of recorded video data that might 
be caused by disk damage or corruption.  You can set up disk mirroring by highlighting 
Storage in the System menu and pressing the  button. 
 

 
 

Figure 121 — Storage Information screen. 
 
In the Information screen, you can enable mirroring between two disks by designating the 
source disk and the destination disk from a list of internal hard disk drives.  Up to two Mirrors 
are supported. 
 
Highlighting the boxes under Source and Dest. and pressing the  button allows you to select 
the source disk and the destination disk for the selected Mirror. 
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NOTE:  The source disk can be designated only from devices formatted for recording. 
 
NOTE:  A device formatted for archiving cannot be used for disk mirroring. 
 
NOTE:  The manufacturer, model and capacity of the source disk and the destination 
disk should be same for the proper mirroring between two disks. 
 
NOTE:  While disks are mirroring, the DVR will stop archiving video data. 
 
CAUTION:  Any existing data on the Destination Disk will be erased once it is 
designated as a mirror destination disk. 
 
Highlighting Start and pressing the  button displays a confirmation screen asking you to 
confirm whether or not you want to start mirroring the selected disk.  Once you start mirroring, 
the two disks will be resynchronized.  Any data on the destination disk will be erased, and the 
data on the source disk will be copied to the destination disk.  If the source disk is formatted and 
has no data, the disks will not be resynchronized.  Resynchronization takes about 40 minutes per 
each 10GB of capacity.  After resynchronization is complete, disk mirroring (writing data on the 
two disks at the same time) will start. 
 
Once disk mirroring starts, you can cancel it by highlighting Stop and pressing the  button.  
Selecting Stop displays a confirmation screen asking you to confirm whether or not you want to 
stop mirroring for the selected disk. 
 
NOTE:  Once disk mirroring stopped, the destination disk will be set to Not Used.  If 
resynchronization has been finished, the destination disk cannot be used for recording 
or archiving, but it can be used for searching.  If you want to use the disk for recording 
or archiving, you must reformat it. 
 
CAUTION:  Disk mirroring will NOT automatically restart from an interrupted 
state.  Once mirroring is stopped, you must restart it by following the mirroring 
setup procedures. 
 
 



User’s Manual 

 98 



Digital Video Recorder 

 99 

Appendix A — USB Hard Disk Drive Preparation  
 
 
Preparing the USB-IDE hard disk drive in Windows 2000 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows XP is almost identical to 
Windows 2000. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer. 
3. The USB device icon should display on the Taskbar. 
4. If the USB-IDE hard disk drive is partitioned or has data, it will show up in My 

Computer as a hard disk drive icon.  Check the file system by right clicking on the 
icon and checking under Properties > General > File System.  If the file system is 
NOT FAT32 format, format the USB-IDE hard disk drive using the FAT32 format. 

5. If the USB-IDE hard disk drive is not partitioned, go to Administrative Tools in 
Control Panel and launch Computer Management.  Open Disk Management in 
Storage and right click an unallocated region of the USB-IDE hard disk drive.  Then, 
click Create Partition.  

6. In the Create Partition wizard, click Next then Primary Partition, and follow the 
instructions on the screen.  Make sure that the FAT32 is selected for the file system. 

 
NOTE:  The partition size should be less than 32GB because of Microsoft limitations. 
 

After formatting is complete, the USB-IDE hard disk drive will be added to My 
Computer. 
 
7. Connect the USB-IDE hard disk drive to the DVR.  
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Preparing the USB-IDE hard disk drive in Windows 98 
 
NOTE:  Preparing a USB-IDE hard disk drive under Windows ME is almost identical to 
Windows 98. 
 

1. Connect the USB-IDE hard disk drive to your computer using the USB Cable. 
2. Turn on your computer.  The Add New Hardware wizard window will appear. 
3. Install the device driver for the USB backup device following the instructions 

provided with your USB hard disk drive. 
4. If the USB-IDE hard disk drive is partitioned or contains data, it will show up in My 

Computer as a hard disk drive icon.  Check the file system in Properties > General > 
File System.  If the file system is NOT FAT32 format, format the USB-IDE hard disk 
drive with FAT32 format. 

5. Run the FDISK utility by clicking Start then RUN.  Type “fdisk” and click OK. 
6. When the MS-DOS command prompt appears, type “Y” and hit the enter key.  
7. In the FDISK Option menu, choose “5. Change current fixed disk drive.”  
8. Choose the appropriate letter corresponding to the USB-IDE hard disk drive. 
9. In the FDISK Option menu, choose “1. Create DOS partition or Logical DOS 

Drive.”  
10. In the Create DOS Partition or Logical DOS Drive menu, choose “1. Create 

Primary DOS Partition.”  And Type “Y” to use all available space and hit the enter 
key.  Hit ESC to exit the screen after the USB-IDE hard disk drive partition is 
created.  

11. Restart your computer and verify the newly created drive is in My Computer. 
12. Right click the newly created hard disk drive icon and select “Format”. 
13. In the Format Screen, select “Full” as the “Format type” and click “Start”. 
14. After formatting is complete, connect the USB-IDE hard disk drive to the DVR. 
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Appendix B — Reviewing Video Clips 
 
 
You do not need to install any special software on your personal computer to review the video 
clips.  The copied video clip contains the ClipPlayer program. 
 
If you used a USB device, disconnect either the external USB-IDE hard disk drive or USB flash 
drive from the DVR, and connect it to your PC.  If you used a recordable CD, insert the CD in 
your computer’s CD drive.  Double-clicking the target clip file starts the ClipPlayer program. 
 
NOTE:  It is suggested that the computer used for the ClipPlayer program has at least an 
800MHz Pentium III.  If your CPU is slower than this, video clips recorded at maximum 
speed with very high image quality will be played back slowly.  Also DirectX 8.0 or higher 
is required to run Clip Player, and a VGA card with 16MB or more video RAM is 
recommended for proper operation. 
 

 
 

Figure 122 — ClipPlayer screen. 
 
The ClipPlayer Screen displays the clip images. 
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NOTE:  Proper image display depends on the display settings of your PC.  If you are 
experiencing display problems, click the right mouse button on the background screen 
and select Properties  Settings then set the Color quality to “32 bit”.  Then select 
Advanced  Troubleshoot and set Hardware Acceleration to “Full”.  Please make sure 
that DirectX version 8.0 or higher has been installed if the display problem continues to 
occur.  To check the version of DirectX, click Start  RUN and type “dxdiag” and press 
the enter key.  The DirectX Diagnostic Tool dialog box will display.  Then move to the 
Display tab and make sure DirectDraw Acceleration is set to “Enabled”.  Test the 
DirectDraw by selecting the DirectDraw Test button.  After changing the settings, update 
the driver version of the VGA card.  If you still have display problems after changing all 
display settings as described above, try replacing the video card.  Video cards with an 
ATI chipset are recommended. 
 
Clicking the X exits the Player program. 
 
Click the  to go to the beginning of the video clip. 
 
Click the  to play the video clip in fast reverse. 
 
Click the  to go back one frame of the video clip. 
 
Click the  to play the video clip. 
 
Click the  to go forward one frame of the video clip. 
 
Click the  to play the video clip in fast forward. 
 
Click the  to go to the end of the video clip. 
 
Click the  to show the previous page. 
 
Click the  to cycle through the screen layouts.  It cycles through 2x2, 3x3 and 4x4. 
 
Click the  to show the next page. 
 
Click the  to select from Save, Print, Info, Image Processing and Video Format.  
Selecting Save saves the current image in a bitmap file format on the local hard disk drive or 
floppy disk.  Selecting Print lets you print the current image on the printer connected to your 
computer.  Selecting Info. displays Channel, Title, Time, Flag, Size and Resolution information 
about the image.  Selecting Image Processing allows you to control brightness, blur and 
sharpen for playback images.  Selecting Video Format allows you to find appropriate display 
environments that can be varied depending on the type of graphics card installed in your PC.  
Use Video Format option when you are experiencing improper image display.  
 
NOTE:  Image Processing works only in the single-screen layout and also in the pause 
mode. 
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NOTE:  If you are not sure about the appropriate Video Format option, try each option 
until the image displays properly. 
 
Click the  to select from Normal and Double screen views.  Clicking the left mouse button 
on the enlarged image moves its position. 
 
Click the  to display the image full screen. 
 
Encryption icons display in bottom-right corner.   indicates the clip file has not been tampered 
with, and  indicates the system has detected tampering. 
 
NOTE:  If the VGA card or monitor for your PC does not support 640x480 video 
resolution, Full Screen might not display properly when selected.  If this happens, press 
the ESC key on your PC to return to the normal screen mode.  
 
Click the slider bar and move it left or right to move through the video clip. 
 
Placing the mouse cursor on an image and clicking will cause that image to display full frame. 
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Appendix C — WebGuard 
 
 
WebGuard allows you to access a remote DVR, monitor live video images and search recorded 
video using Internet Explorer web browser anytime from virtually anywhere. 
 
Computer system requirements for using the WebGuard program are: 
 

 Operating System: Microsoft® Windows® 98, Microsoft® Windows® 2000, Microsoft® 
Windows® XP or later 

 CPU: Intel Pentium III (Celeron) 600MHz or faster 
 RAM: 128MB or higher 
 VGA: 8MB or higher (1024x768, 24bpp or higher) 
 Internet Explorer: Version 6.0 or later 

 
Start Internet Explorer on your local PC and enter the IP address of the DVR and the WebGuard 
port number set in the Network setup screen (WebGuard tab) in the address field. (http://ip 
address:port number) 
 
NOTE:  You will need to get the appropriate IP address for the DVR you want to connect 
to and the WebGuard port number from your network administrator. 
 
NOTE:  WebGuard only works with Microsoft Internet Explorer and will NOT work with 
Netscape. 
 

 
 

Figure 123 — WebGuard login screen. 
 
Select between the WEBWATCH (Web monitoring) and WEBSEARCH (Web search) modes 
and enter the appropriate port number of the program.  Entering ID and PASSWORD and 
clicking the [LOGIN] button logs in using the selected mode.  Selecting Save ID & Pass saves 
the ID and password you entered. 
 
NOTE:  The port numbers for WEBWATCH, WEBSEARCH and Audio should be the same 
port numbers used for Remote Watch, Remote Search and Remote Audio set during 
Network setup. 
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NOTE:  When running the updated WebGuard for the first time, Internet Explorer might 
occasionally load the information of the previous version.  In this case, delete the 
temporary internet files by selecting Tools  Internet Options  General tab, and then 
run WebGuard again. 
 
 
Web Monitoring Mode 
 
WebWatch is a remote web monitoring program that allows you to monitor live video 
transmitted in real-time from the remote DVR. 
 

 
 

Figure 124 — WebWatch screen. 
 

 Click the  to log out the WebGuard program. 
 

 Click the  to access to the web search mode. 
 

 Position the mouse pointer on the WebWatch logo to see the version of the WebGuard 
program. 

 
 The DVR information window displays the time information of the remote DVR and login 
information of WebGuard. 
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 Click the  to send audio to the connected remote site and click the button again to stop 
sending audio.  Click the  to monitor live audio from the connected remote site through 
the attached speaker and click the button again stop monitoring live audio. 

 
 Click the screen format to select the desired display mode.  When changing the screen format, 
the selected camera on the current screen will be located in the first cell of the new layout. 
 
 Click the camera button (1 to 16) to select the camera to be viewed. 

 
 Click the  to adjust the brightness, contrast, saturation and hue of monitoring image. 

 

 
 

 Click the  to control pan, tilt and zoom of the camera from a remote site. 
 

     
 

 Click the  to control alarm out devices at the remote site. 
 

 
 

 The event status window at the bottom displays a list of events that were detected from the 
remote site. 
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Web Search Mode 
 
WebSearch is a remote web search program that allows you to search recorded video on the 
remote DVR. 
 
NOTE:  The remote site connection in the Web Search mode will automatically be 
disconnected if there is no activity for a specified amount of time. 
 

 
 

Figure 125 — WebSearch screen. 
 

 Click the  to log out the WebGuard program. 
 

 Click the  to access to the web monitoring mode. 
 

 Position the mouse pointer on the WebSearch logo to see the version of the WebGuard 
program. 

 
 The DVR information window displays the time information of recorded data on the remote 
DVR and login information of WebGuard. 
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 Click the  to blur, sharpen, equalize and interpolate playback images.  Click the  to 
zoom out or zoom in the recorded image.  Click the  to adjust the brightness of the 
recorded images. 

 

 
 
NOTE:  Image processing works only in the pause mode. 
 

 The playback function buttons include fast backward, pause, play, fast forward, go to the 
first image, go to the previous image, go to the next image, and got to the last image. 

 
 Click the screen format to select the desired display mode. 

 
 Click the  to enter the time-lapse search mode which allows you to search for recorded 
data by time and then play back images found within the time parameters.  The Timetable 
window located at the bottom displays the time information for the image of the date selected 
on the calendar.  If more than one video stream in the same time range, you can select the 
video stream you want to search.  Clicking a specific time displays the image recorded at that 
time on the screen.  Selecting the  allows you to display an image from a specific time. 

 

 
 

 Click the  to enter the event search mode which allows you to search for event log entries 
using specific conditions and play back the images associated with those event entries. 

 
 Click the  to save the current image in a bitmap or JPEG file format or to save any video 
clip of recorded data as an executable file.  Click the  to print the current image on a 
printer connected to your computer. 
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Appendix D — Time Overlap 
 
 
If the DVR’s time and date have been reset to a time that is earlier than the existing recorded 
video, it is possible for the DVR to have more than one video stream in the same time range.  In 
this case, you can search overlapping video streams individually by selecting a specific segment.  
For example, when the DVR has recorded video from one to five o’clock and the user changes 
the time backward from five to three o’clock and then continues recording until six o’clock, 
there will be two video streams and segments from three to five o’clock. 
 

 
 
You can search overlapping video streams by selecting a specific time or time range.  If you 
want to search recorded video at four o’clock during the overlapping time range using a search 
menu such as Go to the Date/Time, select the segment you want to search. 
 

 
 
If you want to search recorded video from four to five o’clock during the overlapping time 
range using a search menu such as Event Log Search, Text-In Search or Motion Search, it 
is possible for the DVR to have two overlapping start and stop times.  You will be asked to 
select one of the overlapping start and stop times from the search time ranges as follows: 
 
 From four o’clock of the first segment to five o’clock of the first segment 
 From four o’clock of the first segment to five o’clock of the second segment 
 From four o’clock of the second segment to five o’clock of the second segment 
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Appendix E — Troubleshooting 
 
 

Problem Possible Solution 

No Power  Check power cord connections. 
 Confirm that there is power at the outlet. 

No Live Video 

 Check camera video cable and connections. 
 Check monitor video cable and connections. 
 Confirm that the camera has power. 
 Check camera lens settings. 

Live Video Very Bright If a cable is attached to the “Loop” connector, make certain it 
is connected to a properly terminated device. 

DVR has stopped recording If hard disk drive is full, you will either need to delete video 
or set the DVR to the Overwrite Mode. 

The icon  displays, 
however, the DVR is not 
recording. 

When the DVR is in the Pre-Event recording mode, the 
yellow  and  display when there is no event, and the 
DVR is not recording.  The red  and  display when any 
event occurs and the DVR starts recording. 
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Appendix F — Connector Pin Outs 
 
 
I/O Connector Pin Outs 
 

 
 

    
 

 
 

AI (1 to 16) Alarm Inputs 1 to 16 
GND Chassis Ground (6 connectors) 
NC Relay Alarm Output (Normally Closed) 

COM Relay Common 
NO Relay Alarm Output (Normally Open) 

AO (2 to 16) Alarm Outputs 2 to 16 
ARI Alarm Reset In 

 
 
RS485 Connector Pin Outs 
 

 
 

Master Unit Slave Unit 
+       To      TX+ 

−       To      TX- 

+       To     RX+ 

−       To      RX- 
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Appendix G — Map of Screens 
 
 

 



Digital Video Recorder 

 113 

Appendix H — System Log Notices 
 
 

Boot Up Schedule On 
Shutdown Schedule Off 

Restart Panic On 
Upgrade Panic Off 

Upgrade Fail Clear All Data 
Power Failure Clear Disk 
Time Change Format Disk 

Time Zone Change Disk Full 
Time Sync Auto Deletion 

Time Sync Fail Search Begin 
Disk Bad Search End 

Login Clip-Copy Begin 
Logout Clip-Copy End 

Setup Begin Clip-Copy Cancel 
Setup End Clip-Copy Fail 

Remote Setup Change Callback Fail 
Remote Setup Fail Print Begin 

Setup Imported Print End 
Setup Import Failure Print Cancel 

Setup Exported Archive On 
Setup Export Failure Archive Off 
Setup Export Cancel  
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Appendix I — Error Code Notices 
 
 

System Upgrade Related 

Number Description 
0 Unknown error. 
1 File version error. 
2 Operating system version error. 
3 Software version error. 
4 Kernel version error. 

100 Upgrade device mounting failed. 
101 Package is not found. 
102 Extracting package failed. 
103 LILO failed. 
104 Rebooting failed. 
105 Invalid package. 
106 ODD firmware upgrade failed. 
300 Remote connection failed. 
301 Remote network error. 
302 Remote upgrade is not authorized. 
303 Saving remote package failed. 
304 Remote upgrade is cancelled by the user. 
400 USB device mounting failed. 
401 Reading upgrade package on the USB device failed. 
402 Copying upgrade package on the USB device failed. 
500 System is busy clip copying. 
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Clip Copy Related 

Number Description 
0 Unknown error. 
1 Device error. 
2 Mounting failed. 
3 No media. 
4 Invalid media. 
5 File already existed. 
6 Not enough space. 
7 Creating temporary file failed. 
8 Opening disk failed. 
9 Formatting disk failed. 

10 Database has been changed. 
11 Appending failed. 
12 Bad sector. 
13 No executable file. 
14 Opening executable file failed. 
15 Writing executable file failed. 
16 Creating image failed. 
17 Burning failed. 
18 Burning is out of time. 
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Appendix J — Specifications 
 
 

VIDEO 
Signal Format NTSC or PAL (Auto Detect) 

Video Input Composite: 8 or 16 looping inputs, 1 Vp-p, auto-terminating,  
75 Ohms 

Monitor Outputs 

Composite: 1 BNC, 1 Vp-p, 75 Ohms 
SVHS: 1 
SPOT: 4 BNC, 1 Vp-p, 75 Ohms 
VGA: 1 

Video Resolution Composite: 720x480 (NTSC), 720x576 (PAL) 
VGA: 800x600 @ 60Hz 

Playback/Record Speed 
(images per second) 240ips (NTSC), 200ips (PAL) 

 
INPUTS/OUTPUTS 

Alarm Input 8 or 16 TTL, programmable as NC or NO 

Alarm Output 

7 or 15 TTL open collector, terminal block, programmable as 
NC/NO, 30mA@12VDC 
1 relay output, 2A@125VAC, 1A@250VAC, 1A@30VDC (NC), 
5A@125VAC, 2A@250VAC, 3A@30VDC (NO) 

Alarm Reset Input 1 TTL 
Internal Buzzer 80dB at 10cm 

Network Connectivity 10/100 Mbps Ethernet (RJ-45) 
RS232C for external modem 

Audio Input RCA Input: 4 Line In 
Audio Output RCA Output: 1, Line Out 
IR Port 1 Remote Control 

 
Specifications are subject to change without notice.



Digital Video Recorder 

V1.0 117 

 
 

CONNECTORS 
Video Input Composite: 8 or 16 BNC  
Video Loop Composite: 8 or 16 BNC (Auto Terminating) 

Monitor Output 

Composite: 1 BNC 
SVHS: 1 Y/C* 
VGA: 1 VGA 
SPOT (Composite): 4 BNC 

Audio In 4 RCA connector 
Audio Out 1 RCA connector  
Alarm Input/Output 16/16 Push-button, Terminal Blocks 
Ethernet Port RJ-45 
RS232C Serial Port DB9 (P) 
RS485 Serial Port Two-connector terminal block 
UltraWide SCSI Port High density female 68 pin connector 
USB Port 3 (USB 2.0) 

 

* Using a shielded S-Video cable provides better quality video display and reduces image noise. 
 

 

STORAGE 
Primary Storage EIDE hard disk drive (up to 4) 

(up to 3 with an internal CD-RW drive or DVD RW drive) 

Secondary Storage** 
UltraWide SCSI hard disk drive (RAID) 
Built-in CD-RW drive 
USB hard disk drive, CD-RW drive or flash drive 

 

** When installing an internal CD-RW drive or DVD RW drive, set the jumper to Master and connect to the 
Secondary IDE channel. 
 

GENERAL 
Dimensions (W x H x D) 16.9" x 3.5" x 15.9" (430mm x 88mm x 405mm) 
Unit Weight 22.5 lbs. (10.2kg) 
Shipping Weight 27.6 lbs. (12.5kg) 
Shipping Dimensions 
(W x H x D) 21.3" x 11.4" x 23.2" (540mm x 290mm x 590mm) 

Operating Temperature 41°F to 104°F (5°C to 40°C) 
Operating Humidity 0% to 90% 
Power 100 to 240 VAC, 2 A, 60/50Hz 
Power Consumption Max. 85W (100W when 4 hard disk drives are installed) 
Approvals FCC, UL, CB, CE 

 
Specifications are subject to change without notice. 

 



WEEE (Waste Electrical & Electronic Equipment) 
 
 
Correct Disposal of This Product 
(Applicable in the European Union and other European countries with separate collection systems) 
 

 

This marking shown on the product or its literature, indicates that it should not be 
disposed with other household wastes at the end of its working life.  To prevent 
possible harm to the environment or human health from uncontrolled waste 
disposal, please separate this from other types of wastes and recycle it responsibly 
to promote the sustainable reuse of material resources. 

 
Household users should contact either the retailer where they purchased this 
product, or their local government office, for details of where and how they can take 
this item for environmentally safe recycling. 

 
Business users should contact their supplier and check the terms and conditions of 
the purchase contract. This product should not be mixed with other commercial 
wastes for disposal. 
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Important Information - Must read prior to starting installation. 
 

1) This document pertains to the setup and configuration of CardAccess 3000 software for 
integration with Salient Systems CompleteView software.   
 

2) To install and execute Salient CompleteView integration with CardAccess 3000, you must 
have Full Local Administrator permissions in Windows.  
 

3) It is recommended not to run Salient CompleteView on a Host PC where CICDataserver 
and Com Server (HostNT) are running. For better performance, Salient CompleteView 
should run on a CardAccess 3000 workstation.   

 
4) For Salient integration with the CardAccess 3000, you must select Enable API in the 

Salient software (Refer to Appendix A). 
 
5) The CardAccess 3000 supports V2.x, V3.x and the current release, V4.x of Salient 

CompleteView.  
 
6) This document should be referenced in addition to the CardAccess 3000 V2.9 Software 

Manual (DVR Integration Chapter) which covers each control in detail.  
 
7) Ports 4242, 4243 and 4255 are used for the Salient CompleteView software. You must 

verify these ports are open.  
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Scope 
 

This document contains information regarding the setup and configuration of the CardAccess 
3000 software for integration with Salient Systems CompleteView software. Prior to 
performing the steps in this document, you must have a functional Salient Completeview 
system. Refer to the Salient documents referenced below for installation and configuration 
instructions for the Salient Completeview software. In addition to this document, please 
reference the CA3000, V2.9.x Software Manual (DVR Integration Chapter) which explains 
each control in detail. This document should be used more for a quick reference and to 
reference Salient specific items.    

 
 
 
 
 
 
 

Prerequisites 
 
• Salient CompleteView system with a valid license.  
 
• A functional CardAccess 3000 system with a security key/software license with support for 
 one or more DVR’s.  

 
 

 
 
 
 
 

Related Documents 
 
• CA3000 V2.9.x Software Manual (DVR Integration Chapter). 

 
• Salient CompleteView Quick Start Guide. 
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• Salient CompleteView Administrators Guide. 
 

 
 
 
 
 
 

DVR License Verification 
 
1) Prior to programming the CardAccess 3000 for integration with Salient CompleteView 

software, you must verify the CardAccess 3000 security key/software license supports one or 
more DVR Servers. Click Help>About. The values in the Security Key/Software license will 
display. Verify the Max Dvr Servers count is one or more. Refer to Figure 1.  

 
 

 
     Figure 1. 
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Note: The security key/software license will always be on the CardAccess 3000 host computer. As 
previously mentioned, for better performance, it is recommended to run Salient CompleteView on 
a CardAccess 3000 workstation.    
 
 
 

Enable Salient CompleteView in CardAccess 3000 
 
 
1) In the CardAccess 3000 main screen, click System>System Settings on the main menu.  

 
2) Click CCTV tab.  

 
 

 
 

Figure 2.  
 

3) Click Edit.  
 

4) Click the third radio button down in the CCTV/DVR Control section to Enable the selected 
option. Choose DVR caCompleteview – [Salient] from the dropdown selection box.  

 
5) Click Save. Refer to Figure 2.  

 
Note: The Enable DVR Video Service checkbox must be selected if you are using Forced 
Recording or Presets.  
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Add/Configure Salient DVR in CardAccess 3000  
 

  
Figure 3.     
 
1) Click Configuration on the main menu of the CardAccess 3000 screen.   

 
2) Click DVR configuration. Refer to Figure 3. 

 
3) The CaCompleteview Server Configuration screen will display. Refer to figure 4. 
 

       
Figure 4.  
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Figure 5.  
 
4) On the caCompleteView Server Configuration screen, click New. On the General tab, enter the 
CompleteView server information. The Server information includes DVR Server IP, DVR Server 
Description, DVR User Name and Password. Contact the network administrator for the correct 
DVR Server IP, User Name and Password. Refer to Figure 5.  
 
Note: By default, the Enabled check box will be selected. This box must be selected in order to view 
the live/recorded video of the camera connected to a particular server. 
 
5) Click Save. Refer to Figure 5.  
 
 
6) After clicking Save, you will automatically be taken to the Camera Setup tab, where you will see 
a listing of all cameras connected to the selected server. The video shown on the bottom right side of 
the screen will be the live video of the camera placed first in the camera list.  
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Figure 6. 
 

6) After clicking Save, an information box will display Make sure the DVR clock is 
synchronized with the Host PC. Click OK. Refer to Figure 6. 
 

 
 
Figure 7.  
 
8)  The Camera Setup tab will give a listing of all cameras connected to the selected CompleteView Server. You 
can view the live video of any desired camera by clicking the camera name in the listing. Refer to Figure 7. 
 
Note: The New and Delete toolbar buttons will be disabled while displaying the Camera Setup tab. 
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9) Click Update Camera list to update camera information. Refer to Figure 8. 
 
 
 

 
Figure 8.  
 
10) Click Close to exit the Camera setup screen.  
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Viewing Live Video  
 
 

 
Figure 9. 
 
1) On the CardAccess 3000 toolbar, click View DVR. Refer to Figures 9 and 10.     
 
Note: If the View DVR icon does not display, go back to the previous steps and verify the DVR is 
enabled and configured as per the steps on page 7.                    
 

 
Figure 10. 
 
 
2) After clicking the View DVR button, the caCompleteView window will display on the bottom 
right of the CardAccess 3000 main screen. Refer to Figure 10.      
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Figure 11.  

 
3) Click Select in the DVR caCompleteView window. The DVR Configuration menu will display. 
Refer to Figure 11. 
 
 
4) Click DVR Configuration. The caCompleteView Server Configuration screen will display. As 
per Figure 5 in the previous steps.  
 
Note: This is an alternate method to get to the DVR Server configuration screen.   
 
 
5) Click on DVR Server list. Select the desired DVR Server. Refer to Figure 12.  

 

 
Figure 12. 
 
6) In the Camera Name list, select the desired camera. The video for the selected camera will display 
in the video window on the right. Refer to Figure 12.   
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Configuring Multi-View 
 

1) To configure Multi-View, click View>Multi-View option in the DVR caCompleteView window.  
Refer to Figure 13.  

 
 

 
Figure 13.  
 

 
Figure 14.  

 
2) The Multi-View window consists of two folder tabs (4 Cameras and 9 Cameras). By default, the 

window opens in the 4 Camera view. The 4 Cameras tab is divided into four Video Panels (refer to 
Figure 14). Each Panel when configured is capable of showing live video of a camera connected to a 
CompleteView server.  

 
3) The 9 Cameras tab which is divided into 9 Video Panels is capable of showing live videos of 9 

different cameras connected to the same or different CompleteView Servers. Refer to Figure 15. 
 

Note: The user preferences of Multi-View settings will be saved in the Ini file for each workstation.  
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Figure 15.  
 
 
4) Click the down arrow to the right of DVR Server control, and click on a desired DVR 
CompleteView server in the list. Refer to Figure 16. 
 

 
Figure 16.  

 
 
 
 
 
 
 
 
 

 15 



5) Click the down arrow to the right of DVR Camera control, and click on the camera name whose 
live video you wish to display on a Multi-View Video Panel. Refer to Figure 17. 
 

 
Figure 17. 
  

 
 

6) Click the down arrow to the right of Video Panel control, and choose the panel number of a 
desired Video Panel, on which you wish to display the live video. For our demonstration, click 
Video Panel 5. Refer to Figure 18. 
 
Note: Below, we have selected to display video in Video Panel 5. 

 

 
 

Figure 18.  
 

 
7) Click on Assign Video button to display the live video from the selected camera. Refer to 
Figure 19. 

 

 
 

Figure 19.  
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8) On selecting Video Panel 5, the video will display in panel 5. Refer to Figure 20. 
 

 

 
Figure 20.  

 
 

Note: If you wish to clear the video assigned to any Video Panel, select that particular Video Panel 
number from the ‘Video Panel’ control, and then click the Clear Video button seen at the bottom side 
of the screen. Refer to Figure 20. 
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Searching Recorded Video 
 
 
There are two methods to view recorded videos and they are as follows:  
 
 Search for recorded video by providing a Date and Time range.   

 
 Search for recorded video of Readers/Inputs/Napco Zone Events/Alerts. This requires the 

corresponding Readers/Inputs/Napco Zones to be configured for supporting DVR Recorded 
Videos.  

 
 
 
 1) Click Search on the DVR caCompleteView menu. Refer to Figure 21.  
 

 
 

Figure 21. 
 
 
 
2) Enter the following information on the Search screen. Refer to Figure 22.  

 
• From Date & Time 

 
• To Date & Time 

 
• DVR Server 

 
• Camera 
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Figure 22.  
 

 
 

 
2) After all the information is entered as per Figure 22, click the Search Video button. Refer to Figure 
23.  

 
 

 
 

Figure 23. 
 
 

3) The recorded video can be displayed by pressing the Play button.  Refer to Figure 24.  
 

 

 
Figure 24.  
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4) The recorded video can be captured by clicking the Capture button. A message box will be 

displayed when you click on Capture button. It will indicate the directory path where the video 
is to be saved. Refer to Figures 25 and 26. 
 

 

 
Figure 25.  
 
 
 
 
 

 
Figure 26.  

 
 
5) Click OK. Refer to Figure 26. 
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Configuring a Reader to Support DVR Recorded Video 
 

Note: A Reader can be configured to support DVR Recorded Videos.  
 

1) Click Configuration>Readers>DVR. Refer to Figure 27.  
 

 

 
Figure 27.  
 
 
 
2) Click the Edit button on the toolbar. Refer to Figure 27. 
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3) Enter the following information. Refer to Figure 27. 
 
 
 
 

• DVR Server Name 
 

• Camera 
 

• Pre-Event Time (Pre-event time is the view time before the occurrence of an event, from the 
selected Reader). 
 

• Post-Event Time (Post-event time is the view time after the occurrence of an event, from the 
selected Reader). 
 

• Priority From  
 

• Priority To 
 

• DVR Forced Recording (When an action occurs on the CardAccess 3000 system, it forces the 
DVR to start recording).  
 

• DVR PTZ Preset (When an action occurs on the CardAccess 3000 system, it causes a PTZ  
camera to position to a fixed preset number (position). 

 
 
 
 
 

 
 
 
 

 
 
 

Configuring an Input to Support DVR Recorded Video 
 

 
Note: An Input can be configured to support DVR Recorded Videos.  
 

1) Click Configuration>Inputs>DVR. Refer to Figure 28.  
 

2) Click Edit.  

 22 



 

 
Figure 28.  
 
 
3) Enter /select the following information. Refer to Figure 28. 

 
• DVR Server Name 

 
• Camera 

 
• Pre-Event Time (Pre-event time is the view time before the occurrence of an event, from the 

selected Reader). 
 

• Post-Event Time (Post-event time is the view time after the occurrence of an event, from the 
selected Reader). 
 

• Priority From  
 

• Priority To 
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Viewing DVR Recorded Video of CardAccess 3000 Events 
 

1) Select a desired Reader/Input/Napco zone Event in the CardAccess 3000 Events grid, and click 
on that event record. The Event you select must have a camera icon on the Photo column. Refer to 
Figure 29. 
 
Note: An Event with video associated with it will display a camera icon in the Photo column. 
 

 
Figure 29. 
 

2) Click the Events grid Video button to display the DVR Recorded Video window. Refer to 
Figure 29.  
 

3) The DVR Recorded Video window will display the video associated with the Event. Refer to 
Figure 30. 
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Figure 30. 
 
4) Another method to view Recorded Video is to Right Click on the desired Event and select 

Show Video. Refer to Figure 31.  
 

 
 

 
Figure 31.  
 

 
 
 
 

 25 



Viewing DVR Recorded Video of CardAccess 3000 Alerts 
 

1) To have the video display automatically while the Alert enters the Pending Alerts grid, you need 
to select the Auto-Show On option, for the Alerts grid Video button.  

 
2) Right-click on the Pending Alerts grid Video button, and then left-click the Auto-Show On 

option. Refer to Figure 32. 
 
 

 
Figure 32.  
 
3) Once the Auto-Show On option is selected, you will automatically see the DVR Recorded Video 

of the Alerts.  
 
 
4) Another method to view Recorded Video in the pending alerts grid is to select a desired 
Reader/Input/Napco zone Alert in the Alerts grid, and click on that Alert record. 
 
5) Click the Alerts grid Video button to display the DVR Recorded Video window of the selected 
Alert. Refer to Figure 33.  

 
Very Important: To view Recorded Video by clicking the Alert grid Video button, the Auto-Show  
Off option must be selected. 
 

 
Figure 33.  
 

 
 
 
 
 

 
 
 
 
 

 26 



APPENDIX A (Troubleshooting Tips) 
 
 
 

1) For each user that will log into the Salient Server, you MUST have the two checkboxes 
selected under the Advanced tab. These two options are in regard to the API. Refer to figure 
A1.  

 
 

 
Figure A1. 
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2) You  must verify the Salient System is licensed including IP cameras if they are being used. In 
the example below, the Salient license is for V3.x and supports up to 4 IP cameras. The Feature 
Keys screen can be found under ---------Refer to Figure A2.  

 

 
Figure A2.  
 
 
3) Prior to launching and logging in to a Salient client, you MUST configure the Salient Client first 

using the CompleteView System Configuration tool. Refer to Figure A3. 
 

 

 
Figure A3. 
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4) If a CardAccess 3000 computer with Salient integration is unable to connect to the Salient Server, 

configure a Salient client. After the Salient client is configured, verify you can connect and login 
to the Salient Server from the Salient client. If you are successful connecting from the Salient 
Client to the Salient Server, you must check the settings in the DVR configuration on the 
CardAccess 3000 computer.    
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
5) If you are using a Salient Client, you must verify the Salient Client contains the same users and 
passwords as the Salient Server.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Salient 
CompleteView 
Server  

CardAccess 3000 with Salient 
Integration 

Salient CompleteView Client 

Salient Server  

Salient Client 
 
Note: Configure same users and 
passwords as the Salient Server. 
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6) If you unable to connect to the Salient Server from the CardAccess 3000 computer and Salient 
client, you should perform the ping command in both directions.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7) It is very important to verify the time is synchronized between the Salient Server and the 
CardAccess 3000 host. Failure to do so will cause the playback of video not to function 
properly. There is a utility in the CardAccess3000>Tools folder called 
DVRServerTimeSync.exe. Run this utility to synchronize the time.  

 
8) All DVR’s supported by the CardAccess 3000 must have camera one live at all times.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Salient Server  
 
 
 
Ping 
CardAccess 
3000 computer 
and the Salient 
Client 

CardAccess 3000 with Salient 
Integration 
 
Ping Salient Server 

Salient Client 
 
Ping Salient Server 
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APPENDIX B (Salient Applications) 
 
 

1) The screenshots in this document are from a Salient V3.x. system.  
 

2) Prior to programming the CardAccess 3000 for integration with Salient CompleteView, you 
must have a functional Salient system including a Salient Client. The Salient client should not 
be on the same computer as the CardAccess 3000.  Prior to using the CardAccess 3000 
software, you must verify the Salient CompleteView System functions properly including all 
logins, cameras and recorded video. Once everything is working properly, the CardAccess 
3000 software should have no problems integrating with the Salient CompleteView server.  

 
 

3) Below are a few of the Salient CompleteView Systems applications that you will be using to 
create a functional Salient CompleteView system. The CompleteView System configuration 
menu gives you access to the Server Config and the Client Config.:  
 
Salient CompleteView System Configuration menu: 
 

 
Figure B1.  
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Salient CompleteView Server Configuration menu: 
 
 

 
Figure B2.  
 
Salient CompleteView Client Configuration: 

 
Figure B3. 
Note: You must configure the client using the Client Configuration utility. 
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Salient CompleteView Client: 
 
Reminder: The same users and passwords that are configured on the Salient server should be 
configured on the Salient client.  
 

 
Figure B4. 
 
Very Important:  Before using the CompleteView video client, you MUST configure the 
client using the CompleteView Client Configuration as per Figure B3.  
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Important Information - Must read prior to starting installation. 
 

1) This document pertains to the setup and configuration of CardAccess 3000 software for 
integration with Milestone XProtect software.   
 

2) To install and execute Milestone XProtect integration with CardAccess 3000, you MUST 
have Full Local Administrator permissions in Windows.  
 

3) It is recommended not to run Milestone XProtect on a Host PC where CICDataserver and 
Com Server (HostNT) are running. For better performance, Milestone XProtect should run 
on a CardAccess 3000 workstation.   

 
4) This document should be referenced in addition to the CardAccess 3000 V2.9 Software 

Manual (DVR Integration Chapter) which covers each control in detail.  
 
5) During the installation you will be prompted to select ports for the Milestone Xprotect 

software. You must verify these ports are open and also specified on the 
Configuration>DVR screen.  
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Scope 

 
This document contains information regarding the setup and configuration of the CardAccess 
3000 software for integration with Milestone XProtect series software. Prior to performing the 
steps in this document, you must have a functional Milestone XProtect system. Refer to the 
Milestone XProtect documents referenced below for installation and configuration 
instructions for the Milestone XProtect software. In addition to this document, please 
reference the CA3000, V2.9.x Software Manual (DVR Integration Chapter) which explains 
each control in detail. This document should be used more for a quick reference and to 
reference Milestone XProtect specific items.    

 
 
 
 
 
 
 

Prerequisites 
 
• Milestone XProtect system with a valid license.  
 
• A functional CardAccess 3000 system with a security key/software license with support for 
 one or more DVR’s.  

 
 

 
 
 
 
 

Related Documents 
 
• CA3000 V2.9.x Software Manual (DVR Integration Chapter). 

 
• Milestone XProtect Enterprise Administrator’s Getting Started Guide. 

 
• Milestone XProtect Enterprise Administrator’s Manual. 
 
• Milestone XProtect Smart Client Users Manual. 
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DVR License Verification 
 
1) Prior to programming the CardAccess 3000 for integration with Milestone XProtect software, 

you must verify the CardAccess 3000 security key/software license supports one or more 
DVR Servers. Click Help>About. The values in the Security Key/Software license will 
display. Verify the Max Dvr Servers count is one or more. Refer to Figure 1.  

 
 

 
     Figure 1. 
 

Note: The security key/software license will always be on the CardAccess 3000 host computer. 
As previously mentioned, for better performance, it is recommended to run Milestone XProtect on 
a CardAccess 3000 workstation.    
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Enable Milestone XProtect in CardAccess 3000 
 
 
1) In the CardAccess 3000 main screen, click System>System Settings on the main menu.  

 
2) Click CCTV tab.  

 
 

 
 

Figure 2.  
 

3) Click Edit.  
 

4) Click the third radio button down in the CCTV/DVR Control section to Enable the selected 
option. Choose DVR caMilestoneViewView [XProtect Series] from the dropdown selection box.  

 
5) Click Save. Refer to Figure 2.  

 
Note: The Enable DVR Video Service checkbox must be selected if you are using Forced 
Recording or Presets.  
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Add/Configure Milestone XProtect DVR in CardAccess 3000  
 

  
Figure 3.     
 
1) Click Configuration on the main menu of the CardAccess 3000 screen.   

 
2) Click DVR configuration. Refer to Figure 3. 

 
3) The DVR Configuration screen will display. Refer to figure 4. 
 

 
Figure 4. 
 

VERY IMPORTANT: You must 
specify the port you configured 
during the installation.  
 
 
Example: 192.168.1.227:81 

Enabled Must be selected 
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4) On the DVR Configuration screen, click New. On the General tab, enter the server information. The 
Server information includes DVR Server IP, DVR Server Description, DVR User Name and 
Password. Contact the network administrator for the correct DVR Server IP, User Name and 
Password.   
 
Note: By default, the Enabled check box will be selected. This box must be selected in order to view 
the live/recorded video of the camera connected to a particular server. Refer to Figure 4.  
 
 

 
Figure 5. 
 
5) Click Camera Configuration. Refer to Figure 5.   
 

 

 
 Figure 6.  
 
6) After clicking Camera Configuration, the DVR Camera Configuration screen will display. 

Refer to Figure 6. 
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Figure 7.  
 
7)  The DVR Camera Configuration screen will display all cameras that are connected to the selected 
Milestone Server. These are the cameras that were configured using the Milestone Xprotect Management 
application. You can view the live video of any desired camera by clicking the camera name in the listing. Refer 
to Figure 7. 
 
8) Click Close to exit the DVR caMilestoneView screen.   
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Viewing Live Video  
 
 

 
Figure 8. 
 
1) On the CardAccess 3000 toolbar, click View DVR. Refer to Figures 8 and 9.     
Note: If the View DVR icon does not display, go back to the previous steps and verify the DVR is 
configured and enabled as per the steps on page 7.                    
 

 
Figure 9. 
 
2) After clicking the View DVR button on the CardAccess 3000 toolbar, the DVR caMilestoneView 
window will display on the bottom right of the CardAccess 3000 main screen. Refer to Figure 9.      
 
 
 

 
Figure 10.  
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3) Click System in the DVR caMilestoneView window. Refer to Figure 10.  
 
 
 

 
Figure 11. 
                                                                                                                                                                                                                                                                                                                      

4) Click DVR Configuration in the DVR caMilestoneView window. The DVR Configuration 
screen will display as per Figure 5 in the previous steps.  
 
Note: This is an alternate method to get to the DVR Configuration screen.   
 

 
Figure 12. 
 
5) Click View on the DVR caMilestoneView menu. Refer to Figure 12.  
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Figure 13. 
 
6) Select the DVR Server name and the desired Camera. For our demonstration, there is only one 
camera configured named Camera 1. Select Camera 1. The video for camera 1 should display. Refer 
to Figure 13.   

 

 
Figure 14. 
 
7) Click View>PTZ Window. The PTZ window should display. Refer to Figure 14. 
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Figure 15. 
 
 

 
8) Click View>Alert Bar.  The Alert bar should display. Refer to Figure 15. 
 
 
 
Searching Recorded Video 
 
 
 
1) Click Search Video on the DVR caMilestoneView menu. Refer to Figure 16.  
 

 
 

Figure 16. 
 
 
 
2) After clicking Search Video, the Search Video window will display. Refer to Figure 17.  
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Figure 17.  
 
 
3) Select the DVR Server, DVR Camera and select a Search Date Time. Refer to Figure 17.  

 
 
4) Click Export Video to export video to another location. Refer to Figure 17. 
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Configuring a Reader to Support DVR Recorded Video 
 

Note: A Reader can be configured to support DVR Recorded Videos.  
 

1) Click Configuration>Readers>DVR. Refer to Figure 18.  
 

 
 
Figure 18.  
 
 
 
2) Click the Edit button on the toolbar. Refer to Figure 18. 
 
3) Enter the following information on the Configuration>Readers screen. Refer to Figure 18. 
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• DVR Server Name 
 

• Camera 
 

• Pre-Event Time (Pre-event time is the view time before the occurrence of an event, from the 
selected Reader). 
 

• Post-Event Time (Post-event time is the view time after the occurrence of an event, from the 
selected Reader). 
 

• Priority From  
 

• Priority To 
 

• DVR Forced Recording (When an action occurs on the CardAccess 3000 system, it forces the 
DVR to start recording).  
 

• DVR PTZ Preset (When an action occurs on the CardAccess 3000 system, it causes a PTZ 
camera to position to a fixed preset number (position). 

 
 
 
 
 

 
 
 
 

 
 
 

Configuring an Input to Support DVR Recorded Video 
 

 
Note: An Input can be configured to support DVR Recorded Videos.  
 

1) Click Configuration>Inputs>DVR. Refer to Figure 19.  
 

2) Click Edit.  
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Figure 19.  
 
 
3) Enter /select the following information on the Configuration>Inputs screen. Refer to Figure 19. 

 
• DVR Server Name 

 
• Camera 

 
• Pre-Event Time (Pre-event time is the view time before the occurrence of an event, from the 

selected Reader). 
 

• Post-Event Time (Post-event time is the view time after the occurrence of an event, from the 
selected Reader). 
 

• Priority From  
 

• Priority To 
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Viewing DVR Recorded Video of CardAccess 3000 Events 
 

1) Select a desired Reader/Input/Napco zone Event in the CardAccess 3000 Events grid, and click 
on that event record. The Event you select must have a camera icon on the Photo column. Refer 
to Figure 20. 
 
Note: An Event with video associated with it will display a camera icon in the Photo column. 

 
Figure 20. 
 
2) Click the Events grid Video button to display the DVR Recorded Video window. Refer to 

Figure 20.  
 

3) The DVR Recorded Video window will display the video associated with the Event. Refer to 
Figure 21. 
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Figure 21. 
 
4) Another method to view Recorded Video is to Right Click on the desired Event and select 

Show Video. Refer to Figure 22.  
 

 
Figure 22. 
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Viewing DVR Recorded Video of CardAccess 3000 Alerts 
 

1) To have the video display automatically while the Alert enters the Pending Alerts grid, you need 
to select the Auto-Show On option, for the Alerts grid Video button.  

 
2) Right-click on the Pending Alerts grid Video button, and then left-click the Auto-Show On 

option. Refer to Figure 23. 
 
 

 
Figure 23.  
 
3) Once the Auto-Show On option is selected, you will automatically see the DVR Recorded Video 

of the Alerts.  
 
 
4) Another method to view Recorded Video in the pending alerts grid is to select a desired 
Reader/Input/Napco zone Alert in the Alerts grid, and click on that Alert record. 
 
5) Click the Alerts grid Video button to display the DVR Recorded Video window of the selected 
Alert. Refer to Figure 24.  

 
Very Important: To view Recorded Video by clicking the Alert grid Video button, the Auto-Show  
Off option must be selected. 
 

 
Figure 24.  
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APPENDIX A (Troubleshooting Tips) 
 
 

 
1) All DVR’s supported by the CardAccess 3000 must have camera one live at all times. Using the 

Milestone Server, verify there is live video on camera one.  
 
 
 

 
2) Verify the CardAccess 3000 security key/Software license supports a minimum of 1 DVR Server. 

Refer to Figure A1. 
 

 
Figure A1. 
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3) If the CardAccess 3000 computer is unable to connect to the Milestone Xprotect Server, verify a 

Milestone Xprotect client can connect and login to the Milestone server. If you are successful 
connecting from the Milestone Xprotect Client to the Milestone Xprotect Server, you must check 
the settings in the CardAccess 3000 DVR configuration screen.     
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Figure A2. 
 
 

 4)  If you unable to connect to the Milestone Server from the Milestone Xprotect client, you 
should perform the ping command in both directions.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure A3.  

Milestone 
Xprotect Server  

CardAccess 3000 with Milestone 
Xprotect Integration 

Milestone Xprotect Client 

Milestone 
Xprotect  Server  
 
 
 

CardAccess 3000 with Milestone  
Integration 
 

Xprotect Smart Client 
 

Ping  

Ping  

Ping  

Ping  
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APPENDIX B (Milestone Xprotect Applications) 
 
 

1) The screenshots in this document are from Milestone Xprotect Enterprise 2014. Refer to 
Figure B1. 
 
 

 
Figure B1. 
 
 
 
 
 
 
 

2) Prior to programming the CardAccess 3000 for integration with the Milestone Xprotect Series 
software, you must have a functional Xprotect system including an Xprotect Client. The 
Milestone Xprotect client should not be on the same computer as the CardAccess 3000.  You 
must verify the Milestone system functions properly including all logins, cameras and 
recorded video. Once everything is working properly, the CardAccess 3000 software should 
have no problems integrating with the Milestone Xprotect server. 
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3) Below are a few of the Milestone Xprotect applications that you will be using to create a 
functional Milestone Xprotect system:  
 

Milestone Xprotect Management Application 
 

              
Figure B2. 
 
Milestone Xprotect Smart Client 2014 
 

 
Figure B3. 
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Guide Contents 

Dear Milestone Customer, 

With the purchase of Milestone XProtect Enterprise you have chosen an extremely powerful and 

intelligent surveillance solution.  

This guide briefly explains how to install XProtect Enterprise as well as how to configure some of its 
basic features. 

 
For more detailed feature descriptions, refer to the manuals available on the software 
DVD as well as on our website www.milestonesys.com. XProtect Enterprise furthermore 

features a very comprehensive Built-in Help System (see page 18). 

 
 

Please also check our website www.milestonesys.com for updates to make sure that you install the 
most recent version of our software. 

 

 

 

 

Copyright, Trademarks & Disclaimers 

Copyright 

© 2011 Milestone Systems A/S. 

Trademarks 

XProtect is a registered trademark of Milestone Systems A/S. 

Microsoft and Windows are registered trademarks of Microsoft Corporation. 

All other trademarks mentioned in this document are trademarks of their respective owners. 

Disclaimer 

This document is intended for general information purposes only, and due care has been taken in 
its preparation. 

Any risk arising from the use of this information rests with the recipient, and nothing herein should 
be construed as constituting any kind of warranty. 

Milestone Systems A/S reserve the right to make adjustments without prior notification. 

All names of people and organizations used in this document's examples are fictitious. Any 

resemblance to any actual organization or person, living or dead, is purely coincidental and 
unintended. 

This product may make use of third party software for which specific terms and conditions may 

apply. When that is the case, you can find more information in the file 
3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system 
installation folder. 

 

XPE80-agsg-1(a1)-240811 
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Installation 

 
If upgrading from a previous version, make sure you read the upgrade information (see 

page 7). 
 

System Requirements 

For information about system requirements for the various components of the XProtect Enterprise 
system, read the Release Notes available on the software DVD as well as on 
www.milestonesys.com. 

Administrator Rights 

When you install and configure XProtect Enterprise it is important that you have administrator 

rights on the computer running XProtect Enterprise. If you only have standard user rights, you will 
not be able to configure the XProtect Enterprise software. Consult your IT system administrator if 
in doubt about your rights. 

Install the Software 

Insert the XProtect Enterprise software DVD, wait for a short while, and click the XProtect 
Enterprise installation link. 

Alternatively, if you are installing a version downloaded from the internet, run the downloaded 
installation file from the location you have saved it to. 

Depending on your security settings, you may receive security warnings. If this is the case, click 
Run. 

When the installation wizard starts, select language for the installer and click Continue. 

When asked, it is important that you: 

 Select installation language. 
 

 Specify the location of your license file. 

 
 Read and accept the license agreement. 

 
 Indicate if you wish to participate in the Milestone data collection program.  

Select Typical installation (however, advanced users may select Custom installation, and choose 
application language, which features to install, and where to install them).  

Let the installation wizard complete.  

IMPORTANT: If you are installing on a Windows Server 2003 and installation fails, installing a 
Microsoft hotfix might solve the issue and allow you to complete your XProtect Enterprise 
installation. The Microsoft hotfix is downloadable here: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=8EFFE1D9-7224-4586-BE2B-
42C9AE5B9071&displaylang=en. When you have installed the hotfix, restart the XProtect 
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Enterprise installation. If the problem persists, please contact Milestone Support 
(support@milestonesys.com) for help. 

You can now begin configuring your XProtect Enterprise through its Management Application: 

Double-click the Management Application desktop shortcut or select Start > All Programs > 
Milestone XProtect Enterprise > Management Application. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Upgrade from Previous Version 

Upgrading your entire XProtect Enterprise system configuration is a fairly easy task. The following 
information applies if upgrading from one XProtect Enterprise version to another as well as if 

upgrading to XProtect Enterprise from a lower product in the XProtect product portfolio. 

Back Up Current Configuration 

When you install a new version of XProtect Enterprise, it will inherit the configuration from your old 

version. 

However, we recommend that you make regular backups of your server configuration as a disaster 
recovery measure. Upgrading your server is no exception. While it is rare to lose your configuration 
(cameras, schedules, views, etc.), it can happen under unfortunate circumstances. Luckily, it takes 
only a minute to back up your existing configuration: 

The following describes backup of XProtect Enterprise versions prior to 7.0. If you need information 
about how to back up configuration for XProtect Enterprise 7.0 and onwards, see Back up 
Configuration on page 14. 

 

IMPORTANT: If upgrading from an XProtect Enterprise 6.5 (or earlier) to XProtect Enterprise 8.0, 

do the following before upgrading: 
If you installed XProtect Enterprise 6.5 (or earlier) as a custom version to a non-default file-path, 
make a backup of your existing configuration and restore it to a new installation folder called 
[relevant folder]\Milestone Surveillance. When running the XProtect Enterprise 8.0 installer, select 

Custom installation and when prompted for an installation folder, select the [relevant folder] you 
created for restoring. 

1. Create a folder called Backup on a network drive, or on removable media. 

 
2. On the XProtect Enterprise server, open My Computer, and navigate to the XProtect 

Enterprise installation folder. 
 

3. Copy the following files and folders into your Backup folder: 
 
 All configuration (.ini) files 

 
 All scheduling (.sch) files 

 
 The file users.txt (only present in a few installations) 

 
 The folder SmartClientViewGroups and all of its content 

 
 The folder RemoteClientViewGroup and all of its content  

 

Note that some of the files/folders may not exist if upgrading from old software versions. 

Remove Current Version 

In most cases, you do not need to manually remove the old version of XProtect Enterprise before 
you install the new version. The old version is removed when you install the new version. Note, 
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however, that versions earlier than 6.0 must be removed manually before installing the new 
version. 

Install New Version 

Run the installation file for the new software version. Select the installation options that best fit 
your needs. 

Restore Configuration Backup (if Required) 

If for some reason, after installing the new software version, you have lost your configuration, you 
can restore your configuration, provided you have followed the previous instructions. 

Since configuration is stored in a new format in XProtect Enterprise 7.0 and onwards, any pre 7.0 
backed-up configuration must be converted to this new format before you can use it. Contact your 
vendor for information about how to convert and restore your configuration backup. 

For restoring backups made in XProtect Enterprise 7.0 and onwards, see Back up Configuration on 
page 14. 

Upgrade Video Device Drivers 

Video device drivers are small programs used for controlling/communicating with the hardware 
devices connected to an XProtect Enterprise system. 

Video device drivers are installed automatically during the installation of your XProtect Enterprise 
system. However, new versions of the video device drivers—so-called Device Packs—are released 

and made available for free on the Milestone website from time to time. 

We therefore recommend that you regularly visit the Milestone website (look under Support) and 
download the latest Device Pack. 

When updating video device drivers, there is no need to remove the old video device drivers first; 
simply install the latest version on top of any old version you may have. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Configure via Management Application 

The Management Application is XProtect Enterprise’s server-side user interface; all management of 
your surveillance system is handled here. 

 

You access the Management Application by double-clicking the Management Application desktop 

shortcut. 

Alternatively, use Windows' Start menu: Start > All Programs > Milestone XProtect Enterprise > 
Management Application. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Licensing 

You purchase licenses per device channel (typically cameras or dedicated in- and output boxes). 
Initially (during installation and configuration) XProtect Enterprise runs on a temporary license file 

(.lic), including a Software License Code (SLC). To get a permanent license, you must register your 
SLC before you can activate your device licenses. Register the SLC online by going to 
www.milestonesys.com, and click the Software registration link in the top menu. When done, 
activate your devices before the end of the Grace Period (30 days). It is recommended to activate 
licenses before making final adjustments to your system and its devices. It is possible to activate 
licenses either on- or offline (before the end of the Grace Period). On the Management Application's 
toolbar, click File, and either Activate License Online or Manage License Offline. 

To get an overview of your licenses, go to the Management Application's navigation pane, expand 
Advanced Configuration, select Hardware Devices and view your Hardware Device Summary table. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Add Hardware Devices 

You add cameras and other hardware devices, such as video encoders, DVRs, etc., to your XProtect 
Enterprise system through a wizard. If microphones and/or speakers are attached to your 

hardware devices, they are automatically added as well. You can add up to 64 cameras per 
XProtect Enterprise server. 
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If using video encoders on your system, bear in mind that video encoders can have more than one 
camera connected to them. For example, a fully used four-port video encoder will count as four 
cameras. 

Before adding hardware devices, make sure you have configured their IP addresses, passwords, 
etc. as described by the manufacturers. Then do the following: 

1. In the Management Application, start the Add Hardware Devices wizard. 
 

2. Select a hardware detection method, and follow the wizard. 

We recommend the Express option: it scans your network for relevant hardware devices, and helps 

you quickly add them to your system. Note that the Express option only scans for hardware 
devices supporting device discovery (a method with which hardware devices make information 
about themselves available on the network) and only on the part of your network (subnet) where 
the XProtect Enterprise server itself is located. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Cameras 

You can specify a wide variety of settings for each camera connected to your XProtect Enterprise 

system. Settings include video format, resolution, motion detection sensitivity, where to store and 
archive recordings, any PTZ preset positions, association with microphones and speakers, etc. 

You configure cameras under Advanced Configuration > Cameras and Storage Information in the 
Management Application’s navigation pane. 

PTZ Cameras 

PTZ (Pan/Tilt/Zoom) cameras are supported extensively throughout XProtect Enterprise. Such 
cameras can be operated manually as well as automatically. 

Tip: Analog PTZ devices attached to video encoders can also be used, but they require a bit more 
initial configuration: In the Management Application’s navigation pane, expand Advanced 
Configuration > Hardware Devices, double-click the required hardware device and specify PTZ 
Device properties. 

Check the Device Pack Release Notes, available from the Downloads section of 
www.milestonesys.com, to see exactly which PTZ features are supported for the hardware and 

firmware used in your installation. 

You configure PTZ presets and automated PTZ operations individually for each PTZ camera: Under 
Advanced Configuration in the Management Application’s navigation pane, select Cameras and 
Storage Information, then double-click the required camera. 

360° Lenses 

Cameras with 360° lenses, fisheye as well as panomorph, can also be used. 

First, under Advanced Configuration in the Management Application’s navigation pane, select 

Hardware Devices, then double-click the hardware device to which the 360° lens camera is 
attached, and enable the required functionality (fisheye or panomorph). 

Then, for fisheye cameras, go to Advanced Configuration in the navigation pane, select Cameras 
and Storage Information, double-click the required camera, and configure the fisheye view. 
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Privacy Masking 

Privacy masking allows you to mask any area of a camera’s image to prevent it from being visible 
in clients. For example, if the camera points in a way so that it catches the window of a private 

building, the privacy of the residents must be respected. In that case, you can mask areas of the 
image as needed. Furthermore, you can toggle grid and the red area indicating masking on and 
off—all to get a less obscured preview image. 

You configure privacy masking under Advanced Configuration in the Management Application's 
navigation pane. Expand Cameras and Storage Information, right-click the required camera, and 
select Properties, Privacy Masking. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Scheduling & Archiving 

Do you want some cameras to transfer video to XProtect Enterprise at all times, and other cameras 
to transfer video only within specific periods of time, or when specific events occur? 

With the scheduling feature, you can specify this as well as when you want to receive notifications 
from the system. For PTZ (Pan/Tilt/Zoom) cameras with patrolling (automatic movement between 
preset positions), you can furthermore specify use of specific patrolling profiles for specific periods 

of time.  

 

Archiving is an integrated and automated feature that helps you store recordings beyond the 
capabilities of XProtect Enterprise’s standard database. With XProtect Enterprise’s default settings, 
archiving takes place once a day or whenever databases become full; you can specify additional 

archiving times if required. 

You configure scheduling and archiving under Advanced Configuration > Scheduling and Archiving 
in the Management Application’s navigation pane. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Events & Output 

Events, for example based on input from sensors, can be used for automatically starting/stopping 

recordings, automatic sending of notifications, etc. 

Output can be used for activating external units, such as sirens or lights; output can be triggered 
automatically by events. 

Users can also activate events and output manually from their clients. 
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The use of most input events and all types of output requires that external sensors are wired to 
input/output (I/O) connectors on the hardware device in question, and that I/O operation on the 
hardware device is supported by XProtect Enterprise. Check the Device Pack Release Notes, 

available from the Downloads section of www.milestonesys.com, to see if I/O operation is 
supported for the hardware and firmware used in your installation. 

You configure events and output under Advanced Configuration > Events and Outputs in the 
Management Application’s navigation pane. Once configured, events can be used with features 
throughout XProtect Enterprise, regardless of where sensors, users, etc. are physically located. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Clients & Users 

Different client applications are included with XProtect Enterprise. 

To quickly and easily configure how client applications should be able to access the XProtect 
Enterprise server, and which users should be able to use the client applications, start the Configure 
User Access wizard. 

Note, however, that the wizard gives users access to all cameras on your system; if you require 
different rights for individual users, you should use advanced configuration instead: 

Under Advanced Configuration > Server Access in the Management Application’s navigation pane, 
you can specify port number to use, whether you want clients to be able to access the XProtect 
Enterprise server from the internet, how many clients you want to be able to connect 
simultaneously, etc. 

Under Advanced Configuration > Users in the navigation pane, you can configure who should have 
client access, and with which rights. If required, you can add users from Active Directory, thus 

leveraging your organization's existing user data. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Master/Slave Servers 

This step is only required if you want to run several XProtect Enterprise servers together. 

A master/slave setup allows you to combine several XProtect Enterprise servers and thus extend 
the number of cameras you are able to use beyond the maximum allowed number of cameras for a 
single server. In such a setup, clients will still have a single point of contact: they connect to the 

master server but also get access, transparently, to cameras and recordings on the slave servers. 

If required, you configure this under Advanced Configuration > Master/Slave in the Management 

Application’s navigation pane. 

Note: If you are planning to run a Master/Slave setup, it is important that you run Typical 
installation on the master server and Custom installation, where you deselect installing the Event 
Server, on the slave server(s). This is because there can only be one Event Server in a 

master/slave setup. If more than one Event Server is installed, the master server will have 
problems accessing cameras on slave servers. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Configure Alarms and Analytics Events 

The Alarms feature provides central overview and control of alarms in any number of XProtect 
Enterprise installations—and even in Master\Slave setups (see page 12)—throughout your 

organization. 

You can configure alarms to be generated based on either: 

 Internal events (system related); for example, motion, server responding/not responding, 
archiving problems, lack of disk space, etc. 
 

 External events (integrated); for example, analytics events (typically data received from 

external third-party video content analysis (VCA) providers).  

Furthermore, the Alarms feature deals with general alarms settings and alarm logging and with 

general analytics events settings.  

To ease overview, delegation and handling of alarms, alarms appear in the Smart Client’s alarm 
list, where they are also handled. The Alarms feature is thus a powerful monitoring tool, providing 
instant overview of alarms and possible technical problems.  

To work with alarms, go to the In the Management Application's navigation pane, expand Advanced 

Configuration and expand Alarms. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Back Up Configuration 

You have now covered the key elements of your XProtect Enterprise system configuration. It is 
therefore a good time to back up the configuration as a disaster recovery method. While it is rare 

to lose your configuration, it can happen under unfortunate circumstances. Luckily, it takes only a 
minute to back up your existing configuration. 

The following describes backup of the configuration in XProtect Enterprise 7.0 and onwards. If you 
need information about how to back up configuration from an earlier version of XProtect 
Enterprise—a typical need when upgrading to XProtect Enterprise 8.0—see Upgrade from a 
Previous Version on page 7. 

In the following, we assume that you have not changed XProtect Enterprise's default configuration 

path, which is C:\Documents and Settings\All Users\Application Data\Milestone\Milestone 
Surveillance on servers running Windows XP, or Windows Server 2003, and C:\Program 
Data\Milestone\Milestone Surveillance on servers running all other supported operating systems. If 
you have changed the default configuration path, you must take your changes into consideration 
when using the method described in the following. 

How to Back Up 

1. If XProtect Enterprise is used on a server running Windows XP or Windows Server 2003, 

make a copy of the folder C:\Documents and Settings\All Users\Application 
Data\Milestone\Milestone Surveillance and all of its content. If XProtect Enterprise is used 
on a server running any other supported operating system, make a copy of the folder 
C:\Program Data\Milestone\Milestone Surveillance and all of its content. 

 
2. Open the folder C:\Program Files\Milestone\Milestone Surveillance\devices, and verify if the 

file devices.ini exists. If the file exists, make a copy of it. The file will exist if you have 

configured video properties for certain types of cameras; for such cameras, changes to the 
properties are stored in the file rather than on the camera itself. 
 

3. Store the copies away from the XProtect Enterprise server, so you will not lose them if the 
server is damaged, stolen or otherwise affected. 

Remember that a backup is a snapshot of your XProtect Enterprise system configuration at the 
time of backing up. If you later change your configuration, your backup will not reflect the most 

recent changes. Therefore, back up your system configuration regularly. 

Restore Backed-up Configuration 

1. If XProtect Enterprise is used on a server running Windows XP or Windows Server 2003, 
copy the content of the backed-up Milestone Surveillance folder into C:\Documents and 
Settings\All Users\Application Data\Milestone\Milestone Surveillance. If XProtect Enterprise 
is used on a server running any other supported operating system, copy the content of the 
backed-up Milestone Surveillance folder into C:\Program Data\Milestone\Milestone 

Surveillance. 
 

2. If you backed up the file devices.ini, copy the file into C:\Program Files\Milestone\Milestone 
Surveillance\devices. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Download Manager 

XProtect Enterprise’s Download Manager lets you manage which features your organization’s users 
will be able to access from a user-targeted welcome page on the surveillance system server. Such 

features include the highly important clients (see page 16), special language versions, etc. 

The Download Manager comes with a default configuration ensuring that users get access to the 
Smart Client and Remote Client on the welcome page without you having to do anything. 

However, if you want to make special language versions, plug-ins or similar available to users, you 
will need to use the Download Manager. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Get Smart Client or Remote Client 

You view live and recorded video with a client, mainly the Smart Client or Remote Client. Users—
and administrators—can get their Smart Client or Remote Client in two ways: Either simply from 

the software DVD or from the surveillance system server. 

To get a Smart Client or Remote Client from the server, do the following: 

1. Open an Internet Explorer browser (version 6.0 or later), and connect to the IP address of 
the XProtect Enterprise server with the port number specified under Advanced 
Configuration > Server Access in the Management Application’s navigation pane (default is 
port 80). Example: If the server’s IP address is 123.123.123.123 and you use the default 

port number 80, connect to http://123.123.123.123:80. 

 
2. When you connect to the server, you will see a welcome page. On the welcome page, 

simply click the required link to get your client. 

The Smart Client must be downloaded and installed on users’ computers. The less feature-rich 
Remote Client is run straight from the server, without any need for installation. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Matrix 

Matrix is a feature for manual or automated video sharing. For users, being able to view Matrix-
triggered video requires that they have a Smart Client installed on their computers (see page 16). 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Built-in Help System 

XProtect Enterprise features a very comprehensive built-in help system.  

To access the help system from anywhere within the Management Application, click the Help button 

in the toolbar. Alternatively, press F1 on your keyboard. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Guide Contents 

Dear Milestone Customer, 

With the purchase of Milestone XProtect Enterprise you have chosen an extremely powerful and 

intelligent surveillance solution.  

This guide briefly explains how to install XProtect Enterprise as well as how to configure some of its 
basic features. 

 
For more detailed feature descriptions, refer to the manuals available on the software 
DVD as well as on our website www.milestonesys.com. XProtect Enterprise furthermore 

features a very comprehensive Built-in Help System (see page 18). 

 
 

Please also check our website www.milestonesys.com for updates to make sure that you install the 
most recent version of our software. 

 

 

 

 

Copyright, Trademarks & Disclaimers 

Copyright 

© 2011 Milestone Systems A/S. 

Trademarks 

XProtect is a registered trademark of Milestone Systems A/S. 

Microsoft and Windows are registered trademarks of Microsoft Corporation. 

All other trademarks mentioned in this document are trademarks of their respective owners. 

Disclaimer 

This document is intended for general information purposes only, and due care has been taken in 
its preparation. 

Any risk arising from the use of this information rests with the recipient, and nothing herein should 
be construed as constituting any kind of warranty. 

Milestone Systems A/S reserve the right to make adjustments without prior notification. 

All names of people and organizations used in this document's examples are fictitious. Any 

resemblance to any actual organization or person, living or dead, is purely coincidental and 
unintended. 

This product may make use of third party software for which specific terms and conditions may 

apply. When that is the case, you can find more information in the file 
3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system 
installation folder. 

 

XPE80-agsg-1(a1)-240811 

 



Milestone XProtect Enterprise 8.0; Administrator’s Getting Started Guide 

www.milestonesys.com Page 3 Contents 

Contents 

GUIDE CONTENTS ....................................................... 2 

INSTALLATION ........................................................... 5 

System Requirements ........................................................................... 5 

Administrator Rights ............................................................................ 5 

Install the Software .............................................................................. 5 

UPGRADE FROM PREVIOUS VERSION ......................... 7 

Back Up Current Configuration ............................................................. 7 

Remove Current Version ....................................................................... 7 

Install New Version .............................................................................. 8 

Restore Configuration Backup (if Required) ......................................... 8 

Upgrade Video Device Drivers ............................................................... 8 

CONFIGURE VIA MANAGEMENT APPLICATION ........... 9 

Licensing .............................................................................................. 9 

Add Hardware Devices .......................................................................... 9 

Configure Cameras ............................................................................. 10 

PTZ Cameras...................................................................................... 10 

360° Lenses ....................................................................................... 10 

Privacy Masking .................................................................................. 11 

Configure Scheduling & Archiving ....................................................... 11 

Configure Events & Output ................................................................. 11 

Configure Clients & Users ................................................................... 12 

Configure Master/Slave Servers ......................................................... 12 

Configure Alarms and Analytics Events ............................................... 13 

BACK UP CONFIGURATION ....................................... 14 

How to Back Up .................................................................................. 14 



Milestone XProtect Enterprise 8.0; Administrator’s Getting Started Guide 

www.milestonesys.com Page 4 Contents 

Restore Backed-up Configuration ....................................................... 14 

DOWNLOAD MANAGER ............................................. 15 

GET SMART CLIENT OR REMOTE CLIENT ................... 16 

MATRIX .................................................................... 17 

BUILT-IN HELP SYSTEM ............................................ 18 

 
 



Milestone XProtect Enterprise 8.0; Administrator’s Getting Started Guide 

www.milestonesys.com Page 5 Installation 

Installation 

 
If upgrading from a previous version, make sure you read the upgrade information (see 

page 7). 
 

System Requirements 

For information about system requirements for the various components of the XProtect Enterprise 
system, read the Release Notes available on the software DVD as well as on 
www.milestonesys.com. 

Administrator Rights 

When you install and configure XProtect Enterprise it is important that you have administrator 

rights on the computer running XProtect Enterprise. If you only have standard user rights, you will 
not be able to configure the XProtect Enterprise software. Consult your IT system administrator if 
in doubt about your rights. 

Install the Software 

Insert the XProtect Enterprise software DVD, wait for a short while, and click the XProtect 
Enterprise installation link. 

Alternatively, if you are installing a version downloaded from the internet, run the downloaded 
installation file from the location you have saved it to. 

Depending on your security settings, you may receive security warnings. If this is the case, click 
Run. 

When the installation wizard starts, select language for the installer and click Continue. 

When asked, it is important that you: 

 Select installation language. 
 

 Specify the location of your license file. 

 
 Read and accept the license agreement. 

 
 Indicate if you wish to participate in the Milestone data collection program.  

Select Typical installation (however, advanced users may select Custom installation, and choose 
application language, which features to install, and where to install them).  

Let the installation wizard complete.  

IMPORTANT: If you are installing on a Windows Server 2003 and installation fails, installing a 
Microsoft hotfix might solve the issue and allow you to complete your XProtect Enterprise 
installation. The Microsoft hotfix is downloadable here: 
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=8EFFE1D9-7224-4586-BE2B-
42C9AE5B9071&displaylang=en. When you have installed the hotfix, restart the XProtect 
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Enterprise installation. If the problem persists, please contact Milestone Support 
(support@milestonesys.com) for help. 

You can now begin configuring your XProtect Enterprise through its Management Application: 

Double-click the Management Application desktop shortcut or select Start > All Programs > 
Milestone XProtect Enterprise > Management Application. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Upgrade from Previous Version 

Upgrading your entire XProtect Enterprise system configuration is a fairly easy task. The following 
information applies if upgrading from one XProtect Enterprise version to another as well as if 

upgrading to XProtect Enterprise from a lower product in the XProtect product portfolio. 

Back Up Current Configuration 

When you install a new version of XProtect Enterprise, it will inherit the configuration from your old 

version. 

However, we recommend that you make regular backups of your server configuration as a disaster 
recovery measure. Upgrading your server is no exception. While it is rare to lose your configuration 
(cameras, schedules, views, etc.), it can happen under unfortunate circumstances. Luckily, it takes 
only a minute to back up your existing configuration: 

The following describes backup of XProtect Enterprise versions prior to 7.0. If you need information 
about how to back up configuration for XProtect Enterprise 7.0 and onwards, see Back up 
Configuration on page 14. 

 

IMPORTANT: If upgrading from an XProtect Enterprise 6.5 (or earlier) to XProtect Enterprise 8.0, 

do the following before upgrading: 
If you installed XProtect Enterprise 6.5 (or earlier) as a custom version to a non-default file-path, 
make a backup of your existing configuration and restore it to a new installation folder called 
[relevant folder]\Milestone Surveillance. When running the XProtect Enterprise 8.0 installer, select 

Custom installation and when prompted for an installation folder, select the [relevant folder] you 
created for restoring. 

1. Create a folder called Backup on a network drive, or on removable media. 

 
2. On the XProtect Enterprise server, open My Computer, and navigate to the XProtect 

Enterprise installation folder. 
 

3. Copy the following files and folders into your Backup folder: 
 
 All configuration (.ini) files 

 
 All scheduling (.sch) files 

 
 The file users.txt (only present in a few installations) 

 
 The folder SmartClientViewGroups and all of its content 

 
 The folder RemoteClientViewGroup and all of its content  

 

Note that some of the files/folders may not exist if upgrading from old software versions. 

Remove Current Version 

In most cases, you do not need to manually remove the old version of XProtect Enterprise before 
you install the new version. The old version is removed when you install the new version. Note, 
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however, that versions earlier than 6.0 must be removed manually before installing the new 
version. 

Install New Version 

Run the installation file for the new software version. Select the installation options that best fit 
your needs. 

Restore Configuration Backup (if Required) 

If for some reason, after installing the new software version, you have lost your configuration, you 
can restore your configuration, provided you have followed the previous instructions. 

Since configuration is stored in a new format in XProtect Enterprise 7.0 and onwards, any pre 7.0 
backed-up configuration must be converted to this new format before you can use it. Contact your 
vendor for information about how to convert and restore your configuration backup. 

For restoring backups made in XProtect Enterprise 7.0 and onwards, see Back up Configuration on 
page 14. 

Upgrade Video Device Drivers 

Video device drivers are small programs used for controlling/communicating with the hardware 
devices connected to an XProtect Enterprise system. 

Video device drivers are installed automatically during the installation of your XProtect Enterprise 
system. However, new versions of the video device drivers—so-called Device Packs—are released 

and made available for free on the Milestone website from time to time. 

We therefore recommend that you regularly visit the Milestone website (look under Support) and 
download the latest Device Pack. 

When updating video device drivers, there is no need to remove the old video device drivers first; 
simply install the latest version on top of any old version you may have. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Configure via Management Application 

The Management Application is XProtect Enterprise’s server-side user interface; all management of 
your surveillance system is handled here. 

 

You access the Management Application by double-clicking the Management Application desktop 

shortcut. 

Alternatively, use Windows' Start menu: Start > All Programs > Milestone XProtect Enterprise > 
Management Application. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Licensing 

You purchase licenses per device channel (typically cameras or dedicated in- and output boxes). 
Initially (during installation and configuration) XProtect Enterprise runs on a temporary license file 

(.lic), including a Software License Code (SLC). To get a permanent license, you must register your 
SLC before you can activate your device licenses. Register the SLC online by going to 
www.milestonesys.com, and click the Software registration link in the top menu. When done, 
activate your devices before the end of the Grace Period (30 days). It is recommended to activate 
licenses before making final adjustments to your system and its devices. It is possible to activate 
licenses either on- or offline (before the end of the Grace Period). On the Management Application's 
toolbar, click File, and either Activate License Online or Manage License Offline. 

To get an overview of your licenses, go to the Management Application's navigation pane, expand 
Advanced Configuration, select Hardware Devices and view your Hardware Device Summary table. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Add Hardware Devices 

You add cameras and other hardware devices, such as video encoders, DVRs, etc., to your XProtect 
Enterprise system through a wizard. If microphones and/or speakers are attached to your 

hardware devices, they are automatically added as well. You can add up to 64 cameras per 
XProtect Enterprise server. 
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If using video encoders on your system, bear in mind that video encoders can have more than one 
camera connected to them. For example, a fully used four-port video encoder will count as four 
cameras. 

Before adding hardware devices, make sure you have configured their IP addresses, passwords, 
etc. as described by the manufacturers. Then do the following: 

1. In the Management Application, start the Add Hardware Devices wizard. 
 

2. Select a hardware detection method, and follow the wizard. 

We recommend the Express option: it scans your network for relevant hardware devices, and helps 

you quickly add them to your system. Note that the Express option only scans for hardware 
devices supporting device discovery (a method with which hardware devices make information 
about themselves available on the network) and only on the part of your network (subnet) where 
the XProtect Enterprise server itself is located. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Cameras 

You can specify a wide variety of settings for each camera connected to your XProtect Enterprise 

system. Settings include video format, resolution, motion detection sensitivity, where to store and 
archive recordings, any PTZ preset positions, association with microphones and speakers, etc. 

You configure cameras under Advanced Configuration > Cameras and Storage Information in the 
Management Application’s navigation pane. 

PTZ Cameras 

PTZ (Pan/Tilt/Zoom) cameras are supported extensively throughout XProtect Enterprise. Such 
cameras can be operated manually as well as automatically. 

Tip: Analog PTZ devices attached to video encoders can also be used, but they require a bit more 
initial configuration: In the Management Application’s navigation pane, expand Advanced 
Configuration > Hardware Devices, double-click the required hardware device and specify PTZ 
Device properties. 

Check the Device Pack Release Notes, available from the Downloads section of 
www.milestonesys.com, to see exactly which PTZ features are supported for the hardware and 

firmware used in your installation. 

You configure PTZ presets and automated PTZ operations individually for each PTZ camera: Under 
Advanced Configuration in the Management Application’s navigation pane, select Cameras and 
Storage Information, then double-click the required camera. 

360° Lenses 

Cameras with 360° lenses, fisheye as well as panomorph, can also be used. 

First, under Advanced Configuration in the Management Application’s navigation pane, select 

Hardware Devices, then double-click the hardware device to which the 360° lens camera is 
attached, and enable the required functionality (fisheye or panomorph). 

Then, for fisheye cameras, go to Advanced Configuration in the navigation pane, select Cameras 
and Storage Information, double-click the required camera, and configure the fisheye view. 
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Privacy Masking 

Privacy masking allows you to mask any area of a camera’s image to prevent it from being visible 
in clients. For example, if the camera points in a way so that it catches the window of a private 

building, the privacy of the residents must be respected. In that case, you can mask areas of the 
image as needed. Furthermore, you can toggle grid and the red area indicating masking on and 
off—all to get a less obscured preview image. 

You configure privacy masking under Advanced Configuration in the Management Application's 
navigation pane. Expand Cameras and Storage Information, right-click the required camera, and 
select Properties, Privacy Masking. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Scheduling & Archiving 

Do you want some cameras to transfer video to XProtect Enterprise at all times, and other cameras 
to transfer video only within specific periods of time, or when specific events occur? 

With the scheduling feature, you can specify this as well as when you want to receive notifications 
from the system. For PTZ (Pan/Tilt/Zoom) cameras with patrolling (automatic movement between 
preset positions), you can furthermore specify use of specific patrolling profiles for specific periods 

of time.  

 

Archiving is an integrated and automated feature that helps you store recordings beyond the 
capabilities of XProtect Enterprise’s standard database. With XProtect Enterprise’s default settings, 
archiving takes place once a day or whenever databases become full; you can specify additional 

archiving times if required. 

You configure scheduling and archiving under Advanced Configuration > Scheduling and Archiving 
in the Management Application’s navigation pane. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Events & Output 

Events, for example based on input from sensors, can be used for automatically starting/stopping 

recordings, automatic sending of notifications, etc. 

Output can be used for activating external units, such as sirens or lights; output can be triggered 
automatically by events. 

Users can also activate events and output manually from their clients. 
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The use of most input events and all types of output requires that external sensors are wired to 
input/output (I/O) connectors on the hardware device in question, and that I/O operation on the 
hardware device is supported by XProtect Enterprise. Check the Device Pack Release Notes, 

available from the Downloads section of www.milestonesys.com, to see if I/O operation is 
supported for the hardware and firmware used in your installation. 

You configure events and output under Advanced Configuration > Events and Outputs in the 
Management Application’s navigation pane. Once configured, events can be used with features 
throughout XProtect Enterprise, regardless of where sensors, users, etc. are physically located. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Clients & Users 

Different client applications are included with XProtect Enterprise. 

To quickly and easily configure how client applications should be able to access the XProtect 
Enterprise server, and which users should be able to use the client applications, start the Configure 
User Access wizard. 

Note, however, that the wizard gives users access to all cameras on your system; if you require 
different rights for individual users, you should use advanced configuration instead: 

Under Advanced Configuration > Server Access in the Management Application’s navigation pane, 
you can specify port number to use, whether you want clients to be able to access the XProtect 
Enterprise server from the internet, how many clients you want to be able to connect 
simultaneously, etc. 

Under Advanced Configuration > Users in the navigation pane, you can configure who should have 
client access, and with which rights. If required, you can add users from Active Directory, thus 

leveraging your organization's existing user data. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 

Configure Master/Slave Servers 

This step is only required if you want to run several XProtect Enterprise servers together. 

A master/slave setup allows you to combine several XProtect Enterprise servers and thus extend 
the number of cameras you are able to use beyond the maximum allowed number of cameras for a 
single server. In such a setup, clients will still have a single point of contact: they connect to the 

master server but also get access, transparently, to cameras and recordings on the slave servers. 

If required, you configure this under Advanced Configuration > Master/Slave in the Management 

Application’s navigation pane. 

Note: If you are planning to run a Master/Slave setup, it is important that you run Typical 
installation on the master server and Custom installation, where you deselect installing the Event 
Server, on the slave server(s). This is because there can only be one Event Server in a 

master/slave setup. If more than one Event Server is installed, the master server will have 
problems accessing cameras on slave servers. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Configure Alarms and Analytics Events 

The Alarms feature provides central overview and control of alarms in any number of XProtect 
Enterprise installations—and even in Master\Slave setups (see page 12)—throughout your 

organization. 

You can configure alarms to be generated based on either: 

 Internal events (system related); for example, motion, server responding/not responding, 
archiving problems, lack of disk space, etc. 
 

 External events (integrated); for example, analytics events (typically data received from 

external third-party video content analysis (VCA) providers).  

Furthermore, the Alarms feature deals with general alarms settings and alarm logging and with 

general analytics events settings.  

To ease overview, delegation and handling of alarms, alarms appear in the Smart Client’s alarm 
list, where they are also handled. The Alarms feature is thus a powerful monitoring tool, providing 
instant overview of alarms and possible technical problems.  

To work with alarms, go to the In the Management Application's navigation pane, expand Advanced 

Configuration and expand Alarms. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 



Milestone XProtect Enterprise 8.0; Administrator’s Getting Started Guide 

www.milestonesys.com Page 14 Back Up Configuration 

Back Up Configuration 

You have now covered the key elements of your XProtect Enterprise system configuration. It is 
therefore a good time to back up the configuration as a disaster recovery method. While it is rare 

to lose your configuration, it can happen under unfortunate circumstances. Luckily, it takes only a 
minute to back up your existing configuration. 

The following describes backup of the configuration in XProtect Enterprise 7.0 and onwards. If you 
need information about how to back up configuration from an earlier version of XProtect 
Enterprise—a typical need when upgrading to XProtect Enterprise 8.0—see Upgrade from a 
Previous Version on page 7. 

In the following, we assume that you have not changed XProtect Enterprise's default configuration 

path, which is C:\Documents and Settings\All Users\Application Data\Milestone\Milestone 
Surveillance on servers running Windows XP, or Windows Server 2003, and C:\Program 
Data\Milestone\Milestone Surveillance on servers running all other supported operating systems. If 
you have changed the default configuration path, you must take your changes into consideration 
when using the method described in the following. 

How to Back Up 

1. If XProtect Enterprise is used on a server running Windows XP or Windows Server 2003, 

make a copy of the folder C:\Documents and Settings\All Users\Application 
Data\Milestone\Milestone Surveillance and all of its content. If XProtect Enterprise is used 
on a server running any other supported operating system, make a copy of the folder 
C:\Program Data\Milestone\Milestone Surveillance and all of its content. 

 
2. Open the folder C:\Program Files\Milestone\Milestone Surveillance\devices, and verify if the 

file devices.ini exists. If the file exists, make a copy of it. The file will exist if you have 

configured video properties for certain types of cameras; for such cameras, changes to the 
properties are stored in the file rather than on the camera itself. 
 

3. Store the copies away from the XProtect Enterprise server, so you will not lose them if the 
server is damaged, stolen or otherwise affected. 

Remember that a backup is a snapshot of your XProtect Enterprise system configuration at the 
time of backing up. If you later change your configuration, your backup will not reflect the most 

recent changes. Therefore, back up your system configuration regularly. 

Restore Backed-up Configuration 

1. If XProtect Enterprise is used on a server running Windows XP or Windows Server 2003, 
copy the content of the backed-up Milestone Surveillance folder into C:\Documents and 
Settings\All Users\Application Data\Milestone\Milestone Surveillance. If XProtect Enterprise 
is used on a server running any other supported operating system, copy the content of the 
backed-up Milestone Surveillance folder into C:\Program Data\Milestone\Milestone 

Surveillance. 
 

2. If you backed up the file devices.ini, copy the file into C:\Program Files\Milestone\Milestone 
Surveillance\devices. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Download Manager 

XProtect Enterprise’s Download Manager lets you manage which features your organization’s users 
will be able to access from a user-targeted welcome page on the surveillance system server. Such 

features include the highly important clients (see page 16), special language versions, etc. 

The Download Manager comes with a default configuration ensuring that users get access to the 
Smart Client and Remote Client on the welcome page without you having to do anything. 

However, if you want to make special language versions, plug-ins or similar available to users, you 
will need to use the Download Manager. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 

administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Get Smart Client or Remote Client 

You view live and recorded video with a client, mainly the Smart Client or Remote Client. Users—
and administrators—can get their Smart Client or Remote Client in two ways: Either simply from 

the software DVD or from the surveillance system server. 

To get a Smart Client or Remote Client from the server, do the following: 

1. Open an Internet Explorer browser (version 6.0 or later), and connect to the IP address of 
the XProtect Enterprise server with the port number specified under Advanced 
Configuration > Server Access in the Management Application’s navigation pane (default is 
port 80). Example: If the server’s IP address is 123.123.123.123 and you use the default 

port number 80, connect to http://123.123.123.123:80. 

 
2. When you connect to the server, you will see a welcome page. On the welcome page, 

simply click the required link to get your client. 

The Smart Client must be downloaded and installed on users’ computers. The less feature-rich 
Remote Client is run straight from the server, without any need for installation. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Matrix 

Matrix is a feature for manual or automated video sharing. For users, being able to view Matrix-
triggered video requires that they have a Smart Client installed on their computers (see page 16). 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Built-in Help System 

XProtect Enterprise features a very comprehensive built-in help system.  

To access the help system from anywhere within the Management Application, click the Help button 

in the toolbar. Alternatively, press F1 on your keyboard. 

For more information about this topic, refer to XProtect Enterprise’s built-in help system or the 
administrator’s manual available on the software DVD as well as on www.milestonesys.com. 
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Target Audience for this Document 

This document is aimed at users of Milestone XProtect Smart Client. This document provides 
detailed descriptions of Milestone XProtect Smart Client installation, configuration, and use. It 

furthermore provides a number of targeted “how-to” examples, guiding users through completing 
common tasks in Milestone XProtect Smart Client. Note that depending on the type of Milestone 
XProtect surveillance system you connect to, depending on your user rights, and depending on 
your role in your organization, some features in the Milestone XProtect Smart Client may not be 

available to you. Ask your surveillance system administrator if in doubt. 
 
Tip: If you know that your surveillance system administrator has already configured the necessary 

views for you, you may skip parts of this manual: After installing (page 17) and logging in to your 
Smart Client (page 19), you can proceed straight to this manual’s chapters about viewing live and 
recorded video (on page 85 and 125 respectively). Consult your surveillance system administrator 
if in doubt. 

Information for XProtect Analytics and XProtect Transact 

Users 

If your organization uses the Milestone XProtect Analytics add-on solution for intelligent video 

content analysis, such as license plate recognition (LPR), perimeter protection, left objects 
detection, etc., it will be possible to view video together with time-linked analytics data in the 

Smart Client. If your organization uses the Milestone XProtect Transact add-on solution for 
handling loss prevention through video evidence combined with PoS or ATM transaction data, it will 
be possible to view video together with time-linked transaction data in the Smart Client. Viewing of 
transaction and analytics data in the Smart Client is not covered in this manual. If you require such 
information, please refer to the separate documentation for Milestone XProtect Transact and 
XProtect Analytics available from www.milestonesys.com. 
 

The Smart Client plug-in for XProtect Analytics can only run on a 32-bit version of the Smart Client. 
The plug-in cannot run on a 64-bit installation.  
 
Note the following, which may affect the plug-ins required for your use of XProtect Analytics or 
XProtect Transact with the Smart Client: In Smart Client versions earlier than 4.0a, the Smart 

Client was by default installed in C:\Program Files\Milestone\Milestone Smart Client\ and plug-ins 
for add-on products were by default installed in C:\Program Files\Milestone\Milestone Smart 

Client\plugin. In Smart Client version 4.0a and later, the Smart Client is by default installed in 
C:\Program Files\Milestone\ XProtect Smart Client\ and plug-ins for add-on products are by default 
installed in C:\Program Files\Milestone\XProtect Smart Client\plugin. The change to the default 
installation path means that if you have plug-ins for add-on products which were installed while 
you used a Smart Client version earlier than 4.0a, those plug-ins will not work with your new 
Smart Client since your new Smart Client will look for plug-ins at a different location. If you want 

your new Smart Client to work with older plug-ins for add-on products, the solution is therefore 
either 

 to copy the existing plug-ins from the old default installation path for plug-ins to the new 

default installation path for plug-ins 

- or -   

 to change the Smart Client installation path to the old default, C:\Program 

Files\Milestone\Milestone Smart Client\, during the installation of your new Smart Client. 
 
 

SC60-um-5(c2)-011211 
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Copyright, Trademarks and Important 

Information 

Copyright 
 
© 2011 Milestone Systems A/S. 
 

 

Trademarks 
 
XProtect is a registered trademark of Milestone Systems A/S. 
 
Microsoft® and Windows® are registered trademarks of Microsoft Corporation. 

 
All other trademarks mentioned in this document are trademarks of their respective owners. 
 
 

Disclaimer 
 
This document is intended for general information purposes only, and due care has been taken in 

its preparation. 
 

Any risk arising from the use of this information rests with the recipient, and nothing herein should 
be construed as constituting any kind of warranty. 
 
Milestone Systems A/S reserve the right to make adjustments without prior notification. 
 
All names of people and organizations used in this document’s examples are fictitious. Any 
resemblance to any actual organization or person, living or dead, is purely coincidental and 

unintended. 
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Introduction 

The Smart Client provides you with extremely feature-rich access to the surveillance system. The 
Smart Client must be installed locally on your computer. 

 
 
 
 

 
 
 

 
 
 
 
 
 
 

Tabs 

The Smart Client has three main areas, each represented by a 
tab:  
 

 The Live tab for viewing live video 

 The Playback tab for viewing recorded video 

 The Setup tab for configuring views 
 

If some of the tabs are unavailable, it is because you do not have the rights required to access all 
three areas. 

Panes 

Panes give you access to the majority of the Smart Client’s features. Exactly which panes you will 
see depends on your Smart Client configuration and on your task, for example on whether you are 
viewing live video on the Live tab or recorded video on the Playback tab. 
 

Panes can be minimized to icons. This helps save space, and enables a better overview of the 
panes you use. You minimize a pane by clicking the chevrons  in the pane’s title bar. When you 
need to use a pane which you have previously minimized, simply click the corresponding icon in the 
bottom left corner of the Smart Client window. 
 

 
Example: Pane icons from the Live tab 

View 

The way in which video from your surveillance system’s cameras is displayed in the Smart Client is 

called a view. A single view may contain video from up to 100 cameras, depending on the 
surveillance system. Your Smart Client can handle an unlimited number of views, allowing you to 
switch between video from various collections of cameras. Each view’s layout can be customized to 
fit its content. 

View Panes 

Tabs Application Buttons 
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In addition to video, views can display web pages, still images 
(for example mugshots), maps, etc. For some surveillance 
systems, views can even display data from other applications 

(for example receipts from a cash register) alongside video. 
 
Views can be private or shared with other users; see page 26. 
 
The Smart Client also supports multiple windows and screens, 
allowing you to watch multiple views at a time, like in the 

example to the left. 

Application Buttons 

Let you select basic Smart Client actions. From left to right the buttons 
are: 
 

 Full Screen 

 Connection Overview (information about server status) 

 Help 

 About (version number, etc.) 

 Options (configure Smart Client content, joysticks, keyboard shortcuts, and language) 

 Log Out 

What Can You Do with Your Smart Client? 

Some of the following features are only available if supported by the type of Milestone surveillance 
system used in your organization; see Surveillance System Differences on page 186 for more 
information. Also note that your individual user rights (see page 15) will determine which of the 

following features you will be able to use, as well as how and when you will be able to use them. 
  

 View live videos from cameras on the surveillance system. 
 

 Play back recordings from cameras on the surveillance system with a selection of advanced 

navigation tools, including a highly intuitive timeline browser. 
 

 Play back recordings while viewing live video; ideal if you quickly want to “rewind” in order 

to verify something you just viewed live. 
 

 Use two-way audio: From the Smart Client you can listen to live recordings from 

microphones attached to cameras, and talk live to audiences through loudspeakers 
connected to cameras. This way you can interact directly with your audiences. You can of 
course also listen to audio recordings when browsing recorded video. Note that audio is 
only available when connecting to selected Milestone surveillance systems; see Surveillance 
System Differences on page 186 for more information. 
 

 Create and switch between an unlimited number of views, each able to display images from 
up to 100 cameras from multiple servers at a time (depending on the type of Milestone 

surveillance system you connect to). Views can be placed in private groups (only accessible 
by the user who created them) or in groups shared with other users. 

 

 Use views, private as well as shared, on any computer that has a Smart Client installed.  
 

 Create special views for widescreen monitors. 
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 Use multiple screens as well as floating windows for displaying different views 

simultaneously. 
 

 Quickly substitute one or more of a view’s cameras with other cameras. 

 

 View images from several cameras, one after the other, in a single camera position (a so-
called carousel). 
 

 View images from selected cameras in greater magnification and/or higher quality in a 

designated hotspot. 
 

 Receive and send images through Milestone XProtect Matrix. 

 

 Include HTML pages and static images (e.g. maps or photos) in views. 

 

 Control PTZ (Pan/Tilt/Zoom) and 360° lens (360° view) cameras. 
 

 Use digital zoom on live as well as recorded images. 

 

 Manually activate triggered events. 

 

 Manually activate external outputs (e.g. sirens or lights). 
 

 Use sound notifications for attracting attention to detected motion or events. 

 

 Get quick overviews of video sequences, even multiple sequences from multiple cameras at 

a time. 
 

 Get quick overviews of detected system events. 
 

 Quickly search selected areas of camera images for motion (also known as Smart Search). 
 

 Skip gaps during playback of recordings. 

 

 Configure and use several different joysticks. 
 

 Print images, with optional comments. 
 

 Copy images for subsequent pasting into word processors, e-mail, etc. 

 

 Export recordings (e.g. for use as evidence) in AVI (movie clip), JPEG (still image) and 
Milestone surveillance system database formats. The AVI and database formats can include 

audio. 
 

 Use pre-configured as well as customizable keyboard shortcuts to speed up common 
actions. 

 

 Select between a number of language versions, independent of language used on main 
surveillance system. 
 

 Get a physical overview of the entire system under surveillance. 
 

 Manage collections of wall-mounted monitors (a.k.a. video walls), often used by command 

centers, city surveillance operators, traffic control centers, etc. 
 

 Bookmark important incidents 

 

 And much more … 
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View Version and Plug-in Information 

Knowing the exact version of your Smart Client can be important if you require support, want to 
upgrade your client, etc. In such cases, you may also want to know which plug-ins your Smart 

Client uses. 
  
To view such information, click the About button in the right side of the Smart Client's top bar. 
  

 
  

The version of your Smart Client affects which XProtect server version it is compatible with. The 
latest Smart Client is compatible with the latest server version and the previous server version. For 
example, XProtect Smart Client 6.0 is compatible with XProtect Enterprise 8.0, XProtect Enterprise 
7.0, XProtect Corporate 4.0, and XProtect Corporate 3.1. However, an older version of the Smart 
Client is not compatible with the latest server version, for example, XProtect Smart Client 5.5 is not 

compatible with XProtect Enterprise 8.0. 
 
The Smart Client plug-in for XProtect Analytics can only run on a 32-bit version of the Smart Client. 
The plug-in cannot run on a 64-bit installation.  

User Rights Determine the Way You Can Work 

The rights of individual surveillance system users are specified centrally by the surveillance system 
administrator. Your individual user rights will determine your ability to use the Smart Client’s 
features. Basically, the surveillance system administrator is able to restrict individual users' rights 

to: 
  

 Access the Smart Client 
  

 Access each of the Smart Client’s three main areas: the Live tab, the Playback tab, and the 
Setup tab 
  

 Use specific features on the Smart Client’s tabs 

  

 Create views (views determine the way in which video from one or more cameras is 

displayed) 
  

 View video from specific cameras 
  

The ability to use various features of the Smart Client may therefore vary considerably from user to 
user. Note that when connected to certain surveillance systems (see page 186), user rights may 
even vary depending on time of day, day of week, etc. For example, you may experience that you 
are able to view video from a particular camera during certain hours Monday-Friday, but not 
outside those hours. Ask your surveillance system administrator if in doubt about your user rights. 

Minimum System Requirements 

Operating System Microsoft® Windows® XP Professional (32 bit or 64 bit), Windows 
Server 2003 (32 bit or 64 bit), Windows Server 2008 R1/R2 (32 bit 
or 64 bit), Windows Vista® Business (32 bit or 64 bit), Windows Vista 
Enterprise (32 bit or 64 bit), Windows Vista Ultimate (32 bit or 64 
bit), Windows 7 Professional (32 bit or 64 bit), Windows 7 Enterprise 
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(32 bit or 64 bit) or Windows 7 Ultimate (32 bit or 64 bit). 

CPU Intel® Core2™ Duo, minimum 2.4 GHz or higher (more powerful CPU 
recommended for Smart Clients running high number of cameras and 
multiple views and displays). 

RAM Minimum 1 GB (higher RAM recommended for Smart Clients running 
high number of cameras and multiple views and displays). 

Network Ethernet, 100 Mbit or higher recommended. 

Graphics Adapter AGP or PCI-Express, minimum 1280×1024, 16 bit colors. 

Hard Disk Space Minimum 1 GB free. 

Software Microsoft .NET 4.0 Framework, DirectX 9.0 or newer. 

  
Tip: To check which DirectX version is installed on a computer, click Start, select Run..., and type 
dxdiag. When you click OK, the DirectX Diagnostic Tool window will open; version information is 

displayed near the bottom of its System tab. If your computer requires a DirectX update, the latest 
versions of DirectX are available from http://www.microsoft.com/downloads/. 
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Install the Smart Client 

The Smart Client must be installed on your computer before you are able to use it. 
 

Typically, you download the Smart Client from the surveillance system server, and then install it on 
your computer. Alternatively, your surveillance system administrator may ask you to install the 
Smart Client from a DVD (see page 18). 
 

In some organizations, your surveillance system administrator will be able to install the Smart 
Client on your computer through the network, in which case you will not have to perform any 
installation yourself. 

Download and Install from Server 

To download and install the Smart Client from the surveillance system server, do the following: 
 

1. Verify that your computer meets the Smart Client’s system requirements (see page 15). 
 

2. Open an Internet Explorer browser (version 6.0 or later), and connect to the surveillance 

system server at the URL or IP address specified by your system administrator. When you are 
connected to the surveillance system server, you will see a welcome page. 
 

3. On the welcome page, select your required language in the menu in the top right corner. Then 
go to the welcome page’s Smart Client Installers section, and click the required Smart Client 
link. 

 

 
Example: Selecting welcome page language and required Smart Client  
version. Number of available languages may be different in your organization. 

 

FAQ: My welcome page is different, why? The illustration shows the type of welcome page 
that most users are likely to see. Other versions of the welcome page also exist. 
 
 



Milestone XProtect Smart Client 6.0; User’s Manual  

 

www.milestonesys.com Page 18 Installing the Smart Client 

4. Depending on your security settings, you may receive one or more security warnings when 

clicking the link (Do you want to run or save this file?, Do you want to run this software? or 
similar; exact wording depends on your browser version). When this is the case, accept the 
security warnings (by clicking the Run button or similar; exact button names depend on your 
browser version). 

 

5. The Smart Client setup wizard begins. In the wizard, click Continue, and follow the installation 

instructions. 
 

The wizard will suggest an installation path. Normally, you can simply go ahead and use the 
suggested installation path. However, if you have previously used add-on products, such as 

XProtect Analytics or XProtect Transact, with your Smart Client, you should read the important 
information for XProtect Analytics and XProtect Transact users on page 2. 

Install from DVD 

To install the Smart Client from a DVD, do the following: 
 

1. Verify that your computer meets the Smart Client’s system requirements (see page 15). 

 

2. Insert the surveillance system software DVD, wait for a short while, select required language, 
then click the Install Milestone XProtect Smart Client link. 

 
Tip: Depending on your security settings, you may receive one or more security warnings 
when clicking the link (Do you want to run or save this file? Do you want to run this software? 
or similar; exact wording depends on your browser version). When this is the case, accept the 
security warnings (by clicking the Run button or similar; exact button names depend on your 
browser version). 
 

3. When the installation wizard starts, click Continue to continue the installation and follow the 
steps in the installation wizard. 

 
The wizard will suggest an installation path. Normally, you can simply go ahead and use the 

suggested installation path. However, if you have previously used add-on products, such as 
XProtect Analytics or XProtect Transact, with your Smart Client, you should read the important 
information for XProtect Analytics and XProtect Transact users on page 2. 

For System Administrators Only: Silent 

Installation 

For surveillance system administrators, it is possible to deploy the Smart Client to users’ computers 
using tools such as Microsoft Systems Management Server (SMS). 
  

Such tools let administrators build up databases of hardware and software on local networks. The 
databases can then—among other things—be used for distributing and installing software 
applications, such as the Smart Client, over local networks. 
  

For more information of silent installation (when available), see the separate documentation for 
your surveillance system server software. 
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Log In to the Smart Client 

Logging in to the Smart Client is very straightforward. So is the initial configuration of the Smart 
Client upon your first login; in fact, configuration may in some cases not be required at all. 

  
To log in to the Smart Client, do the following: 
 
1. Double-click the Smart Client shortcut on your desktop.  If no Smart Client desktop shortcut is 

available, select the Smart Client from Windows’ Start menu (exactly how you do this is 
determined by where and how you have installed the Smart Client on your computer, but you 
would typically select Start > All Programs > Milestone XProtect Smart Client > Smart Client). 

 
2. A splash screen is displayed while the Smart Client loads; this typically takes a few seconds 

only. 
 

3. The Smart Client login window appears. 
  
4. Specify your login information in the following 

fields: 
  

 Server address: Type the URL or IP 
address specified by your surveillance 

system administrator. 
 
Internet connections may use different 
ports for different purposes. Therefore, 
the URL or IP address may include a port 
number (example: 123.123.123.123:80, 
where :80 indicates the port number). 

 
Tip: If you have logged in before, you may simply select the required server from the 
Server address list. 
  

 Authentication: Select between different methods of authentication (i.e. the process of 

verifying that you are who you claim you are). 
 

Not all Milestone surveillance systems support the use of all three authentication methods; 
see Surveillance System Differences on page 186 for more information. Consult your 
surveillance system administrator if in doubt about which authentication method to use. 

 
o Windows authentication (current user) with which you will be authenticated 

through your current Windows login, and do not have to specify any user name or 
password. This is the Smart Client’s default authentication method, i.e. the method 
which is automatically used unless you select another method. 
  

o Windows authentication with which you will be authenticated through your Windows 

login, but you will need to type your Windows user name and password. 
  

o Basic authentication, with which you must specify a special user name and password 
for accessing the surveillance system. This method can only be used with selected 

Milestone surveillance systems. 
  

 User name: Only required if the authentication method Windows authentication or Basic 

authentication is selected. If using Windows authentication, type your Windows user name. 
If using Basic authentication, type your surveillance system user name as specified by your 
surveillance system administrator. The user name is case-sensitive, i.e. there is a 
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difference between typing, for example, amanda and Amanda. 
 

 Password: Only required if the authentication method Windows authentication or Basic 

authentication is selected. If using Windows authentication, type your Windows password. 
If using Basic authentication, type your surveillance system password exactly as specified 
by your surveillance system administrator. 
  

 Remember password: When using Windows authentication or Basic authentication, you 
have the option of selecting Remember password, in which case you can simply click 
Connect the next time you want to log in. 
  

Depending on your type of organization and work environment, security restrictions may 
apply. Consult your surveillance system administrator if in doubt about whether it is safe to 
use this feature. 

  

 Auto-login: If selected, you will automatically be logged in to the Smart Client, when you 

log in to Windows. For some authentication methods, the Remember password check box 
must be selected in order for the auto-login feature to be available. 

  
Depending on your type of organization and work environment, security restrictions may 
apply. Consult your surveillance system administrator if in doubt about whether it is safe to 
use this feature. 

  
When ready, click Connect. 

  

Tip: If a problem or other issue occurs during login, you will receive an error message; see 
Login Error Messages on page 21 for more information. 
 

5. Only relevant if you have logged in before. If logging in for the first time, move to 

step 6. 
Depending on configuration, the Smart Client may ask you if you want to restore the view(s) 
you last used. Your options are: 

  

 Main View: If the check box is selected, the view you last used in the Smart Client’s 

main window will be restored. If you clear this check box, no view will initially be 
displayed, in which case you must select the required view yourself. 
  

 Detached Views: Available when connecting to selected Milestone surveillance 

systems only, and only if you used views in detached windows the last time you were 

logged in on the computer in question (see Using Multiple Windows on page 178 for 
more information). If you select this check box is selected, the views you last sent to 
Primary Display, secondary displays and floating windows will be restored.  
 

6. After a short wait, the Smart Client window will open. The 
Smart Client window has three tabs: Live, Playback and 
Setup. The Live tab is used for viewing live video, the 
Playback tab is used for browsing recorded video, and the Setup tab is used for configuring the 
Smart Client. Depending on your user rights, you may not be able to access all three tabs. 

 
If you have logged in for the first time, you need to determine whether any views exist. Views 

determine how video from cameras are displayed in the Smart Client, and are thus required in 
order to be able to use the Smart Client. One or more views may already have been created for 
you, or you may need to create views yourself. Read more about views, including how to 

determine if any views have already been created for you, in Views on page 26. 
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Log In on Different Computers 

Your user settings are stored centrally on the surveillance system server. This means that your 
login can be used on any computer that has a Smart Client installed. 

If You Get a Login Error Message 

If a problem or other issue occurs during login to the Smart Client, you will see one of the following 

error messages: 
 

Error Message Description 

Your user rights do not 
allow you to log in at this 
point in time. User rights 

may vary depending on 
time of day, day of week, 
etc. Contact your 
surveillance system 
administrator if in doubt 
about your user rights. 

Issue: You have tried to log in at a time when your user 
rights do not allow you to log in. 
 

What to do: Wait until a time when your user rights do allow 
you to log in. Consult your surveillance system administrator 
if in doubt about your user rights. 

 

You do not have access to 
any part of the application 
(live, playback or setup). 
Please contact the system 
administrator. 

Issue: You currently have no access rights to any part of the 
Smart Client, therefore you cannot log in to the Smart Client. 
  
What to do: Consult your surveillance system administrator, 
who will be able to change your access rights if required. 

Failed to connect. 
Maximum number of 

clients are already 
connected. 

Issue: The maximum number of remote access clients 
allowed to connect to the surveillance system server 

simultaneously has been reached. 
 
What to do: If possible, wait for a while before connecting 
again. If access to the surveillance system is urgent, contact 
your surveillance system administrator who may be able to 

extend the allowed number of simultaneously connected 
clients. 

Failed to connect. Please 
check the server address. 

Issue: It was not possible to connect to the surveillance 
system server at the specified server address. 
  
What to do: Verify that you have typed the correct server 
address. Bear in mind that the http:// prefix as well as a port 
number is typically required as part of the server address 

(example: http://123.123.123.123:80, where :80 indicates 
the port number). Consult your surveillance system 
administrator if in doubt. 

Failed to connect. Please 

check the username and 
password. 

Issue: It was not possible to log in to the Smart Client with 

the specified user name and/or password.  
  
What to do: Verify that you have typed your user name 

correctly, then re-type your password to ensure it does not 
contain errors. Bear in mind that user names as well as 
passwords may be case sensitive (i.e. there is a difference 
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between typing Amanda and amanda). Consult your 
surveillance system administrator if in doubt. 

New Client Available. 
  
Update is recommended / 
Update is required. 

  
The new version can be 
downloaded from ... 

Issue: A new version of the Smart Client is available. 
  
This message is typically accompanied by information about 
whether an update is recommended or whether it is a 

requirement (for example due to recently introduced features 
not working in your current Smart Client version). 
  

The message will typically also contain information about 
where to download the new version from. 
  
What to do: Follow the advice given in the message. Consult 

your surveillance system administrator if in doubt. 
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View Server Status in Connection 

Overview 

The Connection Overview lets you view the status of the surveillance servers your Smart Client is 
connected to. The dialog is useful if you are connected to a surveillance system that supports 
Milestone Federated Architecture™ (MFA), see Surveillance System Differences on page 186. 
Milestone Federated Architecture is a parent/child setup of related, but physically separate 

surveillance systems. Such a setup can be relevant for, for example, chains of shops with many 

separate—but related—surveillance systems. 
  
To view the Connection Overview, click the Connection Overview button 
in the right side of the Smart Client’s top bar: 
 

 Tip: If the button flashes red, one of more servers are unavailable; see the following. 

 

If servers are available, they will be listed with a  symbol, like in the following example: 

  

 
  
If servers are not available at the time you log in, you cannot use cameras or features belonging 

on those servers. Such unavailable servers will be listed with a symbol, like in the following 

example, where two servers were unavailable at the time of login: 
  

 
  
If one or more servers are unavailable, remember that the status of individual servers may change after you 
have logged in. To view a more current server status, click the Load Server button. This will refresh the list of 
servers, but the list will still be a static representation of the server status at the time you reloaded the servers. 
If servers continue to be unavailable for longer periods of time, contact your surveillance system administrator 
for advice. 
  
Note that the number of servers you see in the dialog reflects the number of servers retrievable from the 
surveillance system configuration at the time you logged in or at the time you clicked the Load Server 
button. Especially if you connect to large hierarchies of servers, more servers may occasionally become 
available after you log in. If you need to check whether servers have become available, click the Load Server 
button to view the updated server availability. 
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Select Language   

In the Smart Client, you can select between different language versions. 
  

1. Click the Options button in the right side of the Smart Client’s top bar. 
  

2. In the Options dialog, select Language, then the required language. 
  
3. The Smart Client must be restarted in order for the change to take effect: Close your Smart 

Client, then log in again to use the new language version. 
 

Tip: If the language you require is not available, you may be able to install a language pack (see 
the following). 

Get Further Language Versions 

If you would like to be able to select an additional language version in your Smart Client that is not 
available in the drop-down list of languages in the Options menu, you will often be able to install 
so-called language packs. Typically, you download language packs from the surveillance system 
server, and then install them on your computer. Alternatively, your surveillance system 

administrator may ask you to install language packs from a DVD. 
 
The language packs option is only available if you connect to selected surveillance systems; see 
Surveillance System Differences on page 186. Even for surveillance systems which support 
language packs, the choice of downloadable language packs may vary from organization to 
organization; some organizations may not provide any language packs for download. Consult your 
surveillance system administrator if in doubt. 

How to Download and Install a Language Pack  

1. Open an Internet Explorer browser (version 6.0 or later), and connect to the surveillance 
system server at the URL or IP address specified by your system administrator. When you are 
connected to the surveillance system server, you will see a welcome page. 

  

2. On the welcome page, select your required language in the menu in the top right corner. Then 
go to the welcome page’s Smart Client Language Packs section, and click the required language 
pack link. 
 

FAQ: My welcome page is different, why? If your organization uses certain surveillance 
system versions, the welcome page looks differently. In that case, language packs are not 
available.  

  

3. Depending on your security settings, you may receive one or more security warnings (Do you 

want to run or save this file?, Do you want to run this software? or similar; exact wording 
depends on your browser version). When this is the case, accept the security warnings (by 
clicking Run or similar; exact button names depend on your browser version). 

  

4. The language pack is self-extracting: Once the language pack is downloaded, it will extract and 

install itself on your computer. When ready, you will see a confirmation dialog in the required 
language. In this example, we installed a Spanish language pack: 
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You can now select the new language in your Smart Client as described on page 24. 

 



 Milestone XProtect Smart Client 6.0; User’s Manual 

 

www.milestonesys.com Page 26 Views Explained 

Views Explained 

The way in which video is displayed in the Smart Client 
is called a view. A view may contain video from up to 

100 cameras, depending on the surveillance system to 
which you connect. A Smart Client can handle an 
unlimited number of views, allowing you to switch 
between video from various collections of cameras. 
 

In order to help you maintain an easy overview, all 
views are placed in folders called groups. A group can 

contain any number of views and, if required, 
subgroups. 
 
You can use your views on any computer that has a 
Smart Client installed. This is because information 
about your views is stored centrally on the surveillance 
system server, as part of your user login information. 

Difference between Private and Shared Views 

Views can be private or shared: 
 
 Private views can only be accessed by the user who created them. 

 
 Shared views allow many Smart Client users to share the same views. This is possible since all 

views are stored on the surveillance system server. Depending on the type of surveillance 

system you connect to, shared views can simply be shared by all Smart Client users, or access to 
selected shared views can be given to selected groups of Smart Client users. 

View Video Immediately without Setting Up Views 

Many Smart Client users will find that they are able to view video in their Smart Clients 
immediately, without the need to set up views first: 
  
Private views: If connected to certain types of surveillance system (see page 186)—primarily 

small surveillance systems with few cameras—the surveillance system server can automatically 
generate a single private view with all the system’s cameras. Such a view is called a default view. 
If you have access to a default view, you can begin viewing video in your Smart Client immediately 
since the default view will automatically be displayed the first time you log in to your Smart Client. 
  
Shared views: Shared views may already have been created by the surveillance system 
administrator or by some of your colleagues. If shared views already exist, and you have access to 

the shared views and the cameras they contain, you can begin viewing video in your Smart Client 
immediately. See How to Check if Shared Views Are Available in the following. 
  

For more information about viewing video, see View Live Video on page 85 and View Recorded 
Video on page 125. 
 

Example: Smart Client displaying a view with video from 
six different cameras (view is highlighted in red frame) 
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How to Check if Views Are Already Available 

Typically, your surveillance system administrator will have told you if you have access to shared 
views. If not, you can quickly determine if any shared views are available to you: 

  
This method requires that your user rights permit you to access the Smart Client’s Live tab and/or 
Playback tab. Most users will have access to at least one of these tabs. 
 

1. Go to the Smart Client’s Live or Playback tab. 

 

2. On the Live or Playback tab, look at the Views pane. You may have to maximize the pane 

from the shortcut bar by clicking the Views pane shortcut. If neither the Views pane nor 

the shortcut is available, open the Options dialog (see page 68), select the Panes tab, set Live 
mode Views to Available, and click OK. 
 

 
Example only; arrow indicates location of Views 
pane 

 

3. The Views pane will always contain a top-level folder called Private. The Private top-level folder 

is for accessing private views; its content depends 
entirely upon which views—if any—you have created 
for yourself.  
 

Any other top-level folders in the Views pane are for 
accessing shared views. The names of such other top-

level folders depend entirely upon what has been 
configured on the surveillance system server. 
 
The fact that the Views pane contains one or more top-
level folders for accessing shared views does not in 

itself guarantee that shared views are actually 
available. To verify if any shared views are available 
under the top-level folders, expand the folders like in 
the example to the right. 
 
In the example there is a Private top-level folder as well as two top-level folders (called 

Building A and Building B) for accessing shared views. One of these, the Building A folder, has 
been expanded to reveal that six shared views are available. Note that the six shared views 
have been grouped into three logical groups. 
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Create Your Own Views 

When you have access to a default view or shared views, creating further views in your Smart 
Client is not necessary unless ... 

  

 you want your own private views 
  

 you want to create views and share them with others as shared views. 

  
If you want to create views yourself, the Smart Client’s Setup tab lets you create groups and 

views, and specify which cameras should be included in each view. See Set Up Views on page 29 
for information about how to do this. 
  

Note that certain user rights are required in order to create views. If in doubt, contact your 
surveillance system administrator. 
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Set Up Views 

You create and manage views on the Smart Client’s Setup tab. Depending on your user rights, you 
may be able to create and edit the following types of views: 

  

 Private and shared 
  

 Private, but not shared 

  

 Shared, but not private 

  

 Neither private, nor shared (in which case you simply rely on shared views created by others) 
  
Typically only a few people in an organization are able to create and edit shared views. For 

example, the surveillance system administrator may create and maintain a number of shared 
views: When relevant Smart Client users log in, the shared views will automatically be available to 
them, and they will basically not need to create further views unless they want their own private 
views. 

Check which Views You Are Able to Create and 

Edit 

To quickly determine which types of views your user rights permit you to create and edit, do the 
following: 

  

1. Select any of the Smart Client’s tabs. 
 

2. Look at the Views pane. You may have to maximize the pane from the shortcut bar by clicking 

the Views pane shortcut. If neither the pane nor the shortcut is available, check the pane’s 
availability on the Options dialog’s Panes tab (see page 35). 
 
You are able to create and edit views under the top-level folders (Shared and Private) if the 
top-level folders are not marked by a padlock icon. 

 
If a top-level folder is marked by a padlock icon, it is protected: You can still use any views 
under the top-level folder, but you cannot create new views or edit existing views under it. 

  

 
Example only; folders may have different names in 
your version. 

  
Consult your surveillance system administrator if in doubt about your user rights. 

Create Private Views 

Views are created on the Smart Client’s Setup tab. Particular user rights may be required in order 
to access the Setup tab. 
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To create your first private view, you first create a group under the Setup tab’s Private top-level 
folder, then create the required view within the group.  
 

If you have created private views before, you may create the new view in an existing group, or you 
may create a new group for the view. 

Create a Group 

To create a group under the Private top-level folder, do the following on the Setup tab: 
 

1. Select the Setup tab’s Views pane. You may have to maximize the pane from the 
shortcut bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is 

available, check the pane’s availability on the Options dialog’s Panes tab (see page 68).  
 

2. Select the Private top-level folder. 
 

 
 
3. Click the Create New Group button:  

 
4. A new group is created. The new group is simply named New Group. 

 

 
 
5. Overwrite the default name New Group with a group name of your choice. 

 

 
  

You are now able to create a view within the group. 

Create a View within the Group 

To create a view in a group, do the following: 
 
1. In the Setup tab’s Views pane, make sure the group in which you want to create the view is 

selected. 
  

 
 

2. Click the Create New View button:  
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3. Select the required layout for your new view. You 
are able to select layouts for displaying up to 100 
(10×10) cameras in a single view. For an easy 

overview, available layouts are grouped according 
to their aspect ratio (height/width relationship; 
4:3 or 16:9), and according to whether they are 
optimized for regular content or content in portrait 
mode (where the height is greater than the 
width).  

 
4. A new view is created under the group you selected. The new view carries the default name 

New View plus an indication of the selected layout. 
 

 
 
5. Overwrite the default name with a view name of your choice. 

 

 
  
You are now able to add cameras to the view. 
 
Tip: For information about adding content (cameras, etc.) to views, see How to Add Content to 
Views on page 35. 
 
Tip: A group can contain an unlimited number of views. You may also create any number of 

subgroups if required. 

Create Shared Views 

When creating a shared view, bear in mind that, depending on their user rights, not all users may 
have access to all cameras on the surveillance system. Note that some of the features you may 
include in your shared view may not be supported in earlier versions of the Smart Client. 
Therefore, always make sure that the users with whom you wish to share the view run the same 

Smart Client version as yourself. To verify which Smart Client version you are running, click  in 

the top right corner of the Smart Client window. 

  
To create your first shared view, you first create a group under the required shared top-level 
folder, then create the required view within the group. If you have created shared views before, 
you may create the new view in an existing group, or you may create a new group for the view. 

Create a Group 

To create a group under a shared top-level folder, do the following on the Setup tab: 
 

1. Select the Views pane. You may have to maximize the pane from the shortcut bar by 
clicking the Views pane shortcut. If neither the pane nor the shortcut is available, check 
the pane’s availability on the Options dialog’s Panes tab (see page 68). 
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2. Select the Shared top-level folder (in this example, the required folder is simply called Shared). 
 

 
 

3. Click the Create New Group button:  
 

4. A new group is created. The new group is simply named New Group. 
 

 
 

5. Overwrite the default name New Group with a group name of your choice. 
 

 
  

You are now able to create a view within the group. 

Create a View within the Group 

To create a view in a group, do the following: 

 
1. In the Setup tab’s Views pane, make sure the group in which you want to create the view is 

selected. 
  

 
 

2. Click the Create New View button:  
  

3. Select the required layout for your new view. You are able to select layouts for displaying up to 
100 (10×10) cameras in a single view.  
 
For an easy overview, available layouts are 

grouped according to their aspect ratio 
(height/width relationship; 4:3 or 16:9), and 
according to whether they are optimized for 
regular content or content in portrait mode 
(where the height is greater than the width).  

 
4. A new view is created under the group you selected. 

The new view carries the default name New View plus 
an indication of the selected layout: 
 

5. Overwrite the default name with a view name of your 
choice.  You are now able to add cameras to the view.  
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Tip: For information about adding content (cameras, etc.) to views, see How to Add Content to 
Views on page 35. 
  

Tip: A group can contain an unlimited number of views. You may also create any number of 
subgroups if required. 

Assign Shortcut Numbers to Views 

On the Setup tab, you are able to assign shortcut numbers to views. Shortcut numbers allow users 

to select views using the Smart Client’s standard keyboard shortcuts (see page 182). To assign a 
shortcut number to a view, do the following: 
 

Illustrations used in the following are examples only; top-level folders may have different names in 
your version. 
 

1. Select the Setup tab’s Views pane. You may have to maximize the pane from the 

shortcut bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is 
available, check the pane’s availability on the Options dialog’s Panes tab (see page 68). 
 

2. In the Views pane, select the required view: 

 

 
 

3. Specify the required shortcut number in the Shortcut field, and press ENTER on your keyboard: 
 

 
 

4. The specified shortcut number will now appear in brackets in front of the view’s name: 
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This will also be the case on the Live and Playback tabs, allowing users to quickly find a view’s 
shortcut number. 

 

5. Repeat as necessary for other views. 

Rename Views or Groups  

To rename a view or group, do the following on the Setup tab: 
  

1. Select the required view or group in the Views pane. 
  

2. Click the Rename button:  
 

3. Overwrite the existing group name with a new name of your choice. 

Delete Views or Groups 

IMPORTANT: Deleting a group will delete all views and any subgroups within the group as well. 
  
To delete a view or group, do the following on the Setup tab: 

 

1. Select the required view or group in the Views pane. 

 

2. Click the Delete button: 
  

You will be asked to confirm that you want to delete the selected view or group. 
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Add Cameras and Other Content to 

Views 

Once you have created views on the Smart Client’s Setup tab, (see page 29), you are able to add 
content to the views. Content can be video from individual cameras, carousels for viewing images 
from alternating cameras in a single view position, a hotspot for viewing selected camera images in 
high quality, static images (such as .gif, .jpeg, etc.), HTML pages, or Milestone XProtect Matrix-

triggered video. 

Add Individual Cameras 

To add a camera to a view, do the following: 
 

1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut bar by 
clicking the Views pane shortcut. If neither the pane nor the shortcut is available, check 

the pane’s availability on the Options dialog’s Panes tab (see page 68).  
 

2. In the Views pane, select the required view. When you select a view, the layout of the selected 
view is outlined in the main section of the Smart Client window. 

 

 
Layout of selected view is outlined in main section 
(indicated in red frame in this example) 
 

3. In the Setup tab’s System Overview pane (you may 

have to maximize the pane from the shortcut bar), 

expand Cameras, then expand the required server  

to view a list of available cameras from that server.  
 
Often, you will only see a single server, but if 

connected to a large surveillance system, you may see 
a hierarchy of several servers (as outlined in the 
following example illustration). If a server is listed with 

a red icon  it is unavailable, in which case you will 

not be able to view a list of cameras from that 
server. 

 

4. Select the required camera from the list, and drag the camera to the required position in the 
view. 
When you have dragged a camera to a position in the view, an image from the camera will—
provided a connection can be established—appear in the selected position. If a connection 

Example: Several servers in a hierarchy 
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cannot be established, for example if the surveillance system’s recording server is not running, 
the name of the camera will be displayed in the selected position. 
 

Tip: If parts of images are black, it is because privacy masks (see page 87) are in use. 
 
When the camera position is selected, you are able to specify its properties in the Setup tab’s 
Properties pane; see Adjusting Camera Properties in the following for detailed information. 
 

5. Repeat for each camera required in the view. 

 
Tip: If you want to add multiple cameras to a view in one go (for example all of the cameras 

from a camera folder under a server), simply drag the required element (for example the 
required camera folder) to the view. This will automatically place all of the server’s cameras in 
the view from the selected position onwards. Make sure a sufficient number of positions are 

available in the view. 
 
Tip: You can easily change which cameras are included in your view: Either clear an individual 
camera position by clicking the clear button , then drag another camera to the cleared 
position, or simply overwrite a position by dragging a different camera to the position. 

Adjust Camera Properties 

In the Setup tab’s Properties pane, you are able to adjust a 
number of settings for individual cameras. 

 
To adjust a camera’s properties, select the required camera in 
the view (the selected position will be indicated by a bold 
border), then make the adjustments in the Properties pane. 
Make sure the Properties pane is displayed; you may have to 

maximize it from the shortcut bar by clicking the 
Properties pane shortcut. If neither the pane nor 
the shortcut is available, check the pane’s 
availability on the Options dialog’s Panes tab (see page 68). 

Camera Name 

The Camera Name field displays the name of the selected 

camera. The field is read-only. 

Image Quality & Keep When Maximized 

The setting determines the quality of the images when viewed, 
but also affects bandwidth usage. 
 
If your Smart Client is used over the internet, over a slow 
network connection, or if for other reasons you need to limit 

bandwidth use, image quality can be reduced on the server 
side by selecting e.g. Low or Medium. 
 
When selecting a reduced image quality, images from the selected camera are re-encoded to a 
JPEG format on the surveillance system server before being sent to the Smart Client. Re-encoding 
takes place along the following lines: 

 

 Full: The default setting, providing the full quality of the original image. 
  

 SuperHigh (for megapixel): Re-encoding to an image output width of 640 pixels (VGA) and 

a JPEG quality level of 25%. 
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 High: Re-encoding to an image output width of 320 pixels (QVGA) and a JPEG quality level of 

25%. 
  

 Medium: Re-encoding to an image output width of 200 pixels and a JPEG quality level of 25%. 

  

 Low: Re-encoding to an image output width of 160 pixels and a JPEG quality level of 20%. 
Height will scale according to the width and the aspect ratio of the original image. 
 

Your image quality selection will apply for live as well as recorded video, and for JPEG as well as 

MPEG. For MPEG, however, only keyframes will be re-encoded when viewing live video, whereas all 
images will be re-encoded when viewing recorded video. 

 
While using a reduced image quality helps limit bandwidth use, it will—due to the need for re-
encoding images—use additional resources on the surveillance system server. 
  

Tip: You can quickly reduce the bandwidth usage for all cameras in the view by reducing the image 
quality for a single camera, then clicking the Apply To All button. 
 

Keep When Maximized 

When viewing live or recorded video, you can double-click a particular camera position in a view to 

enlarge it (see page 87 or 126). When you do this, video from the camera is by default displayed in 
full quality, regardless of your image quality selection. If you want to make sure that the selected 
image quality also applies when enlarged, select the Keep when maximized box, located 

immediately below the Image Quality setting. 

Frame Rate 

Lets you select a frame rate for the camera. Select between Unlimited (default), Medium, or Low. 

The effect of your selection can be illustrated by the following table: 
 

Effect Unlimited Medium Low 

JPEG Send all frames Send every 4th 
frame 

Send every 20th 
frame 

MPEG (I-frame) Send all frames Send all frames Send all frames 

MPEG (P-frame) Send all frames Do not send any 
frames 

Do not send any 
frames 

 
Example: If you set the Frame rate option 
to Low in your Smart Client, and your 
surveillance system administrator has 

configured the camera to feed JPEG 
images at a frame rate of 20 frames per 
second, you will experience an average of 
1 frame per second when viewing video 
from the camera. If your administrator 
had configured the camera with a feed as 
low as 4 frames per second, you would, 

with Frame rate set to Low in your Smart 
Client, experience an average of 0,2 
frames per second when viewing video 

from the camera. 

360° Lens Split Mode 

Available only if the selected camera is a 360° lens camera. The 360° Lens technology allows the 

creation and viewing of 360-degree panoramic images. The Smart Client supports up to four 
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different viewpoints from a single 360° lens camera. The 360° Lens Split Mode list lets you select 
the required split mode: 
  

 One by One lets you view a single viewpoint. 
 

 Two by Two lets you view four different viewpoints at a time. 

  
When viewed on any of the Smart Client’s tabs, the 360° lens camera will appear as specified, with 
either one or four viewpoints from the same image. The illustration provides an example of Two by 
Two: The Live tab displays four different viewpoints from a single 360° lens camera. In the 
example, the 360° lens camera’s four viewpoints are enlarged for clarity. 

  
Tip: When viewing different viewpoints from a 360° lens camera on the Live or Playback tabs, you 
are able to navigate each viewpoint independently by clicking inside each viewpoint, or by using 
the buttons in the Live or Playback tabs’ PTZ Control panes. 

Maintain Image Aspect Ratio 

If the check box is selected, images will not be stretched to fit the size of the camera position. 

Rather, images will be displayed with the aspect ratio (height/width relationship) with which they 
have been recorded. 
 
When viewing images with their original aspect ratio, you may see horizontal or vertical black bars 
appearing around the images from some cameras. 
  

If the check box is cleared, images will be stretched to fit the position in the view; this may lead to 

slightly distorted images, but you will avoid any black bars appearing around the images. 
  

   
Example: The same image viewed with Maintain Image 
Aspect Ratio selected (left) and cleared (right) 

Update on Motion 

If selected, the camera’s images will only be updated on the Smart Client’s Live tab when motion is 
detected. Depending on the camera’s motion detection sensitivity (configured on the surveillance 
system server) this can help reduce CPU usage significantly. 
 

If the camera’s images are only updated on motion, users will see the message No motion together 
with a still image in the camera’s view position until motion is detected. The still image will have a 
gray overlay, making it easy to identify which cameras have no motion. 

Sound on Motion Detection 

When images from the camera are viewed on the Live tab, it is possible to get a simple sound 
notification when motion is detected. 
 

Note that sound notifications only work if video from the camera is actually displayed in your Smart 
Client. Sound notifications will thus not work if you minimize the window containing the camera in 
question. Likewise, if you maximize a camera in a view so only that camera is displayed, it will not 
be possible to hear sound notifications regarding other cameras. 
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 Always off: Do not use sound notifications on detected motion. 

  

 Always on: Play a sound notification each time motion is detected on the camera. 
  

FAQ: Will I receive lots of sound notifications? If you select Always on, the amount of motion-
related sound notifications you are likely to receive will depend on the motion detection sensitivity 
of the camera in question. If motion detection for the camera is highly sensitive, you may at times 
receive very frequent sound notifications. The camera’s motion detection sensitivity is configured 
on the surveillance system server; consult your surveillance system administrator if in doubt. If 
you select sound notifications for more than one camera, you may also hear more notifications—
again depending on the cameras’ motion detection sensitivity. 

 
Tip: By default, the Smart Client uses a simple sound file for its sound notifications. The sound file, 
called Notification.wav, is located in the Smart Client installation folder, typically C:\Program 
Files\Milestone\Milestone Smart Client. If you want to use another .wav file as your notification 
sound, simply name the required file Notification.wav and place it in the Smart Client installation 
folder instead of the original file. The file Notification.wav is used for event as well as motion 
detection notifications; it is not possible to use different sound files for different cameras or to 

distinguish between event and motion detection notifications. 

Sound on Event 

When images from the camera are viewed on the Live tab, it is possible to get a simple sound alert 
when events related to the selected camera occur. 
  

This feature is only available if using your Smart Client with certain Milestone surveillance systems; 

see Surveillance System Differences on page 186. Even when using your Smart Client with a 
surveillance system supporting this feature, being able to use this feature requires that 
notifications on events have been configured on the surveillance system server. Consult your 
surveillance system administrator if in doubt. Also note that sound notifications only work if video 
from the camera is actually displayed in your Smart Client. Sound notifications will thus not work if 
you minimize the window containing the camera in question. Likewise, if you maximize a camera in 
a view so only that camera is displayed, it will not be possible to hear sound notifications regarding 

other cameras. 
  

 Always off: Do not use sound alerts when events related to the camera occur. 
  

 Always on: Play a sound alert each time an event related to the camera occurs. 
  

FAQ: What is an event? An event is a predefined incident occurring on the surveillance system. 
Depending on the surveillance system’s configuration, events may be caused by input from 

external sensors connected to cameras, by detected motion, by data received from other 
applications, or manually through user input. Events are used by the surveillance system for 
triggering actions. Typically, most events on the surveillance system are generated automatically. 
For example, detected motion can be defined as an event which in turn triggers an action, such as 
recording on a camera. 
  
FAQ: Will I receive lots of sound notifications? If you select Always on, the amount of event-

related sound notifications you are likely to receive will depend on the nature and number of 
events related to the camera in question. Events are configured on the surveillance system server; 
consult your surveillance system administrator if in doubt. If you select sound notifications for 
more than one camera, you may also hear more notifications—again depending on the surveillance 
system’s event configuration. 

  

Tip: By default, the Smart Client uses a simple sound file for its sound notifications. The sound file, 
called Notification.wav, is located in the Smart Client installation folder, typically C:\Program 
Files\Milestone\Milestone Smart Client. If you want to use another .wav file as your notification 
sound, simply name the required file Notification.wav and place it in the Smart Client installation 
folder instead of the original file. The file Notification.wav is used for event as well as motion 
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detection notifications; it is not possible to use different sound files for different cameras or to 
distinguish between event and motion detection notifications. 

Display Settings 

 Use default display settings: Use default settings, as defined in the Options dialog (see page 
68), for showing title bar and video indicator for the selected camera. If you want a non-default 
behavior for the selected camera, clear the box and select whether you want title bar and/or 
video indicator (described in the following). 

  

 Show title bar: Displays a title bar located in the top of each camera position. The title bar 

helps users quickly identify cameras. When displayed on the Live tab, the title bar furthermore 
displays information about detected motion and events, whether the camera is recording, etc. 

See also Camera Names & Colored Indicators on page 86. 
  
Note: If you choose not to display the title bar, users will not be able to see visual indications 
of motion and events. As an alternative to such visual notification you can use sound 
notifications (see page 38 and 39). 

  

 Show video indicator: Requires that Show title bar is selected. Displays a flashing green  
indicator in the title bar when displayed on the Live tab. The indicator changes state every time 
a new image is received from the camera, an effect which makes it easy to see that video is 
live. Often, it is evident from the video itself that it is live, but the video indicator can be 
advantageous at times when not much is happening in the camera’s area of view. 

Video Buffering 

If you require very smooth display of live video, without any jitter, it is possible to build up a 
buffer. 
 
FAQ: What is jitter? Jitter is small variations in the video which may be perceived by the viewer 
as irregular movement, for example when viewing a person walking. 

  
If possible, avoid using video buffering. Video buffering can significantly increase memory usage 
for each camera displayed in a view. If you do need to use video buffering, keep the buffering level 
as low as possible. 
  
When live video is stored in a buffer, it will display smoothly without any jitter, but the building up 
of the buffer will lead to a small delay in the display of live video. Such a delay is often not a 

problem for the person viewing the video. However, the delay may become very evident if the 
camera is a PTZ (Pan/Tilt/Zoom) camera, and especially if you use a joystick to operate the 
camera. 
  
Being able to control the amount of video buffering thus lets you decide whether you want to 
prioritize smoothly displayed live video (requires buffering, and thus leads to a small delay) or 

instant PTZ and joystick operation (requires no buffer, but may—due to the lack of a buffer—lead 
to a slight jitter in live video). 
  
To use video buffering, select Use default live video buffer, then select the required buffer, from 2 
frames to 2 seconds. 

Apply to All 

The Apply To All button lets you quickly apply the camera settings for the selected camera to all 

cameras in the view. 
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Add Overlay Buttons 

It is possible to activate speakers, events, output, move PTZ cameras, clear signals from cameras, 
etc. through buttons which will appear as a layer upon the video when you move your mouse 

pointer over individual camera positions in views on the Live tab. Hence the name overlay buttons.  
 
Overlay buttons serve as a convenient alternative to other ways of activation. For example, events 
can also be activated on the live tab by selecting them from a general list; but with overlay 
buttons, you can activate events, etc. right where you need them: in the camera position itself. 
Tip: In addition to activating speakers, events, etc., you can also use overlay buttons for activating 

many camera features, such as focus, iris, auxiliary commands, etc., which you were in previous 

Smart Client versions only able to activate through custom keyboard shortcuts. 
  
You can add as many buttons as you require to each camera position: 
  
1. Select the Setup tab’s Overlay Buttons pane; you may have to maximize it from the 

shortcut bar by clicking the Overlay Buttons pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 

page 68).  
  
2. In the Overlay Buttons pane, select the required action. Then drag the 

action onto the required camera position.  
  

3. When you release the mouse button over the required 

position, the overlay button will appear. On the Setup tab, 
the button will have handles, which you can drag if you 
want to resize the button. The handles will only appear 
when buttons are displayed on the Setup tab; not when 
they are displayed on the Live tab. 
  

Tip: When you resize a button, guidelines will appear. 
Guidelines are a great help if you want to align multiple 
buttons. 
  

4. If required, you can change the text of the overlay button: 
Double-click the button text, overwrite the existing text, 

then press ENTER on your keyboard. Button text will 
always scale to the largest size possible on the button.  

  

FAQ: Can I add an overlay button for an action if I do not have rights to perform the 
action myself? Yes. This enables you to make buttons available on shared views, where 
colleagues with the necessary rights will be able to use the buttons, even if you do not have rights 
to use them yourself. When you add a button for an action you do not have rights to perform 

yourself, the button will appear dimmed on the Setup tab, and will not appear when you use the 
live tab. Colleagues with the necessary rights will of course be able to use the button on the Live 
tab. 
  
FAQ: What if my rights change after I have added an overlay button? Changes to your 
rights will affect the way you are able to use already added buttons. Example: You have added a 
button for an action that you have rights to perform; consequently, you can see the button on the 

setup tab as well as on the Live tab. After you have added the button, your surveillance system 
administrator changes your rights, so you are no longer allowed to perform the action associated 
with the button. After your rights have changed, the button will appear dimmed on the Setup tab, 

and will not appear when you use the Live tab. 
  
FAQ: How do I delete an overlay button? On the Setup tab, right-click the button, and select 

Delete. 
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FAQ: Will overlay buttons appear in exported video? No, if you export video (see page 169), 
overlay buttons are not included in the export. 

Add Carousels 

A carousel is used for displaying images from several cameras, one after the other, in a single view 
position. You are able to specify which cameras to include in the carousel as well as the interval 
between camera changes. 
360° lens cameras cannot be included in a carousel. 

  

1. Select the Setup tab’s System Overview pane; you may have to maximize it from the 

shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 
page 68).  
 

2. Drag the System Overview pane’s Carousel link to the required position in the view. When you 

release your mouse button over the required position, the Carousel Setup window opens. 
 
Tip: Note that the position gets a thin green border. The 
green border indicates that the position is used for a 

carousel; the green border will also be evident when using 
the view on the Playback and Live tabs. 

 

3. In the Carousel Setup window, specify which cameras you 
want to include in the carousel. Do by selecting required 

cameras from required servers  in the left part of the 

window, then clicking the Add button to add the selected 
cameras to the list in the right part of the window. 
 

If a server is listed with a red icon  it is unavailable, in which case you will not be able to 

view a list of cameras from that server. 
 

4. If required, move cameras up and down in the list to determine the sequence in which cameras 

will appear in the carousel. 
 

5. Define the amount of time for which each camera should be displayed in the carousel; either 

with a common default, or individually for each camera. 
 

6. Click OK to close the Carousel Setup window. 

 

7. Make sure that the required position in the view is selected, then go to the Properties pane in 
the left part of the Setup tab. In the Properties pane, specify the following settings for the 
carousel: 

  

 Image Quality:  The setting—which will 
apply for all cameras included in the carousel—
determines the quality of the images when 

viewed, but also affects bandwidth usage. If your 
Smart Client is used over the internet, over a slow 
network connection, or if for other reasons you 

need to limit bandwidth use, image quality can be 
reduced on the server side by selecting e.g. Low 
or Medium. 
 

When selecting a reduced image quality, images are re-encoded on the server to a 
JPEG format along the following lines: 
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o Full: The default setting, providing the full quality of the original image. 
  

o SuperHigh (for megapixel): Re-encoding to an image output width of 640 

pixels (VGA) and a JPEG quality level of 25%. 
  

o High: Re-encoding to an image output width of 320 pixels (QVGA) and a 
JPEG quality level of 25%. 
  

o Medium: Re-encoding to an image output width of 200 pixels and a JPEG 

quality level of 25%. 
  

o Low: Re-encoding to an image output width of 160 pixels and a JPEG 
quality level of 20%. 

 
Image height will scale according to the width and the aspect ratio of the original 
image. 

 
Your image quality selection will apply for JPEG as well as MPEG. For MPEG, however, 
only keyframes will be re-encoded. 

 
When viewing live video, you can double-click a carousel (or any other camera position 
in a view) to enlarge it (see page 87 or 126). When you do this, video from cameras 
included in the carousel is by default displayed in full quality, regardless of your image 

quality selection. This default cannot be overridden for carousels. 
 

While using a reduced image quality helps limit bandwidth use, it will—due to the need 
for re-encoding images—use additional resources on the surveillance system server. 

 

 Frame Rate: Lets you select a frame rate for the carousel. Select between 

Unlimited (default), Medium, or Low. The setting will apply for all cameras included in 
the carousel. The effect of your selection can be illustrated by the following table: 
 

Effect Unlimited Medium Low 

JPEG Send all frames Send every 4th 
frame 

Send every 20th 
frame 

MPEG (I-frame) Send all frames Send all frames Send all frames 

MPEG (P-frame) Send all frames Do not send any 
frames 

Do not send any 
frames 

 

Example: If you set the Frame Rate option to Low in your Smart Client, and your 
surveillance system administrator has configured a camera to feed JPEG images at a 
frame rate of 20 frames per second, you will experience an average of 1 frame per 
second when viewing video from the camera in the carousel. If your administrator had 
configured a camera with a feed as low as 4 frames per second, you would, with Frame 
Rate set to Low in your Smart Client, experience an average of 0,2 frames per second 

when viewing video from the camera in the carousel. 
 

 Maintain Image Aspect Ratio: If check box is selected, the cameras’ original 
image aspect ratio will be maintained; this will provide you with non-distorted images, 

but may lead to black bars appearing above/below images. 
 
If check box is cleared, images will be stretched to fit the carousel; this may lead to 
slightly distorted images, but you will avoid any black bars appearing around the 

images. The setting will apply for all cameras included in the carousel. 
  

Tip: If you later want to edit settings in the Carousel Setup window, select the required carousel 

position in the view, then click the Properties pane’s Carousel Setup button. 
 

Tip: You are able to use several carousels in a single view. 
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Add Hotspots 

With a hotspot, users will be able to select a camera in the view, and view enlarged and/or higher 
quality images from the selected camera in the view’s hotspot. 

  
For the hotspot you would usually select a one of the view’s larger positions, for example the large 

position in a 1+7 view:  

 
The fact that you can view enlarged images in the hotspot is not in itself what makes the hotspot 
useful; you can enlarge any image in a view by double-clicking the image. What makes the hotspot 

useful is that with a hot spot you can use a low image quality and/or frame rate for cameras in the 
view’s regular positions and a high image quality and/or frame rate for the hot spot. 

 
Then, only when users select a camera for viewing in the hotspot will it be displayed in high quality 
and/or high frame rate. This can really help you save bandwidth on the remote connection.  
 
To add a hotspot to a view, do the following: 
 

1. Select the Setup tab’s System Overview pane. You may have to maximize it from the 

shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see page 
68).  
 

2. Drag the System Overview pane’s Hotspot link to the required position in the view, and 

release your mouse button over the required position. 
 
Tip: Note that the position gets a thin orange border. The orange border indicates that the 

position is used for a hotspot; the orange border will also be evident when using the view on 
the Playback and Live tabs. 
 

 
Thin orange border indicates hotspot 

 

3. When the hotspot position is selected, you are able to specify its properties in the Setup 

tab’s Properties pane: 
  

 Image Quality: The setting determines the quality of the images when viewed, 

but also affects bandwidth usage. If your Smart Client is used over the internet, over a 
slow network connection, or if for other reasons you need to limit bandwidth use, 
image quality can be reduced on the server side by selecting e.g. Low or Medium. 
When selecting a reduced image quality, images are re-encoded on the server to a 
JPEG format along the following lines: 

 

o Full: The default setting, providing the full quality of the original image. 
  

o SuperHigh (for megapixel): Re-encoding to an image output width of 640 
pixels (VGA) and a JPEG quality level of 25%. 
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o High: Re-encoding to an image output width of 320 pixels (QVGA) and a 
JPEG quality level of 25%. 
  

o Medium: Re-encoding to an image output width of 200 pixels and a JPEG 
quality level of 25%. 
  

o Low: Re-encoding to an image output width of 160 pixels and a JPEG 
quality level of 20%. 

 

Image height will scale according to the width and the aspect ratio of the original 
image. Your image quality selection will apply for live as well as recorded video, and for 

JPEG as well as MPEG. For MPEG, however, only keyframes will be re-encoded when 
viewing live video, whereas all images will be re-encoded when viewing recorded video. 

 
When viewing live video, you can double-click a carousel (or any other camera position 
in a view) to enlarge it (see page 87 or 126). When you do this, video from cameras 

included in the carousel is by default displayed in full quality, regardless of your image 
quality selection. If you want to make sure that the selected image quality also applies 
when enlarged, select the Keep when maximized box, located immediately below the 
Image Quality setting. 

 
While using a reduced image quality helps limit bandwidth use, it will—due to the need 
for re-encoding images—use additional resources on the surveillance system server. 

 

 Frame Rate: Lets you select a frame rate for the hotspot. Select between 

Unlimited (default), Medium, or Low. The setting will apply for all cameras included in 
the carousel. The effect of your selection can be illustrated by the following table: 

 

Effect Unlimited Medium Low 

JPEG Send all frames Send every 4th 
frame 

Send every 20th 
frame 

MPEG (I-frame) Send all frames Send all frames Send all frames 

MPEG (P-frame) Send all frames Do not send any 
frames 

Do not send any 
frames 

 
Example: If you set the Frame Rate option to Low in your Smart Client, and your 
surveillance system administrator has configured a camera to feed JPEG images at a 
frame rate of 20 frames per second, you will experience an average of 1 frame per 
second when viewing video from the camera in the hotspot. If your administrator had 

configured a camera with a feed as low as 4 frames per second, you would, with Frame 
Rate set to Low in your Smart Client, experience an average of 0,2 frames per second 
when viewing video from the camera in the hotspot. 
  

 Maintain Image Aspect Ratio: If check box is selected, the cameras’ original 

image aspect ratio will be maintained; this will provide you with non-distorted images, 
but may lead to black bars appearing above/below images. If check box is cleared, 
images will be stretched to fit the hotspot; this may lead to slightly distorted images, 
but you will avoid any black bars appearing around the images. The setting will apply 
for all cameras displayed in the hotspot. 

Add Static Images 

Static images can be used in views for a variety of purposes: for company logos, for including floor 
plans or maps in the view, for including photos of wanted persons, etc. 

1. Select the Setup tab’s System Overview pane. You may have to maximize it from the 
shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor the 

shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 
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page 68).  
 

2. Drag the System Overview pane’s Image link to the required position in the view. 

 

3. Release the mouse button over the required position. When you release the mouse button, 

you are able to select the required static image file. 
 
When you add an image to a view, the proportions of the image are not kept. If you want to ensure 
that the image is displayed without distortion, in the Properties pane for images, select the 
Maintain image aspect ratio check box. 
 

Tip: If you intend to include floor plans or maps in a view, also consider the Smart Client’s highly 
flexible Map feature (see page 47). The Map feature is available when connected to certain 
surveillance systems only. 

Add HTML Pages 

HTML pages can be used in views for a variety of purposes: for including company web pages, link 
collections, e-learning pages, etc. The illustration to 
the right provides an example of a company web page 

inserted into a view. 
  
Tip: When an imported HTML page contains links, it is 

highly recommended that the links have the 
target=‘blank’ attribute (example: <a 
href="otherwebpage.htm" target="blank">Link</a>). 
This will make the links open in separate windows, 

which will help you avoid losing view of the Smart 
Client window itself due to a link opening a web page 
in the same browser window as the Smart Client. 
 

1. Select the Setup tab’s System Overview pane. 

You may have to maximize it from the shortcut 
bar by clicking the System Overview pane 
shortcut. If neither the pane nor the shortcut is available, check the pane’s availability on the 
Options dialog’s Panes tab (see page 68). 
 

2. Drag the System Overview pane’s HTML Page link to the required position in the view. 

When you release the mouse button over the required 
position, the Open URL window opens. 

 

3. In the Open URL window’s Open field, type the URL of 

the required HTML page (example: 
http://www.mywebsite.com/mywebpage.htm). 
 
- or - 

 
If the HTML page is stored locally on your computer, specify its location on your computer 
(example: C:\myfiles\mywebpage.htm), or click the Browse... button to browse for the 
required HTML page. 
 

4. Click the OK button. 
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Adjust the HTML Page Properties 

Once an HTML page is added to a view, you are able to change its properties by doing the 
following: 

 

1. On the Setup tab, select the imported HTML page in the view. Properties of the selected 
HTML page will appear in the Setup tab’s Properties pane. You may have to maximize the 
pane from the shortcut bar by clicking the Properties pane shortcut. If neither the pane 

nor the shortcut is available, check the pane’s availability on the Options dialog’s Panes tab 
(see page 68). 
 

2. Change the required property: 

  

 Url: Click the New button to specify a new 
URL or location of the required HTML page. 
  

 Scaling: Select the required scaling of the 
HTML page. The optimal scaling depends 
entirely on the content of the imported HTML 
page and how you want to display it. 
 

As a rule of thumb, with a high scaling value, 
e.g. 1280×1024, text on the HTML page will 
appear relatively small, and a considerable amount of content will be visible without the 
need for scrolling. With a low scaling value, e.g. 320×200, text on the HTML page will 

appear relatively large, and a relatively small amount of content can be displayed 
without the need for scrolling. 

  

   
Examples of the same HTML page viewed with different 
scaling values 

  

 Enable HTML scripting: Select only if the HTML page is a custom-made HTML 

page to be used for navigating or activating features inside the Smart Client itself (see 
examples of such custom-made HTML pages in Using an HTML Page for Smart Client 
Navigation on page 77). If selected, a client script required for navigating and 
controlling a number of features inside the Smart Client will be added to the HTML 
page. For HTML pages which are not going to be used for such purposes, the client 

script cannot be used, and may even cause the HTML page to malfunction. 
 

 Hide toolbar: By default, a simple navigation bar with is inserted 
above each imported HTML page. The navigation bar has four buttons; 
from left to right the buttons are Back, Forward, Refresh and Home. If you do not want 

the navigation bar, you can hide it by selecting Hide toolbar. 

Add Map Content 

The Map feature is only available for selected surveillance systems; see Surveillance System 
Differences on page 186.  
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With a map, you get a physical overview of your surveillance system: Which cameras are placed 
where? In what direction are they pointing? Also, maps can be used for navigation from large 
perspectives to detailed perspectives; for example, a map of a city can have hot zones (see page 

51) pointing to more detailed maps of neighborhoods and streets. 
 
Image files to be used as maps are uploaded through the Smart Client and stored on the 
surveillance system. This way, other users are also able to see maps. An image file is always used 
for a specific map, and should not be shared between 
several maps. You can use the following standard 

image file formats for maps: 
  

 .bmp 

 .gif 

 .jpg 

 .jpeg 

 .png 

 .tif 

 .tiff  

 .wmp 
  

Image file size and resolution should preferably be kept under 10 MB and 10 megapixels. If you 
use image files larger than 10 MB and/or 10 megapixels, you may experience low performance in 

the Smart Client. You cannot use images larger than 20 MB and/or 20 megapixels. 
  
Maps are displayed in the Smart Client on the basis of the graphic file’s properties, and adhering to 
Microsoft standards. If a map appears small, simply zoom in. 

Add New Maps 

1. Select the Setup tab’s System Overview pane; you 
may have to maximize it from the shortcut bar by 
clicking the System Overview pane shortcut. If neither 
the pane nor the shortcut is available, check the pane’s 

availability on the Options dialog’s Panes tab (see page 68).  
 

2. Drag the System Overview pane’s Map link to the required 
position in the view and release the mouse button. 
 

3. In the Map Setup window, select Create new map. 
 

4. In the Name field, enter a name for the map. The name is 

displayed in the view position title bar. 
 
Tip: If you leave the Name field blank and click Browse..., the Name field will automatically be 
filled with the image file name when you select an image file. 
  

5. Click Browse... to browse for the image file to be used for the map. 
  

6. Click Open to select image file. 

  

7. Click OK. 
 

When the map is in place, right-click the map. This will bring up a menu which gives you access to 
map configuration features, described on page 49 onwards. 
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Add Existing Maps 

Maps may already exist on your surveillance system. To add an existing map to a view, do the 
following: 

 

1. Select the Setup tab’s System Overview pane; you may have to maximize it from 
the shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor 
the shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 

page 68). 
 

2. Drag the System Overview pane’s Map link to the required position in the view and release 

the mouse button over the required position. 

  

3. In the Map Setup window appearing, select Use existing map. 
  

4. Select required map in the map list.  

 
Tip: A + sign next to a map name indicates that the map has one or more sub-maps. When 
you select a map with a + sign next to the map name, any associated sub-maps (and all 
elements to such sub-maps), are automatically included.   
  

5. Click OK. 
 

6. When the map is in place, right-click the map. This will bring up a menu which gives you 

access to map the configuration features described in the following. 

Map Toolbox 

Right-clicking a map in a view on the Setup tab brings up a menu of map configuration features, 
notably the toolbox, which contains tools for configuring the map: 
  

 

 
Camera 

Selecting either Camera, Server, Microphone, Speaker, Event or 
Output opens the Element Selector (see page 51) with a list of 

cameras, servers, microphones, speakers, events, or output, 
respectively, allowing you to place such elements on the map. 

 
Server 

 
Microphone 

 
Speaker 

 
Event 

 
Output 

 
Hot Zone 

Activates the hot zone drawing tool (see page 51), allowing you 
to place hot zones on the map. 

 
Text 

Opens the text tool (see page 52), allowing you to place 
editable text boxes on the map. 

  Plug-in  

Opens the Element Selector (see page 51) with a list of plug-ins 

(if used in your organization), allowing you to place a plug-in 
element on the map. 

 
Color 
Picker 

Opens the color selection tool, and activates the color picker, 

allowing you to use a color already existing on the map (see 
page 54).  

 
Color Fill 

Opens the color selection tool, allowing you to change the color 
of texts, backgrounds, hot zones, etc. (see page 53). 
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Selector 

Activates the selector tool, allowing you to select elements on 
the map and pan and zoom the map (see page 51).  

 
Map 
Overview 

Opens the Map Overview (see page 54), allowing you to 
navigate between different maps. 

Add Elements to Maps 

1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut 

bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is available, 

check the pane’s availability on the Options dialog’s Panes tab (see page 68).  
 

2. In the Setup tab’s Views pane, select the view containing the required map. When the view 
is displayed, right-click the map and select Toolbox. 
  

3. In the toolbox, click the required element icon to open the Element Selector. The following 

elements are available from the Element Selector: 
 

   Camera 

   Recording server 

   Microphone 

   Speaker 

   Event 

   Output 

   Plug-in Element 

 
4. In the Element Selector window (see page 51), select the required element and drag it 

onto the required position on the map, then release the mouse button.  

  
Tip: You can always relocate an element on the map (see page 51). 
  
Tip: You can adjust the size of new icons before adding them to the map, see Adjusting Map 
Properties on page 55. 

  
Tip: If your map has a color that makes it difficult to see the elements on the map, try creating a 

text box and fill it with a color that makes it stand out from the map. Add the required elements to 
the map, then drag them into the text box.  
 

 
 
 

A fixed camera is displayed on the map with an associated view zone, indicating the camera’s 

view angle. Note that the angle on the map is very likely to need adjustment in order to match the 
real camera’s angle of view. To adjust the angle, simply drag it to a suitable size and position. 
 
A PTZ camera is displayed on the map with any PTZ presets defined for the camera on the 
surveillance system. The presets are illustrated as colored angles that radiate from the PTZ camera 
icon. Each angle represents a particular preset. Note that the angles are very likely to need 
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adjustment in order to match the angles of view of the real camera’s presets. To adjust an angle, 
simply drag it to a suitable size and position. If a camera has more than 25 presets, no angles are 
initially displayed since the angles would be too small to be useful. In such cases, you can add 

required angles individually by dragging the presets from the required camera from the Element 
Selector window (see page 51) onto the map. 
  
You can right-click a PTZ camera’s individual presets. This gives you the option to Go to Preset 
[preset], allowing you to direct the camera to an already defined preset. 
  

In addition to the common right-click menu items, cameras' context menus also feature Live 
Preview, which lets you see a live preview from the required camera. You can also toggle on and 

off a fixed camera’s View Zone. 

When an event is added to a map it is always initially displayed as a switch:  

When an output is added to a map it is always initially displayed as a lamp:  
 

In addition to the common right-click menu items, the right-click menus of events and output also 
feature Select Icon Type, which lets you select whether the event icon or output should be 
displayed as a lamp, a door, a gate or a switch. Changing the event/output icon to something more 
adequate to the actual event/output helps end users more quickly get an overview of the actual 
contents of the map. 

Element Selector 

The Element Selector appears when you select one of the following elements 

from the toolbox (see page 49): camera, server, microphone, speaker, event 
or output. 
 
The Element Selector displays a list of cameras when you click the Camera 
in the toolbox, a list of servers when you click the Server in the toolbox, etc. 
  

Use the Element Selector’s filter to quickly find a required element: type a 
search criterion and while you are typing the Element Selector narrows the 
list of displayed elements to fit your search criterion. 

Select and Move Elements 

Use the selector tool  to select and move elements on a map, or to pan the map. 

  

1. In the Setup tab’s Views pane, select the view containing the required map. 

  

2. When the view is displayed, click the selector  tool in the toolbox (see page 49). 

  
3. Click the required element on the map to select it. 

   
To move: When the required element is selected, click and drag the element to its new 
position on the map, then release the mouse button. 
 

To rotate: When the required element is selected, place your mouse pointer 
over one of the element’s sizing handles. When the mouse pointer changes 
appearance from pointing hand to curved arrow, click and drag the element to 
rotate it to its new position, then release the mouse button.  

Add Hot Zones 

Hot zones are areas marked on maps that lead to other maps. For example, a building on a map 
can be marked as a hot zone, and clicking that hot zone will then lead to a floor plan of the 

building. To add a hot zone to a map: 
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1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut 
bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is available, 
check the pane’s availability on the Options dialog’s Panes tab. 

 
2. In the Views pane, select the view containing the required map. When the view is 

displayed, right-click the map and select Toolbox. 
  

3. In the toolbox, select the hot zone tool:  
  

4. Move the cursor onto the map. The cursor now displays the hot zone icon and a small 
white cross to indicate that hot zone drawing is enabled:  

 
Draw the hot zone: Click the map at the point at which you want to start drawing the hot zone. 
The starting point is now indicated by a large blue dot—also known as an anchor—on the map:  
 

 
 
The hot zone drawing tool makes straight lines only; if you want a rounded hot zone border, 
simply use many straight lines.  
  

5. Click the hot zone starting point to complete drawing the hot zone. The hot zone is now 
outlined with a dotted line, indicating that no sub-map has been attached to the hot zone. 

 
Tip: You can alter the outline of a hot zone by pulling the hot zone anchors.  

  
6. Attach a sub-map to the hot zone: Right-click the hot zone and select Select Sub-map. This 

will open the Map Setup window (see page 47).  
 
Tip: Alternatively, just double-click the dotted hot zone to open the Map Setup window. 

  
7. Optionally, change the color fill of the hot zone using the color tool (see page 53). This is 

useful if you place two or more hot zones directly next to each other; using varying colors for 
hot zones helps users differentiating between where one hot zone ends and another one 
begins. 

 

If you are connected to a surveillance system that supports Milestone Federated Architecture, note 
that for technical and performance reasons a maximum of 20 hot zones on a single map can point 
to maps from other surveillance system servers than the one to which you are logged in. There is 

no such limit for hot zones pointing to maps belonging on the server to which you are logged in. 
Milestone Federated Architecture is a parent/child setup of related but physically separate 
surveillance systems. Such a setup can be relevant for, for example, chains of shops with many 
separate—but related—surveillance systems. See Surveillance System Differences on page 186 for 

information about which surveillance systems support Milestone Federated Architecture. 

Insert and Edit Text 

You can insert text anywhere on the map. This is highly usable, e.g. for informing users of special 
situations. Example: You have seven cameras in a warehouse, but one of them will be taken down 
for maintenance. You can inform Smart Client users about this by inserting text on the map. 
 
1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut 

bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is available, 
check the pane’s availability on the Options dialog’s Panes tab (see page 68). 
 

2. In the Views pane, select the view containing the required map. 
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3. When the view is displayed, select the text tool  from the toolbox. 

  
4. In the Font Selection window edit your text settings. 

 

Tip: You can always edit your text settings; click the required text box and select the text tool 
from the toolbox, then change the text settings for the selected text box. 
 

5. On the map, click where you want to place the text. 
  

6. Type your text. Press the Return key on your keyboard to make the text box expand 

downwards.  

  
Tip: Use the color fill tool (see page 53) to change the text color and background. 
  

Tip: You can move the text box around; select the selector tool , grab the text box on the map 

and move the text box to the desired location. 

Change Color of Hot Zones, Texts, Backgrounds 

Changing the color of texts, backgrounds, hot zones, etc. on maps is highly usable for 

differentiating map elements from each other.  
  
1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut bar by 

clicking the Views pane shortcut. If neither the pane nor the shortcut is available, check 

the pane’s availability on the Options dialog’s Panes tab (see page 68).  
 

2. In the Views pane, select the view containing the required map. 

  
3. On the required map, select the element to which you want to apply the color change. 

  

4. Select the color fill tool  from the toolbox. This will open the Color Selection window. 

 

Tip: Use the color picker  tool (see page 54) to use an existing color from the map. 

  
5. Only relevant for text elements: Select whether the color change applies to text or 

background. 

  
6. Select the required color from the color palette—you can see a preview of the selected 

color in the EXAMPLE box.  
  

7. Click the required map element to fill it with the new color. 

Gradients 

Use the Gradient slider to adjust how the element color fades from left to right.  Drag the Gradient 
slider to the required level, then click the required map element to apply color and gradient.  

Opacity 

Use the Opacity slider to adjust the transparency of the color fill. Drag the Opacity slider to the 
required level, then click the required map element to apply color and opacity. 

Advanced Color Options 

You can fill map elements with any color you like. Click the Color Selection window’s Advanced 
button to access the advanced color selection options.  
  
Use the color slider to select main color shade, then drag the color circle to select the required 
tone. Alternatively, type the hexadecimal color code in the Hexadecimal notation field. 
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Use an Existing Color from the Map 

The color of hot zones, text backgrounds, camera view zones, etc. can be changed using the color 
tool. Besides the predefined colors in the color tool, you can use the color picker to pick a specific 
color from the map. 
  
1. Select the Setup tab’s Views pane; you may have to maximize it from the shortcut 

bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is available, 

check the pane’s availability on the Options dialog’s Panes tab (see page 68).  
 

2. In the Setup tab’s Views pane, select the view containing the required map. When the view 

is displayed, right-click the map and select Toolbox. 
  

3. In the toolbox, click the color picker icon  to activate the color picker. This will open the 

Color Selection window. 
  

4. Click the map where the required color is. 
  

5. The color picked from the map is now displayed in the Color Selection window’s example 
box.  
  

6. Select the color fill  tool from the toolbox to apply the picked color to a map element. 

Map Overview 

The Map Overview provides you with an overview of the map hierarchy set up in the Smart Client.  
 
A + sign next to a map indicates that the map has one or more sub-maps 
attached to it as hot zones (see page 51). Clicking a map in the Map Overview 
immediately displays the selected map in the view. 
  
To access the Map Overview:  

 
1. Select the Setup tab’s Views pane; you may have to maximize it from 

the shortcut bar by clicking the Views pane shortcut. If neither the 
pane nor the shortcut is available, check the pane’s availability on 
the Options dialog’s Panes tab (see page 68).  
 

2. In the Views pane, select the view containing the required map.  

  

3. When the view is displayed, select the Map Overview icon  on the 

map position’s top bar. 
  

- or - 
  
Right-click the map (outside an element) and select Map Overview 

 
- or - 
  

On the Setup tab, if the toolbox is open, click the Map Overview icon  in the toolbox. 

Map Shortcut Menus 

By right-clicking maps or map elements on the Setup tab, you get access to a shortcut menu. The 
content of the shortcut menu differs depending on which map element you right-click. Other 
features are available from shortcut menus when maps are viewed in live mode. However, some 

features are present in all shortcut menus, namely: 
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 Remove [...]: Lets you remove the selected element or map. 

  

 Center Map Here: Centers the map around the clicked position 
  

 Zoom In 
  

 Zoom Out 

  

 Zoom to Standard Size: Zooms the map to the standard size it was set up with 
  

 Home: Lets you quickly jump to your home map 

  

 Back: Lets you quickly return to the previous map 

  

 Forward: Lets you quickly go to a map you have viewed earlier in this session 
  

The shortcut menu appearing when right-clicking the map itself will also offer other features, such 
as Home Map Setup (which lets you change the image file used for the map), Toolbox, Map 
Overview (see page 54), Element Selector, Font Selection, Color Selection, and Status Visualization 
(see page 56). 
  
Shortcut menus for individual elements may have other content; see Add Elements to Maps on 
page 50 for more information.  

Adjust Map Properties 

In the Setup tab’s Properties pane, you are able to adjust a 
number of settings for individual maps. Make sure the 
Properties pane is displayed; you may have to maximize it 
from the shortcut bar by clicking the Properties pane 
shortcut. If neither the pane nor the shortcut is available, 

check the pane’s availability on the Options dialog’s Panes 
tab (see page 68). 
 
To adjust a map’s properties, select the required map in the 
view (the selected position will be indicated by a bold 
border), then make the adjustments in the Properties pane. 
Note that particular user rights may be required in order to 

access the Setup tab. 

Home Map 

The Home map field displays the name of the home map, meaning the map that forms the basis of 
the particular map view. The field is read-only, but you can change the home map by clicking the 

selection button . This will open the Map Setup window (see page 47). 

Icon Size and Name 

The Icon size drop-down list lets you select the size of new elements added to the map, ranging 

from Tiny to Very large. You can re-size icons already on the map by pulling the sizing handles in 
the corners of the icons.  

The Name check box lets you enable/disable whether names of elements are displayed when 
adding new elements. 
 
Tip: If you have added an element to the map and the element name is not displayed, right-click 
the required element and select Name to have the element name displayed on the map. Also, if 

you do not want the element name displayed on the map, you can delete the element name: right-
click the name and select Delete Text. 
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Allow Pan & Zoom 

If check box is selected, users are allowed to pan and zoom on the map in live mode (see page 105 
for more information about maps in live mode). 

Auto Maximize and Timeout 

Select check box to enable the Auto maximize map function. Auto maximize map is useful in views 
with two or more view positions, when one of the view positions is a map. When in live mode, the 
map is automatically maximized to full screen when the Smart Client has not been used for a 

number of seconds, defined in Timeout. Maximum number of seconds is 99999. 

On Mouse Over 

If check box is selected, users can see live video in a small preview window when moving the 
mouse over a camera. 

Default Display Settings, Title Bar and Video Indicator 

This setting does not really concern the map position itself, 

rather it concerns the look of the small floating windows in 
which you can view video if you place your mouse pointer over a 
camera element on a map on the Live tab. 
  
Select Use default display settings to make the small floating 

window follow the way your views otherwise behave. If that is 

not what you want, clear the check box; clearing the check box 
gives you access to controlling the Title bar and Video indicator 
settings. 
 
If the Title bar check box is selected, a title bar stating the name 
of the camera will be displayed in the floating window. 
  

If the Video indicator check box is selected, the title bar will furthermore display the video 
indicator, which flashes green every time the image is updated. You can only select Video indicator 
if you have also selected Title bar. See Camera Names & Colored Indicators on page 86 for more 
information. 

Status Visualization 

If check box is selected, status visualization (see page 56) is enabled. 

Enable Status Details Support 

When check box is selected, you can see status details on cameras and servers when in live mode 
(see page 107 for more information about status visualization on maps in live mode). 

Define & Enable Status Visualization 

The Status Visualization window lets you define the visual expression of maps' status indication. 
Three kinds of status can be freely defined: 

 Attention needed—when an element is troubled, but still working; for instance when the 

server is running out of disk space. Default display color is yellow . 

  

 Not operational—when there is an error on the element, for example if the server cannot 

connect to a microphone or speaker. Default display color is red . 
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 Alarms—when there is an alarm (see page 58) on an element. Default display color is white 

. 

  

 Example of cameras with the not operational status 

  

Furthermore, the Smart Client displays a disabled/unknown status in gray , for example when an 

element has been disabled on the surveillance server. Also, when the server cannot be reached, 
and it is thus impossible to get status information, the element is displayed as disabled/unknown. 
The gray color cannot be changed. To change other colors, lines, etc., do the following: 
  

1. Select the Setup tab's Views pane; you may have to maximize it from the shortcut 
bar by clicking the Views pane shortcut. If neither the pane nor the shortcut is available, 
check the pane's availability on the Options dialog's Panes tab (see page 68). 
 

2. In the Views pane, select the required view containing the required map. When the view is 
displayed, right-click the map anywhere outside any added elements, and select Status 
Visualization. This will open the Status Visualization window.  

 
3. In the required section of the Status Visualization window, click the Color box to launch the 

Color Selection tool, and select required color for 
the status visualization line, then click the Color 
box in the Status Visualization window again to 
fill the Color box with the selected color. Do not 

use the same color for different kinds of status; 
otherwise users will not be able to distinguish 
one status from the other. 
 

4. Select a line format from the Line list.  
  

5. Select line thickness from the Width list. 

 
6. To define how fast the status visualization 

should flash, select a speed from the Indication Speed list.  
 

7. In the Smart Client's Properties pane, select the Status Visualization check box to enable 
showing status visualization in live mode.  

 

Tip: The status visualization applies to all maps, you do not need to define the status visualization 
appearance for each individual map.  

Remove Unwanted Elements from Maps 

1. In the Setup tab’s Views pane, select the view containing the required map. 
  

2. On the map, right-click the unwanted element (camera, hot zone, server, event, output, 

microphone, or speaker) and select Remove [element].  

Remove an Unwanted Map from a View 

In the view, right-click the map and select Remove Map. This will remove the entire map, including 
any added elements representing cameras, microphones, speakers, etc. The map is only removed 
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from the view. The image file still exists on the surveillance system, and can thus be used for 
creating a new map. You can also remove a map through the Map Overview. 

Add Camera Navigator to Views 

 

This feature is only available for selected surveillance systems (see page 186). 
 
The camera navigator allows you to see several cameras in relation to each other. By setting up 
your cameras according to their location on a map or floor plan, you can navigate from one camera 

to the next from a single view.  
  
Before you can use the camera navigator (see page 110), you must first set up a map and add 
cameras to it (see page 47). 
  
1. On the Setup tab, set up a new view. 

  
To get the most out of the Camera Navigator and to be able to see the camera views in the pane 
on the right, select a 1 × 1 view.  

  
2. In the System Overview pane, select and drag the Camera Navigator onto your view.  

  
3. In the Select Home Map and Camera dialog that appears, select the map that you want to 

base your navigation on.  

  
4. Click the camera that you want to select as the default camera whenever you open the 

Camera Navigator, and then click OK. 
  
When you have added the camera navigator to a view, you can define properties for how you want 
the camera navigator to display the views. 

Define Camera Navigator Properties 

 

For a description of additional fields not specific to the Camera Navigator, see page 36). 
  

 Home map and camera: Displays the map and default camera that your camera navigator is based 

on. You can change these settings, by clicking the button to open the Select Home Map and Camera 
dialog.  

  

 Maximum camera indicators: Select the maximum number of cameras that you want to 

include in your main view. Each camera is shown with a camera icon . You can display an 

unlimited number of cameras. 
  

 Camera indicator orientation: Select Relative to selected camera if you want to display 

the location and orientation of the camera as seen from the camera's perspective 
or  
Relative to map if you want the location and orientation of the cameras to always reflect the 
layout of the map as seen from above. 

The selected camera is always the centered one. 
  

 Maximum preview cameras: Select the maximum number of cameras that you want to 
display in your preview pane. Only the cameras that are visible on the screen will use your 
system's resources. The maximum number of cameras that you can display is 20. 
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Note that the more cameras that you preview, the more of your system resources they will 
take up.  

Add Alarm Handling Content to Views 

The Alarm and Map features are only available when connected to certain types of surveillance 
system (see page 186). 
 
With the Alarm feature, you can get a central overview of surveillance system incidents and 

technical status throughout your organization—whether near or far. On the surveillance server, 
virtually any kind of incident or technical problem can be set up to trigger an alarm. In the Smart 
Client you can thus get a powerful monitoring tool, which provides you with an instant overview of 

incidents and possible technical problems, and ... 
 

 Provides alarm and event filtering possibilities 
 

 Allows for multiple operators handling the same pool of alarms or events 
 

 Provides dynamic role-based setup of alarm or event handling: operators can see and 

handle alarms or events in different ways 
 

 Provides graphical hierarchical overviews of surveillance systems and their status 

 

 Provides a central technical overview of all components: servers, cameras, and external 
units 
 

 Allows central logging of all incoming alarms and system information 
 

 Supports plug-ins, allowing customized integration of other systems, for example access 

control systems 
 

In the Smart Client, you can concentrate on handling alarms. There is no setup of what should 
trigger alarms; all that is handled by the surveillance system administrator as part of the 
surveillance system configuration. The only alarm-related setup in the Smart Client is the creation 

of one or more views suitable for alarm handling. 
 

Typically, you create a dedicated view for your alarm or event handling, and then include an alarm 
list position, an alarm preview position (for previewing video associated with individual alarms or 
events), and often also a map position (for geographical display of alarm indicators) in the view. 
You can, however, also add such positions to any of your existing views. 

Add an Alarm List 

1. On the Setup tab, select a new or existing view. Alarm lists are quite wide, so view layouts 
with wide positions are especially suitable for displaying alarm list content. In this 
example, we select a 1+2* view where we can use the wide bottom position for 
displaying the alarm list. 
 

2. Select the Setup tab’s System Overview pane; you may have to maximize it from the 

shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor 

the shortcut is available, check the pane’s availability on the Options dialog’s Panes 
tab (see page 68). 
 

3. From the System Overview pane, drag the Alarm List link to the required position in the 
view. 
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4. The alarm list is now displayed in the required position. If there are alarms on your 
surveillance system, the alarm list will begin displaying them immediately, but note that 
handling of alarms primarily takes place on the Smart Client’s Live tab. 

 

 
 
 

5. On the left side of the Setup tab, in the Properties pane, in the Data Source list, select 
either Alarm or Events to choose whether you want to display a list of alarms or events in the 
alarm list.  
 
The event list does not display system- or user-generated events, such as motion detection or 

archive failure. 
 

If required, you can change these properties:  
 

 Show navigation tree: Controls whether or not the navigation tree in the left side 

of the alarm list is displayed or not. We recommend that you keep this option selected 
as the navigation tree provides a very good overview of alarm priorities and states, 
and—not least—the number of alarms in each priority and state (read more about 
priorities and states on page 110). 
  

 Max. rows to fetch: Controls the maximum number of lines to fetch and display in 

the alarm list. By default, the alarm list displays up to 100 lines, that is up to 100 
alarms or events at a time. This provides a good response time, since fetching and 
displaying larger numbers of alarms or events can take time. There can of course easily 
be more than 100 alarms or events, and if you want to view more than the first 100 
alarms or events, you simply use the buttons in the top right part of the 

alarm list to browse to the next alarms or events, which will then be 
fetched and displayed. 
 

You can set the maximum numbers of rows from 1 to 999, but remember: The more 
alarms or events in the list, the longer it takes to display the list. If changing the 
number, note that the number of rows in the list will not be updated until you select 
another element than the Max. rows to fetch field, for example a row in the alarm list. 

  
6. Add any other content you require to the view’s other positions, for example an alarm 

preview and a map. 

Add an Alarm Preview 

1. On the Setup tab, select the required view. Typically this will be a view to which you have 
already added an alarm list position (see the previous); but you can also create (see page 29) 

a dedicated view for the alarm preview, and then use that view in a floating window (see page 

178). 
  

2. Select the Setup tab’s System Overview pane; you may have to maximize it from the 
shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor the 

shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 
page 68). 
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3. From the System Overview pane, drag the Alarm Preview link to the required position in 

the view. 
  

4. The alarm preview is now displayed in the required position. If 

there are alarms or events on your surveillance system, and these 
have video associated with them, the alarm preview will display 
video from the selected alarm or event in the alarm list position. 
Typically, only video from a single camera is associated with an 
alarm or event, but depending on surveillance system configuration, 
it is possible to display associated video from up to 16 related 
cameras for a single alarm or event. In such cases, the alarm 

preview position will consist of many smaller positions; one for 
each associated camera. This can be useful, for example, if 
several cameras cover a scene from different angles. 

   
If there is no video associated with an alarm or event, the alarm preview will simply be gray. 
 
If required, you can change the alarm preview’s properties. The properties are displayed in the 

Properties pane in the left side of the Setup tab when the alarm preview is selected: 
  

 Show duplicate cameras: The alarm preview position reflects what is selected in the 
alarm list. Because it is possible to select multiple alarms or events in the alarm list, 

video from the same camera may appear several times in the alarm preview if some of 
the selected alarms or events relate to the same camera. This setting lets you 
determine whether video from such duplicate cameras should appear several times in 

the alarm preview, or whether only one instance of video from such cameras should be 
displayed. 
 

 Show event source cameras: Controls whether or not the alarm preview should 

display video (if any) from the camera for which the alarm or event has been set up on 
the surveillance system server. Under normal circumstances you should always keep 
this setting selected. 
 

 Show related cameras: Controls whether video from related cameras should be 
displayed in the alarm preview. It is possible to display associated video from up to 16 
related cameras for a single alarm or event. You cannot determine the number of 
related cameras in the Smart Client; the number may vary from alarm to alarm, and is 

specified as part of the surveillance system configuration. 
 

 Show overlay: Only relevant if using the alarm preview together with a plug-in 
capable of displaying overlay information, such as lines tracking the paths of moving 

objects, or similar. This is not standard functionality in the Smart Client.  
  

5. Add any other content you require to the view’s other positions, for example map. 

Combine Alarms and Maps 

A map can be highly useful for displaying alarms 
based on the geographical location of the camera, 
server or other device triggering the alarms. As a 
Smart Client operator, you will then instantly be 
able to see where the alarm originates from. Almost 

any kind of image can be used as a map, and maps 
can be grouped into hierarchies, so you will be able 

to drill down through maps, for example from state 
level to city level, from city level to street level, 
from street level to house level, and from house 
level to room level. 
 

Alarm preview position with 
four cameras 
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Using maps is not a prerequisite for being able to handle alarms in the Smart Client, but maps can 
in most cases be a significant help for operators required to deal with to deal with and prioritize 
alarms. 

White Is the (Default) Color of Alarms 

In short, maps can display graphical elements representing cameras, servers, etc. Camera 
elements will display video in thumbnail format as soon as the Smart Client operator places the 
mouse pointer over it. When used together with alarms, the graphical elements on maps will by 
default display highly recognizable white circles around them if alarms occur. For example, if an 
alarm associated with a particular camera occurs, the graphical element representing that camera 

will immediately get a white circle around it, and the operator can then click the camera element 
and not only view video from the camera, but also handle the alarm through a menu that appears. 
Note that the white color can be changed if white is not an ideal color for use against your maps' 
backgrounds (see the following). 
  
Now, say the camera which has an alarm associated with it, is located on a street level map, but 
you are viewing a state level map. How will you then notice the alarm? No problem, since you can 

define hot zones—graphical representations linking different map hierarchy levels together. If an 
alarm is detected on the street level map, the hot zone on the state level map will then turn white, 
indicating that there is an alarm on a lower level map—even if there are map levels in between, 
such as the city level in our example. 

Changing the Color of Alarm Visualization on Maps 

If white is not an ideal color for signifying alarms on your maps, typically if your maps use a 
predominantly white background, you can change the color. Right-click the map, and select Status 
Visualization. In the Status Visualization dialog, you can change not only the color but also the type 
of line, width of line and indication speed used for alarm visualization. 
  
For information about adding map content, see page 47. 

Add Matrix Content 

The ability to add Matrix content to views is only available when connecting to selected Milestone 
surveillance systems; see Surveillance System Differences on page 186 for more information. 
 

Milestone XProtect Matrix is an integrated product that allows distributed viewing of live video from 
any camera on any monitor on a network operating with selected Milestone surveillance systems. 
With a typical Matrix configuration, live images are automatically presented on the required 
monitor when defined events occur, for example when movement is detected, or when another 

user wishes to share important live images. 
Provided Matrix has been configured on the surveillance system server, you are able to include 
Matrix content in your Smart Client views. Thus, when particular events occur, or another user 
wishes to share important occurrences with you, live images from particular cameras will 
automatically appear in your views’ Matrix positions. 
 

Which events or cameras are used in the Matrix setup depends entirely on the surveillance system 
server’s Matrix configuration, or on what other users wish to share with you; you are not able to 
control this in the Smart Client. However, you are able to add Matrix content to as many view 
positions as required. This way you are able to watch live video from several Matrix-triggered 

sources at the same time. 
 
If you create a view with several Matrix positions, the positions are always ranked. When the first 

image stream is received, Matrix automatically presents the image stream in the primary Matrix 
position in your view. When the next image stream is received, a first-in-first-out principle begins 
to apply: Matrix quickly transfers the previously received image stream to your view’s secondary 
Matrix position, and presents the latest image stream in your view’s primary Matrix position, and 
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so on. This way, you can always watch the latest image stream, while maintaining the last few 
previously received image streams in your view as well. 
  

The positions’ ranking is applied automatically: the first Matrix position you add to the view will 
automatically be the view’s primary Matrix position, the next one you add will automatically be the 
secondary one, etc. If required, you can manually change the Matrix positions’ ranking in the Setup 
tab’s Properties pane. 
  
To add Matrix content to a view, do the following on the Setup tab: 

 

1. Select the Setup tab’s System Overview pane; you may have to maximize it from the 

shortcut bar by clicking the System Overview pane shortcut. If neither the pane nor 
the shortcut is available, check the pane’s availability on the Options dialog’s Panes 
tab (see page 68).  

 

2. Drag the System Overview pane’s Matrix link to the 
required position in the view, and release your mouse 
button over the required position. Note that the 

position gets a thin blue border. The blue border 
indicates that the position is used for Matrix content; 
the blue border will also be evident when using the 
view on the Playback and Live tabs. 
 

3. When the Matrix position is selected, you are able to 

specify its properties in the Setup tab’s Properties 

pane: 
  

 Image Quality:  The setting determines the quality of the images when viewed, 

but also affects bandwidth usage. 
 
If your Smart Client is used over the internet, over a slow network connection, or if 
for other reasons you need to limit bandwidth use, image quality can be reduced on 
the server side by selecting e.g. Low or Medium. 

 
When selecting a reduced image quality, images are re-encoded on the server to a 
JPEG format along the following lines: 

 
o Full: The default setting, providing the full quality of the original image. 

  

o SuperHigh (for megapixel): Re-encoding to an image output width of 640 
pixels (VGA) and a JPEG quality level of 25%. 
  

o High: Re-encoding to an image output width of 320 pixels (QVGA) and a 
JPEG quality level of 25%. 
  

o Medium: Re-encoding to an image output width of 200 pixels and a JPEG 

quality level of 25%. 
  

o Low: Re-encoding to an image output width of 160 pixels and a JPEG 
quality level of 20%. 

 
Image height will scale according to the width and the aspect ratio of the original 
image. Your image quality selection will apply for live as well as recorded video, 

and for JPEG as well as MPEG. For MPEG, however, only keyframes will be re-
encoded when viewing live video, whereas all images will be re-encoded when 
viewing recorded video. 

 
When viewing live video, you can double-click a carousel (or any other camera 
position in a view) to enlarge it (see page 87 or 126). When you do this, video from 

cameras included in the carousel is by default displayed in full quality, regardless of 
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your image quality selection. If you want to make sure that the selected image 
quality also applies when enlarged, select the Keep when maximized box, located 
immediately below the Image Quality setting. 

 
While using a reduced image quality helps limit bandwidth use, it will—due to the 
need for re-encoding images—use additional resources on the surveillance system 
server. 

 

 Frame Rate: Lets you select a frame rate for the Matrix position. Select between 

Unlimited (default), Medium, or Low. The setting will apply for all cameras included 
in the Matrix position. The effect of your selection can be illustrated by the 

following table: 
 

Effect Unlimited Medium Low 

JPEG Send all frames Send every 4th 
frame 

Send every 20th 
frame 

MPEG (I-frame) Send all frames Send all frames Send all frames 

MPEG (P-frame) Send all frames Do not send any 
frames 

Do not send any 
frames 

 
Example: If you set the Frame Rate option to Low in your Smart Client, and your 
surveillance system administrator has configured a camera to feed JPEG images at 
a frame rate of 20 frames per second, you will experience an average of 1 frame 
per second when viewing video from the camera in the Matrix position. If your 

administrator had configured a camera with a feed as low as 4 frames per second, 

you would, with Frame Rate set to Low in your Smart Client, experience an average 
of 0,2 frames per second when viewing video from the camera in the Matrix 
position. 
  

 Maintain Image Aspect Ratio: If check box is selected, the cameras’ original 

image aspect ratio will be maintained; this will provide you with non-distorted 
images, but may lead to black bars appearing above/below images. 
 
If check box is cleared, images will be stretched to fit the Matrix position; this may 
lead to slightly distorted images, but you will avoid any black bars appearing 
around the images. This setting will apply for all cameras displayed in the selected 

Matrix position.  
  

 Matrix Window: Lets you change the Matrix position’s ranking. 1 is the primary 
position in which images from the latest event are always shown, 2 is the 

secondary position in which images from the previously detected event are always 
shown, 3 is the tertiary position in which images from the event detected before 
the event in position 2 are always shown, and so on. 
 
The selected number cannot be higher than the total number of Matrix positions in 
the view: If the view only contains one Matrix position, the position must have 
number 1; if the view contains, for example, four Matrix positions, they must be 

numbered from 1 to 4. 
  

 Connection Settings...: Button only available when the view’s Matrix position 1 is 
selected; other Matrix positions in the view inherit the connection settings specified 

for position 1. Clicking the Connection Settings... button lets you specify the TCP 

Port and Password used when transferring Matrix-triggered images from the 
surveillance server to the Smart Client view. 
 
By default, the TCP port used for Matrix is 12345; consult your surveillance system 
administrator if in doubt about which port number or password to use. 
 

4. Repeat if more Matrix positions are required in the view. 
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Add Smart Wall Content 

Smart Wall is an add-on product. It is only available for selected surveillance systems; see 
Surveillance System Differences on page 186. Depending on your user rights, access to Smart Wall 

features may be restricted. 
  
Smart Wall lets you easily manage collections of wall-mounted monitors (a.k.a. monitor walls or 
video walls), often used by command centers, city 
surveillance operators, traffic control centers, etc. 
 

Essentially, you do not have to do anything to 

use Smart Wall functionality in your Smart 
Client: Your organization’s Smart Walls will, 
depending on user rights, be selectable directly from 
the Live and Playback tabs without you having to 
configure anything on the Setup tab. In fact, Smart 
Wall properties are defined entirely on the 
surveillance system server, so there are no Smart 

Wall properties to define on the Setup tab. 
 
If you want, however, you can use the Smart Client’s Setup tab to add Smart Wall content to your 
views. This can provide an excellent graphical overview of one or more Smart Walls when the view 
is used on the Live tab: 
  

1. Select a new or existing view. Views layouts with wide positions are especially suitable for 

displaying Smart Wall content. In this example, we select a 1+1+2 view where we can use 
the wide bottom position for displaying the Smart Wall content: 
 

 
 
Tip: Like the 1+1+2 view, other view layouts were also designed specifically with Smart 

Walls in mind: For example, the 1×3 view  is capable of graphically representing three 
different Smart Walls at the same time. 
  

2. Select the Setup tab’s System Overview pane; you may have to maximize it from 
the shortcut bar by clicking the System Overview pane shortcut. If neither the pane 
nor the shortcut is available, check the pane’s availability on the Options dialog’s 
Panes tab (see page 68).  

 

3. From the System Overview pane, drag the Smart Wall link to the required position in the 
view. 
  

4. A graphical representation of the Smart Wall is now displayed in the required position: 
 

 
 
If your organization has more than one Smart Wall, select the required Smart Wall from 
the Smart Wall menu in the top left corner of the position: 
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If the required Smart Wall has several presets (predefined settings determining which 
cameras are displayed as well as how content is structured on each monitor in the Smart 
Wall), select the required preset for the Presets menu: 

 

 
 
Note that the Smart Wall and Preset menus will also appear on the Live and Playback tabs, 

so users can subsequently select different Smart Walls and/or presets if required. 
 
FAQ: Why is the Preset menu blank after I have made a selection? When you make 

a selection, your selection is of course applied. However, because the preset may be 
changed manually by other users or automatically by pre-defined rules on the surveillance 
system, there is no way to tell how long the Smart Wall will keep your selected preset for. 
Therefore, the Preset menu will remain blank even after you have made a selection. 
  

5. Add any other content you require to the view’s other positions. 
  

Tip: Is your organization also using the Map feature (see page 47)? In that case, users can, on the 
Live tab, quickly display required cameras on your organizations' Smart Walls simply by dragging 
the required camera from the map directly onto a position on a monitor in the graphical 
representation of a Smart Wall. 

Add Other Content 

On some surveillance systems, you may be able to add more types of content to views in your 
Smart Client. This may be the case if your organization uses add-on products for increasing the 

capabilities of its surveillance system. One example of an add-on product is Milestone XProtect 
Transact, which is used for tracking transactions from cash registers, ATMs, etc. linked with video 
recordings. Information about how to add such special content to views in your Smart Client will be 
available in the documentation for the add-on product. Consult your surveillance system 
administrator if in doubt. 

MIP Plug-ins 

Your Smart Client may contain a MIP Plug-ins pane. The pane is used for handling plug-in 

functionality, typically for third-party application, for example an access control system or similar, 
which can be controlled through the Smart Client. If your MIP Plug-ins pane has no content, it is 
simply because your Smart Client does not have any plug-in functionality which can be controlled 
through that pane. 

Use Your Views on Different Computers 

Your user settings, including information about your views, are stored centrally on the surveillance 

system server. 
 

This means that you are able to use your views, private as well as shared, on any computer that 
has a Smart Client installed, provided you log in to the Smart Client with your own user name and 
password. 
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System Changes May Affect Views 

From time to time your system administrator may make changes to camera or user properties on 
the surveillance system server. When this is the case, such changes will take effect in the Smart 

Client when you log in for the first time after the changes were made. Such changes may 
occasionally require you to re-create your views. Ask your system administrator if in doubt. 
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Further Configuration 

The Options Dialog 

The Smart Client’s Options dialog lets you control which features and elements you want to use on 
each of the Smart Client’s tabs. The Options dialog furthermore incorporates language selection, 

joystick setup and keyboard shortcut setup, which you in previous Smart Client versions selected 

from the application menu, which has now been removed. 
 
You access the Options dialog by clicking the Options button in the top 
right corner of the Smart Client window. 
 
The Options dialog has the following content: 

 
 Application options for customizing the general behavior and look of your Smart Client 

(see the following) 
 

 Panes options for customizing which panes should appear in your Smart Client (see page 
70) 

 
 Functions options for customizing which functions—such as, for example, the ability to 

play back recorded video on the Live tab—should be available in your Smart Client (see 
page 70) 
 

 Joystick options (see page 71) 
 

 Keyboard options (see page 73) 
 

 Advanced options (see page  74) 
 

 Language options (see page 75) 

Application Options 

The Options dialog’s Application tab lets you customize the general behavior and look of your 

Smart Client. If connected to certain types of surveillance systems (see page 186), you will see a 
Follow Server column, which you can use for making your Smart Client follow the surveillance 
system server’s recommended settings. You may experience that certain settings are already 
server-controlled, in which case configuration on the server decides whether or not you are able to 
override those settings. 
  

 Application maximization: Select how the Smart Client should react 

when you maximize it by clicking the Maximize/Restore button in the top 
right corner. If you select Maximize to full screen, the Smart Client will 
cover any Windows task bar on your screen when maximized. 
 

Do not confuse maximization with full screen viewing (see page 175), with which the Smart 
Client is displayed without the top bar, without any of the panes normally located in the left 

side of the Smart Client, and without any Windows taskbar. 
  

 Camera error messages: Select how the Smart Client should show camera-related 

message texts (see page 162). The Smart Client can display such messages as an overlay 
on top of an image from the camera (see example illustration) or on a black background. 
You can also choose to hide such messages completely. 
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 Server error messages: Select how the Smart Client should show server-related 
message texts (see page 162). The Smart Client can display such messages as an overlay. 
You can also choose to hide such messages completely. 
  

 Default for video indicator: Select whether to show or hide the flashing green  video 
indicator. The indicator changes state every time a new image is received from the camera, 
an effect which makes it easy to see that video is live. Often, it is evident from the video 
itself that it is live, but the video indicator can be advantageous at times when not much is 

happening in the camera’s area of view. Note that the video indicator is physically located 
in the title bar located in the top of each camera position; in order to view the video 
indicator, the option Default for title bar (see the following) must therefore be set to Show. 

  
Note that this option covers a default behavior which can be overridden on a per-camera 
basis when adjusting camera properties on the Setup tab (see page 40). 

  

 Default for title bar: Select whether to show or hide the title bar located in the top of 
each camera position. The bar displays the name of the camera, but also colored indicators 
(see page 86) signifying occurred events, detected motion and live. 

  

Note that this option covers a default behavior which can be overridden on a per-camera 
basis when adjusting camera properties on the Setup tab (see page 40). 

   

 Show current time in title bar: Select whether to show or hide the current time and date 

(of the computer running the Smart 
Client) in the Smart Client’s title bar. 

  

 Show in empty camera spaces: Select what to show if there are empty camera positions 

in views: nothing (that is a plain sky blue background), a black background, a custom logo 
or a Milestone logo. 
  

 View grid spacer: Select the thickness of the border between camera positions in views. 
 

 Default image quality: Select a default for the quality of video viewed in the Smart 
Client. Note that image quality also affects bandwidth usage. If your Smart Client is used 
over the internet, over a slow network connection, or if for other reasons you need to limit 
bandwidth use, image quality can be reduced on the server side by selecting e.g. Low or 

Medium. 
 

Note that this option covers a default behavior which can be overridden on a per-camera 

basis when adjusting camera properties on the Setup tab. More detailed descriptions of 
each image quality setting are available as part of the information about adjusting camera 
properties on page 36. 

 

 Default frame rate: Lets you select a default frame rate for video viewed in the Smart 
Client. 
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Example of a pane; in this case the Print 
pane from the Playback tab. 

 

Note that this option covers a default behavior which can be overridden on a per-camera 
basis when adjusting camera properties on the Setup tab. More detailed descriptions of 
each image quality setting are available as part of the information about adjusting camera 

properties on page 37. 
 

 Start mode: Select how the Smart Client should open after you have logged in. Option are 
full-screen mode, window mode or in whatever mode you last used. 

 

 Start view: Select whether the Smart Client should display a view immediately after you 
have logged in. Options are: the view you last used, no view, or that the Smart Client asks 
you what you want after you have logged in. 

Panes Options 

The Options dialog’s Panes tab lets you customize which 
panes should appear on each of the Smart Client’s three 
main tabs: Live, Playback and Setup. 
 
The Mode column lists which tab (Live, Playback or 
Setup) each individual pane is available for, the Function column lists the name of each pane, and 

in the Setting column you select whether a pane should be available or not. 
 
If connected to certain types of surveillance systems (see page 186), you will see a Follow Server 
column, which you can use for making your Smart Client follow the surveillance system server’s 

recommended settings. You may experience that certain settings are already server-controlled, in 
which case configuration on the server decides whether or not you are able to override those 
settings. 

Functions Options 

The Options dialog’s Functions tab lets you customize which functions—such as, for example, the 
ability to play back recorded video on the Live tab—should be available on each of the Smart 
Client’s three main tabs: Live, Playback and Setup. 
  
The Mode column lists which tab (Live, Playback or Setup) each individual function is available for, 

the Function column lists the name of each function, and in the Setting column you select 
whether a function should be available or not. If connected to certain types of surveillance systems 

(see page 186), you will see a Follow Server column, which you can use for making your Smart 
Client follow the surveillance system server’s recommended settings. You may experience that 
certain settings are already server-controlled, in which case configuration on the server decides 
whether or not you are able to override those settings. 
  

 Live > Camera playback: The ability to play back recorded video from individual cameras 
on the Live tab (see page 95). 
  

 Live > Overlay buttons: The ability to view and use overlay buttons (see page 41) on the 

Live tab for activating speakers, events, output, moving PTZ cameras, clearing signals from 
cameras, etc.  
 

 Live > Bookmark overlay button & right-click menu: The ability to add quick or 

detailed bookmarks (see page 91) through ready-made overlay buttons or through right-

clicking required camera positions on the Live tab. 
 

Note that the bookmark feature is only available if connected to certain surveillance 
systems (see page 186). Depending on your user rights, access to adding bookmarks from 

some cameras may be restricted. Note that you may be able to view bookmarks even 
though you may not be able to add them, and vice versa. 
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 Playback > Independent playback: The ability to play back recordings from individual 

cameras independently on the Playback tab (see page 146), where all cameras in a view 
otherwise per default display recordings from the same point in time (the so-called master 
time). 
 

 Playback > Bookmark overlay button & right-click menu: The ability to add quick or 

detailed bookmarks (see page 147) through ready-made overlay buttons or through right-
clicking required camera positions on the Live tab. 

 
Note that the bookmark feature is only available if connected to certain surveillance 
systems (see page 186). Depending on your user rights, access to adding bookmarks from 

some cameras may be restricted. Note that you may be able to view bookmarks even 
though you may not be able to add them, and vice versa. 

 

 Setup > Edit overlay buttons: The ability to add new or edit existing overlay buttons 

(see page 41) on the Setup tab. Note that in order to add overlay buttons, the Setup tab’s 
Overlay Buttons pane must also be made available (you manage this on the Options 
dialog’s Panes tab, described in the previous). 
  

 Setup > Edit video buffering: The ability to edit video buffering as part of the camera 

properties on the Setup tab (see page 36). Note that in order to edit video buffering, the 
Setup tab’s Properties pane must also be made available (you manage this on the Options 
dialog’s Panes tab, described in the previous). 

Joystick Options 

Even though joystick control is supported for a large number of PTZ cameras, not all PTZ cameras 
can be joystick-controlled. Refer to the release note for information about joystick support for 

cameras. 
  
When a new joystick is detected by the Smart Client, a default PTZ (Pan/Tilt/Zoom) configuration 
for the joystick is added automatically. However, the Options dialog’s Joystick tab lets you 
customize the setup for all joysticks attached to the computer running the Smart Client. 
  

1. On the Options dialog’s Joystick tab, select the required joystick in the Selected Joystick 

list. The axes and buttons available on the selected joystick will be listed in the Axis setup 
and Button setup sections respectively. 
  

 
Available axes and buttons on a selected joystick 
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2. In the Axis setup section, specify settings for the available axes. With a joystick, you are 
typically able to navigate camera images three-dimensionally, along three axes: an X-axis, 
a Y-axis, and a Z-axis, where the Z-axis typically refers to the depth (zoom) level. 

   

 Invert: By default, a PTZ camera will move to the right 
when you move the joystick to the right along the X-
axis, move up when you move the joystick towards you 

along the Y-axis, etc. By selecting Invert, you are able to 
change this to the opposite. You are thus able to freely 
determine whether the camera should, for example, 
move up or down when you move the joystick towards 

you and away from you respectively. 
  

 Absolute: By default, joystick control takes place based 

on a relative positioning scheme. This means that moving a joystick will move the 
joystick-controlled object based on the object’s current position rather than based 
on any fixed position. By selecting Absolute, you are able to change this and use an 
absolute rather than a relative positioning scheme. 

  

 Action: Lets you select the required function for an axis: Camera PTZ Pan, Camera 
PTZ Tilt, Camera PTZ Zoom, or No action. 
  

 Preview: Lets you quickly test the effect of your selections. When you have 
selected a function for the axis you want to test, simply move the joystick along 
the required axis to view the effect, indicated by a movement of the dark blue bar. 

  

When previewing your selections, consider adjusting the joystick’s deadzones. Deadzones 
determine how much the joystick handle should be allowed to move before information is 
sent to the camera. Ideally, a joystick handle should be completely vertical when not used, 
but many joystick handles lean at a slight angle. Without a deadzone, the slight slant could 
cause cameras to move when it is not required. 
  

 Pan/Tilt: Lets you 

specify required 
deadzone for the 
joystick’s pan and tilt 
functions. The further 

you drag the slider to the 
right, the larger the 

deadzone becomes, and 
the more you will have to 
move the joystick handle 
before information is sent 

to the camera. Dragging 
the slider to its leftmost 
position will effectively 
disable the deadzone; 
typically recommended 
for high-precision 
joysticks only. Use the 

preview to test the effect 
of your deadzone 
settings. 

  

 Zoom: Lets you specify 

required deadzone for 
the joystick’s zoom 
function. Works similarly 
to the Pan/Tilt deadzone 
control. 

Example of deadzone: When you move the joystick 
handle outside the deadzone, the PTZ camera will begin 
to move. The further out you move the handle, the 
quicker the camera typically moves. 
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3. In the Button setup section, specify an action for each required joystick button. You select 
required actions in the Action column. 
  

Tip: To quickly verify that you are configuring the required button, simply press the required 
button on the joystick. When the button is pressed, a dark blue color will appear in the Button 
setup section’s Preview column for the button in question. 

Joystick Setup is Tied to Individual Computer 

Unlike your views and custom keyboard settings, which are simply tied to your user login and can 
therefore be used on any computer with a Smart Client, your joystick setup will be tied to your 

user login as well as to the specific computer on which you configured the joystick setup. This 
means that your joystick setup will only work on the computer on which is has been configured. 
The simple reason for this is that different computers are likely to have different joysticks attached. 
If you want to use a joystick with the Smart Client on more than one computer, you must configure 
the Smart Client’s joystick setup on each computer. 

Keyboard Options 

The Options dialog’s Keyboard tab lets you assign your own shortcut key combinations to particular 

actions in the Smart Client. 
  
Tip: The Smart Client also features a small number of standard keyboard shortcuts, immediately 
ready for use. See Using Standard Keyboard Shortcuts on page 182 for more information. 

  
1. In the Options dialog, select the Keyboard tab. 

  

2. Click inside the Press shortcut key field, then press the required key combination. 
  
Custom key combinations must begin with CTRL or ALT. Example: CTRL+B (i.e. first 
pressing the CTRL key, then—while still pressing the CTRL key—pressing the B key). 

   
This will display the pressed key combination in the Press shortcut key field. Now you need 

to specify which command you want to associate with the key combination. 
  

3. In the Categories list, select the required category of commands. Based on your selection, 
relevant commands will be displayed in the Commands list in the right part of the window.  
 

Example: Selecting Application will give you access to commands related to the behavior of 
the Smart Client application, such as commands for minimizing and maximizing the Smart 

Client window. 
  
Tip: The Categories list will contain category called Views.All. When you select this 
category, all your views will be listed in the Commands list. This allows you to create very 
useful keyboard shortcuts for quickly accessing individual views. 
  

4. In the Commands list, select the required command for the shortcut key combination. 

  
Some commands will only work when the keyboard shortcut is used in certain contexts. For 
example, a keyboard shortcut with a PTZ-related command will only work when using a 
PTZ camera. 

  

5. In the Use new shortcut in list, select when the shortcut key combination should apply: 

  

 Global: When working on any of the Smart Client’s three tabs (Live, Playback, and 
Setup). 
  

 Playback mode: When working on the Smart Client’s Playback tab only. 
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 Live mode: When working on the Smart Client’s Live tab only. 

  

 Setup mode: When working on the Smart Client’s Setup tab only. 
  

6. Click the Assign button. This will add the 
specified shortcut key combination to 
the Assigned keys list. 
 

7. Click OK. 
  
Tip: Your shortcut key combinations are kept as part of your user settings on the surveillance 

system server. This means that you will be able to use your shortcut key combinations on any 
computer that has a Smart Client installed, provided you log in to the Smart Client with your own 
user name and password. 
 
To delete an existing keyboard shortcut, simply select the unwanted shortcut in the Assigned keys 
list, then click the Delete button. 

Advanced Options 

The Options dialog’s Advanced tab lets you customize advanced Smart Client options. If you are 
not familiar with the advanced options and how they work, just keep their default settings. If 
connected to certain types of surveillance systems (see page 186), you will see a Follow Server 
column, which you can use for making your Smart Client follow the surveillance system server’s 

recommended settings. You may experience that certain settings are already server-controlled, in 
which case configuration on the server decides whether or not you are able to override those 
settings. 

  

 Maximum decoding threads: Controls how many decoding threads will be used to 
decode video streams. This option can help you improve performance on multi-core 
computers; the performance improvement is equally noticeable in live as well as playback 

mode. The exact performance improvement you will experience depends on the video 
stream being decoded. This setting is thus mainly relevant if using heavily coded high-
resolution video streams like H.264—for which the performance improvement potential of 
this setting can be significant—and less relevant if using, for example, JPEG or MPEG-4. 
Note that multi-threaded decoding generally is memory-intensive. The ideal setting 
therefore also depends on the type of computer you use, on the number of cameras you 

need to view in your Smart Client, and on the resolution and frame rate used for those 

cameras. 
  

o Normal is the default setting. Normal means that no matter how many cores your 
computer has, it will only use one core per camera position. 
  

o Auto means that the computer running the Smart Client will theoretically use as 

many threads per camera position as it has cores. Note, however, that the 
maximum number of threads the computer can use is eight, and that the number 
of threads actually used may be lower, depending on which codec 
(compression/decompression technology) is used. 
  

o Advanced users can manually select how many threads should be used, with a 
maximum of eight. The number you select will represent a theoretical maximum; 

the number of threads actually used may be lower, depending on which codec 

(compression/decompression technology) is used. 
  

Note that this setting will affect all camera positions, in all views, in live as well as playback 
mode, when you use the Smart Client. You cannot specify the setting for individual camera 
positions or views. Since this setting may not be equally ideal for all of your camera 

positions and views, we recommend that you spend some time on monitoring the effects 
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and, if required, re-adjust the setting to achieve the optimum balance between positive 
effects (performance improvement) and negative effects (memory use). 

  

 Deinterlacing: Interlacing is a method determining how an image is refreshed when 
shown on a screen. With interlacing, the image is refreshed by first scanning every other 
line in the image, then scanning every opposite line, and so forth. This allows for a faster 
refresh rate because less information must be processed during each scan. However, in 

some situations, interlacing may cause flickering, or the changes in only half of the image’s 
lines for each scan may be noticeable. With the Deinterlacing option, you are able to de-
interlace video in several ways. Note that the option only applies for rendering of interlaced 
video. Most cameras do not produce interlaced video, and the option will not impact quality 

or performance of non-interlaced video. 
  

o No filter is the default setting. No deinterlacing is applied, meaning that the 

characteristic jagged edges may show up in images where objects are moving. This 
is because the two fields (that is  the even and odd lines of the full image 
respectively) are weaved together to compose the full height/full vertical resolution 
picture. The two fields are, however, not shot at the same instant by the camera. 
Consequently, moving objects will not be aligned between the two fields, causing 
the jagged-edge effect. Performance impact: None. 

  
o Vertical stretch top field: This option will simply use the top field (that is the even 

lines) only. Each odd line will be “copied” from the previous (even) line. The effect 
is that jagged edges do not appear, but it comes at the expense of reduced vertical 
resolution. Performance impact: Less expensive than the No filter option since only 

half the number of lines will need post-processing. 
  

o Vertical stretch bottom field: This option will simply use the bottom field (that is 
the odd lines) only. Each even line will be “copied” from the following (odd) line. 
The effect is that jagged edges do not appear, but it comes at the expense of 
reduced vertical resolution. Performance impact: Less expensive than the No filter 
option since only half the number of lines will need post-processing. 
  

o Content adaptive: Applies a filter to areas of the image where jagged edges would 

otherwise show up. In areas where no jagged edges are detected, the image is 
passed untouched. The effect of this option is that jagged edges are removed and 
the full vertical resolution is preserved in areas of the image where there is no 
tendency towards jagged edges. Performance impact: More expensive than the No 
filter option since the total CPU cost per frame decoded and rendered will raise by 

around 10%. 

Language Options 

In the Smart Client, you are often able to select between different language versions. 
   

1. Access the Options dialog by clicking the Options button in the 
top right corner of the Smart Client window. 
 

2. In the Options dialog, select the Language tab, then the required language. 

 
3. The Smart Client must be restarted in order for the change to take effect: Close your 

Smart Client, then log in again to use the new language version. 

 
Tip: If the language you require is not available, you may be able to install a language pack (see 
page 24). This only applies when connecting to selected surveillance systems; see Surveillance 
System Differences on page 186. 
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Advanced Features 

Activate Auxiliary Commands on Cameras 

When connecting to selected surveillance systems (see Surveillance System Differences on page 
186), it is possible to assign custom keyboard shortcuts (see page 73) and overlay buttons (see 

page 41) to trigger auxiliary commands on the cameras. 
  
Whether auxiliary commands can be used, and how they can be used, differs from camera to 

camera; for details, see the documentation for the camera. In the following examples, an auxiliary 
command is used for activating a wash & wipe feature for cleaning the camera’s lens. 

Auxiliary Commands as Custom 

Keyboard Shortcuts 

1. Access the Keyboard options, as described on 

page 73. 
  

2. Click inside the Press shortcut key field, then 
press the required key combination. 

  

3. Select the required category and command (in 
this case the camera is a PTZ camera, and the 

wash & wipe feature is controlled by Aux 3). 

 

4. Click the Assign button, and then OK. 

Auxiliary Commands as Overlay 
Buttons 

It is possible to activate auxiliary commands through buttons which will appear as a layer upon the 
video when you move your mouse pointer over individual camera positions in views on the Live 
tab. Before you can use such overlay buttons, you must add them on the Setup tab: 
  

1. On the Setup tab, make sure the Overlay Buttons pane is displayed. 
 

FAQ: What should I do if the Overlay Buttons pane is not displayed? Open the 
Options dialog (see page 68), select the Panes tab, set Overlay Buttons to Available, and 

click OK. 
  

2. In the Overlay Buttons pane, select the required auxiliary action (in this case 
the camera is a PTZ camera, and the wash & wipe feature is controlled by 

Aux 3). Then drag the action onto the required camera position. 
  

3. When you release the mouse button over the required position, the overlay 
button will appear. On the Setup tab, the button will have handles, which you can drag if 

you want to resize the button. The handles will only appear when buttons are displayed on 
the Setup tab; not when they are displayed on the Live tab. 
  
Tip: When you resize a button, guidelines will appear. Guidelines are a great help if you 

want to align multiple buttons. 
  

4. If required, you can change the text of the overlay button: Double-click the button text, 

overwrite the existing text, then press ENTER on your keyboard. Button text will always 
scale to the largest size possible on the button.  
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For more information about adding overlay buttons on the Setup tab, see Adding Overlay Buttons 
on page 41. 

Use an HTML Page for Smart Client Navigation 

Tip: If connected to a surveillance system with the Map feature available, you can use the Smart 
Client’s Map (see page 47) feature for navigation. The Map feature is highly versatile, and also 
includes a status information function. 
 
In addition to displaying images from cameras, the Smart Client is able to display static images 

and HTML pages. Such HTML pages may be used for intuitively switching between different views in 
the Smart Client. 

 
For example, you may insert a clickable floor plan of a building, and you would be able to simply 
click a part of the floor plan to instantly switch to a view displaying images from the required part 
of the building. 
  
In the following, you will see examples of HTML pages for Smart Client navigation: a simple HTML 

page with buttons, and a more advanced HTML page with a clickable image map. 
 
For surveillance system administrators wishing to create and distribute such HTML pages to Smart 
Client users, a check list outlining the tasks involved is also provided. 
  
Tip: The Smart Client is highly flexible when it comes to customizing navigation and other features. 

For advanced users it is possible to create more than 100 different function calls in the Smart 

Client. See Smart Client Scripting on page 81 for more information. 

Example of an HTML Page with Button Navigation 

A very quick solution is to create an HTML page with buttons for navigation. You are able to create 
a wide variety of buttons on the HTML page. In this example, we will just create two types of 
buttons: 
  

 Buttons for switching between the Smart Client’s views 
Required HTML syntax: 
 
<input type="button" value="Buttontext" 

onclick="SCS.Views.SelectView('Viewstatus.Groupname.Viewname');"> 

 
Where Viewstatus indicates whether the view is shared or private (if the HTML page is to be 
distributed to several users, the view must be shared). 
 
Example from a real button: 
 

<input type="button" value="Go to Shared Group1 View2" 
onclick="SCS.Views.SelectView(‘shared.Group1.View2');"> 
 
This button would allow users to go to a view called View2 in a shared group called Group1. 
  

 Buttons for switching between the Smart Client’s three tabs: Live, Playback and 

Setup 
Bear in mind that, depending on their user rights, some users may not be able to access all 

three tabs. Required HTML syntax: 
 
Live tab: <input type="button" value="Buttontext" onclick="SCS.Application.ShowLive();"> 

 
Playback tab: <input type="button" value="Buttontext" 
onclick="SCS.Application.ShowPlayback();"> 
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Setup tab: <input type="button" value="Buttontext" 
onclick="SCS.Application.ShowSetup();"> 

 

In the following we have created two shared groups in the Smart Client. We have called them 
Group1 and Group2. Each group contains two views, called View1 and View2: 
 

 
 
We have also created an HTML page with buttons allowing users to switch between our four 

different views as well as between two of the Smart Client’s tabs, Live and Playback. We have 
saved the HTML page locally, in this case on the user’s C: drive. When the HTML page is to be used 
for navigation, saving the HTML page locally is necessary because of security features in Internet 
Explorer. 
 
When viewed in a browser, our HTML page looks like this: 

 

 
 
When saving the HTML page locally, save it at a location to which an unambiguous path can be 
defined, for example in a folder on the user’s C: drive 
(example: C:\myfolder\file.htm). Saving the HTML page on 

the user’s desktop or in the user’s My Documents folder will 
not work properly due to the way Windows constructs the 
path to such locations. 
 
We then imported the HTML page into the required Smart 
Client views. When importing the HTML page, we made sure 
to select Enable HTML scripting in the HTML page’s Properties 

on the Setup tab. Selecting Enable HTML scripting ensures 
that the scripting required for the buttons to work is 

automatically inserted in the HTML page. 
 
When imported into one of our views, our HTML page looks like this: 
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Example of an HTML Page with Image Map Navigation 

You may also create an HTML page with more advanced content, for example an image map 
allowing users to switch between views. 
 

Tip: If supported by your organization’s surveillance system, consider using the Map feature (see 

page 47) instead. 
 
How you structure and create an image map is highly individual. Providing sample HTML for you to 
work with would not be useful because the HTML page, the images, the coordinates, and the 
actions to take when users click the various areas of an image map are likely to be completely 
different for every implementation. This example thus outlines the use of image maps in general 

terms. 
  
In the following example we have kept the two groups and two views from the previous example. 
Instead of using buttons, we have created an HTML page with an image of a floor plan, and created 
an image map based on the floor plan. 
 

Viewed in a browser, our HTML page looks like this: 
 

 
 
How you structure and create an image map is of course highly individual. For this example, we 
divided the floor plan into four colored zones, and defined an image map area for each zone. This 

way, users will be able to simply click a zone in order to go to the view displaying cameras from 
that zone. 
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For instance, the red zone on our image map mirrors the Go to Shared Group2 View2 button from 
the previous example: When clicking inside the red zone, users will go to View2 in Group2. 
When imported into one of our views, the HTML page looks like this:  

 

 

Import the HTML Page 

Importing a navigation HTML page into a view is in principle no different from importing any other 
type of HTML page into a view in the Smart Client. 
 
The two important things to remember are: 
  

 The HTML page should be stored locally on the user’s PC 

  

 You should make sure HTML scripting is enabled on the HTML page when importing it 

  
To import the HTML page, do the following: 
 

1. Go to the Smart Client’s Setup tab. 
 

2. From the Setup tab’s System Overview pane, drag the HTML Page link to the required 

position in the required view. 
 

3. This will open the Open URL dialog, in which you specify the required HTML page. 
 

4. Having imported the HTML page, select its position 
in the view, and go to the Setup tab’s Properties 
pane. 

 
5. In the Properties pane, select Enable HTML 

Scripting. 
 
Selecting Enable HTML Scripting ensures that the 
scripting required for your buttons or other 

navigation features to work is automatically 
inserted in the HTML page. 

6. Depending on the navigation features you have included on your HTML page, you may 
often want to import the HTML page into several views in order for the navigation to fully 
work. 
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System Administrator’s Check List 

Surveillance system administrators wishing to create and distribute navigation HTML pages to 
Smart Client users, do the following: 
 

1. Create the required HTML page. The navigation controls in the HTML page must match the 
views users see in their Smart Clients. For example, in order for a button leading to View1 
to work, a view called View1 must exist in users’ Smart Clients. If you intend to distribute 

the HTML page to a group of users, the views in which the HTML page will be used should 
be placed in shared groups. 
  

2. Save the HTML page locally on each computer on which it will be used. When saving the 
HTML page locally, save it at a location to which an unambiguous path can be defined, for 
example in a folder on the user’s C: drive (example: C:\myfolder\file.htm). Saving the 
HTML page on the user’s desktop or in the user’s My Documents folder will not work 

properly due to the way Windows constructs the path to such locations. 
  

3. Import the HTML page into the Smart Client views in which it will be used. Having 
imported the HTML page, select its position in the view, go to the Setup tab’s Properties 
pane, and verify that Enable HTML Scripting is selected. 
  

4. Test that the navigation controls on the imported HTML page work as intended. 
 

5. Enjoy simple and intuitive Smart Client navigation, tailored to meet your organization’s 
needs. 

Troubleshooting 

If your HTML navigation page does not work as intended, consider the following: 
  

 Have you used the correct syntax in your HTML? 
  

 Have you selected Enable HTML Scripting after importing the HTML page? 

 

 Does the intended audience have the rights to required benefit from the HTML navigation 

page? Bear in mind that depending on their user rights, some users may not have access 
to certain cameras, views, features or tabs in their Smart Clients. 

Smart Client Scripting 

For advanced users it is possible to create function calls in the Smart Client. Note that the use of 
scripting will require some familiarity with programming. 

View a List of Possible Function Calls 

To view a list of the approximately 100 different function calls you are able to use in the Smart 

Client, do the following on the Smart Client’s Setup tab: 
 

1. Drag the System Overview pane’s HTML Page link to a position in a view. When you release 
the mouse button over the required position, the Open URL window opens. 
 
Tip: Use a 1×1 view; this will give you the best possible overview of the list’s content. 

 
2. In the Open URL window’s Open field, type 

about:script and click OK. 
 
This will display a clickable list of function calls: Simply 
click the list’s headings to expand them. 
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Each function call is listed with a short description of its purpose; and you will be able to try 
out many of the function calls straight from the list. 

Startup Scripting 

It is possible to use scripting to control parts or all of the Smart Client login procedure. Examples: 
 

 If using the authentication methods Basic authentication or Windows authentication, you 
can make the Smart Client login dialog open with pre-filled Server address and User name 

fields, in which case the user merely has to enter a password in order to log in. 
 

 If using the authentication method Windows authentication (current user), you can make 
the Smart Client connect to the surveillance system automatically, based on the user’s 

current Windows login. 
 
Some authentication methods are only available if the Smart Client user logs in to certain Milestone 
surveillance systems; see Surveillance System Differences on page 186 for more information. 
 
You are able to use the following parameters: 

ServerAddress 

Refers to the URL of the server to which the Smart Client should connect (if connecting to a 
Milestone XProtect Corporate system, this would be the URL of the Management Server; if 
connecting to a Milestone XProtect Enterprise, XProtect Professional or XProtect Essential system, it 

would be the URL of the Image Server).  

 
The following example would show the Smart Client’s login dialog with http://ourserver in the 
dialog’s Server address field: 
  

Client.exe –

ServerAddress="http://ourserver" 

 
Keep in mind that the Smart Client’s default 
authentication type is Windows authentication (current 
user). Unless you change this, through using the 

AutheticationType parameter (described in the 
following), the login dialog will from the user’s point of 
view look as in the example, i.e. automatically 

displaying the name of the current Windows user in the 
User name field: 

UserName 

Refers to a specific user name. The following example would show the Smart Client’s login dialog 
with http://ourserver in the dialog’s Server address field, and Tommy in the dialog’s User name 
field: 
  

Client.exe –ServerAddress="http://ourserver" -UserName "Tommy" 

  
The UserName parameter is relevant only for the authentication methods Windows authentication 

and Basic authentication. Use the AuthenticationType parameter (described in the following) to 
control which authentication method to use. 

Password 

Refers to a specific password. The following example would show the Smart Client’s login dialog 
with http://ourserver in the dialog’s Server address field, Tommy in the dialog’s User name field, 

and T0mMy5Pa55w0rD in the dialog’s Password field: 
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Client.exe –ServerAddress="http://ourserver" -UserName "Tommy" -Password 

"T0mMy5Pa55w0rD" 

  
The Password parameter is only relevant if using the authentication methods Windows 
authentication and Basic authentication. Use the AuthenticationType parameter (described in the 
following) to control which authentication method to use. 

AuthenticationType 

 Refers to one of Smart Client’s three possible authentication methods: Windows authentication 
(current user) (called WindowsDefault in startup scripts), Windows authentication (called Windows 

in startup scripts), or Basic authentication (called Simple in the startup scripts). 
 

The following example would show the Smart Client’s login dialog with http://ourserver in the 
dialog’s Server address field, Basic authentication selected in the dialog’s Authentication field, 
Tommy in the dialog’s User name field, and T0mMy5Pa55w0rD (masked by asterisks) in the 
dialog’s Password field: 
 

Client.exe –ServerAddress="http://ourserver" -UserName "Tommy" -Password 

"T0mMy5Pa55w0rD" -AuthenticationType Simple 

  
From the user’s point of view, the login dialog would look like this: 

  

 
 
If we were to use Windows authentication, the example would be: 

Client.exe –ServerAddress="http://ourserver" -UserName "Tommy" -Password 

"T0mMy5Pa55w0rD" -AuthenticationType Windows 

  
If we were to use Windows authentication (current user), the UserName and Password parameters 

would not be necessary, and the example would look like this: 
  

Client.exe –ServerAddress="http://ourserver" -AuthenticationType 
WindowsDefault 

Script 

Refers to a full path to an .scs script (a script type targeted at controlling the Smart Client). The 
following example uses an .scs script to login: 

  
Client.exe -Script c:\startup.scs 

  

Example of an .scs script for logging in to http://ourserver with the current Windows user: 
  

<ScriptEngine> 

  <Login> 

    <ServerAddress>http://ourserver</ServerAddress> 

    <AuthenticationType>WindowsDefault</AuthenticationType> 

  </Login> 
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</ScriptEngine> 

  
You are able to use many of the Smart Client’s function calls (see Viewing a List of Possible 
Function Calls on page 81) to add further functionality to .scs scripts. In the following example, we 

have added a line so the .scs script from the previous example will also minimize the Smart Client 
application: 
  

<ScriptEngine> 

  <Login> 

    <ServerAddress>http://ourserver</ServerAddress> 

    <AuthenticationType>WindowsDefault</AuthenticationType> 

  </Login> 

  <Script>SCS.Application.Minimize();</Script> 

</ScriptEngine> 

Format 

Valid parameter formats are: 
  

 {-,/,--}param{ ,=,:}((".’)value(",’))  

Examples: 

  
-UserName Tommy 

--UserName Tommy 

/UserName:"Tommy" 

/UserName=Tommy -Password ‘Tommy’ 
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View Live Video 

You view live video on the Smart Client’s Live tab. 
When you select the Smart Client’s Live tab, the Smart 

Client will connect to the surveillance system server, 
and display live images from the cameras in the 
selected view. 
 
Particular user rights may be required in order to 

access the Live tab. In order to view live video in the 
Smart Client, the surveillance system’s recording server 

must be running; consult your surveillance system 
administrator if in doubt. Depending on your user 
rights, access to viewing live images from some 
cameras may be restricted. 
  
Tip: The Smart Client supports use of multiple 
windows. This is especially useful if your computer has more than one physical display attached, 

but from the Live and Playback tabs you can send individual views to separate windows as well. 
This way, you can watch more than one view at a time. See Using Multiple Windows on page 178 
for more information.¨ 

Live Video Is Not Necessarily Recorded 

Even though you can see live video from a given camera, the 
video stream from the camera is not necessarily being recorded. 
 

This is actually one of the benefits of an IP-based digital 
surveillance system: Unlike old-style analog surveillance 
systems, where everything was usually recorded on a tape 
regardless whether it was relevant or not, an IP-based digital 
surveillance system allows much more targeted recording. 
  
Targeted recording frees security personnel, investigators, etc. from having to go through 

seemingly endless amounts of recordings in order to find a particular incident. Instead, the reduced 
amount of recordings, combined with the Smart Client’s advanced browsing and search features, 
allows recordings of particular incidents to be found quickly and effortlessly. 
  
Basically, live video streams from cameras pass through the surveillance system server. When 
required, the video stream is saved (recorded) on the server; when not required, the video stream 

is simply discarded. Video streams are typically saved on the server (recorded) either 
  

 according to a schedule (example: every morning from 10.00 to 11.30) 

- or/and - 

 whenever the surveillance system detects special events (examples: motion generated by a 

person entering a room; a sensor registering that a window is being opened; input from 
users). 

  

The surveillance system server’s recording settings are determined by your surveillance system 
administrator. However, as a Smart Client user, you can also (provided you have the necessary 
user rights) start recording while viewing live video. See page 93 for more information. 

  
Tip: When viewing live video on the Smart Client’s Live tab, you can quickly verify whether the 
video stream from a camera is being recorded: Look at the blue bar (if configured; see page 40) 

Start Recording Yourself 

You can (provided you have 
the necessary user rights) 

start recording while viewing 
live video. See page 93 for 
more information. 
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immediately above the camera’s images. If the video stream from the camera is being recorded, 
the bar will display RReeccoorrddiinngg. Note that you may occasionally see the word RReeccoorrddiinngg for short 
periods only. This is because cameras may have been configured to record only when there is 

motion, when a door is open, or similar, which can lead to many short periods of recordings. 

Views and their Content 

Select a View 

You are basically able to select a view for display on the Live tab in three ways: 
 
Illustrations in the following are examples only; folders and views may have different names in 
your organization. 

 

 By selecting the required view in the Playback tab’s Views pane: 
  

 
 
You may have to first maximize the Views pane from the shortcut bar by clicking the 
Views pane shortcut. If neither the pane nor the shortcut is available, check the 
pane’s availability on the Options dialog’s Panes tab (see page 68).  

  

 By selecting the required view from the Views list located in the upper part of the window. 
  

 
 

 If views have been assigned shortcut numbers (see Assign Shortcut Numbers to Views on 
page 33), you will also be able to select a view by using keyboard shortcuts (see Using 
Standard Keyboard Shortcuts on page 182). 

Camera Names and Colored Indicators 

If configured (in the Options 
dialog (see page 68) and as 
part of the camera properties 
on the Setup tab (see page 

40)), each camera position in 
the Live tab’s views can be 
identified by a bar, located in 

the top of each camera 
position. 
  
The bar displays the name of 
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the camera as well as the name of the device to which the camera is connected.  
 
Each bar will display LLiivvee when live images are displayed, RReeccoorrddiinngg if video from the camera in 

question is being recorded, and SSttooppppeedd if the camera is stopped and live viewing is not possible. A 
camera may be stopped for various reasons: Typically it is because the camera has been 
configured to only be available during certain hours of the day; other reasons may be camera or 
network maintenance, a change in configuration on the surveillance system server or similar. If all 
cameras display Stopped, it may indicate that the connection to the surveillance system server is 
lost. Consult your surveillance system administrator if in doubt.  

 
The bar is dark blue. When you select a particular camera in the view, the bar of the selected 

camera position becomes a lighter blue. 
  

        
Dark blue: camera is not selected      Light blue: camera selected 

Colored Indicators 

Each bar features three colored indicators: 

  

 Event indicator (the leftmost of the three indicators, solid yellow ): Lights up when 
specific events, defined by the surveillance system administrator, occur. Click anywhere 
inside the image to reset the event indicator. This indicator may appear black if event 

indication has not been specified for the camera in question, of if no specified events have 
occurred. Consult your surveillance system administrator if in doubt. 

 
This feature is only available if using your Smart Client with selected Milestone surveillance 
systems; see Surveillance System Differences on page 186 for more information. Even 
when using your Smart Client with a surveillance system supporting this feature, being able 

to use the feature requires that notifications on events have been configured on the 
surveillance system server. Consult your surveillance system administrator if in doubt. 

 

 Motion indicator (the indicator in the middle, solid red ): Lights up when motion is 
detected in the image. Click anywhere inside the image to reset the motion indicator. This 

indicator may appear black if no motion has been detected. 
  

 Video indicator (the rightmost of the three indicators, flashing green ): Changes state 
every time a new image is received from the camera. This indicator can be turned off; see 

Application Options on page 68 and Adjusting Camera Properties on page 40. 

  
Tip: If configured (as part of individual cameras’ properties on the Smart Client’s Setup tab), event 
( ) and motion ( ) indications can be accompanied by sound notifications. See Sound on Motion 
Detection (page 38) and Sound on Event (page 39) for more information. 

Enlarge Camera Positions 

To enlarge images from a particular camera in a view, double-click the camera position. To return 

to normal view, simply double-click the blue image bar again. 
  
Tip: Depending on configuration, images from the camera may be displayed in full quality when 
enlarged, even if reduced image quality has been selected for the camera on the Setup tab. 

Privacy Masks 

Privacy masks can prevent viewing of certain areas in a camera’s angle of view. Example: A 

camera covering a parking area is placed at an angle where it also covers the windows of a 
resident’s kitchen and living room. In order to ensure that residents' privacy, the view of the 
resident’s windows is blocked with privacy masks. 
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In the Smart Client, you will see privacy masks as 
black areas in video. In this example, privacy masks 
have been used to block the view of five windows: 

 
You cannot remove privacy masks; they are defined 
entirely by the surveillance system administrator. 
 
If privacy masks are used, they will appear in all video 
viewing contexts—also when you export video (see 

page 169) or print still images (see page 167). If you 
export video which contains privacy masks, note that 

the export process may take slightly longer than usual, 
and that the export file size may be slightly larger than 
usual. 

Hotspot Positions 

If a view contains a hotspot, you are able to select a camera in the view itself, or any other view 

you may have open, and view enlarged and/or higher quality images from the selected camera in 
the hotspot. 
  
When a view contains a hotspot, the hotspot is usually, but not 
always, located in one of the view’s larger positions, for 

example the large position in a 1+7 view:  

  
If a position in one of your views contains a hotspot, you will be 

able to recognize it by the following characteristics: 
 

 When you select camera positions in the view, your 
selection is reflected in the hotspot 

 

 It is surrounded by a thin orange border 

How to Use a Hotspot 

To use the hotspot functionality, at least one of the views you are using must have a hotspot. If in 

doubt, look for the orange border indicating a hotspot position. 
  

To use a hotspot, simply select a camera position in a view to automatically view the camera’s 
images in the hotspot. 

Advantages of Using a Hotspot 

The fact that you can often view enlarged images in the hotspot is not in itself what makes the 

hotspot useful; you can enlarge any image in a view by double-clicking the image. 
  
What makes the hotspot useful is that with a hot spot it is possible to use a low image quality 
and/or frame rate for cameras in the view’s regular positions and a high image quality and/or 
frame rate for the hotspot. Then, only when you select a camera for viewing in the hotspot will it 
be displayed in high quality and/or high frame rate. This can really help save bandwidth on the 
remote connection.  

  

Hotspots are configured on the Smart Client’s Setup tab. 

Carousel Positions 

A carousel is used for displaying images from several cameras, one after the other, in a single view 
position. 
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If a position in one of your views contains a carousel, you will be 
able to recognize it by the following characteristics: 
  

 It displays images from different cameras, one after the 
other 
  

 It is surrounded by a thin green border 

 
You can enlarge a carousel by double-clicking the carousel 
position. 
 

Placing your mouse pointer over the blue bar at the top of a carousel position gives you 
access to buttons which let you pause the carousel as well as change the carousel’s 
rotation direction: 
 
Example: A carousel has been configured to display camera A, then camera B, then camera C, and 
so forth. By changing the direction, you can make the carousel display camera C, then camera, B, 
then camera A, etc. 

  
Carousels are configured on the Smart Client’s Setup tab. 

Matrix Positions 

The ability to use Matrix content in views is available when connecting to selected Milestone 

surveillance systems only; see Surveillance System Differences on page 186 for more information. 
 
Matrix is an integrated product that allows distributed viewing of live video from any camera on 

any monitor on a network operating with selected Milestone surveillance systems. With a typical 
Matrix configuration, live images are automatically presented on the required monitor when defined 
events occur, for example when movement is detected, or when another user wishes to share 
important live images. 
Provided Matrix has been configured on the surveillance system server, and one or more special 
Matrix positions have been defined for your view, you are able to watch Matrix-triggered live video 

on the Smart Client’s Live tab: When particular events occur, or when other users wish to share 
important live images with you, live images from particular cameras will automatically appear in 
your views’ Matrix positions. 
  
Which events or cameras are used in the Matrix setup depends entirely on the surveillance system 

server’s Matrix configuration and on what other users wish to share with you; you are not able to 
control this in the Smart Client. 

  
If a position in one of your views contains Matrix content, you will be able to recognize it by the 
following characteristics: 
  

 It automatically displays live images when predefined 

events occur, or when other users wish to share 
important live images with you 
  

 It may display images from different cameras, depending 

on which events have occurred or what other users wish 
to share with you 
  

 It is surrounded by a thin blue border 

  
You can enlarge a Matrix position by double-clicking it. 
  
A view may contain several Matrix positions. This way you are able to watch live video from more 
than one Matrix-triggered source at the same time. 
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If your view contains several Matrix positions, the positions are always ranked: One of the 
positions will be the primary Matrix position; another will be the secondary Matrix position, and so 
on. When the first live image stream is received, Matrix automatically presents the stream in the 

primary Matrix position in your view. 
  
When the next image stream is received, a first-in-first-out principle begins to apply: Matrix quickly 
transfers the previously received image stream to your view’s secondary Matrix position, and 
presents the latest image stream in your view’s primary Matrix position, and so on. 
 

This way, you can always watch the latest image stream, while maintaining the last few previously 
received image streams in your view as well. 

 
Which of a view’s positions should be primary, secondary, etc. is determined on the Smart Client’s 
setup tab. 

Camera Shortcut Menus 

By right-clicking inside one of a view’s camera positions, you get access to a shortcut menu. 

 
Some of the following features are only available when connecting to selected Milestone 
surveillance systems; see Surveillance System Differences on page 186 for more information. 
  
Some of the shortcut menu’s content may vary from camera to camera, depending on the 
configuration of the selected camera: 

  

 Start Recording for # Minutes: Lets you record video from the selected camera. Once 
started recording will continue for a number of minutes. Available for all cameras. See Start 
Recording while Viewing Live Video on page 93 for more details. 
 

 Copy: Lets you copy the displayed image (as a single bitmap image) to your clipboard. The 
copied image can then be pasted into other applications, such as word processors, etc. 
Available for all cameras. See Copy Single Images on page 123 for more details. 
 

 Camera: Lets you select another camera for display in the view position. This way you are 
able to switch between viewing video from different cameras in the same view position. 
Only available for single-camera view positions, not for hotspots, carousels, or Matrix 
positions. See page 121 for more details. 

  

 Sound Notifications: Lets you temporarily mute sound notifications. Only available for 
single-camera view positions, not for hotspots, carousels, or Matrix positions. Only 
available if sound notifications (audible notifications triggered when events and/or motion 
occur) are configured for the camera on the Smart Client’s Setup tab. See Handle Sound 

Notifications on page 95 for more details. 
 

 PTZ Presets: Lets you move a PTZ camera between its preset positions. Only available for 
single-camera view positions, not for hotspots, carousels, or Matrix positions. Only 

available if the selected camera is a PTZ (Pan/Tilt/Zoom) camera. See Use PTZ on page 
101 for more details. 
 

 Matrix: Lets you send video from the selected camera to a particular Matrix recipient. Only 

available for single-camera view positions, not for hotspots or carousels. Only available if 
Milestone XProtect Matrix (an integrated product for distributed viewing of live video 

streams) has been configured on your surveillance system. See Send Video to Matrix 
Recipients on page 123 for details. 
 

 Send Camera: Lets you send video from the selected camera position to another single-

camera position in an open view, including any views you may have open in floating 
windows or on secondary displays. Only available for single-camera view positions, not for 
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hotspots, carousels, or Matrix positions. See Send Video between Views on page 122 for 
more details. 

Camera Messages 

Message texts may under particular circumstances appear in white letters across one or more of a 
view’s camera positions. See page 162 for a complete overview of the message texts and advice 
about what to do when you see them. 

Add Bookmarks 

You are able to bookmark incidents in live or recorded video. A bookmark is essentially a small 
video clip, typically consisting of video from a few seconds before, during and after the incident. 
When you bookmark an incident, you can include an optional comment. Bookmarks are searchable, 
so you and other users of your surveillance system will easily be able to find the bookmarks later 

(see page 149). 
  
The bookmark feature is only available when connecting to selected surveillance systems; see 
Surveillance System Differences on page 186. Depending on your user rights, access to adding 
bookmarks on some cameras may be restricted. Note that you may be able to view bookmarks 

even though you may not be able to add them, and vice versa. 

  
You can add bookmarks on the Smart Client’s Live tab as well as on the Playback tab. You can add 
bookmarks in several ways: 

Add Bookmark through Bookmark Pane 

This method requires that the Bookmark pane is enabled for each tab in the Options dialog (see 
page 68). Also make sure the Bookmark pane is displayed; you may have to maximize it from the 
shortcut bar by clicking the Bookmark pane shortcut: 

 

 
  

If neither the pane nor the shortcut is available, check the pane’s availability on the Options 
dialog’s Panes tab. 

  
You can either add a quick bookmark, or include details: 

Quick Bookmark 

A quick bookmark is a no-frills bookmark with only the most basic information. The length of a 
quick bookmark clip is determined on the surveillance system server. 
  

1. Make sure you have selected the required camera position in the view. 
  

2. Make sure the Bookmark pane’s Add details box is cleared. 

  

3. Click the Add Bookmark button. 
  

4. You will get a confirmation. The confirmation automatically 
disappears after a short while. 
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Bookmark with Details 

By adding details to your bookmark, you are able to provide a detailed description of the incident. 
You are also able to control the length of the bookmark clip. 
  

1. Make sure you have selected the required camera position in the view. 

  

2. Make sure the Bookmark pane’s Add details box is selected. 
  

3. Click the Add Bookmark button. 
  

4. Verify that the clip start time, bookmark time, and clip end time are the ones you want. 

  

 Clip start time: A bookmark video clip typically contains video from a few seconds 
before you added the bookmark. This allows you to prove, for example, that a 

building was indeed empty before a burglar broke into it. The suggested clip start 
time (that is a certain number of seconds before the bookmark time) has been 
specified by the surveillance system administrator, but you can change it (see the 
following). 
  

 Bookmark time: Time when you added the bookmark, that is the point in time 

when you consider the bookmarked incident to actually happen. You can change it 
if necessary (see the following). 
  

 Clip end time: A bookmark video clip typically contains video from a few seconds 

after you added the bookmark. This allows you to prove, for example, how a 
burglar left a building. The suggested clip end time (that is a certain number of 
seconds after the bookmark time) has been specified by the surveillance system 
administrator, but you can change it (see the following). 

  

If you want to adjust the clip start time, bookmark time, or clip end time, place your mouse 
pointer over the preview image, and use the playback controls to move to the required clip 
start time. 
 

 
  

 Click the and buttons to go back and forward in time respectively. When you 

click one of the buttons, it switches to a pause button , allowing you to quickly 

pause playback at any point in time without having to move your mouse pointer. 
  

 Drag the slider to play video quickly back (left) or forward (right) in time. 

The farther you move the slider away from its center position, the quicker the video 
will play. 
  

 The playback controls display time and date of the recordings viewed. Date and 

time format may vary depending on your computer’s settings. 
   

When ready, click the required Set button. 
  

 Type a headline (max. 50 characters) and a description of the incident (max. 

10000 characters). 

  

 Click Save. 
  

Tip: Do not worry if it takes you a while to, for example, type a description. The Smart Client will 
remember your bookmark until you click Save. The only exception is if it takes you so long 
(typically several days) to add the bookmark that the video you wanted to bookmark no longer 
exists on the surveillance system. 
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Add Bookmark through Overlay Button 

This method requires that adding of bookmarks through overlay buttons is enabled in the Options 
dialog. Furthermore, the Options dialog also determines whether you will add a quick bookmark (a 

no-frills bookmark with only the most basic information) or a bookmark with detailed information 
when you click the overlay button. To verify, open the Options dialog (see page 68), select 
Functions, and check the settings for Live > Bookmark overlay button & right-click menu and 
Playback > Bookmark overlay button & right-click menu respectively. 
  

1. Place your mouse pointer over the required camera position in the view. 

  

2. Click the Add Bookmark overlay button: 

 

 
  

3. The bookmark will be either a quick bookmark (in which case you are done) or a bookmark 

with details (in which case you can change time settings and add a description). See 
Adding Bookmark through Bookmark Pane in the previous for detailed descriptions of the 
two types of bookmark. 

Add Bookmark by Right-Clicking Camera Position 

This method requires that adding of bookmarks through right-clicking is enabled in the Options 

dialog. Furthermore, the Options dialog also determines whether you will add a quick bookmark (a 
no-frills bookmark with only the most basic information) or a bookmark with detailed information 
when you click the overlay button. To verify, open the Options dialog (see page 68), select 
Functions, and check the settings for Live > Bookmark overlay button & right-click menu and 
Playback > Bookmark overlay button & right-click menu respectively. 
  

1. Right-click the required camera position in the view. 

  

2. Select Add Bookmark. 

  

3. The bookmark will be either a quick bookmark (in which case you are done) or a bookmark 
with details (in which case you can change time settings and add a description). See 

Adding Bookmark through Bookmark Pane in the previous for detailed descriptions of the 
two types of bookmark. 

Start Recording while Viewing Live Video 

This feature is only available when connecting to selected surveillance systems; see Surveillance 
System Differences on page 186 for more information. Use of this feature may require particular 
user rights; consult your surveillance system administrator if in doubt.  
  
You are able to record video from a selected camera in a view on the Live tab.  Even though you 

can see live video from a camera, the video stream from the camera is not necessarily being 
recorded. Video is normally recorded as defined on the surveillance system server. Typically, 
recording takes place according to a schedule (example: every morning from 10.00 to 11.30) 

and/or whenever the surveillance system detects special events (examples: motion generated by a 
person entering a room; a sensor registering that a window is being opened; user input, such as 
you manually activating an event (see page 103) in your Smart Client). The ability to start 

recording is therefore highly useful if you see something of interest while watching live video. 
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How to Start Recording 

There are two ways of staring recording, either by using a shortcut menu or by using overlay 
buttons. Once started recording will continue for a number of minutes. The number of minutes is 

determined by your surveillance system administrator; you cannot change the number of minutes, 
and you cannot stop recording before the specified number of minutes has passed. 

Shortcut Menu 

1. On the Live tab, select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 

  
3. In the menu, select Start recording for # Minutes: 

  

 
Example: Starting recording, 

in this case for five minutes 

Overlay Buttons 

If an overlay button (see page 41) for starting recording is 
available for the camera in question, simply click that button. 
If overlay buttons are available, they will appear when you 
move your mouse pointer over the required camera position 
in the view. 

Start Recording on More than One Camera 

You can start recording of the video stream from more than one camera, although you must select 
them one by one. Note that the number of minutes for which to record may vary from camera to 
camera. 

How Do I Know if a Camera Is Already Recording? 

To verify whether the video stream from a camera is currently being recorded, you can (provided 
title bars are enabled as part of the camera properties on the Setup tab; see page 40) look at the 
blue bar immediately above the camera’s images. If the video stream from the camera is already 

being recorded, the bar will display RReeccoorrddiinngg. 
  
Note that you may occasionally see the word RReeccoorrddiinngg for short periods only. This is because the 
surveillance system server may have been configured to only record the video stream from a 
camera when there is motion, when a door is open, or similar, which can lead to many short 
periods of recordings.  

  

You can therefore still select Start Recording for # Minutes even though the video stream from a 
camera is already being recorded; this way you can make sure that the video stream from the 
camera will be recorded without interruption for the specified number of minutes. 
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Playback while Viewing Live Video 

Provided recordings are available, you can view recorded video on the Smart Client’s Live tab 
(requires that the feature is enabled in the Options dialog, see page 70). When you move your 

mouse pointer over a camera position in a view on the Live tab, you will see a Start Playback 
button. Clicking the button lets you view recordings from the individual camera without leaving the 
Live tab; ideal if you quickly want to “rewind” in order to verify something you just viewed live. 
 
You can use this feature for more than one camera position at a 
time, but it is only available for ordinary single-camera positions, 

not for hotspots, carousels, or Matrix positions. 

 
Start Playback button 
  

When a camera is in playback mode this way, you have access to 
a small set of playback controls inside the camera position, which 
will also be clearly marked by a yellow border to avoid confusion 
with neighboring live cameras in the view. The yellow border is 

even more visible if your camera positions have title bars 
(configured in the Options dialog, see page 68), since title bars 
also become yellow when cameras are in playback mode. 
  
When you click the Start Playback button, the camera position will switch 
to the most recent recorded image from the camera. Now you can use 

the playback controls to browse recordings, provided your mouse pointer 

is inside the camera position. The playback controls are simple, but very effective: 
  

 Click the  and  buttons to go back and forward in time respectively. When you click one 
of the buttons, it switches to a pause button , allowing you to quickly pause playback at 

any point in time without having to move your mouse pointer. 
  

 Drag the slider  to play video quickly back (left) or forward (right) in time. The 
farther you move the slider away from its center position, the quicker the video will play. 

Note that no accompanying audio will be played while you use the slider. 
  

 The playback controls display time and date of the recordings viewed. Date and time 
format may vary depending on your computer’s settings. 

  

The playback controls are neighbored by two buttons, allowing you to switch back to live mode, or 
switch to full-scale playback mode on the Playback tab (see page 125): 
  

 
Return to live mode 

 

Go to the Playback tab, where all cameras will be synchronized to the selected point in 
time 

Handle Sound Notifications 

Your Smart Client may have been configured to notify you with a sound notification when: 

  

 motion is detected on one or more specific cameras 
 
- and/or - 
  

 events related to one or more specific cameras occur 
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When you hear a sound notification, special attention may be required. If in doubt about whether 
or how sound notifications are used in your organization, consult your surveillance system 
administrator. 

  
If required, you can temporarily mute sound notifications for a specific camera by doing the 
following: 
  

1. On the Live tab, select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 
  

3. In the menu, select Sound Notifications > Mute.  
  

 
Example: Muting sound notifica- 
tions through the shortcut menu 

  
To turn on sound notifications for the camera again, simply select Sound Notifications > Mute 
again. The ability to mute sound notifications is only available for single-camera positions; not for 
hotspots, carousels, or Matrix positions. 

Live Audio (Microphones & Speakers) 

Audio is not supported by all surveillance systems; see 
Surveillance System Differences on page 186. Even on 

systems supporting audio, support for specific audio 
features may vary from system to system. Also, access to 
live audio, or certain live audio features, may be restricted 
depending on your user rights. Consult your surveillance 
system administrator if in doubt. 
  

The Smart Client supports both incoming and outgoing 

audio: From the Smart Client you can listen to live 
recordings from microphones attached to cameras, and 
talk live to audiences through loudspeakers connected to 
cameras. If required, you can listen and talk 
simultaneously. This way you can interact directly with 
your audiences. Such two-way interaction requires that the 

involved cameras have microphones as well as speakers 
attached. You can of course also use audio in cases where 
only microphones or only speakers are available.  
  

You primarily handle audio in the Live tab’s Audio pane. Make sure the Audio pane is displayed; 

you may have to maximize it from the shortcut bar by clicking the Audio pane shortcut. If neither 
the pane nor the shortcut is available, check the pane’s availability on the Options dialog’s Panes 
tab (see page 68). 

Listen 

To listen to live audio from microphones attached to cameras, select the required microphone from 

the Microphones list. To temporarily mute the live audio, select Mute. 
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If the Microphones list displays Missing hardware on local PC, your computer lacks the hardware 
required to play audio from the surveillance system; typically due to your computer not being 
equipped with an audio card. 

  
If the list displays No microphone sources, your computer is able to play audio, but no microphones 
attached to cameras are available. 
 
Tip: You can listen to audio independently of the views/cameras you are watching. 
  

Tip: If your views contain maps (see page 105), those maps may contain microphone elements. 
When that is the case, you can listen to audio simply by clicking the required microphone element. 

Click and keep the mouse button pressed for as long you want to listen. 

Talk 

There are three ways of talking to audiences through speakers attached to cameras, either by 
using the Audio pane, by using overlay buttons, or by using speaker functionality on maps: 
  

IMPORTANT: The surveillance system can record incoming audio from microphones attached to 
cameras, even if no video is being recorded. However, outgoing audio transmitted through 
speakers attached to cameras is only recorded on some surveillance systems; see Surveillance 
System Differences on page 186. Depending on your surveillance system, recordings therefore may 
or may not be available for, for example, proving that a Smart Client operator gave an audience 
specific instructions through speakers. Consult your surveillance system administrator if in doubt.  

Audio Pane 

1. On the Live tab, make sure the Audio pane is displayed. You may have to maximize 
it from the shortcut bar by clicking the Audio pane shortcut. If neither the Audio 
pane nor the shortcut is available, open the Options dialog (see page 68), select the 
Panes tab, set Live mode Output to Available, and click OK. 

 

2. In the Audio pane, select the required speakers from the Speakers list. 
  

If the Speakers list displays Missing hardware on local PC, your computer lacks the 

hardware required to use speakers on the surveillance system; typically due to your 
computer not being equipped with an audio card. 
  

If the list displays No speaker sources, your computer is able to use speakers, but no 
speakers attached to cameras are available. 
  
Tip: You can talk through multiple speakers simultaneously. If your surveillance system 

has speakers attached to multiple cameras (and you have the necessary rights to access 
them), you are able to talk through all the speakers simultaneously: From the Speakers 
list, simply select All speakers. 

  

3. Click the Talk button and keep it depressed whenever you need to talk. The fact that the 

button must be depressed—not unlike when using a walkie-talkie—gives you full control 
over what is actually transmitted through the speakers. 
  
Tip: When you talk, the level meter next to the Talk 
button will indicate the level of your voice. If deflection 

is very low, you may need to move closer to your 
microphone. 
 
If the level meter shows no deflection at all, even when you move close to your 
microphone, verify that the microphone attached to your computer is correctly set up and 
connected. 
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Overlay Buttons 

If an overlay button (see page 41) for talking through speakers associated with the camera in 
question is available, simply click that button, and keep it depressed whenever you want to talk 
through the speakers. 
  

 
  
If overlay buttons are available, they will appear when you move your mouse pointer over the 
required camera position in the view. 
  
FAQ: Do I get an indication of my voice level? Yes, provided the Live tab’s Audio pane is 

displayed, the level meter next to the Audio pane’s Talk button will indicate the level of your voice. 
If deflection is very low, you may need to move closer to your microphone. If the level meter 
shows no deflection at all, even when you move close to your microphone, verify that the 
microphone attached to your computer is correctly set up and connected. If the Audio pane is not 
displayed, click the Audio pane shortcut in the shortcut bar in the lower left corner of the Live tab. 
If you cannot see the pane or the shortcut, open the Options dialog (see page 68), select the Panes 
tab, set Live mode Audio to Available, and click OK. 

Maps 

If your views contain maps (see page 105), those maps may contain speaker elements. When that 
is the case, you can talk simply by clicking the required speaker element. Click and keep the 
mouse button pressed for as long you want to talk. 

Lock to Selected Audio Devices 

Background: If you select another camera or another view, your microphone and speaker selection 

will by default mirror this. This has the benefit that if you select another camera, which has 
microphones and/or speakers attached, you will immediately be able to listen to the new camera’s 
microphones and talk through the new camera’s speakers, without having to make new selections 
in the Microphones and Speakers list. 
  
Sometimes you may want a different behavior. For example, you may want to listen to a particular 
camera’s microphones and/or talk through a particular camera’s speakers even though you have 

selected another camera or even another view. In that case, select Lock to selected audio devices. 
  
Example: You need to listen and talk to a crime victim through microphones and speakers attached 

to camera A, but you also urgently need to view cameras X, Y and Z, some of which are displayed 
in different views. By selecting Lock to selected audio devices, you are able to communicate with 
the victim on camera A while viewing the other cameras at the same time. 
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List Only Devices from Current View 

If your surveillance contains large amounts of microphones and/or speakers, the lists from which 
you select microphones and speakers in the Audio pane may potentially be very long. 

  
If that is a problem for you, you can limit the lists so that they only contain microphones and 
speakers that are relevant to the view you currently use. In that case, select List only devices from 
current view. 
  
Note that in this context current view also includes any views you may have open as floating views 
and on primary and secondary displays; see Use Multiple Windows on page 178 for more 

information about using several views at the same time. 

Audio when Camera is in Playback Mode 

If the selected camera is in playback mode (see page 95), you will hear any recorded audio from 
that camera’s default microphone and, if supported, speaker. The Live tab’s Audio pane will in that 
case have no function. 

Frequently Asked Questions about Live Audio 

FAQ: Can I talk through multiple speakers simultaneously? Yes, if your surveillance system 

has speakers attached to multiple cameras (and you have the necessary rights to access them), 

you are able to talk through all the speakers simultaneously: From the Speakers list select All 
speakers, then click the Talk button and keep it depressed whenever you need to talk. 
 
FAQ: Can I adjust the recording volume of a microphone connected to a camera? The 
Smart Client has no such feature, but it is very likely that you can adjust the recording volume 

either on the microphone itself or through the configuration interface of the camera device to which 
the microphone is attached. Consult your surveillance system administrator if in doubt. 
  
FAQ: Can I adjust the output volume of speakers connected to a camera? The Smart Client 
has no such feature, although the Smart Client’s level meter—available when the Talk button is 
depressed—gives you an indication of the input level, which may in turn provide you with an idea 
of the output level. It is very likely that you can adjust the output volume either on the speakers 

themselves or through the configuration interface of the camera device to which the speakers are 
attached. Consult your surveillance system administrator if in doubt. 

  
FAQ: Will other Smart Client users be able to hear what I say through speakers? Under 
normal circumstances other Smart Client users will not be able to hear what you say. However, 
depending on the environment in which your organization operates, other users may be able to 
hear what you say if they listen to microphones which are physically located near the speakers 

through which you talk. 
  
FAQ: Will audio from microphones attached to cameras be recorded? The surveillance 
system records incoming audio from microphones attached to cameras, even if no video is being 
recorded.  
 

FAQ: Will what I say through speakers be recorded? The surveillance system can record 
incoming audio from microphones, even if no video is being recorded. However, outgoing audio 
transmitted through speakers can only be recorded, played back and exported on some 

surveillance systems; see Surveillance System Differences on page 186. Depending on your 
surveillance system, recordings may or may not be used to, for example, prove that a Smart Client 
operator gave an audience specific instructions through speakers. 
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Digital Zoom 

The Live tab’s PTZ Control pane lets you use digital zoom on images from any camera displayed in 
the view. Your use of digital zoom will not affect any recording of the images; any recording will 

still take place in the camera’s regular format. If you later wish to browse the recordings, you can 
use digital zoom on the Smart Client’s Playback tab as well. 

Enable or Disable Digital Zoom  

Make sure the PTZ Control pane is displayed; you 
may have to maximize it from the shortcut bar by 
clicking the PTZ Control pane shortcut. If neither 
the pane nor the shortcut is available, check the pane’s 

availability on the Options dialog’s Panes tab (see page 68). 
  
Then select the PTZ Control pane’s Digital zoom check box. 
To disable digital zoom, simply clear the Digital Zoom check 
box. 

Digital Zoom Features 

When digital zoom is enabled, you will see a small overview frame in the bottom right corner of 

each of the view’s camera positions. Once you zoom in on an area of an image, the overview frame 
will help you maintain an overview of the complete image: 
 

 
Overview frame inside image 

 
To zoom in, click inside the required image and drag around the area you want to zoom in on. The 

area you select will be highlighted by a white border. When you release the mouse button, the 
zoom will take effect: 
  

 
White border around zoom area 

 
Even when you have zoomed in on an area, you are able to move to other areas of the image while 

maintaining your zoom level: simply drag the highlighted area in the overview frame to the 
required position: 
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Zoom area highlighted in overview frame 

  
To get access to a slider for adjusting the zoom level, click inside the 
required image and move your mouse pointer up or down while 
pressing the SHIFT key on your keyboard: 
 
Selecting a zoom level of 0% lets you view the whole image again. 
  

Tip: If you mouse has a scroll wheel, you can also use the scroll wheel 
to control the zoom level. On many mice, clicking the scroll wheel or 
middle mouse button quickly lets you view the whole image again. 

Use PTZ (Pan/Tilt/Zoom) 

If your views contain PTZ cameras, you can control the PTZ cameras with the Live tab’s PTZ 
Control pane.  
  

PTZ features may be limited when connecting to selected surveillance systems; see Surveillance 
System Differences on page 186 for more information. Depending on your user rights, access to 
PTZ controls from some cameras may be restricted.  
 
Tip: You may be able to use a joystick for controlling your PTZ cameras. Joystick control is 
configured in the Smart Client’s application menu; see page 68. Even though joystick and point-
and-click control is supported for a large number of PTZ cameras, not all PTZ cameras may be 

controlled this way. Refer to the release note for information about joystick and point-and-click 

support for PTZ cameras. 

Point-and-Click 

Many PTZ cameras may be controlled simply by pointing and clicking inside the images from the 
camera. If you see a set of crosshairs when placing your mouse pointer over the images from a 
PTZ camera, point-and-click control is supported for the camera. 

  
For some cameras, crosshairs surrounded by a square may be displayed. When this is the case, 
you are able to zoom in on an area by dragging a square around the required area in the image. 
For such cameras, zoom level is controlled by holding down the SHIFT key on your keyboard while 
moving the mouse up or down; this will display a zoom level slider inside the image. 

Zoom with Mouse Wheel 

For PTZ and 360° lens cameras, you are able to zoom in and out using the scroll wheel on your 

mouse, provided your mouse is equipped with a scroll wheel. 
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On individual mice, the scroll wheel may have been reserved for special purposes, in which case 
zooming may not be possible. Refer to your mouse configuration manual. 

PTZ Navigation Buttons 

As an alternative to point-and-click control, use the 
navigation buttons in the PTZ Control pane to move 
the selected PTZ camera. Make sure the PTZ Control 
pane is displayed; you may have to maximize it from 
the shortcut bar by clicking the PTZ Control pane 

shortcut. If neither the pane nor the shortcut is 
available, check the pane’s availability on the 

Options dialog’s Panes tab (see page 68). The round 
middle button lets you quickly move the camera to 
its home (i.e. default) position. The plus and minus 
buttons lets you zoom in and out respectively. 
  
Tip: If you mouse has a scroll wheel, you can also use the scroll wheel to control the zoom level. 

On many mice, clicking the scroll wheel or middle mouse button quickly lets you view the whole 
image again. 

PTZ Preset Positions 

If preset positions have been defined for the selected PTZ camera, you are able to select such 
positions such positions in two ways. Selecting a preset position from the list will make the PTZ 
camera move to the specified position. 
  

 From the PTZ Control pane’s Presets list. Bear in mind that preset positions are defined by 
the surveillance system administrator; the Presets list will be empty if no preset positions 
have been defined for the selected PTZ camera. 

  

 You can also move a PTZ camera to a preset position through a menu available when right-
clicking on the required camera’s position in a view on the Live tab: 

  
1. On the Live tab, select the required view. 

 
2. Right-click inside the required camera position; you now get access to a shortcut 

menu. 
  

3. In the menu, select PTZ Presets, then the required preset position. 
  

 
Example: Available preset positions will 
depend on individual camera configuration 

  
Selecting the preset position Home will move the camera to its default position. 
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Stop PTZ Patrolling 

You can stop a patrolling PTZ camera (i.e. a PTZ camera which continuously moves between preset 
positions according to a schedule) through a menu available when right-clicking on the required 

camera’s position in a view on the Live tab: 
 
Only use this feature when there is an important reason to do so; PTZ patrolling schedules are 
often carefully planned in order to meet your organization’s surveillance needs. If in doubt, consult 
your surveillance system administrator. 
  

1. On the Live tab, select the required view. 

  
2. Right-click inside the required camera position; you now get access to a shortcut menu. 

  
3. In the menu, select PTZ Presets > Stop PTZ Patrolling. 

  
To resume patrolling, either simply select the command again or close the view in which the PTZ 

camera is included. 

360° Lens Images 

The 360° lens technology allows the creation and viewing of 360-degree panoramic images; it 

requires either a dedicated 360° lens camera or a regular camera equipped with a special 360° 
lens. 
 
If 360° lens cameras are included in the view, you are 
able to move to a specific position in the 360° lens 

image, and then save that position by clicking the Save 
button under 360° Lens PTZ positions in the PTZ Control 
pane. Make sure the PTZ Control pane is displayed. You 
may have to maximize it from the shortcut bar by 
clicking the PTZ Control pane shortcut. If neither the 
pane nor the shortcut is available, check the pane’s 

availability on the Options dialog’s Panes tab (see page 
68). 
 

When you later want to return to the saved position, simply click the Load button. 

Manually Activate Events 

If manual activation of events has been defined on your surveillance system, you can activate 
events from the Smart Client. Note that, depending on your user rights, access to manually 
activating events may be restricted. 

  
FAQ: What is an event? An event is a predefined incident occurring on the surveillance system, 
for example when you manually activate it from your Smart Client. However, on a typical 
surveillance system, most events happen automatically and in the background: Depending on the 
surveillance system’s configuration, events can be activated automatically by input from external 

sensors, by detected motion, by data received from other applications, etc. 

 
Whichever way events are activated, they are used by the surveillance system for triggering 
actions, such as starting or stopping recording, changing video settings, activating output—or even 
combinations of such actions. So when you activate an event from your Smart Client, that event 
will automatically trigger actions on the surveillance system—for example recording on a particular 
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camera with a particular frame rate for a particular period of time as well as sending of a mobile 
phone text message with a predefined incident description to a particular security officer. 
Exactly what happens when you manually activate an event is defined by your surveillance system 

administrator. Ask your surveillance system administrator if in doubt about using manually 
activated events in your organization. Your surveillance system administrator may occasionally 
know manually activated events under the names event buttons, user-defined events or custom 
events. 
 
There are two ways of manually activating events, either by using the Event pane or by using 

overlay buttons: 

Event Pane 

On the Live tab, make sure the Event pane is displayed; you may have to maximize it from 
the shortcut bar by clicking the Event pane shortcut. If neither the pane nor the shortcut is 
available, check the pane’s availability on the Options dialog’s Panes tab (see page 68). 
  
In the Event pane, select the required event and click the Activate button. 

  

The list of selectable events is grouped by server  and 

camera/device with which the event is associated. 
Hierarchically, global events will appear under the relevant 
server. In the example, events 1, 2 and 3 are global 
events, whereas event 4 is associated with a particular 

camera. 
  

If a server is listed with a red icon  it is unavailable, in 

which case you will not be able to activate events on that 
server. 
 
FAQ: Do I get a confirmation when the event has been activated? No, you do not get any 
confirmation in the Smart Client after having activated an event. Although tempting, it is—as a rule 
of thumb—not a good idea to click the button several times in order to make sure that the event 
really has been activated. 

Overlay Buttons 

If an overlay button (see page 41) for activating the required 
event is available for the camera in question, simply click that 
button. If overlay buttons are available, they will appear 
when you move your mouse pointer over the required 
camera position in the view. 

  
FAQ: Do I get a confirmation when the event has been 
activated? No, you do not get any confirmation in the Smart 
Client after having activated an event. Although tempting, it 
is—as a rule of thumb—not a good idea to click button 
several times in order to make sure that the event really has 
been activated. 

Manually Activate Output 

If external output have been defined on your surveillance system, for example for switching on 
lights or sounding a siren, such output can be activated from the Smart Client’s Live tab. Note that, 
depending on your user rights, access to activating output may be restricted. 
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There are two ways of manually activating output, either by using the Output pane or by using 
overlay buttons: 

Output Pane 

On the Live tab, make sure the Output pane is displayed; you may have to maximize it from 
the shortcut bar by clicking the Output pane shortcut. If neither the pane nor the shortcut is 
available, check the pane’s availability on the Options dialog’s Panes tab (see page 68). 
  

Select the required output in the Output pane, then click the Activate button. The list of selectable 

output is grouped by server  and camera/device to 

which the output is attached. If a server is listed with a red 

icon  it is unavailable, in which case you will not be able 

to activate output on that server. 
  
FAQ: Do I get a confirmation when the output has 
been activated? You do not get any confirmation in the 
Smart Client after having activated an output. Although 
tempting, it is—as a rule of thumb—not a good idea to 

click button several times in order to make sure that the 
output really has been activated. 

Overlay Buttons 

If an overlay button (see page 41) for activating the required 
output is available for the camera in question, simply click 
that button. 
 

If overlay buttons are available, they will appear when you 
move your mouse pointer over the required camera position in 
the view. 
  
FAQ: Do I get a confirmation when the output has been 
activated? You do not get any confirmation in the Smart 
Client after having activated an output. Although tempting, it 

is—as a rule of thumb—not a good idea to click button several 

times in order to make sure that the output really has been 
activated. 

Interact with Maps 

The Map feature is only available for selected surveillance systems; see Surveillance System 
Differences on page 186.  
 

With a map, you get a physical overview of your 
surveillance system—which cameras are placed where, and 
in what direction are they pointing? Also, maps can be used 
for navigation. Maps can be grouped into hierarchies, so 

you will be able to drill down through maps, from large 
perspectives to detailed perspectives—from state level to 
city level, from city level to street level, from street level to 

house level, and from house level to room level, for 
example. In such cases, you click hot zones to move to 
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underlying maps. A hot zone is usually colored, so it is easy to recognize. 
  
Maps typically contain elements representing cameras, microphones, etc. With these elements, you 

can interact with the actual physical devices. For example, you can view video from a camera by 
placing your mouse pointer over the element representing the camera, or you can click a PTZ 
(Pan/Tilt/Zoom) camera’s preset positions to move the camera between those positions. 
 
Tip: Maps do not have to be geographical maps, although they often are. Depending on your 
organization’s needs, photos and other kinds of image files can also be used as maps. 

 
In views, you can recognize a map position by the navigation toolbar in the top of 

the map position. The map position’s navigation toolbar lets you easily navigate 
between maps you have viewed. 

 

 Use the Home button to go to your home map 

  

 Use the Back button to go to the previous map 
  

 Use the Forward button to view one of the maps you have 
already viewed in your current session 
  

 Use the Map Overview button to open the Map Overview 

(see page 107) 
   

A map position does not display live video, a map is a still image. Maps can include a number of 

elements you can interact with on the Live tab: 

 

 Cameras: Place your mouse pointer over a camera on a 
map to see a live preview from the camera. Click the 
live preview’s title bar to use the live preview as a 

floating window. You can resize the floating window by 
pulling its corners. To start recording, right-click the 
required camera and select Start Recording for # 
Minutes. Particular user rights may be required to use 
this feature.  
 
PTZ cameras only: On maps, PTZ cameras' preset 

positions are typically illustrated as colored angles that 
radiate from the PTZ camera icons. To go to one of a 

PTZ camera’s presets, simply click the required preset on the map. This works in the 
floating preview window on the map itself as well as in hotspot positions. Alternatively, 
right-click the required camera, select PTZ Presets, then select the required preset. 
  

 Servers: No special features available. 
 

 Microphones: Place your mouse pointer over a microphone, press and hold the left mouse 

button to listen to incoming audio from a microphone, or right-click the microphone and 
select Listen to Microphone. 
 

 Speakers: Place your mouse pointer over a speaker, press and hold the left mouse button 

to talk through the speaker. 
 

 Events: Click an event on the map to activate it, or right-click the event and select 

Activate Event. When left-clicking an event, the cursor briefly changes to a lightning 
symbol to indicate that the event is being activated. 
 

 Output: Click an output on the map to activate it, or right-click the output and select 
Activate Output. When left-clicking an output, the cursor briefly changes to a lightning 
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symbol to indicate that the output is being activated. 
 

 Hot zones: Click a hot zone to go to the sub-map associated with the hot zone, or right-

click the required hot zone and select Go to Sub-map. If the hot zone appears with a 
dotted outline, no map is associated with that particular hot zone. 
 

 Plug-in elements: Plug-in elements are available only if used on your surveillance 

system. Examples of plug-in elements: access control systems, fire detection systems, etc. 
 

 Zoom and Auto Maximize: If the map is larger than the view area in the Smart Client, or 

if you have zoomed in on the map, you can pan the map to see otherwise hidden areas of 

the map: Click the map anywhere outside of added elements, and the map centers on the 
clicked spot. Pan the map by clicking and dragging the map in any direction. To use the 
zoom function on a map, right-click the map and select Zoom In or Zoom Out as required. 
Or use the Zoom to Standard Size function to zoom back to normal size 

 
Tip: Alternatively, use your mouse’s scroll wheel to zoom; scroll up to zoom in, scroll down 
to zoom out. 
  
If Auto maximize map is enabled and your map view position is part of a view with several 
view positions, the map is automatically maximized to full screen after a period of time as 
defined in the Setup tab’s Properties pane. To revert to the original view, double-click the 

map anywhere outside of any added elements. 
 

 Alarm handling: If your organization uses the Smart Client’s alarm handling features, you 

are also able to view or acknowledge alarms by right-clicking elements on maps. See 

Handle Alarms in Live Mode on page 110 for more information. 
 

If your organization uses Status Visualization on Maps (see page 107), further features may be 
available. 

Map Overview 

The Map Overview provides you with an overview of the map hierarchy set up in 
the Smart Client. A + sign next to a map indicates that the map has one or more 

sub-maps attached to it as hot zones. Clicking a map in the Map Overview 
immediately displays the selected map in the view. 
To access the Map Overview:  

  
1. In the Setup tab’s Views pane, select the view containing the required 

map.  
  

2. When the view is displayed, select the Map Overview icon  on the map 

position’s top bar. 

- or - 

Right-click the map (outside an element) and select Map Overview. 

- or - 

On the Setup tab, if the toolbox is open, click the Map Overview icon  in the toolbox. 

Status Visualization on Maps 

Status visualization on maps may be available in your organization (consult your surveillance 
system administrator if in doubt). 
 
Status visualization is feature that graphically displays the status of elements added to a map.  
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When a map is fully operational and in the normal state, no visual status indication is presented. 
When not in a normal state, three operational states are available for graphical display: 
 

 Attention needed—when an element requires 
attention, but is still working; for instance when a 
server is running out of disk space.  
  

 Not operational—when there is an error on the 
element, for example if a server cannot connect to a 
microphone or speaker.  
  

 Disabled/status unknown—when an element has been 
disabled on the surveillance server, or when it is not 
possible to obtain status information from a server. 

  

The exact appearance of the status visualization is defined on 
the Smart Client’s Setup tab (see page 56). By default, 

attention needed is indicated by a yellow color , not 

operational is indicated by a red color , and alarms are 

indicated by a white color . Disabled/status unknown is always indicated by a gray color . 

Furthermore, the indication speed of the status visualization is by default set to fixed. 
 
Note that status visualization may take some time to load and display correctly if you connect to a 
very large surveillance system with many maps. On such complex systems, it may thus take 30 
seconds or longer from you log in until correctly updated status visualization is displayed on maps.  

Server Status 

 Attention needed: One or more devices on the server need attention or are not 
operational. Note that the device in question is not necessarily included on the map. 
  

 Not operational: It is not possible to connect to the server. 
 

 Alarms: Alarms (see page 110) related to the server require attention.  

 

 Example of a server with Attention needed status 

 
Tip: Right-click a server to view status details. See page 109. 

Camera Status 

 Attention needed: The server is running out of disk space.  
  

 Not operational: The server cannot connect to the camera.   

  

 Disabled/status unknown: The camera is disabled on the surveillance server, or it is not 
possible to obtain status information from the server. 

 

 Alarms: Alarms (see page 110) related to the camera require attention. 
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 Example of camera with the not operational status 

 
Tip: Right-click a camera to view status details. See page 109. 

Microphone, Speaker, Output, and Events Status 

 Not operational: The server cannot connect to the element.  

  

 Disabled/status unknown: The element is disabled on the server, or it is not possible to 
obtain status information from the server. 

 

 Alarms: Alarms (see page 110) related to the element require attention. 
 

 Example of a microphone with the disabled/status unknown status 

Hot Zone Status 

The status of a hot zone mirrors the status of all elements under the hot zone; elements on the 
sub-map, and other hot zones on the sub-map. Status indication on a hot zone can thus also relate 
to sub-sub maps and so forth.  
 

 Attention needed: One or more elements on a sub-map associated with the hot zone 
require attention. 
 
If you have surveillance system administrator rights, a hot zone will also appear with the 

attention needed state when there are disabled elements on the sub-map associated with 
the hot zone. 

 
● Not operational: One or more the elements on a sub-map associated with the hot zone is 

not operational. 
 

● Alarms: Alarms (see page 110) on a sub-map associated with the hot zone require 

attention. 

Map Status 

The status of a map mirrors the status of all elements on the map. Up to four names of affected 
servers can be listed in the map title bar. See the descriptions above.  
 
In cases where an unavailable server causes disabled elements on the map, but the server itself is 

not included on the map, the map is displayed in the not operational state, even though the map 
only contains disabled elements. If the unavailable server is included on the map, the map is 
simply displayed with the disabled/status unknown. 

Detailed Status 

Status details are available for cameras and servers. To display status details, right-click the 
required element and select Status Details.  Status details are displayed in a separate, floating 
window. 

 
For cameras, you are able to view details about: 
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 Resolution 

  

 FPS 
  

 Configured FPS 
  

 Image size/bit-rate 

  

 Video format 
  

 Network bit-rate 

  

 Offline time 

 
For recording servers, you are able to view details about: 
 

 CPU peak % 

  

 CPU usage % 
  

 Memory free space 
  

 Memory used 

  

 Network usage per second 
  

 Network utilization % 
  

 Disk space on server 

  

 Amount of free disk on each volume used for recording 
  

 Amount of free disk on each volume used for archiving 

If You See an Error Message 

If you see the error message Event Server has insufficient access rights to the recording servers, 
you will not be able to view status details from recording servers. 

  
The error message relates to the so-called Event Server service, which handles map-related 
communication on the surveillance system. The Event Server service is managed on the 
surveillance system server, by the surveillance system administrator. If you see such a message, 
you cannot correct the problem in your Smart Client. Instead, you should contact your surveillance 

system administrator, who will be able to handle the issue. 

Interact with the Camera Navigator 

 

This feature is only available for selected surveillance systems (see page 186). 
  

The camera navigator allows you to see several cameras in relation to each other, for example, as 

they are laid out according to a floor plan. This can be useful if you would like to follow someone or 
something from one camera to another, for example, to follow suspects as they move around a 
building. By setting up your cameras according to their location on a map or floor plan (see page 
58), you can navigate from one camera to the next from a single view.  
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On the Live and Playback tabs, you can see the video from the current camera in the Camera 
Navigator view, with thumbnail views of all the nearby cameras sorted according to proximity on 

the pane on the right. When you point to any of the other cameras, either in the main view or the 
pane on the right, the camera is shown highlighted in red. You can click directly on the camera 
icons or the views in the pane on the right to change from one camera to the next.  
  
You can define your camera views based on several maps that link to each other through hot 
zones, allowing you to follow movement from a camera on one map to another camera on a sub-
map, just as you would a person moving from one floor to another or when they move outside your 

building. The Sub-Maps pane gives you access to the cameras set up on maps that are linked via 
hot zones on a map.  
  
When you click from one camera to the next, a Back button appears next to the Home button 
above the camera preview pane. This lets you click back through your camera selection or home to 
your default camera view. In the Sub-Maps view, you can also click Up to a previous map or Home 

to your default view.  
  

Handle Alarms and Events in Live Mode 

The Alarm and Map features are only available when connected to certain types of surveillance 
system (see page 186). Particular user rights may be required to use the features described in the 
following. 
 
With the Alarm feature, you can get a central overview of surveillance system incidents and 

technical status throughout your organization—whether near or far. On the surveillance server, 
virtually any kind of incident or technical problem can be set up to trigger an alarm. In the Smart 
Client you can thus get a powerful monitoring tool, which provides you with an instant overview of 
incidents and possible technical problems, and ... 
  

 Provides alarm filtering possibilities 

 

 Allows for multiple operators handling the same pool of alarms or events 

 

 Provides dynamic role-based setup of alarm and event handling: operators can see and 
handle alarms and events in different ways 
 

 Provides graphical hierarchical overviews of surveillance systems and their status 
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 Provides a central technical overview of all components: servers, cameras, and external 

units 
  

 Allows central logging of all incoming alarms and system information 

 

 Supports plug-ins, allowing customized integration of other systems, for example access 
control systems 

  
If your organization uses alarm handling in the Smart Client, you will have one or more dedicated 

views for alarm handling. Each alarm handling view will typically contain an alarm list position, an 
alarm preview position (for previewing video associated with individual alarms or events), and 

often also a map position (for geographical display of alarm indicators). 

Alarm List 

The alarm list displays incoming alarms, with the most recent alarms at the top of the list. 
Alternatively the alarm list can display a list of MIP plug-in and analytic events, for example, access 

control or license plate recognition. To see this list, you must define that the alarm list to display a 
list of events.  
 
The event list does not display system- or user-generated events, such as motion detection or 
archive failure.  
 
The list is updated every 3 seconds. The way the list looks depends on what has been specified 

when setting up the alarm handling view (see page 58), but often it will look like this: 
  

 
  

Alarms or events that have video associated with them will be listed with an  icon. To preview a 

still image from the time of the alarm or event, simply place your mouse pointer over the icon. To 

view recorded video from the camera(s) associated with the alarm or event, select the alarm or 
event in the list and use the Playback tab’s Time Navigation pane (see page 131) to play back the 
recorded video. The video will be displayed in the view’s alarm preview position (for more 
information about the alarm preview position, see the following). 

  
Tip: You can select multiple alarms or events in one go, in which case video from up to 16 cameras 
associated with the selected alarms or events will be displayed in the alarm preview position. 
  
To allow for optimum performance, the list by default displays a maximum of 100 
alarms at a time. To browse to the previous/next alarms or events, simply use the 
buttons in the top right part of the alarm list position. 

Servers 

In the left side of the alarm list alarms are grouped by the surveillance system server  they 

originate from. Many surveillance systems only have a single server, but some systems may 
consist of several servers in a hierarchy. In that case, all the servers you have access to will be 
listed (as in the example illustration). Each item is clickable, allowing you to quickly filter the alarm 
list by server, all priorities, high priority, etc. 
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The number displayed for each item represents the number of alarms with the relevant priority or 
state. Note, however, that the number shown for servers only represents the number of alarms in 

the New state. If a server is listed with a red icon  it is unavailable, in which case you will not be 

able to view alarms from that server. 

Priorities 

Alarms can be one of the following priorities: High , Medium , or Low 

. You can see the priority of each alarm in the alarm list’s first column. 

To quickly view all alarms with a certain priority, select the required 
priority in the tree structure in the left side of the alarm list. Contact 

your surveillance system administrator if in doubt about how the 
different priority levels are used in your organization. 

States 

Alarms can be in one of the following states: New , In progress , On 

hold , or Closed . You can see the state of each alarm in the alarm 

list’s State column. To quickly view all alarms in a certain state, select 
the required state in the tree structure in the left side of the alarm list. 
Initially, all alarms will be in the New state, but once you or your 
colleagues begin handling the alarms, their states will be updated. See 
more about handling alarms from the alarm list in the following. 

Filtering the Alarm List 

You can filter the alarm list’s content so you will only view relevant alarms or events, for example 
alarms or events from within a certain period of time, or alarms assigned to you. To filter the alarm 

list’s content, click the  button in the top right part of the alarm list position (on some operating 

systems the button may have a lighter color ). 

  
You can combine filters (for example a certain owner and a certain date). When you apply a filter, 

the filter section will change background color from blue  to orange . To return to the unfiltered 

alarm list, click the Clear filter link in the top right part of the alarm list position. Note that not all 
filter fields may be used in your organization, consult your surveillance system administrator if in 
doubt about which fields are being used in your organization. 

  
Tip: In fields where you type your filtering criteria, typing the first few characters of the required 
name, location or similar is often enough. 

  
Having typed filtering criteria, note that the alarm list will not be updated until you move the 
insertion point to another filter field. 
  

Tip: If your alarm handling vies contains map content, you can also filter the alarm list by right-
clicking an element (camera, server, or similar) on the map, then selecting Show Alarms. This will 
make the alarm list show only alarms from the selected element. 

Failure to Connect 

If your Smart Client loses connection to the Event 
Server, the surveillance system server component 

dealing with alarms, the alarm list will notify you of this by switching the color of its top bar from 

blue  to red . This is important since you will not be able to receive new alarms as long as the 

connection is broken. Loss of connection can, for example, happen because of network problems; 
contact your surveillance system administrator if the problem persists. As soon as the connection is 
re-established, the top bar will switch back to blue again. 
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Handle Alarms from the Alarm List 

From the alarm list, you are able to acknowledge alarms, edit alarms, or print reports with 
information about alarms. 

Acknowledging an Alarm 

To state that you have received an alarm, and that you will do something about it, right-click the 
alarm in question and select Acknowledge. This will change the state of the alarm from New to In 
progress. You can only acknowledge new alarms. 
  

Tip: You can acknowledge multiple alarms in one go.  

Editing an Alarm 

By editing an alarm, you can change alarm’s priority and/or state, you can assign the alarm to 
another user, you can write a comment, and you can view the alarm’s history. Depending on 
surveillance system server configuration, the alarm history may contain instructions about what to 
do when handling the alarm. When that is the case, the alarm history is automatically displayed 
when you edit the alarm. 
  

To edit an alarm, right-click the alarm in question and select Edit. This will open an edit dialog with 
the following options: 
  

 State: Lets you change the state of the alarm. Typically, you would change state from New 

to In progress, and then later to On hold or Closed; but if required you can also change 
state from, for example, On hold to New.  
  

 Priority: Lets you change the priority of the alarm. 

  

 Assigned to: Lets you assign the alarm to a user in your organization, including yourself if 
required. The person to whom you assign the alarm will then become the owner of the 
alarm, and will be listed in the alarm list’s Owner column. 

  

 Comment: Ability to write comments and remarks, which will be appended to the alarm 
history. Comments typically relate to the actions you have taken. Examples: “Suspect 
detained by Security,” “Suspect handed over to Police,” “False alarm,” etc. 

  

 Alarm History: The alarm history is a summary of how you have handled the alarm. Any 
changes you or your colleagues make to alarm state or priority, any reassigning of alarms 
between users as well as any comments added will automatically be included in the alarm 

history. To view the alarm history, click the  button in the bottom left side of the edit 

dialog. 
  

Depending on surveillance system server configuration, the alarm history may contain 
instructions about what to do when handling the alarm. When that is the case, the alarm 
history is automatically displayed when you edit the alarm. 

  

 Print: Lets you print a report with information about the alarm, including the alarm history 

and, if available, a still image from the time of the alarm. 
  
Tip: To quickly access the edit dialog from the alarm list, you can also simply double-click the 

required alarm in the alarm list. 

  
Tip: You can edit multiple alarms in one go. Note, however, that the print feature is not available if 
editing multiple alarms. 
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Printing a Report with Alarm Information 

From the alarm list, you can print a report with information about the alarm, including the alarm 
history and—if available—a still image from the time of the alarm, right-click the alarm in question 
and select Print. You cannot use the print feature if you have selected multiple alarms in the alarm 
list. 

Alarm Preview 

If alarms have video associated with them, the alarm preview can 

display recorded video from the alarm selected in the alarm list position. 
To view recorded video from the camera(s) associated with the alarm, 
select the alarm in the list and use the Playback tab’s Time Navigation 
pane (see page 131) to play back the recorded video. 
  
Typically, only video from a single camera is associated with an alarm, 

but depending on surveillance system configuration, it is possible to 
display associated video from up to 16 related cameras for a single 
alarm. In such cases, the alarm preview position will consist of many 

smaller positions; one for each associated camera. This can be useful, for example, if several 
cameras cover a scene from different angles. Another reason for many cameras appearing in the 
alarm preview is that you are able to select multiple alarms in the alarm list, in which case up to 16 
cameras related to the selected alarms will appear in the alarm preview. If there is no video 
associated with an alarm, the alarm preview will simply be gray. 

Alarms on Maps 

If your alarm handling view contains one or more map positions, you can view alarms on the maps 

too. 
 
Maps can be highly useful for displaying alarms based 
on the geographical location of the camera, server or 
other device triggering the alarms. As a Smart Client 
operator, you will then instantly be able to see where 

the alarm originates from. 
 
Maps can be grouped into hierarchies, so you will be 

able to drill down through maps, for example from state 
level to city level, from city level to street level, from 
street level to house level, and from house level to 
room level. 

  
In short, maps can display graphical elements representing cameras, servers, etc. Camera 
elements will display video in thumbnail format as soon as you place your mouse pointer over it. 
When used together with alarms, the graphical elements on maps will display highly recognizable 
white circles around them if alarms occur. 
 
For example, if an alarm associated with a particular 

camera occurs, the graphical element representing that 
camera will immediately get a white circle around it (1 
in the following illustration), and you can then click the 

camera element and not only view video from the 
camera, but also handle the alarm through a menu that 
appears (see the following). 

Now, say the camera which has an alarm associated 
with it, is located on a street level map, but you are 
viewing a city level map. How will you then notice the 
alarm? No problem, thanks to hot zones—graphical 

Alarm preview position with 
four cameras 
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representations linking different map hierarchy levels together. If an alarm is detected on the 
street level map, the hot zone on the city level map will then turn white (2 in the illustration), 
indicating that there is an alarm on a lower level map—even if there are map levels in between. 

   
If white is not an ideal color for signifying alarms on your maps, you can change the color on the 
Smart Client’s Setup tab; see page 61. Alarms may therefore be represented by a different color in 
your organization. 
  
In live mode, maps can also be used for many other purposes than alarm handling (see page 105). 

Handle Alarms on Maps 

If your alarm handling view contains one or more map 
positions, you can perform basic alarm handling directly on 
the maps by right-clicking the required element (camera, 
server, etc., but also hot zones). 
  

 Show Alarms: Filters the alarm list position (see 

page 112) so that the alarm list only shows alarms 
from the element you have selected on the map. 

  
Tip: To return to an alarm list mode where you can see alarms from more than just the 

one element, click the required server, priority or state listed in the last part of the alarm 
list. 

  

 Acknowledge Alarms: Lets you quickly acknowledge all new alarms from the element you 
have selected on the map. Those alarms will then switch to the In progress state. You thus 

declare that you have received the alarms, and that you will do something about them. You 
can only acknowledge new alarms. If the selected element has many new alarms, it can 
take a while before all the new alarms have been updated to the In progress state and the 
white circle around the element disappears from the map. 

Interact with Smart Walls 

XProtect Smart Wall is an add-on product. It is only 
available for selected surveillance systems; see 

Surveillance System Differences on page 186. 
Depending on your user rights, access to Smart Wall 
features may be restricted. 
  
Smart Wall lets you easily manage collections of wall-
mounted monitors (a.k.a. monitor walls or video walls), 
often used by command centers, city surveillance 

operators, traffic control centers, etc.  
If your organization uses Smart Wall, positions with graphical representations of Smart Walls may 
appear on some Smart Client views. Such positions are not a prerequisite for using Smart Wall 
since you can also view individual Smart Wall monitors in the Smart Client simply by selecting 
them from the Live tab’s Views pane (see page 120). However, views with Smart Wall positions 
provide an excellent overview. They also have other advantages, such as the ability to quickly 

display important video on your organization’s Smart Walls by dragging entire Smart Client views, 

or single cameras from maps (see page 105), directly onto the graphical representations of Smart 
Walls. 
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Example: graphical representation of Smart Wall in view position 

Select Required Smart Wall and Preset 

If your organization has more than one Smart Wall, select the required 
Smart Wall from the Smart Wall menu in the top left corner of the Smart 
Wall position: If the required Smart Wall has several presets (predefined 
settings determining which cameras are displayed as well as how content is 
structured on each monitor in the Smart Wall), select the required preset 
from the Preset menu. 

  
FAQ: Why is the Preset menu blank after I have made a selection? 
When you make a selection, your selection is of course applied. However, 
because the preset may be changed manually by other users or 
automatically by pre-defined rules on the surveillance system, there is no way to tell how long the 
Smart Wall will keep your selected preset for. Therefore, the Preset menu will remain blank even 
after you have made a selection. 

Change the Layout of a Smart Wall Monitor 

There are several ways of changing the content and layout of monitors in a Smart Wall: 
  

 You can send a camera from an existing Smart Client view, private as well as shared, to a 

Smart Wall: Right-click the required camera position, select Send to Smart Wall, select 
required Smart Wall, select required monitor, then select the required position on the 
monitor. 
 

 
  

 You can quickly display an existing view from your Smart Client on a monitor on a Smart 
Wall by dragging the required view from the Views pane directly onto the required monitor 
in the graphical representation of the Smart Wall. This applies for private as well as shared 

views. 
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 In the graphical representation of the Smart Wall, right-click the required monitor, select 

Change View Layout, select required display format (4:3 or 16.9), then select the required 
view layout. 
 

 Select a different preset for the Smart Wall (note that this may affect all monitors in the 

Smart Wall). 
  

User rights may in some cases prevent certain cameras from being displayed on Smart Walls. 
Consult your surveillance system administrator if in doubt. 

Drag Cameras from Cameras Pane to Smart Walls 

You can quickly display required cameras on 
your organizations' Smart Walls simply by 
dragging the required camera from the Live 
tab’s Cameras pane (see page 121) directly 
onto a position on a monitor in the graphical 
representation of a Smart Wall. 

  
To be able to do this, make sure the 

Cameras pane is displayed; you may have to 
maximize it from the shortcut bar by clicking 
the Cameras pane shortcut. If neither 
the Cameras pane nor the shortcut is 

available, open the Options dialog (see page 
68), select the Panes tab, set Live > 
Cameras to Available, and click OK. 
  
Note that in the Cameras pane, the list of 

selectable cameras is grouped by servers  

to which the cameras belong. 
 

If a server is listed with a red icon  it is unavailable, in which case you will not be able to select 

cameras from that server. 

  
User rights may in some cases prevent certain cameras from being displayed on Smart Walls. 
Consult your surveillance system administrator if in doubt. 
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Drag Cameras from Maps to Smart Walls 

Is your organization also using the Map feature (see page 105)? In that case, you can quickly 
display required cameras on your organizations' Smart Walls simply by dragging the required 

camera from the map directly onto a position on a monitor in the graphical representation of a 
Smart Wall. 
 

 
 

This applies for cameras on maps in the same view as the Smart Wall position as well as cameras 
from maps in other views, such as floating views or views on secondary displays. 
  
User rights may in some cases prevent certain cameras from being displayed on Smart Walls. 
Consult your surveillance system administrator if in doubt. 

Send Video from Smart Wall Monitors to Smart Client 
Views 

Just as you are able to send video between views in the Smart Client itself (see page 122), you can 

also send video from individual monitors in a Smart Wall to views in your Smart Client: 
  

In the graphical representation of 
the Smart Wall, right-click the 
required monitor, select Send View 
To, then select the required 
destination (see Using Multiple 

Windows on page 178 for definitions 
of Primary Display, Floating Window, 
etc.). 
 
User rights may in some cases prevent certain cameras from being displayed in Smart Client views. 
Consult your surveillance system administrator if in doubt. 

Send Video from a Smart Client View to Smart Wall 

Monitors 

You can send a camera from an existing Smart Client view, private as well as shared, to a Smart 

Wall: Right-click the required camera position, select Send to Smart Wall, select required Smart 
Wall, select required monitor, then select the required position on the monitor. 
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User rights may in some cases prevent certain cameras from being displayed on Smart Walls. 
Consult your surveillance system administrator if in doubt. 
  

Tip: When your organization uses Smart Wall, your Smart Client views may contain positions with 
graphical representations of Smart Walls. Such positions have a number of advantages, such as the 
ability to quickly display important video on your organization’s Smart Walls by dragging entire 
Smart Client views, or single cameras from maps, directly onto the graphical representations of 
Smart Walls. See page 116 for more information. 

Remove Content form Smart Wall Monitors 

You can remove video displayed on Smart Wall monitors; either the entire content of the monitor, 

or video from individual positions on a monitor. This can be a quick way of removing, for example, 
video containing sensitive information from the Smart Wall. 
  

 Remove the entire content of monitor: In the graphical representation of the Smart Wall, 

right-click the required monitor and select Clear View. This will remove all video from the 
monitor while keeping the monitor’s layout. 
  

 Remove video from individual position: In the graphical representation of the Smart Wall, 
right-click the required position on the required monitor and select Remove from View. This 

will remove video from the position in question while keeping the monitor’s other video 

content and layout. 
  
Remember that what is displayed on a Smart Wall may be changed manually by other users or 
automatically by pre-defined rules on the surveillance system. Thus, even though you can 
manually remove content from the Smart Wall, the content may reappear on the Smart Wall later. 

Contact your surveillance server administrator if certain content should be prevented from 
appearing on Smart Walls. 
 
 

Simple View of Single Smart Wall Monitor in Smart Client 

User rights may in some cases prevent certain cameras from 
being displayed on Smart Walls or in your Smart Client. Consult 

your surveillance system administrator if in doubt. 
 
To view the content of a Smart Wall monitor on your Smart 
Client’s Live tab, use the Live tab’s Views pane. You may have 
to first maximize the Views pane from the shortcut bar 
by clicking the Views pane shortcut. If neither the 
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pane nor the shortcut is available, check the pane’s availability on the Options dialog’s Panes tab 
(see page 68). 
 

In the Views pane, expand Smart Walls, expand the required Smart Wall folder, then select the 
required monitor. For further options, right click the required monitor in the Views pane and select 
from the menu: 
 

 Select View: Displays the selected monitor in your Smart Client. 

  

 Send View To: Lets you send the content of the selected monitor to a view destination in 
your Smart Client (see Using Multiple Windows on page 178 for definitions of Primary 

Display, Floating Window, etc.). 
 

 
  

 Change View Layout: Lets you select a different layout for the monitor in question by 

selecting the required display format (4:3 or 16.9), then selecting the required view layout. 

Note that this will affect how you view the monitor locally in your Smart Client as well as 
how the monitor will look in the Smart Wall. 
  

 Clear View: Lets you remove all video from the monitor while keeping the monitor’s 

layout. This can be a quick way of removing, for example, video containing sensitive 
information from the Smart Wall. Remember that what is displayed on a Smart Wall may 
be changed manually by other users or automatically by pre-defined rules on the 
surveillance system. Thus, even though you can manually remove content from the Smart 

Wall, the content may reappear on the Smart Wall later. Contact your surveillance server 
administrator if certain 
content should be prevented 
from appearing on Smart 
Walls. 
  

 Remove from View: Lets 

you select a particular 
position on the monitor, and 
remove video from the 
position in question while 

keeping the monitor’s other 
video content and layout. 

  
Tip: When your organization uses Smart Wall, your Smart Client views may contain positions with 
graphical representations of Smart Walls. Such positions have a number of advantages, such as the 
ability to quickly display important video on your organization’s Smart Walls by dragging entire 
Smart Client views, or single cameras from maps, directly onto the graphical representations of 

Smart Walls. See page 116 for more information. 

Switch Cameras in Camera Positions 

You are able to change the cameras displayed in a view’s camera positions. This way you are able 
to switch between viewing video from different cameras in the same camera position in a view. 
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Note, however, that this feature is for provisional switching of cameras; it does not permanently 
change the view. If you want to permanently change the content of a view, you should do so from 
the Setup tab. 

  
The feature is available for single-camera positions; not for hotspots (see page88), carousels (see 
page 88), or Matrix positions (see page 89). If used from the Cameras pane, the feature works 
with Smart Wall positions (see page 116) as well. 

Switch by Dragging Cameras from Cameras Pane 

Tip: This method can also be used for dragging cameras onto Smart Wall positions, but only if used 
on the Live tab. 

  

1. Select the required view. 
  

2. Make sure the Cameras pane is displayed; you may have to maximize it from the 

shortcut bar by clicking the Cameras pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 
page )68. 
  

3. Drag the required camera from the Cameras pane onto the required position in the view. 

Note that in the Cameras pane, the list of selectable cameras is grouped by servers  to 

which the cameras belong. If a server is listed with a red icon  it is unavailable, in which 

case you will not be able to select cameras from that server. 

 Switch by Right-Clicking Camera Positions 

1. Select the required view. 

  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 

  

3. In the menu, first select Camera. Next, select the required server in the first submenu (the 
Smart Client supports viewing of cameras from several servers), then select the required 
camera in the second submenu. 

  
Tip: The camera originally displayed in the view position will be listed at the top of the first 
submenu, with the word (default) after the camera name. This helps you quickly switch 

back to viewing the original camera. 

Switch Using Keyboard Shortcuts 

If camera shortcut numbers have been defined on the surveillance system server, you are also able 
to use keyboard shortcuts for switching between cameras; see Use Standard Keyboard Shortcuts 

on page 182 for more information. If such camera shortcut numbers have been defined, they will 
appear in brackets before camera names in the shortcut menu described under Right-clicking 
Camera Positions in the previous. 

Send Video between Views 

You are able to send video from a selected camera position to another single-camera position in an 
open view, including any views you may have open in floating windows or on secondary displays. 
This feature is only available for single-camera positions; not for hotspots, carousels, or Matrix 

positions. 
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1. Select the view that includes the camera from which you want to send video. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 

  
3. In the menu, first select Send Camera. Next, select the required destination view in the 

first submenu, then select the required camera position in the second submenu. 
  

 
Example: Sending a camera’s images to another camera position 

  
If some of the camera positions listed on the second submenu are not selectable (as is the case in 
our example illustration), it is because the positions are either not in use or used for hotspots, 
carousels, or Matrix content. 

Send Video to Matrix Recipients 

Matrix is a feature in selected Milestone surveillance systems only (see Surveillance System 

Differences on page 186 for more information). It allows distributed viewing of video from any 
surveillance system camera to any monitor (known as a Matrix recipient) on a network. With a 
typical Matrix configuration, video is automatically presented on the required Matrix recipient when 
defined events occur—for example when motion is detected—but you can also manually send video 
to a Matrix recipient. The ability to manually send video to a Matrix recipient is only available for 
single-camera positions; not for hotspots or carousels. Also, it is only available if Matrix has been 
configured on your surveillance system, and you have the required user rights. 

  
To send video to a Matrix recipient: 
  

1. Select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 
  

3. In the menu, select Matrix, then the required Matrix recipient. 
  

 
Example: Sending a camera’s images to a 
Matrix recipient through the shortcut menu 

Copy Single Images 

You are able to copy single still images from selected cameras. Copied images can then be pasted 
(as bitmap images) into other applications, such as word processors, e-mail clients, etc. You can 
only copy a single image from a single camera at a time. 
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1. Select the required view. 

  

2. Right-click inside the required camera position; you now get access 
to a shortcut menu. 
  

3. In the menu, select Copy. 
  

You can now paste the image into the required application. 

MIP Plug-ins 

Your Smart Client may contain a MIP Plug-ins pane. The pane is used for handling plug-in 
functionality, typically for third-party application, for example an access control system or similar, 
which can be controlled through the Smart Client. If your MIP Plug-ins pane has no content, it is 
simply because your Smart Client does not have any plug-in functionality which can be controlled 
through that pane. 
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View Recorded Video 

You view recorded video on the Smart Client’s Playback tab. 
 

When you select the Smart Client’s Playback tab, the Smart Client will connect to the surveillance 
system server, and display recorded video from the cameras in the selected view. This way, you 
are able to browse recorded video. 
  
Particular user rights may be required in order to access the Playback tab. Depending on your user 

rights, access to playing back recorded video from some cameras may be restricted. 
  

The Playback tab provides you with a number of 
advanced features for browsing recorded video, 
including … 
 

 A highly intuitive timeline browser (see page 

129) 
 

 Time navigation (see page 131) 

 

 Two types of sequences browsing; either 
through a list with a preview option (see 
page 132) or through the Sequence 

Explorer’s intuitive thumbnail view of multiple 
sequences (see page 135) 
 

 Smart search, which lets you search for motion in one or more selected areas of recordings 
from a particular camera (see page 144). 

 
In addition to the video browsing features, the Playback tab also lets you … 
 

 Listen to audio (see page 153; audio is available when connected to selected Milestone 

surveillance systems only) 
 

 Use hotspots (see page 127) 
 

 Use digital zoom (see page 150) 
 

 Navigate 360° lens images (see page 153) 

 

 Print images (see page 161) 
 

 Export evidence in various formats (see page 169). 
  
Tip: The Smart Client supports use of multiple windows. This is especially useful if your computer 
has more than one physical display attached, but from the Live and Playback tabs you can send 

individual views to separate windows as well. This way, you can watch more than one view at a 
time. See Using Multiple Windows on page 178 for more information. 
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Views and their Content 

Select a View 

You are basically able to select a view for display on the Playback tab in three ways: 
 

Illustrations in the following are examples only; folders and views may have different names in 
your organization. 
 

 By selecting the required view in the Playback tab’s Views pane: 

  

 
 
You may have to first maximize the Views pane from the shortcut bar by clicking the 

Views pane shortcut. If neither the pane nor the shortcut is available, check the 
pane’s availability on the Options dialog’s Panes tab (see page 68).  

  

 By selecting the required view from the Views list located in the upper part of the window. 

  

 
  

 If views have been assigned shortcut numbers (see Assign Shortcut Numbers to Views on 
page 33), you will also be able to select a view by using keyboard shortcuts (see Using 

Standard Keyboard Shortcuts on page 182). 

Camera Names and Colored Indicators 

If configured (see page 40), each camera in the view can be identified by a bar, located in the top 
of each camera position. The bar displays the name of the camera as well as the name of the 
device to which the camera is connected. The device name is displayed first, in square brackets, 
followed by the camera name. When images are displayed, the image bar furthermore shows the 

date and time of the displayed image. The bar is dark blue. When you select a particular camera in 
the view, the bar of the selected camera position becomes a lighter blue. 
  

        
Dark blue: camera is not selected      Light blue: camera selected 

 
Each bar features a recordings indicator, which is useful when browsing recordings. The indicator 

lights up green  each time a new image is displayed. 

Enlarge Camera Positions 

To enlarge images from a particular camera in a view, double-click the camera position. To return 
to normal view, simply double-click the blue image bar again. 
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Privacy Masks 

Privacy masks can prevent viewing of certain areas in a camera’s angle of view. 
  

Example: A camera covering a parking area is placed 
at an angle where it also covers the windows of a 
resident’s kitchen and living room. In order to ensure 
that residents' privacy, the view of the resident’s 
windows is blocked with privacy masks. 
  
In the Smart Client, you will see privacy masks as 

black areas in video. In this example, privacy masks 
have been used to block the view of five windows. You 
cannot remove privacy masks; they are defined 
entirely by the surveillance system administrator. 
  
If privacy masks are used, they will appear in all video 

viewing contexts—also when you export video (see 
page 169) or print still images (see page 167). If you 
export video which contains privacy masks, note that 
the export process may take slightly longer than usual, and that the export file size may be slightly 
larger than usual. 

Hotspot Positions 

When the selected view contains a hotspot, the hotspot will also 

appear when you are working on the Playback tab. Like on the 
Live tab, you are able to select a camera position in a view to 
automatically view the camera’s images in the hotspot. You are 
of course able to browse the hotspot’s images using the 
Playback tab’s various navigation features. 
  
Like on the Smart Client’s other tabs, a hotspot is indicated by 

a thin orange border. 

Carousel Positions 

A carousel is normally used for displaying video from several cameras, one after the other, in a 
single view position. When the selected view contains a carousel, the carousel will also appear 
when you are working on the Playback tab. A carousel, however, is only useful when working on 
the Live tab; not when working on the Playback tab. On the Playback tab, the carousel will simply 
list the name of the camera it was last displaying on the Live tab. 

 
Like on the Smart Client’s other tabs, a carousel is indicated by a thin green border. 

Map Positions 

The Map feature is only available for selected surveillance systems; see Surveillance System 
Differences on page 186.  
 

On the Smart Client’s Playback tab, you can use maps for navigation purposes, the same way as 
you navigate maps on the Live tab, see Interact with Maps on page 105. You can also view live 
video—but not play back recorded video—from cameras added to the map, and you can place your 
mouse pointer over a camera on a map to view live—not recorded—video from the camera in a 
small floating window. It is not possible to use speakers and microphones in map views in playback 
mode. Also note that status information (see page 107) in playback mode is not based on recorded 
data, but retrieved from the elements' current status, as displayed in live mode.  
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Alarm Handling Positions 

The alarm handling feature is only available for selected surveillance systems; see Surveillance 
System Differences on page 186. 

 
See page 154 for information about how to handle alarms in playback mode. 

Matrix Positions 

The ability to use Matrix content in views is only available when connecting to selected Milestone 

surveillance systems; see Surveillance System Differences on page 186 for more information. 
 
Matrix is an integrated product that allows distributed viewing of video from any surveillance 

system camera to any monitor (known as a Matrix recipient) on a network. Provided Matrix has 
been configured on the surveillance system server, and one or more special Matrix positions have 
been defined for your view, you are able to browse Matrix-triggered video. When the selected view 
contains one or more Matrix positions, the Matrix positions will also appear when you are working 
on the Playback tab. On the Playback tab, the Matrix positions will simply display images from the 
cameras with which the Matrix positions were last used on the Live tab. You are of course able to 

browse these images using the Playback tab’s various navigation features. 
  
Like on the Smart Client’s other tabs, a Matrix position is indicated by a thin blue border. 

Smart Wall in Playback Mode 

Smart Wall is an add-on product. It is only available for selected surveillance systems; see 
Surveillance System Differences on page 186. Depending on your user rights, access to Smart Wall 
features may be restricted. 

 
On the Smart Client’s Playback tab, you can select individual Smart Wall monitors for viewing in 
your Smart Client, just as you can on the Live tab (see page 120). Note, however, that even when 
you play back video from the selected monitor in your Smart Client, the actual monitor on the wall 
will still display live video. 
 
If views contain Smart Wall positions with graphical representations of Smart Walls, those Smart 

Wall positions are also displayed on the Playback tab. Note, however, that they will work just as 
they do on the Live tab (see page 116). This means that if you drag Smart Client views or cameras 

from maps onto a graphical representation of a Smart Wall, the actual Smart Wall monitors on the 
wall will display live video—not playback video. 
  
The various options available by right-clicking individual monitors in graphical representations of 
Smart Walls also work on the Playback tab, but their effect will be live mode. Example: If you 

right-click a monitor in the graphical representation, and select Send View To > Floating Window, 
the floating window will display live video from cameras included in the monitor’s layout. 

Camera Shortcut Menus 

By right-clicking an image in one of a view’s camera positions, you get access to a shortcut menu: 
 
Some of the following features may only be available when connecting to selected Milestone 

surveillance systems; see Surveillance System Differences on page 186 for more information. 
  

 Start Recording for # Minutes: Not available when browsing already recorded images on 
the Playback tab. 
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 Copy: Lets you copy the displayed image (as a single bitmap image) to your clipboard. The 

copied image can then be pasted into other applications, such as word processors, etc. 
Available for all cameras. See page 161 for more details. 
  

 Camera: Lets you select another camera for display in the view position. This way you are 

able to switch between viewing video from different cameras in the same view position. 
Only available for single-camera view positions, not for hotspots, carousels, or Matrix 
positions. See Switch Cameras in Camera Positions in the following for more details. 

  

 Sound Notifications: Not available when browsing already recorded images on the 

Playback tab. 

  

 PTZ Presets: Not available when browsing already recorded images on the Playback tab. 

  

 Matrix: Lets you send video from the selected camera to a particular Matrix Monitor. Note 
that the Matrix command is not available if viewing the camera in a hotspot. Only available 
if Milestone XProtect Matrix (an integrated product for distributed viewing of live video 

streams) has been configured on your surveillance system. See page 161 for more details. 
 

 Send Camera: Lets you send video from the selected camera position to another single-
camera position in an open view, including any views you may have open in floating 

windows or on secondary displays. Only available for single-camera view positions, not for 
hotspots, carousels, or Matrix positions. See page 160 for more details. 

Camera Messages 

Message texts may under particular circumstances appear in 
white letters across one or more of a view’s camera positions. 
See page 162 for a complete overview of the message texts and 
advice about what to do when you see them. 

Playback Features 

Timeline Browser 

The timeline browser displays an overview of periods with recordings from all cameras 
displayed in your current view.  
  
The number of timelines displayed in the timeline browser reflects the number of cameras 
displayed in the view you are using. Cameras with audio are represented by a double 
timeline: a timeline displaying periods with video recordings and a timeline displaying 

periods with audio recordings. Up to 15 cameras can be displayed with audio timelines, 
provided your surveillance system caters for this number of cameras. If 16 or more 
cameras with audio are included in the view, only the selected camera’s audio timeline 
will be displayed. The other cameras' audio timelines will then be indicated with a yellow 
dot below the video timeline. When that is the case, simply select the required camera to 
see the associated audio timeline.   

  

The timeline of the camera selected in the view is highlighted in a lighter color. 
 
To browse recordings using the timeline browser, click inside the timeline browser, and move your 
mouse up or down without releasing the mouse button. 
 
The timeline browser uses five colors: 
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 Red (•): Recordings with motion 

 Green (•): Recordings without motion 

 Blue (•):Recordings with incoming audio from microphones attached to cameras 

 Yellow (•):Recordings with outgoing audio from speakers attached to cameras 

 Purple (•):Recordings with both incoming and outgoing audio 

  
The white horizontal line in the middle of the timeline browser indicates the point in time from 
which recordings are being displayed in the camera layout. 
 

Timelines of cameras in independent playback mode (see page 146) are highlighted in 

yellow. 
 
The timeline browser prioritizes recordings with motion higher than recordings without motion: If 
there are recordings with as well as without motion within an interval of one minute, the timeline 
browser will treat the entire interval as an interval containing recordings with motion. This is why, 
depending on individual camera settings, you will sometimes see more red periods than green 
periods in the timeline browser. 

 
Prebuffered recording periods defined by the surveillance system administrator cannot be displayed 
in the timeline browser’s timelines. The fact that these periods cannot be displayed in the timeline 
browser’s timelines does not affect the recordings. 
 
Tip: If your mouse has a scroll wheel, you can also use the scroll wheel for browsing the timelines. 

If using your mouse scroll wheel for browsing, you can quickly change the timeline browser’s time 
span by pressing the CTRL key on your keyboard while scrolling. 
 
Tip: Browsing is normally quite fast, but you are able to slow down the pace by pressing the CTRL 
key on your keyboard while browsing. Note that this does not apply if using your mouse’s scroll 
wheel for browsing. 
  

Tip: Double-click at any point within a timeline to quickly move to that point in time. 

Time Span 

Immediately below the timeline browser itself, you are able to specify which time span (1 hour, 2 
hours, etc. up to 1 day) should be used in the timeline, and whether the newest recordings should 
be indicated at the top or at the bottom of the timeline. 

Find Bookmarks with the Timeline Browser 

In the timeline browser, bookmarks (see page 146) are indicated by thin white lines inside 
the timelines. To view the bookmarked video, place your mouse pointer over the white 
line. 
 
Tip: The Recording Search pane (see page 132) has more features for finding, viewing, and editing 
bookmarks. 
 

Hide or Show the Timeline Browser 

The timeline browser is useful, but it takes up space in the view. When you do not need 

the timeline browser, you can hide it by clicking the small button in the left side of the 
timeline browser’s border. The button is located near the timeline browser’s white 
horizontal line. 

  

To show the timeline browser, simply click the button again. When the timeline browser is hidden, 
the button will be available in the Playback tab’s far right border. 
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Time Navigation 

The Playback tab’s Time Navigation pane provides you with 
controls for browsing and playing back recorded images 

from the camera selected in the view. You may have to 
maximize the pane from the shortcut bar by 
clicking the Time Navigation pane shortcut. If 
neither the pane nor the shortcut is available, 
check the pane’s availability on the Options dialog’s Panes 
tab (see page 68).  

Master Time and Playback Speed 

The area in the upper part of the Time Navigation pane 
shows the master time and date of the recordings viewed. 
The master time is the time to which all the cameras 
viewed are tied. This means that when you play back 
recordings, all video you see in the view will, in principle, 
be from exactly the same point in time. Some cameras, 

however, may only record if motion is detected. Also, there may be no recorded video from one or 
more cameras in the view matching the specified point in time. When this is the case, the last 
image in the camera’s database prior to the specified point in time will be displayed in the view. 
 
The upper area also displays the current playback speed (example: 1.00x, indicating real-time). 
  

If you see this icon near the master time, it is due to the Skip gaps during playback feature 

(read more about that feature on page 132). 

Browse Buttons 

The Time Navigation pane’s browse buttons lets you 
manually navigate through recordings from the camera 
selected in the view. 
  

 
Previous image: Moves to the image just before the one currently viewed 

 
Next image: Moves to the image just after the one currently viewed 

 
Previous sequence: Moves to the first image in the previous sequence 

 
Next sequence: Moves to the first image in the following sequence 

 
First image: Moves to the first image in the database for the selected camera 

 
Last image: Moves to the last image in the database for the selected camera 

Time Sliders 

The Time Navigation pane’s time sliders let you browse 
recordings simply by dragging the sliders’ handles. Drag to 

the left to move backwards in time; drag to the right to move forward in time. Use the upper times 
slider for fine browsing within a limited period of time; use the lower slider for browsing longer 
time spans. 
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Playback Slider and Buttons 

The Time Navigation pane’s playback slider lets you specify the required playback speed. In the 
slider’s middle position, playback speed is real-time (1.00x). Drag the slider to the left for a slower 
playback speed; drag to the right for a faster playback speed. An indication of the exact playback 
speed is displayed in the upper right corner of the Time Navigation pane’s Master Time area. 
  

 
Play backward in time 

 
Play forward in time 

When you click either of the Play reverse or Play forward buttons, they turn into a pause button. 

This lets you pause playbacks without having to move your mouse pointer. 

 
Pause 

 
Tip: Dragging the playback slider to its leftmost position also pauses playback. 

Skip Gaps During Playback  

To automatically skip gaps in recordings during playback, select the Skip gaps during playback 

check box. Such gaps are primarily evident when a camera has relatively few recordings. 

 
 When a gap is skipped, you will briefly see this icon near the master time. 

 
The Skip gaps during playback feature is based on gaps in video only. As soon as there is a gap in 
video recordings, the feature will ensure that the gap is skipped even if there are audio recordings 
during the video gap. This means that if a recording contains video as well as audio, you may miss 

out on parts of the audio recordings if using this feature. 

Quick Date and Time Navigation 

The date and time fields in the lower part of the Time 
Navigation pane let you quickly jump to a specific point in time. Specify required date in the first 
field and required time in the second field, then click the Go To button.s 

Recording Search 

The Playback tab’s Recording search pane lets you quickly 
search for recorded sequences or bookmarks (read more 
about bookmarks on page 146). You can use recording 
search for a single selected camera or for all cameras in a 
view. 
 

You may have to maximize the Recording search 

pane from the shortcut bar by clicking the Recording 
Search pane shortcut. If neither the pane nor the shortcut 
is available, check the pane’s availability on the Options 
dialog’s Panes tab (see page 68). 

Search for Sequences 

Tip: In addition to sequences search in the Recording 

Search pane as described in the following, you can also 
use the Sequence Explorer (see page 135) to search for 
sequences. 
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1. In the middle part of the Recording Search pane, select Sequences. 

  

2. In the bottom part of the pane, select whether you want the search to cover the camera 
you have selected in the view or all cameras in the view. 

  

3. Click the Search button. This will retrieve a list of 
sequences. The sequence closest to the time you have 
selected for the view will appear in the middle of the list. 
Sequences from the before the time you have selected for 

the view will appear towards the top of the list, and 
sequences from after the time you have selected for the 

view will appear towards the bottom of the list. Each 
sequence will be listed with camera information, date and time. Selecting a sequence in the 
list will move all video in the view to the time of the selected sequence. 
  

4. If you want more details about each sequence in the list, 
select the Show details box below the list. This will show 
you the exact date and time of the first image in the 
sequence (indicated by a green flag), the exact date and 

time of the last image in the sequence (checkered flag) as 
well as the exact date and time of the motion detection, 
event, etc. triggering the recording (yellow flag). 
 
Sequences may often begin some seconds before a 
motion detection, event, etc. and end some seconds after. 

This so-called buffer allows you to be able to see what 

happened immediately before and after an incident; the 
buffer length is determined by the surveillance system 
administrator. 
  

5. If you select the Auto-preview box at the top of the pane, you are able to quickly preview 

each sequence by placing your mouse pointer over the required sequence in the list. The 
auto-preview feature works regardless whether you view detailed results or not. 
 

 
  

6. When you have selected a sequence in the list, you can print or export it: 

  

 To generate a printed report with a still image from the time when the sequence 

was triggered, click  

  

 To export an AVI video clip or JPEG still images from the sequence, click  
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Read more about the details of printing and exporting in Print Evidence on page 167 and 
Export Video Evidence on page 169. 

Search for Bookmarks 

The bookmark feature is only available when connecting to selected surveillance systems; see 
Surveillance System Differences on page 186. Depending on your user rights, access to viewing 
bookmarks from some cameras may be restricted.  
  
Tip: In addition to bookmarks search in the Recording Search pane as described in the following, 
you can also use the Sequence Explorer (see page 135) to search for bookmarks. 

  

1. In the middle part of the Recording Search pane, select Bookmarks. 
  

2. Select a time interval (All, Today, Yesterday, This week, etc.) 

  

3. If you only want to search for bookmarks created by yourself, select My bookmarks only. 

  

4. If you want to narrow your search down to bookmarks containing, for example, a specific 
word in its headline, type the required word in the Contains field. You can use this feature 
to filter on content from the bookmark’s Bookmark ID, Headline and Description fields (see 

Add Bookmarks on page 147 for information about how the content of those fields is 
defined when you add a bookmark). 

  
Tip: You do not have to worry about using the correct case. Example: To view bookmarks 

containing the word Police, you can just type police. 
  

5. In the bottom part of the pane, select whether you want the search to cover the camera 

you have selected in the view or all cameras in the view. 
 

6. Click the Search button. This will retrieve a list of 

bookmarks. The bookmark closest to the time you have 
selected for the view will appear in the middle of the 
list. Bookmarks from the before the time you have 
selected for the view will appear towards the top of the 
list, and bookmarks from after the time you have 

selected for the view will appear towards the bottom of 
the list. Each bookmark will be listed with camera 
information, date and time as well as a headline. 

Selecting a bookmark in the list will move all video in 
the view to the time of the selected bookmark. 
 

7. If you want more details about each bookmark in the list, select the Show details box 

below the list. This will show you additional information, consisting of an image from the 
bookmark time as well as a detailed description (if one is available). 
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8. If you select the Auto-preview box at the top of the pane, you are able to quickly preview 

each bookmark by placing your mouse pointer over the required bookmark in the list. The 
auto-preview feature works regardless whether you view detailed results or not. 
 

 
 

9. When you have selected a bookmark in the list, you can edit, delete, print or export it: 
  

Depending on your user rights, access to edit and delete bookmarks from some cameras 

may be restricted. 
  

 To edit a bookmark’s time settings, headline or description, click  

 

 To delete an irrelevant bookmark, click  

 
When you delete a bookmark, the bookmark will be deleted not only from your list 
but from the entire surveillance system. You will be asked to confirm that you 
really want to delete the selected bookmark. 

 

 To generate a printed report with a still image from the bookmark time, click  
 

 To export an AVI video clip or JPEG still images from the bookmark, click  

  

Read more about the details of editing bookmark settings, printing and exporting in Add 
Bookmarks on page 147 , Print Evidence on page 167, and Export Video Evidence on page 
169. 

Sequence Explorer 

The Sequence Explorer lists thumbnail 
images representing either video from 
specific time intervals, recorded video 
sequences, or bookmarks (see page 146)—
each represented on separate tabs. The 
thumbnail images can relate to an 
individual camera or all cameras in a view.  

 
The fact that you are able to compare the 
thumbnail images side-by-side, while 
navigating in time simply by dragging the 
thumbnail view, enables you to very quickly 
assess large amounts of recorded video and 
identify the most relevant video, which you 
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can then immediately play back.  

Launching the Sequence Explorer 

You access the Sequence Explorer from the Sequence 
Explorer pane on the Live tab as well as on the Playback 
tab (requires that the Sequence Explorer pane is enabled 
for each tab in the Options dialog; see page 68). Make sure 
the Sequence Explorer pane is displayed; you may have to maximize it from the shortcut bar 
by clicking the Sequence Explorer pane shortcut. If neither the pane nor the shortcut is 
available, check the pane’s availability on the Options dialog’s Panes tab. 

  
In the Sequence Explorer pane, click one of the two buttons: 
  

 Launch View...: Launches the Sequence Explorer with content (if any) from all cameras in 

your current view. Note that the feature only applies for the view displayed in your main 
Smart Client window, not for views displayed in other Smart Client windows (see Use 
Multiple Windows on page 178). 
  

 Launch Camera...: Launches the Sequence Explorer with content (if any) from the 

selected camera. 
  
When you launch the Sequence Explorer, it will by default show the most recent sequences from 
the selected camera or view, displayed on the Sequence Explorer’s Sequences tab. However, the 
Sequence Explorer may show sequences from a different time if you launch it from the Playback 

tab, and you have selected a different time there. 

  
You can only launch one instance of the Sequence Explorer. 

Thumbnail View 

The Sequence Explorer´s thumbnail view lists content chronologically, with the most recent 
thumbnails towards the bottom right part of the view. When you view thumbnails, you should thus 
consider them in the order illustrated in this example: 

  

 
  

You can adjust the size of the thumbnails by dragging the size slider below the thumbnail view: 

  

 
  
You have several options for navigating the thumbnails: 
  

 Click and drag: The simplest option is also a very effective one; simply click and drag to 

the left or right inside the thumbnail view. 
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Tip: Once you are familiar with clicking and dragging, you can “throw” the thumbnail view 
to the left or right for even quicker navigation: Click and quickly drag, then release your 
mouse button. If the thumbnail view moves too fast, simply click inside it to stop it. 

  

 Slider and arrow buttons: Drag the slider, located below the thumbnail view, to the left 
(backward in time) or right (forward in time). Alternatively, click the button to the left of 
the slider to go backward in time, or the button to the right of the slider to go forward in 

time. 
 

 
  

 Date and time: Click  in the date field below the thumbnail view to access a calendar, 

with which you can specify required date and time. When ready, click the Go To button. 
 

 
  

Tip: In the calendar, a sky blue background  indicates the selected date, while a gray 
background  indicates the current date. 

  

To view a video associated with a particular thumbnail, simply click the required thumbnail. Read 
more under Viewing Time Intervals on page 138, Viewing Sequences on page 140, and Viewing 
Bookmarks on page 142. 
  
Tip: New content may become available while you use the Sequence Explorer. To check if that is 
the case, you can click the Refresh button near the bottom of the Sequence Explorer window. 
  

Tip: If you have clicked a thumbnail, and then navigated away from it by dragging the thumbnail 

view, you can quickly return to the selected thumbnail by clicking the Refresh button in the lower 
part of the Sequence Explorer window. 

Thumbnail Image with Yellow X 

Depending on your navigation method, you may occasionally see placeholder 

thumbnails if there is no recorded image from a specific point in time. 
  
This is why: Placeholder thumbnail images with yellow Xs appear when the Sequence Explorer 
cannot retrieve a proper thumbnail image, for example because of a server communication error, a 
decoding error, or similar. However, placeholder thumbnails may also appear when thumbnails 
retrieved from the surveillance system do not exactly match requested points in time, since such 

deviating thumbnail images could otherwise cause confusion: 
  

 On the Sequence Explorer's Time Interval tab, a placeholder thumbnail will appear if the 
retrieved thumbnail image is outside of the requested time interval. Example: If you 
request a time interval of 12:00:00, 12:00:30, etc., but the first available thumbnail image 

is at 12:00:33, you would see a placeholder thumbnail instead. 
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 On the Sequence Explorer's Sequences and Bookmark tabs, a placeholder thumbnail will 

appear if the retrieved thumbnail image is more than three seconds off compared with the 
requested time, i.e. the time when recording of the sequence in question was triggered on 
the surveillance system. 

  
You can still click such a placeholder thumbnail to view video; it will take you to the first available 
recording after the point in time represented by the placeholder thumbnail. 

Camera Selection and Status 

When you launch the Sequence Explorer, thumbnails 

are displayed based on whether you selected the 
Launch View... or Launch Camera... method. 
However, you can always change which cameras 
should be included in the thumbnail view: Simply 

make your selections in the Cameras box below the 
thumbnail view, then click the Refresh button. 
  

The list of selectable cameras is grouped by servers  to which the cameras belong. If a server is 

listed with a red icon  it is unavailable, in which case you will not be able to select cameras from 

that server. 
  
The Sequence Explorer’s Selected camera(s) box shows status of the selected cameras: 
  

 
  
There are three types of status: 

 

 

Indicates that everything is fine 

 

Indicates that some sequences and/or bookmarks were loading, but that loading 
failed at some point. 

 

Indicates that the camera does not have any recorded sequences and/or 
bookmarks, or that loading of sequences and/or bookmarks failed. 

Viewing Time Intervals 

The Time Interval tab simply displays thumbnails of video from specific points in time. Example: 
one thumbnail for every 30 seconds, such as a thumbnail from 07:37:00, one from 07:37:30, one 
from 07:38:00, and so forth. You specify the required interval in the field in the bottom right part 
of the tab. 

  

 
  
You can specify the required interval in hours, minutes, and seconds (HH-MM-SS). Intervals can be 

up to 24 hours long. In the example, we have defined an interval of 30 seconds. It is important to 
note that you cannot use the field for navigating to a particular point in time; you can only use it 
for specifying intervals. 
  

To view video, click the required thumbnail in the thumbnail view. 
When you click a thumbnail, it becomes highlighted with a sky blue 
background, and (provided Autoplay is selected, see the following) 
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the associated video is played back in the left side of the Sequence Explorer. 
  
The playback controls in the left side of the tab to a large extent resemble those of the Playback 

tab’s Time Navigation pane (see page 131). Just below the viewing area, you will see date and 
time of the recordings being played back. You will also see the current playback speed (example: 
1.00x, indicating real-time). 
  
The browse buttons lets you manually navigate through 
recordings. Note that you can easily jump to other 

sequences from the selected camera. 
  

 

Previous image: Moves to the image just before the one currently viewed 

 

Next image: Moves to the image just after the one currently viewed 

 

Previous sequence: Moves to the first image in the previous sequence 

 

Next sequence: Moves to the first image in the following sequence 

 

First image: Moves to the first image in the database for the selected camera 

 

Last image: Moves to the last image in the database for the selected camera 

  
The time sliders let you browse recordings simply by 
dragging the sliders' handles. Drag to the left to move 
backwards in time; drag to the right to move forward in 
time. 

 
Use the upper slider for fine browsing within a limited period of time; use the middle slider for less 
narrow browsing within longer time spans. 
  
The playback slider (the lower of the three sliders) lets you specify the required playback speed. In 
the slider’s middle position, playback speed is real-time (1.00x). Drag the Playback slider to the left 
for a slower playback speed; drag to the right for a faster playback speed. An indication of the 

exact playback speed is displayed near the date and time. 
 
When you click either of the Play backward in time or Play forward in time buttons, they turn into a 
pause button. This lets you pause playback without having to move your mouse pointer. 
  
Tip: Dragging the playback slider to its leftmost position pauses playback. 

  
Use the playback buttons to play back recordings: 
  

 

Play backward in time 

 

Play forward in time 

 

Pause 

 Tip: When you click either of the Play backward in time or Play forward in time 

buttons, they turn into a pause button. This lets you pause playback without 
having to move your mouse pointer. Dragging the playback slider to its 
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leftmost position also pauses playback. 

 

Autoplay: If you select the Autoplay option, recordings will automatically be 
played back when you click a thumbnail in the thumbnail view. 

 

View recordings from selected time on Playback tab: Sets the master 

time on the Smart Client’s Playback tab to the date and time of the recording 
currently viewed in the Sequence Explorer. Note that clicking the button does 
not mean that the selected camera will automatically be displayed on the 
Playback tab (unless it is already part of the view being displayed on the 
Playback tab). Also, clicking the button does not close the Sequence Explorer 

window. 

  
If you briefly see the symbol during playback, it means that gaps in recordings are being 
skipped to ensure uninterrupted playback. Such gaps are primarily evident when a camera has 
relatively few recordings. 

  
The skipping of gaps is based on gaps in video only. As soon as there is a gap in video recordings, 
the feature will ensure that the gap is skipped even if there are audio recordings during the video 
gap. This means that if a recording contains video as well as audio, you may miss out on parts of 
the audio recordings. If it is important to not miss audio recordings, use the Playback tab’s Time 
Navigation pane instead; in the Time Navigation pane you can disable the skipping feature. 

Viewing Sequences 

The Sequences tab displays a thumbnail for each recorded video sequence. Since sequence length 
may vary, some thumbnails may represent short sequences while other thumbnails may represent 
very long sequences. 
  
To view a sequence, click the required thumbnail in the thumbnail 
view. When you click a thumbnail, it becomes highlighted with a 

sky blue background, and (provided Autoplay is selected, see the 
following) the associated sequence is played back in the left side of 
the Sequence Explorer. 
  
The playback controls in the left side of the Sequence Explorer to a large extent resemble those of 
the Playback tab’s Time Navigation pane (see page 131). Just below the viewing area, you will see 
date and time of the recordings being played back. You will also see the current playback speed 

(example: 1.00x, indicating real-time). 

  
The browse buttons lets you manually navigate through 
recordings. Note that you can easily jump to other 
sequences from the selected camera (provided the Loop 
option (see the following) is not selected). 

  

 

Previous image: Moves to the image just before the one currently viewed 

 

Next image: Moves to the image just after the one currently viewed 

 

Previous sequence: Moves to the first image in the previous sequence 

 

Next sequence: Moves to the first image in the following sequence 

 

First image: Moves to the first image in the database for the selected camera 
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Last image: Moves to the last image in the database for the selected camera 

  
The time sliders let you browse recordings simply by 
dragging the sliders' handles. Drag to the left to move 
backwards in time; drag to the right to move forward in 

time. Use the upper slider for fine browsing within a limited 
period of time; use the middle slider for less narrow 
browsing within longer time spans. 
  
The playback slider (the lower of the three sliders) lets you specify the required playback speed. In 

the slider’s middle position, playback speed is real-time (1.00x). Drag the Playback slider to the left 
for a slower playback speed; drag to the right for a faster playback speed. An indication of the 

exact playback speed is displayed near the date and time. 
 
When you click either of the Play backward in time or Play forward in time buttons, they turn into a 
pause button. This lets you pause playback without having to move your mouse pointer. 
  
Tip: Dragging the playback slider to its leftmost position pauses playback. 
  

Use the playback buttons to play back recordings: 
  

 

Play backward in time 

 

Play forward in time 

 

Pause 

 Tip: When you click either of the Play backward in time or Play forward in time 

buttons, they turn into a pause button. This lets you pause playback without 
having to move your mouse pointer. Dragging the playback slider to its 
leftmost position also pauses playback. 

 
Loop: When you play back a sequence, playback will by default continue after 
the end of the sequence. However, if you select the Loop option, the sequence 
will be played back from start to end, and then from start to end again and 
again for as long as you require. This will be very evident from the white 

timeline immediately below the video viewing area, as the timeline will run 

from left to right over and over again. 

 

Autoplay: If you select the Autoplay option, recordings will automatically be 

played back when you click a thumbnail in the thumbnail view. 

 

View recordings from selected time on Playback tab: Sets the master 

time on the Smart Client’s Playback tab to the date and time of the recording 
currently viewed in the Sequence Explorer. Note that clicking the button does 
not mean that the selected camera will automatically be displayed on the 
Playback tab (unless it is already part of the view being displayed on the 
Playback tab). Also, clicking the button does not close the Sequence Explorer 
window. 

  

If you briefly see the symbol during playback, it means that gaps in recordings are being 
skipped to ensure uninterrupted playback. Such gaps are primarily evident when a camera has 

relatively few recordings. 
  
The skipping of gaps is based on gaps in video only. As soon as there is a gap in video recordings, 
the feature will ensure that the gap is skipped even if there are audio recordings during the video 
gap. This means that if a recording contains video as well as audio, you may miss out on parts of 
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the audio recordings. If it is important to not miss audio recordings, use the Playback tab’s Time 
Navigation pane instead; in the Time Navigation pane you can disable the skipping feature. 

Viewing Bookmarks 

The bookmark feature (see page 146)—and thus also the Bookmarks tab—is only available when 
connecting to selected surveillance systems; see Surveillance System Differences on page 186. 
Depending on your user rights, access to viewing bookmarks from some cameras may be 
restricted. Note that you may be able to view bookmarks even though you may not be able to add 
them, and vice versa. 
  

The Bookmarks tab displays a thumbnail for each available bookmark. Since the length of the video 
sequences associated with the bookmarks may vary, some thumbnails may represent bookmarks 
with short sequences while other thumbnails may represent bookmarks with very long sequences. 
  
Tip: When you place your mouse pointer over a thumbnail, details about the bookmark will be 
displayed. 
  

 
 
To view a video associated with a bookmark, click the required 
thumbnail in the thumbnail view. When you click a thumbnail, it 
becomes highlighted with a sky blue background, and information 
about the bookmark will appear in the left side of the Sequence 
Explorer. Provided Autoplay is selected (see the following), the 

video sequence associated with the bookmark will also be played back in the left side of the 
Sequence Explorer. 
 
The playback controls in the left side of the Sequence Explorer to a large extent resemble those of 
the Playback tab’s Time Navigation pane (see page 131). Just below the viewing area, you will see 

date and time of the recordings being played back. You will also see the current playback speed 
(example: 1.00x, indicating real-time). 

  
The browse buttons lets you manually navigate through 
recordings. Note that you can easily jump to other 
sequences from the selected camera (provided the Loop 
option (see the following) is not selected). 
  

 

Previous image: Moves to the image just before the one currently viewed 

 

Next image: Moves to the image just after the one currently viewed 

 

Previous sequence: Moves to the first image in the previous sequence 

 

Next sequence: Moves to the first image in the following sequence 
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First image: Moves to the first image in the database for the selected camera 

 

Last image: Moves to the last image in the database for the selected camera 

  
The time sliders let you browse recordings simply by 
dragging the sliders' handles. Drag to the left to move 
backwards in time; drag to the right to move forward in 
time. Use the upper slider for fine browsing within a limited 
period of time; use the middle slider for less narrow 

browsing within longer time spans. 
  
The playback slider (the lower of the three sliders) lets you specify the required playback speed. In 
the slider’s middle position, playback speed is real-time (1.00x). Drag the Playback slider to the left 
for a slower playback speed; drag to the right for a faster playback speed. An indication of the 
exact playback speed is displayed near the date and time. 
 

When you click either of the Play backward in time or Play forward in time buttons, they turn into a 
pause button. This lets you pause playback without having to move your mouse pointer. 
  
Tip: Dragging the playback slider to its leftmost position pauses playback. 
  
Use the playback buttons to play back recordings: 

  

 

Play backward in time 

 

Play forward in time 

 

Pause 

 Tip: When you click either of the Play backward in time or Play forward in time 
buttons, they turn into a pause button. This lets you pause playback without 
having to move your mouse pointer. Dragging the playback slider to its 

leftmost position also pauses playback. 

 
Loop: When you play back a sequence, playback will by default continue after 

the end of the sequence. However, if you select the Loop option, the sequence 
will be played back from start to end, and then from start to end again and 
again for as long as you require. This will be very evident from the white 
timeline immediately below the video viewing area, as the timeline will run 
from left to right over and over again. 

 

Autoplay: If you select the Autoplay option, recordings will automatically be 
played back when you click a thumbnail in the thumbnail view. 

 

View recordings from selected time on Playback tab: Sets the master 
time on the Smart Client’s Playback tab to the date and time of the recording 

currently viewed in the Sequence Explorer. Note that clicking the button does 
not mean that the selected camera will automatically be displayed on the 
Playback tab (unless it is already part of the view being displayed on the 
Playback tab). Also, clicking the button does not close the Sequence Explorer 

window. 

  
If you briefly see the symbol during playback, it means that gaps in recordings are being 
skipped to ensure uninterrupted playback. Such gaps are primarily evident when a camera has 
relatively few recordings. 
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The skipping of gaps is based on gaps in video only. As soon as there is a gap in video recordings, 
the feature will ensure that the gap is skipped even if there are audio recordings during the video 
gap. This means that if a recording contains video as well as audio, you may miss out on parts of 

the audio recordings. If it is important to not miss audio recordings, use the Playback tab’s Time 
Navigation pane instead; in the Time Navigation pane you can disable the skipping feature. 
 
Below the playback controls you will see details about the selected bookmark. Depending on your 
user rights, you may be able to edit, delete, print, or export the bookmark: 
  

 To edit a bookmark’s time settings, headline or description, click  
  

 To delete an irrelevant bookmark, click  

  
When you delete a bookmark, the bookmark will be deleted not only from the thumbnail view but 
from the entire surveillance system. You will be asked to confirm that you really want to delete the 
selected bookmark. 
 

 To generate a printed report with a still image from the bookmark time, click  

 

 To export an AVI video clip or JPEG still images from the bookmark, click  

Smart Search 

Smart search lets you search for motion in one or more 

selected areas of images from a particular camera. 
 
Smart search cannot be used for images from 360° lens 
cameras. Depending on your user rights, access to smart 
search may be restricted. 

 
1. Select the Playback tab’s Smart Search pane. You 

may have to maximize it from the shortcut 
bar by clicking the Smart Search pane 
shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability 

on the Options dialog’s Panes tab (see page 68). 
 

2. Select the Smart Search pane’s Show Grid check 

box. 
 

3. Select the required camera in the view. A blue grid 
overlay will appear on the image from the camera. 

This is the grid you selected in the previous step; 
the grid can be removed by clearing the Show Grid check box. 
 

 
 

Tip: For a better view, double-click the image to enlarge it. 
 
Click and drag inside the image to select the area(s) in which you want to perform the 
smart search. You are able to select more than one area. 
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The areas you select will become visible through the blue overlay. The blue overlay thus 
indicates areas to be excluded from the smart search. With the Smart Search pane’s 

Include and Exclude options, you are able to toggle between including/excluding areas 
when you drag. With the Invert button, you are able to quickly invert your selection. 
  

   
Examples of a selected area, and of the selected area inverted 

  
4. Click the Smart Search pane’s Save button to save your search area settings. 

 
Tip: If you want to experiment with further changes to the search area, you can return to 
your saved search area settings by clicking the Load button. 

  
5. In the Smart Search pane, select required search sensitivity (Very Low-Very High) in the 

Sensitivity list. 
  

6. Select required image interval in the Interval list. If you select All Images, all images will 
be analyzed. If you select e.g. 10 seconds, only one image per ten seconds of recordings 
will be analyzed. 

 
Selecting a long interval will greatly reduce the time required to complete the search. 
However, with a long interval, the search may not find motion sequences that are shorter 
than the specified interval. 
  

7. Click the Next (move forward in time) or Previous (move back in time) buttons to search 
through sequences with motion detected in the selected areas. 

 
Smart search is always carried out from the time of the image you are viewing and 
forwards or backwards. 

 

8. The smart search begins, and a progress window 
displays search progress. When a sequence with 

motion inside the selected area(s) is found, it will 
be displayed in the view, and detected motion will 
be highlighted. 
 

 
Motion highlighted in green 

  
Tip: The Playback tab’s Time Navigation pane control panel will show exact corresponding 
time information. 

 
If required, click the Next or Previous button again to continue the smart search. 
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Independent Playback 

On the Playback tab, all cameras in a view per default display recordings from the same point in 
time (the so-called master time), it is possible to play back recordings from individual cameras 

independently of the master time (requires that the feature is enabled in the Options dialog, see 
page 70). 
 
When you move your mouse pointer over a camera position in a view on the Playback tab, you will 
see a Start Independent Playback button. Clicking the button lets you navigate and view recordings 
independently of the view’s master time. You can use this feature for more than one camera 
position at a time, but it is only available for ordinary single-camera positions, not for hotspots, 

carousels, or Matrix positions. 
 
Start Independent Playback button 
  

When a camera is in independent playback mode, you have 
access to a small set of playback controls inside the camera 

position, which will also be clearly marked by a yellow frame to 
avoid confusion with neighboring cameras in the view. The 
yellow border is even more visible if your camera positions have 
title bars (configured in the Options dialog, see page 68), since 
title bars also become yellow when cameras are in playback 
mode. 
  

When you click the Start Playback button, the camera position 

will switch to the most recent recorded image from the camera. 
Now you can use the playback controls to browse recordings, 
provided your mouse pointer is inside the camera position. The 
playback controls are simple, but very effective: 
  

 
 

 Click the  and  buttons to go back and forward in time respectively. When you click one 

of the buttons, it switches to a pause button , allowing you to quickly pause playback at 
any point in time without having to move your mouse pointer. 
  

 Drag the slider  to play video quickly back (left) or forward (right) in time. The 

farther you move the slider away from its center position, the quicker the video will play. 
Note that no accompanying audio will be played while you use the slider. 
  

 The playback controls display time and date of the recordings viewed. Date and time 

format may vary depending on your computer’s settings. 
  
The playback controls are neighbored by a button allowing you to switch back to normal 
synchronous playback: 

 

Back to Synchronous Playback button 
  

In the timeline browser (see page 129), timelines of cameras in independent playback 
mode are highlighted in yellow. 

Bookmarks 

The bookmark feature is only available when connecting to selected surveillance systems; see 
Surveillance System Differences on page 186. Depending on your user rights, access to viewing 
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bookmarks from some cameras may be restricted. Note that you may be able to view bookmarks 
even though you may not be able to add them, and vice versa. 

Add Bookmarks 

You are able to bookmark incidents in live or recorded video. A bookmark is essentially a small 
video clip, typically consisting of video from a few seconds before, during and after the incident. 
When you bookmark an incident, you can include an optional comment. Bookmarks are searchable, 
so you and other users of your surveillance system will easily be able to find the bookmarks later 
(see page 149). 

  
The bookmark feature is only available when connecting to selected surveillance systems; see 

Surveillance System Differences on page 186. Depending on your user rights, access to adding 
bookmarks from some cameras may be restricted. Note that you may be able to view bookmarks 
even though you may not be able to add them, and vice versa. 
  
You can add bookmarks on the Smart Client’s Live tab as well as on the Playback tab. You can add 
bookmarks in several ways: 

Add Bookmark through Bookmark Pane 

This method requires that the Bookmark pane is enabled for each tab in the Options dialog (see 
page 68). Also make sure the Bookmark pane is displayed; you may have to maximize it from the 
shortcut bar by clicking the Bookmark pane shortcut: 

 

 
  
If neither the pane nor the shortcut is available, check the pane’s availability on the Options 
dialog’s Panes tab. 
  
You can either add a quick bookmark, or include details: 

Quick Bookmark 

A quick bookmark is a no-frills bookmark with only the most basic information. The length of a 
quick bookmark clip is determined on the surveillance system server. 
  

1. Make sure you have selected the required camera position in the view. 

  

2. Make sure the Bookmark pane’s Add details box is cleared. 

  

3. Click the Add Bookmark button. 
  

4. You will get a confirmation. The confirmation automatically disappears after a short while. 

 

 

Bookmark with Details 

By adding details to your bookmark, you are able to provide a detailed description of the incident. 
You are also able to control the length of the bookmark clip. 
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1. Make sure you have selected the required camera position in the view. 

  

2. Make sure the Bookmark pane’s Add details box is selected. 
  

3. Click the Add Bookmark button. 
  

4. Verify that the clip start time, bookmark time, and clip end time are the ones you want. 

  

 Clip start time: A bookmark video clip typically contains video from a few seconds 
before you added the bookmark. This allows you to prove, for example, that a 

building was indeed empty before a burglar broke into it. The suggested clip start 

time (that is a certain number of seconds before the bookmark time) has been 
specified by the surveillance system administrator, but you can change it (see the 
following). 
  

 Bookmark time: Time when you added the bookmark, that is the point in time 

when you consider the bookmarked incident to actually happen. You can change it 
if necessary (see the following). 
  

 Clip end time: A bookmark video clip typically contains video from a few seconds 

after you added the bookmark. This allows you to prove, for example, how a 
burglar left a building. The suggested clip end time (that is a certain number of 
seconds after the bookmark time) has been specified by the surveillance system 
administrator, but you can change it (see the following). 

  

If you want to adjust the clip start time, bookmark time, or clip end time, place your mouse 
pointer over the preview image, and use the playback controls to move to the required clip 
start time. 
 

 
  

 Click the and buttons to go back and forward in time respectively. When you 

click one of the buttons, it switches to a pause button , allowing you to quickly 
pause playback at any point in time without having to move your mouse pointer. 
  

 Drag the slider to play video quickly back (left) or forward (right) in time. 

The farther you move the slider away from its center position, the quicker the video 

will play. 
  

 The playback controls display time and date of the recordings viewed. Date and 

time format may vary depending on your computer’s settings. 
   

When ready, click the required Set button. 
  

 Type a headline (max. 50 characters) and a description of the incident (max. 

10000 characters). 
  

 Click Save. 
  

Tip: Do not worry if it takes you a while to, for example, type a description. The Smart Client will 
remember your bookmark until you click Save. The only exception is if it takes you so long 

(typically several days) to add the bookmark that the video you wanted to bookmark no longer 
exists on the surveillance system. 

Add Bookmark through Overlay Button 

This method requires that adding of bookmarks through overlay buttons is enabled in the Options 

dialog. Furthermore, the Options dialog also determines whether you will add a quick bookmark (a 
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no-frills bookmark with only the most basic information) or a bookmark with detailed information 
when you click the overlay button. To verify, open the Options dialog (see page 68), select 
Functions, and check the settings for Live > Bookmark overlay button & right-click menu and 

Playback > Bookmark overlay button & right-click menu respectively. 
  

1. Place your mouse pointer over the required camera position in the view. 
  

2. Click the Add Bookmark overlay button: 
 

 
  

3. The bookmark will be either a quick bookmark (in which case you are done) or a bookmark 
with details (in which case you can change time settings and add a description). See 

Adding Bookmark through Bookmark Pane in the previous for detailed descriptions of the 
two types of bookmark. 

Add Bookmark by Right-Clicking Camera Position 

This method requires that adding of bookmarks through right-clicking is enabled in the Options 
dialog. Furthermore, the Options dialog also determines whether you will add a quick bookmark (a 
no-frills bookmark with only the most basic information) or a bookmark with detailed information 

when you click the overlay button. To verify, open the Options dialog (see page 68), select 
Functions, and check the settings for Live > Bookmark overlay button & right-click menu and 
Playback > Bookmark overlay button & right-click menu respectively. 

  

1. Right-click the required camera position in the view. 

  

2. Select Add Bookmark. 
  

The bookmark will be either a quick bookmark (in which case you are done) or a bookmark with 
details (in which case you can change time settings and add a description). See Adding Bookmark 
through Bookmark Pane in the previous for detailed descriptions of the two types of bookmark. 

Find Bookmarks 

You have three options for finding bookmarked video: 
  

 Use the Playback tab’s Recording Search pane (see page 134) 

  

 Use the Playback tab’s timeline browser (see page 129) 

  

 Use the Sequence Explorer (see page 135) 
  
If you cannot find the bookmark you are looking for, there can be a number of reasons: 

  

 Your user rights do not allow you to view the bookmark 
  

 The bookmark has been manually deleted (users with sufficient rights can delete 

bookmarks using the Playback tab’s Recording Search pane or the Sequence Explorer) 
  

 The bookmarked video no longer exists on the surveillance system (in which case the 

bookmark is automatically deleted, because it would be worthless without the video) 
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PTZ Cannot Be Used Retroactively 

Despite the fact that the Playback tab features a pane named PTZ Control, you cannot use the 
pane to control PTZ (Pan/Tilt/Zoom) cameras. This is due to the simple fact that the Playback tab is 

used for viewing already recorded video; you cannot control a PTZ camera retroactively. Instead, 
the Playback tab’s PTZ Control pane is used for two purposes: 
  

 For using digital zoom on recorded video (see the following) 
  

 For navigating 360° lens 360° images (see page 152) 

 
In order to use the PTZ Control pane, you may have to maximize it from the shortcut bar by 
clicking the PTZ Control pane shortcut. If neither the pane nor the shortcut is available, check 

the pane’s availability on the Options dialog’s Panes tab (see page 68). 

Digital Zoom 

Just like on the Live tab, the Playback tab’s PTZ Control pane lets you use digital zoom on video 
from cameras displayed in a view. When viewing recorded video on the Playback tab, digital zoom 
is by default enabled, and you can use it for both regular cameras and PTZ (Pan/Tilt/Zoom) 
cameras. 
 

If you have used digital zoom while viewing live video on the Live tab it will not have affected any 
recording; recording still takes place in the camera’s regular format. 
 
FAQ: What is the difference between optical and digital zoom? With optical zoom, a 
camera’s lens elements physically move to provide the required angle of view. You cannot use 
optical zoom when viewing recorded video, simply because you cannot move the camera’s lens 
retroactively. With digital zoom, the required portion of an image is enlarged by cropping the 

image and then resizing it back to the pixel size of the original image—a process called 
interpolation. Digital zoom thus simulates optical zoom, but the digitally zoomed portion will have a 
lower quality than the original image. Digital zoom works equally well on live and recorded video. 

Digital Zoom Features 

With digital zoom you will see a small overview frame in the bottom right corner of each of the 
view’s camera positions. 
 

Once you zoom in on an area of an image, the overview frame will help you maintain an overview 
of the complete image.  
 

 
Overview frame inside image 
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To zoom in, click inside the required image and drag around the area you want to zoom in on. The 
area you select will be highlighted by a white border. When you release the mouse button, the 
zoom will take effect: 

 

 
White border around zoom area 

  
Even when you have zoomed in on an area, you are able to move to other areas of the image while 
maintaining your zoom level: simply drag the highlighted area in the overview frame to the 
required position: 

 

 
Zoom area highlighted in overview frame 

 
To get access to a slider for adjusting the zoom level, click inside the required image and move 
your mouse pointer up or down while pressing the SHIFT key on your keyboard: 

  

 
Zoom level slider 

Selecting a zoom level of 0% lets you view the whole image again. 
  
Tip: If you mouse has a scroll wheel, you can also use the scroll wheel to control the zoom level. 
On many mice, clicking the scroll wheel or middle mouse button quickly lets you view the whole 

image again. 

Enable or Disable Digital Zoom 

On the Playback tab digital zoom is by default enabled. You 
enable/disable digital zoom in the PTZ Control pane; you may 
have to maximize the pane from the shortcut bar by clicking the 
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PTZ Control pane shortcut . If neither the pane nor the shortcut is available, check the pane’s 
availability on the Options dialog’s Panes tab (see page 68).  
 

If you want to disable digital zoom, simply clear the PTZ Control pane’s Digital zoom check box. To 
enable digital zoom again, simply select the Digital zoom check box again. 

Digital Zoom in Exported Evidence 

If you are going to export evidence (see page 169) in AVI or JPEG formats, you will be able to 

select whether to export the regular images or the digitally zoomed images. If exporting in the 
database format, it will not be necessary to make such a selection as recipients will be able to use 
digital zoom on the exported recordings. 

Digital Zoom in Printed Evidence 

If you print (see page 161) an image on which you have used digital zoom, the digitally zoomed 
area of the image will be printed. 

360° Lens Images 

The 360° technology allows the creation and viewing of 360-degree panoramic images; it requires 
either a dedicated 360° lens camera or a regular camera equipped with a special 360° lens. If your 
views include 360° lens cameras, you can navigate recorded images from the 360° lens cameras 

with the Playback tab’s PTZ Control pane. 
  
Use of 360° lens cameras is not supported by all surveillance systems and some 360° lens cameras 
are not supported by the 64-bit version of Microsoft Windows. Ask your surveillance 
system administrator if in doubt. 

Navigation by Dragging Inside 360° Lens Images 

You can often navigate 360° lens images by dragging inside them. If your mouse pointer 

changes to a crosshairs shape when placed over the images from a 360° lens camera, 

navigation by dragging is supported for the camera. Refer to the release notes for 
information about supported features for individual 360° lens cameras. 

Navigation Buttons 

As an alternative to navigation by dragging inside 360° lens images, use the navigation buttons in 
the PTZ Control pane to move around the view from the selected 360° lens camera. 
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Make sure the PTZ Control pane is displayed; you may have to maximize it from the 
shortcut bar by clicking the PTZ Control pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see page 68). 

 
The pane’s round middle button lets you quickly move the camera to its home (i.e. default) 
position. The plus and minus buttons lets you zoom in and out respectively. 
 
Tip: If you mouse has a scroll wheel, you can also use the scroll wheel to control the zoom level. 
On many mice, clicking the scroll wheel or middle mouse button quickly lets you view the whole 

image again. 

Presets 

The Presets list is not available for navigating 360° lens images. 

Define a Favorite 360° Lens Position 

You are able to move to a specific position in the 360° lens view, and then save that position by 
clicking the Save button. When you later want to return to the saved position, click the Load 
button. 

Audio 

Audio is not supported by all surveillance systems; see 
Surveillance System Differences on page 186. Even on 
systems supporting audio, support for specific audio 
features may vary from system to system. Also, access to 
recorded audio, or certain recorded audio features, may be 
restricted depending on your user rights. Consult your 
surveillance system administrator if in doubt. 

  
If one or more cameras have microphones and/or speakers 
attached, you are able to listen to recorded audio when 
playing back recorded video on the Smart Client’s Playback 
tab. When selecting a camera to play back, the associated 

microphone and/or speaker is automatically selected in the 

Audio pane. Make sure the Audio pane is displayed; 
you may have to maximize it from the shortcut bar 
by clicking the Audio pane shortcut. If neither the 
pane nor the shortcut is available, check the pane’s availability on the Options dialog’s Panes tab 
(see page 68). 
 
Tip: You can listen to recorded audio independently of the views/cameras you are watching. 

However, the recorded audio you will hear will match the point in time you specify through the 
Playback tab’s navigation features. 
  
Recorded audio is muted individually for speakers and microphones. To temporarily mute the 
recorded audio, select Mute for each audio source you want muted. 
  

If the Microphones list displays Missing hardware on local PC your computer lacks the hardware 

required to play audio from the surveillance system; typically due to your computer not being 
equipped with an audio card. If the list displays No microphone sources, your computer is able to 
play audio, but no microphones attached to cameras are available. 
  
If the Speakers list displays Missing hardware on local PC, your computer lacks the hardware 
required to play audio from the surveillance system; typically due to your computer not being 
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equipped with an audio card. If the list displays No speaker sources, your computer is able to play 
audio, but no speakers attached to cameras are available. 

Lock to Selected Audio Devices 

Background: If you select another camera or another view, your microphone and speaker selection 
will by default mirror this. This has the benefit that if you select another camera, which has 
microphones and/or speakers attached, you will immediately be able to listen to recordings from 
the new camera’s microphones and/or speakers, without having to make new selections in the 
Microphones and Speakers list. 

  
Sometimes you may want a different behavior. For example, you may want to listen to a particular 

camera’s microphones and/or speakers even though you have selected another camera or even 
another view. In that case, select Lock to selected audio devices. 
  
Example: You need to listen to audio recordings of an incident from microphones and speakers 
attached to camera A, but you also urgently need to view recordings from cameras X, Y and Z, 
some of which are displayed in different views. By selecting Lock to selected audio devices, you are 

able to listen to audio recordings from camera A while viewing recordings from the other cameras 
at the same time. 

List Only Devices from Current View 

If your surveillance system contains large amounts of microphones and/or speakers, the lists from 
which you select microphones and speakers in the Audio pane may potentially be very long. 
  
If that is a problem for you, you can limit the lists so that they only contain microphones and 

speakers that are relevant to the view you currently use. In that case, select List only devices from 
current view. 
  
Note that in this context current view also includes any views you may have open as floating views 
and on primary and secondary displays; see Use Multiple Windows on page 178 for more 
information about using several views at the same time. 

Frequently Asked Questions about Recorded Audio 

FAQ: Why is the Speakers list not available? Some surveillance systems do not support two-
way audio; see Surveillance System Differences on page 186. 

Handle Alarms and Events in Playback Mode 

The Alarm and Map features are only available when connected to certain types of surveillance 
system (see page 186). Particular user rights may be required to use the features described in the 
following. 
 

With the Alarm feature, you can get a central overview of surveillance system incidents and 
technical status throughout your organization—whether near or far. On the surveillance server, 
virtually any kind of incident or technical problem can be set up to trigger an alarm. In the Smart 

Client you can thus get a powerful monitoring tool, which provides you with an instant overview of 
incidents and possible technical problems, and ... 
  

 Provides alarm filtering possibilities 
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 Allows for multiple operators handling the same pool of alarms or events 

 

 Provides dynamic role-based setup of alarm and event handling: operators can see and 
handle alarms and events in different ways 

 

 Provides graphical hierarchical overviews of surveillance systems and their status 
 

 Provides a central technical overview of all components: servers, cameras, and external 

units 
  

 Allows central logging of all incoming alarms and system information 

 

 Supports plug-ins, allowing customized integration of other systems, for example access 
control systems 

  
If your organization uses alarm handling in the Smart Client, you will have one or more dedicated 
views for alarm handling. Each alarm handling view will typically contain an alarm list position, an 
alarm preview position (for previewing video associated with individual alarms or events), and 
often also a map position (for geographical display of alarm indicators). 

Alarm List 

The alarm list displays incoming alarms, with the most recent alarms at the top of the list. 

Alternatively the alarm list can display a list of MIP plug-in and analytic events, for example, access 

control or license plate recognition. To see this list, you must define that the alarm list to display a 
list of events.  
 
The event list does not display system- or user-generated events, such as motion detection or 
archive failure.  
 

The list is updated every 3 seconds. The way the list looks depends on what has been specified 
when setting up the alarm handling view (see page 58), but often it will look like this: 
  

 
  

Alarms or events that have video associated with them will be listed with an  icon. To preview a 

still image from the time of the alarm or event, simply place your mouse pointer over the icon. To 
view recorded video from the camera(s) associated with the alarm or event, select the alarm or 
event in the list and use the Playback tab’s Time Navigation pane (see page 131) to play back the 
recorded video. The video will be displayed in the view’s alarm preview position (for more 

information about the alarm preview position, see the following). 
  
Tip: You can select multiple alarms or events in one go, in which case video from up to 16 cameras 

associated with the selected alarms or events will be displayed in the alarm preview position. 
  
To allow for optimum performance, the list by default displays a maximum of 100 
alarms at a time. To browse to the previous/next alarms or events, simply use the 

buttons in the top right part of the alarm list position. 
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Servers 

In the left side of the alarm list alarms are grouped by the surveillance system 

server  they originate from. Many surveillance systems only have a single 

server, but some systems may consist of several servers in a hierarchy. In that 
case, all the servers you have access to will be listed (as in the example 
illustration). Each item is clickable, allowing you to quickly filter the alarm list 
by server, all priorities, high priority, etc. 
  

The number displayed for each item represents the number of alarms with the 

relevant priority or state. Note, however, that the number shown for servers 
only represents the number of alarms in the New state. If a server is listed with 

a red icon  it is unavailable, in which case you will not be able to view alarms from that server. 

Priorities 

Alarms can be one of the following priorities: High , Medium , or Low . You can see the 

priority of each alarm in the alarm list’s first column. To quickly view all alarms with a certain 
priority, select the required priority in the tree structure in the left side of the alarm list. Contact 

your surveillance system administrator if in doubt about how the different priority levels are used in 
your organization. 

States 

Alarms can be in one of the following states: New , In progress , On hold , or Closed . You 

can see the state of each alarm in the alarm list’s State column. To quickly view all alarms in a 
certain state, select the required state in the tree structure in the left side of the alarm list. 
Initially, all alarms will be in the New state, but once you or your colleagues begin handling the 
alarms, their states will be updated. See more about handling alarms from the alarm list in the 

following. 

Filtering the Alarm List 

You can filter the alarm list’s content so you will only view relevant alarms or events, for example 
alarms or events from within a certain period of time, or alarms assigned to you. To filter the alarm 

list’s content, click the  button in the top right part of the alarm list position (on some operating 

systems the button may have a lighter color ).  You can combine filters (for example a certain 

owner and a certain date). When you apply a filter, the filter section will change background color 

from blue  to orange . To return to the unfiltered alarm list, click the Clear filter link in the top 

right part of the alarm list position. Note that not all filter fields may be used in your organization, 

consult your surveillance system administrator if in doubt about which fields are being used in your 
organization. 
  
Tip: In fields where you type your filtering criteria, typing the first few characters of the required 
name, location or similar is often enough. 
  
Having typed filtering criteria, note that the alarm list will not be updated until you move the 

insertion point to another filter field. 
  
Tip: If your alarm handling vies contains map content, you can also filter the alarm list by right-
clicking an element (camera, server, or similar) on the map, then selecting Show Alarms. This will 
make the alarm list show only alarms from the selected element. 

Failure to Connect 

If your Smart Client loses connection to the Event Server, 
the surveillance system server component dealing with 

alarms, the alarm list will notify you of this by switching the color of its top bar from blue  to red 
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. This is important since you will not be able to receive new alarms as long as the connection is 

broken. Loss of connection can, for example, happen because of network problems; contact your 
surveillance system administrator if the problem persists. As soon as the connection is re-
established, the top bar will switch back to blue again. 

Handle Alarms from the Alarm List 

From the alarm list, you are able to acknowledge alarms, edit alarms, or print reports with 
information about alarms. 

Acknowledging an Alarm 

To state that you have received an alarm, and that you will do something about it, right-click the 
alarm in question and select Acknowledge. This will change the state of the alarm from New to In 

progress. You can only acknowledge new alarms. 
  
Tip: You can acknowledge multiple alarms in one go.  

Editing an Alarm 

By editing an alarm, you can change alarm’s priority and/or state, you can assign the alarm to 
another user, you can write a comment, and you can view the alarm’s history. Depending on 
surveillance system server configuration, the alarm history may contain instructions about what to 

do when handling the alarm. When that is the case, the alarm history is automatically displayed 

when you edit the alarm. 
  
To edit an alarm, right-click the alarm in question and select Edit. This will open an edit dialog with 
the following options: 
  

 State: Lets you change the state of the alarm. Typically, you would change state from New 
to In progress, and then later to On hold or Closed; but if required you can also change 
state from, for example, On hold to New.  
  

 Priority: Lets you change the priority of the alarm. 
  

 Assigned to: Lets you assign the alarm to a user in your organization, including yourself if 

required. The person to whom you assign the alarm will then become the owner of the 
alarm, and will be listed in the alarm list’s Owner column. 

  

 Comment: Ability to write comments and remarks, which will be appended to the alarm 

history. Comments typically relate to the actions you have taken. Examples: “Suspect 
detained by Security,” “Suspect handed over to Police,” “False alarm,” etc. 
  

 Alarm History: The alarm history is a summary of how you have handled the alarm. Any 

changes you or your colleagues make to alarm state or priority, any reassigning of alarms 
between users as well as any comments added will automatically be included in the alarm 

history. To view the alarm history, click the  button in the bottom left side of the edit 

dialog. 
  

Depending on surveillance system server configuration, the alarm history may contain 
instructions about what to do when handling the alarm. When that is the case, the alarm 

history is automatically displayed when you edit the alarm. 

  

 Print: Lets you print a report with information about the alarm, including the alarm history 
and, if available, a still image from the time of the alarm. 
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Tip: To quickly access the edit dialog from the alarm list, you can also simply double-click the 
required alarm in the alarm list. 
  

Tip: You can edit multiple alarms in one go. Note, however, that the print feature is not available if 
editing multiple alarms. 

Printing a Report with Alarm Information 

From the alarm list, you can print a report with information about the alarm, including the alarm 
history and—if available—a still image from the time of the alarm, right-click the alarm in question 
and select Print. You cannot use the print feature if you have selected multiple alarms in the alarm 

list. 

Alarm Preview 

If alarms or events have video associated with them, the alarm preview 
will display recorded video from the alarm selected in the alarm list. To 
view recorded video from the camera(s) associated with the alarm, 
select the alarm or event in the list and use the Playback tab’s Time 
Navigation pane (see page 131) to play back the recorded video. 

  
Typically, only video from a single camera is associated with an alarm or 

event, but depending on surveillance system configuration, it is possible 

to display associated video from up to 16 related cameras for a single 
alarm or event. In such cases, the alarm preview position will consist of 

many smaller positions; one for each associated camera. 
 
This can be useful, for example, if several cameras cover a scene from different angles. Another 
reason for many cameras appearing in the alarm preview is that you are able to select multiple 
alarms or events in the alarm list, in which case up to 16 cameras related to the selected alarms or 
events will appear in the alarm preview. 

  
If there is no video associated with an alarm or event, the alarm preview will simply be gray. 
 
Note that video displayed in the alarm preview position is linked to the time of the alarm or event 
you have selected in the alarm list. If your alarm handling view also contains regular camera 
positions, video in those positions will by default be linked to the view’s master time as specified, 
for example, through the Playback tab’s Time Navigation pane or timeline browser. There may 

therefore be a difference between the time of video displayed in the alarm preview and video 
displayed in other view positions. 

Alarms on Maps 

If your alarm handling view contains one or more 
map positions, you can view alarms on the maps too. 
Maps can be highly useful for displaying alarms 
based on the geographical location of the camera, 

server or other device triggering the alarms. As a 
Smart Client operator, you will then instantly be able 
to see where the alarm originates from. 
 

Maps can be grouped into hierarchies, so you will be 
able to drill down through maps, for example from 
state level to city level, from city level to street level, 

from street level to house level, and from house level 
to room level. 
  

Alarm preview position with 
four cameras 
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In short, maps can display graphical elements 
representing cameras, servers, etc. Camera elements 
will display video in thumbnail format as soon as you 

place your mouse pointer over it. When used together 
with alarms, the graphical elements on maps will 
display highly recognizable white circles around them if 
alarms occur. For example, if an alarm associated with 
a particular camera occurs, the graphical element 
representing that camera will immediately get a white 

circle around it (1 in the illustration), and you can then 
click the camera element and not only view video from 

the camera, but also handle the alarm through a menu 
that appears (see the following). 
  
Now, say the camera which has an alarm associated 
with it, is located on a street level map, but you are 

viewing a city level map. How will you then notice the alarm? No problem, thanks to hot zones—
graphical representations linking different map hierarchy levels together. If an alarm is detected on 
the street level map, the hot zone on the city level map will then turn white (2 in the illustration), 
indicating that there is an alarm on a lower level map—even if there are map levels in between. 
   
If white is not an ideal color for signifying alarms on your maps, you can change the color on the 
Smart Client’s Setup tab; see page 61. Alarms may therefore be represented by a different color in 

your organization. 

Handle Alarms on Maps 

If your alarm handling view contains one or more map 
positions, you can perform basic alarm handling directly on 
the maps by right-clicking the required element (camera, 
server, etc., but also hot zones). 
  

 Show Alarms: Filters the alarm list position (see 
page 112) so that the alarm list only shows alarms 
from the element you have selected on the map. 

  

Tip: To return to an alarm list mode where you can see alarms from more than just the 
one element, click the required server, priority or state listed in the last part of the alarm 

list. 
  

 Acknowledge Alarms: Lets you quickly acknowledge all new alarms from the element you 

have selected on the map. Those alarms will then switch to the In progress state. You thus 
declare that you have received the alarms, and that you will do something about them. You 
can only acknowledge new alarms. 

  
If the selected element has many new alarms, it can take a while before all the new alarms have 
been updated to the In progress state and the white circle around the element disappears from the 

map. 

Switch Cameras in Camera Positions 

You are able to change the cameras displayed in a view’s camera positions. This way you are able 
to switch between viewing video from different cameras in the same camera position in a view. 
Note, however, that this feature is for provisional switching of cameras; it does not permanently 
change the view. If you want to permanently change the content of a view, you should do so from 
the Setup tab. 
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The feature is available for single-camera positions; not for hotspots (see page 88), carousels (see 
page 88), or Matrix positions (see page 89). If used from the Cameras pane, the feature works 

with Smart Wall positions (see page 116) as well. 

Switch by Dragging Cameras from Cameras Pane 

Tip: This method can also be used for dragging cameras onto Smart Wall positions, but only if used 
on the Live tab. 
  

1. Select the required view. 

  

2. Make sure the Cameras pane is displayed; you may have to maximize it from the 

shortcut bar by clicking the Cameras pane shortcut. If neither the pane nor the 
shortcut is available, check the pane’s availability on the Options dialog’s Panes tab (see 
page 68). 
  

3. Drag the required camera from the Cameras pane onto the required position in the view. 

Note that in the Cameras pane, the list of selectable cameras is grouped by servers  to 

which the cameras belong. If a server is listed with a red icon  it is unavailable, in which 

case you will not be able to select cameras from that server. 

 Switch by Right-Clicking Camera Positions 

1. Select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 
  

3. In the menu, first select Camera. Next, select the required server in the first submenu (the 

Smart Client supports viewing of cameras from several servers), then select the required 
camera in the second submenu. 
  
Tip: The camera originally displayed in the view position will be listed at the top of the first 
submenu, with the word (default) after the camera name. This helps you quickly switch 

back to viewing the original camera. 

Switch Using Keyboard Shortcuts 

If camera shortcut numbers have been defined on the surveillance system server, you are also able 
to use keyboard shortcuts for switching between cameras; see Use Standard Keyboard Shortcuts 
on page 182 for more information. If such camera shortcut numbers have been defined, they will 
appear in brackets before camera names in the shortcut menu described under Right-clicking 
Camera Positions in the previous. 

Send Video between Views 

You are able to send video from a selected camera position to another single-camera position in an 

open view, including any views you may have open in floating windows or on secondary displays. 
This feature is only available for single-camera positions; not for hotspots, carousels, or Matrix 
positions. 
  
To send video to another camera position in an open view, do the following: 
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1. Select the view that includes the camera from which you want to send video. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 

  
3. In the menu, first select Send Camera. Next, select the required destination view in the 

first submenu, then select the required camera position in the second submenu. 
  
If some of the camera positions listed on the second submenu are not selectable, it is because the 
positions are either not in use or used for hotspots, carousels, or Matrix content. 

Send Video to Matrix Recipients 

Matrix is a feature in selected Milestone surveillance systems only (see Surveillance System 
Differences on page 186 for more information). It allows distributed viewing of video from any 
surveillance system camera to any monitor (known as a Matrix recipient) on a network. 
  
You can manually send video to a Matrix recipient. The ability to manually send video to a Matrix 
recipient is only available for single-camera positions; not for hotspots or carousels. Also, it is only 
available if Matrix has been configured on your surveillance system, and you have the required 

user rights. 
  
To send video to a Matrix recipient, do the following: 
 

1. Select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 
  

In the menu, select Matrix, then the required Matrix recipient. 

Copy Single Images 

You are able to copy single still images from selected cameras. Copied images can then be pasted 
(as bitmap images) into other applications, such as word processors, e-mail clients, etc. You can 
only copy a single image from a single camera at a time. 

  

To copy: 
  

1. Select the required view. 
  

2. Right-click inside the required camera position; you now get access to a shortcut menu. 
  

3. In the menu, select Copy. You can now paste the image into the required application. 

MIP Plug-ins 

Your Smart Client may contain a MIP Plug-ins pane. The pane is used for handling plug-in 

functionality, typically for third-party application, for example an access control system or similar, 
which can be controlled through the Smart Client. If your MIP Plug-ins pane has no content, it is 
simply because your Smart Client does not have any plug-in functionality which can be controlled 
through that pane. 
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Messages from Cameras, Servers & 

System 

Messages Across Camera Positions 

If configured (in the Options dialog (see page 68) and as 

part of the camera properties on the Setup tab (see page 
36)), message texts may under particular circumstances 
appear in white letters across one or more of a view’s 
camera positions (if messages appear in an orange ribbon 

above your views, see System Messages in Orange 
Ribbon on page 164 instead).  
 
If it is not possible to display an image 
from the camera, an exclamation mark icon 
may in some cases appear instead:  
  

Possible messages (listed alphabetically) are: 
 

 After database end: Will appear on Playback tab only. Indicates that the time selected is 

after the time of the last recording in the camera’s database. The last image in the 

camera’s database will be shown in the camera position in order to indicate that recordings 
from the camera are available, but only from a time earlier than the selected time. 
  

 Before database start: Will appear on Playback tab only. Indicates that the time selected 

is before the time of the first recording in the camera’s database. The first image in the 
camera’s database will be shown in the camera position in order to indicate that recordings 
from the camera are available, but only from a time later than the selected time. 
  

 Camera [Camera Name] on [Device Name] [IP Address] is not available: Indicates 

that your Smart Client cannot connect to the camera. Likely reasons: 
 

o The server to which the camera is connected was not available when you logged in 
to your Smart Client. You can check whether this was the case (see page 23). To 

see if the server has become available since you last logged in, try logging out and 
then logging in again. 

 
o Use of the camera has been disabled on the surveillance system. 

 
o The camera has been taken down for maintenance. 

 
Consult your surveillance system administrator if in doubt. 

  

 Connected to [Device Name] [Camera Name] on [IP Address]:[Port Number]: 
Indicates that a connection to the camera has been established. 
  

 Connecting to [Device Name] [Camera Name] on [IP Address]:[Port Number] ...: 

Indicates that a connection to the camera is currently being established. 

  

 Connection refused. Reason: ...: Indicates that connecting to the camera in question is 

not allowed, for example because your rights to access recordings from the camera have 
been changed by the surveillance system administrator. Consult your surveillance system 
administrator if in doubt. 
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 Connection to [Device Name] [Camera Name] on [IP Address]:[Port Number] 

lost!. Reconnecting ...: Indicates that connection to the camera has been lost, and that 
another connection attempt is currently being made.  
  

 Connection to server failed. Retrying ...: Indicates that a connection to the surveillance 

system server could not be established, and that another connection attempt is currently 
being made. This message may occur if connection to the surveillance system is 
temporarily lost. If your surveillance system consists of several interconnected servers, the 
message may also occur if the server from which you are requesting the camera’s 
recordings is temporarily unavailable. If the problem persists, consult your surveillance 
system administrator. 

  

 Internal error: Indicates that a surveillance system error prevents display of video. 
Contact your surveillance system administrator if in doubt about what to do. 
  

 No images available for [Device Name] [Camera Name] on [IP Address]:[Port 
Number]. Database might be empty.: Will appear on Playback tab only. Indicates that it 
is not possible to show images from the camera; the very likely reason being that there are 
no recordings in the camera’s database. Bear in mind that the settings determining when 

recordings from the camera are stored in the database are determined by the surveillance 
system administrator. Sometimes, the surveillance system administrator may specify that 
recordings should only be stored within particular time periods or when particular events 
occur. This may explain why you are perhaps able to view live video from the camera on 
the Smart Client’s Live tab, while at the same time you may find that no recordings have 
been stored for viewing on the Smart Client’s Playback tab. 

  

 No motion: Indicates that motion is currently not detected in the camera’s images; the 
images you see will not be updated until there is motion. This message will only appear if it 
has been specified that images should only be updated when there is motion; a feature 
which can help reduce server load and bandwidth consumption. This can be specified as 

part of the surveillance system server configuration, but it can also be specified as part of a 
camera position’s properties on the Smart Client’s Setup tab (see page 36). Consult your 
surveillance system administrator if in doubt. 
  

 Not connected: Indicates that it is not possible to connect to the camera, for example 

because the camera itself is disconnected from the network. Consult your surveillance 
system administrator if in doubt. 
  

 Not initialized: Indicates that the camera is not in an operative state. Consult your 

surveillance system administrator if the problem persists. 
  

 Plug-in is not available: Indicates that you do not have the plug-in required to view the 
content in the camera position. Example: You have opened a view which contains a view 

position meant for displaying transaction data from cash registers, but you do not have the 
plug-in required in order to display transaction data. Consult your surveillance system 
administrator if in doubt. 
  

 The server is running out of disk space: Indicates that limited disk space is available on 

the surveillance system server. If more disk space is not made available on the surveillance 
system server, recording will be affected. Consult your surveillance system administrator. 
  

 The server has encountered a database problem: Indicates that a database problem 

has occurred on the surveillance server. Consult your surveillance system administrator, 

who will have access to tools for diagnosing surveillance server database problems. 
  

 The server has lost connection to the camera: Indicates that the surveillance server 

has lost connection to the camera. This may be a temporary issue, for example due to 
maintenance. Consult your surveillance system administrator if in doubt. 
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System Messages in Orange Ribbon 

Surveillance system-related messages may appear in an orange ribbon above your views (if 
messages appear across camera positions, see Messages Across Camera Positions on page 162 

instead). 
  

 
Example of system-related message 

  
Possible messages (listed alphabetically) are: 

  

 The activation of event [...] failed: Occurs if you try to manually activate an event (see 
page 103) from a surveillance system server which is unavailable, or because time-
dependent user rights settings prevent you from activating events. 
  

 The activation of output [...] failed. Activation is not allowed.: Occurs if you try to 
manually activate output (see page 104) when time-dependent user rights settings prevent 
you from activating the output. 
  

 The activation of output [...] failed. The server was unable to execute the 
command: Occurs if you try to manually activate output (see page 104) associated with a 
surveillance system server which is unavailable. 
  

 Bookmark command failed: Occurs if you try to add, retrieve, delete, or edit bookmarks 

(see, for example, page 91) on/from a surveillance system server which is unavailable, or 
because time-dependent user rights settings prevent you from dealing with bookmarks. 
  

 The connection to the server failed. The server might not be available.: Occurs if a 

surveillance system server refuses connection for technical or user rights-related reasons. 
  

 Due to surveillance system settings, your Smart Client session will expire within 

the next [...]: Occurs if your current Smart Client session is about to end. When 
connected to certain types of surveillance system (see page 186), your rights to use the 
Smart Client may depend on time of day, day of week, etc. When that is the case, you will 
typically see this message a number of minutes or seconds before your session will be 
closed; the exact number of minutes/seconds is defined on the surveillance system server.  

  

 Failed to save data for the view group [...]. Unspecified error.: Occurs if an error 

was detected while saving view data. 
  

 Failed to save data for the view group [...]. View group has been modified by [...]. 
You need to log in again  before view group changes can be saved.: Occurs if an 
error was detected while saving view data. 
  

 Failed to save data for the view group [...]. View group is read-only: Occurs if you 
attempt to save view data for a read-only view group. 
  

 Handling a multicast request failed: Occurs if a multicast stream error is detected. 

Multicasting is a feature available if connected to certain types of surveillance system (see 
page 186). In regular network communication, each data packet is sent from a single 
sender to a single recipient—a process known as unicasting. With multicasting, however, it 
is possible to send a single data packet to multiple recipients within a group, and thus save 

considerable bandwidth. 

  

 Handling a smart search request failed: Occurs if a smart search-related error is 
detected. Read more about smart search on page 144. 
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 Handling configuration data failed: Occurs if a configuration-related error is detected. 

  

 Handling Smart Wall data failed: Occurs if a Smart Wall-related error is detected. Read 
more about Smart Wall on, for example,  page 116. 

  

 Handling view data failed: Occurs if saving, loading or updating of views fail. 
  

 No user activity detected recently, your Smart Client session will expire within the 

next [...]: Occurs if you have not used your Smart Client for a while (the exact time is 
defined on the surveillance system server), in which case your Smart Client session will be 
closed for security reasons. When that is the case, this message will typically be presented 

a number of minutes or seconds before your session will be closed; the exact number of 
minutes/seconds is defined on the surveillance system server. 

  

 PTZ command to camera [...] failed. PTZ not allowed: Occurs if you try to manually 
control a PTZ camera (see page 101) which you are not allowed to control, often because 
time-dependent user rights settings prevent you from controlling the PTZ camera. 

  

 PTZ command to camera [...] failed. PTZ not supported.: Occurs if you try to 
manually control a PTZ camera (see page 101) which is not able to perform the required 
PTZ action. 

  

 PTZ command to camera [...] failed. The server was unable to execute the 
command: Occurs if you try to manually control a PTZ camera (see page 101) which is 
either unavailable, or available but unable to make the camera perform the required PTZ 

action. 
  

 Reloading configuration failed: Occurs if your Smart Client tries to reload its 
configuration from a server which is unavailable. 

  

 Requesting sequence data on camera [...] failed: Occurs if a plug-in fails to get 
sequences, or if you try to search for and view sequences when time-dependent user rights 
settings prevent you from getting the required sequences. 

  

 Retrieving JPEG data failed: Occurs if a plug-in fails to get JPEG data. 
  

 Retrieving timeline information failed: Occurs if an error is detected while getting 

information for display in the timeline browser (see page 129). 
  

 Sending camera [...] to a matrix failed: Occurs if you try to send video to a Matrix 

recipient (see page 123) when the involved surveillance system server is unavailable, or 
because time-dependent user rights settings prevent you from sending video to Matrix 
recipients. 
  

 The server is not available: Occurs if you attempt to communicate with a surveillance 

system server which is unavailable. 
  

 The server was unable to execute the command: Occurs if it is not possible to perform 

a requested action on the surveillance system server, for example if you try to manually 
activate output which has been temporarily disabled, taken down for maintenance, or 
similar. 
  

 Start recording on camera [...] failed: Occurs if you try to manually start recording (see 

page 93) on a camera connected to a surveillance system server which is unavailable, or 
because time-dependent user rights settings prevent you from manually starting recording. 
  

 Surveillance system communication through the Service Channel is unstable. If 

changes are made on one part of the system, other parts will not be updated. 
report this Service Channel problem to the surveillance system administrator.: 
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Occurs if an error is detected on the so-called Service Channel, which handles 
communication between clients and the surveillance system server. The Service Channel is 
managed on the surveillance system server, by the surveillance system administrator. 

  

 An unknown error occurred: Occurs if an error affecting—but not related to—the 
surveillance system is detected, for example if the surveillance system server is running 
out of memory. 

  

 You no longer have permission to do this: Occurs if your time-dependent user rights 
no longer allow you to do something that you have previously been able to do. This is 
because—when connected to certain types of surveillance system (see page 186)—your 

user rights may vary depending on time of day, day of week, etc. Therefore, you may well 
be able to perform the action again at a later stage. 

  
If in doubt about what to do if you see one of the system messages, contact your surveillance 
system administrator. 
  

You can close individual system messages in the orange ribbon by clicking the  button next to the 

message. 

  
Under very rare circumstances you may see this 
error message in a separate dialog: Application is 
not able to start, because two (or more) cameras 
are using the same name or id. Contact your ... 
  

That error message only appears in a very rare 
scenario, where a backed-up configuration from 
one surveillance system is mistakenly used without 
any modification on another surveillance system. 
That can cause different cameras to “fight” over the 

same identity, and that can in turn block your Smart Client’s access to the surveillance system. If 
you see such a message, you cannot correct the problem in your Smart Client. Instead, contact 

your surveillance system administrator, who will be able to handle the issue. 

Flashing Red Connection Overview Button 

The Connection Overview button in the right side of the Smart Client’s 

top bar may flash red in order to attract your attention if a surveillance 
system server you connected to at the time you logged in becomes 
unavailable. See page 23 for more information. 
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Print Evidence 

You can print single still images from recorded video in several 
ways. When you print an image, the image is automatically 

included in a surveillance report, in which you are also able to 
include notes about the recorded incident.  
  
In addition to the following, you can also print information about 
alarms if your organization uses the Smart Client’s alarm handling 

features (see, for example, pages 110 or 154). 

Print Using Playback Tab’s Print 

Pane 

1. On the Playback tab, select the required camera in the 
view. 
  

2. Select the required point in time, for example by using the 

controls in the Time Navigation pane. 

  

3. Make sure the Print pane is displayed, you may have to maximize it from the shortcut bar 

by clicking the Print pane shortcut. If neither the pane nor the shortcut is available, 
check the pane’s availability on the Options dialog’s Panes tab (see page 68). 
  

4. Click the Print pane’s Print... button. 

 

 
 
This will open the Smart ClientSurveillance Report window with a preview of the image to 
be printed as well as information about camera name, image capture time, print time, and 
optionally the user name of the user printing the image (the latter is determined through 

the Options dialog’s Functions tab; see page 68). 

  
Tip: If you used digital zoom on the image, only the area on which you have zoomed in will 
be printed. This does not, however, apply if printing bookmarks. 

  

5. You are able to include a user’s note, for example a description of the recorded incident. 

  

6. Optional: If you want to change or verify paper size, source and orientation for the 
printout, click the Smart ClientSurveillance Report window’s Page Setup button to open the 

Page Setup window.  When ready, click the Page Setup window’s OK button to return to the 
Smart ClientSurveillance Report window. 
  

7. Optional: If you want to preview your printout, click the Smart ClientSurveillance Report 

window’s Preview button. 
  

8. Click the Print button to print the image and associated details. 
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Print when Viewing Sequences or Bookmarks with 

Playback Tab’s Recording Search Pane 

1. On the Playback tab, make sure the Recording Search pane is displayed, you may 

have to maximize it from the shortcut bar by clicking the Recording Search pane 
shortcut. 
  

2. Use the Recording Search pane (see page 132) to find sequences or bookmarks. 

  

3. In the Recording Search pane’s list, select the required sequence or bookmark. 
  

4. To print a still image from the bookmark time or time when the sequence was triggered, 

click  

 
This will open the Smart Client Surveillance Report window with a preview of the image to 
be printed as well as information about camera name, image capture time, print time, and 

the possibility of adding user’s note. If printing bookmarks, the report will also contain 
bookmark ID and time details, as well as a bookmark headline and a bookmark description 
(if available). For more information about using the Smart Client Surveillance Report 
window, see the previous description about using the Playback tab’s Print pane. 

Print when Viewing Bookmarks in Sequence 

Explorer 

1. Use the Sequence Explorer (see page 135) to find bookmarks, then select the required 

bookmark. 
  

2. To print a still image from the bookmark time, click in the lower left part of the Sequence 

Explorer window 
 
This will open the Smart Client Surveillance Report window with a preview of the image to 
be printed as well as information about camera name, image capture time, print time, and 
the possibility of adding user’s note. If printing bookmarks, the report will also contain 
bookmark ID and time details, as well as a bookmark headline and a bookmark description 

(if available). For more information about using the Smart Client Surveillance Report 
window, see the previous description about using the Playback tab’s Print pane. 
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Export Video Evidence 

With the Smart Client you are able to quickly export video evidence in the AVI (movie clip), JPEG 
(still image) and Milestone surveillance system database formats. With the AVI and database 

formats you can include video as well as audio in your exports. 
  
Export in the database format is only available when connecting to selected surveillance systems; 
see Surveillance System Differences on page 186 for more information. Depending on your user 
rights, access to exporting AVI, JPEG and database evidence from some or all cameras may be 

restricted. 

Export in AVI and JPEG Formats 

Date and time formats may vary depending on your computer’s regional settings. 

 
  
  

There are several ways in which to begin exporting in AVI or JPEG format. The following procedure 
describes export specified through the Playback tab’s Export pane.  
 
JPEG 2000 is not supported by the 64-bit version of Microsoft Windows. 

 
If exporting from the Recording Search pane (see page 132) or Sequence Explorer (see page 135), 

begin by clicking , then perform steps 4-10 in the following procedure: 

 
1. Select the Smart Client’s Playback tab, and then select the Export pane. You may have 

to maximize the pane from the shortcut bar by clicking the Export pane shortcut. If 
neither the pane nor the shortcut is available, check the pane’s availability on the 
Options dialog’s Panes tab (see page 68). 
 

2. On the Export pane, specify when the period to be 

covered by the export should start. You do this by 
typing the required date in the first Start time field 
and the time in the second field. Then In the End 
time fields, specify end date and time for the 

export. 
  

Tip: Instead of manually specifying date and time, 

you may use the Playback tab’s Time Navigation 
features to move to the required start point, then 
click the upper of the Export pane’s Set buttons. 
This will automatically set the date and time of the 
viewed image in the Start time fields. 
  
Having specified start and end times, select the required camera from the Source list. You 

must select an individual camera from the list as your source; the Current view sources 
option only applies when exporting in the database format. 
 
Only relevant if you are going to export in AVI format: If the selected camera has a 

microphone attached—and the surveillance system supports audio—audio from the 
microphone will automatically be included in the export. Provided that your surveillance 
system supports recording audio from speakers (see Surveillance System Differences on 

page 186), audio from speakers attached to the selected camera is included in the export 
as well. If you do not want to export audio, de-select the check boxes for incoming and 
outgoing audio in the export dialog mentioned below. 
 



Milestone XProtect Smart Client 6.0; User’s Manual  

 

www.milestonesys.com Page 170 Exporting Evidence 

3. Click the AVI/JPEG Export... button. This will open a separate export dialog. 
  

 
  

The export dialog will list the specified start time, end time, and camera. 

 

4. In the export dialog’s Export type section, select the required export format: AVI (movie 

clip) or JPEG (still images). 
 
Also select whether to add timestamps from the surveillance system to the exported 
images. If selected, small timestamps will appear in the corner of the images. 
  

 
 

5. This step applies to export in the AVI format only; if using the JPEG format, go to 
step 6 
Select required frame rate for the export. With the Full option, all images between the start 
and end times will be included in the export; with the Half option, only every second image 

will be included, yet still play back in real-time. 

 

6. If you used digital zoom on the camera’s images before exporting, you are able to export 
the digitally zoomed images rather than the regular images. Select Yes if you want to 

export the digitally zoomed images, select No if you want to export the camera’s regular, 
non-zoomed, images. If you did not use digital zoom before exporting, this option will not 
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be available. 
 

7. This step applies t export in the AVI format only; if using the JPEG format, go to 

step 8 
In the AVI codec list, select required AVI codec. The list will contain the video codecs 
available on your PC. 
  

Tip: A video codec is a particular compression/decompression technology used when 
generating video files. Your choice of codec will affect the quality and size of the AVI file. 
The Cinepak Codec by Radius, if available on your PC, generally provides a very good 
compromise between quality and file size. Another good compromise is provided by the 

Indeo® video 5.10 codec, if that is available on your computer. 
  

8. Specify export destination in the export dialog’s Export destination section. 

  

 Desktop: If you select Desktop, your exported file will be saved in an 

automatically created Export [date] [time] folder on the desktop of your PC. 
  

 Path: If you select Path, you are able to specify a path yourself (the field may 

suggest a path for you). The exported file will be saved in an automatically created 
Export [date] [time] folder under the path you specify (example: If you specify a 
path like C:\My Stuff\My Files, the exported file will be saved in C:\My Stuff\My 
Files\Export [date] [time]). When specifying a path this way, the folders you 
specify do not have to be existing ones; if they do not already exist, they will be 
created automatically. 

  

9. This step applies for export in the AVI format only; if using the JPEG format, go to 
step 10 
By default, the AVI file will get a file name based on the export start time in the 24-hour 
format, along the structure yyyymmdd-hhmmss.avi (year, month, day, hour, minute, 

second; example: 20100927-130603 for a file with a start time of 13:06:03 on 27th 
September 2010). The name will automatically appear in the AVI FileName field. 
 
The default file name format is independent of regional settings on your computer. You are 
always able to change the default file name to a name of your choice, simply by overwriting 
the default file name. 
  

10. Click the Export button to begin the export. 
The status bar in the upper part of the export 

dialog will display the status of the export. 
  

Tip: If you are exporting very long sequences, export may—depending on your selected 
export settings—take a while. You can continue to use your Smart Client for other purposes 
while the export process is underway. 
  
If the Close on completion check box is selected (default), the export dialog will 
automatically close when the export is finished. 
 

Upon completion, you are able to view and distribute the exported file. 

Export in Database Format 

Date and time formats may vary depending on your computer’s regional settings. 
  

1. Select the Smart Client’s Playback tab, and select the view on which you want to base your 

export. Then select the Playback tab’s Export pane. You may have to maximize the 
pane from the shortcut bar by clicking the Export pane shortcut. If neither the pane 
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nor the shortcut is available, check the pane’s availability on the Options dialog’s Panes tab 
(see page 68). 
 

Tip: You do not necessarily have to include all of the selected view’s cameras in your 
export; later in the process you will be able to specify exactly what to include in the export. 
  

2. In the Export pane, specify when the period to be covered by the export should start. You 

do this by typing the required date in the first Start time field and the time in the second 
field. In the End time fields, specify end date and time for the export. 

  
Tip: Instead of manually specifying date and time, you may use the Playback tab’s Time 

Navigation features to move to the required start point, click the upper of the Export pane’s 
Set buttons. This will automatically set the date and time of the viewed image in the Start 
time fields. 

  

3. Still in the Export pane, select the required source from the Source list. You may select an 
individual camera, in which case only video from the selected camera will be included in the 
export, or Current view sources, in which case the export will include video from all 

cameras in the current view for which you have database export rights. 
  
Tip: To quickly select an individual camera, you may also simply click the required camera 
slot in the view. 
  

4. Click the Database Export... button. This will 

open a separate export dialog. The export dialog 

will list the specified start time, end time, and 
source. 
  

5. If the surveillance system supports audio, and 

the selected camera(s) have microphones 
attached, you are able to include audio from the 
microphones attached to the cameras in the 
export by selecting the Include Incoming Audio 

check box (if no microphones are available, the 
check box will not be available). Provided that 
your surveillance system supports recording 
audio from speakers (see Surveillance System 
Differences on page 186), audio from speakers 
attached to the selected cameras can be 

included in the export as well by selecting the 
Include Outgoing Audio check box.  
  

6. If you want to compress the exported database, 

select the Compress exported database check 
box. Compression can reduce the size of the 
exported database by approximately 10%. However, the database export process will take 
considerably longer when compression is used. 
  

7. If you want to encrypt the exported database, select the Encrypt exported database check 

box. If you select encryption, specify a password for subsequent decryption of the exported 
databases, and remember to send the password to the recipient separately. Note that 
when encryption is used, the database export process as well as subsequent opening of the 
database in order to view its content will take considerably longer than when no encryption 

is used. 

  

8. Specify export destination in the export dialog’s Export destination section. 
 

 Desktop: If you select Desktop, your exported file will be saved in an 

automatically created Export [date] [time] folder on the desktop of your PC. 
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 Path: If you select Path, you are able to specify a path yourself (the field may 
suggest a path for you). The exported database will be saved in an automatically 
created Export [date] [time] folder under the path you specify (example: If you 

specify a path like C:\My Stuff\My Files, the exported file will be saved in C:\My 

Stuff\My Files\Export [date] [time]). When specifying a path this way, the folders you 
specify do not have to be existing ones; if they do not already exist, they will be 
created automatically. 

  

9. If you want to include the XProtect Smart Client – Player application in the database export, select the 

Include XProtect Smart Client – Player check box. 

 
If you include the XProtect Smart Client – Player application in the export, the exported databases can 
be viewed and browsed on any PC—no additional surveillance system software will be required. Read 
more about viewing exported recordings on page 175.  
  
If you export from a 64-bit Smart Client, it will automatically export a 32-bit version of the Smart 
Client – Player to ensure that the databases can be accessed from both types of Windows installations 
(32- and 64-bit Windows).  

  
Tip: An XProtect Smart Client – Player application included in a database export will match the 

language version of your Smart Client, however, you can select English in the Select Language dialog 
(see page 75). 

  

10. Click the Export button to begin the export. 
The status bar in the upper part of the export 
dialog will display the status of the export. 

  

Tip: If you are exporting very large databases, export may take a while. You can continue 
to use the Smart Client for other purposes while the export process is underway. 
  
If the Close on completion check box is selected (default), the export dialog will 
automatically close when the export is finished. You are now able to distribute the content 
of the Exported Images folder. 

  
Tip: If you included the XProtect Smart Client – Player application in the export, double-
clicking the SmartClient-Player.exe file in the Export [date] [time] folder will open the 
XProtect Smart Client – Player application, ready for viewing and browsing the exported 
database content. 
  

Tip: If you included the XProtect Smart Client – Player application in your export, copying 

all files from the Export [date] [time] folder to the root of a CD or DVD will make the Smart 

Client – Player start automatically when the recipient inserts the CD/DVD. 

Frequently Asked Questions about Exporting 

FAQ: Can I export audio too? When exporting in the AVI and database formats, you are—when 
the surveillance system supports audio—able to include audio recorded by microphones in the 
export. Outgoing audio from the Smart Client to speakers can only be recorded and exported by 
some surveillance systems. Also bear in mind that export in the database format is only available if 
connected to selected Milestone surveillance systems; see Surveillance System Differences on page 

186 for more information. When exporting in the JPEG format, you cannot include audio. 
 

FAQ: If I export a bookmark, what is included in the export? The entire bookmark clip (see 
page 146), from the specified clip start time to the specified clip end time. 
 
FAQ: If I export a sequence, what is included in the export? The entire sequence, from the 

first image of the sequence to the last image of the sequence. 
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FAQ: Can I export digitally zoomed images? If you used digital zoom prior to exporting, you 
will, when exporting in the AVI or JPEG formats, be able to select whether to export the regular 
images or the digitally zoomed images. When exporting in the database format, it will not be 

necessary to make such a selection as recipients will be able to use digital zoom on the exported 
recordings. 
  
Can I export 360° lens recordings? Yes, provided your surveillance system supports the use of 
360° lens cameras (i.e. cameras using a special technology for recording 360° images). You can 
export 2×2 or split 360° lens views. 

 
Can I export recordings from a camera in independent playback mode? Yes. Remember 

that if you click the Export pane’s Set buttons while having selected a camera which is in 
independent playback mode, the time you set will be the time of the camera in independent 
playback, rather that the master time (see page 131) from the Time Navigation pane. You can read 
more about independent playback mode on page 146. 
 

FAQ: Can I export video that contains privacy masks? Yes. If the video contains privacy 
masks (see page 127), the privacy masks will appear in the exported video as well. Note that the 
export process may take slightly longer than for video without privacy masks, and that the export 
file size may be slightly larger. 
  
FAQ: Why can I not specify an export path? Often you can indeed specify your own path, but if 
you are connected to certain types of surveillance system (see  page 186), the surveillance system 

server is able to control numerous settings in your Smart Client, including the export path setting. 
Thus, the reason why you cannot type your own export path is very likely to be that the export 

path setting is controlled strictly by the server. 
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The Smart Client – Player 

The Smart Client – Player is a version of the Smart Client that can be automatically included with 
exported video, letting the recipient view the exported files without having surveillance software 

installed. You can use the Smart Client – Player to view video and archives and to repair corrupted 
databases. The application has many of the features of the Smart Client and looks similar, but does 
not have a Live tab. 

Setup of XProtect Smart Client – Player  

The Setup tab lets you make changes to the way you view recorded video in the XProtect Smart 
Client – Player.  

Project Pane 

A project in the Smart Client – Player is a collection of files that are created when video is exported 
in database format from the XProtect Smart Client. Settings that are assigned to a view and the 
application are stored as part of a project. If you make any changes to the view or your application 
settings, you can save these to your project.  

 

 

Passwords 

Passwords can be attached to a project or devices within a project, for example, so only people 
with permission can view a video. To avoid having to keep track of several database passwords, 
you can assign a single password to the overall project. If you do not assign an overall password 
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and you have password-protected databases added to your project, you will be asked to enter a 
password for each database when you open the project. If you assign a password to a project, you 
cannot delete it. However, you can change the password or create a new identical project in the 

Project pane by clicking the New Project button , and then clicking the Open Database button 
to start the Open Database wizard and add the relevant devices.  

View Pane 

In the View pane you can add, create, edit, or delete views. For more information on what you can 
do with views, see page 29. 

Overview Pane 

The Overview pane displays the cameras, microphones, speakers, HTML, images, and other plug-

ins, for example, XProtect Transact, that are assigned to the project. The Open Database button  

opens the Open Database wizard. You can use this wizard to open a database and add it to your 
project, for example, if you want to view an archived database or previously exported material. The 
Open Database wizard also repairs corrupted databases automatically. 
  

You can rename and delete devices from a project by clicking the Rename button or the Delete 

button .  

  
When you delete a device, this does not delete the actual database files associated with the device, 

it just removes them from the project. 

Link Audio 

You can link audio to a device by clicking the Link Audio to Camera button to have associated 
audio automatically selected when you view recorded video for a particular camera. 

  
  

Open Database Wizard 

 

The Open Database wizard lets you open a database from an archive or previously exported 

material. 
 
To start the Open Database wizard, on the Setup tab, in the Overview pane, click the Open 
Database button. 
  
WARNING: Do not attempt to open a live database—this can damage your system.  
  

Select the folder containing the relevant files. When you select a database, the name of the device 
appears next to the Camera, Microphone, or Speaker field. If the system cannot identify a camera, 
for example, if you open archived recordings, the name will be Unknown and all three types of 
devices will be added as Unknown devices (even if they don't exist) with the database file name 
assigned. If there is no device, the field contains N/A.  
  

If the database you are trying to open is corrupted, the wizard automatically repairs it. 
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Full Screen Viewing 

To view your Smart Client in full screen mode, click the Full Screen 
button near the right side of the Smart Client’s top bar. Alternatively, 

press F11 on your keyboard.  
  
In full screen mode, the Smart Client is displayed without the top bar, without any of the panes 
normally located in the left side of the Smart Client, and without any Windows taskbar. 
  

Full screen mode is available when using the Live and Playback tabs, but not when using the Setup 
tab.  

  
To leave full screen mode and return to normal mode, press ESC or F11 on your keyboard. 
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Use Multiple Windows 

The Smart Client supports use of multiple windows. This is especially useful if your computer has 
more than one physical display attached, but even when your computer has only one display you 

can send individual views to separate windows, while keeping the Smart Client’s main window in 
the background. This way, you can watch more than one view at a time. 
  
You can send views to separate displays or windows from the Smart Client’s Live tab as well as its 
Playback tab. 

Send a View to Primary Display 

Sending a view to Primary Display will show the view 
in a separate full-screen window on your 

computer’s main display. 
  
The illustration to the right provides an example of a 
view sent to the Primary Display. While you are 
viewing the separate full screen window, the main 
Smart Client window will be hidden behind it. 

  
The separate full-screen window will only show the 
selected view, none of the Live or Playback tab’s other 
features, and it can only show one view at a time. Any 
hotspots, carousels, Matrix positions, still images or 
HTML pages included in the view will work as usual. 
  

To send a view to Primary Display, do the following: 
 

1. In the Live or Playback tab’s Views pane, right-click the required view. This will bring up a 
menu. 
 

 
 

2. In the menu, select Send View To > Primary Display. 

Send a View to Secondary 

Display 

Sending a view to a Secondary Display will show the view 

in a full-screen window on another physical display (if 
available). 
  
The other physical display will only show the selected 
view, none of the Live or Playback tab’s other features, 
and it can only show one view at a time.  Any hotspots, 

carousels, Matrix positions, still images or HTML pages 
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included in the view will work as usual. 
  
To send a view to a Secondary Display, do the following: 

  
1. In the Live or Playback tab’s Views pane, right-click the required view. This will bring up a 

menu. 
 

 
 

2. In the menu, select Send View To > Secondary Display. If more than one secondary display 
is available, they will be numbered. 

Send a View to a Floating Window 

Sending a view to a Floating Window will show the view in a small separate window on your 

main display. 
 
The illustration to the right provides an example of a 

view sent to a floating window. Note that the main 
Smart Client window is immediately available behind 
the floating window. 

  
The floating window will only show the selected view, 
none of the Live or Playback tab’s other features. A 
floating window can only show one view at a time, 
but you can use any number of floating windows.  
  
You are able to change the size of a floating window 

to suit your needs. Any hotspots, carousels, Matrix 
positions, still images or HTML pages included in the 
view will work as usual in a floating window. 
  

To send a view to a Floating Window, do the following: 
  

1. In the Live or Playback tab’s Views pane, right-click the 

required view. This will bring up a menu. 
  

2. In the menu, select Send View To > Floating Window. 

Send a Camera to a Floating Window 

Sending a camera to a Floating Window will show the camera in a small separate window on your 
main display. The floating window will only show the selected camera, none of the Live or Playback 
tab’s other features.  

  
A floating window can only show one camera or one view at a time, but you can use any number of 
floating windows. You are able to change the size of a floating window to suit your needs. 
 
To send a camera to a Floating Window, do the following: 
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1. In the Live or Playback tab’s Views pane, select required view, then right-click the 
required camera in the view. This will bring up a menu. 
 

 
  

2. In the menu, select Send Camera > New Floating Window. 

Close Separate Windows 

To close a separate view window, regardless whether it is shown on the Primary Display, as a 
floating window, or on a secondary display, simply click the Close button in the right 
corner of the window’s blue top bar. 

 
In order to allow the maximum possible viewing area, the blue top bar of a view sent to Primary 
Display or a Secondary Display is hidden. To show the top bar, and get access to the Close button, 

simply move your mouse pointer to the very top of the view. 

Multiple Windows Are Stored for Next Login 

If you have created a multiple window setup for your views, the setup will be saved when you log 
out of the Smart Client. The next time you log in, you will be asked if you want to use your 
previous views again, including your multiple window setup. 
  
Note, however, that this only applies if you log in to the Smart Client on the computer on which 

you created your multiple window setup. 
 
Unfortunately, you cannot log in to a Smart Client on another computer and expect to use your 
multiple window setup on the other computer as well. The simple reason for this is that not all 

computers have extra displays attached.  
  
If you want to use multiple windows with the Smart Client on more than one computer, you must 

therefore configure your multiple window setup on each computer. 

Frequently Asked Questions about Multiple 

Windows 

FAQ: How many secondary displays can I use? In the Smart Client there is no limitation as 
such. However, the number of secondary displays you are able to use is likely to depend on your 
hardware (display adapters, etc.) and your Windows version. 

  
FAQ: How do I close a view sent to Primary Display or a Secondary Display? In order to 

allow the maximum possible viewing area, the blue top bar of a view sent to Primary Display or a 
Secondary Display is hidden. To show the top bar, and get access to the Close button, simply move 
your mouse pointer to the very top of the view. 
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FAQ: I watch the same carousel in two different windows; why is it out of sync? A 
carousel changes cameras at a specific interval, configured on the Setup tab. Example: With an 
interval of 10 seconds, the carousel will show Camera 1 for 10 seconds, then Camera 2 for 10 

seconds, etc. The timing begins when you start watching a view containing the carousel. When you 
later begin watching the same carousel in another view, perhaps even in another window or 
another display, the timing for that instance of the carousel begins. This is why the carousel 
appears to be out of sync: in reality, you are watching two separate instances of the carousel. 
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Keyboard Shortcuts 

Use Standard Keyboard Shortcuts 

When working on the Smart Client’s Live and Playback tabs, a number of simple keyboard 
shortcuts are available. 

  

Tip: In addition to the standard keyboard shortcuts, you are able to assign your own custom 
shortcut key combinations to particular actions in the Smart Client. See Keyboard Options on page 
73. 
  
The Smart Client’s standard keyboard shortcuts are: 
  

When using the following shortcuts, do not actually press the + key. The plus sign is used to 
indicate “and also press.” Example: For the keyboard shortcut /+ENTER, you should thus press the 
/ key and the ENTER key. 

ENTER Toggles maximized/regular display of the selected camera position. Example: 

/+<camera 

shortcut 

number>+ENTER 

Lets you change the camera displayed in the selected camera position to the 

camera with the matching shortcut number. 

 
Example: If the required camera has the shortcut number 6, you would press 
/+6+ENTER. 
  
Note that camera shortcut numbers may not necessarily be used on your 

surveillance system. Camera shortcut numbers are defined on the 
surveillance system server; ask your surveillance system administrator if in 
doubt. 

/+ENTER Changes the camera displayed in the selected camera position to the 
position’s default camera. 

/+/+ENTER Changes the cameras displayed in all camera positions to the positions’ 

default cameras. 

*+<view shortcut 
number>+ENTER 

Changes the selected view to the view with the matching shortcut number.  
 
Example: if the required view has the shortcut number 8, you would press 
*+8+ENTER.  
  

Note that view shortcut numbers may not necessarily be 
used. If view shortcut numbers are used, you will be able 
to see them in the Views pane, where they will appear in 
brackets before the views’ names. 
  
View shortcut numbers are defined on the Smart Client’s Setup tab; ask your 
surveillance system administrator if in doubt. 

6 (numeric 
keypad only) 

Moves the view position selection one step to the right. 

4 (numeric 
keypad only) 

Moves the view position selection one step to the left. 
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8 (numeric 
keypad only) 

Moves the view position selection one step up. 

2 (numeric 
keypad only) 

Moves the view position selection one step down. 

Above listed shortcuts can be used when working with the following types of view positions: regular 
camera positions, hotspots, carousels, HTML pages. They cannot be used for view positions with 
Matrix content or static images. 

Use Custom Keyboard Shortcuts 

You are able to assign your own custom shortcut key combinations to particular actions in the 
Smart Client. 
 

For more information, see Keyboard Options on page 73. 
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Use the Built-in Help System 

To use the Smart Client’s built-in help system, simply click the 
Help button near the right side of the Smart Client’s top bar. 

Alternatively, press the F1 key on your keyboard. The built-in 
help system will open in a separate window, allowing you to easily switch between help and 
the Smart Client itself. 
  
The built-in help system is context-sensitive. This means that when you want help while working in 

a particular area of the Smart Client, the help system automatically displays a help topic relevant 
to that area.  

 
You are always able to navigate between the help system’s contents. To do this, simply use the 
help window’s tabs: Contents, Search, Favorites and Glossary, or use the links inside the help 
topics. 
  

 
  

 Contents Tab: Lets you navigate the help system based on a tree structure. Many users 
will be familiar with this type of navigation from, for example, Windows Explorer. 

  

 Search Tab: Lets you search for help topics containing particular terms of interest. For 

example, you can search for the term zoom and every help topic containing the term zoom 
will be listed in the search results. Clicking a help topic title in the search results list will 

open the required topic. 
  

 Favorites Tab: Lets you build a list of your favorite help topics. Whenever you find a help 
topic of particular interest to you, simply add the topic to your favorites list. Then you can 

access the topic with a single click—also if you close the help window and return to it later. 
  

 Glossary Tab: What is a hotspot? What does PTZ mean? The Glossary tab provides a 
glossary of common surveillance and network-related terms. Simply select a term to view a 

corresponding definition in the small window below the list of terms. 
 
The actual content of each help topic is displayed in the right pane of the help window. 
 

Help topic texts may contain various types of links, notably so-called expanding drop-down links. 
Clicking an expanding drop-down link will display detailed information. The detailed information will 
be displayed immediately below the link itself; the content on the page simply expands. Expanding 

drop-down links thus help save space. 
  
Tip: If you wish to quickly collapse all texts from expanding drop-down links in a help topic, simply 
click the title of the topic on the help system’s Contents tab. 
 
To print a help topic, navigate to the required topic and click the help window’s Print button. When 

you click the Print button, a dialog box may ask you whether you wish to print the selected topic 
only or all topics under the selected heading. If in doubt, select Print the selected topic and click 
OK. 
  
Tip: When printing a selected help topic, the topic will be printed as you see it on your screen. 

Therefore, if a topic contains expanding drop-down links (see above), click each required drop-
down link to display the text in order for it to be included in your printout. This allows you to create 

targeted printouts, containing exactly the amount of information you require. 
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Log Out 

To log out of the Smart Client, simply click the Log Out button in the 
Smart Client’s top bar.  
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Surveillance System Differences 

The majority of the Smart Client’s features are available regardless of which type of Milestone 
surveillance system you connect to. However, a few features will work differently depending on the 

type of Milestone surveillance system you connect to. Ask your surveillance system administrator if 
in doubt about which type of Milestone surveillance system you connect to. 

Connected to an XProtect Corporate Surveillance 

System 

Availability outlined in the following list refers to the latest version of XProtect Corporate; features 
not mentioned are fully available and no special conditions apply. 

  

Available 

  

 Login authentication methods: Only Windows authentication (through Active Directory™ as 

well as through a local database on the surveillance system) is available; basic authentication 
cannot be used. 
  

 User rights: When connected to XProtect Corporate, user rights can be very flexible indeed. 
User rights may thus vary depending on time of day, day of week, etc. 
  

 Shared view groups: Shared view groups can be shared by all users, but often they are shared by 

selected users only. Shared view groups can be stored in more than one top-level folder. The folders can 
be visible for all users, but often they are visible to selected users only. Folders' names are determined by 
the surveillance system administrator. Users' ability to edit shared view groups is determined by their roles 
on the surveillance system. 
   

 Audio: Fully available (provided microphones/speakers are available on surveillance system). 

  

 Milestone Federated Architecture: Supported by XProtect Corporate. Milestone Federated 

Architecture is a parent/child setup of related but physically separate surveillance systems. 
Such a setup can be relevant for, for example, chains of shops with many separate—but 
related—surveillance systems. 
  

Available if Configured 

  

 Options controllable from the surveillance system server (“Follow Server”): Settings in the Smart 

Client's Options dialog can be controlled from surveillance system server. Depending on server-side 
configuration, the Smart Client user may or may not be able to override such server-controlled settings. 
   

 Ability to use Matrix content in views: Available, provided Matrix has been configured on the 

surveillance system, and the user has a role with necessary Matrix rights. 
   

 Ability to send video to Matrix recipients through Smart Client shortcut menu: 
Available, provided Matrix has been configured on the surveillance system, and the user has a 
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role with necessary Matrix rights. 
  

 Ability to connect to failover servers: Available, if configured on the surveillance system. 

Failover servers can take over if recording servers become unavailable. You may experience a 
short break if viewing video when a failover server takes over from a recording server, or vice 
versa, because your views must be reloaded in your Smart Client. 
  

 Additional language packs: Available if configured on the surveillance system. 
  

 Multicast stream support: Available if configured on the surveillance system. 

  

 Map: Available if configured on the surveillance system. 
  

 Smart Wall: Available if installed and configured on the surveillance system. 
  

Not Available 

  

 Default view: Not available when connected to XProtect Corporate. 
  

 Event indicators on Live tab: Not available when connected to XProtect Corporate. 

  

 Sound on event: Not available when connected to XProtect Corporate. 

  

 Camera Navigator: Not available when connected to XProtect Corporate. 
  

 Ability to manually start recording from Live tab: Not available when connected to 

XProtect Corporate. 
  

Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 

Connected to an XProtect Enterprise Surveillance 

System 

Availability outlined in the following list refers to the latest version of XProtect Enterprise; features 
not mentioned are fully available and no special conditions apply. 

  

Available 

  

 Login authentication methods: Basic authentication as well as Windows authentication is 

available. Windows authentication can take place through Active Directory as well as through a 
local database on the surveillance system server. 

  

 Shared views: Shared views are shared by all users. All shared views are always stored in a 

single top-level folder called Shared; the folder will be visible for all users. Users' ability to edit 
shared views is determined by their rights on the surveillance system. 
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 Audio: Two-way audio available. Only incoming audio (from microphones attached to cameras) 

is recorded and can be included when exporting evidence in the database format. 
  

Available if Configured 

  

 Default view: Available, provided surveillance system has at least one camera enabled. 

  

 Event indicators on Live tab: Available, provided notifications on events have been 

configured on the surveillance system server. 

  

 Sound on event: Available, provided notifications on events have been configured on the 
surveillance system server. 
  

 Ability to use Matrix content in views: Available, provided Matrix has been configured on 
the surveillance system, and the user has a role with necessary Matrix rights. 
  

 Ability to send video to Matrix recipients through Smart Client shortcut menu: 

Available, provided Matrix has been configured on the surveillance system. 
  

 Additional language packs: Available if configured on the surveillance system. 

  

 Map: Available if configured on the surveillance system. 

  

 Camera Navigator: Available if configured on the surveillance system. 
  

Not Available 

  

 Ability to connect to failover servers: Not available when connected to XProtect Enterprise. 
  

 Bookmarks: Not available when connected to XProtect Enterprise. 

  

 Options controllable from surveillance system server (“Follow Server”): Not available 

when connected to XProtect Enterprise. 

  

 Multicast stream support: Not available when connected to XProtect Enterprise. 
  

 Smart Wall: Not available when connected to XProtect Enterprise. 

  

 Milestone Federated Architecture : Not supported by XProtect Enterprise. 

  
Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 

Connected to an XProtect Professional 

Surveillance System 

Availability outlined in the following list refers to the latest version of XProtect Professional; 
features not mentioned are fully available and no special conditions apply. 
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Available 

  

 Login authentication methods: Basic authentication as well as Windows authentication is 
available, but Windows authentication can only take place against a local database on the 
surveillance system server, not against Active Directory. 
  

 Shared views: Shared views are shared by all users. All shared views are always stored in a 

single top-level folder called Shared; the folder is visible to all users. Users' ability to edit 
shared views is determined by their rights on the surveillance system. 
  

Available if Configured 

  

 Default view: Available, provided surveillance system has at least one camera enabled. 
  

 Audio: Two-way audio available. Only incoming audio (from microphones attached to cameras) 

is recorded and can be included when exporting evidence in the database format. 
  

 Event indicators on Live tab: Available, provided notifications on events have been 

configured on the surveillance system server. 
  

 Sound on event: Available, provided notifications on events have been configured on the 

surveillance system server. 
  

 Ability to use Matrix content in views: Available, provided Matrix has been configured on 

the surveillance system, and the user has a role with necessary Matrix rights. 
  

 Ability to send video to Matrix recipients through Smart Client shortcut menu: 
Available, provided Matrix has been configured on the surveillance system. 
  

 Additional language packs: Available if configured on the surveillance system. 
  

Not Available 

  

 Bookmarks: Not available when connected to XProtect Professional. 
  

 Ability to connect to failover servers: Not available when connected to XProtect 

Professional. 
  

 Options controllable from surveillance system server (“Follow Server”): Not available 

when connected to XProtect Professional. 
  

 Ability to connect to cameras from multiple surveillance system servers: Not available 

when connected to XProtect Professional. 

  

 Multicast stream support: Not available when connected to XProtect Professional. 
  

 Smart Wall: Not available when connected to XProtect Professional. 
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 Milestone Federated Architecture : Not supported by XProtect Professional. 

  

 Map: Not supported by XProtect Professional. 
  

 Camera Navigator: Not supported by XProtect Professional. 
  

Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 

  

Connected to an XProtect Express Surveillance 

System 

Availability outlined in the following list refers to the latest version of XProtect Express; features 
not mentioned are fully available and no special conditions apply. 

  

Available 

  

 Login authentication methods: Basic authentication as well as Windows authentication is 
available, but Windows authentication can only take place against a local database on the 
surveillance system server, not against Active Directory. 
  

 Shared views: Shared views are shared by all users. All shared views are always stored in a 
single top-level folder called Shared; the folder will be visible for all users. Users' ability to edit 
shared views is determined by their rights on the surveillance system. 
  

 Audio: One-way (incoming) audio available. Only incoming audio (from microphones attached 
to cameras) is recorded and can be included when exporting evidence in the database format. 
  

Available if Configured 

  

 Default view: Available, provided surveillance system has at least one camera enabled. 
  

 Event indicators on Live tab: Available, provided notifications on events have been 

configured on the surveillance system server. 
  

 Sound on event: Available, provided notifications on events have been configured on the 

surveillance system server. 
  

 Additional language packs: Available if configured on the surveillance system. 

  

Not Available 

  

 Ability to connect to cameras from multiple surveillance system servers: Not available 
when connected to XProtect Express. 
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 Options controllable from surveillance system server (“Follow Server”): Not available 

when connected to XProtect Express. 
  

 Multiple windows: Not available when connected to XProtect Express. 

  

 Bookmarks: Not available when connected to XProtect Express. 
  

 Patrolling PTZ (Pan/Tilt/Zoom) cameras: Not available when connected to XProtect 

Express. 
  

 Ability to use Matrix content in views: Not available when connected to XProtect Express. 

  

 Ability to send video to Matrix recipients through Smart Client shortcut menu: Not 
available when connected to XProtect Express. 

  

 Ability to connect to failover servers: Not available when connected to XProtect Express. 
  

 Multicast stream support: Not available when connected to XProtect Express. 

  

 Map: Not available when connected to XProtect Express. 

  

 Camera Navigator: Not available when connected to XProtect Express. 
  

 Smart Search on Playback tab: Not available when connected to XProtect Express. 

  

 Alarm handling: Not available when connected to XProtect Express. 

  

 Smart Wall: Not available when connected to XProtect Express. 
  

 Milestone Federated Architecture : Not supported by XProtect Express. 

  
Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 

Connected to an XProtect Essential Surveillance 

System 

Availability outlined in the following list refers to the latest version of XProtect Essential; features 
not mentioned are fully available and no special conditions apply. 

  

Available 

  

 Login authentication methods: Basic authentication as well as Windows authentication is 

available, but Windows authentication can only take place against a local database on the 
surveillance system server, not against Active Directory. 

  

 Shared views: Shared views are shared by all users. All shared views are always stored in a 

single top-level folder called Shared; the folder will be visible for all users. Users' ability to edit 
shared views is determined by their rights on the surveillance system. 
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 Audio: One-way (incoming) audio available. Only incoming audio (from microphones attached 

to cameras) is recorded and can be included when exporting evidence in the database format. 
  

Available if Configured 

  

 Default view: Available, provided surveillance system has at least one camera enabled. 

  

 Event indicators on Live tab: Available, provided notifications on events have been 

configured on the surveillance system server. 

  

 Sound on event: Available, provided notifications on events have been configured on the 
surveillance system server. 
  

 Additional language packs: Available if configured on the surveillance system. 
  

Not Available 

  

 Ability to connect to cameras from multiple surveillance system servers: Not available 
when connected to XProtect Essential. 

  

 Options controllable from surveillance system server (“Follow Server”): Not available 

when connected to XProtect Essential. 
  

 Multiple windows: Not available when connected to XProtect Essential. 

  

 Bookmarks: Not available when connected to XProtect Essential. 
  

 Patrolling PTZ (Pan/Tilt/Zoom) cameras: Not available when connected to XProtect 
Essential. 
  

 Ability to use Matrix content in views: Not available when connected to XProtect Essential. 

  

 Ability to send video to Matrix recipients through Smart Client shortcut menu: Not 

available when connected to XProtect Essential. 
  

 Ability to connect to failover servers: Not available when connected to XProtect Essential. 
  

 Multicast stream support: Not available when connected to XProtect Essential. 
  

 Map: Not available when connected to XProtect Essential. 

  

 Camera Navigator: Not available when connected to XProtect Essential. 
  

 Smart Search on Playback tab: Not available when connected to XProtect Essential. 
  

 Alarm handling: Not available when connected to XProtect Essential. 

  

 Smart Wall: Not available when connected to XProtect Essential. 
  

 Milestone Federated Architecture : Not supported by XProtect Essential. 
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Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 

Connected to an XProtect Go Surveillance System 

Availability outlined in the following list refers to the latest version of XProtect Go; features not 
mentioned are fully available and no special conditions apply. 

Available 

  

 Login authentication methods: Basic authentication as well as Windows authentication is 

available, but Windows authentication can only take place against a local database on the 
surveillance system server, not against Active Directory. 
  

 Shared views: Shared views are shared by all users. All shared views are always stored in a 

single top-level folder called Shared; the folder will be visible for all users. Users' ability to edit 
shared views is determined by their rights on the surveillance system. 
  

 Audio: One-way (incoming) audio available. Only incoming audio (from microphones attached 

to cameras) is recorded and can be included when exporting evidence in the database format. 
  

Available if Configured 

  

 Default view: Available, provided surveillance system has at least one camera enabled. 

  

 Event indicators on Live tab: Available, provided notifications on events have been 
configured on the surveillance system server. 

  

 Sound on event: Available, provided notifications on events have been configured on the 
surveillance system server. 

  

 Additional language packs: Available if configured on the surveillance system. 
  

Not Available 

  

 Options controllable from surveillance system server (“Follow Server”): Not available 
when connected to XProtect Go. 
  

 Ability to connect to cameras from multiple surveillance system servers: Not available 

when connected to XProtect Go. 
  

 Multiple windows: Not available when connected to XProtect Go. 

  

 Bookmarks: Not available when connected to XProtect Go. 
  

 Patrolling PTZ (Pan/Tilt/Zoom) cameras: Not available when connected to XProtect Go. 
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 Export formats: AVI only. Exported AVIs will prominently display manufacturer logo. JPEG 

and database export are not available when connected to XProtect Go. 
  

 Ability to use Matrix content in views: Not available when connected to XProtect Go. 

  

 Ability to send video to Matrix recipients through Smart Client shortcut menu: Not 
available when connected to XProtect Go. 
  

 Ability to connect to failover servers: Not available when connected to XProtect Go. 

  

 Multicast stream support: Not available when connected to XProtect Go. 

  

 Map: Not available when connected to XProtect Go. 
  

 Camera Navigator: Not available when connected to XProtect Go. 
  

 Smart Search on Playback tab: Not available when connected to XProtect Go. 

  

 Alarm handling: Not available when connected to XProtect Go. 
  

 Smart Wall: Not available when connected to XProtect Go. 
  

 Milestone Federated Architecture : Not supported by XProtect Go. 

  

Surveillance system welcome pages, from which you can download the Smart Client, may look 
differently depending on the surveillance system version you connect to. Some versions provide 
extended features, such as the ability to view the welcome page in the language of your choice. 
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Remove the Smart Client 

The following procedure describes removal in recent Windows versions; the procedure may be 
slightly different in older Windows versions. If you are not a surveillance system administrator, it is 

highly recommended that you consult your surveillance system administrator before removing any 
surveillance system-related software. 
  

1. In Windows' Start menu, select Control Panel, and then ... 
  

 If using Category view, find the Programs category, and click Uninstall a program. 

  

 If using Small icons or Large icons view, select Programs and Features. 
  

2. In the list of currently installed programs, right-click Milestone XProtect Smart Client, select 
Uninstall, and follow the removal instructions. 
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Important Information - Must Read prior to starting Backup/Restore. 
 

 
1) It is recommended to have an experienced IT Administrator perform the Backup and 

Restore of CardAccess 3000 databases. Performing these steps requires extreme caution.  
Continental Access is not responsible for the loss of data or the corruption of a database.   
 

2) SQL Server Management Studio is a Microsoft product. It can be installed from the 
CardAccess 3000 DVD or downloaded from the Microsoft website. The installation of 
SQL Server Management Studio from the CardAccess 3000 DVD is covered in appendix 
A.  

 
3) This document provides a brief explanation of performing a CardAccess 3000 backup and 

restore using SQL Server Management Studio. In most cases, this procedure uses the 
default settings. Refer to the Microsoft website for additional and more detailed documents 
on using other options.    

 
4) SQL Server Express does not provide the ability to schedule automated backups. You must 

purchase and use a Full version of Microsoft SQL Server to schedule automated backups.  
Scheduling automated backups is not covered in this document. For information on 
automated backups, refer to the Microsoft website or to the information you received when 
you purchased a full version of Microsoft SQL Server.    

 
5) There are different types of backups including Full, Differential and others. For our 

demonstration, we will be performing a Full backup.  Performing a database backup is 
much simpler than restoring a database. You must take extreme caution while restoring a 
database.  

 
Warning: When performing a database restore, the database you are restoring to must not 
be the current connected database for CardAccess 3000.  Using the CardAccess Database 
Utilities, you must connect to a different database other than the one you are restoring to. 
After connecting to another database, a reboot is usually required.  
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Scope 
 
This document contains information regarding the backup and restore of a CardAccess 
3000 database using SQL Server Management Studio. For this demonstration, we will 
be using Microsoft SQL Server 2008 R2 Express which is installed during a 
CardAccess 3000 installation. SQL Server Management Studio can also be installed 
from the CardAccess 3000 DVD and is covered in Appendix A.   
 
 
 
 
 
 
 
 
 
 
Prerequisites 
 
 A functional SQL Server 2008 R2 Express installation.   

   
 
 

 
 
 
 
 
 
 
 
 
 
 
 

Related Documents 
 
 Installing Microsoft SQL Server 2008  R2 

 
 
 
 
 



 6 

 
 

Overview 
 
This document explains how to perform a CardAccess 3000 database backup and restore using SQL 
Server Management Studio. For our demonstration, we will be using Microsoft SQL Server 2008 R2 
Express which is loaded during the V2.9.88 CardAccess 3000 installation. The SQL Server 
Management Studio can also be installed from the CardAccess 3000 DVD (Refer to Appendix A). If 
you purchased and installed a full version of SQL Server, you can use the SQL Server Management 
studio that was installed with SQL Server.  The SQL Server 2008 R2 Express has limitations. It does 
not provide the ability to perform automated backups. The backup and restore must be performed 
manually. The full version of SQL Server provides the ability to configure and perform automated 
backups.  
 
Determining the version of Microsoft SQL Server  
 

1) Using the Microsoft SQL Server Management Studio, click Help>About. The version of 
Microsoft SQL Server will display. Refer to Figure 1.  

 
 

 
Figure 1.  
 
Note: SQL Server 10.50.1600 is Microsoft SQL Server 2008 R2. The properties window 
specifies it is the 64 bit Express edition.  
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Configure and perform a database backup in SQL Server Management Studio 
 
Note: For the remainder of this document, SQL Server Management Studio will be referenced as 
SSMS.   
 
1) Launch the SSMS. The file name is Ssms.exe. Launching SSMS will vary depending on the 

operating system you are using. Refer to the following: 
 
 

 If the desktop contains a shortcut to SSMS, click the icon. Refer to Figure 
2. 
 

 Click Start>All Programs>Microsoft SQL Server 2008 R2>SQL Server 
Management Studio. Refer to Figure 3.  Note: This only applies to certain 
operating systems.  

 
 Using Windows explorer, perform a search for Smss.exe on the hard drive. 

Refer to Figure 4.   
 

 
 

 
Figure 2. 

 
 
 

 
 
Figure 3.  
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Figure 4.  
 
 
  
2) After the SSMS launches, the Microsoft SQL Server Management Studio (Connect to 

Server) screen will display. Refer to figure 5. 
 

 
 
Figure 5.   

 
 
 

3) Log in to SQL Server using Windows Authentication or SQL Authentication. Select the 
Authentication of your choice.  
 

4) To use Windows Authentication, it is not necessary to enter SQL credentials. Windows 
Authentication will use your Windows credentials. You must have Administrator Permissions in 
Windows to perform the functions in this document. Refer to Figure 6. 

 
5) If you select SQL Server Authentication, you must have a SQL Login and SQL Password. The 

SQL Login and SQL Password must be provided to you by the IT Administrator. After entering 
the SQL User name and Password, click Connect. Refer to Figure 7. After a successful login, the 
SSMS main screen will display. Refer to Figure 8. 
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Figure 6.  
 
 
 
 

 
Figure 7.  
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Figure 8.  
 
 
6) Expand Databases by clicking the ‘+’ next to Databases. A list of databases will display. Refer to 

Figures 8 and 9. 
 

7) Right click on the Database you wish to backup. Click Tasks. Refer to Figure 9. 
 

 
Figure 9.  
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8) Click Backup. The Backup Database screen will display. Refer to Figure 10. 
 

 
Figure 10. 
 
9) The Source information will populate automatically. It should display the database that was 

selected in Figure 9. For our demonstration, the database name is QuickStartLive. Leave all other 
Source settings at the default. Refer to Figure 10. 
 

 
Figure 11. 



 12

 
10) Leave all settings for Backup Set at the default settings. If you choose to change these 

settings, you must refer to the Microsoft documentation which can be found on the Microsoft 
website. Refer to Figure 11.  

 
 
 

 
Figure 12.  
 
11) Under Destination, select Disk (this should be the default). The default destination populates 

automatically. In most cases, you will be changes this location to the folder of your chose. The 
name of the backup file is configured by default as the name of the database, with the extension of 
.bak (QuickStartLive.bak). To change the destination folder, click Add. After clicking Add, a few 
more screens will display which allow you to navigate and select the destination folder of your 
choice.  
 
Note: To remove an incorrect destination path, you can highlight it and click Remove.  
 

12) After all the settings are configured, click OK to execute the backup. Refer to Figure 12.  
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Figure 13.  
 
13) After the Backup is complete, a dialog box will display The backup of database 

‘QuickStartLive’ completed successfully. Refer to Figure 13.  
 
 
 

 
 

 
 
Figure 14. 
 
 
14) Using Windows Explorer, navigate to the destination folder and verify the .bak file is present. 

Verify the date modified reflects the date you executed the backup. Refer to Figure 14.  
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Configure and perform a database restore in SQL Server Management Studio 
 
Warning: Take extreme caution while restoring a .bak file to a database. As previously mentioned, 
you will get an error if you try to restore to the current connected database in the CardAccess 3000. 
You must open the CardAccess 3000 Database Utilities and connect to a different database other than 
the one you are restoring to (Refer to Figure 15). After changing to a different database, you might 
have to reboot the computer one time. Failure to change to a different database, will result in an error 
(Refer to Figure 16).  
 

 
Figure 15.  

 

 
Figure 16.  
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1) As per the steps in the previous section, navigate to the SQL Server Object Explorer screen. 
Expand Databases and select Restore Database. Refer to Figure 17. 

 
 

 
Figure 17.  
 
2) After clicking Restore Database, the Restore Database screen will display. Refer to Figure 18. 

 
Note: For this demonstration, we will be restoring to a database with the identical name. This is the 
database the backup was created from. 

 
Figure 18. 
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3) Select the destination database under the Destination for restore section. Refer to Figure 18.  
 

Note: For our demonstration, we will be restoring to the QuickStartLive database.  
 
 

 
 
Figure 19.  
 

4) Select From Device under the Source for restore section. Refer to Figure 19. 
 

5) Click the ellipse button (button with 3 dots) to navigate to the location of the .bak file. 
Refer to Figures 20, 21, and 22. Click OK to select the .bak file.  

 
6) Select the Restore checkbox under Select the backup sets to restore. Refer to Figure 19.  
 
7) Click OK to execute the Database Restore. Refer to Figure 19.  
 
8) After the Restore is complete, a restore completed successfully message should display. 

Refer to Figure 23. 
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Figure 20. 
 

 

 
Figure 21. 
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Figure 22.  
 
 
 
 
 
 

 
Figure 23.  
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9) The above Restore demonstrates restoring to the same database that the backup was created from. 
If you choose to restore to a different database, you must select the Overwrite the existing 
database (WITH REPLACE) option under Options. Refer to Figure 21. Failure to do so, will 
result in the error displayed in Figure 25.  

 

 
Figure 24.  
 

.  
Figure 25. 
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APPENDIX A 
 
 

Installing SQL Server Management Studio from CA3000 DVD 
 
Note:  You must have Microsoft SQL Server Express already installed.  
 

 
 
1) If auto start is enabled on your system, the Auto Play screen will display after inserting the 

CA3000 DVD in the DVD drive (Refer to Figure 26). Click “Run Launch.exe”. Verify the 
CardAccess 3000 Version 2.9 Setup screen displays (refer to figure 27).  Skip ahead to the step 
2.  
 
 
Warning: If auto start is not enabled on your system, nothing will occur after inserting the CA3000 
DVD. Follow the steps below to execute the program. 
    
Click the Start menu on your PC. In the Search Programs and Files box or Start/Run box, type 
d:\launch.exe. After pressing ENTER, the CardAccess 3000 Version 2.9 setup screen will 
display (Refer to Figure 27). 

  
 
Note: “d:” represents the DVD drive letter. This letter will be different depending on the drive letter 
of your DVD.  
 
 
 
 
 

 
Figure 26. 
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Figure 27. 
 

2)   Click Additional Components. Refer to Figure 27.  
 

 
Figure 28. 
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3) Click SQL Management Studio 32bit or SQL Management Studio 64bit depending on the 

Operating System of your computer. Refer to Figure 28.  
 

4) During the installation of SQL Server Management Studio, the following setup screens will 
display. Refer to Figures 29 and 30.  

 
 
 

 
Figure 29.  
 
 
 

 
Figure 30. 
 
 
5) After the setup is complete the CardAccess 3000 main menu will display. Click Exit.  
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Introduction 

Overview 

CompleteView is an Enterprise-ready Video Management System that utilizes a comprehensive suite of client-

server software applications designed for operation in a Microsoft Windows environment. For turnkey 

solutions, the software suite and analog video capture hardware is also available factory integrated into Dell and 

HP workstation computers, as well as Salient's own high-value solutions. 

  

When a computer is configured with video capture hardware and/or IP camera licenses and the CompleteView 

Server software component, the resulting system is referred to as a CompleteView Server. When a computer is 

configured with any of the CompleteView client applications, the system is referred to as a CompleteView 

Client. It is therefore possible for a single computer to be both a CompleteView Server and a CompleteView 

Client. 

   

Hybrid Technology 

CompleteView supports the acquisition of video from both analog CCTV and IP-based video sources and 

presents them to users in a unified graphical user interface. This allows for a consistency of operation that is 

unparalleled by any other technology. You can now take advantage of your existing cable plant and legacy 

CCTV infrastructure, while simultaneously adding IP-based infrastructure at your pace. CompleteView has 

been designed from the outset as a solid foundation for you to build upon, allowing the system to grow with you 

as your technology and requirements change. 

 

Analog capture technology is provided with CompleteView.  Generation 1 capture card, or Fusion4 Capture 

cards, come in 4 channel PCI or PCIe versions.  Gen I capture cards had been provided with CompleteView 

versions 1.x, 2.x and 3.x software. 

Starting with CompleteView version 4.1 Salient provide the Gen II capture technology, which features on board 

compression for faster performance.  Gen II capture boards provide either 8, 16 or 32 channels o analog camera 

connectivity using a PCIe connection. 

  

System Service  
The CompleteView Server software is a fully compliant Windows system service. 
  
Security of Surveillance and Recording Services  

CompleteView makes extensive use of access-control-lists (ACLs) for granting and restricting access to all 

aspects of the CompleteView Server. Almost every function can be separately controlled on a per-user, per-

camera basis. 

  

Pan-tilt-zoom (PTZ) Camera Control 
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CompleteView delivers basic PTZ control functions for a wide variety of PTZ control protocols. In addition, 

CompleteView offers advanced features, such as preset tours; auto-home; and auto-attendant. 
  

Client Customization 

The CompleteView Video Client is a multi-user application that can be easily customized for the requirements 

of each user. 

  

Standards-based Technologies  

CompleteView utilizes Microsoft® DirectShow® technology as the underlying architecture for video capture 

and display. For video compression, CompleteView takes advantage of Intel codec libraries for ISO-compliant 

MPEG-4 recordings. This ensures that the majority of Windows-based computers can review your video events, 

without requiring the installation of additional software. 

Note:  CompleteView ONE supports up to 32 cameras total of which 32 can be any mix of analog or IP 
cameras. 
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System Requirements 

CompleteView Client Applications 

Minimum Software Requirements 

 Microsoft Windows (32 Bit) 2000 / XP / Vista / 7  

 Microsoft Windows (64 Bit) Windows 7 

 Microsoft DirectX 9.0 or later 

  

Minimum Hardware Requirements 

 Core 2 Duo 2.0 Ghz or faster. 

 2 Gigabytes (GB) of system memory. 

 10/100/1000 Ethernet Controller. 

 A graphics accelerator with a minimum of 256MB of video memory. 

  

CompleteView Server Applications 

Server requirements vary based on the cameras used and recording configuration. Please use the  Salient Design 

Tool to calculate specific server requirements or contact Salient Systems Engineers at 512-617-4800. 

Minimum Software Requirements for systems with Gen I analog capture cards  

1. Microsoft Windows (32 Bit) 2000 / XP / 7 / Server 2003 / Server 2008 

2. Microsoft DirectX 9.0 or later 

 

Minimum Software Requirements for systems with Gen II analog capture cards 

3. Microsoft Windows (64 Bit) 7 / Server 2008 

4. Microsoft DirectX 9.0 or later 

 

 Minimum Software Requirements for IP camera only configuration 

5. Microsoft Windows (32 Bit) 2000 / XP / 7 / Server 2003 / Server 2008 

6. Microsoft Windows (64 Bit) 7 / Server 2008 

7. Microsoft DirectX 9.0 or later 

 

Minimum Hardware Requirements 

 Intel Pentium 4 CPU, 2.0 Gigahertz (GHz) or faster. 

 1.0 Gigabyte (GB) of system memory. 

 One PCI 2.1 expansion slot per each Gen I Fusion4 video capture card. 

 One PCI-e X1 expansion slot per each Gen I Fusion4-e video capture card. 

 One PCI-e expansion slot per each Gen II video capture card. 
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End User License Agreement 

Salient CompleteView™ SOFTWARE LICENSE 
  

1. GRANT OF LICENSE. Salient grants to you the right to use one (1) copy of the Salient CompleteView Server SOFTWARE 

on one (1) computer. Salient grants to you the right to use one (1) copy of the Salient CompleteView Client SOFTWARE on any 

numbers of computers, provided that the Salient CompleteView Client  is solely used to connect to a Salient CompleteView 

Server. The SOFTWARE is in "use" on a computer when it is loaded into temporary memory (i.e. RAM) or installed into 

permanent memory (e.g. hard disk, CD-ROM or other storage device) of that computer. 

  

2. COPYRIGHT. The SOFTWARE is owned by Salient and/or its licensor(s), if any, and is protected by copyright laws and 

international treaty provisions. Therefore you must treat the SOFTWARE like any other copyrighted material (e.g. a book or a 

musical recording) except that you may either (a) make a copy of the SOFTWARE solely for backup or archival purposes or (b) 

transfer the SOFTWARE to a single hard disk provided you keep the original solely for backup purposes.  

  

3. OTHER RESTRICTIONS. You may not rent, lease or sublicense the SOFTWARE but you may transfer SOFTWARE and 

accompanying written materials on a permanent basis provided that you retain no copies and the recipient agrees to the terms of 

this agreement. You may not reverse engineer, decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update or 

has been updated, any transfer must include the most recent update and all previous versions. 

  

4. THIRD PARTY Software. The SOFTWARE may contain third party software, which requires notices and/or additional terms 

and conditions. Such required third party software notices and/or additional terms and conditions are located in the readme file or 

other product documentation. By accepting this license agreement, you are also accepting the additional terms and conditions, if 

any, set forth therein. 

  

5. TERMINATION. This License is effective until terminated. Your rights under this License will terminate automatically 

without notice from Salient if you fail to comply with any term(s) of this License. Upon the termination of this License, you shall 

cease all use of the SOFTWARE and destroy all copies, full or partial, of the SOFTWARE. 

  

6. GOVERNING LAW. This agreement shall be deemed performed in and shall be construed by the laws of United States, Texas. 

  

7. DISCLAIMER 

THE SOFTWARE IS DELIVERED AS IS WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK AS TO THE 

RESULTS AND PERFORMANCE OF THE SOFTWARE IS ASSUMED BY THE PURCHASER/THE USER/YOU. Salient 

Systems Corporation DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT 

LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 

TITLE AND NON-INFRINGEMENT, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR 

SAMPLE WITH RESPECT TO THE SOFTWARE. 

Salient AND/OR ITS LICENSOR(S) SHALL NOT BE LIABLE FOR LOSS OF DATA, LOSS OF PRODUCTION, LOSS OF 

PROFIT, LOSS OF USE, LOSS OF CONTRACTS OR FOR ANY OTHER CONSEQUENTIAL, ECONOMIC OR INDIRECT 

LOSS WHATSOEVER IN RESPECT OF SALE, PURCHASE, DELIVERY, USE OR DISPOSITION OF THE SOFTWARE. 

Salient TOTAL LIABILITY FOR ALL CLAIMS IN ACCORDANCE WITH THE SALE, PURCHASE, DELIVERY AND USE 

OF THE SOFTWARE SHALL NOT EXCEED THE PRICE PAID FOR THE SOFTWARE. 
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Before You Start 

Client Applications 

CompleteView 

Admin Console  

The CompleteView Admin Console is a Windows application that gives the 

administrator a tool to monitor the overall health, individual camera status, video 

archive usage and status, and other elements of every CompleteView server in 

the enterprise. This tool is also used to perform individual or group updates of 

the CompleteView software suite on selected servers. 

  

In order to monitor a server, it must be running version 2.0 or later of the 

CompleteView Server application. In addition, if you wish to perform remote 

software updates, or control the running state of the service, then the 

CompleteView Administrative Service must also be installed and operational. 

CompleteView 

Video Client 

The CompleteView Video Client is a Windows application that is installed on 

user workstations that offers your users a simple yet powerful user interface for 

performing complex video surveillance tasks. 

  

Primary Features 

 Selection and viewing of live video and audio streams. 

 Organization of live video sources into an unlimited number of logically 

organized viewing layouts. 

 Display of camera locations on hyperlinked maps 

 Searching among archived video for event recordings based upon the following 

criteria: server, camera, start date/time, end date/time and event type. 

 Performing a Smart Search on archived video to determine if motion has 

occurred at an earlier point in time. Smart Search accomplishes this by using 

video motion detection algorithms on previously recorded video events. 

 Time-synchronized playback of video events from up to four video sources. 

 Exporting standardized video files to CD and DVD recordable optical drives. 

 Acquisition and export of still images as JPEG, uncompressed BMP or through 

evidence identification printouts. 

 Manipulation of pan-tilt-zoom controllable cameras. 

CompleteView 

System Configuration 

CompleteView System Config Client is a Windows application that allows 

administrators to configure every aspect of the video management system. 

  

When used in conjunction with the CompleteView Config Server and the 

CompleteView Admin Console, the administrator can perform true single-seat 

administration of virtually every aspect of their video surveillance infrastructure. 
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CompleteView 

Alarm Client 

CompleteView Alarm Client is a black-screen video client application.  The user 

configures the application to monitor alarm events on one or more 

servers.  Based upon user-configurable monitoring schedules, live video will 

then be displayed when an alarm event occurs.  The user can also quickly review 

the recorded video event in a side-by-side view with live video from the alarmed 

camera. 

CompleteView 

Web Client 

CompleteView Web Client is an Internet Explorer compatible web interface for 

CompleteView.  CompleteView Web Client allows for live video display, Pan 

Tilt & Zoom control as well as playback and export of recorded video from 

Microsoft Internet Explorer, without installing and managing a client software 

application. 

CV SpotLight 

CompleteView CV SpotLight monitors alarm and motion events from selected 

cameras and displays video on event.   CV SpotLight can be used standalone or 

in conjunction with other CompleteView Client applications.  Used as a 

standalone client, the CV SpotLight provides a means of monitoring cameras 

without the need for a dedicated screen.  Used with other CompleteView clients, 

the CV SpotLight adds pop up video alerts, and sound alerts on event to the 

CompleteView Video or Alarm Clients. 

  
  

Note:  Admin Console is a feature of CompleteView Pro and CompleteView Enterprise.  CompleteView 
ONE does not include multi-server management features such as Admin Console.  For upgrade details and 
pricing please contact your Salient Integration Partner. 
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Server Applications 

CompleteView 

Config Server 

The CompleteView Config Server is a centralized database containing the 

viewing layouts for every user in your enterprise. In addition to the benefits 

offered by centralized storage of these configurations, it also grants your users 

the ability to roam to any computer in your enterprise on which the 

CompleteView Client is installed, while retaining their individual viewing 

layouts. 

CompleteView 

Server 

 

The CompleteView Server is the core of the CompleteView software suite. This 

service is responsible for all aspects of acquiring video, performing video 

motion detection, archiving of video, stream management, and a plethora of 

other tasks. 

  

This application is installed by selecting the CompleteView Server component in 

the setup program. 

  

The CompleteView Server component must be installed on at least one server in 

your enterprise. 

CompleteView 

Administrative 

Service 

The CompleteView Administrative Service is an application developed for out-

of-band management of the CompleteView Server system service. This 

application is required to remotely start and stop the CompleteView Server, and 

perform remote updates of the CompleteView software suite. 

  

This application is installed automatically when you select the CompleteView 

Server component in the setup program. 

CompleteView Video 

Proxy 

The CompleteView Video proxy is a service that allows CompleteView Web 

Client users to view cameras from multiple CompleteView servers in one 

interface.  The Video Proxy acts as a single server location Web Client users 

can connect to for access to CompleteView. 
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Licensing your CompleteView Server 

CompleteView v4.x and later use a software license file.  Please reference the CompleteView Quick Start Guide 

for software licensing instructions.  All CompleteView Server v2.0 and v3.x installations require that a 

hardware license device be attached to each computer where the CompleteView Server software has been 

installed. The hardware license device is available as a USB dongle. 

  

The CompleteView Server software license and feature keys are stored in an encrypted format within each 

hardware license device. By utilizing a hardware-based licensing system, CompleteView becomes even more 

flexible as product licenses and feature keys are portable from computer to computer. This approach also 

enables administrators to easily transfer feature keys between CompleteView Servers, such as moving an IP 

camera license from one CompleteView Server to another. Lastly, hardware license devices do not require 

product activation and are not 'tied' to specific hardware or hardware configurations. 

  

  

IMPORTANT: Salient Systems will gladly replace lost or stolen product 
manuals, installation media and other documentation. The hardware license 

device, however, IS your software for all intents and purposes. Please ensure 
the physical security of your CompleteView Server as lost or stolen license 
devices require that you repurchase the CompleteView software and feature 
keys. 

  

Installing the Hardware License Device 

The device driver for the USB hardware license device is automatically installed when you select the 

CompleteView Server component during the setup process. The device driver is also located on the 

CompleteView Setup CD-ROM in the \drivers directory. 

  

 

USB — Insert the USB license device into any available USB port. 
  

  

  
  



 

CompleteView Administrator User Manual   Page 9 

System Service Fundamentals 

Managing System Services 

Open the Services console by clicking on the following: 

  

Start >> Settings  >> Control Panel >> Administrative Tools  >> Services  

  

To start and stop a service, locate and double-click on the item that you wish to control. (Ex: CompleteView 

Server.) 
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A dialog box will appear, as shown in the 
figure to the right: 

 
  

The properties of the dialog are: 

  

Service name 

The current display name of the selected 

system service. 

  

Display Name 

Provides a space for you to change the 

display name of the selected service. The 

new name will appear in the Name column 

in the details pane of the Services console. 

  

Description 

Provides a space to type a description of the 

selected service. The description will appear 

in the Description column in the details pane of the Services console. 

  

Path to executable 

Specifies the path and file name of the selected service. The path and file name cannot be changed directly.  

  

Startup type 

Shows the startup type for the selected system service. 

 Automatic – specifies that the service should start automatically when the system starts. 

 Manual – specifies that a user or dependent service must start and stop the system service. If set to 

manual startup, the service will not start automatically when the computer starts! 

 Disabled – Prevents the selected service from being started by the system, a user, or any dependent 

service. 

Service Status 

Shows the status of the service as follows: 

 Started. – the selected service is running. 

 Starting. – the selected service is starting, but has not fully started yet. 

 Stopped. – the selected service is not running. 

 Stopping. – the selected service is stopping, but has not fully stopped yet. 
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Start 

Starts the selected service, if it is stopped. 

  

Stop 

Stops the selected service, if it is running. 

  

Start parameters 

Passes startup parameters to a service when it is manually started. Windows does not save the startup values. 

You must therefore re-enter them each time that you manually start the service. 
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System Service Overview 

System services are programs that run in a special layer of Windows NT-based operating systems. They can be 

configured to launch before a user logs on to a Windows 2000/XP/7/2003/2008 system.  As such, they do not 

require that a user be locally logged onto the computer in order to function properly. 

  

If the Server component was selected during installation, then the CompleteView Server and the CompleteView 

Admin Service are automatically installed as system services and are configured for automatic startup. 

  

To manually start and stop the CompleteView Server, you must use the Computer Management console and be 

logged into Windows as a user with Administrative rights to the local computer. 

  

Services and Permissions 

By default, the CompleteView system services are configured to use the LocalSystem user account with the 

right to interact with the desktop. If you wish to have CompleteView write video to a network device, such as a 

SAN, NAS or file server, then the access-control list (ACL) for the networked storage must contain the 

appropriate permissions to allow the LocalSystem account to read, write, modify and delete data. 

  

The LocalSystem user account is referenced in two distinct manners, depending on whether the device being 

accessed is local to the computer, or is a network device being accessed through a mapped drive letter or 

universal naming convention (UNC) path. 

  

If you are modifying the security ACL of a directory or file that resides on a local device (ex: D:\Video), then 

the LocalSystem account is referenced as the SYSTEM user account. 

  

If you are modifying the security ACL of a file or directory that resides on a network device (ex: 

\\FILESERVER1\VIDEO), then the LocalSystem account uses the user credentials of the computer account that 

was created when it was first joined to the domain. If the computer has not been joined to a domain, then 

LocalSystem utilizes the local SAM. Please refer to the following table for examples of valid security 

credentials: 

PC1\PC1$ 

PC1 is not a member of a domain and is 
configured for the workgroup security 
model 

DOMAIN\PC1$ 
PC1 is joined to a pre-Windows 2000 
domain named DOMAIN 

PC1$@DOMAIN.TLD 
PC1 is joined to an Active Directory 
named DOMAIN.TLD 

LocalSystem credentials for different security contexts 
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 What is localhost? 

Every networked computer uses the name localhost to refer to itself.  This is also known as the loopback  
address.  The IP address of localhost is always 127.0.0.1. 
  

When you use localhost or 127.0.0.1 as the address of a server, you are telling the software that the server 
software is running on the same system that you are physically accessing. 
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Server Applications 

CompleteView Administrative Service 

The CompleteView Administrative Service is installed automatically whenever the CompleteView Server 

component is selected during the setup process. It is a stand-alone system service that is required for the 

following administrative capabilities: 

  

 Remote Software Updating. 

 Remote Starting and Stopping of the CompleteView Server system service. 

  

If you do not require the above capabilities, then you may stop or disable the system service.  

Parameters 

/register Adds the Administrative Service to the list of system services 

/unregister Removes the Administrative Service from the list of system services 

/noservice Runs the Administrative Service in "interactive mode", i.e. as a normal 

application 

/port {n} Listen for connections on TCP port n 

Communication Port(s) 

default TCP 4255 

  
To change the default port, you will need to re-register the system service. 
  
1. Stop the service. 

2. Open a command shell, and navigate to the directory in which you installed CompleteView. 
  

(Example using default path) 
CD \Program Files\CompleteView 

  

3. Unregister the system service by typing the following into the command shell: 
  

AdminService.exe /unregister 

  

4. Register the system service by typing the following into the command shell, where n is the TCP port that 
you wish to assign: 

  

AdminService /register /port n 

  

5. Start the service. 
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CompleteView Config Server 

The CompleteView Config Server is a centralized database containing the Video Client configuration for every 

user in your enterprise. In addition to the benefits offered by centralized storage of these configurations, it also 

grants your users the ability to roam to any computer in your enterprise on which the CompleteView Client is 

installed, while retaining their individual viewing layouts. 

  

The Config Server is also an important component in CompleteView's software update strategy. 

  

Each CompleteView Client that utilizes the configuration server can be configured to check for newer client 

software during the login process. If a newer version of the client application is found, then the user will be 

prompted to update their client software. The actual process of updating the client software is entirely automatic 

and does not require user or administrator intervention. 

  

The Config Server may be installed on any Windows-based computer in your enterprise, regardless of whether 

or not it is running the CompleteView Server application. 

  

This application is installed by selecting the CompleteView Config Server component in the setup program. 

  

Parameters 

/register Adds the Config Server to the list of system services 

/unregister Removes the Config Server from the list of system services 

/noservice Runs the Config Server in "interactive mode", i.e. as a normal 

application 

/port {n} Listen for connections on TCP port n 

  

Communication Port(s) 

default TCP 4250 

  

To change the default port, you will need to re-register the system service. 

  

1. Stop the service. 

2. Open a command shell, and navigate to the directory in which you installed CompleteView. 

  

(Example using default path) 

CD \Program Files\CompleteView 
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3. Unregister the system service by typing the following into the command shell: 

  

ConfigServer.exe /unregister 

  

4. Register the system service by typing the following into the command shell, where n is the TCP port that 

you wish to assign: 

  

ConfigServer /register /port n 

  

5. Start the service. 

  
  

Automatic Client Software Updates 

In order to enable the automated update capability of the Config Server and CompleteView Client, you must first 

perform the following simple steps. 

  

1. Download and unzip the latest client update from Salient's support website. 

  

http://support.salientsys.com 

  

- OR - 

  

After the update has completed, locate the file named MainClient.exe in your CompleteView 

application directory. Proceed to step #2, use this file instead of "the extracted files." 

  

2. Copy the extracted files into the directory where the Config Server has been installed. 

3. The next time a user retrieves their viewing layouts from the Config Server, they will be informed that a new 

client is available. The user will then be given the opportunity to accept or decline the update. If they 

decline, then the user will be prompted again during each successive login until their installed client 

software has been updated. 

  
  

Note:  Config Server is a feature of CompleteView Pro and CompleteView 

Enterprise.  CompleteView ONE does not include some management features such as Config 
Server.  For upgrade details and pricing please contact your Salient Integration Partner. 

http://support.salientsys.com/


 

CompleteView Administrator User Manual   Page 17 

CompleteView Server 

The CompleteView Server is the core of the CompleteView software suite. This service is responsible for all 

aspects of acquiring video, performing video motion detection, archiving of video, stream management, and a 

plethora of other tasks. 

  

This application is installed by selecting the CompleteView Server component in the setup program. 

  

The CompleteView Server component must be installed on at least one server in your enterprise. 

  

  

Parameters 

/register Adds the CompleteView Server to the list of system services 

/unregister Removes the CompleteView Server from the list of system services 

/noservice Runs the CompleteView Server in "interactive mode", i.e. as a normal 

application 

  

  

Communication Port(s) 

default TCP 4242 

Data Port * 
* v1.x Clients 

  API connections 

RPC 4243 
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System Configuration 

Introduction 

The CompleteView’s System Configuration client application allows you to configure all aspects of the 

CompleteView Server system service as well as CompleteView Video Client viewing layouts. System 

Configuration can either be run on the same computer on which the CompleteView Server application is 

installed (local configuration mode), or on a different computer that has access to a CompleteView Server via an 

IP network (remote configuration mode). 

  

In order to configure a CompleteView Server, you must first ensure that the CompleteView Server system 

service is running on the computer that you wish to administer. Use the Services console to confirm that the 

CompleteView Server’s Service Status is shown as Started. You may also use the Admin Console to verify the 

service status and to launch the System Configuration client application. 

  

Starting the System Configuration client 

Launch the CompleteView System Configuration client application by double-clicking on the icon labeled 
System Configuration, as shown below: 

  

 

Start » All Programs » CompleteView » System Configuration 

  

You may also find the System Configuration icon located on your desktop, depending on the following factors: 

  

1. The item "Create Desktop Icon" was selected during the installation of the application. 

2. Windows has been configured to show desktop icons. 

  

Select the Configuration Context 

After you have launched the System Configuration client, a dialog containing configuration tasks is displayed. 
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1. Open an Existing Session — opens a previously saved session. 

2. Configure Servers  — starts a new server configuration session. 

3. Configure Clients  — starts a new client configuration session. 

4. Exit — exits the System Configuration client. 
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Menus 

File Menu 

 
  

1. New Session — creates a new, empty session. 

2. Open Session...  — opens a previously saved session. 

3. Save Session — saves the current session using the current filename. 

4. Save Session As...  — saves the current session using a different filename. 

5. Save and Exit — saves the current session and quits the System Config application. 

6. Exit — quits the System Config application. 

  

Note:  A Session is the currently configured list of servers. 
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Server Configuration Menu 

The items on the Server Configuration menu are only active when a server has been selected in the Server 

Configurations tree view. 

  

 
  
1. Add Server Configuration...  — adds a server to the list of servers available for configuration. 

2. Edit Credentials...  — edits the credentials (user name & password) used to connect to the server in the 

current Server Configuration session for the currently selected server. 

3. Delete Server Configuration — removes the selected server from the list of servers available for 

configuration. 

4. Feature Keys...  — retrieves the installed license information from the selected server and displays the 

license management dialog. 

5. Reload Configuration — retrieves the configuration from the currently selected server. 

6. Save Configuration — saves the configuration to the currently selected server. 

7. Load Configuration From — retrieves the configuration from a different server. 

8. Save Configuration To — saves the configuration to a different server. 

9. Load Backup — restores a configuration backup file into the selected server. 

10. Save Backup — saves the configuration of the selected server into a backup file. 

11. User > — displays the user configuration submenus for the selected server. 

12. Camera > — displays the camera configuration submenus for the selected server. 

13. Alarm Device > — displays the alarm device submenus for the selected server. 

14. Volume > — displays the volume management submenus for the selected server. 

15. Schedule > — displays the recording schedule submenus for the selected server. 
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 Client Configuration Menu 

The items on the Client Configuration menu are only active when a server has been selected in the Client 

Configurations tree view. 

  

 
  
1. Add Client Configuration...  — adds a client configuration file to the list of available configurations. 

2. Edit Client Info...  — edits the source location (local, configuration file, configuration server) for the 

currently selected client configuration. 

3. Delete Client Configuration — removes the selected configuration from the list of available 

configurations. 

4. Reload Configuration — retrieves the selected configuration from its source location. 

5. Save Configuration — saves the selected configuration to its source location. 

6. Load Configuration From — retrieves the configuration from a different server. 

7. Save Configuration To — saves the configuration to a different server. 

8. Load Backup — restores a configuration backup file into the selected configuration. 

9. Save Backup — saves the currently selected configuration into a backup file. 

10. User > — displays the User configuration submenus for the selected configuration. 

11. View > — displays the View layout submenus for the selected configuration. 

12. Map > — displays the Map configuration submenus for the selected configuration 

13. Server > — displays the Server management submenus for the selected configuration. 

14. Zone >— displays the Zones/Sites configuration submenus for the selected configuration 
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View Menu 

The View Menu consists of the following items: 
  

 
  

1. Toolbar — enables/disables the horizontal toolbar. 

2. Status Bar — enables/disables the status bar located at the bottom of the System Configuration client 

window. 

  

 Toolbar 
The toolbar contains the same items displayed in the system menus.  Which items are displayed depends upon 

the currently selected context, either Server Configuration or Client Configuration.  Refer to the chapter titled 

Menus for more detail. 

  

  
 

 

Toolbar - Server Configuration context 

  
 

 
Toolbar - Client Configuration context 
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Panels 

The user interface of the System Configuration client is divided into two distinct panels.  On the left-hand side 

of the application window is the Tree View.  This contains an expandable list of all of the configuration 

parameter groups for each server that has been added to the current session.  On the right-hand side of the 

application window are the Configuration Tabs.  In the Server Configurations branch, each tab contains a 

collection of related configuration items.  When configuring client view layouts, the right-hand side contains the 

view layout editor. 

  

 

 

Main Screen - Panels 
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Adding a Server Configuration 

To add a server configuration to the current session, perform the following steps: 

  

1. From the Server Configuration menu, select the item named Add Server Configuration. 

2. When prompted, enter the address, username and password of a user with administrative rights to the 

specified server. 

  

 
  
3. After clicking OK, the server will be added to the list. 

  

Enterprise Feature:  A single session will support an unlimited number of Enterprise 

servers.  CompleteView ONE servers and pre-version 3.x servers are limited to one server per 

session. 
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Adding a Client Configuration 

To add a client configuration to the current session, perform the following steps: 

  

1. From the Client Configuration menu, select the item named Add Client Configuration. 

2. When prompted, select from among the following choices: 

  

 
  

a. Local Configuration — loads the client configuration from a file located in the local CompleteView 

application directory. 

b. Configuration File  — loads the client configuration file from a file located in any directory. 

c. Configuration Server — retrieves the client configuration from a CompleteView Config Server. 

  

3. You will be prompted to provide additional information based upon your selection in step two. 

  

a. Local Configuration — provides the username and password of a user with administrative access 

to the local configuration file. 

  

 
  

b. Configuration File  — locate a file with the extension *.cvw.  Provide the username and password 
of a user with administrative access to the selected configuration file. 
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c. Configuration Server — enter the address, username, and password of a user with administrative 

access to the configuration server. 
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Server Configuration 

Global Options 

General 

The Global parameter group allows you to modify settings that apply to the server as a whole. 

Tree View 

Select the Server object on which you wish to modify the global settings. 
  

 
  
Right-click on the server object to show a context-menu containing the entire primary server configuration 

functions.  You can also access this item from the System Configuration system menu.  Please refer to the 

chapter titled Menus for details on the individual menu items. 
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 Server Configuration Tabs 

Misc. 

Miscellaneous server settings. 

  
 
 
 

 
  

1. Friendly Server Name  – whenever a user is guided by CompleteView to select a server, they will see the 

friendly name listed here rather than a hostname or IP address. By default, the friendly name is set to the 

same name as the current computer name. The friendly name can be made of any combination of characters 

and numbers with the exception of the following: / \ : * | ? < > 
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2. TCP Port Numbers  – Defines the TCP port that CompleteView should use to listen for commands.  The 

Command Port is required for legacy v1.x connections. 

3. Embedded Web Server – A built-in web server used to host the CompleteView Web Client.  Enabling the 
web server allows access to the CompleteView server by Microsoft Internet Explorer clients.  If the Web 

Server is not enabled the Web Client will not be active and available to users.  Additionally some third-
party applications to gain access to CompleteView video streams via requests to the web server.  

a. Enabled – Enables/disables the web server. 
b. Port – The TCP port that the web server should use to listen for connections. 

 

 

 

 

 

 

 

 

  
  
 
4. Video Analytics  - contains general configuration settings for Agent VI analytics integration. 

1. Enabled - check to enable video analytics. 

2. Local Port - the port number on which CompleteView listens for events from the VI Server 

3. IP Address  - the IP Address of the VI Server CompleteView connects to receive events 

4. Active Directory Authentication: Domain – Specifies the name of the domain that this server will 

authenticate against. 

5. Feature Keys  – launches the Feature Key management dialog. 

Logging 

Selects which events the CompleteView Server should keep in its log files. 

  

 

Note: The port number used will affect the address Web Client users need to type to access 

CompleteView.  The address Web Client users will use is:  

http://{Ip Address or Hostname of CompleteView server}:port/ 

 

For example, if the address of the CompleteView server is 192.168.1.5 and the port is left at the default of 

8080 the address users will user to access the Web Client is: http://192.168.1.5:8080/ 
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Email Configuration 

The SMTP server is a global setting used by all of the cameras when sending email alarm notifications.  
  

 
  

  
1. Mail Server (SMTP) – defines a resolvable hostname or IP address to an SMTP mail server. 

2. Authentication – many SMTP mail servers require that the user submit a username and password in order 

to send mail through the server. If you attempt to send email to one of these servers, and do not supply a 

valid set of user credentials, then your mail will likely be rejected. Check with your network administrator 

for more details. 

3. Username – the user name to use when authenticating to the SMTP server. 

4. Password – the password to use when authenticating to the SMTP server. 

5. Sender Name – who the email will appear to be coming from. It is a good practice to set this to a user who 

will be responsible for answering queries and has some knowledge of your security processes.  

6. Sender Email – the email address that the alarm alert email will appear to be from. Again, it is a good 

practice to make this the valid address of the person defined in the “Sender Name” box. 
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Tracking 

Configures the priorities for the PTZ auto-attendant function. 
  

 
  
1. Zone Priority – allows configuration of 10 motion zone priority levels, with 10 being the highest priority 

and 1 being the lowest. 

2. Hold Time (s) – when motion is detected in a zone, CompleteView will show a preset location from one or 

more PTZ cameras as configured in the Actions Editor. This setting is the number of seconds that 

CompleteView should dwell on a preset before responding to a lower-priority alarm. This setting has no 

effect if a new motion event is in a higher priority zone than the currently alarmed zone, as CompleteView 

will respond to the higher priority zone immediately. 

3. Dwell Time (s) – number of seconds that CompleteView should dwell on a preset before cycling between 

motion zones that are configured with the same priority level. This value is only valid if Cycle is enabled for 

the selected priority level. 

4. Cycle  – enables Zone Cycling. When motion is detected in multiple zones, and the zones are configured 

with the same priority level, CompleteView will alternate between the presets that they were associated with 

using the Actions Editor. 
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Feature Keys 

Adding a Feature Key 

 

 

To add a feature key to a CompleteView server, perform the following steps. 
  
1. From Global, Misc., click the button named Feature Keys. The following dialog will appear: 

  

 
  

2. Click the button named Add, and the following dialog will appear: 

  

 
  

3. Enter the feature key into the appropriate field. If this is a newly issued key, then you will not need a 

validation code. If this key was transferred from a different CompleteView Server, then you must enter the 

feature key and validation code that were issued by the other server during the export process. 

Note : Users upgrading from any v3.x CompleteView installation will 
need to enter a CompleteView v4 feature key prior to upgrading. 
If upgrading from v4.0 to v4.1 a feature key is required. 
Please contact Salient Technical Support for a feature key. 
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4. Click on the button named OK to program the feature key into the license device. 

5. When the device has been programmed, you will be returned to the main feature key dialog. Your new 

feature key should now be listed and available for use. 

  

Deleting a Feature Key 

To delete a feature key from a CompleteView server, perform the following steps. 

  
1. From Global, Misc., click the button named Feature Keys. The following dialog will appear: 
  

 
  

2. Click on the feature key that you wish to delete. 

3. Click the button named Remove. 

4. When prompted, click on the button named OK to delete the feature key from the license device. 

6. When the device has been programmed, you will be returned to the main feature key dialog. The feature key 

that you removed should no longer appear in the list. 
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Moving a Feature Key 

To move a feature key from one CompleteView server to another, perform the following steps. 

  

1. From Global, Misc, click the button named Feature Keys. The following dialog will appear: 

  

 
  

2. Make a note of the Product ID. You will need this in the following steps. 

3. Exit the server configuration client. 

4. Launch the CompleteView Server Configuration 

client. 

5. Connect to the server that you wish to transfer the 

key FROM. 

6. Click the button named Feature Keys, and the 

following dialog will appear: 

   

7. Click on the feature key that you wish to transfer. 

8. Click the button named Move, and the following 

dialog will appear: 
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9. Enter the Product ID acquired in step 5. 

10.  If you wish to move the entire key to another server, then select Move Entire Key. 

11.  If you wish to move a part of the key to another server, then select Move Partial Key and then enter the 

number of licenses that you wish to transfer. 

 
 

IMPORTANT: Ensure the accuracy of the data that you enter here. 

If you proceed to step 12, the process of transferring the key cannot 

be aborted. 

  

If you later decide that you do not wish to complete the move 

operation, you must first finish transferring the key to the target 

CompleteView server. Once the transfer has been completed, you 

must begin a new move operation to transfer the license from the 

target, back onto the original server. 

  

12.  Click on the button named OK to continue, and the following dialog will appear: 
  

13.  Make a note of this Feature Key and Validation 

Code, as they will be needed when you add the key 

to your target server. You may also click the button 

named Save to File, which will allow you to save 

them to a removable device such as a floppy disk or 

USB thumb drive as an ASCII text file, or print out 

for later reference. 

14.  Click on the X at the upper right corner of the dialog 

to return to the previous screen. 

15.  Exit the server configuration client. 

16.  Follow the steps outlined in the Adding a Feature 

Key to add the key to your target server. 

Note:  Moving Feature Keys is a feature of 
CompleteView Pro and CompleteView 
Enterprise.  CompleteView ONE does not 

include the ability to move Feature 
Keys.  For upgrade details and pricing 
please contact your Salient Integration 
Partner. 
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Users/Groups 

The Users/Groups parameter group allows you to create, modify and delete server user accounts and user 

groups. Once a user or user group has been created, you may limit its access to live viewing, video archive 

playback, pan-tilt-zoom camera control functions, and ability to access the System Configuration. 

  

Please reference Appendix E for additional information regarding Users and User Groups. 

  

Tree View 

The Users/Groups node on the Server Configuration tree contains a list of all user and user group objects that 

exist in the selected server’s configuration. 

  

 
  
Right-click on a user, or user group objects, to show a context-menu containing the 

primary user management functions.  You can also access this item as a submenu 

underneath the System Configuration->User system menu. 

  
 
  

1. New Group...  – creates a new user group object.  Options include local and import from Active Directory 

(enterprise feature). 

2. New User...  – creates a new user object.  Options include local and import from Active Directory 

(enterprise feature). 

3. Clone  – creates a copy of the currently selected user, including camera permissions. 

4. Delete  – deletes the currently selected user from the server configuration. 

5. New Password – resets the password for the currently selected user. 
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Configuration Tabs 

Administration 

User Object 

1. Administrator – if set, the user can view and modify the configuration for the selected CompleteView 

Server. 

2. Log Events  – if set, user events such as login, logout, playback requests, and live video requests will be 

logged by the CompleteView Server for the selected user. 

3. Active Directory Authentication – indicates whether the selected user is a non-editable Active Directory 

object. 

4. Member of these groups  – displays a list of all local groups.  If set, the user is a member of the group. 

  

 
  

User Group Object 

1. Administrator – if set, members of the group can view and modify the configuration for the selected 

CompleteView Server. 

2. Log Events  – if set, user events such as login, logout, playback requests, and live video requests will be 

logged by the CompleteView Server for the selected user group. 

3. Active Directory Authentication – indicates whether the selected user group is a non-editable Active 

Directory object. 

4. Users in the group – only enabled if the selected group type is local.  If so, then this field displays the 

members of the group. 
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Enterprise Feature:  Users and user groups can be linked from Active Directory to enable a single 

sign-on environment.  AD user group membership is managed using external tools such as the 
Microsoft Active Directory Users and Computers MMC snap-in.  See Appendix C.  Active 
Directory® Integration for more details. 
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Camera 

 
  
1. PTZ Priority – specifies the priority level 

of this user when they access a PTZ 

camera. When there are requests by 

different users to control a PTZ camera, 

the user with the higher priority level will 

win control. If the current user of a PTZ is 

a lower priority than the user attempting 

to control it, the user attempting control 

will win and the current user will lose 

control of the PTZ. If the users are of the 

same priority level, then CompleteView 

will operate on a first-come, first-served 

basis. If the current user has a higher 

priority than the user attempting to control 

the camera, then the user attempting to 

gain control will not be able to do so. 

2. View – when enabled, the selected user 

may begin a live viewing session of this 

camera. 

3. Playback – when enabled, the selected user may view archived video for this camera. 

4. Snapshot – when enabled, the selected user may take snapshot pictures in playback and when viewing live 

video. 

5. Export – when enabled, the user export video clips. 

6. PTZ – when enabled, the selected user may control this PTZ camera. 

7. Light – if the selected camera is an Axis Communications model camera with a LED or IR light, this 

permission will allow the user to turn the light on or off from CompleteView’s Video Client or TouchView 

Mobile. 

8. Presets  – if the current camera is a PTZ, the maximum number of preset locations allowed by the PTZ 

protocol will be displayed here. 

  

By default, the currently selected user is allowed to set and show every preset location. To restrict access to 

PTZ preset functions, you must first click on the preset that you wish to modify. Next, select from the following 

preset functions: 

  

1. Allow Set – enables / disables the ability to change the preset for the selected user. 

2. Allow Show – enables / disables the ability for the selected user to go to the preset. 
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Advanced 

The Advanced Tab contains options relating to integration with 3
rd

-party applications. Please see the 

CompleteView API manual for details regarding creating a user account for API-based control of the 

CompleteView Server. 
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Cameras 

General 

The Cameras parameter group allows you to independently modify settings for each video source connected to 

a server. 

  

Navigation Pane View 

Expand the Cameras object to show the list of installed cameras. 

   
 

  
 
 
 

 
Right-click on any camera object to show a context-menu containing the primary camera configuration 

functions.  You can also access this item as a submenu underneath the System Configuration->Cameras system 

menu.  Please refer to the chapter titled Menus for details on the individual menu items. 

  

 Analog Video Source 

 IP Video Source 

 PTZ Video Source 

 QuickTrack Camera 
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1. Add Camera – creates a new IP camera object. 

2. Add QuickTrack Camera – creates a new QuickTrack camera source. 

3. Clone IP Camera – creates a copy of an existing IP camera object and settings. 

4. Delete Camera – deletes the currently selected IP camera object. 

5. Move Up – moves the currently selected IP camera object one position higher in the camera list. 

6. Move Down – moves the currently selected IP camera object one position lower in the camera list. 

7. Live View – displays a dialog containing live video from the currently selected camera object. 

8. Move/Copy IP Cameras... – displays the Move/Copy IP Cameras dialog. 

9. Camera Search/Add – displays the ‘Camera Search/Add’ dialog allowing users to find and add cameras or 

groups of cameras. 

Move/Copy IP Cameras 

The Move/Copy IP Cameras dialog allows you to move camera objects from one server to another (Enterprise 

feature) and to create copies of camera objects on the same server. 
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Copy an IP Camera 

To make a copy of an IP camera object, perform the following steps: 

1. At the top of the left-hand column, select the server that you wish to copy from.  This is the source server. 

2. At the top of the right-hand column, select the server that you wish to copy to.  This is the destination 

server. 

3. In the left-hand column, place a checkmark next to each camera that you wish to copy. 

4. Click on the button labeled Copy ->. 

  

Enterprise Feature:  If you are copying camera objects between two different servers, there must 
be enough IP camera licenses available on the destination server to support the number of camera 
objects being copied. 

  

Move an IP Camera 

To move an IP camera object from one server to another, perform the following steps: 

1. At the top of the left-hand column, select the server that you wish to copy from.  This is the source server. 

2. At the top of the right-hand column, select the server that you wish to copy to.  This is the destination 

server.  The source and destination servers cannot be set to the same server. 

3. In the left-hand column, place a checkmark next to each camera that you wish to copy. 

4. Click on the button labeled Move ->. 

  

Enterprise Feature:  If you are moving camera objects between two different servers, there must 

be enough IP camera licenses available on the destination server to support the number of camera 
objects being moved. 
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Adding IP Cameras using the Camera Search/Add Tool 

CompleteView Server Configuration include the ability to add IP cameras by ‘finding’ them on the network.  
CompleteView’s Camera Search/Add tool detects cameras connected to the local network via Universal Plug 

and Play (UPnP). 
 
To add IP cameras using the Camera Search/Add tool, open the tool using the cameras 
right click menu. 

 
The Camera Search/Add dialog will appear and will immediately begin searching for 
cameras.  Cameras appear in the dialog as soon as they are detected. 

 
 
 

 
 
 
 

 
 
 
 

 
 
 

Adding cameras using Camera Search/Add 

 
Using the Camera Add/Search dialog, a single camera can be added to CompleteView’s configuration or 
multiple cameras can be added simultaneously.  Perform the following steps to add cameras to CompleteView’s 
configuration.  Please note, a valid camera license must be available for each camera being added . 

Note: Cameras appear in the dialog as their UPnP notifications are received by CompleteView.  The 
timing of the notifications is controlled by the camera.  In other words CompleteView is not scanning for 

cameras actively.  As such a camera may take several minutes to appear and rebooting a camera may 

make it appear more quickly. 

Note: UPnP communicates via Multicast.  Most LAN networks are not configured to transmit multicast 
across vLANs or network segments.  As such CompleteView should be able to detect cameras on the 
local network but in most cases the network will need to be configured to transmit multicast across 

network segments for cameras to be detected on a different network or vLAN. 
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1. From the Camera Add/Search dialog 

select the camera or cameras being added.  
Using the CTRL or Shift keys to select 
multiple cameras. 

 

 
 
 
 

 
 
 
 

 
 
 
 

 
2. Prior to adding the camera the Camera 

Search/Add tool will check to verify the 
video stream can be obtained, helping to 

ensure the settings used to add the camera 
or cameras are correct. Enter the camera’s 
Username and Password using the 
corresponding fields and select the correct 

compression type to pull from the camera 
using the ‘Stream type’ field.  Please note, 
if adding multiple cameras simultaneously 
all of the cameras will need to use the same 

username and password and have the same 
stream type. 
 

3. Press the ‘Add Selected Cameras’ button.  

CompleteView will attempt to connect to 
each camera individually to obtain a video 
stream from the camera using the closest 
match camera driver and the Username, 

Password and selected Stream type 
provided on the dialog.   
 

4. While the camera is being checked the 

‘Status’ column on the dialog will display 
‘Testing…’. 
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5. If the camera passes testing it will show a status of ‘Added/Passed’ and be automatically added and 

available under ‘Cameras’ in the Server Configuration window.   If the camera did not pass the stream 
acquisition test it will show a Status of ‘Failed’.   

 
 

6. If a single or multiple cameras fail the test the ‘Edit 
Camera’ dialog will appear allow changes the 
configuration before adding the cameras to 
CompleteView.  On this screen set the following 

parameters to successfully add the remaining cameras. 
1. Manufacturer: set the manufacturer matching 

the camera being added form the list. 
2. Model: select the closest matching camera 

model from the list. 
3. RTSP Port: set the RTSP port MPEG4 or 

H.264 video will be streamed to.  554 is the 
default port. 

4. Username: set the camera username 
CompleteView will use when requesting video 
from the camera. 

5. Password: set the password which corresponds 

to the username CompleteView will use when 
requesting video from the camera. 

6. Under ‘Actions’ choose from the following behavior: 
 Retry: Selecting Retry and pressing ‘Perform Action’ will attempt to retry the video 

acquisition test using the new settings entered on this dialog to verify the settings used 
are correct.  If the test passes the camera will be added to CompleteView’s configuration 
automatically using the newly entered correct settings. 

 Add without video acquisition test:  Selecting this option and pressing the ‘Perform 

Action’ button will add the camera using the settings on this screen without first 
attempting to test whether CompleteView can obtain a video stream form the camera 
suing these settings.  

 Skip: Selecting ‘Skip‘ will skip past this camera and will move to the next camera which 

failed the video acquisition test. 
 Retry all remaining cameras with these settings: Select this option to apply these settings 

to all cameras which originally failed the video acquisition test and were not added to 
CompleteView from the Camera Search/Add dialog. 

 
 
 
 

 
 
 

  

Note: After adding cameras using the Camera Search/Add tool, settings such as motion detection, PTZ (such 
as digital PTZ), notification and other configuration options may still need to be configured.  Click on the 
camera object in Server Configuration to adjust other camera settings. 
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Configuration Tabs 

General 

Each camera input in a CompleteView server has a dedicated video decoder. This allows for each camera input 

to be modified independently of the others. There is one exception to this rule, which is the video size, or 

resolution. Video capture size is a global setting. When video size is changed, it is modified for all camera 

inputs in the CompleteView server. 

  

1. Enabled – Specifies whether the 

camera input is enabled or disabled. If 

the input has been disabled, no 

recording will take place regardless of 

whether recording has been activated 

in a recording schedule. Additionally, 

both local and remote viewing of the 

camera is not available. If a client 

connects to a disabled camera input, 

the user will receive a message 

indicating that connection to the server 

succeeded, but that the camera input 

has been disabled. 

2. Convert Analog License to IP – For 

users with installed Gen II capture 

cards, it is possible to switch the 

analog license to an IP license allowing 

the user to control transitioning from 

analog to IP cameras.  Checking this 

box will disable the corresponding Gen 

II analog connector and enable the IP 

tab so the camera can be configured as 

an IP camera. 

3. Name  – Specifies the name of the camera input. This name is used throughout CompleteView to identify 

the camera to both the administrator and the user. 

4. Video Size  – This setting is used to set the video capture resolution for all camera inputs in a CompleteView 

Server. The actual video capture size is specified in this configuration option and cannot be overridden or 

otherwise changed by the client. If, for example, you set the video size to 160 x 120, and then configure a 

CompleteView Client video port to display the video at 640 x 480, the client would display a 640 x 480 

viewport with the video captured at 160 x 120 stretched to fill it. 

5. Compressor – Select how video should be compressed. There are a total of three codecs to choose from, 

depending on which features have been installed: 
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 MJPEG – The MJPEG (Motion JPEG) video compressor is the default for IP camera sources. 

MJPEG generates larger video files than Basic MPEG4. This results in a decrease in how long you 

are able to retain video, as well as increased network bandwidth consumption. The MJPEG video 

compressor may also be used with analog CCTV cameras. This video compressor is best suited to 

low frame-rate camera sources, and those where there is constant large-scale movement, such as a 

pan-tilt-zoom camera that is on a preset tour. 

  
Note: DirectX9 or later must be installed on a computer before it is able to view exported video files 

that have been compressed with MJPEG. 

  

 Enhanced MPEG4 – This video compression codec utilizes the latest enhancements in MPEG4, 

resulting in extremely high quality MPEG4 video files that are much smaller in size than those 

compressed with MJPEG. When compared to Basic MPEG4, using this codec results in a slight 

increase in how long you are able to retain video files and a decrease in network bandwidth 

consumption. Enhanced MPEG4, however, allows for the video size to be different for each camera 

input that is using it. 

  

Note: If a PC does not have an ISO-compliant MPEG-4 video decoder installed, then the 

CompleteView Video Player application must be used to view exported video files.  

  

H.264 - This video compression codec provides the highest level of compression resulting in the lowest 

files sizes and highest retention times as compared to other codecs.  H.264 uses the most processing 

power (CPU cycles) as compared with the other codecs.  When using H.264 it is highly recommended 

"disable Stream Processing" under the IP tab be enabled to reduce CPU utilization. 

  

5. Recording Format – For users with installed Gen II capture cards, the recording format specified the video 

format captured form the card.  Ensure this is set to the same settings as ‘Compressor’ unless it is desired to 

transcode the video compression.  If the Compressor and Recording Format are set to different settings the 

resulting compression of the video will be what the Compressor setting is configured to.  Please reference 

the Gen II Capture Card MPEG4 & H.264 Configuration section for a detailed explanation of setup options. 

6. Lens Type  - If using an Immervision Panomorph lens on the selected camera chooses Immervision, 

otherwise leave the setting on "Standard" (default). 

7. Lens Orientation - Choose from Ceiling, Wall or Ground based on the camera's placement.  These settings 

will optimize the image for the chosen scene type. 

8. Time Stamp Overlay – Adds the date and time to the lower right-hand corner of the video input. 

9. Camera Name Overlay – Adds the name of the camera, as defined in the Name setting, to the upper left-

hand corner of the video input. 

10.  Black & White Camera – Selects whether the camera connected to the input is black & white. 
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11.  Video Quality – Sets the quality level of video compressed with the MPEG-4 codec. This setting affects 

recorded video for a camera, as well as the quality of the live view. 

12.  Scheduled Recording FPS – Sets the video recording frame rate for scheduled, continuous recording. 

13.  External Alarm FPS – Sets the video recording frame rate for external alarm events. Note: alarms raised 

through the API are treated as external alarm events.  

14.  Motion Detection FPS – Sets the video recording frame rate for motion detection events. 

15.  Apply these settings to all cameras – Applies selected settings of the current camera to ALL cameras. The 

settings that are applied are: 

 

a. Time Stamp Overlay  

b. Camera Name Overlay 

c. Video Quality 

d. Keyframe Rate 

e. Scheduled Recording FPS 

f. External Alarm FPS 

g. Motion Detection FPS 

Gen II Capture Card MPEG4 & H.264 Configuration 

Up to three stream compression methods are available using MPEG4 or H.264 with Gen II capture cards. 
 Constant Bitrate Variable Bitrate Constant Quality 

MPEG4 X X  

H.264 X X X 

 
Constant Bitrate : Provides the most predictable storage level, but if high 

levels of scene activity occur the algorithm must apply a greater level of 
compression to the video resulting in areas of activity in the scene showing 
more noticeable compression artifacts. 
Variable Bitrate : Provides somewhat predictable storage levels however 

lower activity or greater activity will cause the required storage to fluctuate 
more.  Video quality is not affected unless a maximum bitrate option is set 
and exceeded. 
Constant Quality: Provides the least predictable storage levels but has the 

lowest chance of applying more compression to scenes with high activity, 
producing higher quality video.  
 
After choosing one of the options the follow settings will affect storage 

consumption and/or video quality. 
 
Average Bitrate : used for Constant Bitrate and Variable Bitrate.  This will be the target storage level and will 
directly affect the amount of storage consumed for the camera. 

Max Bitrate : used for Variable Bitrate and Constant Quality.  The bitrate will not be allowed to exceed this 
level. 
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Video Quality: Used for Constant Quality to specify the level of compression to be applied.  Lower quality will 

result in less storage space consumed. 
 

Camera Adjustments 

Camera Adjustments permits 

adjustments to be made to the 

video signal of directly-connected 

analog cameras. 

  

For Gen I capture card 

systems:  
o Brightness – Changes the 

brightness of the video. 

o Contrast – Changes the 

contrast of the video. 

o Hue  – Changes the color 

balance of the video. 

o Saturation – Changes the color level of the video. 

o Sharpness  – Changes the sharpness of the video. 

o Gamma – Changes the gamma level of the video. 

o White Balance  – Changes the white balance of the video. 

o Backlight Comp – Enables / disables backlight compensation. 

o Defaults  – Resets all adjustments to their default values. 

  

The checkboxes to the right of saturation, sharpness and gamma indicate whether automatic control of the 

adjustment is enabled or disabled. You must un-check the ‘auto’ box in order for any change of these settings to 

be applied. 

  

For Gen II capture card systems: 

 

o Brightness – Changes the 

brightness of the video. 

o Contrast – Changes the contrast 

of the video. 

o Hue  – Changes the color balance 

of the video. 

o Saturation – Changes the color 

level of the video. 

o Sharpness  – Changes the 

sharpness of the video. 
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o Defaults  – Resets all adjustments to their default values. 

 

Volumes 

The Volumes tab contains a list of all recording volumes to which the camera is a member. 
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IP 

IP Tab 

1. Manufacturer – Select the 
manufacturer of the IP camera 

being configured. 
2. Model – Select the specific 

model of IP camera that you are 
configuring.  

3. Address (Hostname / IP) – 
Enter the IP address or hostname 
of the IP camera. 

4. Camera ID – For multi-channel 

video encoders, select the 
camera's channel number. 

5. HTTP Port – Enter the TCP port 
number for the camera's built-in 

web server.  Default is 80. 
 

6. RTSP Port – Enter the camera's RTSP 

port number. Used for MPEG-4 video 

streams only. Default is 554. 

7. Username  – Enter the username that 

the server will use to contact the 

camera. 

8. Password – If required, enter the 

password for the associated username. 

9. Image Path – This field is only 

enabled if you have selected one of the Generic IP Camera drivers. Enter the path to a still image on the 

camera. For example, if the full path to the still image is 'http://myipcamera/images/still.jpg', then the image 

path that you would enter is 'images/still.jpg'. 

10.  Timeout – Controls how long, in seconds, CompleteView should wait for a response to the initial http 

request. This is an advanced setting, and should only be changed from the default value of '3' at the direction 

of Salient's technical support. 

11.  Retries  – Controls how many times CompleteView should attempt to connect to the IP camera before 

determining that the IP camera is unreachable. This is an advanced setting, and should only be changed 

from the default value of '1' at the direction of Salient's technical support. 

12.  Favor continuous video over image quality – For MPEG4 and H.264 streams transmitted via UPD, if the 

part of the stream is not fully received, CompleteView is able to either pause the video stream until the 

transmission is improved, or display video with artifacts.  The default setting (unchecked) will cause the 

video to briefly pause until the stream is fully transmitted.  Checking the option will cause CompleteView to 

display the video even if there are artifacts related to not receiving all the video from the camera or encoder. 
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9. Stream Type – Select which of the camera's video streams that CompleteView will record. 

10.  Disable Stream Processing - Disables any decoding of the video stream on the recording server and allows 

for recording of the video from the camera only.  This option will increase server performance, however 

features such as transcoding, Dynamic Resolution Scaling, text overlay and motion detection, camera 

preview in setup, snapshot image attachments to email alerts, camera name overlay & timestamp overlay 

will not be available 

11.  Compression of Recorded Video – This switch controls whether or not CompleteView should use the 

original compressed image as received from the camera, or whether it should recompress the images using 

the video compressor specified in the General tab of the camera configuration. If you choose to use the 

original video from the camera, CompleteView will be unable to add the date/time, camera name or other 

text overlays to the archived video files. The overlays will appear, however, in all live video streams.  
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Camera Event Alerts 

  
CompleteView supports edge based device alarms on Axis Communications and Arecont model cameras. 

  

When an Axis or Arecont is selected from the "Manufacturer" drop down box, the option to "Use On-Camera 

Alerting" will be enabled. 

 

  

To enable camera based alerting, check the box labeled "Use On-Camera Alerting" and click the "Configure 

Alerts..." button to select which events to alert on. 

  
  
  
  
  

The "Configure Alerts" screen (pictured below) allows you to choose which camera based alarm to trigger 

recording and scripts on.   

  
  

Note: For Axis Communications model cameras, on-camera alerting will work for cameras stream MJPEG 
or MPEG4 video streams.  Within the camera’s interface, 'Trigger Data' must be turned on for the camera to 

provide CompleteView with camera event notifications.  Please reference the "Axis Event Camera 
Configuration” section for more details. 
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Trigger an action on camera-based motion detection.  
Supported using Axis or Arecont cameras. 

 

Trigger an action on camera-based audio detection. Supported 
using Axis cameras. 

 

Trigger an action on camera-based tampering detection. 
Supported using Axis cameras. 

 

Trigger an action on camera-based Input activity. Supported 

using Axis or Arecont cameras. 

 

Trigger an action on encoder-based video loss detection. 
Supported using Axis cameras. 

 

When one of the above events occurs checking this box will 
trigger recording for the duration of the event.  The recording 

will be marked as motion detection. 

 

When one of the above events occurs checking this box will 
trigger recording for the duration of the event.  The recording 
will be marked as an alarm recording. 

 

When one of the above events occurs checking this box will 

trigger a script on the CompleteView server.  The script can 
pop-up a message box, or do any number of actions that are 
programmed in it.   

 

This button opens a file dialog box to specify a script file 
location. 
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Axis Event Camera Configuration 

Without properly configuring the 

camera, camera based alerts will not 

work.   

  

To configure the camera, both 

'Trigger Data' must be enabled and 

the alerting mechanism itself must be 

configured, such as motion detection. 

  

To enable Trigger Data, from the 'IP' 

tab of CompleteView click the 

'Configure' button.  This will launch 

a browser to cameras configuration 

pages. 

  
 
 
This will launch the Axis camera's setup page 
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Click 'System Options' -> 'Advanced' -> 
'Plain Config' 
  

 

  
Choose 'Image' from the drop down box 

labeled "Select a group of parameters to 

modify". 

  

 

 

 

 

 

 

On the follow screen check the option under "Image" labeled "Trigger data enabled".  Also check the option 

under "Image I0 MPEG" labeled "User data enabled" 

  

 

 
 
 
 

 
 
     

  
  
  
  

  
  
  
  
  

  
  

Note: Trigger data based alarming will work only with Motion JPEG and MPEG4 based video 
streams.  Alarming through this interface will not work when H.264 is configured as the compression 
type.  If using H.264 please see "Using Camera Based HTTP Notifications". 
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Using Camera Based HTTP Notifications 

When using Axis cameras, it is possible to configure the camera to trigger motion or alarm based recording in 
CompleteView when an event occurs on the camera.  CompleteView’s Web Server provides a URL for 3

rd
 party 

devices to send notification events through.  This configuration method is required for Axis camera configured 
to stream H.264 video to CompleteView when on-camera events are to be used to trigger events in 

CompleteView. 
 

Setting up CompleteView 
  

CompleteView’s Web Server must be enabled for HTTP based 
notifications.  To enable CompleteView’s Web Server, from Server 
Configuration, choose ‘Enabled’ under ‘Embedded Web Server’.  

  

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

Notification URLs 
A 3

rd
 party device, such as an Axis camera, can trigger alarm or motion recording on a specified camera in 

CompleteView.  When CompleteView’s web server is enabled the 3
rd

 party device can send a specially 
formatted URL to tell CompleteView to start or stop alarm or motion recording on a specified camera.   

 
The format of the event URL is: 

http://[CompleteView server address]:[CompleteView Web Server port number]/axis-
event.cgi?camera=[CompleteView camera number]&event=[event action] 

 
Parameter Description 

[CompleteView server address] This is the IP address or hostname of the CompleteView server.  Please note 

if using the hostname of the CompleteView server the camera must be 
configured with a DNS server to resolve the hostname. 

[CompleteView Web Server port 
number] 

This is the port number of the CompleteView web server.  If the 
CompleteView web server is set to port 80, this section of the URL can be 
omitted.  The default port is 8080. 
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[CompleteView camera number] This is the camera number of the camera in CompleteView to change the 
recording mode on.  This will correspond to the camera number of the target 

camera in CompleteView’s Server Configuration. 
[event action] This command tells CompleteView the type of recording and whether to 

start or stop that recording type.  Valid options include ‘motion_on’, 
‘motion_off’, ‘alarm_on’ and ‘alarm_off’. 

 
 
Examples: 

 
To start motion recording on camera 5 on a CompleteView server with an IP address of 192.168.1.5 with a web 
server configured on port 8080, the following URL would be used: 
 

http://192.168.1.5:8080/axis-event.cgi?camera=5&event=motion_on 
 
To then stop motion recording on the same camera use the following URL: 
 

http://192.168.1.5:8080/axis-event.cgi?camera=5&event=motion_off 
 

 

Setup event notifications on an Axis camera 

 
The Axis camera must be configured to send a URL based notification to CompleteView on the desired event.  
The Axis camera event alerting interface varies slightly across different camera firmware revisions. Please refer 
to Axis documentation for the camera being configured for specific instructions. 

 
1. First the CompleteView server must be configured 

as an Event Recipient in the camera.  From the 
camera’s web interface choose Setup -> Events -> 

Recipients  

 

 

 

 

 

 

 

 
 

2. Click ‘Add’.  On the ‘Event Configuration/Recipient Setup’ screen configure the following.  
a. Name: enter a text description of the recipient, such as ‘CompleteView’
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. 

b. Type: Choose ‘HTTP’ 
c. URL: enter ‘http://[CompleteView server 

address]:[CompleteView Web Server port 
number]/axis-event.cgi’.  Replace the sections in 

brackets according to your server’s specific 
settings. 

d. User name: enter the CompleteView user name, 
such as ‘admin’ 

e. Password: enter the password for the 
CompleteView user.  Please note, the 

CompleteView user must not have a blank 

password. 

f. Press the ‘Test’ button.  The ‘Event 
Configuration/Recipient Test’ popup window 
should report ‘Upload successful’ 

g. Click ‘OK’ to save and close the dialog. 

 

 
 

3. Under ‘Events’ click ‘Action Rules’ then click 
‘Add’.  Please note, you will need two Action 

Rules for each event which will trigger 

recording in CompleteView.  One of the rules 

will be used to turn o recording and the other 

will be used to turn off recording. 

 

 

 

 

 

a. Name: Enter a name to identify he event such as 
‘Motion ON’ 

b. Trigger: set to the Axis camera trigger you would 

like to trigger this event.  
c. Type: set to ‘Send Notification’ 
d. Recipient: set to the CompleteView server 

previously setup as a recipient. 

e. Message parameter: this can be left blank, however 
text entered into this box will show up as a log entry 
in CompleteView when the event triggers recording. 

f. Custom parameter: Click the ‘Add’ for each custom 

parameter.  Two ‘Custom parameters’ need to be 
added.  The first will specify he camera number to 
trigger recording on, the second will specify the type 
of recording. 
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i. Name: enter ‘camera’ 
ii.  Value: enter the camera number in 

CompleteView. 
iii.  Press the ‘Add’ button again to add another 

‘Custom parameter’. 
iv. Name: enter ‘event’ 
v. Value: enter ‘alarm_on’, ‘alarm_off’, 

‘motion_on’ or ‘motion_off’ depending on the 

type of recording you would like to trigger 
when this event occurs.  
 

g. Repeat steps 3.a – 3.f.i again to add the stop event, 

which will stop recording on the target camera in 
CompleteView when the event ends. 
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Axis One Click Connection 

CompleteView supports Axis One Click Connection feature built into most Axis Communications 

cameras.  Axis One Click Connection simplifies installation by reducing the IP configuration necessary to 

connect the camera to the CompleteView Video Management System.  Please contact Salient for Axis One 

Click Connection setup documentation. 
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PTZ 

PTZ Tab 

Pan-Tilt-Zoom (PTZ) cameras are enabled and defined using the properties located on this tab. 
  

 
  
1. PTZ Enabled – Specifies whether CompleteView should enable PTZ camera control functions for the 

selected camera. 

2. Model – Specifies the control protocol that CompleteView should use to communicate with the selected 

PTZ camera. 

3. ID – Assigns the ID number of the PTZ camera. This value should equal the physical ID number of the 

camera. Please refer to the documentation that came with your PTZ camera for more information on 

configuring the camera ID. 

4. Flip Directions  – Swaps left/right movement commands. 

5. Serial Port – Specifies which RS-232C serial port on the CompleteView Server that the PTZ (or RS-

422/485 adapter) is connected to. 

6. Default Monitor – Assigns a default monitor to use when selecting the camera on an analog matrix switch. 

7. Arbitration Timeout (s) – If a user is currently controlling the camera, CompleteView waits the specified 

number of seconds after the user stops issuing control input. Should the user resume control inputs within 

this time period, the timeout period will be reset with each stop. The arbitration period only applies when a 
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different user with an identical or lower priority level attempts to control the camera. A higher priority user 

will always gain immediate control of the PTZ, regardless of this setting. 

8. Inactivity Timeout (s) – CompleteView will wait the specified number of seconds for control input. If no 

control input has been received by the end of this period, then the following behavior will occur: 

 If a preset tour is defined and active, then CompleteView will restart the tour from the beginning.  

 If a preset tour is defined but inactive (a user turned off the preset tour in the CompleteView Client), 

and the Auto-Home after inactivity timeout has been enabled, then CompleteView will show the 

Auto-Home Preset location. 

 If a preset tour has not been defined, and the Auto-Home after inactivity timeout has been enabled, 

then CompleteView will show the Auto-Home Preset location. 

 If neither a preset tour nor auto-home after inactivity timeout is enabled, CompleteView will do 

nothing. 

 

9. Auto-Home after Inactivity Timeout – Sets the number of seconds that CompleteView should wait after 

control input ends before performing an automatic action. 

10.  Auto-Home Preset – Sets the stored preset location that CompleteView should show after the inactivity 

timeout has expired. 

11.  Enable Preset Tour – Enables / Disables the preset tour. If Enable Preset Tour is not checked, then users 

who attempt to change the status of the tour in the CompleteView Client will receive the following error 

message: 

  

 
  

10.  Preset Tour Off on Server Start – If checked, then CompleteView will not automatically start the preset 

tour when the server is first started. 

11.  Dwell Time  (s) – Specifies how many seconds CompleteView should wait before proceeding to the next 

preset in the tour. 
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Auto-Attendant 

PTZ Auto-attendant automates the operation of a PTZ camera based upon video motion detection. 

  

CompleteView allows you to specify that a PTZ camera move to one or more stored preset locations if motion 

occurs in a designated region of one or more fixed cameras. In addition, CompleteView offers the ability to 

prioritize the motion detection regions. This enables the PTZ camera to hold a view on a high priority area, even 

if motion has been detected in other, lower-priority areas. CompleteView is also able to automatically cycle 

between preset locations which are configured with equal priority levels. 

  

When coupled to a Philips AutoDome® with AutoTrack, the CompleteView server offers a powerful, robust 

and sophisticated motion tracking system. 
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Communications 

Communications between CompleteView and PTZ cameras can occur through several means. First, it is 

necessary to understand how CompleteView communicates with the camera. 

  

Each CompleteView PC includes at least one RS232 serial communications port. 

  

The most common method of communication for PTZ cameras is via RS485 serial communications.  

  

It is therefore necessary to use a RS232-to-RS485 signal convertor when connecting a CompleteView server to 

a PTZ camera that uses RS485. 

  

Over-the-coax control technologies, such as Pelco's Coaxitron®, are not directly supported by CompleteView. 

It is still possible, however, to utilize Coaxitron to control your PTZ cameras through the use of intermediary 

hardware. For example, the most common solution to controlling 16 or fewer Pelco PTZ cameras via Coaxitron 

involves the use of the Pelco CM-6700 video matrix unit. In this case, you would configure the second serial 

port (COM B) on the CM-6700 for RS232 communications. CompleteView would be configured to use the 

Pelco ASCII protocol. The CM-6700 would handle converting from RS232 to Coaxitron signaling, as well as 

from Pelco ASCII to Pelco P control protocols. A side benefit of this approach is that the CM-6700 supports (2) 

keyboard inputs. The CompleteView server takes up one of these ports, leaving a second which can be used to 

add, for example, a KBD-300 system controller. 

  

Note:  Depending upon the application, an optional RS232 -> RS485 adapter may be required to 
connect CompleteView to the control interface of the camera. 

  

Control Protocols 

CompleteView can control many different models of pan-tilt-zoom (PTZ) cameras from a wide variety of 

manufacturers. 
  
Each PTZ camera manufacturer communicates with their PTZ cameras using a system of proprietary 
commands. These command sets are referred to as control protocols. 

  
See Appendix A for the list of PTZ control protocols supported by CompleteView. 
  

Note:  The 'Digital' protocol can be configured on any analog or IP fixed camera to enable digital PTZ 
control within the fixed camera's field of view. 
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Preset Tour 

CompleteView allows you to automate your PTZ camera by enabling a preset tour. A preset tour consists of the 

PTZ camera alternating between two or more preset locations. 

  
1. Enable Preset Tour – Enables / Disables the preset tour. 

2. Preset Tour Off on Server Start – If checked, CompleteView will 

not automatically start the preset tour when the server is first started. 

3. Dwell Time (s) – Specifies the amount of time in seconds that 

CompleteView should wait at the preset location before proceeding 

to the next preset in the sequence. 

 

To define a preset tour, begin by selecting the preset number that you wish to add to the tour. Next, set the 

dwell time for the preset location. 

Digital PTZ 

CompleteView can be configured to 
digitally Pan Tilt and Zoom any 

camera.  Digital PTZ allows the system 
operator to zoom in on an area within the 
cameras field of view to get a closer look 
at activity in the screen.  Once zoomed in 

the user can pan and tilt the view, operate 
preset position and perform most 
functions that are available on 
mechanical PTZ cameras. 

  
To enable digital PTZ functionality on a 
camera, check 'PTZ Enabled' then select 
the 'Digital' protocol from the Protocol 

droop down box. 
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Motion/Alarm 

Motion / Alarm 

The Motion / Alarm tab contains settings which control the software motion detection and external alarm IO 

behavior of the CompleteView Server. 

  

 
  
1. Pre-alarm/Pre-motion (s) – Sets the number of seconds to capture video prior to the start of a video motion 

detection or external alarm event. Pre-alarm recording is selected in increments of 5 seconds, and can be 

adjusted from 5 seconds to 120 seconds prior to the beginning of the alarm event. 

2. Post motion (s) – Sets the number of seconds that CompleteView should wait after motion stops before 

ending a motion event. 

3. Post alarm (s) – Sets the number of seconds that CompleteView should wait after an alarm stops before 

ending the alarm event. 

4. Motion Zones  – Opens the video motion detection configuration screen. 

5. Motion Sensitivity – Selects the sensitivity of the motion detection engine for the selected camera. The 

sensitivity scale is from 0 to 100, with a default value of 80. Lowering this value decreases the sensitivity of 

the motion detection, while increasing the value makes the motion detection more sensitive to change. 

6. Enable Motion Zone Actions  – Allows the PTZ auto-attendant to respond to motion events for the selected 

camera input. 

7. Only when Motion Scheduled – Restricts Motion Zone commands to periods of time when motion 

recording is scheduled. 

8. Send to Preset Before Alarm Recording – Issues a show preset n command when an external alarm event 

is active. 
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Actions Editor 

The Actions editor is the heart of CompleteView's PTZ Auto-attendant functionality. Using the editor, you can 
specify one or more actions that will be performed when motion is detected in the selected zone.  
  

 
  
1. Add – Adds an action. 

2. Remove  – Deletes the selected action. 
3. Live View – Displays a live video window with PTZ controls. You can set and show PTZ preset locations 

from the resulting screen. 
4. OK – Closes the Actions window and saves any changes that were made. 

5. Cancel – Closes the Actions window and discards any changes that were made. 

Add Actions 

To add an action, select a PTZ camera from the Send Camera list and a preset location from the To Preset list. 
When you click on the OK button, the action will be added to the list in the Actions Editor. 
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PTZ Control 

This dialog allows you to set and show presets for the selected PTZ camera. If you have selected a camera that 
is not a PTZ, then the controls will be disabled. 

 

 
 



 

CompleteView Administrator User Manual   Page 72 

Zones 
Sets the areas, or zones, that the video motion detection (VMD) engine should analyze for movement. You 

should use as few zones as possible in order to accomplish your goals, as each motion zone that you enable 

requires additional CPU processing time. The more zones there are the more CPU time is required to perform 

motion analysis. In addition, try to avoid the overlapping of zones. 

  

 
  
  

1. OK – Closes the configure zones screen and saves the changes. 

2. Cancel – Closes the configure zones screen and does not save the changes. 

3. Select Zone  – Selects a zone to add actions to. 

4. New Zone – Adds a new zone to be analyzed. Click and hold the left mouse button at the upper-left hand 

corner of where you wish to begin the zone. Drag the mouse to expand the zone. When the zone is covering 

the location that you wish to analyze, release the mouse button and the motion detection zone will be 

created. 

5. Erase Zone – Removes a single zone. Click the mouse on the zone that you wish to remove. 

6. Erase All – Removes all zones. 

7. Selected Zone  – Sets the PTZ auto-attendant priority level for the selected zone. 

8. Actions  – Display, add, remove actions for the PTZ auto-attendant. 
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Audio 

To assign an audio stream to a video channel, you must first have purchased an audio feature key and enabled 

your audio source(s). 

  

 
  
1. Enable Audio – Attaches an audio stream to the currently selected video source. 

2. Audio Source  – Specify which audio device to use. 

3. Channel – If the Split Channels audio mode was enabled in the Audio configuration, then you can assign 

either the left or the right audio channel to the currently selected video source. This feature enables a single 

stereo audio input to provide two separate audio channels, when using the appropriate adapter.  
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Email 

CompleteView can deliver email notifications to one or more recipients when certain alarm events occur. This 

is configurable on a per-camera basis. 

  

Notification events: 

1. Sync Loss  – If CompleteView detects a loss of 

video signal, the server will generate a notification 

email with an optional JPEG still image file 

attachment. By default, the JPEG still image is 

taken from the start of the event. 

2. External Alarm – Sends a notification email with 

optional JPEG still image file attachment 

whenever an “external” alarm condition occurs. 

An external alarm can be generated either through 

a hardware input or from an external application 

via the API. 

3. Motion Detected – Sends a notification email 

with optional JPEG still image file attachment 

when the internal video motion detection system 

detects motion. 

4. Sync Gained – Following a Sync Lost event, when 

CompleteView reconnects to the camera, the Sync 

Gained event is triggered. 

 

Notification settings 

1. To setup an email to be sent on a notification event, choose the event form the ‘Send Email on:’ list. 

2. Check the ‘Email Notification Enabled’ checkbox. 

3. Optionally, configure notification limits. 

1. Check the corresponding checkbox to enable to email notification limit. 

2. For Maximum Emails use the arrow controls to set the number of email notifications that should 

be set for the event.  Note, only the Sync Lost notification can use this setting. 

3. For Minimum Interval Between Emails enter the number of seconds between email alerts for the 

same event.  This will prevent many event alerts from being sent too rapidly. Note, the Motion 

Detection, External Alarm, Sync Lost and Sync Gained notifications can use this setting. 

 

Include Snapshot – Specifies whether to include a JPEG still image as a file attachment when an alarm event is 

detected. Each 320 x 240 JPEG still image is approximately 10KB in size. 

Delay Before Taking Snapshot (s) – Specifies a delay period, in seconds, after the alarm has triggered before 

taking the snapshot. 
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Note:  You might find that the emailed snapshots might include undesired objects, being from the 
beginning of the motion event. For example, a person opens a door. You want a picture of the 

person. As a result of CompleteView detecting the door opening as motion, this is the beginning of 
the motion event. A snapshot taken at this point (when the motion alarm triggered) might show only 
a slightly opened door. By setting a 2 or 3-second delay before taking the snapshot, the person has 
time to complete the opening of the door. The resulting snapshot will now be of the person rather 

than the door. 

  

Email Subject – The subject header of the email. 

Recipients  – The Internet format email addresses of the persons who should receive the notification. You can 

include multiple recipients by separating the email addresses with a comma. 
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Analytics 

CompleteView can deliver video streams to an integrated Agent VI video analytics system and associate alarm 

events from the integrated analytics system with alarm recordings. 

  

 

  

 

Select this option to have the CompleteView server analyze the video stream and 
transmit a feature stream to the associated Agent VI server. 

 

Select to record alarm on event notification from the Agent VI server. 

 

This number associates a sensor from the Agent VI system to the corresponding 
camera in CompleteView.  Make sure the sensor number configured in Agent VI 
matches this number. 
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Edge Storage 

CompleteView supports edge storage recording on Axis Communications cameras with Edge Storage support.   
Edge Storage integration allows CompleteView to configure the target Axis camera to record to either an 

internally installed SD card or to a separate NAS storage device.  The camera will record the same resolution 
and frame rate video stream CompleteView server is configured to record.  If recordings from the camera are 
interrupted by a network outage, or some other event, CompleteView will retrieve the missing recordings from 
the camera’s SD card or associated NAS server and automatically fill in any missing gaps in its recordings. 

 
Note, only Axis IP cameras can be configured for Edge Storage.  The controls on the Edge Storage tab will be 
unavailable if the camera being configured is not set as an Axis model camera from the IP configuration tab in 
CompleteView. 

 
To configure Edge Storage perform the following steps: 
 

1. From the ‘Edge Storage’ tab enable ‘Retrieve 

Missing Video from Edge Storage’ to enable the 
configuration controls.  

2. Select either ‘SD Card’ or ‘Network Share’ 
depending on where the camera will be 

configured to record the backup video stream to. 
1. If ‘SD Card’ is selected: 

1. Optionally check ‘Format SD 
Card’.  Selecting this option will 

initiate a format of the internally 
installed SD card on the Axis 
camera.  It is recommended to 
select this option.  The option will 

automatically disable once 
CompleteView has finished the 
format to prevent the card from 
being reformatted in the future. 

2. If ‘Network Share’ is selected the option 
under ‘Storage Options’ will change.  

1. Hostname or IP: enter the 
hostname or IP address of the NAS 

server.  Please note if the hostname 
of the NAS eerver is entered the 
camera will need to be configured 
with a DNS server to resolve the 

hostname. 
2. Share path: enter the path to the 

shared folder the camera will store 
video to. 

3. Username: enter the username 
which will be used by the camera 
to record to the NAS server. 
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4. Password: enter the password for the previously configured user name. 

3. CompleteView can be configured to synchronize the recordings on a schedule, so remote cameras 
which may be recording over limited bandwidth connections can have their recordings synchronized 
to CompleteView at a time when the network connection may be fully available to the camera.  The 
synchronization schedule is configured under ‘Synchronization Options’. 

1. Run video synchronization at: set the calendar 
control to the day you would like the first 
synchronization event to begin on. 

2. Using the time control to the right of the calendar 

control, set time of day the synchronization event 
should occur on. 

3. Below the date and time controls, set the 
frequency by number of days or hours between synchronization events.  In the example in the 

screen shot, the synchronization is set to start on 8/21/2013 at 1am and occur at 1am every 
day.   
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Adding a QuickTrack Camera 

A QuickTrack camera allows users of CompleteView’s Video Client to record a series of cameras as one video 
feed.  A QuickTrack camera panel in a Video Client view layout can contain any other camera the user has 

permission to view.  Any camera can be dragged and dropped into the QuickTrack panel to have its video 
displayed in the panel.  Additionally the camera, along with any other camera brought into the QuickTrack 
panel, will be recorded as a video feed.  This allows for later review of all cameras being focused on; as an 
example, if a loss prevention professional is tracking a suspect across multiple cameras in a retail store, each 

camera can be brought into the QuickTrack panel as the suspect enters the camera’s field of view.  The 
QuickTrack panel’s activity can later be reviewed as its own video feed to easily reproduce what the loss 
prevention professional was focusing on. 
 

 

QuickTrack Camera Settings  
 
QuickTrack cameras are configured using a subset of the configuration options on the ‘General’ tab of camera 

settings. 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 
 
 

 
 

 Specifies the display name of the QuickTrack camera. 

 
Cameras recorded to a QuickTrack camera panel will be transcoded using the 
Video Quality, Video Size, Compressor and External Alarm FPS settings.  

The Video Quality setting determines the level of compression used. 

 
Cameras recorded to a QuickTrack camera panel will be transcoded using the 

Video Quality, Video Size, Compressor and External Alarm FPS settings.  
The Video Size setting determines the resolution the QuickTrack video feed is 
recorded at. The target camera to be recorded in the QuickTrack panel will be 
resized to the resolution selected. 
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Cameras recorded to a QuickTrack camera panel will be transcoded using the 
Video Quality, Video Size, Compressor and External Alarm FPS settings.  

The Compressor setting determines type of Compression used (H.264, 
MPEG4 or MJPEG). 

 Cameras recorded to a QuickTrack camera panel will be transcoded using the 
Video Quality, Video Size, Compressor and External Alarm FPS settings.  
The External Alarm FPS setting determines the frame rate the QuickTrack 
video is recorded at. 

 

 
 
 

Note , the QuickTrack camera will require a recording schedule be set under 
‘Schedules’ in Server Configuration.  Alarm recording must be set for the 
QuickTrack camera to record.  Limiting Alarm recording can be used to limit 
the times of day a Video Client user can record using the QuickTrack camera. 
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Audio Devices 

General 

The settings in the Audio Devices group of options allow you to independently configure each audio device in a 

CompleteView Server. 

  

You must have an audio feature key installed before you can enable audio recording. Please contact Salient 

Systems for additional details regarding recording of audio with CompleteView. 

  

Tree View 

The Users/Groups node on the Server Configuration tree 

contains a list of all user and user group objects that exist in the 

selected server’s configuration. 

  
 

  

Configuring Audio Devices 

Capture Quality – Select from among three audio quality levels {low, medium, high.} Higher quality 

generates more data resulting in a decrease in your video event 

retention time and live viewing experience. You should always 

select the lowest quality level that is acceptable for your 

particular application. 

Channel Mode  – Selects the operation mode of the audio 

input. 

Mono – Monaural audio recording. 

Stereo – Stereo audio recording. 

Split Channels  – Separates a stereo signal into two audio 

channels (may require additional hardware.) If this mode is 

selected, it effectively turns a single audio input system into a 

two audio input system by utilizing the left and right channels 

of a stereo signal as two discrete audio inputs. 
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Alarm Devices 

Alarm Devices 

The settings in the Alarm Devices group of options allow you to independently configure each alarm device in a 

CompleteView Server. 

Tree View 

The Users/Groups node on the Server Configuration tree contains 

a list of all user and user group objects that exist in the selected 

server’s configuration. 

  
 

  

IP-based Digital Input / Output 

To add a new IP-based Alarm Device, perform the following steps: 

 

1. Right-click on the Alarm Devices object in the tree view.  

2. Select Add Alarm Device from the resulting context-

menu. 

3. Enter a name for the alarm device. 

4. Select OK. 

5. Configure the new alarm device from the IP tab. 

 
  

Direct-Attached Digital Input / Output 

CompleteView supports several different digital input/output (DIO) 

devices. Each of the devices is connected to a CompleteView server 

via a USB port. It is possible to add a single device, or any 

combination of device types to a CompleteView server. 

 

 

 USB to 8 Isolated Inputs/ 8 Reed Relay Outputs Digital 

I/O Interface Adapter 

 USB to 16 Isolated Inputs Digital I/O Interface 

Adapter 
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 USB to 16 Reed Relay Outputs Digital I/O Interface 

Adapter 

 USB to 48 channel TTL Digital I/O Interface Adapter 

 USB to 96 Channel TTL Digital I/O Interface Adapter 

Configuration Tabs 

IP Tab 

Displays the connection information for the selected alarm device. 

  
 

  
1. Device Model – Select the specific device model. 

2. Address (Hostname/IP) – The IP address or hostname for the 

selected alarm device. 

3. Username  – Enter the username that the server will use to 

contact the camera. 

4. Password – If required, enter the password for the associated 

username. 

5. Timeout – Controls how long, in seconds, CompleteView 

should wait for a response to the initial http request. This is an 

advanced setting, and should only be changed from the default value of '3' at the direction of Salient's 

technical support. 

6. Retries  – Controls how many times CompleteView should attempt to connect to the IP alarm device before 

determining that it is unreachable. This is an advanced setting, and should only be changed from the default 

value of '0' at the direction of Salient's technical support. 
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Inputs 

Based upon the configuration and capabilities of the selected alarm device, CompleteView will list the 

maximum number of inputs that the device is capable of. 

  

To configure an input, first select it from the Input: list. 

  

 
  
1. Trigger When Closed / Low – Alarm condition when circuit is closed. 

2. Trigger When Opened / High – Alarm condition when circuit is open. 

3. Trigger Recording on Cameras  – Select each camera that CompleteView should begin recording when the 

input is triggered. 

  

Note:  By selecting one or more camera inputs, CompleteView will utilize the alarm input to drive 

video recording. It is important to note that in order for the recording to take place, you must enable 

the External Alarm Recording mode in the Recording Schedule. If the input is alarmed, but external 

alarm recording is not currently active in the recording schedule, then video recording will not occur.  
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Outputs 

Based upon the configuration and capabilities of the selected alarm device, CompleteView will list the 

maximum number of outputs that the device is capable of. 

  

To configure an input, first select it from the Output: list. 

  

 
  

1. Close When Triggered – Generates alarm condition by closing the circuit. 

2. Open When Triggered – Generates alarm condition by opening the circuit. 

  

By configuring a camera output, CompleteView can perform one or more functions. The selected functions are 

applied to all cameras that are associated with the output in the Cameras Triggering Output area. 

  

1. Trigger on External Alarm – When an external alarm condition is active for one of the selected cameras, the 

output is alarmed. External alarms can be software generated through the API, or when any of the inputs 

associated with a given camera has an active alarm condition. 

2. Trigger on Motion – When CompleteView detects motion is occurring for one of the selected cameras, the 

output is alarmed. 

3. Trigger on Sync Loss  – If a loss of video signal is detected for one of the selected cameras, CompleteView will 

generate an alarm on the selected output. 
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Serial Ports 

General 

The settings in the Serial Ports group of options allow you to independently configure each RS-232 serial port 

in a CompleteView Server. 

  

Tree View 

The Serial Ports node on the Server Configuration tree contains a list of the RS-232 serial ports in the server. 

  

 
  

Serial Port Configuration 

 

  

1. Baud Rate  – Valid options are: 1200, 2400, 4800, 9600, 

14400, 19200, 38400 and 57600. 

2. Data Bits  – Valid options are: 8 and 7. 

3. Parity – Valid options are: None, Even and Odd 

4. Stop Bits  – Valid options are: 1, 1.5 and 2. 

5. Flow Control – Valid options are: None, Software and 

Hardware. 
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Volumes 

General 

Before video recording can begin, at least one "Regular Storage" volume object must be defined on the 

CompleteView Server. A storage volume can be a directory on a local hard disk drive, a removable hard disk 

drive, or a shared directory on a network file server. Volumes can be defined using the standard Microsoft 

pathname format, such as D:\Video, or by using a Universal Naming Convention (UNC) pathname such as 

\\ServerName\Video. 

  

Tree View 

Volumes on the Server Configuration tree contain a list of all of the video volumes in the selected server’s 

configuration. 

  

 
  
Right-click on a video archive volume object to show a context-menu containing the primary volume 

management functions.  You can also access this item as a submenu underneath the Server Configuration-

>Volume system menu. 

  

 
  

1. New Volume  – Creates a new volume object. 

2. Delete Volume  – Permanently removes the currently selected volume object. 

3. Move Up – Moves the currently selected volume object one position higher in the volume 

list. 

4. Move Down – Moves the currently selected volume object one position lower in the volume 

list. 
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Configuration Tabs 

General 

 
  

1. Path: – Specifies the location of the video archive volume. This can be either a literal path such as E:\Video or 

a UNC path such as \\ServerName\Video. 

  

  

IMPORTANT: If you are writing to a mapped network drive or 

universal naming convention ('UNC') path, then you must ensure that 

the LocalSystem user account has appropriate permission to read, write, 

modify, create and delete files. Please see chapter Server Components 

Overview, section System Service Overview for more details. 

  

  
2. Volume Type - Specifies the purpose and function of the storage volume. 

1. Regular Storage - At least one "Regular Storage" volume needs to be defined for the server.  Video is 

written to this volume for the cameras associated with it according to the recording schedule defined (see 

Schedules for more information on configuring a recording schedule).  CompleteView will find recorded 

video for the associated cameras on this volume type when a search is initiated through a playback interface. 

2. Permanent Storage (Read Only) - CompleteView will find recorded video for the associated cameras on 

this volume type when a search is initiated through a playback interface.  This is used less frequently than 

Regular Storage and Archive Only volume types.  An example of this volume type would be to define the 

location of video which has been restored from a backup or the location of video moved from Regular 

Storage by a 3
rd

 party archiving program. 

3. Archive Only - This defines a volume for the purpose of moving video from a Regular Storage volume on a 

preset schedule in order to free space on the associated Regular Storage volume(s) for new video to be 
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recorded.  Archiving removed the designated video from the original volume and places it on the archive 

volume   

4. Backup Only –This defines a volume for the purpose of backing up a drive. Backup copies the original 

files to the backup volume but does not remove them from the original volume. (Backup Only: available 

in CompleteView 3.8.1 and beyond) 

3. Free Space Threshold for Writing (MB) – Specifies the amount of available disk space (in megabytes) on the 

volume before First In First Out (FIFO) processing is triggered. Each time the threshold drops below this 

number, it will cause CompleteView’s FIFO processor to delete approximately one day of video in order to free 

disk space for newer video events. 

4. Keep Video For (days) – Enable this setting to remove video based on retention time. Specifiy the number of 

days to keep video for, before deleting the oldest day of video. 

5. Begin Removal At – Specified the time of day to begin removing the oldest day of video, after video becomes 

older than what is specified for the “Remove Video Older Than” setting. 

6. Enable Archive  – (Available for Regular Storage volume types) when checked, the archiving scheduling 

options are presented permitting the administrator to associate an Archive Only volume. 

7. Enable Backup – (Available for Regular Storage volume types) when checked, the backup scheduling options 

are presented permitting the administrator to associate an Archive Only volume. 

 

Note: For any given regular volume, you may enable archiving or backup, but not both for the same volume 

  

Archiving and Backup Only Configuration 

Archiving can be used to automatically move recorded video from its originally recorded location to a longer 

term storage medium.  This will free space for new recordings without requiring the older video be 

deleted.  The administrator can define the archive volume, associate it with regular volume(s) and set a schedule 

to automatically move the oldest video from regular storage to archive storage. 

 

Backup Only 

Backup Only can be used to automatically copy recorded video from its originally recorded location to any 

designated storage volume. The video on the original volume remains in place and is subject to first in first out 

The administrator can define the Backup Only volume, associate it with regular volume(s) and set a schedule to 

automatically copy the oldest video from regular storage to archive storage. 
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Configuration of Archive Only or Back Only Volume  

The process to configure a Back Up Only Volume is the same as configuring an Archive Only Volume 

Overview 

Archiving can be setup in following four steps: 

1. The administrator must first add an Archive Only or Backup Only volume type to the server. 

Select Enable Archive or Enable Backup on a Regular Storage volume.  

2. Associate the Archive Only or Backup Only volume to the selected Regular Storage Volume. 

3. A schedule for automatically moving / copying video from the Regular Storage volume to the Archive 

Only or Backup Only volume must be defined in the Regular Storage volume's settings. 

Adding an "Archive Only" Volume  

 
  
Right click on Volumes and choose New Volume. 

  
On the volume's General tab set the Volume Type to "Archive Only". 

  

 
  

The icon for the volume will change indicating it is an either an Archive Only or Backup Only volume type. 

  
1. Keep Archived / Backup Video for How Many Days: - This setting defines the number of days to keep 

video for before deleting it from the archive or backup volume.  Example: if set to 10 days, video will be 

deleted on the 11th day after it has been moved from a "Regular Storage" volume. 
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2. Minimum Delete Size When Full (MB): - If the drive becomes full and an archive or backup operation 

cannot be completed because not enough free space exists, CompleteView will automatically delete the oldest 

video until the Minimum Delete Size specified here has been reached. 

  

Note:  For the purposes of the "Minimum Delete Size When Full (MB):":  The Archive Only 
volume is considered full when it has reached 92% of its capacity. 
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Configuring the Archive or Backup Schedule  

 
The Archive or Backup 

schedule is configured on the 

"Regular Storage" volume, 

which is to be archived or 

backed up.  First click on the 

target "Regular Storage" 

volume.  

 
  
  

 

Check "Enable Archiving" to enable archiving of the selected "Regular 
Storage" volume and to display the Archiving Settings. 

 
Check "Enable Backup" to enable backup of the selected "Regular Storage" 

volume and to display the Backup Settings. 

 

Set the "Archive Only" volume to move video to. 

 

Specifies the number of days of video to move when an archiving event 
occurs.  When an archiving event occurs, this number of days of video (of the 

specified recording types) will be moved to the Archive Only 
drive.  Recording type(s) not specified will not be deleted when the archiving 
event occurs and could be stored for longer than the specified number of days. 

 

Specifies the number of days between archiving events. 

 

Specifies the time of day to begin the archive event. 

 

When check archiving begins the day archiving is turned on instead of waiting 
the number of days specified in "Archive Video Every (days)". 

 

The checkboxes available here allow the user to specify the types of 
recordings which will be moved on an archiving event. 
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 Archive Only or Backup Only Configuration Guidelines 

It is strongly recommended that these guidelines be employed for best performance.  Improper configuration of 

archiving or backup can result in video being deleted before it is intended to be removed. 

  

1. The "Archive Only" or Backup Only volume should be on its own partition and not used for any other 

purpose. 

2. Multiple "Regular Storage" volumes should not be configured to archive to the same "Archive Only" or 

Backup Only volume.  Each "Regular Storage" volume you wish to have archived or backed up should 

have its own dedicated "Archive Only" or Backup Only volume associated with it. 

3. When scheduling archiving or backing up  multiple "Regular Storage" volumes on a single server, 

schedule the archiving or backup of each volume to occur at separate times.  Plan the archiving or 

backup schedule for each "Regular Storage" volume so no other volume on the same server will be 

archiving simultaneously. 

3. Make sure the archive or backup volume is larger than the contents that will be stored on it. 

4. Schedule archiving or backup to occur when there will be limited recording on the "Regular Storage" 

volume and limited network activity.  Keep in mind video may not be available for playback when it is 

being archived or backed up and the server performance may be affected during the archive or backup 

event. 

Cameras 

Selects which cameras are allowed to record to this volume. 

  

You can use this setting to restrict which cameras are allowed 

to record to a particular volume. For example, if you wish to 

extend the video archive retention time of a group of cameras, 

you can define a volume that only those cameras can record 

to. 
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Schedules 

General 

The recording schedule planner allows you to set a recording schedule for each camera by specific date, 

whether it is a weekend or weekday, or by the catch-all ‘Every 

Day’ schedule. 

  

Tree View 

The Schedules node on the Server Configuration tree contains a 

list of all of the defined recording schedules in the selected 

server’s configuration. 

  
 

  
Right-click on a schedule object to show a context-menu containing the primary 

schedule management functions.  You can also access this item as a submenu 

underneath the Server Configuration->Schedule system menu. 

  
 
  

1. New Schedule  – Creates a new recording schedule. You will be prompted for the type of schedule to 
create, as shown below: 

  

 

  
a. Date  – Creates a schedule which will run 

only on the selected date. 
b. Weekday – Creates a schedule which will 

run on every weekday, defined as Monday 
- Friday. 

c. Weekend – Creates a schedule which will 
run on every Saturday and Sunday. 

d. Every Day – Creates a schedule which 
will run on every day of the week. 

  

Note:  If there are multiple schedules which apply to a particular date, then the CompleteView server 
chooses the most restrictive schedule available. For example, if the date is Tuesday, 6/3/2008, and 
there is a schedule for 2/3/2008, Weekday, and Every Day, then the CompleteView Server will use the 
schedule for 2/3/2008, since it is the most restrictive. If the 2/3/2008 schedule did not exist, then 

CompleteView would use the Weekday schedule, and so on. 
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2. Clone Schedule  – Creates a copy of an existing schedule. 

Select the schedule that you wish to copy, and then click the 

Clone Schedule button. You will be prompted to supply a 

schedule type for the new schedule. If the type of schedule 

you select already exists, the operation will fail with the error message shown below: 

3. Delete Schedule – Deletes the currently selected recording schedule from the server configuration. 

4. Edit Schedule  – Not used. 
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Configuration Tabs 

Edit 

The recording schedule planner allows you to specify what types of recording should occur for each camera in a 

24-hour period. 
  

 
  
  

1. Scheduled – Click on this button to enable scheduled (continuous mode) recording. 

2. Ext. Alarm – Click on this button to enable recording during an external alarm event. 

3. Motion – Click on this button to enable recording when motion is detected. 

4. Pre-alarm – Click on this button to enable pre-alarm recording. 

  

Note:  Pre-alarm recording and scheduled recording cannot be selected simultaneously. When pre-

alarm recording is enabled, scheduled recording is automatically disabled. Simultaneously selecting 

motion detection or external alarm AND scheduled recording, will automatically disable pre -alarm 

recording. 

  
5. Start – Manually sets the start time for a recording plan. 

6. End – Manually sets the end time for a recording plan. 

7. Schedule  – Displays a text-based list of planned recording items for the currently selected camera. In 

the above screenshot, Camera 1 has been selected. You can view its recording plan in 2 different ways: 

  



 

CompleteView Administrator User Manual   Page 97 

a. Textually – You can determine the recording plan for a camera by examining the items listed in 

the Schedule box. Items beginning with the letter S represent a scheduled recording; A represents 
external alarm recording; P represents pre-alarm recording; and M represents motion detection 
recording. The start and stop time each item are shown to the right of the recording type. 

b. Graphically – To the immediate right of the camera selection is a series of bars. These are 

displayed on a scale from 0 to 24, which indicate the time period 00:00:00 through 23:59:59. The 
scale is broken into increments of 15 minutes. 

  
The bars are color-coded by recording type: green represents scheduled recording; yellow 

represents external alarm recording, cyan represents pre-alarm recording; and red represents 
motion detection recording. 
  

8. Copy Schedule – Copies the recording plan for the currently selected camera. 

9. Paste Schedule – Pastes a copied recording plan into the currently selected camera. 
10.  Remove Schedule – Deletes the recording plan from the currently selected camera. 
11.  OK – Saves the changes to the entire recording schedule plan, and exits back to the previous screen.  
12.  Cancel – Does not save any changes to the recording schedule plan, and exits back to the previous 

screen. 
  
To graphically edit the recording schedule plan, first choose the type of recording that you wish to occur by 
selecting the appropriate recording mode buttons. Next, click and drag on a camera, from the time you wish the 

recording to start, until the time you wish for it to end. When you are done modifying the recording plan, click 
on the OK button to save changes and exit. 
 

Note , the QuickTrack camera will require a recording schedule be set under 
‘Schedules’ in Server Configuration.  Alarm recording must be set for the 

QuickTrack camera to record.  Limiting Alarm recording can be used to limit 
the times of day a Video Client user can record using the QuickTrack camera. 
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Client Configuration 

Global Options 

General 

The Global parameter group allows you to modify settings that apply to the selected Client Configuration as a 

whole. 

  

Tree View 

The top level of the Client Configurations tree contains a separate object for each of the Client Configuration 

sources that you have specified. 

  

 
  

Right-click on a client configuration object to show a context-menu containing the primary configuration 

management functions.  You can also access this item as the Client Configuration system menu. 

  
  

1. Add Client Configuration...  — adds a client configuration file 

to the list of available configurations. 

2. Edit Credentials...  — Edits the credentials used to access the 

currently selected client configuration. 

3. Delete Client Configuration — Removes the selected 

configuration from the list of available configurations. 

4. Reload Configuration — Reloads the selected configuration 

from its source location. 

5. Save Configuration — Saves the selected configuration to its 

source location. 

6. Load Configuration From - Opens a client configuration from 

a specified location. 

7. Save Configuration To - Saves the current client configuration 

to a specified location. 

8. Load Backup — Restores a configuration backup file into the 

selected configuration. 



 

CompleteView Administrator User Manual   Page 99 

9. Save Backup — Saves the currently selected configuration into a backup file. 

10.  User — Displays the user configuration submenus for the selected configuration. 

11.  View — Displays the view layout submenus for the selected configuration. 

12.  Map - Displays the Map submenus for the selected configuration. 

13.  Server — Displays the server management submenus for the selected configuration. 

14.  Zone  - Displays the location setup submenus for the selected configuration. 
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Misc. 

The Misc. settings tab contains configuration settings that apply to the currently select client configuration. 
  

 
  
  

1. Active Directory Authentication (Enterprise feature) – Defines the AD domain that the client 

configuration should authenticate against. 

1. Domain - Defines the domain to authenticate against. 

2. Username  - User name to use for domain authentication. 

3. Password - Password to use for domain authentication. 

2. Auto disconnect when idle  - When enabled the client will automatically disconnect from the server(s) 

when the client window is minimized or the screen saver becomes active.  Client will automatically 

reconnect when window is restored or screen saver is deactivated. 
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Sites & Zones 

Overview 

CompleteView provides the ability to organize view layouts and maps through the Sites & Zones 

feature.  Organizing view layouts and maps using Sites & Zones is similar to organizing files in folders.  The 

structure created using Sites & Zones appears in the Video Client. 

  

A Zone is the top level object in the structure.  A Zone can contain other Zones as well as sites within it but 

Zones do not contain views and maps. Sites are the bottom level organizational object and can contain any 

number of view layouts and/or maps but no other sites and Zones.   

  

A common structure may begin with Zones named to represent states.  With the Zones which represent a state 

there may be sites representing cities.  Each site there would contain view layouts and maps.  For example, there 

may be a Zone names "Texas" with a site names "Austin" which would contain the views and maps.  

 

 

  

  

 

Configuring Sites & Zones 

A Zone object is similar to a folder and can contain other Zones as well as Sites.  Zones can be nested within 

other Zones and there is no limit to the number of levels deep the Zones can be configured to. The Sites object 

is the bottom level object and can contain view layouts and maps. 

  

  

To add a new Zone, right click on ‘Zones/Sites’ or an existing Zone and choose 'New Zone' 

  

 
  

You will be prompted to enter a name for the 
Zone.  Enter a name for the Zone and click OK. 
  
 

  

Note: Zones and Sites feature is available in CompleteView Enterprise.  Please contact Salient Systems 

Sales for information on upgrading to CompleteView Enterprise to enable Zones and Sites.  
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To add a new site, right click on ‘Zones/Sites’ or an existing Zone and choose 'New Site' 
 

 
  
Enter a name for the Site in the 'New Site' dialog box then click OK. 
 

 
  
 

Creating Views and Maps within a Site 

To create a new view layout within a Site, expand the Site by clicking the '+' next to the Site.  
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Right Click on 'Views' and choose either 'New View' or 'New 

Auto View.... 
  
 
  

 
 
 
 

Please refer to the 'View Layout Editor' section of this manual for details on configuring view layouts. 

  

 

Map Views within Zones and Sites 

To create a new map within a Site, expand the Site by clicking the '+' next to the Site. 
  

 
  
Right click on 'Maps' then choose 'New Map'. 

  

 
  
Please refer to the 'Map View Editor' section of this manual for details on configuring maps. 
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Site Administration 

Clicking on a Site object will display the 'Administration' tab. 
  

 
  

 
Name  - Text entered in this field will display as the Site's name. 

 

Users/Groups  - Select the Users and/or Groups who should have permission to 

view this site.  Only Users and Groups checked in this field will be able to see the 

site in the Video Client. 
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Users/Groups 

General 

The Users and Groups configuration objects allow you to create, modify and delete view layouts and associate 

them with either an individual user, or a group of users. An unlimited number of view layouts may be created 

for each User or User Group object. 

  

Please reference Appendix E for additional information regarding Users and User Groups. 

  

Tree View 

User/Groups Node 

The Users/Groups node on the Client Configuration tree contains a list of all user and user group objects that 

exist in the selected client configuration. 

  

 

 

Group Object User Object 

 

  
Right-click on either a user or group object to show a context-menu containing the primary management 

functions.  You can also access this item as a submenu underneath the Client Configuration->User system 

menu.  

  
1. New Group...  – Creates a new user group object.  Options include local and 

import from Active Directory (enterprise feature). 

2. New User...  – Creates a new user object.  Options include local and import from 

Active Directory (enterprise feature). 

3. Clone  – Creates a copy of the currently selected user, including camera 

permissions. 

4. Delete  – Deletes the currently selected user from the server configuration. 

5. New Password – Resets the password for the currently selected user. 
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 Views Node 

Each User and Group object contains a node entitled Views.  The Views node contains a list of all of the view 

layouts that have been created for the currently selected object. 

  

 
  
Right-click on the Views node or a view layout to show a context-menu containing the primary view layout 

functions.  You can also access this item as a submenu underneath the Client Configuration->View system 

menu. 

  

 
  

1. New View...  – Creates a new view layout object. 

2. Autopopulate...  – Automatically creates and configures a new view layout 

object. 

3. Clone  – Creates a copy of the currently selected view layout object. 

4. Remove View – Removes the currently selected view layout object. 

5. Save as Template  - Saves the currently selected view configuration as a template for later use. 

6. Apply Template  - Changes the current view layout to the layout saved in the template selected.  Each 

camera in the view is reset to the 'No Camera'. 

7. Delete Template  - Removes the selected Template. 
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Administration 

User Object 

1. Administrator – If set, the user can view and modify the configuration for the selected CompleteView 

Server. 

2. Auto Fullscreen – If set, then when the user logs in to the CompleteView Client, the application will 

automatically enter Fullscreen viewing mode. 

3. Auto Sequence  – If set, then when the user logs in to the CompleteView Client, the application will 

automatically begin sequencing between live view layouts. 

4. Active Directory Authentication – Indicates whether the selected user is a non-editable Active 

Directory object. 

5. Hide Nodes – Check nodes to hide from the selected user in Video Client.  At least one node type must 

be selected otherwise nothing will be visible to the Video Client user. 

6. Member of these groups  – Displays a list of all local groups.  If set, the user is a member of the group 

and will inherit any view layouts that have been created for the group(s). 

 

 
  

  



 

CompleteView Administrator User Manual   Page 108 

User Group Object 

1. Administrator – If set, members of the group can view and modify the configuration for the selected 

CompleteView Server. 

2. Auto Fullscreen – If set, then when a member of the group logs in to the CompleteView Client, the 

application will automatically enter Fullscreen viewing mode. 

3. Auto Sequence  – If set, then when a member of the group logs in to the CompleteView Client, the 

application will automatically begin sequencing between live view layouts. 

4. Active Directory Authentication – Indicates whether the selected user is a non-editable Active 

Directory object. 

5. Hide Nodes – Check nodes to hide from users that are members of the group in Video Client.  At least 

one node type must be selected otherwise nothing will be visible to the Video Client user.  

6. Users in this group – Only enabled if the selected group type is local.  If so, then this field displays the 

members of the group. 

 
  

Enterprise Feature:  Users and user groups can be linked from Active Directory to enable a single 
sign-on environment.  AD user group membership is managed using external tools such as the 
Microsoft Active Directory Users and Computers MMC snap-in.  See Appendix C.  Active 
Directory® Integration for more details. 

file:///C:/Users/brian.carle/Desktop/Salient%20Systems/Product%20lit/Manuals/38/v3/admin_guide/appendices/appendix_d_active_directory_connector/d1._active_directory_connector.htm
file:///C:/Users/brian.carle/Desktop/Salient%20Systems/Product%20lit/Manuals/38/v3/admin_guide/appendices/appendix_d_active_directory_connector/d1._active_directory_connector.htm
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Credentials 

When a user logs in to the CompleteView Client application, the authenticated users’ credentials are utilized 

each time that the user attempts to access a protected resource.  Using the Credentials settings, you can override 

this behavior and supply a different set of user credentials for each configured server.  This is most useful for an 

environment where you wish to simplify user management and do not require a user-level audit trail. 

  

In the following scenario, each user would have an individual user object created within the Client 

Configuration, but would use a shared set of user credentials when accessing video servers.  A single user 

account that is shared by multiple users is also known as a role account.  In our example, the users Larry, Moe 

and Curly have individual user accounts on the configuration server.  Larry, Moe and Curly's user credentials 

have been configured to use an alternate username and password (u: operators and p:drowssap) when accessing 

the server named DVMS.  On DVMS, a single user account has been created.  This user is named operators 

with a password of drowssap.  Whenever Larry, Moe or Curly attempt to access a camera located on DVMS, 

they will authenticate using the alternate credentials. 

  

The primary benefit of using role accounts is that there is less administration required to manage users on each 

video server.  Once the role accounts have been setup on each video server, there should be little to no recurring 

user administration.  The primary locus of user configuration becomes the Configuration Server. 

  
 

  

Servers  

1. Servers  – Contains a list of each video server 

that is defined in the currently selected client 

configuration database. 

   

Credentials  

1. Passthrough – (default) The user credentials 

supplied during the client login process are used 

to authenticate to the selected video server. 

2. Alternate From Group – N/A 

3. Alternate  – Utilize the user credentials 

specified below to authenticate to the selected 

video server. 

 Username – The username used to authenticate to the selected video server. 

 Password – The valid password for the username entered above. 
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Servers 

Cameras 

Contains a list of all cameras available on the selected server. 
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View Layout Editor 

General 

Contains configuration information for the currently selected view layout. 

  

 
  

1. View Name  – The name of the view layout as it is displayed to the user. 

2. In Sequence  – Determines whether or not this layout is to be included in a timed rotation of view 

layouts. 

3. Dwell Time  – Sets how long the client application should pause, in seconds, after this layout is 

displayed in the view sequence. 
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View 

Edits the selected view layout properties for the current user or user group object. 
  

View Layouts 

 
  

1. Server – Contains a list of each video server that is defined in the currently selected client configuration 

database. 

2. Cameras  – Contains a list of all cameras that are available on the currently selected video server.  Each 

camera name is accompanied by a low-resolution thumbnail still image to assist the administrator in 

selecting camera resources. 

3. Refresh – Reloads the list of cameras and thumbnail images for the currently selected video server. 

4. View Target - The aspect ratio of the tiled view display. Select 4x3 for views intended to be displayed 

on 4x3 aspect ratio monitors or 16x9 for views intended to be displayed on 16x9 aspect ratio monitors. 

5. Grid Scale– Check to enable a snap to grid layout editor.  Uncheck for a free form view layout 

editor.  1x, 2x, 3x corresponds to the grid size.  The lower number corresponds to a finer grid. 

6. Title Bar - Check to overlay the title bar on the video window.  Note this does not change the aspect 

ratio of the video window. 

7. Frame Rate  – Sets the maximum live view frame rate for all currently selected cameras. 

8. Quality – Sets the video compression visual quality (low, medium, high) for all currently selected 

cameras. 
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Adding Cameras 

You can easily add cameras to the view layout by dragging a camera thumbnail image from the camera list onto 

the grid position where you wish it to appear. 

  

 
 
 

 
 
 
 

  

  

Note , when adding QuickTrack cameras to a View Layout, a 

maximum of 1 QuickTrack camera can be added per view layout. 
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Resizing Cameras 

The lower right-hand corner of each camera image contains an anchor point.  Click on the anchor point and 

drag the camera to the size that you want.  When it is at the desired size, release the mouse button. 

  
 
  

Cameras can be dragged to 16x9 aspect ratio or 4x3 from their original size.  9x16 (Corridor View) cameras 

can be dragged to 4x3 from their original size. 
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Deleting Cameras 

Left-click on a camera to select it.  Press the delete button on the keyboard, or drag the camera onto the camera 

list.  The camera will be removed from the view layout immediately. 
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Adding Maps or Web Pages to a View Layout 

From the view layout editor the ‘Cameras’ list will contain three non-camera objects below the selected server’s 
IP and analog cameras. 

 
 

 Map: dropping this 
object onto the view 

layout drawing surface 
will add a map to the 
view layout. 

 Web Page : dropping 

this object onto the 
view layout drawing 
surface will add a 

browser window set to 
an administrator-
configured default web 
page to the view 

layout. 

 Empty: dropping this 
object onto the view 
layout drawing surface 

will add an empty 
viewing tile to the 
view layout. 

 

 
 

Adding a Map 
 

Add a map to a view layout in the same way a camera is added.   
 

1. Drag and drop the ‘Map’ object to the drawing 
surface, or to an existing ‘Empty’ video tile. 

2. The ‘Map’ dialog will appear.  Select a map to 
display in media pane.  

3. The map will apear on the drawing surface.  The 
map object can be resized and moved like any other 

camera view. 
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Adding a Web Page 

 
Add a web page to a view layout in the same way a camera is added.   
 

1. Drag and drop the ‘Web Page’ object to the drawing surface, or to an existing ‘Empty’ video tile. 

2. The ‘Web Page’ dialog will appear.  Enter the 
‘home page’ URL under ‘Please specify a URL’.  

3. Optionally choose to disable link and other 
browser controls by enabling ‘Disable links and 

browsers controls’.  This option will prevent a user 
to navigating to any othe rlinks or web pages but 
will allow a user to refresh the specified page. 

4. The Web Page object will apear on the drawing 

surface.  The Web Page object can be resized and 
moved like any other camera view. 
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Map View Editor 

General 

The General tab allows the administrator to import map files and to select the map file to be used for the view 

being configured. 

Import an Image File as a Map 

Click the 'Import' button. 

 
'General' tab with the 'Import' button highlighted 

You will be presented with a file dialog box.  Choose any .BMP or .JPG file to be imported. 

 
File Open dialog box 
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The selected image file will be added to the list of available maps. 
  

 
'floor_plan.bmp' map image has been added to the list 

  
Select the file you wish to use as the background for your map.  A thumbnail and the dimensions of the image 

will be displayed to the right of the 'Images' list box. 

  
'General' tab displaying thumbnail of image file selected 

Note: You can import any number of files as maps.  The file that you import does not have to be selected as 

the map image for the map you are editing. 
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Press the 'Select' button to use the selected image as the map background.  The image file name will display in 

the 'Image Name' box. 
  

 
An image has been successfully selected as the map 
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Edit 

The edit tab allows the administrator to place cameras on the map, edit field-of-view cones and link to other 
maps. 
  

 
'Edit' tab 

  
As you mouse-over the camera a snapshot from the camera's field-of-view will be displayed.  You can use this 
as a guide to placing the camera and editing the field of view cone (Image 1.1). 

  

 
Image 1.1: Image from camera is displayed on mouse over 
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Camera placement on the map is controlled by drag and drop.  Simply left click on a camera and drag it to the 

desired spot on the map.  A default field-of-view cone will be displayed (Image 1.2). 
  

 
Image 1.2: Camera has been dropped on the map and the default field-of-view cone is displayed 

  
As you mouse over areas of the cone controls will be displayed to change the length of the cone, the angle and 

the direction.   

 
 
 

 
  
  
 

 
Use the same drag and drop method to place 

maps.  Available maps are displayed under 

the 'Maps' heading as shown below. 

  

 

  
 

 
 

 
 

 
The field of view cone has been adjusted; a map was also added from the 'Maps' list 

Note: You can position your mouse over 
the camera for a snapshot to best 

determine the correct cone shape to 
represent the camera field-of-view. 

Note , although QuickTrack cameras 

will be displayed under their 
corresponding server, it is not 
possible to add a QuickTrack 
camera to a map. 
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Appendices 

Appendix A: PTZ Protocol Drivers 

Analog Control Protocols (RS-422/485) 

Protocol Name Notes 

AD ASCII 

Continuous 

American Dynamics ASCII; Continuous commands 

AD ASCII 
Make/Break 

American Dynamics ASCII; Start/Stop commands 

Canon VC-C4   

Kalatel   

Digital Digital PTZ control for fixed analog or IP cameras 

Panasonic WV-

CS850 Conv 

Panasonic Conventional 

Panasonic WV-
CS850 New 

Panasonic 'New' 

Pelco ASCII Used for controlling a CM6x00 video matrix switch.  Should work 
with CM9760 as well. 

Pelco D   

Pelco P   

Philips Biphase   

RVision   

SAE   

Samsung   

Sensormatic Sensormatic and American Dynamics cameras 

Sony EVI-D30/D31 Sony Visca protocol 

Ultrak KD6 
(Diamond) 

Ultrak; formerly known as the 'Diamond' protocol 

VCL   

Vicon   
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IP-based Control Protocols 

Protocol Name Notes 

ACTi HTTP IP ACTi IP camera driver 

ACTi Pelco D IP ACTi IP camera driver 

ACTi Pelco P IP ACTi IP camera driver 

Axis V2 IP Axis Communications V2 API 

Axis V2 IP 

(Firmware 4.40) 

Axis Communications V2 API; Use for camera/encoder firmware 

v4.40 and later 

Digital Digital PTZ control for fixed analog or IP cameras 

Mobotix IP Mobotix 360 degree IP cameras 

Panasonic IP Panasonic 

Sony P5 IP Sony P5 

Sony Visca IP All other Sony cameras 

Toshiba IK-WB IP Toshiba IK-WB01A/11A 

Toshiba IK-WB21A 
IP 

Toshiba IK-WB21A 
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Appendix B:  Generic IP Drivers 

CompleteView has been designed as a flexible platform for supporting IP imaging devices.  Accordingly, a 

generic driver model is available that supports a basic level of functionality for most IP cameras. 
  

"Generic IP Camera" for MJPEG 

Repetitive HTTP requests for a JPEG image. 

Enter the path* for a JPEG image on the camera. Examples include "image", "jpeg", and "axis-
cgi/jpg/image.cgi?camera=2". 

"Generic IP MJPEG Streaming Camera" for MJPEG 

An HTTP request for streaming JPEG images. 
Enter the path* for an MJPEG stream on the camera. Examples include "image", "nphMotionJpeg", and "axis-

cgi/mjpg/video.cgi". 

"Generic IP RTSP Streaming Camera" for MPEG-4 

RTSP control of MPEG-4 video over RTP, both tunneled through HTTP. 
Enter the path* for an MPEG-4 stream on the camera. 

"Generic RTSP/UDP" for MPEG-4 and H.264 

RTSP control of MPEG-4 and H.264 video over RTP over UDP. 
Enter the path* for an MPEG-4 or H.264 stream on the camera. Examples include "video" and "stream1". 
  
 

Note: *A URL path follows the domain name (and optional port number) and precedes the query string. 
For example, in the URL, "http://192.168.1.100:80/image?speed=10", "image" is the path. However, 

CompleteView’s use of "path" includes everything after the domain name (and optional port number), 
which also includes the query string, if present. Therefore, from the example URL, one may enter 
"image?speed=10" as the path. If one does not enter the path beginning with a slash character ("/"), as in 
our example, CompleteView™ provides one. For those rare cases where the camera does not allow a path, 

enter a single slash character instead of leaving the path field blank. 
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Appendix C. Active Directory® Connector 

C1. Overview 

This appendix assumes that you already have a live Active Directory implementation on your network and that 

you are familiar with the concepts, terms and tools surrounding it. 
  

Key Benefits of Integration with AD (Enterprise feature) 
1. Active Directory can be leveraged for resolving issues related to the management of multiple passwords 

and accounts and greatly alleviates the account administration burden of the IT staff. 

2. End-users in Windows environments typically already employ Active Directory for their Windows 

login, thus options for achieving reduced or single sign-on are expanded. 

3. Authentication against a central directory such as Active Directory allows end-users to have only one 

password to remember or change, eliminating the downtime and lost productivity associated with 

maintaining multiple passwords. 

4. With end-users employing only the Active Directory password, administrators’ account management 

tasks are streamlined and they realize a dramatic reduction in Help Desk calls, as end-users no longer 

require them to perform password resets for forgotten passwords. 

5. Coordinating disparate password policies is no longer an issue for administrators as Active Directory 

controls password quality, expiration, etc. 

6. Authentication redirection to Active Directory provides strength and flexibility for optimizing 

compliance related activities, such as enforcing password policies that require passwords to be strong 

and changed regularly. 

 

Prerequisites 

The following conditions must be met for each video server on which you wish to enable the AD connector. 
  

1. The computer must be a member of the domain that you have configured the AD connector for.  
2. An Enterprise feature key must be installed. 

 

Limitations 
The following limitations exist in the current implementation of the AD connector. 

  

1. Dynamic selection of domains is unavailable. 
2. Supports only User and User Group objects. 

  

Implementation 

 Performs dynamic authentication of users against the configured AD domain. 
 Enumerates a user's group membership within the configured AD domain. 
 Access control remains within CompleteView. 
 The Active Directory database schema is not extended. 
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C2. Dynamic User Authentication 

  
 

   

User logs in 
as John. 

The Server asks AD 
to authenticate John. 

John fails AD authentication. 

Unsuccessful Authentication 

  
 

   

User logs in 
as John. 

The Server asks AD 
to authenticate 

John. 

John passes AD authentication; 
user group membership is 

enumerated. 

Successful Authentication 
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C3. CompleteView Config Server 

When the AD Connector for the Config Server has been enabled, dynamic authentication against AD is 

performed as users’ login to the CompleteView Client application.  User credentials pass through the Config 

Server to each CompleteView Server that the user attempts to access. 

  
 

 

John’s effective views. 

Unsuccessful Authentication 

  
 

 

 

 

John’s views are configured and stored in the 
Config Server. John inherits two view layouts 

from the Video Operators user group and one 
from the John user object. 

John’s effective 
views. 

Successful Authentication 
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C4. CompleteView Server 

When the AD Connector for the Config Server has been enabled, dynamic authentication against AD is 

performed as users’ login to the CompleteView Client application.  User credentials pass through the Config 

Server to each CompleteView Server that the user attempts to access. 

  
 

 

John’s effective camera permissions. 

Unsuccessful Authentication 

  
 

 

 

Camera permissions are configured in the 
CompleteView Server. John inherits live 

view permission from the Video Operators 

and Video Supervisors user groups, 
playback permission from the Video 

Supervisors user group, and a PTZ priority 
level of '1' from the John user object. 

John’s effective 
camera permissions. 

Successful Authentication 
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Appendix D. Users and User Groups 

User objects are useful in that you can assign permissions for camera live viewing, playback and PTZ control 

on a per-user basis.  If you have more than one or two users, however, this can quickly become unwieldy to 
manage. 
  
Enter the User Group object. 

  
User Groups are treated exactly the same as User objects when it comes to assigning permissions, but they have 

one very significant difference - User Groups are containers for user objects.  In practice, this means that you 

only need to assign permissions once to a user group.  When you make a user object a member of the user 

group, the user object inherits the permissions granted to the group.  If a user object is a member of more than a 

one group, additive inheritance comes into play.  With additive inheritance, the user gains permissions from all 

of the groups that he or she belongs to.  For example, assume that John is a member of both the Operators and 

Supervisors user groups.  Operators have been configured to allow live viewing only on the camera named 

Parking Lot PTZ.  The user group Supervisors, however, is configured to allow playback and PTZ control of 

Parking Lot PTZ.  Since John is a member of both groups, he inherits the right to live view from the Operators 

group, and the right to playback  and PTZ control from the Supervisors group. 

  

The process of rights inheritance greatly reduces the amount of administration required to control access to 

resources.  For example, if you need to grant or revoke access to a particular function on a camera for a large 

number of users, then using a user group object makes both the initial configuration and ongoing administration 

a much simpler process.  Instead of repeatedly configuring multiple user objects, you would only need to 

configure a single object – the user group.  Once you save the configuration, the change will automatically be 

applied to each user that is a member of the group. 

  

If you use user groups to grant permissions, occasionally you will need to make an exception for a single 

user.  Let's go back to John.  As a member of Supervisors and Operators, he gained full access to Parking Lot 

PTZ. He also inherited the PTZ Priority Level of '5' granted to the Supervisors user group.  It turns out, 

however, that John requires the ability to take over control of the PTZ regardless of who is currently accessing 

it.  This is done by increasing his PTZ priority level.  We can't increase the PTZ priority level of the Supervisors 

user group, as this would elevate the priority level for every member of the group.  The solution is to create a 

user object named John and explicitly grant him a PTZ priority level of 1. John’s effective permissions are as 

follows: 

  
Permission Sources for John on the camera named Parking Lot PTZ 

 Operators (User Group) - Live View 
 Supervisors (User Group) - Playback; PTZ Control, PTZ Priority Level 5 

 John (User Object) - PTZ Priority Level 1 
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Since inheritance is additive in nature, we simply add all of his permissions together to determine what his 

effective permissions are.  When there are two or more permissions regarding the same function, the user 

inherits the highest level. 

  

John's Effective Permissions to Parking Lot PTZ 
 Live View 
 Playback 

 PTZ Control 
 PTZ Priority Level 1 (replaces the lower priority level of 5 inherited from the Supervisors user group) 
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Appendix E: RS2 Access Control Integration 

The CompleteView RS2 Access IT! Integration provides live video and playback of recordings integrated to the 

RS2 Access Control interface. 

  

To setup the integration install the "CV-RS2.exe" file, located on the CompleteView CD under the "setup" 

folder, on computer running RS2 software.  Follow the setup instructions provided in the RS2 Universal DVR 

Viewer setup documentation. 

  

Working with Live and Recorded Video 

 
 
 
 

 
 
 
 
 

 
 
 
 

 
 
 

Live video 

 

Live video will be displayed in a pop up window at 640x480 (VGA) resolution.  The Aspect button allows for 

toggling between 4x3 and 16x9 aspect ratio video.  

  
Recorded video will be displayed in a pop up window at 640x480 resolution.   

 
 

 Play - Plays the current video clip at 1x speed 

 Stop - Stops the current video clip 

 Skip to beginning - move to the beginning of the video clip 

 Skip to end - move to the end of the video clip 

 Step forward – moves forward one frame. 

 Step back – moves back one frame. 

Recorded video playback 
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PTZ Control Buttons: Each button will move the camera incrementally in the 

direction clicked. 

 
Auto Focus: enables automatic focus function on the selected camera.  This 
function does not apply to fixed cameras configured as digital PTZ cameras. 

 
Auto Iris: Enables automatic iris control on the selected camera.  This function 
does not apply to fixed cameras configured as digital PTZ cameras. 

 
Zoom: Incrementally changes the zoom level of the camera. 

 
Focus: Manually adjusts the focus of the selected camera incrementally.  This 
function does not apply to fixed cameras configured as digital PTZ cameras. 

 
Iris: Manually adjusts the iris of the selected camera incrementally.  This 
function does not apply to fixed cameras configured as digital PTZ cameras. 

 
Preset: Changes the preset number to be controlled.  Use the Show and Set 
buttons to control the preset number selected. 

 
Show: Moves the camera to the selected preset number. 

 
Set: Sets the current camera position to the selected preset number. 

 
Tour: Enables an administrator-configured preset tour (if configured). 

 

Monitor: When a PTZ camera is controlled through a Pelco ACSII compatible 
matrix switch this sets the monitor associated with the camera.  This function 
does not apply to fixed cameras configured as digital PTZ cameras. 

 
PTZ Speed: Sets the speed of the camera movement. 
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Appendix F: Lenel OnGuard Integration 

The CompleteView - OnGuard Integration provides live video to OnGuard Access Control for the purpose of 

configuring video associated alarms in OnGuard. 

 

An eLearning module can be obtained to demonstrate the integration step by contacting 

Training@salientsys.com  

  

To setup the integration: 

  

CompleteView 

1. For each CompleteView Server that is employed, complete the following 

2. CompleteView must be installed and operational with cameras. 

a. A user, (suggest: username Lenel) with administrator permissions 

must be created in CompleteView. 

b. The user must be enabled for the CompleteView API 

1. Select the 

Users/Groups 

Advanced Tab.  

2. Check both boxes to 

enable the API 

c. Save the Server 

Configuration  

 

 

 

 

 

 

OnGuard 

 

1. OnGuard must be installed and operational and ready to receive video inputs from CompleteView.  

2. Go to www.lenel.com and log into the website 

a. Select Support 

b. Select Downloads 

c. Select Add-ons 

d. Locate, download and install:  Salient Systems 

CompleteView Add-on into each OnGuard Server 

to be employed with CompleteView. 

  

mailto:Training@salientsys.com
http://www.lenel.com/
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3. Open and login to OnGuard System Administration  

a. Select Video 

b. Select Digital Video 

c. Select the Video Recorder Tab 

and then select Add. 

 

Entries 

Name 

Enter the name of the CompleteView 

Server. This should be the CV server 

Friendly Name. 

 

Video Recorder: 

 Type the pull-down menu and select 

Salient Systems CompleteView. 

 

Workstation Name 

Enter the workstation name  

 

Use IP address of Video Recorder 

Enter the CompleteView server’s IP address.  When the IP address is entered, the Username and 

Password block will appear. 

 

Username 

Enter the CompleteView username 

(Lenel) created in CompleteView and 

for which the API was enabled. 

 

Password 

Enter the password that is associated 

with user Lenel. 

 

World Time Zone 

Use the pull-down menu to select a 

time zone and if appropriate select 

daylight savings. 

 

Adding Video 
a. When the video recorder entries are 

complete, remain in Digital Video 
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and select the OnGuard 

Camera Tab. 

b. Select Display Video. 

 

c. Select Add  

 

d. Enter the name of the 

CompleteView camera 

name and CompleteView 

channel number in the 

boxes as shown and select 

OK. 

 

 

 

 

 

Video will display.   
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Appendix G: SureView Immix Integration 

The SureView Immix integration allows video from CompleteView to be displayed on an alarm event in the 

Immix system.  The integration allows for display of live video, control of PTZ cameras, the display of recorded 

video as well as notification of camera status and motion events detected by integrated CompleteView servers. 

 

 

 

 

 

 

To complete the SureView Immix & CompleteView integration configuration, open CompleteView’s Server 

Configuration and perform the following steps. 

 

1. Click the server object from the treeview. 

 

 

 

 

 

 

 

2. Select the ‘Integrations’ configuration tab. 

 

 

 

3. Enter the appropriate settings under the 

‘SureView Immix’ configuration section. 

a. Check the ‘Enabled’ checkbox to 

enable the integration. 

b. ‘SMTP Server’ should be set to the IP address of the SureView Immix server.  Immix received 

notification from CompleteView via SMTP. 

c. ‘SMTP Port’ should be set the SMTP port configured for the SureView Immix server.  

d. ‘Immix Device Number’ is an identification number Immix uses to identify messages received 

from the CompleteView server being configured.  Enter the number that corresponds to the 

Device Number configured in Immix for the target CompleteView Server. 

 

 

 

  

Note : Prior to configuring the SureView Immix integration settings in 
CompleteView, perform the appropriate integration configuration in 

Immix.  Please refer to the SureView Immix documentation for 
configuration instructions. 
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Appendix H: Bold Manitou Integration 

 

CompleteView’s integration with Bold Manitou allows for the display of live video, recordings, PTZ camera 

control and is capable of receiving notification of motion events as well as camera sync loss from integrated 

CompleteView servers. 

 

 

 

 

 

 

 

 

 

 

To complete the Bold Manitou & CompleteView integration configuration, open CompleteView’s Server 

Configuration and perform the following steps. 

 

1. Click the server object from the treeview. 

 

 

 

 

 

 

 

2. Select the ‘Integrations’ configuration tab. 

 

 

 

3. Enter the appropriate settings under the 

‘Bold Manitou’ configuration section. 

a. Check the ‘Enabled’ checkbox to 

enable the integration. 

b. ‘Address’ should be configured as the address of the Manitou server which will receive 

notification of CompleteView events. 

c. ‘Port’ should be set the port configured on the Manitou server for receiving event alerts. 

d. ‘Heartbeat Interval’ is the time between ‘Heartbeat’ messages sent from CompleteView to 

Manitou.  If Manitou stops receiving Heartbeat messages it will report the corresponding 

CompleteView server is down. 

Note : Prior to configuring the Bold Manitou integration settings in 
CompleteView, perform the appropriate integration configuration in 
Manitou.  Please refer to the Bold Manitou documentation for 
configuration instructions. 

Note : The CompleteView user account used for the Bold Manitou 

system to access CompleteView must be configured for API Access.  
API Access can be enabled on the ‘Advanced’ tab of the target 
CompleteView user account.  
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Working with Live and Recorded Video 

 

 

 
Toggles to Live View mode if already in Playback mode. 

 
Toggles to Playback mode if already in Live View mode. 

 

Button controls allow for Pan and Tilt control of mechanical or digital Pan Tilt 

and Zoon cameras. 

 
Turns on auto focus for mechanical PTZ cameras. 

 
Turns on auto iris control for mechanical PTZ cameras. 

 
Controls Zoom for mechanical or digital Pan Tilt and Zoom cameras. 

 
Provides manual control of the focus for mechanical Pan Tilt and Zoom 

cameras. 

 
Provides manual control of the iris for mechanical Pan Tilt and Zoom cameras. 
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Controls the Pen Tilt and Zoom movement speed of mechanical and digital PTZ 

cameras. 

 

Set or show preset positions by selecting the preset number and using the 

corresponding button. 

 
Start Date is used from the Playback mode to set the date to retrieve recordings 

from. 

 
Start Time is used from the Playback mode to set the time to retrieve recordings 

from. 

 
End Date is used from the Playback mode to set the date to retrieve recordings 

to. 

 
End Time is used from the Playback mode to set the time to retrieve recordings 

to. 

 
Used from Playback mode to control the playback speed. 

 
After filling in Start Date, Start Time, End Date and End Time use the Begin 

Playback button to retrieve the recordings form CompleteView and start 

playback of the clips. 

 
Pauses playback and steps back one frame. 

 
Toggles between pause and pay when recordings are being played back. 

 
Pauses playback and steps forward one frame. 
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Additional Resources 

 

Visit the Salient website, www.salientsys.com, for additional support and CompleteView training: 

 

 Manuals & Documentation (www.salientsys.com/support/manuals-documentationx/) – Includes 

Administrator’s Manual, Client User Manuals (including Video, Alarm and Web clients), How To 

Guides and Tips. 

 

 Online Tech Support (www.salientsys.com/elearning) – Get quick access to online tech support 

modules that cover the most frequently asked product questions, such as “Adding and Moving IP 

Camera Licenses.”  

 

 Salient University eLearning (http://salientsys.latitudelearning.com) – A convenient way to get trained 

on CompleteView. Register online for access to interactive, user training modules covering the Video, 

Alarm, Mapping and Web clients.  

 

 Classroom Training (www.salientsys.com/training) – Traditional, classroom training is available 

throughout the United States. Please visit the Salient website for training calendar, agenda and 

registration. 
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Software Install and General Configuration Flow Diagram 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*Optional configuration steps 

 
Server Configuration (1) 

 

 
Client Configuration (2) 

 

IMPORTANT: 
 

Video Client 
accounts must 

match the 
CompleteView 

Server accounts. 

 
Install CompleteView software 

open Server Configuration 

Save and Exit 

 
Configure serial ports* 

 
Create Users/Groups  
or import from Active 

Directory  
 

 
Add and configure alarms* 

 

Enable embedded web server* 

 
Create and configure volumes 

& if needed configure 
 archive volumes 

 

 
Create recording schedule(s) 

 

 
Add CompleteView server(s) to 

client configuration 

 
Add users and groups to the 

client / import Active Directory 
 

 
Create view layouts 

 
Add and configure maps 

 

 
Configure Sequence, Auto 
Sequence, and Auto Full 

screen* 
 

 
Save the client configuration to 
the Configuration Server - (if a 
Configuration Server is being 

used) 
 

Configure audio*  
 

 
Add and configure cameras 

 

 
Configure motion zones*  
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Before You Install 
Make sure the target computer meets or exceeds CompleteView’s minimum system requirements. 
CompleteView Client Applications 32 bit CompleteView Server Applications 

• Operating Systems: 
Windows XP Professional, 
Windows 7 Professional or 
Ultimate, or Windows Vista  

• Core 2 Duo 2.0 Ghz or 
higher  

• 2 GB RAM or higher  
• Video Card w/ 256 MB 

RAM or higher 
• 10/100/1000 Ethernet 

Controller  

Systems with Gen I analog capture cards: 

• Windows XP Professional  
• Windows Server 2003 Web Edition  
• Windows 7 Professional 32 bit  

Systems with IP only configuration: 

1. Windows XP Professional  
2. Windows Server 2003 Standard and Web Edition  
3. Windows 7 Professional 32 and 64 bit  
4. Windows Server 2008 Standard  
5. Windows Server 2008 DataCenter  
6. Windows 2008 Web Server  

64 bit CompleteView Server Applications 
Systems with IP only or Gen II analog capture card configuration: 

• Windows 7 64 Bit 
• Windows Server 2008 64 Bit 

 
All Servers must have the following: 
 Microsoft DirectX 9.0c or later 
 Minimum of 2 GB system Memory 
 Graphics Card with at least 256 MB RAM 

Note: Server hardware requirements vary based on the cameras used 
and recording configuration. Please use the Salient Design Tool to 
calculate specific server requirements or contact Salient Systems 
Engineers at 512-617-4800. 

 
 
 
 
 
 
 
 
 

Note:  It is recommended, but not required, that CompleteView be installed on a 
computer with a ‘clean’ operating system installation.  Other software packages, 
especially video management/editing applications or video capture device drivers, can 
interfere with the operation of CompleteView. 

Note:  Webcams and non-Salient video capture boards can interfere with the operation 
of CompleteView server applications.  It is suggested that CompleteView server 
applications be installed on a computer without that hardware, or any webcams or video 
capture devices be removed from the system prior to installation. 

http://www.salientsys.com/products/design-tool/
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Note:  If you intend to use the web version of the client application, Internet Explorer 6 
or above is required. It is recommended that you allow prompting for Unsigned ActiveX 
controls within your Internet Explorer Security Options, in order for the web client to 
function without interruption. 
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Pre Installation Check List 
 
 
 
 
 
 

� Verify all cameras that will be managed by CompleteView are listed on the CompleteView Supported 
Cameras list. 

 

� If running CompleteView in a Virtual Server environment, where automatic software failover will be 
configured, ensure you have a USB over Ethernet device to attach the USB licensing keys to. 

 

 

� Check the original system design to verify the target system has enough processing capacity and storage 
space to support: 

o The number of cameras that will be recording to the system 
o The intended camera recording frame rate 
o The intended compression type 
o The intended recording resolution 

 

� If using analog PTZ cameras ensure that the target system is equipped with available serial port(s).  If it 
is not, make sure you have a USB to serial adaptor.  In either case you may also need a RS232 to RS485 
adaptor depending on your camera make/model. 

 
  

Note: If you will be running CompleteView in a Virtual Server environment where 
automatic failover will not be configured, you will need to contact Salient Support for a 
software licensing key after installation. 

Note: Users upgrading from any v3.x CompleteView installation will need to 
enter a CompleteView v4 feature key prior to upgrading. 
Users upgrading from CompleteView 4.0 to 4.1 will require a feature key prior 
to upgrading.  Please contact Salient Support to obtain the feature key. 

http://www.salientsys.com/products/literature/
http://www.salientsys.com/products/literature/
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Upgrading from CompleteView 3.x to 4.0 
 
Upgrading from CompleteView 3.x to v4 requires a CompleteView 4.0 license key.  For customers of Salient’s 
Yearly Upgrade Plan (YUP) a 4.0 license key can be obtained by contacting Salient Systems Technical Support 
at 512-617-4802 or support@salientsys.com. 
 
CompleteView 4.0 comes in both 32 bit and 64 bit versions.  There are special considerations for customers 
switching from 32 bit to 64 bit installations.   

 
The 64 bit version of CompleteView does not support Salient’s Fusion 4 video capture cards.  If 
considering an upgrade to 64 bit CompleteView, ensure your CompleteView server records only IP 
cameras and analog cameras connected to encoders.  64 bit CompleteView also does not support 
cameras using the Immervision lens or Agent VI video analytics.  Please ensure these are not used in 

your existing 32 bit CompleteView server installation prior to upgrading to 64 bit CompleteView. 
 
CompleteView 4 32 bit does support the Fusion 4 capture cards, Immervision lenses and Agent VI analytics. 
 
Upgrading from CompleteView 3.x to CompleteView 4 32-bit 
 

1. Contact Salient Support with the 
existing CompleteView Product ID 
to get a new V4 license key.  The 
Product ID can be found in 
CompleteView Server 
Configuration -> General tab -> 
Feature Keys button  

 
 
 

2. Add the new v4 Feature Key to 
CompleteView. The key can be 
added in CompleteView Server 
Configuration -> General tab -> 
Feature Keys button  
 

3. Restart the CompleteView server 
 
 
 
 
 
 
 

4. Download and install CompleteView 4.0 32 bit upgrade installer (CV-Update-4.0.0.XX.exe) and follow 
the instructions in the Installation portion of this manual. 

 
 

mailto:support@salientsys.com
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Upgrading from CompleteView 3.x to CompleteView 4 64 bit with a USB license key 
 
A 32 bit to 64 bit upgrade, where the CompleteView 3.x 32 bit is licensed using a USB dongle, is performed in 
two parts.  CompleteView v4 64 bit does not support USB license keys.  First, upgrade to 32 bit CompleteView 
v4.  Once this upgrade is complete, the switch can be made from the USB dongle based license key to a 
software based license key.  Following the change form USB dongle key to software key it is then possible to 
from 32 bit CompleteView v4 to 64 bit CompleteView v4.   

 
The 64 bit version of CompleteView does not support Salient’s Fusion 4 video capture cards.  If 
considering an upgrade to 64 bit CompleteView, ensure your CompleteView server records only IP 
cameras and analog cameras connected to encoders.  64 bit CompleteView also does not support 
cameras using the Immervision lens or Agent VI video analytics.  Please ensure these are not used 

in your existing 32 bit CompleteView server installation prior to upgrading to 64 bit CompleteView. 
 
 

1. Upgrade from CompleteView 3.x to CompleteView 4.x 32 bit.  Follow the instructions 
previously provided here. 
 

2. It is now necessary to backup the CompleteView configuration files.  Backup the servercfg.cvw 
and clientcfg.cvw files which can be found in c:\program files(x86)\CompleteView\.  To back up 
the files copy them to another folder location (like the Desktop) or a USB drive. 
 

3. Download the keyfinder.exe utility from the salientsys.com website.  Keyfinder.exe will log your 
current CompleteView licensing information which will be used by Salient Systems Technical 
Support to generate a new v4 Feature Key.  Once downloaded, run keyfinder.exe.   
 

4. Locate the featurekeys.dat file, which will be located in the same folder keyfinder.exe was run 
from.  This may be the c:\{downloads} folder. Copy the file to a folder location where it will be 
easily accessible.  The file will need to be sent to Salient Systems Technical Support to generate 
a new key in step 9. 
 

5. Uninstall CompleteView 3.x 
32 bit.  Go to Control Panel -
> Programs and Features, 
choose CompleteView and 
click ‘Uninstall’.   
 
 
 
 
 
 
 

6. Remove USB key from the CompleteView server.  
 

7. Install CompleteView 4 64 bit using the local installer (CompleteView-x64-Setup-4.0.0.XX.exe).  
Do not use Admin Console.  Follow the instructions in the Installation portion of this manual. 
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8. Verify the servercfg.cvw and clientcfg.cvw configuration files do not exist in c:\program 
files\CompleteView\.  If the files are present, delete them. 
 

9. Reboot the system 
 
 
 

10. Salient Technical Support will need to 
provide you with a new license file.  Please 
obtain the new Product ID of 
CompleteView prior to contacting support.  
The Product ID can be found in 
CompleteView Server Configuration -> 
General tab -> Feature Keys button.  When 
contacting Salient Technical Support for 
the new software license file you will need 
to provide the product key and the 
featurekeys.dat file obtained in step 4. 
 
 
 

11. After contacting Salient Technical Support for the new software license key, copy the new 
software license key file as well as the previously backed up configuration files to the 
CompleteView installation folder.  They files can be copied to c:\program files\CompleteView\ 
 

12. Restart the CompleteView server. 
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Upgrading from CompleteView 3.x to CompleteView 4 64 bit with a software license key 
 
If the existing CompleteView 3.x 32 bit software is licensed with a software key the upgrade process is 
simplified.  CompleteView 3.x 32 bit needs to be updated with a v4 Feature Key prior to installation of v4.  
CompleteView 3.x 32 bit is then uninstalled and CompleteView 4 64 bit is installed as a final step.     

 
The 64 bit version of CompleteView does not support Salient’s Fusion 4 video capture cards.  If 
considering an upgrade to 64 bit CompleteView, ensure your CompleteView server records only IP 
cameras and analog cameras connected to encoders.  64 bit CompleteView also does not support 
cameras using the Immervision lens or Agent VI video analytics.  Please ensure these are not used 

in your existing 32 bit CompleteView server installation prior to upgrading to 64 bit CompleteView. 
 
 

1. Contact Salient Support with the existing 
CompleteView Product ID to get a new 
V4 license key.  The Product ID can be 
found in CompleteView Server 
Configuration -> General tab -> Feature 
Keys button. 

 
2. Add the new v4 Feature Key to 

CompleteView. The key can be added in 
CompleteView Server Configuration -> 
General tab -> Feature Keys button  

 
3. Backup the CompleteView configuration 

files.  Backup the cvserver.lic, 
servercfg.cvw and clientcfg.cvw files 
which can be found in c:\program 
files(x86)\CompleteView\.  To back up 
the files copy them to another folder 
location (like the Desktop) or a USB drive. 
 

4. Uninstall CompleteView 3.x 32 bit.  
Go to Control Panel -> Programs and 
Features, choose CompleteView and 
click ‘Uninstall’.   
 

5. Install CompleteView 4 64 bit using 
the local installer (CompleteView-
x64-Setup-4.0.0.XX.exe).  Do not 
use Admin Console.  Follow the 
instructions in the Installation portion 
of this manual. 
 

6. Copy the configuration files that were previously backed up in step 3 to the CompleteView installation 
folder.  They files can be copied to c:\program files\CompleteView\ 
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7. Restart the CompleteView server. 
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Installation 
 
 

 
1. Insert USB License Key into 

an open USB slot on the 
computer (skip this step for 
installations with a software 
based license).  

 
2. Insert CompleteView CD 

into CD-DVD/ROM drive.  
The installation program 
should automatically launch. 

 
3. On the ‘Welcome’ screen, 

ensure that you have no open 
programs or applications 
running, and that you are 
logged into the system with 
Administrative rights before 
proceeding, then click 
“Next”. 
 

 
 
 
 

4. On the ‘User Information’ 
screen, fill in the ‘Name’ and 
‘Company’ fields then click 
‘Next’.  
 
 
 
 
 
 
 
 
 
 

Note: Users upgrading from any v3.x CompleteView installation will need to enter a 
CompleteView v4 feature key prior to upgrading. 
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On the ‘Select Packages’ 
screen, select features based 
on the computer’s intended 
role.  
If setting up a client 
workstation, only select 
options listed under “Client 
Applications”. If setting up 
a CompleteView server, 
select all applicable ‘Client 
Application’/’Server 
Application’ options. When 
finished, click “Next”.  
 
 
 
 
 
 
 
 
 

     
5. Confirm location to install 

CompleteView. Default 
location: ‘C:\Program 
Files\CompleteView’. Click 
‘Next’.  
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6. CompleteView Setup will detect 

any instances of CompleteView 
applications running.  When it is 
finished, click ‘Next’. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
7. On the ‘Shortcut Folder’ screen 

choose the name of the Shortcut 
folder.  This is where icons for 
CompleteView applications will 
appear under ‘Programs’ in the 
Windows Start menu.  

  

Note: If you are upgrading from a previous  
version of CompleteView and valid  
CompleteView v4 Feature Key is not present  
you will see this error message and the 
installation will exit.  Please contact your  
Salient Reseller about obtaining a v4 feature 
key. 
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8. CompleteView is now 
ready to install.  Click 
‘Next’ to proceed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9.  The ‘Installing 
CompleteView’ screen 
will display.  Clicking 
‘Cancel’ will interrupt the 
installation. 
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Analog Video Card – Driver Installation 

 
If you do not have any analog capture cards click 
‘Next’ and skip to step 12. If you do have analog 
capture cards installed click the ‘Install’ button 
which corresponds to the capture card type you have 
installed.  
 
 
For Gen II capture cards (cards with 8, 16 or 32 
analog inputs): 
 
 
 
 
 

1. Choose ‘Install’ 
 
 
 
 
 
 

2. The driver installation will proceed.  It may 
take up to a minute for the drivers to be 
installed. 

 
 

3. Click ‘OK’ to continue. 
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For Gen I capture cards (cards with 4 BCN connectors): 
On the following screen (see Figure 1) select ‘NTSC (North 
America)’. The driver installation will start, please click 
“Continue Anyway” for each driver installation, there will 
be 2 drivers installed for each video port.  

 
 
 
 
 

 
 
 
 

 
10. If no errors were encountered the last 

screen of the setup process will show 
‘Installation Successful’.   The system 
needs to restart before CompleteView can 
be used.  Click Reboot to restart the 
computer immediately or Later to exit the 
installation without rebooting. 
 
 
 
 
 
 
 
 

 
 
 

  

Note:  It is recommended that you reboot the system immediately following installation. If you do 
not reboot the system after the installation is complete, the CompleteView services will need to be 
started manually before the application can be used. To manually start the CompleteView services, go 
to Start/Settings or Control Panel/Administrative Tools/Services.  On the Services screen select 
and start the following services, as they apply, CompleteView Administrative Service, 
CompleteView Configuration Service, and CompleteView Server. 
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Obtaining Your Virtual License Key 
CompleteView supports licensing via USB dongles or via software based virtual license key.  If you are 
licensing the server using a virtual license key you will have received an email from licensing@salientsys.com. 
This email will contain licensing instructions.  Please keep the email available as it will be required for the 
licensing process to be completed.  
 
Please skip this installation step if you have a dongle based license. 
 
To obtain the virtual license, Salient will need your server GUID.  The server GUID is a unique number 
identifying the server CompleteView is installed on.   
 
To obtain the GUID, perform the following steps. 
 

1. Access CompleteView’s Server Configuration by clicking Start 
-> All Programs -> CompleteView, then choose System 
Configuration. 

2. Choose ‘Configure Servers’.  
 
 
 
 
 
 
 
 

3. Enter ‘localhost’ as the ‘Address’ and ‘admin’ as the 
‘Username’.  Leave the ‘Password’ field blank and press ‘OK’. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:licensing@salientsys.com
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4. From the ‘Misc’ tab press the ‘Feature keys’ button. 

 
 
 
 
 
 
 
 
 
 
 
 

5. The ‘License Not Found’ dialog will display.  
Copy the GUID from the text box on this 
dialog (in this case the GUID is 
‘0B0756NIQBA046P75IIIR1EGG’). 

 
 
 
 
 

6. Reply to the email you received form licensing@salientsys.com.  In the body of the reply message paste 
the GUID found in step 5. 

 
7. licensing@salientsys.com will reply back with your software license.  The software license file is 

attached to the email and is called ‘cvserver.lic’.  This license file will need to be saved to the 
CompleteView installation folder (normally this is [Program Files]\CompleteView\).  Save the file to 
this folder. 
 

8. For the license to take effect reboot the CompleteView server system (optionally the CompleteView 
Server service can be restarted from Windows Services console). 

 
 

  

mailto:licensing@salientsys.com
mailto:licensing@salientsys.com
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Accessing CompleteView Server Configuration 
 

 
 
 
1. Click on Windows Start button. 

 
2. Go to All Programs, and then the CompleteView folder.  

 
3. In the CompleteView folder, click on System Configuration. 

 
4. System Configuration will open up and show 4 selections, choose “Configure Servers”. 

 
5.  Login using “localhost” as the Address, “admin” as the username and leave password field blank. 

(note: if configuring from a remote location, substitute the server’s IP address for localhost) 
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Setup a Volume 
 
 

1. In Server Configuration, right click ‘Volumes’ and click 
‘New Volume’. 

 
 
 
 
 
 
 
 
 
 
 
 

2. Choose the Drive and Folder you would like to 
record to using the Browse For Folder dialog.  
The folder can be any local drive and folder or a 
mapped drive. 
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You will be brought to the General tab for the volume. 

a. You can change the Drive and Folder 
using the Path field.  Click the ‘…’ 
button to bring up the Browse For Folder 
dialog. 

b. Free Space Threshold for Writing (MB) 
field specifies the minimum amount of 
free space in megabytes that must remain 
on the drive.  When the specified amount 
of space is left on the drive, 
CompleteView will begin writing video 
to the next volume specified or erase the oldest day of recordings on the volume to free space for 
new recordings. 

c. Read-Only specifies no new video will be written to the volume, but when a search for video is 
initiated, CompleteView will look for video on this volume.  Leave this unchecked so 
CompleteView will actively write video to the volume. 

 
 
 
 

3. Click the Cameras tab.  Put a checkmark next to the 
cameras that you would like to record to this 
volume. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note:  Salient recommends that the hard drive storing the operating 
system and page file not be used to record video.  If the operating system 
and page file are stored on C:\, do not store video on the C:\ partition.  
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Setup an IP camera 
 

1. In Server Configuration, right click ‘Cameras’ 
and choose ‘Add Camera’. 
 
 
 
 
 
 
 
 
 
 

 
 

2. You will be prompted to enter a name for the 
camera.  Enter a name and click ‘OK’. 

 
 
 
 

 
 
 

3. You will be brought to the IP 
camera configuration tab.   
 

4. Choose the IP camera manufacturer 
from the Manufacturer list. 
 

5. Choose the IP camera model from 
the Model list. If your model does 
not appear on the list choose the 
closest available model on the list. 
(Note: many IP cameras share the 
same Camera Model driver) 
 

6.  Enter the IP address or Hostname 
of the IP camera/encoder in the 
Address (Hostname/IP) field. 
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7. If using an HTTP port other than 80, or if using an RSTP port, other then 554, change the port number to 
match the IP camera/encoder configuration in the associated fields. (Note: in the majority of 
circumstances you can leave these at their default settings) 
 

8. Enter the username and password for the IP camera/encoder in the Username and Password fields.  
 

9. If you are not using one of the Generic camera models skip this step, otherwise enter the URL path to 
the image/MJPEG stream/RTSP stream in Image Path. Call Salient’s support at 512-617-4802 for 
specific image path configuration details. 
 

10. (Optional) Save the configuration by clicking the Server Configuration menu item then Save 
Configuration.  This step is optional, and can be performed at the end of configuring all 
cameras/schedules/volumes etc.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Note:  You can test the camera functionality by right clicking on the 
camera in the tree view to the left and selecting Live View. 

Note:  To setup Digital PTZ on a fixed camera: 
1. Click the ‘PTZ’ tab. 
2. Check ‘PTZ Enabled’. 
3. Select ‘Digital’ from the ‘Protocol’ drop down box. 

 
For full instructions on setting up Digital PTZ please reference the 
CompleteView Administrators Manual. 
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Setup a New User in Server Configuration 
 
 

1. In Server Configuration, right click ‘Users/Groups’ and 
choose ‘New User…. 
 
 
 
 
 
 
 
 
 
 
 

2. You will be prompted to enter a name for the 
user. Enter a name and click ‘OK’. 
 
 
 
 
 
 
 
 

3. You will be prompted to enter a password for the 
user. Enter a password and click ‘OK’. 

 
 
 
 
 
 
 

4. Enter the same password again in the Verify 
Password field. 
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5. You will be brought to the Administration tab for the 
user. 
 

6. On this tab you can select the user’s group 
membership, whether or not their activity is logged 
and whether or not they are an administrator of this 
server. (Note: In the event of a difference between 
user-level permissions and group-level permissions, 
the most permissive combination of access will be 
allowed) 
 
 
 
 
 
 
 

 
 
 

 
 
 
 

7. Click on the Camera tab to configure 
camera-specific permissions. 

a. View provides the user with access 
to view live video from the selected 
camera 

b. Playback provides the user with 
access to search and play recorded 
video. 

c. Export provides the user access to 
export video from the selected 
camera. 

d. PTZ provides the user with 
permission to control the camera 
movement (applies only to cameras 
with PTZ capability) 

Note:  A corresponding user will need to be created 
in the Client Configuration tool.  The Client 
Configuration tool is where specific view layouts 
and maps can be configured for the user.  Please 
refer to the Client Configuration section for setup 
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e. PTZ Priority sets the priority level a user has for the selected PTZ camera.  In the case where 
multiple users are accessing the same PTZ camera simultaneously, the user with the highest set 
priority level will gain control. 

f. Presets configuration is used to set permissions for individual preset numbers on a PTZ camera. 
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Setup a Recording Schedule 
 
 
 
 
 
 
 

1. In Server Configuration, expand ‘Schedules’ and select ‘Every 
Day’. 

 
 
 

2. You will be brought to the schedule’s Edit tab.   
 
 
 

3. Select a camera from the list.  If your camera is not listed choose the correct group of cameras from the 
Cameras drop down box. 
 

4. Select the type of recording 
you wish to enable for the 
camera using the Scheduled, 
Ext. Alarm, Motion and Pre-
alarm buttons. 
 

5. Highlight the times of day the 
selected recording type(s) 
will be active for the selected 
camera.  The time line to the 
right of the selected camera is 
labeled 0 through 24 which 
represents the hours of day on a 24 hour clock.  To highlight a block of time, left click and drag the 
mouse over the times you wish to have the selected recordings active.  Release the left mouse button 
when finished highlighting.  You can choose different recording types and highlight other areas of the 
bar until the recording schedule for the selected camera is finished. 
 
 
 
 
 
 

 
  

Note:  A default schedule is created upon installation which should be modified to define 
the general recording parameters.  It is possible to setup additional schedules to define 
separate recording parameters for holidays, weekends etc.  Please refer to the 
Administrators Manual for further details. 

 Note:  The time line bar allows for up to 15 minute granularity when setting recording schedule 
times.  For more granular control use the Start and End controls to set recording times down to 
specific minutes.  The Copy Schedule and Paste Schedule buttons can be used to quickly copy a 
schedule configured on one camera to another camera.  See the Administrators Manual for 
additional details. 
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Accessing CompleteView Client Configuration 
 

 
 
 
1. Click on Windows Start button 

 
2. Go to All Programs, and then the CompleteView folder.  

 
3. In the CompleteView folder, click on System Configuration. 

 
4. System Configuration will open up and show 4 selections, choose “Configure Clients”. 

 
5. On the following screen select “Local Configuration”. (note: for more information on using 

Configuration File or a Configuration Server  reference the Administrators Manual) 
 

6.  Login using “admin” as the username and leave password field blank. 
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Add a Server to Client Configuration 
 
 

1. In Client Configuration, right click Servers and choose 
Add Server. 

 
 
 
 
 
 
 
 

2. Enter the server’s hostname or IP address in the Enter 
Server Address field. 

 
 
 
 
 
 
 

3.  Enter the username and password for the server. 
 
 
 
 
 
 
 
 
 
 

4. The Cameras tab will appear showing a list of the cameras available from 
the server.  The server has been successfully added. 
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Setup a New User in Client Configuration 
 
 
 
 
 
 
 
 
 

1. In Client Configuration, right click ‘Users/Groups’ 
and choose ‘New User’. 

 
 
 
 
 
 
 
 
 
 
 
 
 
2. You will be prompted to enter a name for the 

user (this should correspond to a user created 
in Server Configuration). Enter a name and 
click ‘OK’. 

 
 
 
 
 
 
3. You will be prompted to enter a password for the 

user (this should correspond to a user created in 
Server Configuration). Enter a password and 
click ‘OK’. 

 
 
 
4. Enter the same password again in the Verify 

Password field. 
 
  

Note:  A corresponding user should be setup on the server in Server Configuration.  More flexible 
user configuration can be achieved allowing the administrator to configure different users for the 
clients and servers; please reference the Administrator’s Manual for details of these setup scenarios. 
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5. You will be brought to the Administration 

tab for the user. 
a. Checking the Administrator 

checkbox will allow the user to 
modify this session configuration in 
Client Configuration. 

b. Checking Auto Fullscreen will 
automatically display the Video 
Client full screen when the user logs 
in.  

c. Checking Auto Sequence will set the 
video client to automatically enter 
Sequence mode when the user logs 
in. 

d. Checking Active Directory 
Authentication will indicate whether 
the user is a non-editable Active 
Directory object. 

e. Checking any options under Hide 
Nodes will disable the display of the 
selected node for the user in the Video Client’s Tree View 

f. Member of these groups – Displays a list of all local groups.  If set, the user is a member 
of the group and will inherit any view layouts and maps that have been created for the 
group(s). 
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Setup a View Layout 
 
 
1. In Client Configuration, expand ‘Users/Groups’ 
2. Right click on Views and click New View. 

 
 
 
 
 
 
 
 
 
 

3. You will be prompted to enter a name for the view.  
Enter a name and click OK. 

 
 
 
 
 
 
 
 

4. You will be brought to the General tab for the view. 
a. The View Name field allows you to change the name for 

the view.  This is the name that will display in the Video 
Client. 

b. Checking the In Sequence checkbox will configure the 
view to be part of the user’s sequence.  When the user 
enters Sequence mode the Video Client will switch to 
this view automatically.   

c. The Dwell Time field allows you to set the amount of 
time the view is displayed for during Sequence mode.  
The Dwell Time is configured in seconds. 
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5. Click the Edit tab.  The Edit tab displays the view layout configuration tool which allows you to 

select cameras for the view and arrange the camera tiles in any order and size that is required. 
a. To add a camera to the view, drag a camera from the Cameras list onto the Drawing Surface 

(grey area which is displaying grid points). 
b. To show cameras from a different server, select the server from the Server drop down list. 
c. If configuring the view for a 4x3 aspect ratio monitor leave View Target at 4 : 3.  If 

configuring the view layout for a 16x9 aspect ratio monitor (wide screen) then change View 
Target to 16 : 9.  The Drawing Surface will change to reflect the target monitor’s layout. 

d. Checking Grid Scale enables grid points to be displayed on the Drawing Surface.  Camera 
tiles will snap to the grid points allowing for easier alignment of camera tiles.   

e. The number of snap to grid points can be changed to make the points more or less granular.  
Selecting 1x, 2x or 3x in the Grid Scale drop down list will change this. 

f. Checking Title Bar will toggle the title bar display on the camera tiles in the view layout. 
 

 

Note:    Camera tiles do not have to be manually expanded to fill the entire 
Drawing Surface.  The Video Client will automatically remove unused space to 
the right and bottom of the camera tiles in order to display the view layout in the 
largest area of the monitor possible.  In the view layout shown above the excess 
space to the right and bottom will be removed and the four camera tiles will be 
displayed full screen 
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Setup a Map View 
 
1. In Client Configuration, expand ‘Users/Groups’ 
2. Right click on Maps and click New Map... 

 
 
 
 
 
 
 
 
 
 
 

3. Enter a name for the map in Enter map name: 
field.  This will be the name displayed in the 
Video Client. 

 
4. You will be brought to the General tab.  Click 

the Import button to select a .JPG or .BMP file to 
be used as the background for the map. 
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5. Windows Open dialog box 
will appear.  Select the .JPG 
or .BMP file. Click Open. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. The selected file will appear in the Images list of the General tab.  Highlight the image.  A preview 
of the image will appear to the right of the Images list.  Press Select to use this image as the 
background for this map. 
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7. Once the image is selected the file name will 

appear in the Image Name: field. 
 
 

8. Click the Edit tab to add cameras and links to this map.   
a. To add a camera drag and drop a camera from the list to the left of the map image onto the 

desired location over the map.  A camera icon will appear with a corresponding field-of-view 
cone.  You can adjust the position and size of the cone using the on screen controls.  Hover 
over the camera icon to see a snapshot of the camera’s view, which can help you properly 
position the camera and adjust its field-of-view cone.   

b. To add a map link drag and drop a map from the list to the left on onto the desired location 
over the map. 
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Appendix A: Configuring Windows Firewall Exceptions for 
CompleteView 
 
CompleteView uses three ports for communications to client viewing and administration applications.  It is 
necessary to open these ports if Windows Firewall or another firewall program is installed on the computer 
running CompleteView server software. 
 
 
 
 
  

Note:    If a camera is configured to use the Generic RTSP/UDP driver another firewall rule will need to be configured in 
addition to the rules listed below.  UDP ports 6970-7225 will need to be open on the CompleteView server. 
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Configuration of Windows Firewall on Windows XP 
 
 

1. Open Control Panel by clicking Start then Control 
Panel. 

 
2. Click Windows Firewall to open the firewall 

settings. 
 
 
 
 
 
 
 
 

3. Select the Exceptions tab then click Add Port to add an exception. 
 
 
 
 
 
 
 
 
 
 
 
 
On the Add a Port dialog box enter, “CV Data” as the 
Name; enter 4242 as the Port Number; set the Protocol to 
TCP. Click OK to add the port exception. 
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5. Click the Add Port button on the Windows 
Firewall Exceptions tab to add another port 
exception.  On the Add a Port dialog box enter, 
“CV Command” as the Name; enter 4243 as the 
Port Number; set the Protocol to TCP. Click 
OK to add the port exception. 
 

 
 
 
 
 
 
 
 

6. Click the Add Port button on the Windows 
Firewall Exceptions tab to add another port 
exception.  On the Add a Port dialog box enter 
“CV Admin Service” as the Name; enter 4255 as 
the Port Number; set the Protocol to TCP. 
Click OK to add the port exception. 
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7. Click the Add Port button on the Windows 
Firewall Exceptions tab to add another port 
exception.  On the Add a Port dialog box, 
enter “CV Config Server” as the Name; enter 
4250 as the Port Number; set the Protocol to 
TCP. Click OK to add the port exception. 
 

 
 
 
 
 
 
 
 
 
 
 

8. Click the Add Port button on the Windows 
Firewall Exceptions tab to add another port 
exception.  On the Add a Port dialog box 
enter “CV Web Service” as the Name; enter 
8080 as the Port Number; set the Protocol to 
TCP. Click OK to add the port exception. 
 

 
 
 
 
 

9. Click OK on the Windows Firewall dialog to 
save the changes. 
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Configuration of Windows Firewall on Windows 7 

 
 

1. Open Control Panel by clicking 
Start then Control Panel. 
 

2. Open the Security options by 
clicking System and Security.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Click Windows Firewall.  
 
 
 
 
 
 
 
 
 
 
 
 

4. Click Advanced 
Settings.  
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5. Select Inbound Rules. 
6. Click New Rule. 

 
 
 
 
 
 
 
 
 
 

7. Select Port and click next.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8. Enter in the following ports as 
Specific Local Ports and click next. 

4242 – Data 
4243 – Command 
4250 – Config Server 
4255 – Admin Service 
8080 – Web Server* 
*Optional 
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9. Select Allow the connection 

and click next. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Select which network types 
apply to this rule and click 
next. If you are not sure, 
select all. 
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11. Name the rule 
CompleteView and click 
Finish. 
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Configuration of Windows Firewall on Windows Server 2008 

 
 

1. Right click on My Computer 
and select Manage. 

2. Expand Configuration to see 
Windows Firewall with 
Advance Settings. 

3. Expand Windows Firewall with 
Advance Settings to see 
Inbound Rules. 

 
 
 
 
 
 
 
 
 

4. Select Inbound 
Rules. 

5. Click New Rule. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. Select Port and click next.  
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7. Enter in the 
following ports as 
Specific Local Ports 
and click next. 
4242 – Data 
4243 – Command 
4250 – Config 
Server 
4255 – Admin 
Service 
8080 – Web Server* 
*Optional 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

8. Select Allow the 
connection, and click 
next. 
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9. Select which network types 
apply to this rule and click 
next. If you are not sure, 
select all. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Name the rule 
CompleteView and click 
Finish. 
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Appendix B: Change Internet Explorer settings for CompleteView 
Web Client 
 
CompleteView v3.8.1 and higher provides a Web Client compatible with Internet Explorer, Firefox and Google 
Chrome browsers.  When accessing the Web Client with Microsoft Internet Explorer it may be necessary to 
modify some operating system and/or Java settings to access the web client and optimize performance. 
 
 
 
 
 
Configuring for Web Client access on Windows 7 using Internet Explorer v8 or v9 
 

1. In Internet Explorer, click Tools -> Internet Options -> Security 
2.  Click ‘Custom level…’ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Under the ‘ActiveX Controls and plug-ins’ heading set  
‘Allow ActiveX Filtering to ‘Disable’ 

 
 
 
 
 
 
 
 
 
 
 
 
 

Note:  Setting changes only apply when accessing the Web Client with IE 8 & 9.  
When access the Web Client with Chrome or FireFox browsers these settings do not need 
to be changed. 
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In addition to the above setting change in Internet Explorer, it is necessary to change a setting in Java based on 
which version of Windows 7 is used. 
 
For users of Windows 7 32 Bit edition 
 

1. Open Windows Control Panel, double click ‘Java’ to open the ‘Java Control Panel’ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Click the ‘Advanced’ tab. Under ‘Java Plug-in’ check ‘Enable the next-generation Java Plug-in 
(requires browser restart)’ 
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For users of Windows 7 64 Bit edition 
 

1. Open Windows Control Panel, double click ‘Java’ to open the ‘Java Control Panel’ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Click the ‘Advanced’ tab. Under ‘Java Plug-in’ uncheck ‘Enable the next-generation Java Plug-
in (requires browser restart)’ 
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Configuring for Web Client access on Windows Server 2008 using Internet Explorer v8 or v9 

 
1. Under Administrative Tools open Server Manager. 
2. Click ‘Configure Internet Explorer Enhanced Security Configuration. 
3. Disable Internet Explorer Enhanced Security Configuration for both Administrations and Users. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Open Internet Explorer and click Tools -> Internet 
Options -> Security -> Trusted Sites 
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5. Click Sites 
6. Enter the URL of the CompleteView Web Client and click ‘Add’ to add the CompleteView Web 

Client to the list of Trusted Sites. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. In Internet Explorer, click Tools -> Internet Options -> Security 
2.  Click ‘Custom level…’ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note:  For users of Internet Explorer 9 on Windows Server 2008, you should also 
‘Disable ActiveX Filtering’ in Internet Explorer’s security settings.   
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3. Under the ‘ActiveX Controls and plug-ins’ heading set  
‘Allow ActiveX Filtering to ‘Disable’ 
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Appendix C: Software Guidelines and Best Practices 
 

CompleteView Settings 
IP Cameras  
 Make sure your cameras are on the CompleteView Supported 

Cameras list. 
 Configure resolution, maximum frame rate, and compression settings 

using the camera manufacturer’s setup tools and/or software.   
 If you require time stamp and camera name overlay and are not 

recompressing the IP video stream, make sure these settings are 
configured on the camera using the camera manufacturer’s setup tools 
and/or software.  Unless you have chosen to recompress the video 
stream on the IP camera setup tab in CompleteView, the time stamp 
and camera name will not display in recorded video, even if it is 
enabled on the General setup tab within CompleteView System 
Configuration. 

 The recording frame rate settings must be configured via the IP 
camera manufacturers setup tools/software, otherwise if left as default 
CompleteView will record the rate the IP camera is defaulted to. 
Exception: Arecont cameras will utilize the fps settings on the 
CompleteView System Configuration Camera Setup General Tab fps 
settings for scheduled, alarm, and motion recording. 

PTZ Cameras  
 PTZ Cameras should be setup for scheduled recording and not motion 

recording. 
Motion Zones  
 Avoid areas of constant motion such as trees, shadows, busy streets, 

etc. 
 Test the configured sensitivity settings before finalizing your 

configuration to ensure a low level of ‘false alarms’. 
 Review recordings after a few days of operation to make sure the 

motion settings are configured properly. 
Storage Volume 
Threshold 

 

 For optimal performance, verify each recording volume’s threshold is 
set to a minimum of 5% of the total storage capacity of the volume.  

RAID Arrays  
 If you have more than one storage array, it is recommended to split the 

camera recording between the arrays to maximize I/O performance. 
Ex. 50 total cameras – setup 1-25 to write to first array, and 26-50 to 
write to the second array. 

 Schedule or perform periodic consistency checks during off hours to 
assist in finding drive/array failure detection.  This will ensure optimal 
performance of the storage array. 

 
 

http://www.salientsys.com/products/literature/
http://www.salientsys.com/products/literature/
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System Settings & General Best Practices 
System Hardware 
Drivers 

 

 Make sure you have current/stable drivers for the system’s chipset, RAID 
Controller (firmware, driver), video adapter & network controller. 

 Make sure to have current/stable bios for your specific motherboard. 
 Make sure to read all release notes for driver compatibility with your current 

hardware set, as not all driver/bios updates are necessary unless they have a 
fix for a current issue that you are experiencing. 

System Settings  
 Important: Disable Windows indexing on all recording volumes.   
 If running an antivirus application disable real-time file scanning & 

scheduled scans on all recording volumes as well as the [Program 
Files]\CompleteView folder and [ProgramData]\Salient folder. 

 Set Performance Options to adjust for best performance on the operating 
system. 

 It is recommended that you configure your operating system on a dedicated 
partition.  This partition should not contain any video recording volumes.  It 
is also recommended that sizing be a minimum of 50GB.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note:  If you purchased a Salient NVR the setting recommendations listed under System Settings 
&General Best Practices have been preconfigured at the factory. 
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Additional Resources 
 
Visit the Salient website, www.salientsys.com, for additional support and CompleteView training: 
 

• Manuals & Documentation (www.salientsys.com/support/manuals-documentationx/) – Includes 
Administrator’s Manual, Client User Manuals (including Video, Alarm and Web clients), How To 
Guides and Tips. 

 
• Online Tech Support (www.salientsys.com/elearning) – Get quick access to online tech support 

modules that cover the most frequently asked product questions, such as “Adding and Moving IP 
Camera Licenses.”  
 

• Salient University eLearning (http://salientsys.latitudelearning.com) – A convenient way to get trained 
on CompleteView. Register online for access to interactive, user training modules covering the Video, 
Alarm, Mapping and Web clients.  
 

• Classroom Training (www.salientsys.com/training) – Traditional, classroom training is available 
throughout the United States. Please visit the Salient website for training calendar, agenda and 
registration. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
©2012 Salient Systems Corporation. Company and product names mentioned are registered trademarks of their respective owners.  
 

Salient Systems 
10801 N. MoPac Expy. 
Building 3, Suite 700 
Austin, TX 78759 
512.617.4800 
512.617.4801 Fax 
www.salientsys.com  
 

    

http://www.salientsys.com/
http://www.salientsys.com/support/manuals-documentationx/
http://www.salientsys.com/elearning
http://salientsys.latitudelearning.com/
http://www.salientsys.com/training
http://www.salientsys.com/
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Important Information - Must read. 
 

1) The CardAccess 3000 Web Interface requires a license much like 
a CardAccess 3000 workstation. The security key/software license 
must contain a license for “5 Workstations” or more. 
 

2) The CardAccess 3000 Web Interface will work on most browsers 
including mobile phones and tablet browsers. A few of the 
supported browsers are Internet Explorer, Google Chrome and 
Safari. 

 
3) The CardAccess 3000 Web Interface has the same functions as a 

CardAccess 3000 workstations, with a few limitations. Viewing live 
events is a new feature and requires CardAccess 3000 Version 
2.9.88 or later. Previous versions required executing reports to 
view event history. 
 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

1 
 



 

Scope 
 
This document contains information regarding the functionality of the CardAccess 3000 Web 
Interface. The CardAccess 3000 Web Interface (client) contains most functionality of a 
CardAccess 3000 Workstation, with a few limitations. The CardAccess 3000 Web Interface 
must be installed on the computer where Internet Information Services (IIS) is installed. The 
CardAccess 3000 Web Interface is a web application and can be accessed from a 
supported web browser on any computer.  

  
 
 
 
 
 
 
 
 
 
 

Prerequisites 
 

• A CardAccess 3000 system with a functional Web Interface. 
 

• A security key/software license supporting “5 Workstations” or more.    
 
 

 
 
 
 
 
 
Related Documents 
 

• CA3000 Web Installation Guide (Windows 7 and Server 2008 R2) 
 

• CA3000 Web Installation Guide (Windows 8.1 and Server 2012 R2) 
 

• CA3000 Software Manual (whole or chapters) 
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Web Interface Menu Selections 
 

Personnel 
 
 Add Personnel 
 Search Personnel 

 
Manual Control 
 
 Doors 
 Relays 
 Links 

 
Configuration 
 
 Panels 
 Readers 
 Inputs 
 Relays 
 Links 

 
View  
 
 Events and Pending Alerts 

 
Reports 
 
 Access Groups 
 Activity Links 
 Alert Response 
 Attendance 
 Badges 
 Events 
 Facility Codes 
 Holidays  
 In-List 
 Links 
 Modem 
 Operators 
 Time and Attendance 
 Time Schedules 
 User Groups 
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Launch the CardAccess 3000 Web Interface 
 

1) If a shortcut was created on the desktop, click the shortcut (Refer to figure 1). The properties of 
the shortcut will contain the IP address of the webserver (IIS computer) and the path to the 
CA3000Web Interface application (Refer to figure 2).  

 
 

 
Figure 1. 
 
 
 
 

 
Figure 2.  

 
 
 
 

2) If there is not a shortcut available, type the URL into the address bar of a supported browser 
and click GO (Refer to figure 3).  
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Figure 3. 
 
 

3) After clicking GO, the CardAccess 3000 (Web Client) login screen will display (Refer to figure 4).  
 
 
 

Log On to CardAccess 3000 
 

 

 
Figure 4. 
 

4) Enter the default User name (Admin) and password (q). Click OK. The CardAccess 3000 Web 
Interface (Personnel screen) will display (Refer to figure 5).  

 
Note: To view Events/Pending alerts, click “View” on the main menu and select “Events 
and Pending Alerts”. This option is only available in V2.9.88 and later.  
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Personnel    

 
Figure 5. 
 
 
5) Enter the Badge information on the General, Access Group, Controls, Personal and Misc. tabs. After 

the information is entered, click Save (Refer to figure 5).  
 

 
Figure 6. 

 
6) To perform a search, enter one or more of the following search criteria (Badge No, First Name, 

and Last Name. Click Search (Refer to figure 6). 
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Manual Control (Doors)   

  
Figure 7. 
 

7) Select the Reader(s) to perform a Door Action on. Click Execute Door Action (Refer to figure 
7).  
 

Manual Control (Relays)  

 
Figure 8. 

 
 

8) Select the Relay(s) to perform a Relay Action on. Click Execute Relay Action (Refer to figure 
8).  
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Manual Control (Links)    
  

 
Figure 9. 
 

9) Select the Link(s) to perform a Link Action on. Click Execute Link Action (Refer to figure 9).  
 

 
 
 

Configure a Panel    
 

 
Figure 10. 

 
10) Click Add to add a panel. To Delete or Edit a panel, select the panel and click Delete or Edit 

(Refer to figure 10).  
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Configure a Reader   
 

 
Figure 11. 

 
11) Click Add to add a reader. To Delete or Edit a reader, select the reader and click Delete or 

Edit (Refer to figure 11).  

 
 

Configure an Input  
 

 
Figure 12. 

 
12) Click Add to add an input. To Delete or Edit an Input, select the input and click Delete or Edit 

(Refer to figure 12). 
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Configure a Relay    
 

 
Figure 13. 
 
13) Click Add to add a Relay. To Delete or Edit a Relay, select the Relay and click Delete or Edit 

(Refer to figure 13). 
 

Configure a Link    
 

 
Figure 14. 

 
14) Click Add to add a Link. To Delete or Edit a Link, select the Link and click Delete or Edit 

(Refer to figure 14). 
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View Events and Pending Alerts    
 
 

 
Figure 15. 

 
 

15) To view Events and Pending Alerts, click on View and then Events and Pending Alerts 
(Refer to figure 15). 

 
 

Note: This feature is only available in V2.9.88 and later. Prior to this version, you must run the 
Events Report to view events.  
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Reports 
 

 
Figure 16. 

 
 

16) Click Reports on the main menu. A list of available reports will display. Below are the 
configuration screens for each report. 

 
 
 
Notes:  
 

• The Events and Badges reports are the most used reports in the CardAccess 3000. They 
provide all the Badge information and Event history necessary.  
 

• To Configure each report, you must select the Search Criteria and then enter a “Report 
Title” under Report Criteria.   
 

• To Preview each report, you must click the “Preview Report” button. After you are finished 
previewing the report, click the ‘x’ on the Preview tab to close the report.  
 

• On each report preview screen, there is an “Export”, “Print”, “Expand Group”, “Go To”, 
“Search” and “Zoom” function.    
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Configuration of Access Group Report  
 

 
Figure 17. 
 
Access Group Report Preview 
 

 
Figure 18. 
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Configuration of Activity Link Report  
 

 
Figure 19. 
 
 
Activity Link Report Preview 
 

 
Figure 20. 
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Configuration of Alert Response Report  
 

 
 
Figure 21. 
 
 
Alert Response Report Preview 
 

 
 
Figure 22. 
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Configuration of Attendance Report   
 

 
Figure 23. 
 
 
 
 
 
 
 
 
 
Attendance Report Preview  
 

 
 
Figure 24. 
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Configuration of Badges Report  
 

 
Figure 25. 
 
Badges Report Preview  
 

 
 
Figure 26. 
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Configuration of Events Report Preview 
 

  
 
Figure 27. 
 
 
Events Report Preview 
 

 
Figure 28. 
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Configuration of Facility Report   
 

Figure  29. 
 
 
 
 
Facility Report Preview  
 

 
Figure  30. 
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Configuration of Holiday Report   
  
 
 
 
 
 
 
 
 
 
 
 
 

Figure 31. 
 
 
 
 
 
 
Holiday Report Preview 
 

 
 
Figure 32. 
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Configuration of InList Report 
 

 
Figure 33. 
 
 
InList Report Preview 
 

 
 
Figure 34. 
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Configuration of Link Report 
 

 
Figure 35. 
 
 
Link Report Preview 
 

 
 
Figure 36. 
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Configuration of Modem Report 
 

 
Figure 37. 
 
 
 
 
Modem Report Preview  (Modems not configured) 
 

 
Figure 38. 
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Configuration of Operator Report 
 

 
Figure 39. 
 
 
Operator Report Preview 
 

 
 
 
Figure 40. 
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Configuration of Time and Attendance Report 
 

 
Figure 41. 
 
 
 
 
Time and Attendance Report Preview 
 

 
 
Figure 42. 
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Configuration of Time Schedule Report 
 

 
Figure 43. 
 
 
 
Time Schedule Report Preview 
 

 
 
 
Figure 44. 
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User Group Report 
 

 
Figure 45. 
 
 
 
 
 
User Group Report Preview 
 

 
 
Figure 46. 
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Important Information - Must be read before installing software. 
 

1) This document pertains to SMS Messaging (Texting) in the 
CardAccess 3000, V2.9.88 Build 276.  
 

2) There are three different types of SMS Messaging. They are “Email”, 
“WEBPOST” and “API”. The “Email” method is free, but is limited. The 
“WEBPOST” and “API” methods require a paid service.  

 
3) To use SMS Messaging in CardAccess 3000, you must have a valid 

smtp email account. For the example in this document, we will use a 
Gmail account.  
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Scope 
 
This document contains information regarding the configuration of SMS Messaging 
(texting) in the CardAccess 3000, V2.9.88 build 276 software. It also discusses adding in 
a script server and creating a script to send a SMS text message to a TMOBILE phone.     
 
There are three methods available to send a SMS (text) Message. They are “Email”, 
“WEBPOST” and “API”. The Email method is a free service but has limitations. The 
WEBPOST and API are paid services (you must subscribe to these services). The Email 
type will be discussed in the main body of this document. The WEBPOST and API type 
are documented in Appendix A and Appendix B.  
 
 
 

 
 
 
 
Prerequisites 

 
• A functional CardAccess 3000 system  
• SMS Provider name 
• SMS Server URL 
• Email account (this is the email account the SMS message will be sent FROM) 
• Email account Password 
• Email Server Port number 
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Add Script Server   
 
1. On the main menu of CardAccess 3000, click System>System Settings. The System Settings 

screen will display. Click the Scripting tab. Refer to figure 1.   
 

Note: If the Scripting Server is already configured, skip to step 6. 
 

 
Figure 1. 
 
2. Click Edit.  

 
3. Select the Use Scripting checkbox. 

 
4. Click Add Scripting Server. The Add Scripting Server box will display. Refer to figure 2. 
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Figure 2. 

 
5. Type in the UNC Name of the Scripting Server (the name of the computer you are on). Click OK.  
 
6. Verify the script server is running. When the Script Server is running, a yellow icon with a feather 
will display in the system tray. Refer to figure 3.  
 
Note: It might require a restart of the CardAccess 3000 software to launch the script server.  
  
 
 
 

 
Figure 3.  
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Configuring SMS Messaging using the EMAIL type 
 
7. In the first example, we will be using the Email method which uses free SMS gateways from 
mobile phone vendors. In order to use this option, a SMTP email account is required.  Please note, 
due to the restrictions from mobile phone vendors, you may not be able send bulk messages using this 
method. It’s a good option for testing or sending a few messages a day with no cost. 

 
Add SMS Provider(s)  

 
Figure 4. 
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Figure 5. 
 
 
 
7. Select Use Scripting checkbox. Refer to figure 4.  

 
8. Click the Messaging tab. Refer to figure 4.  

 
9. Click Add SMS Provider button. Refer to figure 4. The Add SMS Provider screen will display. 

Refer to figure 5.  
 

 
 
 

 
Very Important: Figures 4 and 5 are for Email Type only, using TMOBILE as the SMS 
Provider. To configure these screens for WEBPOST type or API type, refer to Appendix A or 
Appendix B. 
 
 
 
 
 
 
 

Remove brackets while entering 
your specific information: 
 
<                > 

SMS Provider for 
TMOBILE Phone 

Password for 
the Gmail 
account listed 
above 

Gmail email account where SMS 
message is sent from. 
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For this EMAIL type example, configure as per the following: 
 

• Provider Name  =  TMOBILE  (SMS Provider name). 
 

• Server URL =   tmomail.net  (TMOBILE URL) 
 
• SMS type  =   EMAIL 

 
• Parameters Box =   

 
Line 1 =   Email Server Name    (smtp.gmail.com- this is for a Gmail email account) 
Line 2 =   Email Address the SMS message is sent from   
Line 3 =   Email Server Port (most web based email servers use port 587) 

 
Reminder – Remove all brackets that are in this box by default.  
 
 

NOTES: 
 
 

Server URL: Is the SMS gateway address from mobile phone vendors. For this example, we will be using 
“tmomail.net”. Below are a few mobile phone SMS gateways in US and Canada: 

 

T-MOBILE:  tmomail.net 
ATT:   txt.att.net 
METROPCS:  mymetropcs.com 
NEXTEL:  messaging.nextel.com 
VERIZON:  vtext.com 
VIRGIN:   vmobl.com 
BOOST-MOBILE : myboostmobile.com 
BELL_CANADA:  txt.bellmobility.ca 
ROGERS-CANADA: pcs.rogers.com 

 
Note -Maximum number of characters in a single SMS message is limited to 120 since some SMS gateway 
providers don’t allow more than 120 characters.  If a message contains more than 120 characters, multiple 
messages will be sent.   
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Create Message Template 

 

 
 

Figure 5. 
 
 

 
8. Click Message Templates tab.   
 
9. Click Add Template. 
 
10. Type in the Message Subject and the Message Body of the template.  
 
11. Select Can be sent as SMS message. You must select this to send an SMS text message.  
 
12. Click OK, SAVE and Close.  
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Configure “Send To” phone number   
 

 

 
Figure 5. 

 
13. Click Administration>Operators on the main menu.  

 
14. Select an Operator who the SMS text message will be sent to. For our example, select “Admin”. 
 
15. Click Edit. 

 
16.  Click Messaging tab. 

 
17.  Select Use SMS Messaging.  

 
18. Type in the SMS Provider and the phone number the text will be sent to.   

 
19. Click Save and Close. 

 
Note: Repeat steps 14 – 19 for all operators you wish to have an SMS text message sent to.   
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Create Script to Send an SMS text message  
   

 
20. Click Configuration>Scripting>Script Wizard on the main menu.  
 

 

 
Figure 6. 

 
 

21. Select the Type of Event and Sub-Type of event.   
 
Note: For our example, we will be using an Input Event going Abnormal.  
 
 22.   Click Next. The Panel and Device selection screen displays. Refer to figure 7. 
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Figure 7. 
 
 
23. Select Panel associated with the event and Device associated with the script.   

 
Note: For our example, we will be using a Super Two panel and an Input from an 
Emergency button.   

 
 
24. Click Next. The Server selection screen will display. Refer to figure 8. 

 
 
 

 
Figure 8. 
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25. Select the Server that will run the script. Click Next.  
 
Note: Multiple screens will display with selections of possible output actions. For this example, 
click Next multiple times, until you get to the Message Template screen referenced in figure 9.  

 
 

 
Figure 9. 

 
 
26. Select the Send a message to the following operators checkbox.   
 
27. The Message Template dropdown list contains all the predefined Message Templates.  

 
28. Select the Message Template to be emailed.  

 
29. Select Should Send for one or more operators. The selected operators will be sent an email 

when the script executes.  
 

Note: For our example, we will only enable messaging for one operator. This list can contain 
many operators.  
 
30. Click Next. The Descriptive Name (Description) screen will display. Refer to figure 10. 
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Figure 10. 
 

31. Enter a descriptive name for this script and the script link. In most cases, they should both be 
the same name. Refer to figure 10. 

 
32. Click Finish.  
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Execute Script to Send an SMS text message   
 
33. Execute the script by forcing the Input (Emergency button) go abnormal. Once this occurs, the 

following alerts should display. Refer to figure 11: 
 
1- Input Abnormal (Emergency  Button Pressed) 
2- Script Executed (Send SMS text message on Emergency) 
3- Input Normal  (Emergency Button Released) 

 
 

 
 
Note: In the figure below, the Emergency button was pressed twice. There are two sets of events. 
You can also view the audit trail for success or failure messages.  
 

 
Figure 11. 

 
34. For more diagnostic information, refer to the Audit Trail. 
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APPENDIX A 
 
 
 

Type 2: WEBPOST 

This option uses a paid service. User needs to purchase a monthly plan from SMS gateway provider. It’s a 
good option for a system that will be sending frequent messages.  

Most of the SMS providers allow WEBPOST method, however the parameters for each vendors varies. 
Some vendors prove just a license key, others userid and password etc. Hence, it’s little tricky to configure 
parameters section in this method. 

Example 1:  

Let’s say the service provider is “bulksms.com “. Their posting parameters can be found at 
“http://usa.bulksms.com/docs/eapi/submission/send_sms/ “. Based on these parameters, configuration 
will look like follows.  

 

Remove all brackets while entering 
your specific information: 
<                > 
<                > 
<                > 
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Please note that in “@message” or “@phonenumber” will not change for any vendors , however 
“message” and “msisgn” could change. And other parameters should follow the instructions on their web 
site. 

 

 

 

Example 2:  

SMS service provider is “eztexting.com “, their posting parameters can be found at 
“http://www.eztexting.com/developers/sms-api-documentation.html “. Based on these vendor 
parameters, configuration will look like follows.  

 

Please note , in this case  “@phonenumber” field name changed from “msisdn”to “Phonenumber” and 
Password filed name changed from “Password” to “Pass”. And ofcouse the srver URL. 

 

Randomly picked few SMS Providers: 

Server URL: 
http://www.gateway160.com/doc/sendmessage 

Remove all brackets while entering 
your specific information: 
<                > 
<                > 
<                > 
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https://www.bulletin.net/docs/display/API/Bulletin+API+Developer+Guide#BulletinAPIDeveloperGuide-
HTTPAPI 
http://www.eztexting.com/developers/sms-api-documentation.html 
http://usa.bulksms.com/docs/eapi/submission/send_sms/ 
http://americas.clickatell.com/apis-scripts/scripts/c-scripts/ 
http://www.txtimpact.com/sms-gateway-api/ 
http://www.cdyne.com/api/phone/sms/ 
 
 
 
SMS POST WEB ADDRESSES 
http://usa.bulksms.com:5567/eapi/submission/send_sms/2/2.0 
http://api.clickatell.com/http/sendmsg 
https://app.eztexting.com/api/sending 
https://www.bulletinmessenger.net/api/3/sms/out 
http://api.gateway160.com/client/sendmessage 
http://smsapi.txtimpact.com/smsadmin/submitsm.aspx 
 
SMS GET WEB ADDRESSES 
http://sms2.cdyne.com/sms.svc/SimpleSMSsend 
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APPENDIX B 
 
 

Type 3: API 

This option also uses paid service. User needs to purchases monthly plan from SMS gateway provider. It’s 
a good option for a system where frequent and bulk messages are required. In this method software uses 
vendors API to send messages. The reason for this option is some SMS providers don’t allow WEBPOST 
method, even if allowed they recommend to use API since this method is tightly integrate with client 
application and works efficiently compared to WEBPOST.   

Currently only one API is integrated to CardAcccess software (cdyne.com). When purchase service from 
“cdyne.com”, vendor will provide a license key. You just have to enter Server URL and License key. 

Server URL : “http://sms2.cdyne.com/sms.svc/Soap”. 
License key : 32 character GUID: eg: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX 
 

 

 
 
 

 
 

Remove all brackets while entering 
your specific information: 
<                > 
<                > 
<                > 
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Important Information - Must be read before programming 
software. 
 

1) Verify the CardAccess 3000 V2.9.x is installed and the security 
key/software license is functioning properly prior to following this 
programming guide. During the CardAccess 3000 installation, two 
databases are created automatically. Verify the CardAccess 3000 
launches and you can log in with the default user account (user name 
=Admin and password =q).  

 
 

2) The Continental Access polling cable consists of 3 wires with a 9 pin 
connector on one end and three flying leads on the other end. Below 
is the wiring connection to the panel. 

 
9pin                                             Panel (polling connector) 

 
Pin 2 ------------------------------------TXD (Purple wire) 
Pin 3 ------------------------------------RXD (Red Wire) 
Pin 5 ------------------------------------GND (Brown Wire) 
 

3)  This document does not include the functionality of the integration 
features (ex. Napco, DVRs,Wireless locks…). Refer to the Continental 
Website for documents covering the integration features.  
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Scope 
 
This document contains information regarding the programming of the CardAccess 3000 
V2.9.x and later. During the installation, the CardAccess 3000 pre-configures most of the 
settings required for a basic system. The following steps will guide you through 
programming the remaining necessary items to get a basic system operating (Comport, 
Panel, Schedule, Reader, Access Group and Personnel).  

 
 
 

Prerequisites 
 
1) Complete the installation of the CardAccess 3000 software and verify the program 

launches using the 2 databases created during the installation. Verify the security 
key/software license is being recognized and you can log into the CardAccess 3000 
using the default user name and password.    

 
2) Connect one panel with one reader to the PC running the CardAccess 3000 

software. Connect using a polling cable from the host computer to the polling 
connector on the panel. If you are installing a large system, keep the connected 
hardware at a minimum until you get the basic system operating.  

 
 
Basic Programming for Easy System Setup 
(You must configure the following basic items to get a system operational)    

 
Launching the CardAccess 3000 
 
To Launch the CardAccess 3000 software, Click the CA3000 Launcher icon on the 
desktop (refer to figure 1). 
 

 
Figure 1. 
 
 
The CardAccess 3000 Log In screen will display (refer to figure 2). 
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Log On to CardAccess 3000 
 

 
Figure 2. 
Enter the default User name (Admin) and password (q). Click OK. The CardAccess 
3000 event grid will display (refer to figure 3).  
 

 
Figure 3. 
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Note: If the event grid is green, click the Track button. The Track button will change to 
Browse. This view will allow you to view live events being received from the panel.  
 
 
 
Configure a Comport  (refer to steps on page 7) 
 
 

 
Figure 4. 
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Figure 5. 

 
Figure 6. 
 

 5 



 

 
Figure 7. 
 

 
Figure 8. 
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Click Configuration/Comports from the main menu (refer to figure 4). The 
Communication Ports screen will display (refer to figure 5).  
 
Note: By default, the Station Name displays Host PC and Description displays Host 
Com Ports. DO NOT change this.    

 
Very Important: DO NOT CLICK NEW on the Communication Ports screen. You 
must click EDIT and SAVE on this screen. The only time you would click NEW is if 
you purchased a secondary communication server for the CA3000 (Note: Adding a 
secondary communication server is not covered in this document). 
 
WARNING: Clicking NEW on the Communication Ports screen could result in 
losing all your com port settings. 
 
Click Edit. Highlight the com port you are configuring (refer to figure 5).Select Com 1 for 
this example. 
 
Note: If you are configuring a com port for a Lantronix or Network Interface board, it is 
highly recommended to select com port 5 or higher. 
 
 
Click the drop down box Type to select the type of device you are using. Select Cable 
(Refer to figure 6). 
 
 
 
Click the drop down box Baud to select baud rate (refer to figure 7). Select 9600. Note: If 
you are using a network device, you MUST leave the baud rate blank. If you select Cable 
or Modem, you must select the proper baud rate for your device.  
 
Very Important: Click the drop down box UTZ Zone to select the correct time zone the 
panel is in (refer to figure 8). NOTE: In most cases, the panel will be in the same time 
zone as the host computer. If the panel is in a different time zone, you must set this for 
the correct time zone. If this setting is incorrect, the GUI will display the wrong time for 
the alerts being received.   
 
Note: Do not select Compressed mode.  
 
Click Save to save all your Communication Ports settings. 
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Configure a Panel   (refer to steps on page 10) 

 
Figure 9. 

 
Figure 10. 
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Figure 11. 
 

 
Figure 12. 
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Click Configuration/Panels from the main menu (refer to figure 9). The Panels screen 
will display (refer to figure 10).  
 
Click New (refer to figure 10).  
 
Enter Name for the Panel (ex. Panel 1). 
 
Click the drop down box Panel Type to select the correct panel type (refer to figure 11).  
 
Set the Panel Address to match the address set on the panel (Address 1 is the default). 
 
Station Name will default to Host Com Ports. Do not change.   
 
Set the COM Port for the correct com port the panel is connected to. 
 
Verify Enabled is selected (this is the default). All other settings, leave at the default. 
 
Verify all the settings are correct. Click Save (refer to figure 12). 
 
Note: After a com port and a panel are configured, the panel should start 
communicating to the host (Note: Verify the polling cable is connected). 
If it is a newer panel with downloadable firmware, the panel should request a 
firmware download and the firmware download should automatically start. Refer to 
the event grid and the communication driver screen to determine if you have 
established communications. 
 
Configure a Schedule   (refer to steps on page 13) 

 
Figure 13. 
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Figure 14. 

 
Figure 15. 
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Figure 16. 
 

 
Figure 17. 
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Click Administration/Schedules from the main menu (refer to figure 13). 

 
Click New (refer to figure 14).  
 
Enter Description (name) for the schedule. Note: The first schedule you create should 
be a 24 x 7 schedule. Set Description = 24 x 7 (refer to figure 15). 
 
Click under the text Start Day to populate the first schedule. A 24 x 7 schedule populates 
by default. The fields populate with MON - HOL 12:00AM to 12:00AM (refer to figure 16).  
 
Click Save. A schedule that is active all the time (24 X 7 - MON thru HOL) has been 
created (refer to figure 17). 
 
 
Configure a Reader  (refer to steps on page 16) 

 

 
Figure 18. 
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Figure 19. 

 
Figure 20. 
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Figure 21. 

 
Figure 22. 
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Click Configuration/Readers from the main menu (refer to figure 18). The Readers 
screen will display (refer to figure 18).  
 
Click New (refer to figure 19).  
 
Click the drop down box Panel to select the panel the reader is on (refer to figure 20).  
 
Enter Name for the Reader (ex. Reader 1) (refer to figure 21). 
Note: The Reader screens have many settings. You will leave most of these settings at 
the default to get a basic system operating.  
 
Click the Door Control tab. On the Door Control screen, review the associated door 
sensor input, bypass input and strike relay associated with the Reader you are 
configuring (refer to figure 22).  Refer to the explanations below. 
 
Door Sensor Input - The door sensor input is where you wire the physical door contact 
(door position switch). If you are not using a door contact, click Edit and change this 
value to a 0. After changing value to 0, click Save. The door sensor input is a normally 
closed input by default. 
 
Bypass Input - The Bypass Input is where you wire the Request To Exit Button or your 
PIR (Motion detector). The bypass input is a normally open input by default. 
 
Strike Relay - The Strike Relay is where you wire up your strike or magnetic lock. 
 
Click the General Tab. Verify all the settings are correct. Click Save.  
 
Configure a Access Group  (refer to steps on page 18 ) 

 
Figure 23. 
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Figure 24. 

 
 
Figure 25. 
 

 17 



 

 
Figure 26. 
 
Click Access/Access Groups from the main menu (refer to figure 23). The Access 
Groups screen will display.  
 
Click New (refer to figure 24).  
 
Enter Description (name) for the Access Group (Description = All Access). 
 
 Note: The first access group you create should be an Access Group that has access to 
all readers, all the time (24 x 7).  
 
Click the drop down box Time Schedule to apply a schedule to the reader (refer to figure 
25). Select 24 x 7 from the drop down list. 
 
Note: The “All Access” access group you create should have access to all readers 
 24 x 7.  
 
Very Important: This document only assists you with configuring one reader. If you add 
more readers to the system, you MUST edit the “All Access” access group and apply a 
24 x 7 schedule to all readers.  
 
As you enter additional badges to the system, you will be creating additional access 
groups with specific access to certain doors.  
 
Verify all the settings are correct. Click Save (refer to figure 26). 
 

 

 18 



 

Configure a Badge     (refer to steps on page 21) 

 
Figure 27. 

 
Figure 28. 
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Figure 29. 
 

 
Figure 30. 
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Figure 31. 

 
Click the Personnel icon. The Personnel screen will display (refer to figure 27).  
 
Click New.  
 
Note: If you are editing existing badges, you must click Show All Badges to display 
existing badges. After the badges display, click Edit to modify the badge information. 
 
Enter Badge Number.  In most cases the badge number is printed on the badge (refer to 
figure 28). If there is no badge number printed on the badge, you must refer to the 
documentation supplied with the badges. 
 
Note: Using Facility codes are optional. Leave Facility at the default (0) until you get a 
basic system operational with at least one Valid Badge swipe.  
 
Enter First Name and Last Name (refer to figure 29). 
 
Click the Access Groups tab. 
 
Click the drop down box Access Group 1 to assign an access group to the badge. 
Select “All Access” from the drop down list (refer to figure 30). Leave the expiration date 
blank. 
 
Click the General tab. 
 
Verify all the settings are correct. Click Save (refer to figure 31). 
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Basic Programming Is Complete 
 
Basic System Test 
 
 
Verify proper communications to the panel 
 
As previously mentioned, a panel will start communicating with the host computer once a 
Com port and a Panel is configured in the software. Review the alerts in the event grid to 
determine if a firmware and data download occurred (firmware downloads will only occur 
on new panels where the firmware is downloaded from the host computer). Most panels 
also have LED indicators for Transmit (TXD) and Receive (RXD). Verify the TXD and the 
RXD lights are flashing on the panel. This is a good indication the host is communicating 
with the panel.  
 
Note: If a No Response alert displays, verify the polling cable is connected and review 
your programming settings as per this document.  
 
 
Verify reader is working properly and a valid badge is being recognized 
 
After verifying good communications, verify your badge is working at the reader. Present 
your badge to the reader. A Badge Valid alert will display in the event grid. If a valid 
badge is presented, the door should unlock. If you get a Badge Valid alert but the door 
fails to unlock, you must check the wiring to your lock. 
 
Note: If a Badge Violate Void alert displays when you present the badge, verify your 
badge is entered correctly into Personnel and you are communicating with the panel. 
Verify the Facility setting in Personnel is (0).  If you entered 1 or greater for Facility, you 
MUST verify the facility codes screen is configured properly (Administration/facility 
codes). This is not covered in this document.  
 
 
 
Verify an archive database was pre-configured during the installation 
 
As previously mentioned, many items are pre-configured during the installation. You must 
verify the archive database has been pre-configured. Click 
System/SystemSettings/Auto Archive. Verify one or more databases are listed in the 
bottom of the screen (CardAccess Archive database list).  Verify there is a SQL 
Server name and a SQL Database name configured on the top of the screen. If this 
information has not been pre-configured, contact Continental Technical Support for 
assistance. Note: Communications to the panel and a Valid Badge will still work 
properly if an archive database is not configured. If the archive database is not 
configured, too many alerts will build up in the live database and eventually lock up the 
system.  
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OVERVIEW 

 

This document provides an overview of configuring the Facility/Badge concatenation feature in the CardAccess 3000 soft-
ware. The Facility/Badge concatenation feature provides you the ability to have more than ten facility codes per panel. This 
feature was introduced in V2.5.x of CardAccess 3000.  

 

  

 

 

   

 

 

Overview   
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Conf igur ing FacBadge  

Configuring Facility/Badge Concatenation in the CardAccess 3000 Software 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    Figure 1.  

 

 

 
1) To enable Facility/Badge concatenation, click System>System Settings>Badges. Select Facility/Badge Concatena-
tion (refer to figure 1).  
 
 
2)  When using Facility/Badge concatenation, you must configure Max Badge Digits at Panel  to 11 Digits or higher. For 
this example, we will set it to 11 (refer to figure 1). 
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  Figure 2.  
 
 
 
3) Click Administration>Badge Formats (Refer to Figure 2). 
 
 
 
4) You must select a FacBadge format type with the correct length of the badge (Refer to Figure 2).  
 
 
Note: The badge used in this example has a Continental 36 bit format with a facility code of B000. 
 
 

 
 

4) Click on “General settings” (refer to figure 3).  

Figure 3. 
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Figure 3. 
 
 

5) After enabling Facility/Badge Concatenation in system settings, open up the Personnel screen. Click New. Verify 
there are two separate boxes for the Facility Code/Badge No: (Refer to figure 3).  
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    Figure 4.  
 
 
6) After clicking New, enter the following information into the Personnel record: (Refer to figure 4). 
 
● Facility Code/Badge No: = 45056/7345   (Facility Code 45056 is the decimal equivalent of B000 hex) 
 
● Facility = 0 
 
● First Name = James 
 
● Last Name = Smith 

 
 

VERY IMPORTANT = YOU MUST SET THE FACILITY = 0 WHEN USING FACILITY/BADGE CONCATENATION 
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    Figure 5.  
 
 
7) Click Save. Verify the Badge Number is one number which includes the decimal facility code and the badge number 

(Refer to figure 5). 
 
Note: The badge number is appended with a leading zero to equal a total of 5 digits max (07345).  
 
Warning : The CardAccess 3000 V2.5.x appended too many zero’s and the Facility/Badge Concatenation did not function 

properly. This was corrected in V2.6.x. 
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    Figure 6.  
 
 
8) In Personnel, click Access Groups. For this example, select an Access Group which has a time schedule of 24 x 7 

(Refer to figure 6).  
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  Figure 7.  
 
 
9) Click Administration>Facility Codes. Verify there are no facility codes configured on this screen. You do not configure 

facility codes while using Facility/Badge Concatenation (Refer to figure 7).  
 
 
 
 
10) After all the previous settings are configured, the badge should display Badge Valid when swiped. 
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OVERVIEW 

 

This document provides an overview of configuring LDAP in the CardAccess 3000 V2.9.x software. LDAP provides the ability 
for a single sign-on to Windows and the CardAccess 3000 software. It does not provide the ability to import personnel re-
cords from an Active Directory Database. There are two modes associated with LDAP. They are AD Authentication and AD 
Authorization.    
 

 

 

 

 

  

 

  

 

 

   

 

 

Overview   
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Conf igur ing LDAP   

Configuring LDAP (Lightweight Directory Access Protocol) 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.  
 
 
1) The Active Directory settings are located in the System Settings screen of Card Access 3000. Click System>System 
Settings>General (refer to Figure 1). 
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Verify the LDAP Path 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

     
 Figure 2. 

 
 

2) You must enter the Network path of the Active Directory computer. After entering the path, click “Verify Path” . This will 
verify the Network Path for LDAP. Verify there are no errors and a dialog box displays “The LDAP path has been con-
firmed” (refer to figure 2).  
 
 
3) Click ‘OK”.  
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Active Directory Authentication - (LDAP logon) 
 
 
NOTE: REFER TO THE FOLLOWING EXAMPLE FOR CONFIGURING THE “AD AUTHENTICATION” MODE. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
Figure 3. 
 
 

4) Select only the “Use AD Authentication” checkbox (Refer to figure 3).  
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Active Directory Authentication Con’t. 
 
 
 
5)  For the AD Authentication Mode,  the current logged on Windows user MUST exist in the CardAccess 3000 operator 
definitions (refer to figure 4).  

  
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
      
 

Figure 4. 
 
 

6) For this example, the current logged on Windows user is “aanderson”. The user “aanderson” must manually be added 
to the CardAccess 3000 Operators screen (Refer to figure 4). 

 
 
Note : If you do not know the name of the current Windows logged on user, you can use the “WHOAMI” command using 
the command prompt (Refer to figure 5).  If the “WHOAMI” command is not supported by the operating system, you can 
click “CTL ALT DEL”, and the logon information screen will display.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5. 
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Active Directory Authentication Con’t  
 
 
 
Launching CardAccess 3000 
 
 
7) Launch the CardAccess 3000 software. The CardAccess 3000 login screen should not display, and the CardAccess 
3000 software should log in automatically.    
 
Note : This mode will verify that the current logged in Windows user (aanderson), is in the Active Directory Database and 
also in the CardAccess 3000 Operators definitions.  
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Active Directory Authorization  
 
 
 
NOTE: REFER TO THE FOLLOWING EXAMPLE FOR CONFIGURING THE “AD AUTHORIZATION” MODE. 

 
 
 
 
 
 
 
 
 
 
 
 
    

   Figure 6. 
 
 
 
 
 
 

 
8) Select the Use AD Authentication and Use AD Authorization check boxes Verify both checkmarks are selected 
(Refer to figure 6). .  
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Active Directory Authorization (Con’t) 
 
 
9) For “AD Authorization”, the Active Directory Group which the user belongs to must be added to 
“CardAccess 3000 Operator Privileges” definitions. For this example, the current Windows user belongs to the “CA3000 
Operators” group in Active Directory (refer to figure 7).  
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
      
 
 
 
 
 
 

Figure 7. 
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Conf igur ing LDAP  (Con’ t . )  

Active Directory Authorization  
 

 
    

10) When a user runs CardAccess 3000 for the first time, and there is no Operator record found, then one will be created 
(with the default settings). The screen name will become the users Window’s Logon name. The operator name on the Op-
erators screen will be “Auto Assign”. The Operators screen may be edited, but there will be no password assigned. In 
the Operator screen below, “aanderson” was “Auto Assigned” (refer to figure 8). 
  

 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8. 
 
 
 
 
 
 
 
Launching CardAccess 3000 
 
11) Launch the CardAccess 3000 software. The CardAccess 3000 login screen should not display, and the CardAccess 
3000 software should log in automatically.    
 
 
Note : This mode will verify that there is a match of a Privilege Name in the CardAccess3000 Operator Privileges 
screen with a group name assigned in the users Active Directory database. Once this is confirmed, the CardAccess 
3000 will automatically log in.  
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CardAccess 3000 GUI LogOn /LogOut options 

 

Figure 9. 
 
12) With LDAP enabled, there is no “LogOn” or “Logout” option. The Logout is replaced with “Shutdown” (refer to figure 
9). 
 
 
13) If a “Shutdown” is performed under these circumstances, HostNT continues to run when the GUI application is shut 
down. Also, if Auto-Logoff timeout occurs, the CardAccess 3000 GUI will shut down. 
 
 
 



  CardAccess 3000  LDAP Configuration  14 
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Resetting The Active Directory Settings 

 
Very Important: Improper configuration of the LDAP settings might cause a user to get locked out of the CardAccess 3000 
software. If this occurs, it will require resetting the Active Directory settings in the CardAccess 3000 Database utilities.  
 
 
14) If the Active Directory settings need to be reset, open up the CardAccess 3000 Database Utilities. Click “Reset AD  
Settings” (Refer to figure 10). 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 10.  

 
15) A dialog box will display “Do you want to reset Active Directory settings for all workstations?”. Click Yes (Refer to 
figure 10). 



 Configuring Services in the CardAccess 3000 V2.9.x 1 

 

   

Configuring Services in the CardAccess 3000 
V2.9.x  

DATE: 7 AUGUST 2013 

 
 
 
 

DOCUMENT PERTAINS TO: CONFIGURING SERVICES IN THE CARDAC-

CESS 3000 V2.9.X  
 
 

REVISION: A  

© Continental 2013  



 Configuring Services in the CardAccess 3000 V2.9.x 2 

 

   

DISCLAIMER 
Continental Instruments LLC makes no representations or warranties with respect to the contents hereof and specifi-
cally disclaims any implied warranties of merchantability or fitness for any particular purpose. Further, Continental In-
struments LLC reserves the right to revise this publication and to make changes from time to time in the content hereof 
without obligation of Continental Instruments LLC to notify any person of such revision or changes. 
 
 
 
 
 
Copyright © 2013 by Continental Instruments LLC.  All rights reserved.  No part of this publication may be repro-
duced, transmitted, transcribed, or stored in a retrieval system, without the prior written permission of Continental In-
struments LLC, 355 Bayview Avenue, Amityville, NY 11701.  Telephone: 631-842-9400 • FAX: 631-842-9135 • GSA# 
GS-07F-0039H. 
 
 
 
 
 
 
This document contains proprietary information of NAPCO Security Technologies.  Unauthorized reproduction of any 
portion of this manual without the written authorization of NAPCO Security Technologies is prohibited.  The information 
in this manual is for informational purposes only.  It is subject to change without notice.  Companies, names and data 
used in examples herein are fictitious unless otherwise noted.  NAPCO Security Technologies assumes no responsibil-
ity for incorrect information this manual may contain. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A NAPCO SECURITY TECHNOLOGIES COMPANY 
Publicly traded on NASDAQ    Symbol: NSSC 

 
Visit our websites at  
http://www.cicaccess.com/ 
http://www.napcosecurity.com/ 
http://www.alarmlock.com/ 



 Configuring Services in the CardAccess 3000 V2.9.x 3 

 

   

Table of Contents 

Overview  ............................................................................................................................................. 4 

Configuring CardAccess 3000 Applications as Services ................................................................ 5 

 



 Configuring Services in the CardAccess 3000 V2.9.x 4 

 

   

 

OVERVIEW 

 

This document provides an overview of Configuring Services in the CardAccess 3000 V2.9.x.  The example in this guide will 
use Windows 7 Professional. The steps will vary with other supported operating systems. 

 

  

 

 

   

 

 

Overview   
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Configuring CardAccess 3000 Applications as  Services in  Windows 7 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

Figure 1. 
 

 
 

1) To view Windows 7 Services, click “Start->Control Panel ->Administrative tools->Services” (refer to figure 1).  
 
 
2)  There are nine services associated with CardAccess 3000 V2.9.x. There are only two services started by default. These 
two services are the only two services in the previous versions of CardAccess 3000. The two services are the “CA3000 Da-
tabase Task Service” and the “CardAccess Licensing Service”. All other services are not started until you configure 
them as per the following pages.  
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Configuring CardAccess 3000 Database Utilities to Enable Services 

 
 
 

 
Figure 2. 

 
Warning: Prior to opening the CardAccess Database Utility, verify the CardAccess 3000 software and all applica-
tions associated with it are shut down. This includes the “CIC Data Server”.  

 
 

3) Click “Start->All Programs->Card Access 3000->Tools” and launch the CardAccess Utilities. The password 
for the CardAccess 3000 Database Utilities is “pr1532”. After typing the password, click “OK” (refer to figure 2). 

 

4) Click on “General settings” (refer to figure 3).  

Figure 3. 
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Figure 4. 
 

5)  In the General Settings screen, expand the “Set Services” node and select the applications you wish to run as a 
service (refer to figure 4).  

 
VERY IMPORTANT: If the application you choose to run as a service has a GUI associated with it, you will lose the 

GUI functionality. For instance, you will not be able to check the status of panels in the communication driver 
screen.. 

 
 

 
 
 
 
 
 
 
 
 
 

Figure 5. 
 
 

 
6)  With no Services selected as per figure 4, the Services screen will have only two CardAccess 3000 services 

started by default. The remainder of the Services will be Disabled by default (Refer to figure 5).  
 
Note: This was also explained in step 2. 
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Figure 6. 
 

 
7)  In the “General Settings” screen of the CardAccess utility, select all the services to run (refer to figure 6). For this ex-

ample we will select all the services, but you have the option to select any amount of them.  
 
VERY IMPORANT:  YOU MUST CLICK “Save Settings” two times while exiting the Database Utilities. Once on the 

screen in Figure 6 and once on the main screen of the CardAccess 3000 Database Utilities screen.   
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 7. 
 
8) After selecting all the services, view the Services again, and verify all the CardAccess 3000 services are “Started” 

and set to Automatic (Refer to figure 7).   
 
Note: It will take at least 45 seconds for the panels to start polling. BE PATIENT... 
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Figure 8. 
 

 
9)  There is an another method of Stopping, Starting and Viewing the status of Services. In the CardAccess 3000 Da-

tabase Utilities, click Status>Service Status on the main menu. Refer to figure 8.  
 
VERY IMPORANT:  If you are viewing the status through the Database Utiliites, you must save and close the utility after 

starting the services. This will refresh/update the status screen. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9. 
 
10) The Status screen in figure 9 reflects all the CardAccess 3000 services Running. 
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Chapter 1: Introduction 
 
What is PassagePoint? 
 
PassagePoint Visitor badging and lobby security software represents many years of pioneering product 
development. It was conceived to meet customer requests for computerized Visitor logs and temporary Visitor 
badges, and has evolved to become the most comprehensive Visitor management software available. 
 
How the Software Can be Used 
 
• For signing in and badging walk-up Visitors 
• As an optional Visitor self-registration station 
• To pre-register individuals or groups 
• For viewing and printing reports 
 
And much more!  The latest version of PassagePoint gives you even more control in verifying, registering, and 
badging visitors than earlier versions. It’s also simpler to use with new tools, design wizards, and other features. 
No other visitor management product offers such functionality, speed, ease-of-use, and scalability. 
 
 
Using this Manual 
 
Throughout this manual, a series of icons or images are used to let you know about important points regarding a 
feature, links to sections of the PassagePoint manual or brand new features included in PassagePoint Version 4.5 
 

  Link Icon:  this icon let’s you know there is a “link” to another section of the manual.  To cut 
down on the repetition, we’ve linked sections and descriptions of PassagePoint using this icon.  If you see this icon 
in a one portion of the manual, you’ll see a link to another Chapter, page or section.  
 

 New Icon:  this icon highlights a brand new feature to PassagePoint Version 4.5  
 
 
Configuration Options 
 
Networked or Standalone? 
 
PassagePoint can be used two ways: Networked (for Multiple workstations using the same database), using Client 
and Server software; or on a single workstation, using the Standalone option. 
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Greeting Visitors 
 
How a company chooses to use PassagePoint to greet Visitors and process each visit is largely based on 
their security policies, traffic volume and corporate philosophy. For this reason, PassagePoint can be 
used in various configurations. Listed below are a few common configurations. 
 
Configuration 1 – PassagePoint on Reception Computer Only 
Receptionist enters Visitor information into PassagePoint and prints Visitor badge. 
 
Configuration 2 – PassagePoint on Visitor Computer Only 
Visitor enters information into PassagePoint (using Visitor Sign-in interface) and prints Visitor badge. 
 
Configuration 3 – PassagePoint on Visitor and Reception Computer (Client/Server Only) 
Visitor enters information into PassagePoint (using Visitor Sign-in interface), the receptionist then 
verifies the information and/or makes changes at the Reception computer, and then prints the Visitor 
badge. 
 
The client/server setup allows you to use different configurations in different lobbies. For example, 
you may want to have the Visitor sign-in station in a high-profile lobby, but have the receptionist verify 
the information and/or make changes at the Reception computer and print the badge. 
 
Pre-Registration 
 
Many companies and organizations prefer to pre-register Visitors and groups –– especially for corporate 
events, group meetings and tours. This makes the sign-in process much faster and less taxing for both 
the Visitors and the front desk personnel.  
 
Visitors can be pre-registered by any Reception Staff with the proper password and PassagePoint 
software. If the company has an Intranet and adds the optional Web Pre-registration module, other 
employees can pre-register Visitors from their desktop computer using a standard web 
browser. Refer to the Web Pre-Registration section to learn more about these features.  
 
When a Visitor is pre-registered the information is stored in PassagePoint until the expected 
date of arrival. On this day the Visitor’s name will appear as a “pending” Visitor. The Visitor badges 
may be printed ahead of time to expedite distribution, or as Visitors arrive.  If the Visitor is never 
signed-in, their status is automatically changed to “No Show” and removed from the pending list. 
 
 
Viewing and Printing Reports 
 
Visitor information is stored in the data file for as long as you like. This allows managers to view 
historical data, print various reports and export data. To access this data, users will need the 
PassagePoint software and a user name and password with the proper permissions. It is possible to 
search and sort on almost any field and then export or print the report in various formats. There are 
many standard reports provided as well as an almost unlimited number of user-definable custom 
reports 
 
Installing PassagePoint software (client or standalone) 

 
 
Please refer to the Administrator’s Manual for instructions on installing and configuring workstations.
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Launching the PassagePoint Application 
 
Once installed, PassagePoint can be launched from various places.  
 
Start menu:   From the Start menu, select Programs and you will see an option for the PassagePoint 

Version 4.5 application. 
Desktop:           Double-click on the PassagePoint Version 4.5 shortcut placed on the desktop. 
Program Files:   Locate the Program Files folder (usually on the C: drive) open the PassagePoint  

application folder and double click on the PassagePoint Version 4.5 application icon. 
 
Entering a Password 
 
PassagePoint can have various users and passwords. Each user can be given specific access levels and 
interface options. 
Insert shot of User Authentication screen 

  
 

1. Enter your user name. 
2. Enter your password (this is case sensitive). 
3. Click on the Login button.  

 
Standard user interface 
 
Once you have logged-in, a menu bar will be displayed along with the PassagePoint Explorer screen. 
This is the standard user interface that would be used by receptionists and security personnel. In 
chapter three you will learn more about the PassagePoint Explorer screen. 

 
 



P a s s a g e P o i n t  
 

6 

 
 

Chapter Two – PassagePoint Menus and Configuration Settings 
 
For each menu item there are sub-menus, which are important for properly using the PassagePoint application. 
Knowing what each menu can do makes the user’s job a lot easier. 
 
Getting to know the system menus  
 
 

 
File menu 
 
 
The PassagePoint System Administrator uses most of the features under the File menu. Please refer to the 
Administrator Manual. Receptionists and Security Personnel will only need to use the Change Password feature. 
 
Change Password  Allows you to change the password for accessing PassagePoint. 
Exit    Exit the PassagePoint application. 
 
 

 
Action menu  
 
 
 
PassagePoint Explorer  Launches the PassagePoint Explorer screen. 
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Rapid Registration  Takes the user to the Rapid Registration screen. 
Pre-Register Visits  Takes the user to the Pre-Registration screen. 
Pre-Register Group  Takes the user to the Group Pre-Registration screen. 
 
Add Directory Record  Drop-down menu to select the new type of Directory Record you wish to add. 
View Directory Records  Lists all Directory records in the database, with a number of sorting functions. 
 
Drop-Off Delivery   Takes the user to the Drop-Off Delivery screen. 
Pick-Up Delivery   Takes the user to the Pick-Up Delivery screen. 
Synchronize Delivery Handheld Provides synchronization instructions for cradle and no cradle synchronization. 
View Delivery Records  Lists all delivery records in database, with a number of sorting functions. 
 
Check-In Property  Drop-down menu to select the type of property being checked in. 
Checkout Property  Drop-down menu to select the type of property being checked out. 
View Property Records  Lists all property records in the database, with a number of sorting functions. 
 
Search Four search criteria tabs (Visitors, Directory, Delivery, Property) with an 

Advanced Search capability for each tab. 
 
 

 
 
Reports Menu 
 
 
Report Manager  Provides a screen listing all available reports within PassagePoint. 
Current Visitors  Provides a screen with all current/active Visitors. 
Today’s Visitors  Provides a screen with all Visitors for today’s date. 
Visitor Log  Prompts the user to select an applicable date range, category and location. 
Groups and Events Lists all Groups and Events by Group ID, Group/Event Name and Reoccurrence. 
Pre-Registered Visits Prompts the user to select an applicable date range, category and location. 
Directory Records  Lists all active employee directory records in PassagePoint. 

 
  
A detailed explanation of each Report option is discussed in Chapter Seven 
  

 
Window Menu 
  
    
Lookout or Watch List Provides access to the company lookout or watch list where current or new data can be 

entered. 
Garage or Gate Entry Provides access to the Garage/Gate Entry screen if this feature is used by the company. 



P a s s a g e P o i n t  
 

8 

Configuring Workstation Preferences 
 
Changing the default badge printer 
 
To make changes to the default badge printer, go to File menu > Station Preferences. In some instances 
PassagePoint customers use more than one (1) badge printer at the reception station. 

 
 

• Click the Badge Printer(s) tab.  
• Select the Edit Primary Settings…button. The Print Setup screen will appear. This screen allows you to 

choose the Primary printer, the size of badge stock and orientation of the stock – Portrait or Landscape 
• If you are using a second printer at the reception station and need to make changes, Select the Edit 

Primary Settings…button. The Print Setup screen will appear. This screen allows you to choose the 
Secondary printer, the size of badge stock and orientation of the stock – Portrait or Landscape 

• Click the OK button to save changes. 
 
 
Please reference **** in the Administrator’s Manual for further details about Configuring Work Station 
Preferences. 
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Chapter Three – Visitor Management and Badging 
 
The key component to PassagePoint Version 4.5 is the ability to manage the flow of Visitors into and out of your 
organization.  This activity is called “Visitor Management” and is described as the ability to: 
 

• Enter and sign-in walk-up Visitors. 
• Sign-out Visitors when they exit. 
• Confirm Visitor input from a sign-in station. 
• Look-up names and phone numbers in the Employee directory. 
• Sign-in pre-registered Visitors and groups. 

 
The above actions are typically completed by receptionists or security personnel. Once PassagePoint is launched 
the PassagePoint Explorer screen will appear. The PassagePoint Explorer screen is your entry into the application. 
From this screen you can enter in information on new Visitors, view Pending or Active Visitors, and do a quick 
search.  
 
PassagePoint Explorer 

 
 
The Explorer screen shows the status of all Visitors on a given day. Under the heading of “Today’s Visitors” are 
three categories – Pending, Active, and Today. 
Pending  Shows Visitors who are pre-registered but who are not signed-in. 
Active  Shows Visitors who are signed-in. 
Today  Shows Visitors who are signed-in or out that day. 
 

  
By selecting any one of the three categories under Today’s Visitors, the user will see the name of the 
Visitor, their company, host, category, destination, group name if it applies, and the expected arrival 

time of the visitor. 
 
The screen below shows an example of what the user will see if the Pending button is selected. All pending 
Visitors will appear in the Pending Visitors section of the screen. If the user highlights a name from the Pending 
Visitor list a Preview Pane of the Visitor record appears in the lower half of the screen. 
 



P a s s a g e P o i n t  
 

10 

 
If the user selects and double clicks on the Pending Visitor’s Name the “Viewing Visit by” screen will appear. This 
screen allows the user to view more detail, make changes, and sign-in the Pending Visitor. Once the Pending 
Visitor is signed in, the Visitor’s name will appear under Active Visitors. 
 
Note: A pending visitor can be signed-in quickly by simply selecting a pending visitor record from the Explorer 
screen and clicking the Sign In button located at the top of the screen. To print a badge for the visitor, check the 
Print Badge on Sign-in located in the upper right hand corner of the Explorer screen. 
 
 
 
Entering a New Visitor 
 
Once the user clicks on the New button on the PassagePoint Explorer Screen the New Visit screen will appear. The 
user can enter information about the Visitor into the system from this screen. Once the information is entered into 
the screen, there are two options available: Sign the Visitor in or add another Visitor. Should the user select the 
Add Another button, the information on the screen will be saved and the visitor name will be cleared from the 
text boxes in preparation for another Visitor assigned to the same host.  
 
Note: The Representing and Purpose fields will not be cleared if the information was entered in the first visit 
record. 
Should the user select the Sign-In button, the Visitor will be recorded as entering into the premise at that date 
and time. 
 
Print button 
 
If you select a visit record from either the Pending or Active list, and choose the Print button at the top of the 
Explorer screen, a badge for that visit record will be printed. This feature can be useful if the user wants to have 
the visitor badge pre-printed before the visitor arrives. 
 
Sign In and Sign Out buttons 
 
Delete button  
 
If the user needs to delete a visit record from the Explorer screen, select the visit record and choose the Delete 
button at the top of the Explorer screen. A dialogue box will appear asking the user to approve or reject the 
deletion request. 
 
PassagePoint v4.5 has a new security feature called the SecureView window which is located on the lower half of 
the Explorer window. It provides a quick graphic status of overall building security and lets you: 
 

• Quickly identify undesirable visitors through photos or other alerts on a temporary or permanent basis 
• Send an Emergency Alert email message to Security or Management 
• Print as well as email an Evacuation Report to Security or Management 
 

New Feature in v4.5 Quick Search 
 
PassagePoint has added a Quick Search feature in v4.5 for quickly signing out visitors. To sign out a visitor quickly, 
enter a letter or several letters of the visitor’s last name in the Quick Search field and a list of all visitors fitting 
the search criteria will be returned. For companies assigning Access Cards to visitors by typing in a valid Access 
Card Number in the Quick Search field, the visitor will be automatically signed out.  
 
 
 
 
Description of Fields in the New Visit screen 
 
Visitor Information: 
 
Category   Allows you to select the Visitor “category” from the drop down menu 
First and Last Name Text boxes to enter in the Visitor’s first and last name 
Representing  Text box for entering the Visitor’s organization 
Purpose   Text box for entering the purpose of the visit 
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Visitor Information, continued: 
 
Citizenship If values exist in the drop down menu, you can select the nationality of the Visitor (only 

if company requires it). 
 
If you press the Details… button, another screen appears, and based on the values in the drop down menu, you can 
select the citizenship/nationality of the Visitor.  In the Documentation Type and ID # entry box, you can enter in 
specific details regarding the Visitor’s documentation information (example: passport number, permanent 
residence #, etc.). 
 
Time in/Out  Shows time in and time out of the visit 
 
 
 
Sponsor/Host Information 
 
The user’s company has the ability to import the employee database into the PassagePoint system. Clicking on the 
Sponsor/Host Information Lookup Button accesses this area.  
 

 
 
 
After clicking on this button the user is taken to the employee query lookup screen. The screen defaults to Last 
Name. As the user types in the text box, employees with similar last names will be listed in the grid below 
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As an example, if you wanted to search for Larry Jackson you can do this by entering in the “Last Name” as 
Jackson, you’ll get the following response: 
 

 
 
However, the user can search for Larry Jackson by: 
First Name  Enter in “Larry” 
Full Name  Enter in “Larry Jackson” 
Once the user highlights Larry Jackson, simply press the OK button to accept the entry and return back to the 
PassagePoint Explorer screen. 
 
After returning to the PassagePoint Explorer screen, the user will see a number of fields updated automatically by 
PassagePoint. 
 

 
 
The Information text box is now updated, as is the Primary Contact information.  Also, the Authorized By text 
box has the name of Larry Jackson as the employee authorizing the visit. 
 
If you had configured PassagePoint to send an email to the employee when their Visitor arrived, the Send Email 
check box would be available for selection.  Two other command buttons, the Details… and the Notes… buttons 
would also be available for selection. 
 
Access Control and Destination 
 
The Access Control and Destination portion of the screen provides an area to grant or restrict access for the 
Visitor to a specific building and floor.  The Visitor can be further restricted by ensuring an Escort is required. 
 
If the Visitor is granted an Access Control card, you can record the card number in the text field.  The Custom 
Fields 1 and 2 are available to further define the access control parameters.  Some examples of what the Custom 
Fields can represent include Type of Access Card, Access to Restricted Areas or even the Access Card privileges. 
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Print Badge 
 
If selected, the Print Badge check box automatically prints a Visitor’s Badge to the default printer set up for the 
Visitor Station. 
 
 
Other 
 
The Other section relates to additional information the company may want to capture for each Visitor.  There are 
five additional Custom Fields that can be used to capture information specific to your organization’s needs.   
 
If the company is using a Driver License Scanner or a Business Card Scanner, this is the area where the 
Administrator will map the fields to accept data taken from a Driver’s License or a business card scan. 
 
Each Custom Field is just that – the field can be adapted to suit the very specific needs of your organization. 
Note: The Other section is usually configured by the PassagePoint Administrator  
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Chapter Four - Using the Visitor Sign In Station 
 
It is not expected that the reception desk personnel will operate the Visitor Sign-In Station, but a basic 
working knowledge is needed in the event a self-registering Visitor has a question about the process. 
   
Visitor Sign In Station 
 
The interface on Visitor stations is very different from the standard user interface. The menu bar 
should disappear and the sign-in screen should take up the entire screen (if the resolution is set to the 
recommended 640 x 480). This is designed to operate like a kiosk that only allows limited functions for 
signing in and signing out visitors. Please refer to the Administrator’s Manual for special sign-in station 
considerations. 
The Visitor starts by clicking on the Sign In button. 
 

 
  
Once in the System the user will type in their first and last name, the name of their organization, and 
their host’s name in the appropriate text box. Once completed, the user can click on the Sign-in 
button. Depending on how the Administrator sets up the Sign-in station will determine if the Visitor 
badge is printed at the Sign-in station or at the Reception desk. 
 

 
 
After clicking on the Sign-in button the user will get a confirmation message on the screen. 
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At the end of the business day the self Sign In station can be shut down by exiting the system. 

 
 
 
Exiting the Visitor Sign-In window 
 

1. From the Visitor Sign-In Station, click on the Exit button in the bottom right corner. 
2. A screen will ask if you want to Quit or Cancel.  
3. Click Quit. 
4. The password screen will appear.  Enter a valid password. 
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Chapter Five – Property Management 
 
Managing Property 
Property control is a major concern for all companies and corporations. The property feature of PassagePoint 
allows you to record the movement of property (company owned or personal property) entering and exiting the 
building. The property is checked-in (i.e. a Visitor brings in a laptop) or checked-out (i.e. an employee checks out 
a laptop).  
 

  
 
Personal Property Check-In 
To check personal property in: 
• Select Check-In Property under the Action menu.  
• Select Personal Property and fill in the fields. 
• Select the Owner Type by selecting one of the items in the dropdown menu. 
• Enter the owner’s name in the Owner’s Name field. *Required field 
• Enter the Property ID/Serial # if needed. 
 

 

There are 3 options to choose from when 
dealing with property. 
You can: 

1. Check-in property being brought 
into the company. 

2. Check-out property exiting the 
company. 

3. View a list of all property that is 
being tracked. 
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(Personal Property Check-In continued…) 
 
• Enter information in the Property Description field (i.e. laptops, tools, etc.) *Required field 
• Click on Check-In to complete the transaction. 
 
Personal Property Check-Out 
To check-out personal property: 
• Select Check-Out Property under the Action menu. 
• Select Personal Property.  
• Locate the Property Record by searching on any one of the dropdown menu items. 
• Select the Property you wish to check out from the listing. 
• Click on Check-Out to complete the transaction. 
• Click on Cancel or close box to close window. 
 
 

 
 
Company Property Check-In 
Use this feature to check in company property (i.e. equipment or other assets) that has been previously checked-
out by an employee. Checking-In company property is similar to Checking-Out personal property. Both require that 
you locate the property record before completing the transaction. This allows the program to close the property 
pass. 
 
Company Property Check-Out 
This feature is used to record company property (i.e. equipment and other assets) that is being removed from the 
building.  
To Check-Out company property: 
• Select Check-Out Property under the Action menu. 
• Select Company Property. 
• Enter the name of the employee who is assigned the property in the Property Removed By field* (*Required 

Field). Note: Only authorized employees can check-out company property. If the employee is unauthorized a 
warning message will appear on the screen and the transaction will not be completed.  

• Enter Property Description field* (i.e. laptop computer)  
• Fill in any of the remaining fields as required. We recommend that you fill in the Due Date when the property 

is to be returned.  
 
 
Note: An automated email notice can be sent if the property is not returned by the due date. 
 
• Click on Print Label if you want a property pass label printed with the property information (optional). 
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• Click on Check-Out to complete the transaction.  
• Click on Cancel or the close box to close window. 
Note: To change an employee’s authorization status allowing them to check-out company property, refer to your 
onsite administrator.  
 
View Property Records 
This list shows the status of Personal and/or Company property. Users can either print out this list or create a 
custom report by selecting the Custom Report button on the All Property screen.  
 

 
 
 
Using the Property Reports 
Note: Availability of this function is dependent on the Administrator. For information on running custom reports, 
please refer to chapter seven – Queries and Reports. 
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Chapter Six – Delivery/Package Management 
 
Overview of Delivery Management 
Tracking all deliveries entering and exiting the building is an important feature of PassagePoint. This feature can 
track deliveries manually or with an optional add-on device. Also, use this feature to record outgoing packages, 
letters, or parcels left at the lobby desk by an employee. Below is a step-by-step process to track deliveries. 
 
 
Here is the process: 
 
Step #1 
A package is received at the front desk 

 
 

 
Step #2 
The package is entered into the system by selecting the 
Action menu, scrolling down and choosing Drop-Off 
Delivery. 
 
 

 
 

 
Step #2 (Continued) 
Record the delivery by doing the following: 

1. The Red Asterisk’s (*) indicate required fields 
2. The tracking ID/Ref # is for reference  
3. The Delivery Description gives the user 

information on what was received. 
4. The courier list describes who or what 

company delivered the item. 
5. The checkbox at the bottom left corner allows 

a label to be printed that can be attached to 
the item that was delivered. 

 
 

 
 
Step #3 (Optional) 
The device (to the right) is an Infra Red Bar Code 
Reader from Symbol Technologies, which works under 
the Palm Operating System. The Symbol Reader is 
synchronized at the package receiving area via the 
Palm Hot Sync Cradle™ 

 
 
Step #4 (Optional) 
Once a package is delivered to the correct person, the 
delivery person scans the Bar Code label and the 
receiving person signs for the package on the Symbol 
Reader. This gives the user a record of who signed for 
the package and when.  
Package Pickups 
 
Note: Symbol Reader is not required for successfully tracking deliveries, whether they are dropped-off or picked-
up. Packages can be signed-in and out from the user’s workstation.  
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Step #1 
The package is signed-out of the system when it is 
delivered to or picked-up by the recipient.  
• Go to the Action menu. 
• Scroll down the menu and choose Pick-Up 

Delivery. 
 
 
 

 
 

 
Step #2 
Once the Pick-Up Delivery screen is open 
• Click on the Show All button for a list of all 

pending packages.  
• Select the record of the package being picked-up 

by the employee and click on the Pick-Up button. 
This closes the transaction.  

• Close the screen with the Cancel button or close 
box to close the window. 
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Chapter Seven – Queries and Reports 
 
Searching For Records 
PassagePoint allows you to query records using the Reports menu. Queries are simply questions the user might ask 
of the application. The answer to any query is returned in the form of a report.  
Examples of Query questions are: 

• How many people were issued Visitor passes today? 
• How many times in the last six months did John Smith visit the company? 
• How many Visitors per hour were there last week? 

 
To execute a query from PassagePoint:   
 
From the Directory click on the Reports Directory. The 
Report Manager Sub-directory has a variety of reports 
that users can draw from 
 
 

 
 
Scroll down the Report Manager sub-menu to find the 
Report that you are looking for 
 
 

 
 
In this example, the Report directory was clicked on 
then the Report Manager sub-directory was selected, 
and from that directory the Pending Visitor log was 
selected. Choose a date range and click ok. 
 
 

 
 
Please Note: The date range “To:” position cannot be 
greater than today’s date. For instance, if today’s date 
is February 12, 2005 and the user tries to run a report 
using the dates February 1, 2005 to February 28, 2005 
the user will receive an error message (see right 
screen).If this occurs click the OK button and select the 
correct date range. 
 

 



P a s s a g e P o i n t  
 

24 

 
The results are displayed here and can be printed as 
seen. 
Just click on the Print button. 
 
 

 
Custom Reports 
PassagePoint provides a custom report generator that 
allows users to produce an almost unlimited number of 
reports.  This is a two-step process and is simple and 
easy to use.   
 
Step #1 
To access the custom report screen: 
• Select Reports on the directory menu. 
• Select the Report Manager on the pull-down menu. 
• Select the desired report (choose a standard report 

that includes the desired data) and click on ok. 
• Select the Custom Report button at the bottom of 

the screen. 
• The Quick Report Editor screen will appear. 
 
Step #2 
To create the print format 
• Select and drag the fields for the report into the 

Header Detail box at the bottom of the screen or 
double click on the field and it will appear in the 
Header Detail. 

• To Sort the selected fields in order of preference, 
click and drag the fields into the Sort Order box to 
the right. 

• To delete a field from either the Sort Order or 
Header Detail boxes, click on the field and press 
delete on the keyboard.  

• To print the report go to the File menu and choose 
Print. 

• To save the report go to the File menu and choose 
Save. 

• Choose where the file is going to be saved in the 
Save in: window. 

• Name the file to be saved in the File Name: 
window. 

• Save the type of file to be saved by selecting from 
the Save as Type: window 
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Chapter Eight – PassagePoint Intranet Module  
 
Improving Company Productivity 
One of the unique features of PassagePoint is the Pre-registration module which allows employees to pre-register 
Visitors using the Intranet/Internet Module. The Intranet/Internet module reduces the time it takes to sign-in a 
Visitor. The lobby receptionist will find all pre-registered Visitors in the Pending Visitor screen. By simply 
selecting the record and clicking on the Sign-In button, a badge will print and the Visitor will be moved to the 
Active screen.  
 
Step #1 The desktop user locates the PassagePoint 

Intranet Hyperlink and clicks on it. This will 
take the user to the User Login screen. The 
user will enter their Login Name and Password 
and selects the Login Button. 

 
 

 
Step #2 The desktop user selects from the menu bar in 

the Welcome Screen. From this screen they 
can either pre-register a single person or a 
group of Visitors. Choose List Visitors from the 
side menu to view pending visitors,  
or to edit or delete visitor information. 

 
 

 
 
Step #3 The user pre-registers a Visitor by filling in the 

first and last name of the Visitor and the host 
in the required fields. Once completed, the 
user clicks the Continue button. 

 
 

 
 
Step #4  To set the date of the visit, the user selects 

the date, time, and location of the visit then 
clicks the Continue button. 

 
Note: The Recurrence button allows the user to pre-

register a visitor for an extented period of 
time. 

 
 
 

 
 
Step #5 The next screen allows the user to give special 

instructions to the reception desk on how to 
handle the Visitor (i.e. VIP Visitor - roll out the 
red carpet). Once the special instructions have 
been entered the user clicks on the Finish 
Registration Button. 
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Step #6 The user has the opportunity to print out a 

record of the transaction after completing 
registration. Also, the user can choose List 
Visitors to see all Visitors entered by that user. 
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Local Support 
If you are having product issues with PassagePoint or the related hardware, please contact your onsite system 
administrator. Your onsite administrator has the Administrator’s Manual to troubleshoot the system. 
 
Online Information 
STOPware provides a variety of information online at http://www.stopware.com. There you will find product 
information, technical resources and the latest STOPware news.  STOPware welcomes any questions and 
comments. Please email us at info@stopware.com. 
 
Technical Support 
If your company has a Software Support Plan (SSP) your onsite system administrator can call STOPware’s technical 
support line for assistance. Technical Support Engineers are available from 6:00 AM – 5:00 PM PST, Monday through 
Friday.  
 
STOPware, inc. 
1710 Zanker Road, Suite 202 
San Jose, CA  95112 
408-367-0220 (Phone)  
408-367-0223 (Fax) 
support@stopware.com  
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OVERVIEW 

 
This document provides an overview of configuring EPI Badging 3000 on a 64 bit operating system.   

 

  

 

 

   

 

 
 

Overview  
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Conf igur ing EPI  Badging 3000 

Configuration of EPI Badging 3000 on 64 bit computers 
 

Scope: 
This section describes the steps involved in configuring EPIBuilder Badging software to work on 64 bit Windows operating 
system. Generally any 32 bit software application should work on 64 bit Operating system unless there are problems with 
device drivers, etc. However, since 64 bit operating system uses  different folder structure, user privileges etc. In some 
cases it is required to have specific settings for 32 bit user applications to work on 64 bit OS. The steps below guide you 
through the configuration of EPIBuilder Badging application on 64 bit Windows Operating system. 
 
 
ACTIVATING THE EPI LICENSES: (The following steps guide you through Activating the EPI licenses) 
 
1) Install Badging Software: Install the CardAccess3000 software with EPIBuilder check box checked during in-

stallation. Installation should be performed with Local administrator privileges. 
 
2) Activate EPIBuilder software licenses: There are two licenses named as “EPIBuilder Run Time” and “EPIBuilder  

Designer”. These two licenses should be activated. 
To activate EPI Builder Run-Time license, Go to Start->All Programs->EPI Builder Run-Time 6 and right click on 

“Activate EPIBuilder Runtime License” and click “Run as Administrator” (refer to figure 1).   

 
  Figure 1. 
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Conf igur ing EPI  Badging 3000 

 

REMINDER: It is important to Run as administrator to activate the EPI licenses on 64 bit operating system. If 
there is a problem activating via the internet, it is recommended to contact Imageware Systems. 

 
 

Figure 2. 

3) In the Activation window, enter the serial number provided and click OK ( refer to figure 2) 
 
4) Repeat the previous steps for the EPIBuilder Designer license activation. 
 
5) Verify both licenses are activated before continuing. 
Create ODBC DSN name On A 64 bit Computer 

Figure 3. 
 
6) To Create the ODBC DSN name on a 64 bit computer, you must use the odbcad32.exe in the SysWow64  fold-
er.  Go to “C:\Windows\SysWOW64  folder. Double click odbcad32.exe (refer to figure 3). The ODBC Data 
Source Administrator  screen will display (refer to figure 4). 
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Figure 4. 

7) Click the “System DSN” tab and click “Add” to create a new DSN name (refer to figure 4).  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Figure 5. 
 

8) The Create New Data Source screen displays with a list of drivers. Select “SQL Server” driver and click “Finish” (refer 
to figure 5). 

Conf igur ing EPI  Badging 3000 
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Figure 6. 

 
9) The Create a New Data Source to SQL Server  screen displays. Enter Badging3000 as the DSN Name and select the SQL 

Server name where the CardAcccess 3000 software database is installed. Click the “Next” button (refer to figure 6). 
 

 
Figure 7. 
 

10) Select “With SQL Server authentication using a login ID and password entered by user”. Enter the Login ID “cic” and 
password “Cic!23456789”.  (This is the default SqlExpress user name and password in CardAccess 3000 V2.8.2 and 
V2.9.x). Leave all other settings at default. Click the “Next” button (refer to figure 7). 

 
 
 

Conf igur ing EPI  Badging 3000 
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Figure 8. 
 
 

11) Verify the “Change the default database to” is checked and select the CardAcccess3000 live database from the 
dropdown list. Leave all other settings unchanged (refer to figure 8). 
 
 
 

 
Figure 9.  
 

12) In the final screen, leave all default settings and click “Finish” (refer to figure 9). 
 
 
 
 

Conf igur ing EPI  Badging 3000 



Configuring EPI Badging 3000 on a 64 bit Operating System 10 

 

 

 
 

 
Figure 10.  
 
 

13) The Test Data Source screen displays. After reviewing all the configuration data, click the Test Data Source button (refer to 
figure 10). 

 

 
Figure 11. 
 

14) Verify the message “TESTS COMPLETELY SUCCESSFULLY” displays. If there are any failures, verify all the previous 
steps are configured properly (refer to figure 11). Click “OK”. 

 

Conf igur ing EPI  Badging 3000 
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Figure 12. 
 

15) The ODBC Data Source Administrator screen should show a System DSN name “Badging3000” and Driver SQL Server 
(Refer to Figure 12). 

 
 

Configure CardAccess 3000 (CardAccess Utilities) for EPI Badging on a 64 bit computer 
 
 
16) The CardAccess3000 (CardAccess utility) must be configured to point to the badging ODBC DSN name, EPIBuilder license 
path and EPIBuilder executable path.  
 
Reminder: To open the CardAccess Database Utilities, the CardAccess 3000 software and all associated applications 
must be shut down. This includes the CIC Data Server. 

 
Figure 13. 
 
 

17) Go to windows Start->All Programs->Card Access 3000->Tools and launch CardAccess Utilities. The password for the 
CardAccess 3000 Database Utilities is “pr1532”. After typing the password, click “OK”. 
 
 
 
 

 

Conf igur ing EPI  Badging 3000 
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Figure 14.  
 

18) Click on “General settings” (refer to figure 14). 
 
      Note: The above example was captured on a host computer. These settings must be made on the computer with 

the EPI Badging 3000 installed and licensed on it. It is recommended to install and license EPI Badging on a Car-
dAccess 
3000 
Work-
station.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 15.  
 

19) The General Settings screen will display (refer to figure 15). 
 

20)  In the General Settings screen, expand the “Badging 3000 settings” node and make sure ODBC Connection Name is 
“Badging3000”. Change the folder path for EPIBUILDER License File and EPIDesigner Executable File from “C:\Program 
Files\ImageWare Systems\…to ” “C:\Program Files (x86)\ImageWare Systems\…” (refer to figure 15).  

 
       VERY IMPORTANT: Verify there is a space before (x86) in the paths. You must check the syntax very closely. 
 
21)  ” Click “Save Settings”. 
 
22) Close the “CardAccess Utility” and launch CardAcccess3000 software. Now EPIDesigner functionalities should work on 64 
bit windows. 

 
 

Conf igur ing EPI  Badging 3000 
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OVERVIEW 
This document provides a quick reference for configuring the CardAccess 3000 software for Central Station Reporting. The 
configuration of the Napco NetLink receiver is performed by the NetLink Receiver administrator with the assistance of Napco 
Technical support. The purpose of the CardAccess 3000 Central Station Reporting feature is to report the Access Control 
alarms to the NetLink Central Station Alarm Receiver.   

 

  

 

 

 

 

 

 

 

PREREQUISITES 
 
●  A functional NetLink Receiver. Refer to WI1491A (Napco NetLink Installation, Programming and Users guide). 
 
● A PC with the “Napco NetLink Service Software” installed on it. This PC must be on the same subnet as the Napco Net-

Link Receiver. The Service Terminal Software is designed to maintain accounts and provide a means of displaying status 
changes and event history. The configuration of this software is performed by the NetLink Administrator with the assis-
tance of Napco Technical support. 

 
● A CardAccess 3000 Host or Workstation (A workstation is recommended to install the Central Station Reporting on).  

 
●  A properly configured Lan/Wan between the CardAccess 3000 Central Station Reporting computer and the NetLink Re-

ceiver. You must verify the ability to ping the NetLink receiver from the CardAccess 3000 Central Station computer. 
 
 

 
 
 

 

 

 

 

 
 

 
 
 

 Overv iew  /  Prerequ is i tes  
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1) Contact the Napco NetLink Receiver administrator. The administrator must create an account on the Netlink Receiver for 
the CardAccess 3000 Central Station reporting computer. You must provide the administrator of the NetLink Receiver with 
the MAC Address (physical address) of the CardAccess 3000 Central Station computer. To determine the MAC Address
(physical address) of the CardAccess 3000 computer, type “IPCONFIG /ALL” at a command prompt. The MAC (Physical 
Address) will display (Refer to figure 1). 

 

      

Conf igura t ion  o f  the  NetL ink  Rece iver   

Figure 1. 

VERY IMPORTANT— The following screens (figures 2 – 7) are for reference only. As previously noted, it is the 
responsibility of the NetLink Receiver administrator to configure these screens. If the Netlink Receiver adminis-
trator requires technical assistance, they must contact Napco Technical Support for assistance.  
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Conf igura t ion  o f  the  NetL ink  Rece iver  (Cont . )  

Figure 2. 

Figure 3. 

2) After the Napco “Netlink Service Application” is installed, a “Netlink Service Application” shortcut will display (refer to 
figure 2).  
 
Reminder: The Napco NetLink Service application must be installed on a computer that is on the same subnet as the 
Napco Netlink Receiver. This software should not be installed on the CardAccess 3000 computer with the Central Station 
Reporting enabled.  
 
 

3) Double click the “NetLink Service Application ” icon to start the application. The “Napco NetLink Log on” 
screen displays (refer to figure 3).  

4) On a new installation, the default “User Name” is “Default” and the default password is blank. There is 
no password associated with this user, so just leave the Password box blank, and press ENTER.  
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Conf igura t ion  o f  the  NetL ink  Rece iver  (Cont . )  

Figure 4. 

5) When the NetLink Service Terminal software opens, the “Locate NetLink Receivers” screen displays (refer to 
figure 4). 
 
 
6) Click the “Find Receivers” button to refresh the list. Double click the row that contains the IP address of your 
Netlink Receiver. After double clicking your receiver, the “Create New Account” icon will become enabled (refer to 
figure 5). 
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Conf igura t ion  o f  the  NetL ink  Rece iver  (Cont . )  

 
 
 

 

 

 

  

Figure 5. 

Figure 5. 

7) Click “Create New Account” (refer to figure 5), The “New Account Setup Screen” displays (refer to figure 6).  
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Conf igura t ion  o f  the  NetL ink  Rece iver  (Cont . )  

 
 
 

 

 

 

  

Figure 6. 

8) In the “MAC Address” field, type in the MAC (Physical Address) of the CardAccess 3000 Central Station Re-
ceiver computer. Note: This is a required field. 
 
9) Select the “Check In Type”. Leave at the default setting of “Standard Check-In”.  
 
10) Type in a “Subscriber ID” (It is recommended to use the last four digits of the MAC address (ex. 6514).  
 
11) Type in an “Account Name”. Note: This field is optional but recommended. 
 
12) Select “Set Account Active”. 
 
13) Click “OK” to activate.   
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Conf igura t ion  o f  the  NetL ink  Rece iver  (Cont . )  

 
 
 

 

 

 

  

Figure 7. 

14) After approximately 30 seconds, click OK and exit out of the “Napco NetLink Service Terminal” application. At 
this point the Napco Netlink Receiver should be configured to receive alarms form the CardAccess 3000 Central 
Station reporting computer. 
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Conf igur ing  CA3000 Cent ra l  S ta t ion 

 
15) In the CardAccess 3000 software, click “System/System Settings/NAPCO”. The NAPCO configuration screen displays 

(refer to figure 8). 

 

16) Click “Edit” and select “Use Napco Panels” and “Enforce NAPCO Permission settings”.  

 

 

 

 

 

Figure 8. 
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Conf igur ing  CA3000 Cent ra l  S ta t ion 

 
17) Click “Add Napco Server”. The “Add NAPCO Server” box displays. Type in the UNC name of the computer (refer to fig-

ure 9). Click OK.  

 

 

 

 

 

 

 

 

 

 

 

 

18) Click “Add Central Station”. The “Add Central Station ” box displays. Type in the UNC name of the CardAccess 3000 
Central Station computer (refer to figure 10). Click OK.  

 

 Note: This should be the same name as the Napco Server in figure 9.  

 

 

 

 

 

 

 

 

 

 

 

19) The “Please enter the IP address of the server to use” screen displays. Type in the IP address of the NetLink Receiver 
(refer to figure 11). Click OK.  

 

VERY IMPORTANT: This should be the IP address of the Napco Netlink Receiver.  

Figure 11. 

Figure 9. 

Figure 10. 
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Conf igur ing  CA3000 Cent ra l  S ta t ion  (Cont . )  

 
20) The “Please enter the Network Port of the server to use” screen displays. The default port is 5001. Do not change (refer 

to figure 11). Click OK.  

 
 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

21) The “Please enter the “Account Number to report to the server” screen displays. The account number is the number the 
NetLink Receiver administrator assigned while creating an account for the CardAccess 3000 central station reporting 
(refer to figure 12). Click OK.  

Figure 11. 

Figure 12. 
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Conf igur ing  CA3000 Cent ra l  S ta t ion  (Cont . )  

 

22) Click Save. The NAPCO screen should reflect figure 13.   

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

23) Click Close. 

 

VERY IMPORTANT: You must SHUT DOWN and REBOOT the CARDACCESS 3000 application.    

 

 

Figure 13. 
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Conf igur ing  CardAccess  3000 
 Cent ra l  Sta t ion  Repor t ing  A larms (Cont . )  

24)  After the CardAccess 3000 application restarts, verify the Napco application is running (refer to figure 14).   

 

         Note: The Napco application is the Blue icon with a “N”, 

 

 
 

 

 

 

 

 

 

 

 

25)  Click “Configuration/Central Station Reporting” (refer to figure 15).   

  

Figure 14. 

Figure 15 
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Conf igur ing  CardAccess  3000  Cent ra l   
S ta t ion  Repor t ing  A la rms (Cont . )   

26)  Select the events you want to report to the NetLink Receiver.  

 

27) Configure the “Device Specific Links” for Central Station Reporting”. 

 

28)  The following example is configured to report on a  to report on a “Door Forced Open/Closed”. 

 

29) Select the following: 

● Panel 

● Reader  

● Event Type 

● Central Station Reporting Computer Name 

● Central Station Report 

 
 

 

 

 

 

  

Figure 16 
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Conf igur ing  CardAccess  3000 
 Cent ra l  Sta t ion  Repor t ing  A larms (cont . )   

30)  Generate a “Door Forced Open” alert on the selected device (refer to figure 17). 

 
 

 

 

 

 

 

 

 

 

31)  On the NetLink Receiver, verify a code for  a “Forced Door” was received. The NetLink Receiver keypad should display 
codes similar to figure 18.  

 

Note: 6514 is the Subscriber ID for the CardAccess 3000 Central Station Reporting computer. 

 

 
 
 

 
 
 
 

 
 

32)  Refer to the CardAccess 3000 Audit Trail for success of failures for the Central Station Reporting (Refer to figure 19). 

Figure 19 

Figure 17. 

N   12:09  06/19 

 

6514   E401  00  000 

Figure 18. 
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OVERVIEW 
This document provides a quick reference for selecting and configuring keypads and keypad/reader combos. There are many 
variations of every model. The most common models and technologies will be explained. Some keypads require specific 
Continental Hardware to operate correctly. This guide will assist with determining the correct controller and firmware needed 
for specific keypads.  

 

 

 

KEYPAD TECHNOLOGIES  
 

 

 

Weigand   

 

● Keypad data is sent on the data lines for the reader (D0 and D1) 

 

● Reader/Keypad combo requires a total of 5 wires (Pwr, Gnd,Led, D0, D1) 

 

● On HID and Exceed Weigand Keypads, the data is sent in bursts. The default is a 4 bit burst unless ordered 
  specifically for an 8 bit burst. These readers require a V2 firmware chip. The firmware image must be newer 
  than 3.05.18 to support an 8 bit burst). 

 

● On Essex Weigand Keypads, data is sent in the same format as a card reader. This reader requires only V1 
  firmware chip and  will work on legacy panels. 

 

● Indala readers are considered proprietary. If you purchase a 36 bit Indala Keypad/Reader, you must use 36 
  bit Indala cards. If you purchase a 26 bit Indala Keypad/Reader, you must use 26 bit Indala cards. 

 

 

XY Matrix 

 

● Keypad data is sent over 7 wires (4 Rows and 3 Columns) 

 

● Reader/Keypad combo requires a total of 12 wires (Pwr, Gnd, Led, DO, D1,R1,R2,R3,R4,C1,C2 and C3) 

 

● Super Two controller requires an add-on board to support XY Matrix keypads which has limited availability (it 
is recommended to use weigand model keypads on Super Two’s). 

 

 

 Overv iew  /  Keypad Techno log ies  
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KEYPAD MANUFACTURERS / MODELS  
 

 

 

VERY IMPORTANT: You must verify the +12 Volts on your controller provides enough amperage for the readers. For exam-
ple, a Superterm and Turbo Superterm provide 500ma on the 12V line. You might be required to use an external 12 volt 
power supply or purchase a expanded power supply which provide 3.4s amps on the 12V line. A Super Two provides 1.6amp 
on the 12V line by default.  

 

  

 

 HID 
 

1. Proxpro w./Keypad, HID P/N  5355AGS00, XY Matrix ,  12V, Part # CICR2362PK 

 

2. Proxpro w/Keypad HID P/N  5355AGK00, Weigand , 12V, 4 bit burst, Part # CICR2362PKW 

  

NOTES: 

●  It is recommended to buy these readers from Continental Access. A slight variation in the part number 
might make the reader incompatible with Continental Controllers.  

● All readers are ordered by default for a 4 bit burst. A special order must be placed for an 8 bit burst 
reader. 

 

 

HID (IClass)  
 

1. IClass Keypad/Reader combo, HID P/N RPK40, Weigand , 4 bit burst, Part # CICRPK40 

 

  

 

 

      

Essex  
 

1. 12 Position, Stainless Steel Indoor/Outdoor Keypad, XY Matrix ,  Part # CICR2906K 

 

●  May be used in conjunction with a reader or in “keypad only” mode 

 

2. 12 Position, Stainless Steel Indoor /Outdoor Keypad, Weigand ,  Part # CICR2907K 

 

●  May be used in a “keypad only” mode only with pin codes less than 65535 

Keypad Manufacturers  /  Mode ls  
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Keypad Manufacturers  /  Mode ls  Cont .  

 
 

Exceed (All Exceed readers are now PIV compatible) 
 

1. Multi-Frequency , Mid Range, Keypad/Reader, Weigand, 4 bit burst,  

 Part #  CICRXF2110 

 

2. Mid-Range, 125 KHZ, Keypad/Reader ,Weigand , 4 bit burst, 

 Part # CICRXF2110P-K 

 

3.  Multi-Frequency , Mid Range, Keypad/Reader, Weigand, 4 bit burst ,  

 Part #  CICRXF2210 

 

NOTES: 

● All readers are ordered by default for a 4 bit burst. A special order must be placed for an 8 bit burst 
reader. 

● 15693 is ISOX 

● 14443 is MIFARE 

● ISOX-Lite 9420 credentials ARE ONLY SUPPORTED on older readers (readers 5 years or older) 

● ISOX 9440 credentials ARE NOT supported on newer readers (firmware X02-53 and newer) 

● CICRXF-1060 readers are low end and will not work with 14443(mifare). You must order CICRXF-
1060MF 

 

   

 

 

 

 

Indala  (All Indala readers are a 36 bit format unless ordered specifically for a 26 bit format) 
 

1. ARK-501 FLEXPASS PROX READER W/12 Position Weigand Output Keypad  

 Part # CICR2348PKP (36 bit) 

 Part # CICR2348PKP26  (26 bit) 

 

2. ARK-501 FLEXPASS PROX READER W/12 Position Weigand Output Keypad 

 CICR2348PKP-W   (36 bit) 

  CICR2348PKP-W26  (26 bit) 
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Keypad Compat ib i l i t y  

MANUFACTURER MODEL KEYPAD  
TECHNOLOGY 

READER 
TECHNOLOGY 

CONTINENTAL 
PART # 

SUPPORTED  
CONTROLLERS 

HID  5355AGS00 
KEYPAD/
READER 
COMBO 

XY MATRIX Prox 125 khz CICR2362PK All controllers except Supertwo.  
The Supertwo controller requires an XY 
matrix add on board which has limited 
availibility(It is recommended to use the 
weigand model). 

HID 5355AGK00 
KEYPAD/
READER 
COMBO 

WEIGAND Prox 125 khz 
Proximity 

CICR2362PKW All controllers with V2 firmware.  
(Legacy Panels do not support weigand 

model HID keypads) 

HID (IClass) RPK40 
IClass 

WEIGAND  Prox 125 
khz/IClass -

13 mhz 
smart card 

tech. 

CICRPK40 All controllers with V2 firmware. 
(Legacy Panels do not support weigand 

model HID  keypads) 

ESSEX 12 POS 
STAINLESS 

STEEL 
KEYPAD 

ONLY 

XY MATRIX N.A. CICR2906K All controllers except Supertwo.  
The Supertwo controller requires an XY 
matrix add on board which has limited 
availability (It is recommended to use the 
weigand model). 

ESSEX 12 POS 
STAINLESS 

STEEL  KEY-
PAD ONLY 

WEIGAND N.A CICR2907K All controllers. (This keypad looks like a 
card reader to the panel). You do not 

configure this keypad under the keypad 
settings. 

EXCEED XF-2110 WEIGAND Prox 125 
khz/ISOX -13 
mhz smart 
card tech.  

CICRXF2110 All controllers with V2 firmware. 
(Legacy Panels do not support weigand 

keypads) 

EXCEED XF-2110P-K WEIGAND Prox 
125KHZ only 

(HID prox, 
GE/Casi and 

Schlage/
Exceed 

CICRXF2110P-
K 

All controllers with V2 firmware.(Legacy 
Panels do not support weigand keypads) 

EXCEED  XF-2210 WEIGAND Prox 125 
khz/MIFARE 
DESFIRE -

13 mhz 
smart card 

tech. 

CICRXF2210 All controllers with V2 firmware.(Legacy 
Panels do not support weigand keypads) 

INDALA ARK-501 XY MATRIX Indala 
125khz prox

– 36 bit
(default) 

CICR2348PKP All controllers except Supertwo.  
The Supertwo controller requires an XY 
matrix add on board which has limited 
availability (It is recommended to use the 
weigand model). 

INDALA  ARK-501 WEIGAND Indala 
125khz prox

– 36 bit
(default) 

CICR2348PKP-
W 

All controllers with V2 firmware. 
(Legacy Panels do not support weigand 

keypads) 
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MODES OF OPERATION 

   

   

 

MODES OF OPERATION FOR KEYPAD / READER : 
 
1) Card Only —valid entry requires a badge swipe only. 

 

2) Card & Pin — valid entry requires a badge swipe and a Pin code to be entered into the keypad. The 
Pin code is the 4 digit code programmed into the Personnel screen.  

 

3) Common Code — valid entry requires a 4 digit common code to be entered into the keypad. The 
common code is configured under the “configuration/readers/door control” screen under the keypad 
settings.  

 

4) “FFFF”  Mode — This is a special mode which allows the badge number, pin number and facility 
code from the personnel record to be entered into the keypad. A badge swipe will also work if the 
keypad contains a reader. 

 

 

NOTE: Entering only the 4 digit Pin Code from personnel into the keypad is not supported.  
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KEYPAD /READER PROGRAMMING EXAMPLES 

 
Programming Examples for Wiegand Model Keypads (ex. HID 5355AGK00 and Exceed XF-
2110)  
 
 
 
 
Card Only Mode 
 
 
 
1) Do not configure “Keypad Settings” under “Configuration/Readers/Door Control”. Refer to figure 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Keypad Entry for “Card Only” mode: 
 

 
1) No Keypad Entry - Swipe Badge Only 

 
 
 
 
  
 
 

Figure 1. 
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KEYPAD /READER PROGRAMMING EXAMPLES Cont .  

 
Card and Pin  Mode  
 
1) The “Card&Pin“ mode requires the user to swipe their badge at the reader, and they must also en-
ter a 4 digit pin number which is configured in Personnel. The “Keypad Enabled“ must be selected. 
The “Card&Pin: schedule must be configured. Refer to figures 2 and 3 for configuration of “Keypad 
Settings” and Personnel. 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

Keypad Entry for “Card&Pin”  mode: 

 
1) Swipe a badge at the reader   

2) Enter the 4 digit Pin code programmed into the Personnel screen 

 

Figure 2. 

2) A four digit PIN code must be programmed into the “Personnel” record. The “PIN Code” must 
be four digits and must not begin with a leading zero. Refer to figure 3.  
 
Note: Entering a Pin code in without a badge swipe is not supported. 

Figure 3. 
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KEYPAD /READER PROGRAMMING EXAMPLES Cont .  

Common Code Mode 
 
 
1) The same four digit code is for all users. The “Keypad Enabled” must be selected. A four digit 
“Common Code” must be configure into “Common Code”. This code must be four digits and must not 
begin with a leading zero. A “Common Code Schedule” must be programmed in. Refer to figure 4 for 
configuration of “Keypad Settings”. 
 
NOTE: All users will use the same Common Code (5432) 
 

 

 
 
 

 
 
 

 

 
 
 

Keypad Entry for “Common Code” mode: 
 
1) All users must enter “5432” into keypad. 

 
 
 

Figure 4. 
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KEYPAD /READER PROGRAMMING EXAMPLES Cont .  

“FFFF” Mode  
 
 
1) The “FFFF” mode is a special mode which allows the user to enter their badge number into the key-
pad. The “Keypad Enabled“ must be selected. The Common Code” must be set to “FFFF” and a 
“Common Code Schedule” must be configured. Refer to figure 5 for configuration of “Keypad Settings”. 
 
Note : A badge swipe will also work with this mode. In case the user leaves their badge home, they are 
able to enter the their badge number into the keypad. 
 

 
 
 
 
 
 

 
 
 
 

 
 
 

 
 

 

 
Keypad Entry for the “FFFF” mode: 
 
1) All users must enter one of the following formats into the keypad depending on whether they are us-

ing facility codes or a pin number in personnel: 

 

● Entering badge number 55432 only— Press  55432# 

 

● Entering a facility code and badge number into the keypad - Press *0155432# 

      (This entry is for badge number 55432 with a facility code in box 1. If the facility code is in box 
 four, you would press *04 at the beginning instead of *01) 

 

 

Figure 5. 
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Introduction 
The CompleteView Pop Up Monitor monitors alarm and motion events from selected cameras and 
displays video on event.  The Pop Up Monitor can be used standalone or in conjunction with other 
CompleteView Client applications.  Used as a standalone client, the Pop Up Monitor provides a means of 
monitoring cameras without the need for a dedicated screen.  Used with other CompleteView clients, the 
Pop Up Monitor adds pop up video alerts, and sound alerts on event to the CompleteView Video or Alarm 
Clients. 

 

Pop Up Monitor being used with Video Client's mapping interface. 
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End User License Agreement  

 
Salient CompleteView™ SOFTWARE LICENSE  
1. GRANT OF LICENSE. Salient grants to you the right to use one (1) copy of the Salient CompleteView 
Server SOFTWARE on one (1) computer. Salient grants to you the right to use one (1) copy of the Salient 
CompleteView Client SOFTWARE on any numbers of computers, provided that the Salient CompleteView 
Client is solely used to connect to a Salient CompleteView Server. The SOFTWARE is in "use" on a 
computer when it is loaded into temporary memory (i.e. RAM) or installed into permanent memory (e.g. 
hard disk, CD-ROM or other storage device) of that computer.  
2. COPYRIGHT. The SOFTWARE is owned by Salient and/or its licensor(s), if any, and is protected by 
copyright laws and international treaty provisions. Therefore you must treat the SOFTWARE like any 
other copyrighted material (e.g. a book or a musical recording) except that you may either (a) make a 
copy of the SOFTWARE solely for backup or archival purposes or (b) transfer the SOFTWARE to a single 
hard disk provided you keep the original solely for backup purposes.  
3. OTHER RESTRICTIONS. You may not rent, lease or sublicense the SOFTWARE but you may transfer 
SOFTWARE and accompanying written materials on a permanent basis provided that you retain no 
copies and the recipient agrees to the terms of this agreement. You may not reverse engineer, 
decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update or has been updated, any 
transfer must include the most recent update and all previous versions.  
4. THIRD PARTY Software. The SOFTWARE may contain third party software, which requires notices 
and/or additional terms and conditions. Such required third party software notices and/or additional terms 
and conditions are located in the readme file or other product documentation. By accepting this license 
agreement, you are also accepting the additional terms and conditions, if any, set forth therein.  
5. TERMINATION. This License is effective until terminated. Your rights under this License will terminate 
automatically without notice from Salient if you fail to comply with any term(s) of this License. Upon the 
termination of this License, you shall cease all use of the SOFTWARE and destroy all copies, full or 
partial, of the SOFTWARE.  
6. GOVERNING LAW. This agreement shall be deemed performed in and shall be construed by the laws 
of United States, Texas.  
7. DISCLAIMER  
THE SOFTWARE IS DELIVERED AS IS WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK AS 
TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS ASSUMED BY THE 
PURCHASER/THE USER/YOU. Salient Systems Corporation DISCLAIMS ALL WARRANTIES, 
WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR 
SAMPLE WITH RESPECT TO THE SOFTWARE.  
Salient AND/OR ITS LICENSOR(S) SHALL NOT BE LIABLE FOR LOSS OF DATA, LOSS OF 
PRODUCTION, LOSS OF PROFIT, LOSS OF USE, LOSS OF CONTRACTS OR FOR ANY OTHER 
CONSEQUENTIAL, ECONOMIC OR INDIRECT LOSS WHATSOEVER IN RESPECT OF SALE, 
PURCHASE, DELIVERY, USE OR DISPOSITION OF THE SOFTWARE. TOTAL LIABILITY FOR ALL 
CLAIMS IN ACCORDANCE WITH THE SALE, PURCHASE, DELIVERY AND USE OF THE SOFTWARE 
SHALL NOT EXCEED THE PRICE PAID FOR THE SOFTWARE.  
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System Requirements  
Minimum Software Requirements  

 Microsoft Windows 2000 / XP / Vista / 7  

 Microsoft DirectX 9.0 or later  

 Microsoft .NET 3.5 
 
Minimum Hardware Requirements  

 Intel Pentium 4 CPU, 2.0 Gigahertz (GHz) or faster.  

 1GB of system memory.  

 Connection to a TCP/IP network.  

 A graphics accelerator with a minimum of 128MB of video memory and capable of displaying 
1024x768 resolution in TrueColor (32-bit).  

 Sound card and speakers for audio alerts 
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Installation 
 

1. To begin installation, start the Pop Up Monitor installer.  You will be presented with the 

following screen.  Click Next to continue: 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Note: If Microsoft .NET Framework v3.5 is not installed, the following notification 

will be displayed.  Please see Appendix A for .NET installation instructions 
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2. Choose the folder to install the Pop Up monitor to.  Click Next to begin installation immediately. 

 
 

3. The following screen confirms installation has completed.  The Pop Up Monitor shortcut has 
been installed to the “Programs”->”Startup” folder and the application will start automatically 
when Windows loads.  Click “Start Application” to start the Pop Up Monitor immediately and 
exit installation. 
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Configuration 

Basic Configuration and Adding Cameras for Event Monitoring 
 

1. When the Pop Up Monitor is first launched the message shown in Figure 1 will be displayed, 
indicating a configuration file is not present.  Right click the Pop Up Monitor icon in the 
Windows System Tray and choose ‘Configuration’ (Figure 2) to begin configuring the Pop Up 
Monitor. 

 

 
Figure 1 

 

 
Figure 2 

2. The configuration screen is displayed (Figure 3).  To being configuring the client, add a 
CompleteView recording server by clicking “Add Server”.  Multiple CompleteView recording 
servers can be added. 
 

 
 
 
 
 
 
 
 

 

 

 

 

 

Figure 3 
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3. The “Connect to CompleteView server” dialog is displayed (Figure 4).  Enter the server IP 

Address or Hostname, and username / password.  The username and password of the account 

to be used should have API Access enabled (See the CompleteView Administrators Manual, page 

43, for details). 

 

 

 

 

 

 

 

 

4. To add a camera, first select it from the “Servers” list.  The appropriate configuration options 

will be enabled.  Choose whether to monitor the camera for motion detection events, alarm 

events or both by checking the “Motion” and “Alarm” checkboxes.  A .WAV file (sound clip) can 

be selected for each camera added, which will be played on each motion or alarm event for this 

camera.  Click the “…” button to select the .WAV sound file.  Click “Add >” to add the camera as 

a camera to be monitored. 

 

 

 

 

 

 

 

 

 

 

Figure 4 
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Startup and General Options 

At the top of the “Pop Up Monitor Configuration” screen, “Startup Options” are available. 

 

Startup Options 

 Enables “Text Alerts Only” mode on startup.  Text Alerts Only mode provide 
text balloons on event in place of video. 

  Enables “Silent Mode” on startup.  Silent Mode pauses all notification and 
video pop ups on camera events. 

 

Sets the monitor and corner of the screen the Pop Up Monitor will display 
video in. 

 

Sets the minimum display time in seconds.  This prevents video windows 
from closing too quickly if a motion event starts and stops rapidly. 
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Operating the Pop Up Monitor 
 
 
When Launched and running, the Pop Up Monitor will display the following icon in the Windows System 
Tray. 

 
 

The Pop Up Monitor can operate in three modes.  The following table describes the operating modes. 
 

Pop Up Monitor: Operating Modes 

Normal Mode The Pop Up Monitor will display a video pop up window upon a monitored 
event occurring. 

Text Only Mode The Pop Up Monitor will display a text balloon upon a monitored event.  The 
text will describe the type of event (alarm or motion), the camera and server. 

Silent Mode No video or text will be displayed on event.  Silent mode will pause the Pop Up 
Monitor. 

 

Normal Mode 

 
Normal Mode is the default operating mode unless otherwise changed in the configuration screen under 
“Startup Options”. 
 
When a monitored Alarm or Motion event occurs a window will display showing video from the 
associated camera.  The window will display on the screen and corner specified under “Startup Options” 
in the configuration screen. 
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The video window will disappear when the event stops or when the minimum display time specified 
under “Display time (seconds)” in the configurations screen elapses, whichever occurs last.  The 
exception to this is if another monitored camera has an event, the new event will display in place of the 
current camera’s video. 
 

Text Alert Only mode 

 
Right click the Pop Up Monitor’s system tray icon and choose Text Alert Only mode to display text 
instead of video on event. 
 
 
 
 
 
 
 
 
The following message will be displayed, indicating the Pop Up Monitor is now in Text Alert Only mode. 
 
 
 
 
 
 
 
 
When events occur, the event information will be displayed as shown below. 
 
 
 
 
 
 
 
 
 
To view of an event, click the text balloon and video from the associated camera will display.  The video 
window will disappear when the event is finished. 
 
 
 
 
 
 
 
 
 

Note:  Sound alerts will not play in Text Alert Only mode. 
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Persistent View 

 
Pop Up Monitor includes a Persistent View feature.  Double click the video displayed in either Normal 
Mode or Text Alert Only mode and a larger video window will be displayed.  The Persistent View will not 
disappear when the event finishes.  This allows the user to continue monitoring the scene after the 
event elapses. 
 

 
 
Double-clicking a video window displaying a different camera will change the persistent view from the 
current camera to the new one.  
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Silent Mode 

 
Right click the Pop Up Monitor’s system tray icon and choose “Silent Mode” to pause all text and video 
notification of events.  Silent Mode will also be enabled when the close button (“X”) is clicked in Normal 
Mode. 
 
 
 
 
 
 
 
 
The following message will be displayed, indicating the Pop Up Monitor is now in Silent Mode. 
 
 
 
 
 
 
 
 
The system tray icon will also change in order to indicate Silent Mode is enabled. 
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Appendix A: Installing Microsoft .NET 3.5 
 

1. If the Pop Up Monitor installer has detected .NET v3.5 is not installed, the following window will 

be displayed.  Click the “OK” button to launch a browser window to Microsoft’s .NET 3.5 

installation website. 

 

 

 

 

2. Click the “Download” button on the following website: 

 

 

 

Note: The following URL will take you to the .NET 3.5 installation website without 

the aid of the Pop Up Monitor installer: 

http://www.microsoft.com/downloads/en/details.aspx?FamilyId=333325fd-ae52-4e35-

b531-508d977d32a6&displaylang=en  

 

http://www.microsoft.com/downloads/en/details.aspx?FamilyId=333325fd-ae52-4e35-b531-508d977d32a6&displaylang=en%20
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=333325fd-ae52-4e35-b531-508d977d32a6&displaylang=en%20
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3. Choose “Run” from the File Download – Security Warning dialog box. 

 

4. Once the file has downloaded the Internet Explorer – Security Warning dialog will be displayed. 

Choose “Run” to continue. 

 

5. The Microsoft .NET Framework3.5 Setup program will launch.  Accept the license agreement and 

click “Install”. 
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6. .NET installation components will automatically begin downloading and installing. 

 

 

7. Once the download and installation is complete, click ”Exit” and proceed with the Pop Up 

Monitor installer. 
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Configuration Information and Recommendations 
If you purchased a workstation or server from Salient Systems please follow the following configuration 

information and recommendations. Please note that the software registration key is attached to the USB 

port on the back of the system, if this is removed it voids the license of the software.  
 

Windows Default Passwords 
Windows 7(S500, T3500, RM1000, RM1100, RM2000, RM2500/2800 w/analog boards) 

   

Username Password 

Administrator  completeview 

 

Windows 2008 Server Web Edition (RM2500/2800/3000 Server) 

 

Username Password 

Administrator Completeview! (Case Sensitive) 

 

PASSWORD Recommendations 

 We recommend that you change the administrator password from the default settings. 

 It is recommended to create a secondary administrator account, so that if your Administrator password gets reset you 

have a way of logging into Windows. 

 

CompleteView (Client & Server Configuration) Default Passwords 

 

Username Password 

admin blank no password 

  

Software Configuration 
CompleteView 

 Cameras are named Camera 1 – Camera 16 (depending on how many cameras you have). 

 There is an everyday schedule setup for scheduled 24 hour recording. 

 Upon completion of the Server Configuration setup, we recommend that you backup the configuration. 

o To do this, go to server configuration menu option and then save backup.  You can backup to hard drive or 

USB drive. This procedure will help for restoring schedules and camera names, as well as other important 

settings.   

 Upon completion of the client configuration setup, we recommend that you backup the configuration. 

o To do this, go to Client Configuration menu option and click on save backup.  You can backup to hard drive 

or USB drive. This procedure will help in storing the client configuration including users and views. 

 

Windows Configuration 

 Windows Firewall is turned on with TCP ports 4242 and 4243 set as an exception for CompleteView. Additional 

exceptions are set for TCP ports 4255 for the Admin Console and 4250 for the Configuration Server, as well as TCP 

port 8080 for the Web Client. 

 Automatic Updates are setup to download but not install automatically, change this setting if you require automatic 

updates. 

 TCP/IP is set to DHCP by default. 

 Computer Name is set to the s/n or service tag or serial number of the system.  

o To change this, right click on „my computer‟ and then left click on properties, go to the computer name tab 

and click on the change tab and put in a new PC name.  You will need to reboot for this to take effect. 

Remember, this is the name you will insert into client configuration on your remote workstations. 

 Also, we recommend loading an antivirus application on the server; make sure to exclude the video volumes for real-

time and scheduled scanning.   
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Software Install and General Configuration Flow Diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

  

  

Save and Exit 

 

Server Configuration (1) 

 

 

Client Configuration (2) 

 

 

Install CompleteView software 

open Server Configuration 

 

Configure serial ports* 

 

Create Users/Groups  
or import from Active 

Directory  

 

 

Add and configure alarms* 

 

Enable embedded Web server* 

 
Create and configure volumes 

& if needed configure 
 archive volumes 

 

 
Create recording schedule(s) 

 

 

Add CompleteView server(s) to 

client configuration 

 

Add users and groups to the 

client / import Active Directory 

 

 

Create view layouts 

 

Add and configure maps 

 

 

Configure Sequence, Auto 

Sequence, and Auto Full 

screen* 

 

IMPORTANT: 

 

Video Client 
accounts must 

match the 

CompleteView 

Server accounts. 

 

Save the client configuration to 

the Configuration Server - (if a 

Configuration Server is being 

used) 
 

Configure audio*  

 

 

Add and configure cameras 
 

 
Configure motion zones*  

*Optional configuration steps 
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Before You Install 
 

Make sure the target computer meets or exceeds CompleteView‟s minimum system requirements. 

 

CompleteView Client Applications CompleteView Server Applications 

 Operating Systems: Windows XP 

Professional, Windows 7 Professional or 

Ultimate, or Windows Vista  

 Core 2 Duo 2.0 Ghz or higher  

 2 GB RAM or higher  

 Video Card w/ 256 MB RAM or higher 

 10/100/1000 Ethernet Controller  

Systems with analog capture cards: 

 Windows XP Professional  

 Windows Server 2003 Web Edition  

 Windows 7 Professional 32 bit  

Systems with IP only configuration: 

 Windows XP Professional  

 Windows Server 2003 Standard and Web 

Edition  

 Windows 7 Professional 32 and 64 bit  

 Windows Server 2008 Standard  

 Windows Server 2008 DataCenter  

 Windows 2008 Web Server  

All Servers must have the following: 

 

 Microsoft DirectX 9.0c or later 

 Minimum of 2 GB system Memory 

 Graphics Card with at least 256 MB RAM 

Note: Server hardware requirements 

vary based on the cameras used and 

recording configuration. Please use the 

Salient Design Tool to calculate specific 

server requirements or contact Salient 

Systems Engineers at 512-617-4800. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note:  It is recommended, but not required, that CompleteView be installed on a 

computer with a „clean‟ operating system installation.  Other software packages, 

especially video management/editing applications or video capture device drivers, can 

interfere with the operation of CompleteView. 

Note:  Webcams and non-Salient video capture boards can interfere with the operation 

of CompleteView server applications.  It is suggested that CompleteView server 

applications be installed on a computer without that hardware, or any webcams or video 

capture devices be removed from the system prior to installation. 

Note:  If you intend to use the web version of the client application, Internet Explorer 6 

or above is required. It is recommended that you allow prompting for Unsigned ActiveX 

controls within your Internet Explorer Security Options, in order for the Web client to 

function without interruption. 

http://www.salientsys.com/products/design-tool/
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Pre Installation Check List 
 

 Verify all cameras that will be managed by CompleteView are listed on the CompleteView Supported 

Cameras list. 

 

 If running CompleteView in a Virtual Server environment, where automatic software failover will be 

configured, ensure you have a USB over Ethernet device to attach the USB licensing keys to. 

 

 

 Check the original system design to verify the target system has enough processing capacity and storage 

space to support: 

o The number of cameras that will be recording to the system 

o The intended camera recording frame rate 

o The intended compression type 

o The intended recording resolution 

 

 If using analog PTZ cameras ensure that the target system is equipped with available serial port(s).  If it 

is not, make sure you have a USB to serial adaptor.  In either case you may also need a RS232 to RS485 

adaptor depending on your camera make/model.  

Note: If you will be running CompleteView in a Virtual Server environment where 

automatic failover will not be configured, you will need to contact Salient Support for a 

software licensing key after installation. 

http://www.salientsys.com/files/Supported_Cameras.pdf
http://www.salientsys.com/files/Supported_Cameras.pdf
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Installation 
 

1. Insert USB License Key 

into an open USB slot on 

the computer. 

 

2. Insert CompleteView CD 

into CD-DVD/ROM drive.  

The installation program 

should automatically 

launch. 

 

3. On the „Welcome‟ screen, 

ensure that you have no 

open programs or 

applications running, and 

that you are logged into 

the system with 

Administrative rights 

before proceeding, then 

click “Next”. 

 

 

 

 

 

 

 

 

 
4. On the „User 

Information‟ screen, fill 

in the „Name‟ and 

„Company‟ fields then 

click „Next‟.  
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5. On the „Select 

Packages‟ screen, select 

features based on the 

computers intended role. 

If setting up a client 

workstation, only select 

options listed under 

“Client Applications”. If 

setting up a 

CompleteView server, 

select all applicable 

„Client 

Application‟/‟Server 

Application‟ options. 

When finished, click 

“Next”.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     

6. Confirm location to install 

CompleteView. Default 

location: „C:\Program 

Files\CompleteView‟. 

Click „Next‟.  
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7. CompleteView Setup 

will detect any instances 

of CompleteView 

applications running.  

When it is finished, click 

„Next‟. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. On the „Shortcut Folder‟ 

screen choose the name 

of the Shortcut folder.  

This is where icons for 

CompleteView 

applications will appear 

under „Programs‟ in the 

Windows Start menu.  
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9. CompleteView is now 

ready to install.  Click 

„Next‟ to proceed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10.  The „Installing 

CompleteView‟ screen 

will display.  Clicking 

„Cancel‟ will interrupt 

the installation. 
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Analog Video Card – Driver Installation 
 

 

 

11. If you do not have any 

analog capture cards 

click „Next‟ and skip to 

step 12. 

 

If you do have analog 

capture cards installed 

click „Install‟.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

On the following screen 

select „NTSC (North 

America)‟. The driver 

installation will start, 

please click “Continue 

Anyway” for each driver 

installation, there will be 

two drivers installed for 

each video port.  
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12. If no errors were 

encountered the last 

screen of the setup 

process will show 

„Installation 

Successful‟.  

 

The system needs to 

restart before 

CompleteView can be 

used.  Click „Reboot‟ to 

restart the computer 

immediately or „Later‟ 

to exit the installation 

without rebooting. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Note:  It is recommended that you reboot the system immediately following installation. If you do not reboot 

the system after the installation is complete, the CompleteView services will need to be started manually 

before the application can be used.  

 

To manually start the CompleteView services, go to Start/Settings or Control Panel/Administrative 

Tools/Services.  On the Services screen select and start the following services, as they apply, CompleteView 

Administrative Service, CompleteView Configuration Service, and CompleteView Server. 
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Accessing CompleteView Server Configuration 
 

 
 

 

1. Click on Windows Start button. 

 

2. Go to All Programs, and then the CompleteView folder.  

 

3. In the CompleteView folder, click on System Configuration. 

 

4. System Configuration will open up and show 4 selections, choose “Configure Servers”. 

 

5.  Login using “localhost” as the Address, “admin” as the username and leave password field blank. (note: if configuring 

from a remote location, substitute the server‟s IP address for localhost) 

 

 

 

 

 

 

 

                

 

 

 

 

 

 

 



CompleteView Quick Start Guide   Page 13 

Setup a Volume 
 

 
1. In Server Configuration, right click „Volumes‟ and click „New 

Volume‟. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. Choose the Drive and Folder you would like to record to 

using the Browse For Folder dialog.  The folder can be any 

local drive and folder or a mapped drive. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. You will be brought to the General tab for the volume. 

a. You can change the Drive and Folder using the 

Path field.  Click the „…‟ button to bring up the 

Browse For Folder dialog. 

b. Free Space Threshold for Writing (MB) field 

specifies the minimum amount of free space in 

megabytes that must remain on the drive.  When 

the specified amount of space is left on the drive, 

CompleteView will begin writing video to the next 

volume specified or erase the oldest day of 

recordings on the volume to free space for new 

recordings. 

c. Read-Only specifies no new video will be written 

to the volume, but when a search for video is 

initiated, CompleteView will look for video on this 

volume.  Leave this unchecked so CompleteView 

will actively write video to the volume. 
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4. Click the Cameras tab.  Put a checkmark next to the cameras 

that you would like to record to this volume. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Note:  Salient recommends that the hard drive storing the operating system and page 

file not be used to record video.  If the operating system and page file are stored on C:\, 

do not store video on the C:\ partition.  
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Setup an IP camera 
 

1. In Server Configuration, right click „Cameras‟ and 

choose „Add Camera‟. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. You will be prompted to enter a name for the camera.  Enter a 

name and click „OK‟. 

 

 

 

 

 

 

 

3. You will be brought to the IP camera configuration tab.   

 

4. Choose the IP camera model 

from the Camera Model list. If 

your model does not appear on 

the list choose the closest 

available model on the list. 

(Note: many IP cameras share 

the same Camera Model driver) 

 

5. Enter the IP address or 

Hostname of the IP 

camera/encoder in the Address 

(Hostname/IP) field. 

 

6. If using an HTTP port other than 

80, or if using an RSTP port 

other then 554, change the port 

number to match the IP 

camera/encoder configuration in 

the associated fields. (Note: in 

the majority of circumstances 

you can leave these at their 

default settings) 

 

7. Enter the username and password for the IP camera/encoder in the Username and Password fields.  

 

8. If you are not using one of the Generic camera models skip this step, otherwise enter the URL path to the image/MJPEG 

stream/RTSP stream in Image Path. Call Salient‟s support at 512-617-4802 for specific image path configuration details. 

 

9. (Optional) Save the configuration by clicking the Server Configuration menu item then Save Configuration.  This step is 

optional, and can be performed at the end of configuring all cameras/schedules/volumes etc.  

4 

5 

6 

7 

8 
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Note:  You can test the camera functionality by right clicking on the camera in the tree 

view to the left and selecting Live View. 

Note:  To setup Digital PTZ on a fixed camera: 

1. Click the „PTZ‟ tab. 

2. Check „PTZ Enabled‟. 

3. Select „Digital‟ from the „Protocol‟ drop down box. 

 

For full instructions on setting up Digital PTZ please reference the CompleteView 

Administrator‟s Manual. 

http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
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Setup a New User in Server Configuration 
 

 

1. In Server Configurations, right click „Users/Groups‟ and choose „New 

User…‟. 

 

 

 

 

 

 

 

 

 

 

 

2. You will be prompted to enter a name for the user. Enter a 

name and click „OK‟. 

 

 

 

 

 

 

 

 

3. You will be prompted to enter a password for the user. Enter a 

password and click „OK‟. 

 

 

 

 

 

 

 

4. Enter the same password again in the Verify Password field. 
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5. You will be brought to the Administration tab for the user. 

 

6. On this tab you can select the user‟s group membership, 

whether or not their activity is logged and whether or not they 

are an administrator of this server. (Note: In the event of a 

difference between user-level permissions and group-level 

permissions, the most permissive combination of access will be 

allowed) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7. Click on the Camera tab to configure camera-

specific permissions. 

a. Enable View provides the user with access 

to view live video from the selected 

camera 

b. Enable Playback provides the user with 

access to search and play recorded video, 

and export recorded video on the selected 

camera 

c. Enable PTZ Control provides the user with 

permission to control the camera 

movement (applies only to cameras with 

PTZ capability) 

d. PTZ Priority sets the priority level a user 

has for the selected PTZ camera.  In the 

case where multiple users are accessing the 

same PTZ camera simultaneously, the user 

with the highest set priority level will gain 

control. 

e. Presets configuration is used to set 

permissions for individual preset numbers 

on a PTZ camera. 

 

 

 

 

 

  

Note:  A corresponding user will need to be created in the Client Configuration tool.  

The Client Configuration tool is where specific view layouts and maps can be configured 

for the user.  Please refer to the Client Configuration section for setup details. 
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Setup a Recording Schedule 
 

 

 

 

 

 

 

1. In Server Configuration, expand „Schedules‟ and select „Every Day‟. 

 

 

 

 

 

 

2. You will be brought to the schedule‟s Edit tab.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. Select a camera from the list.  If your camera is not listed choose the correct group of cameras from the Cameras drop down 

box. 

 

4. Select the type of recording you wish to enable for the camera using the Scheduled, Ext. Alarm, Motion and Pre-alarm 

buttons. 

 

5. Highlight the times of day the selected recording type(s) will be active for the selected camera.  The time line to the right of 

the selected camera is labeled 0 through 24 which represents the hours of day on a 24 hour clock.  To highlight a block of 

time, left click and drag the mouse over the times you wish to have the selected recordings active.  Release the left mouse 

button when finished highlighting.  You can choose different recording types and highlight other areas of the bar until the 

recording schedule for the selected camera is finished. 

 

 

 

 

 

 

 

 

 

  

Note:  A default schedule is created upon installation which should be modified to 

define the general recording parameters.  It is possible to setup additional schedules to 

define separate recording parameters for holidays, weekends etc.  Please refer to the 

Administrator’s Manual for further details. 

Note:  The time line bar allows for up to 15 minute granularity when setting recording 

schedule times.  For more granular control use the Start and End controls to set recording 

times down to specific minutes.  See the Administrator’s Manual for additional details. 

Note:  The Copy Schedule and Paste Schedule buttons can be used to quickly copy a 

schedule configured on one camera to another camera. See the Administrator’s Manual 

for additional details. 

http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
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Accessing CompleteView Client Configuration 
 

 
 

 

1. Click on Windows Start button 

 

2. Go to All Programs, and then the CompleteView folder.  

 

3. In the CompleteView folder, click on System Configuration. 

 

4. System Configuration will open up and show four selections, choose “Configure Clients”. 

 

5. On the following screen select “Local Configuration”. (Note: for more information on using Configuration File or a 

Configuration Server,  reference the Administrator‟s Manual) 

 

6.  Login using “admin” as the username and leave password field blank. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
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Add a Server to Client Configuration 

 
 

1. In Client Configuration, right click Servers and choose Add 

Server. 

 

 

 

 
 

 

 

 

 

 
2. Enter the server‟s hostname or IP address in the Enter Server 

Address field. 

 

 

 

 

 

 

 

3.  Enter the username and password for the server. 

 

 

 

 

 

 

 

 

 

 

 

4. The Cameras tab will appear showing a list of the cameras available from the 

server.  The server has been successfully added. 
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Setup a New User in Client Configuration 
 

 

 

 

 

 

 

 

 

1. In Client Configuration, right click „Users/Groups‟ and choose 

„New User‟. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. You will be prompted to enter a name for the user (this 

should correspond to a user created in Server 

Configuration). Enter a name and click „OK‟. 

 

 

 

 

 

 

 

 

 

3. You will be prompted to enter a password for the user (this 

should correspond to a user created in Server 

Configuration). Enter a password and click „OK‟. 

 

 

 

 

4. Enter the same password again in the Verify Password 

field. 

 

  

 

 

 

 

 

 

 

 

 

Note:  A corresponding user should be setup on the server in Server Configuration.  

More flexible user configuration can be achieved allowing the administrator to configure 

different users for the clients and servers; please reference the Administrator‟s Manual 

for details of these setup scenarios. 

http://www.salientsys.com/files/doc/CompleteView_Admin_Manual.pdf
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5. You will be brought to the Administration tab 

for the user. 

a. Checking the Administrator checkbox 

will allow the user to modify this 

session configuration in Client 

Configuration. 

b. Checking Auto Fullscreen will 

automatically display the Video Client 

full screen when the user logs in.  

c. Checking Auto Sequence will set the 

video client to automatically enter 

Sequence mode when the user logs in. 

d. Checking Active Directory 

Authentication will indicate whether 

the user is a non-editable Active 

Directory object. 

e. Member of these groups – Displays a 

list of all local groups.  If set, the user 

is a member of the group and will 

inherit any view layouts and maps that 

have been created for the group(s). 
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Setup a View Layout 
 

 

1. In Client Configuration, expand „Users/Groups’ 

2. Right click on Views and click New View. 

 

 

 

 

 

 

 

 

 

 

3. You will be prompted to enter a name for the view.  Enter a 

name and click OK. 

 

 

 

 

 

 

 

 

4. You will be brought to the General tab for the view. 

a. The View Name field allows you to change the name for the view.  

This is the name that will display in the Video Client. 

b. Checking the In Sequence checkbox will configure the view to be 

part of the user‟s sequence.  When the user enters Sequence mode 

the Video Client will switch to this view automatically.   

c. The Dwell Time field allows you to set the amount of time the view 

is displayed for during Sequence mode.  The Dwell Time is 

configured in seconds. 
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5. Click the Edit tab.  The Edit tab displays the view layout configuration tool which allows you to select cameras for the 

view and arrange the camera tiles in any order and size that is required. 

a. To add a camera to the view, drag a camera from the Cameras list onto the Drawing Surface (grey area which is 

displaying grid points). 

b. To show cameras from a different server, select the server from the Server drop down list. 

c. If configuring the view for a 4x3 aspect ratio monitor leave View Target at 4 : 3.  If configuring the view layout 

for a 16x9 aspect ratio monitor (wide screen) then change View Target to 16 : 9.  The Drawing Surface will 

change to reflect the target monitor‟s layout. 

d. Checking Grid Scale enables grid points to be displayed on the Drawing Surface.  Camera tiles will snap to the 

grid points allowing for easier alignment of camera tiles.   

e. The number of snap to grid points can be changed to make the points more or less granular.  Selecting 1x, 2x or 

3x in the Grid Scale drop down list will change this. 

f. Checking Title Bar will toggle the title bar display on the camera tiles in the view layout. 

 

 

 

 

 

 

 

 

 

Note:    Camera tiles do not have to be manually expanded to fill the entire Drawing 

Surface.  The Video Client will automatically remove unused space to the right and 

bottom of the camera tiles in order to display the view layout in the largest area of the 

monitor possible.  In the view layout shown above the excess space to the right and 

bottom will be removed and the four camera tiles will be displayed full screen 
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Setup a Map View 
 

 

1. In Client Configuration, expand „Users/Groups’ 

2. Right click on Maps and click New Map... 

 

 

 

 

 

 

 

 

 

 

 

3. Enter a name for the map in Enter map name: field.  This 

will be the name displayed in the Video Client. 

 

4. You will be brought to the General tab.  Click the Import 

button to select a .JPG or .BMP file to be used as the 

background for the map. 
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5. Windows Open dialog box will 

appear.  Select the .JPG or .BMP 

file. Click Open. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. The selected file will appear in the Images list of the General tab.  Highlight the image.  A preview of the image will 

appear to the right of the Images list.  Press Select to use this image as the background for this map. 
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7. Once the image is selected the file name will appear in the 

Image Name: field. 

 

 

 

 

8. Click the Edit tab to add cameras and links to this map.   

a. To add a camera drag and drop a camera from the list to the left of the map image onto the desired location over 

the map.  A camera icon will appear with a corresponding field-of-view cone.  You can adjust the position and 

size of the cone using the on screen controls.  Hover over the camera icon to see a snapshot of the camera‟s 

view, which can help you properly position the camera and adjust its field-of-view cone.   

b. To add a map link drag and drop a map from the list to the left on onto the desired location over the map. 
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Appendix A: Configuring Windows Firewall Exceptions for CompleteView 
 
CompleteView uses three ports for communications to client viewing and administration applications.  It is necessary to open these 

ports if Windows Firewall or another firewall program is installed on the computer running CompleteView server software. 

 

Configuration of Windows Firewall on Windows XP 
 

 
1. Open Control Panel by clicking Start then Control 

Panel. 

 
2. Click Windows Firewall to open the firewall settings. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
3. Select the Exceptions tab then click Add Port to add an 

exception. 
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4. On the Add a Port dialog box enter “CV Data” as the 

Name; enter 4242 as the Port Number; set the Protocol to 

TCP. Click OK to add the port exception. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. Click the Add Port button on the Windows Firewall 

Exceptions tab to add another port exception.  On the Add 

a Port dialog box enter “CV Command” as the Name; 

enter 4243 as the Port Number; set the Protocol to TCP. 

Click OK to add the port exception. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. Click the Add Port button on the Windows Firewall 

Exceptions tab to add another port exception.  On the Add 

a Port dialog box enter “CV Admin Service” as the Name; 

enter 4255 as the Port Number; set the Protocol to TCP. 

Click OK to add the port exception. 
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7. Click the Add Port button on the Windows Firewall 

Exceptions tab to add another port exception.  On the Add 

a Port dialog box enter “CV Config Server” as the Name; 

enter 4250 as the Port Number; set the Protocol to TCP. 

Click OK to add the port exception. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Click the Add Port button on the Windows Firewall 

Exceptions tab to add another port exception.  On the 

Add a Port dialog box enter “CV Web Service” as the 

Name; enter 8080 as the Port Number; set the Protocol to 

TCP. Click OK to add the port exception. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

9. Click OK on the Windows Firewall dialog to save the changes. 
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Configuration of Windows Firewall on Windows 7 
 

1. Open Control Panel by clicking Start 

then Control Panel. 

2. Open the Security options by clicking 

System and Security.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. Click Windows Firewall.  

 

 

 

 

 

 

 

 

 

 

 

 

4. Click Advanced Settings.  
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5. Select Inbound Rules. 

6. Click New Rule. 

 

 

 

 

 

 

 

 

 

 

 

 

 

7. Select Port and click next.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Enter in the following ports as 

Specific Local Ports and click next. 

4242 – Data 

4243 – Command 

4250 – Config Server 

4255 – Admin Service 

8080 – Web Server* 

*Optional 
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9. Select Allow the connection and 

click next. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10. Select which network types 

apply to this rule and click next. 

If you are not sure, select all. 
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11. Name the rule CompleteView 

and click Finish. 
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Configuration of Windows Firewall on Windows Server 2008 
 

 
1. Right click on My Computer 

and select Manage. 

2. Expand Configuration to see 

Windows Firewall with 

Advance Settings. 

3. Expand Windows Firewall 

with Advance Settings to see 

Inbound Rules. 

 

 

 

 

 

 

 

 

 

4. Select Inbound 

Rules. 

5. Click New Rule. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. Select Port and click next.  
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7. Enter in the following 

ports as Specific Local 

Ports and click next. 

4242 – Data 

4243 – Command 

4250 – Config 

Server 

4255 – Admin 

Service 

8080 – Web Server* 

*Optional 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Select Allow the connection 

and click next. 
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9. Select which network types 

apply to this rule and click 

next. If you are not sure, 

select all. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

10. Name the rule CompleteView 

and click Finish. 
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Appendix B: Change Internet Explorer Settings for CompleteView Web Client 
 

 

CompleteView‟s Web Client uses an ActiveX control for the display of video.  It may be necessary to modify the Internet Explorer 

security settings on the computers access CompleteView‟s Web Client to allow the ActiveX control. 

 

 

 

 

1. Open Microsoft Internet Explorer web browser. 

 

2. Click the Tools button or menu, and then select 

Internet Options. 

3. Click the Security tab.  

4. Select the Internet zone. 

5. Under the Security Level section, click Custom Level. 
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6. Using the scroll bar, locate the settings shown in Table 1 

and change to the Correct Setting listed below. 

 

 

  

Windows Security Setting Description Correct Setting 

Allow previously unused ActiveX controls to run without prompt Enable 

Allow Scriptlets Enable 

Display Video and animation on a webpage that does not use external medial player Enable 

Download signed ActiveX controls Prompt 

Download unsigned ActiveX controls Prompt 

Initialize and script ActiveX controls not marked as safe for scripting Prompt 

Run ActiveX controls and plug-ins Enable 

Table 1 
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Appendix C: Software Guidelines and Best Practices 
 

 

CompleteView Settings 
IP Cameras  

 Make sure your cameras are on the CompleteView Supported 

Cameras list. 

 Configure resolution, maximum frame rate, and compression settings 

using the camera manufacturer‟s setup tools and/or software.   

 If you require time stamp and camera name overlay and are not 

recompressing the IP video stream, make sure these settings are 

configured on the camera using the camera manufacturer‟s setup tools 

and/or software.  Unless you have chosen to recompress the video 

stream on the IP camera setup tab in CompleteView, the time stamp 

and camera name will not display in recorded video, even if it is 

enabled on the General setup tab within CompleteView System 

Configuration. 

 The recording frame rate settings must be configured via the IP 

camera manufacturers setup tools/software, otherwise if left as default 

CompleteView will record the rate the IP camera is defaulted to. 

Exception: Arecont cameras will utilize the fps settings on the 

CompleteView System Configuration Camera Setup General Tab fps 

settings for scheduled, alarm, and motion recording. 

PTZ Cameras  

 PTZ Cameras should be setup for scheduled recording and not motion 

recording. 

Motion Zones  

 Avoid areas of constant motion such as trees, shadows, busy streets, 

etc. 

 Test the configured sensitivity settings before finalizing your 

configuration to ensure a low level of „false alarms‟. 

 Review recordings after a few days of operation to make sure the 

motion settings are configured properly. 

Storage Volume 

Threshold 

 

 For optimal performance, verify each recording volume‟s threshold is 

set to a minimum of 5% of the total storage capacity of the volume.  

RAID Arrays  

 If you have more than one storage array, it is recommended to split the 

camera recording between the arrays to maximize I/O performance. 

Ex. 50 total cameras – setup 1-25 to write to first array, and 26-50 to 

write to the second array. 

 Schedule or perform periodic consistency checks during off hours to 

assist in finding drive/array failure detection.  This will ensure optimal 

performance of the storage array. 

 

  

http://www.salientsys.com/files/Supported_Cameras.pdf
http://www.salientsys.com/files/Supported_Cameras.pdf
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System Settings & General Best Practices 

System Hardware 

Drivers 

 

 Make sure you have current/stable drivers for the system‟s chipset, RAID 

Controller (firmware, driver), video adapter and network controller. 

 Make sure to have current/stable bios for your specific motherboard. 

 Make sure to read all release notes for driver compatibility with your current 

hardware set, as not all driver/bios updates are necessary unless they have a 

fix for a current issue that you are experiencing. 

System Settings  

 Important: Disable Windows indexing on all recording volumes.   

 If running an antivirus application disable real-time file scanning and 

scheduled scans on all recording volumes. 

 Set Performance Options to adjust for best performance on the operating 

system. 

 It is recommended that you configure your operating system on a dedicated 

partition.  This partition should not contain any video recording volumes.  It 

is also recommended that sizing be a minimum of 50GB.  

 

 

 

Additional Resources 

 
Visit the Salient website, www.salientsys.com, for additional support and CompleteView training: 

 

 Manuals & Documentation (www.salientsys.com/support/manuals-documentationx/) – Includes 

Administrator‟s Manual, Client User Manuals (including Video, Alarm and Web clients), How To 

Guides and Tips. 

 

 Online Tech Support (www.salientsys.com/elearning) – Get quick access to online tech support 

modules that cover the most frequently asked product questions, such as “Adding and Moving IP 

Camera Licenses.”  

 

 Salient University eLearning (http://salientsys.latitudelearning.com) – A convenient way to get 

trained on CompleteView. Register online for access to interactive, user training modules covering the 

Video, Alarm, Mapping and Web clients.  

 

 Classroom Training (www.salientsys.com/training) – Traditional, classroom training is available 

throughout the United States. Please visit the Salient website for training calendar, agenda and 

registration. 

Note:  If you purchased a Salient NVR the setting recommendations listed under System 

Settings & General Best Practices have been preconfigured at the factory. 

http://www.salientsys.com/
http://www.salientsys.com/support/manuals-documentationx/
http://www.salientsys.com/elearning
http://salientsys.latitudelearning.com/
http://www.salientsys.com/training


 

Salient Systems 

10801 N. MoPac Expy. 

Building 3, Suite 700 

Austin, TX 78759 

512.617.4800 

512.617.4801 Fax 

www.salientsys.com  

 

    

http://www.salientsys.com/
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Important Information - Must be read before programming 
software. 
 

1) If possible, always refer to the Continental Access website 
(www.cicaccess.com  click Support and then click Document library) 
for the latest documentation. The released CD may not have the latest 
documentation. 
 

2) Verify the CA3000 is installed and the security key is working properly 
before following this procedure. During the CardAccess 3000 
installation, two databases will be created automatically. Verify the 
CA3000 launches and you can log in with the default user account 
(user name =Admin and password =q).  
 

3) Verify your computer meets the Continental Access specifications.  
Refer to the CA3000 Computer Specifications on the Continental 
Access website (www.cicaccess.com  click Support and then click 
library) 

 
4) The Continental Access polling cable consists of 3 wires with a 9 pin 

connector on one end and three flying leads on the other end. Below 
is the wiring connection to the panel. 

 
9pin                                             Panel (polling connector) 

 
Pin 2 ------------------------------------TXD (Purple wire) 
Pin 3 ------------------------------------RXD (Red Wire) 
Pin 5 ------------------------------------GND (Brown Wire) 
 

5)  CardAccess 3000 V2.8.x supports integration with wireless locks. This 
document will not cover the configuration and communication to wireless 
locks. Refer to WI1949 and WI1969 on the production CD and on the 
Continental website. 
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Scope 
 
This document contains information regarding the programming of the CA3000 V2.8.x 
and later. During the installation, the CA3000 pre-configures most of the items needed for 
a basic system. The following steps will guide you through programming the remaining 
necessary items to get a basic system operating (Comport, Panel, Schedule, Reader, 
Access Group and Personnel).  

 
 
 

Prerequisites 
 
1) Complete the installation of the CA3000 software and verify the program launches 

with the self created databases. Verify the security key is being recognized and you 
can log into the CA3000 using the default user name and password.    

 
2) Connect one panel with one reader to the PC running the CA3000 software. Connect 

using a polling cable from the host computer to the polling connector on the panel. If 
you are installing a large system, keep the connected hardware at a minimum until 
you get the basic system operating.  

 
 
Basic Programming for Easy System Setup 
(You must configure the following basic items to get a system operational)    

 
Launch CA3000 
 
To Launch the CA3000 software, Click the CA3000 Launcher icon on the desktop (refer 
to figure 1). 
 

 
Figure 1. 
 
 
The CardAccess 3000 Log In screen will display (refer to figure 2). 
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Log On to CA3000 
 

 
Figure 2. 
Enter the default User name (Admin) and password (q). Click OK. The CardAccess 
3000 event grid will display (refer to figure 3).  
 

 
Figure 3. 
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Note: If the event grid is green, click the Track button. The Track button will change to 
Browse. This view will allow you to view live events being received from the panel.  
 
 
 

Configure a Comport  (refer to steps on page 7) 
 
 

 
Figure 4. 
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Figure 5. 

 
Figure 6. 
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Figure 7. 
 

 
Figure 8. 
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Click Configuration/Comports from the main menu (refer to figure 4). The 
Communication Ports screen will display (refer to figure 5).  
 
Note: By default, the Station Name displays Host PC and Description displays Host 
Com Ports. DO NOT change this.    

 
Very Important: DO NOT CLICK NEW on the Communication Ports screen. You 
must click EDIT and SAVE on this screen. The only time you would click NEW is if 
you purchased a secondary communication server for the CA3000 (Note: Adding a 
secondary communication server is not covered in this document). 
 
WARNING: Clicking NEW on the Communication Ports screen could result in 
losing all your com port settings. 
 
Click Edit. Highlight the com port you are configuring (refer to figure 5).Select Com 1 for 
this example. 
 
Note: If you are configuring a com port for a Lantronix or Network Interface board, it is 
highly recommended to select com port 5 or higher. 
 
 
Click the drop down box Type to select the type of device you are using. Select Cable 
(Refer to figure 6). 
 
 
 
Click the drop down box Baud to select baud rate (refer to figure 7). Select 9600. Note: If 
you are using a network device, you MUST leave the baud rate blank. If you select Cable 
or Modem, you must select the proper baud rate for your device.  
 
Very Important: Click the drop down box UTZ Zone to select the correct time zone the 
panel is in (refer to figure 8). NOTE: In most cases, the panel will be in the same time 
zone as the host computer. If the panel is in a different time zone, you must set this for 
the correct time zone. If this setting is incorrect, the GUI will display the wrong time for 
the alerts being received.   
 
Note: Do not select Compressed mode.  
 
Click Save to save all your Communication Ports settings. 
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Configure a Panel   (refer to steps on page 10) 

 
Figure 9. 

 
Figure 10. 
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Figure 11. 
 

 
Figure 12. 
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Click Configuration/Panels from the main menu (refer to figure 9). The Panels screen 
will display (refer to figure 10).  
 
Click New (refer to figure 10).  
 
Enter Name for the Panel (ex. Panel 1). 
 
Click the drop down box Panel Type to select the correct panel type (refer to figure 11).  
 
Set the Panel Address to match the address set on the panel (Address 1 is the default). 
 
Station Name will default to Host Com Ports. Do not change.   
 
Set the COM Port for the correct com port the panel is connected to. 
 
Verify Enabled is selected (this is the default). All other settings, leave at the default. 
 
Verify all the settings are correct. Click Save (refer to figure 12). 
 
Note: After a com port and a panel are configured, the panel should start 
communicating to the host (Note: Verify the polling cable is connected). 
If it is a newer panel with downloadable firmware, the panel should request a 
firmware download and the firmware download should automatically start. Refer to 
the event grid and the communication driver screen to determine if you have 
established communications. 
 

Configure a Schedule   (refer to steps on page 13) 

 
Figure 13. 
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Figure 14. 

 
Figure 15. 
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Figure 16. 
 

 
Figure 17. 
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Click Administration/Schedules from the main menu (refer to figure 13). 

 
Click New (refer to figure 14).  
 
Enter Description (name) for the schedule. Note: The first schedule you create should 
be a 24 x 7 schedule. Set Description = 24 x 7 (refer to figure 15). 
 
Click under the text Start Day to populate the first schedule. A 24 x 7 schedule populates 
by default. The fields populate with MON - HOL 12:00AM to 12:00AM (refer to figure 16).  
 
Click Save. A schedule that is active all the time (24 X 7 - MON thru HOL) has been 
created (refer to figure 17). 

 
 
Configure a Reader  (refer to steps on page 16) 

 

 
Figure 18. 
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Figure 19. 

 
Figure 20. 
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Figure 21. 

 
Figure 22. 
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Click Configuration/Readers from the main menu (refer to figure 18). The Readers 
screen will display (refer to figure 18).  
 
Click New (refer to figure 19).  
 
Click the drop down box Panel to select the panel the reader is on (refer to figure 20).  
 
Enter Name for the Reader (ex. Reader 1) (refer to figure 21). 
Note: The Reader screens have many settings. You will leave most of these settings at 
the default to get a basic system operating.  
 
Click the Door Control tab. On the Door Control screen, review the associated door 
sensor input, bypass input and strike relay associated with the Reader you are 
configuring (refer to figure 22).  Refer to the explanations below. 
 
Door Sensor Input - The door sensor input is where you wire the physical door contact 
(door position switch). If you are not using a door contact, click Edit and change this 
value to a 0. After changing value to 0, click Save. The door sensor input is a normally 
closed input by default. 
 
Bypass Input - The Bypass Input is where you wire the Request To Exit Button or your 
PIR (Motion detector). The bypass input is a normally open input by default. 
 
Strike Relay - The Strike Relay is where you wire up your strike or magnetic lock. 
 
Click the General Tab. Verify all the settings are correct. Click Save.  

 
Configure a Access Group  (refer to steps on page 18 ) 

 
Figure 23. 
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Figure 24. 
 

 
Figure 25. 
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Figure 26. 
 
Click Access/Access Groups from the main menu (refer to figure 23). The Access 
Groups screen will display.  
 
Click New (refer to figure 24).  
 
Enter Description (name) for the Access Group (Description = All Access). 
 
 Note: The first access group you create should be an Access Group that has access to 
all readers, all the time (24 x 7).  
 
Click the drop down box Time Schedule to apply a schedule to the reader (refer to figure 
25). Select 24 x 7 from the drop down list. 
 
Note: The “All Access” access group you create should have access to all readers 
 24 x 7.  
 
Very Important: This document only assists you with configuring one reader. If you add 
more readers to the system, you MUST edit the “All Access” access group and apply a 
24 x 7 schedule to all readers.  
 
As you enter additional badges to the system, you will be creating additional access 
groups with specific access to certain doors.  
 
Verify all the settings are correct. Click Save (refer to figure 26). 
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Configure a Badge     (refer to steps on page 21) 

 
Figure 27. 

 
Figure 28. 
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Figure 29. 
 

 
Figure 30. 
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Figure 31. 

 
Click the Personnel icon. The Personnel screen will display (refer to figure 27).  
 
Click New.  
 
Note: If you are editing existing badges, you must click Show All Badges to display 
existing badges. After the badges display, click Edit to modify the badge information. 
 
Enter Badge Number.  In most cases the badge number is printed on the badge (refer to 
figure 28). If there is no badge number printed on the badge, you must refer to the 
documentation supplied with the badges. 
 
Note: Using Facility codes are optional. Leave Facility at the default (0) until you get a 
basic system operational with at least one Valid Badge swipe.  
 
Enter First Name and Last Name (refer to figure 29). 
 
Click the Access Groups tab. 
 
Click the drop down box Access Group 1 to assign an access group to the badge. 
Select “All Access” from the drop down list (refer to figure 30). Leave the expiration date 
blank. 
 
Click the General tab. 
 
Verify all the settings are correct. Click Save (refer to figure 31). 
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Basic Programming Is Complete 
Basic System Test 
 
 
Verify proper communications to the panel 
 
As previously mentioned, a panel will start communicating with the host computer once a 
Com port and a Panel is configured in the software. Review the alerts in the event grid to 
determine if a firmware and data download occurred (firmware downloads will only occur 
on new panels where the firmware is downloaded from the host computer). Most panels 
also have LED indicators for Transmit (TXD) and Receive (RXD). Verify the TXD and the 
RXD lights are flashing on the panel. This is a good indication the host is communicating 
with the panel.  
 
Note: If a No Response alert displays, verify the polling cable is connected and review 
your programming settings as per this document.  
 
 
Verify reader is working properly and a valid badge is being recognized 
 
After verifying good communications, verify your badge is working at the reader. Present 
your badge to the reader. A Badge Valid alert will display in the event grid. If a valid 
badge is presented, the door should unlock. If you get a Badge Valid alert but the door 
fails to unlock, you must check the wiring to your lock. 
 
Note: If a Badge Violate Void alert displays when you present the badge, verify your 
badge is entered correctly into Personnel and you are communicating with the panel. 
Verify the Facility setting in Personnel is (0).  If you entered 1 or greater for Facility, you 
MUST verify the facility codes screen is configured properly (Administration/facility 
codes). This is not covered in this document.  
 
 
 
Verify an archive database was pre-configured during the installation 
 
As previously mentioned, many items are pre-configured during the installation. You must 
verify the archive database has been pre-configured. Click 
System/SystemSettings/Auto Archive. Verify one or more databases are listed in the 
bottom of the screen (CardAccess Archive database list).  Verify there is a SQL 
Server name and a SQL Database name configured on the top of the screen. If this 
information has not been pre-configured, contact Continental Technical Support for 
assistance. Note: Communications to the panel and a Valid Badge will still work 
properly if an archive database is not configured. If the archive database is not 
configured, too many alerts will build up in the live database and eventually lock up the 
system.  



MANTRAP Application for In/Out readers on each door. 
 

1) MUST use door contacts on each door. 
2) MUST configure reader 1 and reader 2 to use shunt relays. 

 
 
 
Door/Reader 1(In) 
  
 
 
 
 
  
 
Door/Reader 1(Out)          
  
 
            
          
 
 
 
            
            
 
 
Door/Reader 2(In) 
        
 
 
 
 
 
 
Door/Reader 2(Out) 

Data 1 

Data 0 

Data 0 

Data 1 

Data 0 

Data 1 

Data 0 

Data 1 

Shunt Relay 
Door 2 (NC) 

Shunt Relay 
Door 1(NC) 
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note provides you with an overview of the Socket   

Alert Notify feature in the CardAccess 3000 V2.7.26 and later.   
 
Note: The files needed for the Socket Alert Notify are not correct on the 
CA3000 V2.7.26 CD. You must contact Continental Technical Support for 
the latest files. The files on V2.8.x and later are correct.  

 
 2) If possible, always refer to the Continental Access website 

(www.cicaccess.com - click Support and then click Document Library) for 
the latest documentation.  
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Socket Alert Notify  
The Socket Alert Notify feature provides the customer with the ability to write a 
custom application, and receive a copy of the alerts that are also sent to the event 
grid.  These alerts are sent out onto the network via a TCP socket message.  A 
client application is then written to listen on a specific port and IP address, and 
receive these alerts in.   

 

 

 

Socket Alert Notify files 

 
1. The Socket Alert Notify feature consists of 5 files. Below are the file 

names with a brief description.  
 

• caSocketNotify.exe.config - Located in the “C:\program 
files\CardAccess3000” folder on the CardAccess 3000 host. This 
file is a configuration file. This file gives you the ability to configure 
the port number and the ASCII delimiter in the output file.  

 
• Interop.caAlertObject.dll – Located in the “C:\program 

files\CardAccess3000” folder on the CardAccess 3000 host.  
 
 
• Napco.Common.dll – Located in the “C:\program 

files\CardAccess3000” folder on the CardAccess 3000 host.  
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• caSocketNotify.exe – Located in the “C:\program 
files\CardAccess3000” folder on the CardAccess 3000 host. This 
program must be running to output a copy of the events to a 
specified port.  

 
• SocketNotifierConsole.exe – This is a test application to be 

installed on the client. After executing this program, you must 
specify the IP address of the CardAccess 3000 host and the port 
number the Socket Alert Notify is configured for. This application 
will display a copy of the alerts sent from the CardAccess 3000 
host.  NOTE: You must contact Continental Technical support for 
the test application.  

 
 
 
 
 
 

 
Configuring the Socket Alert Notify on the host 

 
 

2. On the CardAccess 3000 host, you must configure the 
“caSocketNotify.exe.config” file, prior to launching the Socket Alert 
Notify application (Refer to figure 1). In this file, you have the option to 
change the port number and the ASCII string delimiter. The following 
displays the default settings in the configuration file.  

 
• Network Port setting = <value>9090</value> 

 
Note: 9090 is the port the alerts will be sent out on. 
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• Field Delimiter = <value>|</value> 
 
Note: Pipe sign (|) is the field delimiter. 
 

 

 
Figure 1.  
 
 

 
 
 

3.  On the CardAccess host, you must execute “caSocketNotify.exe”.  After 
executing this application, a “caSocketNotify is running” message will 
display (Refer to figure 2.) 
 

 
 

Figure 2. 
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Configuring the Socket Alert Notify on the client 

 
 

4. On the client computer, prior to installing and executing the customer 
written application, it is highly recommended to use the Continental 
“SocketNotifierConsole” test program (Contact Continental Technical 
Support if you wish to use this test application). Once this test program 
executes, you will be prompted for the server name/address of the 
CardAccess 3000 host and the remote port that the “Socket Alert 
Notify” is configured for (Refer to figure 3).  
 

 
Figure 3. 
 
 
5) Once the connection is established between the client and the host, a 
“Connected…Application connected and reader…” message will 
display.  At this point, the alerts will display as per figure 3. 
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6) The output string from the socketAlertNotify.exe application are based 
off the fields in the Event table. Below are a description of the fields in the 
output string. There are twenty fields in the output string. 
 
Field Name Field Description Example value 
Seqno Unique id for event record  
Priority Event priority 1-99 
Cat Event Category 0 = badge, 2 = 

Relay, 3 = link, 4 = 
System 

PnlNo Panel Number 1-255 
Edate Date /time of event Date/Time 
Class Event Class Badge Valid 
Number  Device # 1  (reader 1) 
Description  Device description 2-1 Front Door 
Name Name of device Front Door 
Arch 2 byte value 16388 
AckOpr  Operator # who acknowledged  1,2,3 
AckStamp Operator Acknowledge 

Date/Time 
Date/Time 

RespReq Requires Response flag True/False 
Sphere Used for database partitioning 

and groups 
0,1,2… 

tag Vehicle tag # Badge # for vehicle 
tag 

hasPhoto Flag to determine if photo is 
present 

True/False 

Astachange Represents the cicdataserver  
Status Status types 0=input, 1=relay, 

2= link, 3 = system 
Facility Facility code value  0 - 10 
Badge Badge # Prox card # 
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This completes the Socket Alert Notify function.  
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Installing / Upgrading CardAccess 3000 Software 
 

1.   Verify your computer has FULL LOCAL ADMINISTRATOR 
RIGHTS.  The computer should be running Windows XP Pro SP3 
32 bit, Windows 2003 Server 32 bit, Windows 7 Professional 32 bit 
or Windows 2008 Server 32 bit. 

2.   To install the software, insert the CardAccess 3000 CD into the CD 
Rom drive.  The installation should start automatically.  If the instal-
lation does not auto-start, click Start, Run, and then type D:
\launch.exe and click OK. 

      Note: "D:" is the CD-Rom drive letter.  If your CD-Rom drive letter 
is different, you must change it to the drive letter used in your sys-
tem. 

3.   After the installation starts, click "Install CardAccess 3000".  A 
few components will install prior to the "Setup Type" screen dis-
playing.  On the "Setup Type" screen, select the type of installation 
you are performing.  If you are installing a CardAccess 3000 host, 
select "Install CardAccess Server with Database".  If you are in-
stalling a CardAccess 3000 workstation, select "Install CardAccess 
Workstation".  All CardAccess 3000 systems must have one Car-
dAccess host.  Workstations are optional.  On a new system, you 
should install the CardAccess 3000 server/host first.  

4.   Note: If you are performing an upgrade from a previous version of 
CardAccess 3000, refer to the appropriate upgrade documents on the 
Continental website. 

5.   When the installation or upgrade is complete, you will be prompted 
to restart your computer.  Click "Yes, I want to restart my com-
puter". 

6.   Launch the CardAccess 3000 software by clicking the CA3000 
launcher icon.  The CardAccess 3000 default Username is "Admin", 
and the Password is "q". 

      Note:  After installing or upgrading the CardAccess 3000 software, 
you must download new firmware to your controllers. 

Programming the CardAccess 3000 Software 
 

1.    After a new CardAccess 3000 installation is performed, you are re-
quired to program a few items to get a basic system functioning.  The 
following steps will assist you with programming the required items: 

●    Click "Configuration/Comports".  Click Edit and configure your 
comports for cable or network.  If you are using network commu-
nications, it is recommended to use Comport 5 or higher.  

●    Click "Configuration/Panels".  Click New and configure a panel.  
Select the correct Panel type, Com Port and Panel Address.  The 
Com Port setting is the comport configured in the previous step.  

●    Click "Administration/Schedules".  Click "New". Enter a 
"Description" (ex. 24 x 7).  Click in the "Start Day" box.  A "24 x 
7" schedule fills in automatically (Start Day = MON, End Day = 
HOL, Start Time = 12:00 AM and End Time = 12:00 AM).  Click 
Save.  

●    Click "Configuration/Readers".  Click "New".  Select the correct 
panel, which this reader is attached to.  Click Save. 

●    Click "Access/Access Groups".  Click "New".  Enter a 
"Description" (ex. "All Access").  Click "+" next to Panels/
Readers at the bottom of the screen.  Configure a Time Schedule 
for each reader.  Select the "24 x 7" schedule previously created. 

●    Click the "Personnel" icon.  Click "New".  Type your "Badge 
Number", "First Name" and "Last Name".  Click the "Access 
Groups" tab.  Click the drop down box "Access Group 1".  Se-
lect the "All Access" access group previously created. 

 

2.    After the basic programming is complete, verify the CardAccess 
3000 host is communicating with the panel.  Go to "Configuration/
Panels", and perform a "Full Download" to the panel.  After the 
download is complete, verify the badge is working correctly.  A 
"Badge Valid" alert should display when the badge is presented to 
the reader. 

Quick Setup Guide 
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Things to Remember: 
 
1.    The password for the CardAccess utility 

(database utility) and the Sqlexplorer utility is 
"pr1532". 

2.    Verify your computer meets the recommended 
computer specs and you are using a supported 
operating system.  Refer to the Continental web-
site for the computer specifications.   

3.    Verify you have full LOCAL ADMINISTRA-
TOR RIGHTS on the computer.  

4.    Verify you have the CA3000 Installation CD. 

5.    Verify you have the correct security key or soft-
ware license for your version of software.  Secu-
rity keys and software licenses are unique for 
each version.  

6.    If you are using network communications to 
your panel, verify you have downloaded the 
"DeviceInstaller" utility from Lantronix.  The 
"DeviceInstaller" utility is used to program the 
network settings into the Lantronix device.  

7.    If you are using Serial Communications, and your 
PC has no physical comport, verify you have a 
USB-to-Serial Cable. 

8.    Refer to the Continental Website for FAQ's.  Go 
to www.cicaccess.com, click support, and then 
click Hardware/Software Document Library. 

For Your Convenience 

Please contact Continental Access Technical Support (phone 631-842-
9400) if you still have questions after reading this Quick Setup Guide. 
 
Please visit the Continental Access website for all documentation including 
Service manuals, installation manuals and FAQ's.  Go to www.cicaccess.
com, click support, and then click Hardware/Software Document Li-
brary. 

© NAPCO 2011 



Communication Connections 
(Super Two to Host computer) 

Super Two Circuit Board 

CHS 

RTS 

CTS 

TXD 

RXD 

GND 

RT+ 

RT– 

RR+ 

RR– 

MT+ 

MT– 

MR+ 

MR– 

To Rear of 
Computer 

Computer DB9 
Connector 

POLL 
Terminal Strip 

Drain 
Wire 

2 
3 
5 

Super Two Jumpers:  REPEAT Mode 

MD/RPT Jumper (J7) 
Set the jumper to contact the 
center post (pin 2) and the 
lower post (pin 3).  

EOL Jumper (J4) 
Set the EOL jumper to the  
TERMINATED position  
contacting both pins (1 and 2). 

Jumper Installed 
(Terminated) 

MD 

EOL 
Jumper installed on 

bottom two pins 

J4 J7 

RPT 

Communication Connections 
(Super Two RS-232 to Super Two RS-422 Repeat Network) 

Drain Wire 

Host Computer 

2 
3 
5 

DB9 Connector 

to Com 
Port 
DB9 

Connector 

Super Two Circuit Board 

Ground 
Post 

RS-232 Host to Super Two 
3-Conductor Stranded 

22AWG Shielded 
with Drain Wire 

50 feet (15.2m) Maximum 

RS-422 Super Two to Super Two 
4-Conductor (2 Twisted Pair) Stranded 

22AWG Shielded 
with Drain Wire 

4000 feet (1220m) Maximum 

Drain Wire 

Drain Wire 

Drain Wire 

to Next  
Network Super 

Two 

Super Two Circuit Board Super Two Circuit Board 

Ground 
Post 

Ground 
Post 

First Network Super Two 
REPEAT Mode 
MD/RPT Jumper = RPT  pins 2 & 3) 
EOL Jumper - IN 

Second Network Super Two 
REPEAT Mode 
MD/RPT Jumper = RPT (pins 2 & 3) 
EOL Jumper = IN  

Third Network Super Two 
REPEAT Mode 
MD/RPT Jumper = RPT (pins 2 & 3) 
EOL Jumper = IN  

Address Switches (S2 & S3) 

 

Reset 
(RST) 
Button 

Switch S2 Switch S3 

Example: 
Address 
"01" is set. 

Example: 
Address 
"63" is set. 

Examples: 

Reader Wiring 

PWR 

GND 

LED 

D1 

D0 

DS 

RT 

REX 

RT 

Super 
Two 
Circuit 
Board 

Set Jumper for 5V 
or 12V Reader 

Power 

12V 
5V 

Wiegand Proximity Reader 

Terminal 
Strip 

RDR1 & 
RDR2 

Red 

Black 

Brown 

White 

Green 

Drain Wire/Shield 

Super Two Cabinet 
Ground Post 

Super Two Circuit Board 

Drain 
Wire/
Shield 

PWR 

GND 

LED 

D1 

D0 

DS 

RT 

REX 

RT 

PWR 

GND 

LED 

D1 

D0 

DS 

RT 

REX 

RT 

Super Two 
Cabinet 

Ground Post 

Unsupervised 
Door Status 

Sensor 

Drain Wire/Shield 

Super Two 
Cabinet 

Ground Post 

R1=1K 

R2=1K 

Supervised 
Door Status 

Sensor 

Door Sensor 

REX Wiring 

Super Two Circuit Board 

Drain 
Wire/
Shield 

PWR 

GND 

LED 

D1 

D0 

DS 

RT 

REX 

RT 

PWR 

GND 

LED 

D1 

D0 

DS 

RT 

REX 

RT 

Super Two Cabinet 
Ground Post 

Unsupervised 
Request-to-Exit 
(REX) Sensor 

Drain 
Wire/
Shield 

Super Two Cabinet 
Ground Post 

Supervised 
Request-to-
Exit (REX) 

Sensor 

R1=1K 

R2=1K 



Things to Remember: 
 
1.    The password for the CardAccess utility 

(database utility) and the Sqlexplorer utility is 
"pr1532". 

2.    Verify your computer meets the recommended 
computer specs and you are using a supported 
operating system.  Refer to the Continental web-
site for the computer specifications.   

3.    Verify you have full LOCAL ADMINISTRA-
TOR RIGHTS on the computer.  

4.    Verify you have the CA3000 Installation CD. 

5.    Verify you have the correct security key or soft-
ware license for your version of software.  Secu-
rity keys and software licenses are unique for 
each version.  

6.    If you are using network communications to 
your panel, verify you have downloaded the 
"DeviceInstaller" utility from Lantronix.  The 
"DeviceInstaller" utility is used to program the 
network settings into the Lantronix device.  

7.    If you are using Serial Communications, and your 
PC has no physical comport, verify you have a 
USB-to-Serial Cable. 

8.    Refer to the Continental Website for FAQ's.  Go 
to www.cicaccess.com, click support, and then 
click Hardware/Software Document Library. 
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Installing / Upgrading CardAccess 3000 Software 
 

1.   Verify your computer has FULL LOCAL ADMINISTRATOR 
RIGHTS.  The computer should be running Windows XP Pro SP3 
32 bit, Windows 2003 Server 32 bit, Windows 7 Professional 32 bit 
or Windows 2008 Server 32 bit. 

2.   To install the software, insert the CardAccess 3000 CD into the CD 
Rom drive.  The installation should start automatically.  If the instal-
lation does not auto-start, click Start, Run, and then type D:
\launch.exe and click OK. 

      Note: "D:" is the CD-Rom drive letter.  If your CD-Rom drive letter 
is different, you must change it to the drive letter used in your sys-
tem. 

3.   After the installation starts, click "Install CardAccess 3000".  A 
few components will install prior to the "Setup Type" screen dis-
playing.  On the "Setup Type" screen, select the type of installation 
you are performing.  If you are installing a CardAccess 3000 host, 
select "Install CardAccess Server with Database".  If you are in-
stalling a CardAccess 3000 workstation, select "Install CardAccess 
Workstation".  All CardAccess 3000 systems must have one Car-
dAccess host.  Workstations are optional.  On a new system, you 
should install the CardAccess 3000 server/host first.  

4.   Note: If you are performing an upgrade from a previous version of 
CardAccess 3000, refer to the appropriate upgrade documents on the 
Continental website. 

5.   When the installation or upgrade is complete, you will be prompted 
to restart your computer.  Click "Yes, I want to restart my com-
puter". 

6.   Launch the CardAccess 3000 software by clicking the CA3000 
launcher icon.  The CardAccess 3000 default Username is "Admin", 
and the Password is "q". 

      Note:  After installing or upgrading the CardAccess 3000 software, 
you must download new firmware to your controllers. 

Programming the CardAccess 3000 Software 
 

1.    After a new CardAccess 3000 installation is performed, you are re-
quired to program a few items to get a basic system functioning.  The 
following steps will assist you with programming the required items: 

●    Click "Configuration/Comports".  Click Edit and configure your 
comports for cable or network.  If you are using network commu-
nications, it is recommended to use Comport 5 or higher.  

●    Click "Configuration/Panels".  Click New and configure a panel.  
Select the correct Panel type, Com Port and Panel Address.  The 
Com Port setting is the comport configured in the previous step.  

●    Click "Administration/Schedules".  Click "New". Enter a 
"Description" (ex. 24 x 7).  Click in the "Start Day" box.  A "24 x 
7" schedule fills in automatically (Start Day = MON, End Day = 
HOL, Start Time = 12:00 AM and End Time = 12:00 AM).  Click 
Save.  

●    Click "Configuration/Readers".  Click "New".  Select the correct 
panel, which this reader is attached to.  Click Save. 

●    Click "Access/Access Groups".  Click "New".  Enter a 
"Description" (ex. "All Access").  Click "+" next to Panels/
Readers at the bottom of the screen.  Configure a Time Schedule 
for each reader.  Select the "24 x 7" schedule previously created. 

●    Click the "Personnel" icon.  Click "New".  Type your "Badge 
Number", "First Name" and "Last Name".  Click the "Access 
Groups" tab.  Click the drop down box "Access Group 1".  Se-
lect the "All Access" access group previously created. 

 

2.    After the basic programming is complete, verify the CardAccess 
3000 host is communicating with the panel.  Go to "Configuration/
Panels", and perform a "Full Download" to the panel.  After the 
download is complete, verify the badge is working correctly.  A 
"Badge Valid" alert should display when the badge is presented to 
the reader. 

For Your Convenience 

Please contact Continental Access Technical Support (phone 631-842-
9400) if you still have questions after reading this Quick Setup Guide. 
 
Please visit the Continental Access website for all documentation including 
Service manuals, installation manuals and FAQ's.  Go to www.cicaccess.
com, click support, and then click Hardware/Software Document Li-
brary. 

© NAPCO 2011 
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The following pages contain detailed programming instructions. This API is 
for experienced programmers only.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



The _Initca3000 function initializes the ca3000 API for use by the host 
application. 
 
int _Initca3000(); 
 
  Parameters:. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_DeInitca3000, _GetConnectStr, _GetErrorString 



The _DeInitca3000 function de-initializes the ca3000 API.  This function 
must be called before unloading the API dll to avoid memory leaks. 
 
int _Initca3000(); 
 
  Parameters: 
 
N/A 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_Initca3000 



The _GetErrorString function returns the actual error text if a function 
returns an error code. 
 
int _GetErrorString(Char* ES;  
                                 DWORD ESLen); 
 
  Parameters: 
 
ES 
 Returns the last error string. Required field. 
 
ESLen 
 Length of the allocated space for ES. Required field. 
 
  Return Values: 
N/A



The _GetConnectStr return the connection string that will be used by the 
API.. 
 
int _GetConnectStr (char* CS, 
                                 DWORD CSLen, 
                                 BOOL Net); 
 
  Parameters: 
 
CS 
 Returns the connection string that will be used by the API. 
Required field. 
 
CSLen 
 Length of the allocated space for CS. Required field. 
 
Net 
 Specifies if the calling application is a .Net application or not. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_Initca3000, _GetErrorString 



The _BadgeOperation function adds/deletes/modifies Badges. 
 
Int _BadgeOperation(WORD Facility, 
                                   __int64 Badge, 
                                   char* FirstName, 
                                   char* LastName, 
                                   char* MI, 
                                   WORD AGNo1, 
                                   WORD AGNo2, 
                                   WORD AGNo3, 
                                   WORD AGNo4, 
                                   WORD AGNo5, 
                                   WORD AGNo6, 
                                   WORD Operation); 
  Parameters: 
 
Facility 
 Facility number.  Value between 0 – 10. Required field. 
 
Badge 
 Badge number. Value any positive integer.  Required field. 
 
FirstName 
 First name. 
 
LastName 
 Last name. Required field. 
 
MI 
 Middle initial. 
 
AGNo1 - AGNo6  
 Access groups 1 through 6. 
 
Operation 
 Intended operation. Required field. 
 0 = Add 
 1 = Delete 
 2 = Modify 
 



 
 
 
  Return Values: 
If the function succeeds, the return value is 1. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_DeInitca3000, _GetErrorString 



The _InlistQuery function returns the list of badges that are IN based on 
the Panel and Reader. 
 
int _InlistQuery (WORD Panel, 
                             WORD Reader, 
                             __int64* BadgeList, 
                             WORD* ResultSize); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Reader 
 Reader number. Required field. 
 
BadgeList 
 Pointer to an array. Required field. 
 
ResultSize 

Length of the allocated space for BadgeList. If the size is smaller 
than the list, the function will return the actual size of the result 
set. Required field. 

 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 
_DeInitca3000, _GetErrorString 



The _DoorOperation function allows manual door control. 
 
Int _DoorOperation(WORD Panel, 
                                 WORD Door, 
                                 WORD Time, 
                                 WORD Operation); 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Door 
 Reader number (1- 8). Required field. 
 
Time 
 Duration (seconds: 0-59;  minutes: 60 – 120 -> 1-60). Required 
field. 
 
Operation 

1 = Lock door 
2 = Pulsed unlock 
3 = Hold unlocked 

 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 



The _RelayOperation triggers a relay or a group of relays. 
 
Int _RelayOperation(WORD Panel, 
                                   WORD Operation, 
                                   WORD* Relays, 
                                   WORD RelayCount); 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Operation Required field. 
 1 = Pulse On 
 2 = Hold On 
 3 = Turn Off 
 
Relays 
 List of relays that will be acted upon. Required field. 
 
RelayCount 

Number of relays in  Relays. Required field. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 



The _ReaderOperation function enables or disables a reader. 
 
int _ReaderOperation(WORD Panel, 
                                    WORD Reader, 
                                     BOOLEAN Enabled); 
 
  Parameters: 
 
Panel 
 Panel number. Required field. 
 
Reader 
 Reader number. Required field. 
 
Enable 
 Value True or False to enable/disable reader. Required field. 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 
  See Also: 



The _TAQuery function returns the Time and Attendance record for a 
badge. 
 
int _TAQuery(WORD Facility, 
                         __int64 Badge, 
                         SYSTEMTIME StartTime, 
                         SYSTEMTIME EndTime, 
                         SYSTEMTIME* TimeList, 
                         WORD* ResultSize); 
 
  Parameters: 
 
Facility 
 Panel number. Required field. 
 
Badge 
 Badge number. Required field. 
 
StartTime 
 Start of time range to report on. Required field. 
 
EndTime 
 End of time range to report on. Required field. 
 
TimeList 

List of time pairs for T&A activity with in StartTime and EndTime 
range. Required field. 

 
ResultSize 

Site of  allocated space for TimeList.  If the size is smaller than the 
actual result set then the actual result size is reported. Required 
field. 

 
 
  Return Values: 
If the function succeeds, the return value is 0. 
 
If the function fails, the return value is a negative number. 
 
 



  See Also: 
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Important Information - MUST READ 
 
 
VERY IMPORTANT: This document is a general guide. You 
must have networking knowledge and be familiar with all 
network components to properly follow this document. 
Continental Access is not responsible and will not support the 
configuration of the network components (ex. routers, switches, 
hubs, firewalls and DSL modems).  
 
 
 Notes: 
 
1) It is highly recommended to design and document your network. 

 
2)  Prior to configuration, verify you have obtained the required network 

settings (ex. static IP addresses, subnet masks and gateway IP addresses).  
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Scope 
 
This document contains information regarding the configuration of communications via 
the internet. As previously noted, you must have networking knowledge and be familiar 
with all network components including routers, switches, hubs, firewalls and DSL 
modems. Continental Access will not support the configuration of the network 
components. This document covers multiple configurations. Refer to the appropriate 
section for your configuration. Refer to appendix A for some basic networking terms.  
 
 
 
 
 
 

Prerequisites 
 
Prior to configuring internet communications, these are things you will need:  
 
 

• DSL Modem/Cable Box 
 

• ISP (Internet Service Provider) 
 

• Static IP Addresses from ISP 
 

• Router (Must support port forwarding) 
 

• Ethernet cables  
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PORTS USED BY CA3000  
 
Note: If the following ports are blocked anywhere in the network, a 
massive amount of wasted time will be spent troubleshooting 
internet connection problems. Please consult the network 
administrator to prevent this from occurring.  

 
 
 

• ECHO PORT 7: This port is used by ICMP for Ping Request. This port is also used to keep existing lines 
of communication open.  
 

• Port 80: This port is used by the graphical user interface for the Lantronix device (GUI). It is also the 
standard http port. 

 
• Port 1433: This port is used by Microsoft SQL Server and MSDE, TCP/IP 

 
• Port 1434: This port is used by Microsoft SQL and MSDE, UDP, TCP/IP 

 
• Port 3001: This port is used by CardAccess 3000 to communicate with panels through Lantronix devices. 

The redirector software is not used in this case. 
 

• Port 9000: This port is used by CICDataserver for broadcasting information to the workstations. 
 

• Port 9999: This port is used by the Lantronix Device for the use of the Telnet feature. 
 

• Port 14001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix 
devices using the Lantronix Redirector software. Only required for older operating systems. Port 3001 is 
used on current OS and software.  
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CONGURATION 1: (see notes for this configuration) 

 
 

BASIC CONFIGURATION SUPPORTED BY CONTINENTAL 
ACCESS. 
 
 
Note: It is highly recommended to start with this basic 
configuration. This configuration will verify the Continental 
software is installed and configured properly on each end.   
 
 
 
 
 
 
 
Static IP = 192.168.1.100      Static IP = 192.168.1.200 
Subnet Mask 255.255.255.0      Subnet Mask 255.255.255.0 

 

            Cross Over Ethernet cable   
CA3000 Host        CA3000 Workstation  
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CONFIGURATION 1 notes: 

1) The CA3000 host must have a static IP address. It is also recommended to have a 
static IP address on the workstation. The two IP addresses must be on the same 
subnet.   

2) The CardAccess utility (database utility) on the workstation, must point to the static 
IP address of the CA3000 host (refer to figure 1).   

3) You must be able to ping the CA3000 host from the CA3000 workstation. Verify you 
can ping by IP address and host name. If you are not able to ping by hostname, you 
must make an entry in the hosts file on the CA3000 workstation.  

The entry in the hosts file will look as follows:      192.168.1.100    CA3000HOST     

4) It is highly recommended to open all ports (Allow All Ports) on the Windows 
firewall on both the CA3000 host and the CA3000 workstation. The Windows firewall 
settings can be found under Control Panel. Refer to the Continental Document Library 
for documents regarding configuring the Windows firewall.  
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Figure 1. 
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CONGURATION 2: (see notes for this configuration) 
 
 

CA3000 HOST COMMUNICATING TO A CA3000 
WORKSTATION OVER THE INTERNET.   
 

 
Static IP = 192.168.1.100        Static IP = 192.168.1.200  

 

     
CA3000 Host        CA3000 Workstation  
         

Router       Router  

         Static IP = 24.10.1.200      Static IP = 24.10.1.230     

     

DSL MODEM/CABLE BOX      DSL MODEM/CABLE BOX 

     

 
 

 

 
 
 

    

 
 
 
 

                                 
 
 

Internet 
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CONFIGURATION 2 notes: 

1) Some DSL modems have built in routers. If this is the case, you will not need 
standalone routers as per Configuration 2.  

2) Your ISP (Internet Service Provider) must supply you with static IP addresses. The 
24.x.x.x addresses are the static outside IP addresses supplied by the ISP. This address 
will be the wan address (outside address) of router.  

3) The CA3000 host and the CA3000 workstation must have a static IP address. These 
are considered inside IP addresses.  You must verify these addresses are not part of the 
DHCP range of the router.   

4) Verify you can ping the outside address on the host side (24.10.1.200) from the 
workstation 

 5) Verify you can ping the outside address on the workstation side (24.10.1.230) from 
the host. 

6) The appropriate ports must be forwarded in the host side router. They must be 
forwarded to the static IP addresses of the CA3000 host. Refer to figure 5 below for an 
example port forwarding screen. There are many types of routers. You must be 
familiar with your particular router and how to configure it.  

7) The appropriate ports must be forwarded in the workstation side router. They must 
point to the static IP addresses of the CA3000 workstation. Refer to figure 4 below for 
an example port forwarding screen. There are many types of routers. You must be 
familiar with your particular router and how to configure it.  

8) The CardAccess utility (database utility) on the CA3000 workstation, must point to 
the outside IP address of the CA3000 host router (refer to figures 2 and 3).    
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Figure 2. 
 
 
 

 CA3000 Host Router 
 
Outside Static IP = 24.10.1.200   
 
Figure 3. 
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Figure 4. 
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Figure 5. 
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 CONGURATION 3: 
 
 

CA3000 host communicating to a Continental Panel over the 
internet.  

 
 
Host Static IP = 192.168.1.100 

    Super Two  
     
  
CA3000 Host         Ethernet Adaptor 

          Static IP = 192.168.1.200  

  
         

Route r   Static IP = 24.10.1.200        Router

        Static IP = 24.10.1.230     

    

 

     

DSL MODEM/CABLE BOX      DSL MODEM/CABLE BOX 

     

                                  

Internet 
 

Lantronix/ 
Netboard 
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CONFIGURATION 3 notes: 

1) Some DSL modems have built in routers. If this is the case, you will not need 
standalone routers as per Configuration 3.  

2) Your ISP (Internet Service Provider) must supply you with static IP addresses. The 
24.x.x.x addresses are the static outside IP addresses supplied by the ISP. This address 
will be the wan address (outside address) of router.  

3) The CA3000 host and the Lantronix Ethernet adaptor must have a static IP address. 
These are considered inside IP addresses.  You must verify these addresses are not 
part of the DHCP range of the router.   

4) Verify you can ping the outside address on the host side (24.10.1.200) from the Super 
Two/Lantronix side. 

 5) Verify you can ping the outside address on the Super Two/Lantronix side 
(24.10.1.230) from the host. 

6) The appropriate ports must be forwarded in the host side router. They must be 
forwarded to the static IP addresses of the CA3000 host. Refer to figure 8 below for an 
example port forwarding screen. There are many types of routers. You must be 
familiar with your particular router and how to configure it.  

 
7) The appropriate ports must be forwarded in the Lantronix side router. They must 
point to the static IP addresses of the CA3000 workstation. Refer to figure 7 below for 
an example port forwarding screen. There are many types of routers. You must be 
familiar with your particular router and how to configure it. 

8) The com port setting in the CA3000 host software must point to the outside address 
of the Super Two side router, not the address of the Lantronix/Netboard (refer to 
figure 6).  
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Figure 6. 
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Figure 7. 
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Figure 8. 
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 APPENDIX A 
 
Networking Terms and Explanations 
 
 
Internet Service Provider 
Whether you are part of a LAN or you are trying to connect to the Internet as a single 
user, you will likely gain access to the Internet via an Internet Service Provider, or ISP. 
An ISP is essentially an off-ramp onto the Internet. ISPs are companies that allow you to 
connect to their computers, which in turn are connected to the Internet. ISPs are usually 
local companies that provide individuals and small companies with all the requirements to 
allow user to connect to the Internet. This may include software, domain names, user 
names and connectivity. 
 
 
Router 
A router is a computer that sits on a network. Its sole purpose is to direct messages to 
their final destination. Routers are important because messages do not always travel the 
same path to their final destination. As the Internet has gained in popularity, the various 
channels of the Internet have become increasingly busy. Often the channels that link 
computers become overloaded with traffic. Like a policeman on a very busy road, the 
router may detect that there is a backlog of traffic on one of the routes to a message's 
destination, in which case it will simply send the data along a different, more convenient 
route. 
 
 
Firewall 
A firewall is used on some networks to provide added security by blocking access to 
certain services in the private network from the rest of the internet. All TCP/IP 
applications communicate via an IP address and a port. If the port is blocked, the 
application will not run. By blocking ports, you prevent hackers from getting in. This will 
prevent the inside computers from getting viruses.   
 
 
IP Address 
This is an address used by the Internet Protocol to identify a computer or device’s 
location on the network. This number is usually assigned to a computer by the Internet 
Service Provider (ISP) or the network administrator.  
 

 
DHCP 
This acronym stands for Dynamic Host Configuration Protocol. It is a protocol used on a 
TCP/IP network to send the client configuration data, including the IP address, subnet 
mask, gateway, and DNS configuration to the computers on the TCP/IP network. Using 
DHCP saves time by eliminating the need to manually configure each computer on the 
network.  
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NOTES: 
 

 Software licensing must be performed on the Cardaccess 3000 Server (Host), not 
on a CardAccess 3000 Workstation or Database server.   
 

 You must have FULL ADMINSTRATOR permissions to import, activate and 
register a software license. 
 

 The screenshots in this document reflect a V2.7.x license. The version number 
must reflect the software version currently being installed. 

 
 
 
 
OVERVIEW: 
 
This document is intended to provide customers with the necessary steps to license the 
CardAccess 3000 software utilizing a Cardaccess 3000 license file (cardaccess.lic). The 
procedure for performing a software licensing/activation is different whether you 
received a license file (cardaccess.lic) or a serial number from Continental Access.  
Software licensing is only available on CardAccess 3000, version 2.5.9 and later.  
 
   
 
 
 
 
 
 
 
SAVING THE LICENSE FILE TO THE DESKTOP 
 
After the CardAccess3000 software has been installed, you must import, activate and 
register the software license. If the Cardaccess3000 Client License Manager screen opens 
before the end of the installation, close the screen. You will reopen the Client License 
Manager again in the following steps.  
 
In most cases, you should receive an email with a Cardacccess license file 
(cardaccess.lic) attached to the email (Refer to figure 1).   
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After receiving the license file (cardaccess.lic), you must save it to the desktop (Refer to 
figure 2).  
 
 
 
Note: After performing certain actions in the procedure, a License Service Restart box 
will display with a message “Please wait while the licenses services are started”. 
 

 
Figure 1. 
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Figure 2. 
IMPORTING THE LICENSE FILE 
 
After the license file is saved to the desktop, start the “Client License Manager” 
application. The CardAccess3000 license manager can be started by clicking “Start/All 
Programs/CardAccess 3000/CardAccess 3000 License Manager”. On the main menu, 
click System/Import License (Refer to Figure 3). 
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Figure 3. 
 
 
After clicking Import License, the Import License File screen displays with a file 
explorer screen (Refer to figure 4). 
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Figure 4. 
 
Note: Figure 4 is a file explorer screen from a Windows 7 operating system. 
 
 
 
Navigate to the CardAccess license file (cardaccess.lic) on the desktop and select it. The 
name cardaccess.lic will display in the File name box. Click Open. Once the file is 
imported, the license information will display with a “Days Left” value on the left side. 
(Refer to figure 5). 
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Figure 5. 
 
 

Notes: 
 
 The figure above is from a CardAccess 3000 V2.7 license. After the license 

is imported, the CardAccess 3000 version must match the version of 
CardAccess 3000 being installed.  

 
 The information displayed in the “Client License Manager” screen will vary 

depending on the features that were purchased.  
 

 Note: The “Days Left” is the grace period. During this time, you can use the 
software before it must be Activating and Registered. It is highly 
recommended to Activate and Register the software ASAP. 
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ACTIVATING THE LICENSE 
 
 
Note: The following steps will reflect an Online Activation method.  
 
 
 
 
To ACTIVATE the software, click on “Registration/Activate Software License” 
(Refer to figure 6).  
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Figure 6. 
 
 
 
Note: The following steps will reflect an Online Activation method.  
 
 
 
After clicking “Activate Software License”, the Activation Required screen will display 
with three methods of activation. To avoid any delays, it is highly recommended to have 
an internet connection to perform an online activation and registration.   
 
 
Select Activate Online and click Continue (Refer to figure 7). 
 

 
Figure 7. 
 
Methods of Activation Information: 
 
Activate Online – If the customer has selected to use the internet method, a 
connection will be established with the Continental licensing server. The activation 
code, along with a unique machine code will be sent to the server. The server will 
then provide a counter-code, which is automatically applied.  
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Activate by phone – If the customer has selected to use the phone method, they 
will be prompted to call Continental Customer Service/Sales (the appropriate 
phone number will be displayed in the wizard). Once contact has been made, the 
customer will provide Customer Service /Sales with the activation code, along with 
a machine code (displayed in the wizard). Customer Service/Sales will then 
provide a counter-code to the customer.  
 
Activate by email – If the customer has selected to use the email method, an email 
will be sent. The email contains the activation code. Customer Service/Sales will 
then email back a counter-code for the customer.  
 
Note: Customers selecting to use Phone or Email methods must enter the counter-
code provided to them into the wizard.  
 

 
Figure 8. 
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After the license is successfully Activated, a message displays “License 
Successfully Activated” (Refer to figure 8). Click OK. 
 
REGISTERING THE LICENSE 
 
Once you have successfully activated the license, you should then proceed to the 
Registration menu item. To REGISTER the software, click on 
“Registration/Register Software License” (Refer to figure 9).  
 
 

 
Figure 9. 
 
After clicking “Register Software License”, you will be prompted to enter Registration 
Information. The Enter Register Information screen will display (Refer to figure 10). 
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Figure 10. 
 
Note: This is one of two information screens that need to be filled in. 
 
 
 
After entering the registration information, click “More>>” to enter more detailed 
information (Refer to figure 11).  
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Figure 11. 
 
 
After entering the all the registration information on the second screen, click 
Register. A Licensed Registered message will display (Refer to figure 12).  
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Figure 12. 
 
Click OK. The Client License Manager screen will display the features and values 
of the license.  
 
The license is now imported, activated, registered and ready to use. Close the 
Client License Manager screen and the software is ready to use.  
 
 
VERY IMPORTANT: The following steps should only be performed if you need 
to Unregister/Revoke the license on one machine and move it to another.  
 
WARNING: Once a license is Unregistered/Revoked on a machine, it can’t be 
used again on the same machine.  
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MOVING THE LICENSE TO ANOTHER COMPUTER 
 
If you need to move the software license to another machine, you will need to 
Unregister/Revoke the software license (Refer to figure 13).  Note: The software 
license must have previously been registered on the machine to revoke it.  
 
To Unregister the software, click on “Registration/Unregister Software 
License/Revoke” (Refer to figure 13).  
 
 

 
Figure 13. 
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Very Important: Once you have selected to unregister and revoke the license, you 
will be prompted with a warning message box stating that the license cannot be 
reissued to the same machine (Refer to figure 9).  
 
 
Click “YES”, if you want to continue. You have successfully revoked the license 
from this machine. The license is now available to be used on another machine.   
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Overview 
 
The purpose of this document is to provide a basic overview of PIV. This includes some 
configuration information regarding the CardAccess 3000 and also the selection of PIV 
readers and badges. Additional information on PIV and PIV-I technologies can be found 
on the internet.   
 
 
 
 
  
 
General Information 
 
1) PIV badges are government issued badges. There are different types of PIV badges 

which reflect various agencies. The following are some of the different types: 
 

• FIPS – Federal Information Processing Standard 
• TWIC – Transportation worker identification credential 
• FRAC – First Responder Authentication Credential 
• CAC  -  Department of Defense 

 
 

2) There are only a few manufacturers of raw PIV badges. A couple of them are 
Gemalto and Oberthur. 
 

3) The various agencies listed above are responsible for programming and controlling 
these RAW PIV badges. The agencies usually contract this out to different 
companies (ex. Northrop Grumman).   

 
4) PIV badges are high frequency smart cards.  

 
5) The PIV badge has a credit card size form factor, with one or more embedded 

integrated circuit chips (ICC) that provide memory capacity and computational 
capability. 

 
6) PIV badges have many bits of data in them.   

 
Note: Before configuring the CardAccess 3000 software for PIV and selecting the 
PIV reader, you should know some information in regard to your government issued 
badge. You should know the manufacturer and some of the internal information such 
as the agency code, credential number and site code.   

 
7) The CardAccess 3000 software has some PIV formats built in for PIV. The most 

common formats for a standard PIV are the 75 bit format (PIV MSB) and the 200 bit 
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PIV format. A PIV-I badge will have one long Unique ID which can be 128 bits long. 
The format for this PIV-I badge would be one long 128 bit format.  
 

8) Continental Access offers a product called Codebench to validate PIV badges. It does 
so by accessing a government database and verifying the PIV badge is valid. HID 
also offers another product for PIV validation. It is a PIVClass Authentication 
Module (PAM). A “PAM” is placed between a reader and the controller.     

 
 
9) PIV badges are very secure and contain a lot of data. The data transferred between the 

reader and badge is much greater than a standard proximity badge. This is why the 
authentication process takes much longer than a standard proximity badge.   
 

10) As of August 2015, the controllers that support PIV are the Accelaterm, 
Accelerator and the Super Two.  
 
Very Important: The Super Two requires the PIV support to be purchased and the 

security key/software license must have the PIV feature enabled. 
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Troubleshooting PIV Issues: 
 
1) You must verify the reader being used is PIV compatible and outputs the correct PIV 

format which is configured in the CardAccess 3000 software. For example, if you 
purchased a 75 bit AptiQ PIV reader, you should select the “75 Bit PIV MSB” format 
in the CardAccess software.  
 

2) It is very important to have the correct firmware downloaded to the panels for PIV 
support. If the updated firmware is not downloaded to the panel, you might get 
erroneous errors such as “Badge Violate Unauthorized” or “Badge Violate Facility”. 
Below is the firmware information for specific versions of CardAccess 3000 for use 
with PIV. 

 
 

//Accelaterm  
 
Note: The Accelaterm uses the “accel.img”. 
 
 
 
Panel Type - Accelaterm  
 
CA3000 Version  Firmware Version for PIV 
V2.9.9 B248 AT 40057 
V2.9.36 B257 AT 40065 or later 
V2.9.53 B259 AT 40067 or later 
V2.9.88 B276 AT 40067 or later 
V2.11.17 B285 AT 40079 or later 
 
 
 
//Accelerator 
 
Note: The Accelerator uses the “accel.img”. 
 
 
 
Panel Type - Accelerator 
 
 
CA3000 Version  Firmware Version for PIV 
V2.6.19 A10518 
V2.7.19 A40020 
V2.9.26 A40028 or later 
V2.8.x A40028 or later 
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V2.9.9 B248 A40057 or later 
V2.9.36 B257 A40065 or later 
V2.9.53 B248 A40065 or later 
V2.9.88 B276 A40074 or later 
V2.11.17 B285 A40079 or later 
 
 
 
 
 
//Super Two 
 
 
Panel Type – Super Two (PIV must be enabled in the security key) 
 
CA3000 Version  Firmware Version for PIV 
V2.8.x S240045 
V2.9.9 B248 S240058 
V2.9.36 B257 S240065 or later 
V2.9.53 B248 S240067 or later 
V2.9.88 B276 S240076 or later 
V2.11.17 B285 S240077 or later 
 
 
 
Firmware information notes:  
 

• The Accelerator and Accelaterm use the same firmware image (accel.img) 
 

• The default firmware in the Accelaterm and Accelerator board will have a number 
similar to A1Axxx. DO NOT USE THIS FIRMWARE. You must do a manual 
firmware download to the Accelaterm and Accelerator controllers. After the 
firmware download, the version should reflect the specific versions listed above.  
 

 
 
3) You must verify the PIV reader acknowledges the PIV badge when it’s presented to it. 
This is referred to as “exciting the reader”. You must hold the badge against the reader 
for at least 10 seconds. The PIV reader will beep if it acknowledges the badge. If the 
reader does not acknowledge the badge, the reader might not be PIV enabled or the 
reader might not be the correct reader.   
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4) If the PIV reader acknowledges the PIV badge, you should hear a quick beep. If this 
occurs, you should see an alert display on the CardAccess 3000. If an alert fails to display 
on the CardAccess 3000, you must verify the PIV badge format in the CardAccess 3000 
matches the format of the PIV reader (ex. 75 bit, 200 bit).   
 
 
5) SWAP BITS TO DETERMINE DATA - If you do not know the agency code, site 
code or other fields in the PIV Badge, you can modify the PIV badge format temporarily 
to see the information on the screen. This procedure can only be performed if the PIV 
badge is being recognized by the reader and is reading data.   
 
Note: You must modify the correct PIV format that matches the PIV reader output (ex. 75 
bit or 200 bit) 
 
To determine the agency code, you must swap the badge Id bits with the Agency code 
bits. When you swipe the PIV badge, you will get a “Badge Violate Void” alert with a 
badge number. The badge number is actually the agency code. You can use this method 
of swapping format bits, to determine the values in different fields of the PIV Badge (ex. 
Agency code, site code…). NOTE: The procedure will not work on PIV-I badges.  
 
6) If an alert fails to display on the CardAccess 3000 after swiping the badge, verify you 
have the correct firmware in the panel as per step 2. Also verify the PIV reader is 
acknowledging the badge when it is presented to it. As a test, you can temporarily modify 
the parity bits in the correct format to all zeros. This eliminates parity checking (see 
below). With the parity bits set to zeros, swipe the badge. If data displays, this verifies 
you have a problem with the parity.  
 
            Offset       Length 
Even       0,          0 
Odd        0,          0 
 
NOTE: The procedure will not work on PIV-I badges.  
 
 
7) If the agency code is not correct in Personnel, you will get a “Badge Violate 
Unauthorized”. If you do not know the agency code, refer to step 5 above to determine it.  

 
NOTE: The procedure will not work on PIV-I badges.  

 

8) Some PIV readers/PIV badges are dual technology. A dual technology PIV reader can 
read the PIV section of the badge and also read another technology in the badge such 
as 125KHZ. This type of reader will beep twice when a dual technology badge is 
presented. Also, the CardAccess 3000 will display two badge numbers. This can be very 
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misleading while troubleshooting incorrect reads and requires specific troubleshooting 
steps. 

 The most important step is to determine which badge read is the PIV read and which 
badge read is the 125KHZ read. Below are some troubleshooting steps which can be 
followed: 

• If a programming Badge is available for the reader, disable the 125KHZ portion 
of the reader. This will make certain the badge number displaying in the 
CardAccess 3000 is the PIV badge number. 

 

• If a programming badge is not available, remove all the non-PIV formats listed 
under Administration>Badge Formats. After doing so, swipe the badge. The 
reader should still beep twice, but you will only get one read in the CardAccess 
3000. This read will be the PIV read since there are not any non-PIV formats 
listed under Administration>Badge Formats. 

 

• One additional test is to swap the Agency code bits for the Badge Number bits in 
the PIV format as per step 5. When the PIV badge is swiped, the Agency code 
will display as the badge number. This is another verification that the read is a 
PIV read. 

VERY IMPORTANT – DO NOT FORGET TO MODIFY THE PIV FORMAT BACK 
TO THE ORIGINAL SETTINGS AS PER STEP 5. 

 

9) The parity information for the 75 bit “PIV MSB” format is incorrect in CardAccess 
3000 version 2.7.19 and earlier. Change the parity bits as follows: 
 
Offset       Length 
Even       0,           38 
Odd        38,         37 
 
Note: Without this parity change, you might experience some badges not working.  
 
 
10) If all else fails, create a new database and reconfigure it. After creating a new 
database, re-test it.  
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APPENDIX A 
 
 
 
 
 
Terminology / Acronyms: 
 
 
CHUID – Badge Holder Unique Identifier - One of many files contained in the FIPS 201 
Badge  
 
UUID – Universally Unique IDentifier -   
 
GUID – Global Unique Identification Number 
 
FASC-N – Federal Agency Smart Credential Number - The government selected format 
stored in the CHUID  
 
FIPS – Federal Information Processing Standard  
 
GSA – US General Services Administration - Provides the evaluation guidelines for FIPS 
201 approval of products  
 
APL – Approved Products List - GSA published list of FIPS 201 approved products  
 
 
HSPD-12 – Homeland Security Presidential Directive 12 - a policy for a common 
identification standard for federal employees and contractors  
 
ISO – International Standards Organization --Details the contactless standards for 
communication   
 
NIST – National Institute of Standards and Technology - Wrote FIPS 201. 
  
PACS – Physical Access Control System  
 
PIV –   Personal Identity Verification  - (Primary goal of FIPS 201 system)  
 
PIV-I – Personal Identity Verification – Interoperable (next generation PIV badges) 
 
SSK – Site Specific Key 



11 
 

 
PKI – Public Key Infrastructure 
 
CMS - Badge Management System – a CMS is responsible for managing smart card token 
content. 
 
CERTIFICATE - A digital representation of information which at least (1) identifies the 
certification authority issuing it, (2) names or identifies its user, (3) contains the user's public 
key, (4) identifies its operational period, and (5) is digitally signed by the certification 
authority issuing it. 
 
Certification Authority (CA) - An authority trusted by one or more users to issue and 
manage X.509 public key certificates and CRLs. 
 
HMAC – Hashed Message Authentication Code - A hash function that uses a key  
 
FICAM - Federal Identity, Credential, and Access Management – (Framework for LOA) 
 
ICAM - Identity, Credential, and Access Management 
 
LOA – level of assurance 
 
SIA-   Security Industry Association - An ANSI-accredited standards-developing organization 
 
OSDP- Open supervised device protocol (developed by SIA) 
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Introduction 

End User License Agreement 

Salient CompleteView™ SOFTWARE LICENSE 
  
1. GRANT OF LICENSE. Salient grants to you the right to use one (1) copy of the Salient 
CompleteView Server SOFTWARE on one (1) computer. Salient grants to you the right to use one (1) 
copy of the Salient CompleteView Client SOFTWARE on any numbers of computers, provided that 
the Salient CompleteView Client is solely used to connect to a Salient CompleteView Server. The 
SOFTWARE is in "use" on a computer when it is loaded into temporary memory (i.e. RAM) or 
installed into permanent memory (e.g. hard disk, CD-ROM or other storage device) of that computer. 
  
2. COPYRIGHT. The SOFTWARE is owned by Salient and/or its licensor(s), if any, and is protected 
by copyright laws and international treaty provisions. Therefore you must treat the SOFTWARE like 
any other copyrighted material (e.g. a book or a musical recording) except that you may either (a) 
make a copy of the SOFTWARE solely for backup or archival purposes or (b) transfer the 
SOFTWARE to a single hard disk provided you keep the original solely for backup purposes. 
  
3. OTHER RESTRICTIONS. You may not rent, lease or sublicense the SOFTWARE but you may 
transfer SOFTWARE and accompanying written materials on a permanent basis provided that you 
retain no copies and the recipient agrees to the terms of this agreement. You may not reverse 
engineer, decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update or has been 
updated, any transfer must include the most recent update and all previous versions. 
  
4. THIRD PARTY Software. The SOFTWARE may contain third party software, which requires 
notices and/or additional terms and conditions. Such required third party software notices and/or 
additional terms and conditions are located in the readme file or other product documentation. By 
accepting this license agreement, you are also accepting the additional terms and conditions, if any, 
set forth therein. 
  
5. TERMINATION. This License is effective until terminated. Your rights under this License will 
terminate automatically without notice from Salient if you fail to comply with any term(s) of this 
License. Upon the termination of this License, you shall cease all use of the SOFTWARE and destroy 
all copies, full or partial, of the SOFTWARE. 
  
6. GOVERNING LAW. This agreement shall be deemed performed in and shall be construed by the 
laws of United States, Texas. 
  
7. DISCLAIMER 
THE SOFTWARE IS DELIVERED AS IS WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK 
AS TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS ASSUMED BY THE 
PURCHASER/THE USER/YOU. Salient Systems Corporation DISCLAIMS ALL WARRANTIES, 
WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND 
NON-INFRINGEMENT, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, 
SPECIFICATION OR SAMPLE WITH RESPECT TO THE SOFTWARE. 
Salient AND/OR ITS LICENSOR(S) SHALL NOT BE LIABLE FOR LOSS OF DATA, LOSS OF 
PRODUCTION, LOSS OF PROFIT, LOSS OF USE, LOSS OF CONTRACTS OR FOR ANY OTHER 
CONSEQUENTIAL, ECONOMIC OR INDIRECT LOSS WHATSOEVER IN RESPECT OF SALE, 
PURCHASE, DELIVERY, USE OR DISPOSITION OF THE SOFTWARE. 
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Salient TOTAL LIABILITY FOR ALL CLAIMS IN ACCORDANCE WITH THE SALE, PURCHASE, 
DELIVERY AND USE OF THE SOFTWARE SHALL NOT EXCEED THE PRICE PAID FOR THE 
SOFTWARE. 

  

Overview 

CompleteView™ is a Digital Video Management System that is comprised of a comprehensive suite of 
client-server software applications designed for operation in a Microsoft Windows environment. 
  
The CompleteView Admin Console is an application that has been designed to allow system 
administrators the ability to monitor and manage the video surveillance system.  You can use this 
application to monitor CompleteView servers for faults and be notified via email when they occur; push 
software updates to one or more CompleteView servers; perform forensic analysis of server logfiles; and 
much more. 
  
  
  

Note:  Admin Console is a feature of CompleteView Pro and CompleteView 
Enterprise.  CompleteView ONE does not include multi-server management features such as Admin 
Console.  For upgrade details and pricing please contact your Salient Integration Partner. 
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Configuration 

Starting the Admin Console 

You may launch the CompleteView Admin Console application by double-clicking on the icon labeled 
Admin Console, as shown below: 
  

 

Start » All Programs » CompleteView » Admin Console 

  
You may also find the Admin Console icon located on your desktop, depending on the following factors: 
  

1. The item "Create Desktop Icon" was selected during the installation of the application. 
2. Windows has been configured to show desktop icons. 

  
The following window will appear after you have started the application: 

 

Adding a Server 

To add a server to the list of those that are monitored, perform the following steps. 
  

1. Launch the Admin Console application. 
2. Select New Server... from the Server menu. You will be presented with the following dialog. 



CompleteView Admin Console Users Manual 

4 

 
3. Add the following information. 

a. Address  –  Enter the hostname or IP address of the server that you wish to monitor. 

b. Username – Enter name of an existing user account on the server. This user must be an 

administrator. 

c. Password – Enter the password for the selected user account. 

d. Administrative Service Port – If you have configured the CompleteView Administrative 

Service with a custom TCP port assignment, enter it here. 

e. Events to Monitor – Check the appropriate boxes for those events that you wish to log. 

f. Alarm Conditions – Events that generate alarm emails.. 

i. Connection Lost – Lost connection to the server. 

ii. Camera Sync Lost – Lost video signal to a camera. 

iii. Volume Offline – A video archive volume has been placed offline. 

iv. Hardware Key Missing – The hardware key is no longer attached to the server 

computer. 

4. Click on the button named OK to add this selection to your list of monitored servers. 

Monitoring Server Status 
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The main application window shows a list of servers that have been added to the current session. The 

health of each server can be determined at a glance, by interpreting the icons and label colors. 

 

 

The Admin Console has successfully connected to the CompleteView Server 
system service on the server. 

 

The Admin Console is attempting to connect to the server. 

 

The Admin Console is not connected to the CompleteView Server system service 

on the server. 

  

Possible Causes 

 The CompleteView Server system service is stopped. 

 The Admin Console is connecting to the incorrect TCP port on the target 

server. 

 The hostname or IP address is incorrect. 

 The username or password is incorrect. 

 The selected user account is not a CompleteView administrator for the 

target server. 

BLACK 
text 

The Admin Console is indicating that the item is performing normally. 

RED 
text 

The Admin Console is indicating that a non-critical error condition exists on the 

server. 

  

To provide assistance in locating the nature of the error condition, the Admin 

Console will also use red text to label the information tab and item where the error 

has occurred. 
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Menus 

File Menu 

The Admin Console allows you to save the contents of your server list in a session file. You can use 
multiple session files to easily group servers that are to be monitored. 
  
Access the session options from the File menu, as shown below. 

 
1. New Session – Creates a new, empty session file. 
2. Open Session... – Opens a previously saved session file. 
3. Save Session – Saves the current session file using the current filename, if assigned. 
4. Save Session As... – Prompts for a new session filename then saves the current session file. 
5. Save and Exit – Saves the current session file, then exits the Admin Console application. 
6. Exit – Exits the Admin Console application. 

Server Menu 

Select the item Server from the main menu of the Admin Console, and the following items will be 
available. You may also right-click any listed server to show the options in a context menu. 

 
1. New Server... – Adds a new server to the server list. 
2. Remove – Deletes the selected server from the server list. 
3. Settings... – Edit the connection properties of the selected server. 
4. Force Reconnect – Forces the Admin Console to reconnect to the selected server. 
5. View Log – Retrieves the log files from the selected server and allows you to filter them for 

different events. 
6. Configure Server – Launches the Server Configuration application and automatically logs in to 

the selected server. 
7. Start Service... – Starts the CompleteView Server system service on the selected computer. 
8. Stop Service... – Stops the CompleteView Server system service on the selected computer. 
9. Push Update... – Launches the remote software update procedure. 



Menus 

7 

Settings Menu 

Select Settings from the main menu of the Admin Console, and the following items will be available. 

 
1. Session Settings... – Opens a dialog where you can specify global session settings, such as 

SMTP mail server settings. 
  

Session Settings 

 
1. Send Email on Alarm Condition – Sends an email to one or more recipients when an alarm 

condition exists, and the CompleteView server has been configured to respond to the alarm. 
a. Recipients – Specify one or more email address separated by commas. 
b. Mail Server (SMTP) – Enter the address of the SMTP mail server that you wish the alarm 

emails to be delivered to. 
2. Authentication – Select this item if your SMTP server requires that you login before you can 

send an email. 
a. Username – Enter the user name of an account that has permission to send email. 
b. Password – Enter the account password. 

3. Sender Name – Enter a name that the email should appear to come from. 
4. Sender Email – Enter the email address that the sent email should appear to come from. 
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Operation 

Info 

This tab contains general information about the selected server. 
  
If the text of an item is colored red, then an alarm condition currently exists. 

 
Server Info 

1. Server Address – The hostname or IP address of the selected server. 
2. Friendly Name – The internal "Friendly Name" of the selected server. 
3. Version – The product version of the CompleteView Server system service. 
4. Hardware Key – Indicates the status of the hardware key. 
5. Connection Status – Indicates if a valid connection exists to the selected server. 

  
System Stats 
Items 1 through 4 can help you determine how Windows is using the memory in the selected computer 
and whether it's accessing virtual memory too much, resulting in bottlenecks. 

1. Physical Memory Available – Total amount of RAM installed in the server computer. 
2. Physical Memory Used – Total amount of RAM currently in use. 
3. Commit Charge Limit – This shows the size of your paging limit. The paging limit is the 

maximum size your virtual memory can be without making changes to its configuration 
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4. Commit Charge Total – This number shows the amount of paged and nonpaged memory used 
by the operating system's kernel. The kernel is the central core of the operating system that does 
most of the background work. 

5. Total System CPU Usage – Shows the total CPU utilization of the selected computer as a 
percentage. 

6. Server CPU Usage – Shows the CPU utilization of the CompleteView Server system service. 

Cameras 

This tab contains information about video sources installed in the selected server. 

 
  

 

Analog Video Source 

 

IP Video Source 

 

Audio Stream is Available 

 

PTZ Controls are Available 

BLACK text Nomal 

RED text Alarm 

DK RED text Unable to reach the IP video source. 

GRAY text Video Source is Disabled 

 

Scheduled Recording 

 

Alarm Event 
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Video Motion Detection Event 

 

Pre-Alarm Recording (Video Buffering) 

 

Scheduled Recording + Video Signal 
Lost 

 

Alarm Event + Video Signal Lost 

 

Video Motion Detection Event + Video 
Signal Lost 

 

Pre-Alarm Recording + Video Signal 
Lost 

 

Video Signal Lost 

  

Volumes 

Volumes 

This tab contains information about the configured video archive volumes for the selected server. 

 

 

Provides a graphical indication of how 
much free space remains on the 
volume 

1. Volume Info 
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a. Status – Indicates whether the volume is online and available for recording, or has been 
placed offline and is unavailable. At least one volume must be online in order for 
archiving of video events to occur. 

b. Total Size – The total size in kilobytes (KB) of the volume. If you are utilizing a quota 
system, the total size generally indicates the total amount of space available to the user, 
rather than the total size of the storage device. 

c. Free Space – The total size in KB that is currently available for archiving video events. 
2. View Volume Contents – Clicking this button retrieves the video archive contents for the 

selected volume and displays them in a new window. 

View Volume Contents 

This window allows you to display and analyze the video archive contents for the volumes in the server. 
  
You may view any item in the Video event list by using your left mouse button to double-click the item. 

 
Video Event Filters 

1. Camera – Limits the displayed video events to those on the selected camera. 
2. Volume – Limits the displayed video events to those on the selected volume. 
3. Date – Limits the displayed video events to those from the selected date. Days that appear in 

boldtext in the calendar contain video events. Note: The Video event list will only show events 
from a single day. 

4. Video Types – Limits the display of video events in the Video list to only the event types that 
have been selected. 

 Scheduled 

 Motion 

 External Alarm 
5. Video Days 

4.  
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a. First – The first date for which video events exist. 
b. Last – The most recent date for which video events exist. 
c. Total – The total number of days for which video events exist. 

5. Video – Displays the video events and details. Note: In the "Size" column, 0MB indicates that the 
video event is less than 1MB in size. 

Events 

This tab shows the log entries that have accumulated since you started the Admin Console. These entries 
are not the server log files. 

 
  

Connections 

This tab contains a list of the currently open connections to the selected server. 
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Remote Software Updates 

Using the Admin Console, it is possible to remotely distribute and apply software updates to each server 
in your enterprise via an IP network. 
  

Push Update 

In order to distribute and apply a software update to your CompleteView servers, you must first perform 
the following simple steps. 
  

1. Obtain the latest CompleteView update from Salient Systems Support (support@salientsys.com 
or 512-617-4802) 

2. Extract the server update binary from the zip file to a directory of your choice. 
3. Launch the Admin Console. 
4. Click on the server that you wish to update. If you would like to select more than one server, hold 

down the CTRL key while clicking on additional servers. 
5. Right-click on one of the selected servers, and the following context menu will appear. 

 
6. Select the menu item named Push Update... 
7. You will next be prompted to locate the server update binary that you extracted from the zip file. 
8. After selecting the file that contains the software that you wish to upgrade to, you will be 

presented with the following dialog. 
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a. Skip Version Check – Selecting this item will cause the update process to ignore the 

installed software version. You will only need to check this item if you wish to reapply a 
software update that is the same software version as the installed product, or are 
attempting to revert to a previous software version. 

b. Update All – Begins the update process for all systems in the server list. 
c. Update Selected – Begins the update process for only the selected systems in the 

server list. 
d. Save All Logs – Saves the update log for all servers in a single ASCII text file. 
e. Save Selected Logs – Saves the update log for only the currently selected servers. 

  
9. Click on the button named Update All to begin the update process. 
10. The status of each update can be obtained by selecting the individual servers. The update log for 

that server will appear in the Log for Selected Server section. 
11. When each update has finished, its completion status will be displayed as an icon that appears to 

the left of the server name as shown below. 
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Introduction 

End User License Agreement 
Salient CompleteView™ SOFTWARE LICENSE 
  
1. GRANT OF LICENSE. Salient grants to you the right to use one (1) copy of the Salient CompleteView 
Server SOFTWARE on one (1) computer. Salient grants to you the right to use one (1) copy of the Salient 
CompleteView Client SOFTWARE on any numbers of computers, provided that the Salient CompleteView 
Client is solely used to connect to a Salient CompleteView Server. The SOFTWARE is in "use" on a 
computer when it is loaded into temporary memory (i.e. RAM) or installed into permanent memory (e.g. 
hard disk, CD-ROM or other storage device) of that computer. 
  
2. COPYRIGHT. The SOFTWARE is owned by Salient and/or its licensor(s), if any, and is protected by 
copyright laws and international treaty provisions. Therefore you must treat the SOFTWARE like any 
other copyrighted material (e.g. a book or a musical recording) except that you may either (a) make a 
copy of the SOFTWARE solely for backup or archival purposes or (b) transfer the SOFTWARE to a single 
hard disk provided you keep the original solely for backup purposes. 
  
3. OTHER RESTRICTIONS. You may not rent, lease or sublicense the SOFTWARE but you may transfer 
SOFTWARE and accompanying written materials on a permanent basis provided that you retain no 
copies and the recipient agrees to the terms of this agreement. You may not reverse engineer, 
decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update or has been updated, any 
transfer must include the most recent update and all previous versions. 
  
4. THIRD PARTY Software. The SOFTWARE may contain third party software, which requires notices 
and/or additional terms and conditions. Such required third party software notices and/or additional terms 
and conditions are located in the readme file or other product documentation. By accepting this license 
agreement, you are also accepting the additional terms and conditions, if any, set forth therein. 
  
5. TERMINATION. This License is effective until terminated. Your rights under this License will terminate 
automatically without notice from Salient if you fail to comply with any term(s) of this License. Upon the 
termination of this License, you shall cease all use of the SOFTWARE and destroy all copies, full or 
partial, of the SOFTWARE. 
  
6. GOVERNING LAW. This agreement shall be deemed performed in and shall be construed by the laws 
of United States, Texas. 
  
7. DISCLAIMER 
THE SOFTWARE IS DELIVERED AS IS WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK AS 
TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS ASSUMED BY THE 
PURCHASER/THE USER/YOU. Salient Systems Corporation DISCLAIMS ALL WARRANTIES, 
WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-
INFRINGEMENT, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR 
SAMPLE WITH RESPECT TO THE SOFTWARE. 
Salient AND/OR ITS LICENSOR(S) SHALL NOT BE LIABLE FOR LOSS OF DATA, LOSS OF 
PRODUCTION, LOSS OF PROFIT, LOSS OF USE, LOSS OF CONTRACTS OR FOR ANY OTHER 
CONSEQUENTIAL, ECONOMIC OR INDIRECT LOSS WHATSOEVER IN RESPECT OF SALE, 
PURCHASE, DELIVERY, USE OR DISPOSITION OF THE SOFTWARE. 
Salient TOTAL LIABILITY FOR ALL CLAIMS IN ACCORDANCE WITH THE SALE, PURCHASE, 
DELIVERY AND USE OF THE SOFTWARE SHALL NOT EXCEED THE PRICE PAID FOR THE 
SOFTWARE. 
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Overview 

CompleteView™ is a Digital Video Management System that is comprised of a comprehensive suite of 
client-server software applications designed for operation in a Microsoft Windows environment. 
  
The CompleteView Alarm Client is an application that has been designed to display video only when an 
alarm condition is present during user-definable time periods.  In addition, the Alarm Client maintains a 
history of the one hundred most recent camera alarms.  You may quickly recall the video for any of these 
alarms, which is then shown in a side-by-side display with live video from the associated camera. 

System Requirements 

Minimum Software Requirements 
  

 Microsoft Windows 2000 / XP / Vista / 7 

 Microsoft DirectX 9.0 or later. 
  
Minimum Hardware Requirements 
  

 Intel Pentium 4 CPU, 2.0 Gigahertz (GHz) or faster. 

 512 Megabytes (MB) of system memory. 

 Connection to a TCP/IP network. 

 A graphics accelerator with a minimum of 32MB of video memory and capable of displaying 800 x 
600 resolution in TrueColor (32-bit). 
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Configuration 

Starting the Alarm Client 

You may launch the CompleteView Alarm Client application by double-clicking on the icon labeled Alarm 
Client, as shown below: 
  

 

Start » All Programs » CompleteView » Alarm Client 

  
You may also find an icon for the Alarm Client located on your desktop, depending on the following 
factors: 
  

1. The item "Create Desktop Icon" was selected during the installation of the application. 
2. Windows has been configured to show desktop icons. 

Menus 

File Menu 

Note:  A Session is the currently loaded list of servers and schedules. 

  
New Session – Create a new, blank session. 
Open Session... – Open a previously saved session. 
Save Session – Save the current session. 
Save Session As... – Save the current session under a different filename or location. 
Save and Exit – Save the current session then exit the Alarm Client. 
Exit – Immediately exit the Alarm Client. 

  

 
  
  

View Menu 

Toolbar – Enables/Disables the button bar.  The icons in the button bar correspond to the icons for 
the menu list items. 
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Status Bar – Enables/disables the status bar. 
Split Vertically – Arranges the main screen components in a vertical orientation. 
Split Horizontally – Arranges the main screen components in a horizontal orientation. 

  

 
  
  

Session Settings Menu 

Server List... –  Opens the Server List configuration dialog. 
Schedule List... –   Opens the monitoring Schedule List configuration dialog. 

  

 

Configuration Steps 

The CompleteView Alarm Client requires a minimal amount of configuration prior to first use. 
  

1. Add a server that you wish to monitor for events to the Server List. 
2. Create a monitoring schedule from the Schedule List. 

  

Note:  If no monitoring schedule exists, the Alarm Client will ask if you wish to automatically 
create and configure one as shown in the following dialog: 
  

 
  

  
3. Assign one or more cameras to a monitoring schedule using the Schedule List. 

  
Once the above steps have been successfully performed, the Alarm Client will begin to automatic log and 
display real-time alarm events. 
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Server List 

To add a server to the Server List, you must open the editor by clicking on the Session Settings->Server 
List menu item. The following dialog will be displayed: 
  

 
  
On the left-hand side of the window are two columns, Address and Friendly Name.  The Address item 
contains the IP address or hostname that the Alarm Client uses to connect to the server.  The Friendly 
Name item is an administrator-configurable name that is displayed to users whenever they must select a 
server from a list. 
  
The following icons are located in a button bar at the bottom of the server listing: 
  

 

 

Add Server 

  
Before you can select a camera from a server, the server must be present in the Server listing.  Click on 
the Add icon to add a new server to the list.  You will be presented with a dialog requesting the following 
information:  Address (the IP address or hostname of the server that you wish to add), Username and 
Password.  Click OK when you have finished entering the information.  The Admin Console will attempt to 
contact the server using the information that you supplied in order to verify the connection and retrieve a 
list of all of the cameras that are available to you. 
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Delete Server 

  
If you are no longer monitoring any cameras from a particular server, you can remove the server from the 
list.  In the server listing, click on the name of the server that you wish to remove.  Next, click on the 
Delete icon.  You will be prompted with a confirmation dialog.  Click OK and the server will be removed 
from the list. 
  
  

 

 

Refresh 

  
The Alarm Client maintains a local cache of camera names that were collected when each server was 
added to the server listing.  If an administrator changes a camera name, you must Refresh the server 
information in order to update the local cache with the latest camera names.  Click on the Refresh icon 
and the Alarm Client will attempt to update the local cache of each server in the server listing. 
  

Server Settings 

This tab displays the information that the Alarm Client uses to connect to the selected server (Address, 
Username, and Password.) 
  

 
  

Cameras 

The left-hand column within the Cameras tab, labeled as '#', contains the camera input number as it 
exists on the server.  The second column indicates the Camera Name associated with each input. 
  
To the right of the camera listing are Camera Settings. Schedule indicates the monitoring schedule that is 
associated with the currently selected camera. Schedule List quickly jumps to the schedule editor so that 
you may create, modify or delete a monitoring schedule. 
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Schedule List 

A monitoring schedule is a list of time periods when the Alarm Client should process alarms and display 
video. 
  
Schedule List contains a listing of all of the monitoring schedules that you have created.  Each monitoring 
schedule can have one or more cameras assigned to it and can also be independently configured to 
display live video at differing frame rates and video compression quality levels. 
  
Selecting Session Settings->Schedule List brings up the following dialog: 
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On the left-hand side of the window is a single column, Schedule, which displays a list of all of the 
monitoring schedules that have been configured. 
  
The following icons are located in a button bar at the bottom of the schedule listing: 
  

 

 

Add Schedule 

  
You must create at least one schedule for the Alarm Client. You can add as many monitoring schedules 
to the system as you like.  In order to lessen the complexity of the scheduling, however, it is 
recommended that you create the minimum number of monitoring schedules that it requires to 
accomplish your monitoring goals. 
  

 

 

Delete Schedule 

  
Permanently removes the selected schedule. 
  

Schedule Settings 

Schedule 

The Name field allows you to change the display name of the currently selected monitoring schedule. 
  
To make changes to time periods for the currently selected monitoring schedule, select the Edit 
button.  The following dialog will appear: 
  

 
  
Select one or more schedule buttons from the Edit Schedule dialog and then use your mouse to select 
the time period(s) in which the alarms will be active.  Select the Erase button to clear alarm monitoring for 
a time period. 
  
Ext. Alarm refers to external dry-contact or software-based alarm inputs.  Motion refers to video motion 
detection performed by the CompleteView Server software. 
  
In the example shown above, both Ext. Alarm and Motion alarm events will cause the Alarm Client to log 
the alarm and display live video for any associated camera during the time periods from 12:00am to 
6:00am and from 6:00pm until 12:00am.  During  the time period of 6:00 am until 6:00pm, where high 
levels of motion are expected, Motion alarm events will be ignored by the Alarm Client. 
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Note:  Alarm Client monitoring schedules have no effect whatsoever on video recording. 

  

Camera Settings 

FPS allows you to specify the number of frames-per-second at which live video will be displayed. 
  

Note:  The maximum number of frames-per-second delivered to the Alarm Client will never 
exceed the rate configured by the administrator on the server.  For example, if you select 30 
FPS in an Alarm Client monitoring schedule, but an administrator has set a maximum of 10 
FPS for each of the cameras on the server, then the Alarm Client will display live video alarms 
at 10 FPS 

  
Quality allows you to specify the image quality for live video from the associated cameras. 
  

Cameras 

The Cameras tab contains a listing of every camera that is available to you.  From this screen, you can 
easily associate one or more cameras with the currently selected monitoring schedule. 
  
The column labeled Schedule, on the right-hand side of the dialog, contains a list of each monitoring 
schedule that you have created.  On the Cameras tab are three columns, Server, Camera Name and 
Schedule Name. 
  

 Server – The server's Friendly Name and [IP address or hostname] 

 Camera Name – The camera name 

 Schedule Name – The name of the monitoring schedule that is currently associated with 
the camera 

  

Associating Cameras with Monitoring Schedules 

To associate a camera with a monitoring schedule, perform the following steps: 
  

1. Click on the monitoring schedule that you wish to assign cameras to. 
2. Click on one or more cameras that you wish to associate with the schedule selected in step 

1.  You can use [SHIFT]-click to select a range of cameras, or [CTRL]-click to independently 
select multiple cameras. 

3. Click on the button labeled Assign Selected Cameras to this Schedule. 
  

Removing Monitoring Schedules from Cameras 

To remove a monitoring schedule association from a camera, perform the following steps: 
  

1. Click on one or more cameras that you wish to remove the monitoring schedule from.  You can 
use [SHIFT]-click to select a range of cameras, or [CTRL]-click to independently select multiple 
cameras. 

2. Click on the button labeled Clear Schedule for Selected Cameras. 
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Operation 

Main Screen 

The primary operational window of the CompleteView Alarm Client is composed of three key sections: the 
Live Alarm Video quadrant, Alarm Event list and Server list. 
  

 
  

  

 Live Alarm Video – Displays live video for cameras that are associated with an active monitoring 
schedule. Video events are displayed in the quadrant using a first-in, first-out (FIFO) 
procedure.  As implemented, the Alarm Client will display the most recently received alarm using 
the position of the oldest currently displayed alarm.  For example, if the oldest currently displayed 
alarm event is in Position 3, when a new alarm event occurs, the live video feed for that position 
will switch to the new camera. 

  

Note: Because the Alarm Client processes live video using a FIFO procedure, cameras will 
normally appear in different quadrant positions. 
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 Alarm Event List – Displays a list of the last 500 alarm events monitored by the Alarm 
Client.  The alarm list is comprised of four columns of data: Time, Camera, Server and 
Description. 

  
Time – The date and time at which the event occurred. 
Camera – The camera name associated with the event. 
Server – The server name on which the camera is located. 
Description – An optional text description of the event. 
  

 Server List – Displays the list of servers that you have added using the Server List configuration 
dialog. The connection status for each server is shown using a colored circle that appears to the 
left of the server name and through message text appearing in the column titled Status.  For the 
graphical indicator, the color of the circle indicates the connection status: 

  
Green – Successfully connected. 
Yellow – Attempting to connect. 
Red – Disconnected. 

Reviewing Alarm Events 

The Alarm Client allows you to quickly recall video for any entry in the Alarm Event list. 
  
Double-click on any event in the Alarm Event list to open a new Alarm Review window.  This window 
displays both the live and recorded video for the camera associated with the alarm event.  If the 
associated camera is capable of being controlled and you have the appropriate permissions, then you will 
also be able to move the camera using a PTZ button panel. 
  
The Alarm Review window is divided into two sections. 
  

 Live Video displays a live video stream from the camera associated with the alarm event.  The 
panel also contains a button bar for PTZ control located underneath the video window. 

 Recorded Video displays a video stream containing the video recorded during the alarm 
event.  The panel also contains a button bar for playback control located underneath the video 
window as well as  a button bar for PTZ control located underneath the video window.. 
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Note: For PTZ to operate a fixed camera in the Live Video window, the camera must be 
configured as a PTZ camera using the 'Digital' protocol (please reference the Administrator's 
Manual for setup instructions).  Digital PTZ controls will function for recorded video on any 
camera, even if the camera is not configured as a PTZ camera using the 'Digital' protocol. 
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Introduction 

System Requirements 

• Operating Systems: Windows XP Professional, Windows 7 Professional or Ultimate, or Windows 
Vista 
• Core 2 Duo 2.0 Ghz or higher 
• 2 GB RAM or higher 
• Video Card w/ 256 MB RAM or higher 
• 10/100/1000 Ethernet Controller 
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End User License Agreement 

Salient CompleteView™ SOFTWARE LICENSE 
  
1. GRANT OF LICENSE. Salient grants to you the right to use one (1) copy of the Salient 
CompleteView Server SOFTWARE on one (1) computer. Salient grants to you the right to use one (1) 
copy of the Salient CompleteView Client SOFTWARE on any numbers of computers, provided that 
the Salient CompleteView Client is solely used to connect to a Salient CompleteView Server. The 
SOFTWARE is in "use" on a computer when it is loaded into temporary memory (i.e. RAM) or 
installed into permanent memory (e.g. hard disk, CD-ROM or other storage device) of that computer. 
  
2. COPYRIGHT. The SOFTWARE is owned by Salient and/or its licensor(s), if any, and is protected 
by copyright laws and international treaty provisions. Therefore you must treat the SOFTWARE like 
any other copyrighted material (e.g. a book or a musical recording) except that you may either (a) 
make a copy of the SOFTWARE solely for backup or archival purposes or (b) transfer the 
SOFTWARE to a single hard disk provided you keep the original solely for backup purposes. 
  
3. OTHER RESTRICTIONS. You may not rent, lease or sublicense the SOFTWARE but you may 
transfer SOFTWARE and accompanying written materials on a permanent basis provided that you 
retain no copies and the recipient agrees to the terms of this agreement. You may not reverse 
engineer, decompile, or disassemble the SOFTWARE. If the SOFTWARE is an update or has been 
updated, any transfer must include the most recent update and all previous versions. 
  
4. THIRD PARTY Software. The SOFTWARE may contain third party software, which requires 
notices and/or additional terms and conditions. Such required third party software notices and/or 
additional terms and conditions are located in the readme file or other product documentation. By 
accepting this license agreement, you are also accepting the additional terms and conditions, if any, 
set forth therein. 
  
5. TERMINATION. This License is effective until terminated. Your rights under this License will 
terminate automatically without notice from Salient if you fail to comply with any term(s) of this 
License. Upon the termination of this License, you shall cease all use of the SOFTWARE and destroy 
all copies, full or partial, of the SOFTWARE. 
  
6. GOVERNING LAW. This agreement shall be deemed performed in and shall be construed by the 
laws of United States, Texas. 
  
7. DISCLAIMER 
THE SOFTWARE IS DELIVERED AS IS WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK 
AS TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS ASSUMED BY THE 
PURCHASER/THE USER/YOU. Salient Systems Corporation DISCLAIMS ALL WARRANTIES, 
WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND 
NON-INFRINGEMENT, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, 
SPECIFICATION OR SAMPLE WITH RESPECT TO THE SOFTWARE. 
Salient AND/OR ITS LICENSOR(S) SHALL NOT BE LIABLE FOR LOSS OF DATA, LOSS OF 
PRODUCTION, LOSS OF PROFIT, LOSS OF USE, LOSS OF CONTRACTS OR FOR ANY OTHER 
CONSEQUENTIAL, ECONOMIC OR INDIRECT LOSS WHATSOEVER IN RESPECT OF SALE, 
PURCHASE, DELIVERY, USE OR DISPOSITION OF THE SOFTWARE. 
Salient TOTAL LIABILITY FOR ALL CLAIMS IN ACCORDANCE WITH THE SALE, PURCHASE, 
DELIVERY AND USE OF THE SOFTWARE SHALL NOT EXCEED THE PRICE PAID FOR THE 
SOFTWARE. 
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Operation 

Getting Started 

Starting the CompleteView Client 

You may launch the CompleteView Client application by double-clicking on the icon labeled Client, as 
shown below: 
  

 

Start » All Programs » CompleteView » Video Client 

  
You may also find the Video Client icon located on your desktop, depending on the following factors: 
  

1. The item "Create Desktop Icon" was selected during the installation of the application. 
2. Windows has been configured to show desktop icons. 
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Logging In to the CompleteView Client 

The Login Dialog 

To log in to the CompleteView Client application, you must enter the user name and password that has 
been assigned to you by an administrator of the Video Management System. 
  

Note: The user name and password are case-sensitive. 

  
  

 
  

1. Username — Enter your user name. 
2. Password — Enter your password. 
3. Auto-logon — Check this box if you wish to bypass the login dialog whenever you launch the 

client application.  The next time that you launch the client, it will automatically login using the 
user name and password that were present when you selected the auto-logon feature. 

  

Note: To turn off auto-logon, click the task button labeled "logoff" from the main application 
screen.  This will return you to the login dialog, where you may un-check the auto-logon box. 

  
4. Use Configuration Server — If your administrator has supplied you with the IP address or 

hostname of a configuration server, enter it here.  The configuration server is a centralized 
database containing your personalized camera view layouts. 

5. Check for New Client Version — If you are using a configuration server, check this box to 
automatically check for program updates whenever you login. 

  

Note: CompleteView ONE client software is updated manually. 

  
  
When you click on the button named "OK", the Client application will contact the configuration server (if 
selected) in order to download your camera viewing layouts and check for program updates.  After it has 
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retrieved your layouts, the application will prompt you if an updated version of the client application has 
been found.  Lastly, the client application attempts to contact each video server in order to obtain the 
latest camera names. 
  

Client Application Update 

If a program update was found, select "Yes" when prompted to download the updated version of the client 
application.  The entire update process may take from as little as a few moments to as long as several 
minutes, depending on the network bandwidth that is available to you at the time you begin the update 
process. 
  
  

 
  
Once the client application update has finished, you will be returned to the login dialog. 
  

Contacting Video Servers 

Prior to showing the main application screen, the client attempts to contact each video server, as shown 
below: 
  

 
  
The colored dot to the left of each video server indicates the connection status for that server.  You may 
cancel the connection process at any time by clicking on the application exit (X) icon in the upper right-
hand corner of the connection dialog. 

  

 Green indicates a successful connection. 

 Yellow indicates a connection in progress. 

 Red indicates a failed connection. 
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Application Overview 

Once you have successfully logged into the CompleteView Client application, you will be presented with 
the primary graphical user interface.  From this screen, you will be able to perform the following functions: 
  

 Switch among live camera view layouts that have been configured by an administrator for your 
use. 

 Create custom live camera view layouts. 

 Enable/disable automatic switching of live camera view layouts. 

 Monitor the recording status of each camera on a live camera view layout. 

 Move pan-tilt-zoom capable cameras that you have the permission to control. 

 Listen to a live audio feed that is associated with a particular camera. 

 Search for recorded video events. 

 Search for motion within recorded video events (SmartSearch). 

 Easily export video events to a standard .AVI file format on a variety of media, including: 

 Export to file. 

 Export to recordable CD or DVD data discs. 

 Export still images taken from recorded video events as standard .BMP or .JPG files. 

 Print annotated still images taken from recorded video events. 

 Perform time-synchronized playback of recorded video events on up to four simultaneous video 
sources.  

  

 

 

Main Screen 
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Keyboard Shortcuts 

Full-screen mode causes the view layout to be scaled to fit your monitor.  The graphical user interface 
('GUI') will be hidden from view.  Use the following keyboard shortcuts to control the Client application. 
  

F11 Enables / Disables full-screen mode. 

ESC Exits full-screen mode. (alternative to F11) 



TAB 
Selects the next video source. 



SHIFT+TAB 
Selects the previous video source. 

 Selects the previous view layout. 

 Selects the next view layout. 

ENTER Causes the currently selected video source to fill the screen.  Press again to return to 
the original view layout. 

  

Enlarging a Live Video Source 

You may easily enlarge a live camera to VGA resolution by double-clicking on the video source.  Double-
click on the live camera view a second time to return to the original size. 
  

File Menu 

The File Menu contains two items: 
  

 
  

1. Log out  —  Logs the current user out of the Client application. 
2. Exit  —  Exits the Client application. 

  

View Menu 

The View Menu consists of the following items: 
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1. Toolbar  —  Enables/disables the horizontal toolbar. 
2. Status Bar  —  Enables/disables the status bar located at the bottom of the Client window. 
3. Navigation Pane  —  Enables/disables the Tree View. 
4. Live View Mode  —  Selects Live View. 
5. Playback Mode  —  Selects Playback. 
6. Multi Playback Mode  —  Selects Multi Playback. 
7. Sequence Views  —  Enables/disables view layout sequencing. 
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Live View 

Live View Controls 

Toolbar 

The toolbar is used for changing view layouts, enabling and disabling view layout sequencing, entering 
into playback and multi-channel playback modes, and for opening the pan-tilt-zoom control panel.  In 
addition, you may logout of or exit the CompleteView Client application. 
  

 

 

Toolbar 

  
1. Tree View — Enables/disables the tree view. 
2. View Name — Allows you to select a live view layout.  The icon to the left of the name of the view 

layout indicates the number, size and position of video sources on the view layout. 
3. Sequence — Enables automatic switching between live view layouts. 

  

Note: In order to utilize sequencing, your administrator must first enable this function for each 
view layout to be included in the sequence. The administrator must also configure the length of 
time to pause on each view layout in the sequence. 

  
4. Title Bar - Enables/Disables overlay of title bars on video windows. 
5. Live View — Enables viewing of live video. 
6. Playback — Enables viewing of archived video. 
7. Multi Playback — Enables viewing of archived video for multiple video sources. 

Automatic Switching Between View Layouts 

Automatic switching between live video view layouts is also referred to as "sequencing."  To enable 
sequencing, find and click on the button labeled "Sequence" that is located on the toolbar. 
  

 

 

View layout sequencing is enabled. 

 

View layout sequencing is disabled. 

Title Bar 

The Title Bar contains camera name and status information. 
  

 

 

Titled Bars are enabled. 

 

Titled Bars are disabled.  Camera status is 
shown as a border around the viewing window. 
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Tree View 

The tree view is used for selecting view layouts, creating custom view layouts and selecting individual 
cameras. 
  

 

 

Tree View 

Zones/Sites 

Select the Site or Zone containing the view layouts and maps you wish to use.  Sites and Zones allow the 
administrator to organize view layouts and maps.  
  
  

 
  
  

Note: Sites and Zones is a feature of CompleteView Enterprise.  If you do not have 
CompleteView Enterprise contact your Salient reseller for upgrade details. 
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Views 

Select the view layout you wish to use from Views or Custom Views lists. 
  

 
  
You may also select view layouts from the toolbar.  To select a view layout, find the down-arrow located 
on the left side of the toolbar.  When you click on the down-arrow, a list of available live view layouts will 
appear.  Click on the name of the view layout that you wish to select. 
  

 

Custom Views 

Lists view layouts that have been created by you. 
  

Creating a Custom View 

1. Right-click on the tree item named "Custom Views".  The following context menu will 
appear: 

  

 
  

2. Click on the item named "Create".  The following dialog window will appear: 
  

 
  

3. Enter a name that is meaningful to you in the field titled "View Name". 
4. Select a view layout template. 
5. Click 'OK'. 
6. A custom view layout will now be available under the "Custom Views" tree item, using the 

name that you provided in step 3. 
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Populating a Custom View with Live Video 

Adding live video to your custom view layout is a simple process. 
  

1. Expand a server in the "Servers" tree item. 
2. Click on a camera in the list. 
3. Without releasing the mouse button, drag the camera onto the view layout in the position 

that you wish it to appear. 
4. Release the mouse button when the camera is in the desired position. 

  

Maps 

Lists all maps that you have access to.  Click on a map under the 'Maps' object to access that map. 

 
  

You may also select maps from the toolbar.  To select a map, find the down-arrow located on the left side 
of the toolbar.  When you click on the down-arrow, a list of available live view layouts and maps will 
appear.  Click on the name of the maps that you wish to select. 
  

 

Servers 

Lists all servers to which you have access.  When you expand the node for a specific server, a list is 
displayed of every camera on that server to which you have access. 
  

Note: When connected to a CompleteView ONE multiple server can be connected in a single 
client session, however cameras from multiple servers cannot be viewed simultaneously in a 
single view layout. 
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Quick Selection of Cameras 

To select a single camera for display, click on the camera name in the tree view.  The currently 
selected view layout will change to a single-camera view layout populated with the camera that you 
selected. 
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Pan Tilt & Zoom Control 

Certain camera models are capable of being controlled on one or more axes.  The most prevalent of 
these are more commonly referred to as 'PTZ' cameras.  The term PTZ refers to the three axes that are 
capable of being controlled — pan, tilt and zoom.  In addition to being able to control the field of view, 
these cameras often offer additional control mechanisms, such as opening and closing of the camera iris, 
changing the focal length (focus in and out), and the ability to store one or more  'preset' 
locations.  Presets allow you to store the current position settings within the camera itself for easy recall at 
a later time. 
  
Additionally, CompleteView includes the ability to digitally control fixed cameras.  Fixed cameras can only 
be controlled when the administrator has configured the camera as a PTZ camera. 
  
If a video source is configured as a controllable camera, you will see the following icon in the video 
source information bar: 
  

 

—  Indicates that a video source is a controllable camera 

  

Note:  In order to control a camera, your administrator must first have granted you the 
appropriate access. 

  

PTZ Control Bar 

  

 
  
  
  

 

PTZ Control Buttons: Each button will move the camera 

incrementally in the direction clicked. 

 

Virtual Joystick:  When selected the PTZ Contol Buttons will be 

changed to the Virtual Joystick Control (see below) 

 

Virtual Joystick Control: This control will simulate a real 

joystick.  Left click and drag the center circle in the direction you 

wish to move the camera.  The further from the center the center 

circle is move the faster the camera will move in that direction. 

 

Auto Focus: enables automatic focus function on the selected 

camera.  This function does not apply to fixed cameras 

configured as digital PTZ cameras. 

 

Auto Iris: Enables automatic iris control on the selected 

camera.  This function does not apply to fixed cameras 
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configured as digital PTZ cameras. 

 

Zoom: Incrementally changes the zoom level of the camera. 

 

Focus: Manually adjusts the focus of the selected camera 

incrementally.  This function does not apply to fixed cameras 

configured as digital PTZ cameras. 

 

Iris: Manually adjusts the iris of the selected camera 

incrementally.  This function does not apply to fixed cameras 

configured as digital PTZ cameras. 

 

Preset: Changes the preset number to be controlled.  Use the 

Show and Set buttons to control the preset number selected. 

 

Show: Moves the camera to the selected preset number. 

 

Set: Sets the current camera position to the selected preset 

number. 

 

Tour: Enables an administrator-configured preset tour (if 

configured). 

 

Monitor: When a  PTZ camera is controlled through a Pelco 

ACSII compatible matrix switch this sets the monitor associated 

with the camera.  This function does not apply to fixed cameras 

configured as digital PTZ cameras. 

 

PTZ Speed: Sets the speed of the camera movement. 

  
  

Note:  In order to control a digital PTZ camera, you must first use the zoom control to zoom 
into the image.  The Pan and Tilt controls will allow you to move to the edges of the camera's 
field of view. 

  
USB Joystick Control 
  
Any USB joystick can be used  to control a PTZ capable camera using Video Client. 
  

Immervision Panomorph Lens Support 
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Immervision lens functionality can be accessed by right-clicking on a video window of a camera 
configured for Immervision support (see Administrators Manual for setup details). 
  
PTZ View 
  

 
  
PTZ View is the default viewing mode for an Immervision configured camera.  Left click and drag will 
rotate the image in the direction the mouse is dragged.  Right click and drag left will zoom in 
digitally.  Right click and drag right will zoom out. 
  
Quad View 
  

 
  
Choosing Quad View from the right-click menu will split the camera display window into four sections 
which can be independently panned and zoomed to different areas of the camera's field of view.  Each 
quadrant is independently movable and is controlled in the same way as PTZ View is controlled. Left click 
and drag will rotate the image in the direction the mouse is dragged.  Right click and drag left will zoom in 
digitally.  Right click and drag right will zoom out. 
  
Perimeter View 
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Choosing Perimeter View will split the video windows into a top and bottom section corresponding to the 
top and bottom of the field of view.  Left click and drag right or left to move the perimeter view to the right 
and left. 
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Camera Status 

Information regarding camera status is shown within the title bar for each individual video source. 
  

 

 

Live Video Source 

  
At the top of each video source is an title bar.  This bar contains the following camera status information 
(left to right): 
  

 Friendly Name — Video sources may be labeled by the administrator to correspond to a 
cameras physical location (example: 'Building II, Front Entrance', the camera "view" (example: 
'Building Entrance'), or a combination of both.  This is known as the friendly name of the video 
source. 

 (Server Friendly Name) — Like the video source friendly name, the server friendly name is 
configured by the administrator, and is shown bracketed by parenthesis.  The server friendly 
name will generally refer to a physical location (example: Building I, Server I) or follow an internal 
naming convention. 

 [IP Address or host name] — The actual IP address or host name of the server is shown 
between the square brackets. 

 Audio Status — If audio is available for the video source, you will see one of two icons, as 
shown below.  Clicking on the audio icon switches between mute and listen. 

  

 

Indicates that audio is available for this video source, but is currently muted. 

 

Indicates that audio is available for this video source and is currently enabled. 

  

 Pan-Tilt-Zoom — 
  

 

Indicates that this is a controllable video source.  Your administrator must have granted you the 
appropriate permissions in order for you to control the camera. 

  

 Recording Status — The current recording status of the video source is indicated by a square 
icon located to the far right of the information bar.  The color of the square changes based on 
what type of recording is currently occurring. 

  

N/A No recording is occurring. 
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Scheduled recording is active and the system is continuously recording video. 

 

Motion is occurring in one or more motion zones and the system is recording the video as a 
motion event. 

 

An external alarm is active and the system is recording the video as an alarm event. 

 

Pre-alarm recording has been enabled and is currently active.  The system will record up to 
two minutes of video prior to the start of a motion or alarm event. 

 

The video signal has been lost or the camera is unreachable.  The system is not recording 
video, even if it has been configured to do so! 

 

... and scheduled recording is currently active. 

 

... and motion has been detected. 

 

... and an external alarm is active. 

 

... and pre-alarm recording has been enabled and is currently active. 

  

Note: When the title bar is disabled, the video window will have a border when motion or an 
alarm event occurs on the associated camera.  The border will be either red or yellow to 
correspond to the event type. 
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Quick Review 

To quickly access video events for review, right-click on the live video window for the camera that you 
wish to review.  A "context-menu" will appear, as shown below: 
  

 

Live Video Source with Context Menu 

  
1. Search Video — Switches to "playback" mode with the current server and camera pre-

selected. 
2. Quick Review — Opens a new window with recently recorded video from the previous: 

a. 30 Seconds 
b. 1 Minute 
c. 2 Minutes 
d. 3 Minutes 
e. 5 Minutes 
f. 10 Minutes 

3. Frame Rate — Allows you to set the frame rate for the current camera from among the 
following choices: 

a. 1 FPS 
b. 4 FPS 
c. 8 FPS 
d. 15 FPS 
e. 30 FPS 

  

Note:  The maximum number of frames-per-second delivered to the Video Client will never 
exceed the rate configured by the administrator on the server.  For example, if you select 30 
FPS in step 3, but an administrator has set a maximum of 10 FPS on the server for that 
camera, then the Video Client will only display live video at 10 FPS. 

  
4. Reconnect — Initiates a reconnection attempt between the client application and the video 

management server for the current camera. 
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Map View 

View camera locations on a series of hyperlinked maps.  To access maps which have been loaded and 
configured by the CompleteView administrator expand the 'maps' item in the Tree View and click on the 
map you wish to start on.  
  

 
 Tree View with a map selected  

This will display the selected map as shown below.  

 
Video Client, displaying the selected map 
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Map Icons & Controls 

Displayed on the map are icons representing camera locations and other maps.  The camera icons 
additionally have cones which represent the field-of-view of the associated camera.  Additionally the field-
of-view cones change color dynamically to indicate recording status, activity and camera status as 
indicated below. 
  

 

Map Link - Links to another map.  Doubleclick the map icon to switch to the 
associated map. 

 

Camera Icon - Represents a camera position on the map.  The camera icon will 
have a field-of-view cone which is configured by the CompleteView 
administrator.  The cone will change colors dynamically to indicate status. 

 

....Indicates motion was detected on the camera. 

 

....Indicates scheduled recording is active on the associated camera. 

 

...Indicates an external alarm associated with the camera has triggered 
recording. 

 

...Indicates a pre-alarm buffer  is active on the associated camera. 

 

...Indicates no activity on the associated camera. 

 

...Indicates there is no video from the associated camera,  This could be 
no communication with an IP camera or a sync loss with an analog 
camera. 
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Map Control Panel 

To control the zoom level and display settings use the Map Control Panel located below the map. 
  

 
Map Control Panel 

  

 

Zoom In - Click to zoom in on the map. 

 

Zoom Out - Click to zoom the map out. 

 

Zoom Level - Drop down to select zoom level.  100% corresponds to the 
original size of the image imported as a map.  Zoom levels range from 
10% of the original size to 200%.  Choose 'Scale to Fit' to fit the entire 
map into the viewing area. 

 

Icon label On/Off - Enables/Disables the display of map and camera icon 
labels 
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Playback 

Event Review 

Overview 

The CompleteView Client's Playback mode is comprised of several different functions: 
  

 Video Event Search by Date. 

 Video Event Search by Date using Video Motion Detection (Smart Search). 

 Video Event Export 

 Still Image Export 

 Video Event Review 
  

 

 

Playback Interface 

  

Search Panel 

The Search Panel allows you to search for video events in several ways.  The results of each search that 
you perform are displayed in the Results list, and can be filtered using three criteria: Show Scheduled, 
Show Motion, Show Alarm.  The Queue tab allows you to select one or more video events for export. 
  



Operation 

25 

 

 

Search Panel - Search Tab 
 

 

 

Search Panel - Queue Tab 
 

  

Playback Panel 

When you select an event displayed in the results list for further review, the video will be displayed in the 
Playback Panel.  This panel consists of the Video window, Time slider, Playback toolbar, and Export 
buttons. 
  

 

 

Playback Panel 
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Date Search 

Perform the following steps to begin a video event search by date. 
  

 

 

Search Controls 

  
1. From the Server drop-down list, select the appropriate Server for the camera that you wish 

search. 
2. From the Camera drop-down list, select the camera that you wish to search. 
3. Using the Date Search pop-up calendar, select the date on which the event occurred. 
4. The Results list will be filled with video events that match the criteria that you entered above. 

  

Event Review 

To review a video event, double-click on the event in the results list.  The video will begin to play in the 
Playback Panel. 
  

 

 

Results List 

  

Filtering Results 

By default, the results list displays all of the archived video events for the selected day.  You can filter 
these results by recording type, as shown below. 
  

 

 

Results List Filters 
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Smart Search 

First Steps 

Smart Search allows you to search for motion within video events. Perform the following steps to begin a 
Smart Search. 
  

 

 

Smart Search Controls 

  
1. From the Server drop-down list, select the appropriate Server for the camera that you wish 

search. 
2. From the Camera drop-down list, select the camera that you wish to search. 
3. Select Smart Search. 
4. To begin the search, click on the button labeled Search. 

  

Smart Search Wizard 

You should now see the first screen in the Smart Search wizard.  Follow the instructions displayed on 
your screen to perform the search. 
  

 

 

Smart Search - Step 1 
 

 

 

Smart Search - Step 2 
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Smart Search - Step 3 
 

 

 

Smart Search - Results 
 

  

Note: As soon as you press the Finish button in step 3, the system will begin searching for 
video events.  Entries are displayed as they are found.  Smart Search can be a lengthy 
process, depending on the time period involved and the resulting amount of video that must be 
searched through.  You can cancel a Smart Search at any time by clicking on the button 
labeled Stop.  The search will terminate immediately. All entries currently in the results list 
will remain until your next search. 
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Event Playback 

Once you have selected a video event for review, it will appear in the Playback Panel. 
  

 

 

Playback Panel 

  
Located immediately below the video window is the playback control toolbar. 
  

 

Seek Bar - Changes position within the current 
video event. The time and date for the current 
position are displayed to the right of the seek bar. 

 

Play - Plays the current video event to the end and 
then stops. 

 

Play Sequential - Plays each video event in the 
results list from the current selection onwards, and 
then stops. 

 

Stop - Stops playback. 

 

Jump to Beginning - Moves position backwards to 
the beginning of the current video event. 

 

Step Backward - Moves position backwards in the 
current video event by a single frame. 

 

Step Forward - Moves position forwards in the 
current video event by a single frame. 
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Jump to End - Moves position forwards to the end 
of the current video event. 

 

Previous Event - Loads the previous event in the 
results list. 

 

Next Event - Loads the next event in the results list. 

 

Speed - Changes the playback speed of the current 
video event. 

 

Export Video - Exports the current video event. 

 

Take Snapshot - Creates a still image from the 
current position of the current video event. 

  

Digital PTZ controls 

Any video clip may be controlled using the digital PTZ controls, even if the camera being reviewed is not 
configured as a PTZ camera.   
  

Note:  In order to Pan and Tilt within the recording, you must first use the zoom control to 
zoom into the clip.  The Pan and Tilt controls will allow you to move to the edges of the original 
video clip. 

  
  

 

PTZ Control Buttons: Each button will move the camera 

incrementally in the direction clicked. 

 

Virtual Joystick:  When selected the PTZ Control 

Buttons will be changed to the Virtual Joystick Control 

(see below) 

 

Virtual Joystick Control: This control will simulate a real 

joystick.  Left click and drag the center circle in the 

direction you wish to move the camera.  The further from 

the center the center circle is move the faster the camera 

will move in that direction. 

 

Zoom: Incrementally changes the zoom level of the 

camera. 

 

Preset: Changes the preset number to be controlled.  Use 

the Show and Set buttons to control the preset number 

selected. 

 

Show: Moves the camera to the selected preset number. 

 

PTZ Speed: Sets the speed of the camera movement. 
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Video Event Export 

Single Event Export 

The CompleteView Client provides you with several ways to easily export video events from video servers 
to your PC. 
  

 File — Exports a video event to an industry-standard AVI formatted file in your choice of 
locations. 

 CD/DVD — Exports a video event to a CD-recordable or DVD-recordable data-format disc.  Your 
computer must be equipped with a CD-recordable or DVD-recordable disc drive in order to utilize 
this feature. 

 Export Queue — Adds the video event to an export queue.  The contents of the export queue 
can be transferred to a CD-recordable or DVD-recordable data disc at a later time. 

  

Note:  Video event DVD discs are created in DVD-data format.  DVD-data discs can only be 
read on personal computers equipped with a DVD-ROM or DVD-recordable drive.  DVD-data 
discs will not function in DVD-video devices, such as DVD players that are connected to 
televisions. 

  
  

1. Switch to Playback mode. 
2. Perform a Date Search or Smart Search. 
3. Review video events. 
4. When you find a video event that you wish to export, stop video playback. 
5. Click the button labeled Export Video. 
6. Select from among the following export methods:. 
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Export Destination 

Export Video to File on Disk 

Exports the current video event from the video server to an AVI file in the location of your choice. 
  

1. If the Clip Length is set to Export Part of the Clip, then you must first select the start and 
end times for the exported video clip. 

2. Browse to the location that you want to export the video event to. 
  

 
  

3. Enter a name for the exported video event in the File name field. 
4. Click Save to finish. 

  

Export Video to CD/DVD Now 

If you have chosen to "Export Video to CD/DVD Now", then you must complete a few additional 
steps to create the CD-recordable or DVD-recordable data disc. 
  

1. If the Clip Length is set to Export Part of the Clip, then you must first select the start and 
end times for the exported video clip. 

2. Provide a name for the video clip.  This will be used in conjunction with the camera name 
to create the filename for the video event. 

  

 
  

3. Select the CD/DVD drive that you wish to record to. 
4. Provide a Label (volume name) for the recordable media. 
5. If you do not want to add additional video events to this recordable disc in the future, then 

make certain that "Close Disk" is checked.  Otherwise, leave it un-checked and you will 
be able to add video events to the same disc at a later time. 

6. If you wish to include a video player application with the exported video event, then check 
the box titled Include Standalone Video Player. 

7. Click the button labeled Burn when you are ready to create the disc. 
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Note:  If you are generating a video event disc for evidentiary or law enforcement purposes, it 
is generally advisable to include the standalone video player when creating the disc.  In most 
cases, the video events can easily be played back by using Windows Media Player.  For some 
PC's, however, the standalone video player is necessary in order to playback the video clip 
without requiring the installation of third-party software. 

  
8. If there is not a recordable disc in the selected disc drive, then the computer will 

automatically eject the drive tray and prompt you to insert a blank (or previously recorded 
to, but left 'open') disc. 

  

 
  

9. When the disc has been successfully recorded, you will be returned to the CD/DVD 
Burning dialog.  Click on Burn again to create another copy of the disc.  Otherwise, click 
the button labeled Exit to go back to the CompleteView Client application. 

  

Add Video to Queue for CD/DVD Burning Later 

If you want to create a disc with multiple video events, then you must first add the events to the 
export queue.  After you have added all of the desired video events to the queue, then you will be 
able to use the queue manager to create a video event disc. 

  

Clip Length 

Export Entire Clip 

This option exports the entire time period for the currently selected video event. 
  

Export Part of the Clip 

This option enables you to export only the time period of a video event that is of interest to you. 
  

1. Select the Start Time using the seek bar.  This is what the export process will use as the 
beginning time for the exported video event. 
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2. Select the End Time using the seek bar.  This is what the export process will use as the 
ending time for the exported video event. 

  

 
  

3. Click Finish to proceed. 
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Multiple Event Export 

You can easily export multiple video events in a single operation. 
  
First, select the events that you wish to export. 
  

 For individual, non-contiguous events, hold down the [CTRL] key while clicking on each event in 
the results list that you wish to export. 

 To add a range of contiguous events, click on the first event in the results list that you wish to 
export.  While holding down the [SHIFT] key, click on the last event that you wish to export. 

  
Next, right-click on any of the video events that you selected.  The following menu will appear: 
  

 

 

Results Context-menu 

  
1. Add to Queue  —  Adds all of the selected video events to the export queue. 
2. Export to Disk...  —  Performs an immediate export to file operation for all of the selected video 

events. 
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Export Queue 

The Export Queue is a temporary list of video events created by the user.  It is used to export multiple 
video events in a single operation.  These video events can be from any camera on any server to which 
you have access.  In addition, the events can be from a single day, multiple days, or a span of days. 
  

 

 

Export Queue 

  
Each entry in the queue contains the following data: 
  

 Camera name 

 Estimated file size 

 Server name 

 IP address or hostname 

 Starting date and time 

 Ending date and time 
  

Exporting to CD/DVD 

1. Select the events that you wish to export. 
  

 For individual, non-contiguous events, hold down the [CTRL] key while clicking on each 
event in the Export Queue that you wish to export. 

 To add a range of contiguous events, click on the first event in the Export Queue that you 
wish to export.  While holding down the [SHIFT] key, click on the last event that you wish 
to export. 
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2. Click on the button titled Burn to CD/DVD. 
  

 
  

3. Click on the button labeled Burn Selected. 
4. Refer to Single Event Export for additional information regarding the CD/DVD burning interface. 
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Exporting Still Images 

You can easily export a single still image taken from the current position within the currently selected 
video event.  The still image can be saved to your local disk as a JPEG or BMP file.  Additionally, you can 
print the still image, along with annotations. 
  
  

1. Switch to Playback mode. 
2. Perform a Date Search or Smart Search. 
3. Review video events. 
4. When you find an image that you wish to export, stop video playback. 
5. Use the Step Forward and Step Backward buttons refine your selection. 
6. When you have determined the exact image that you wish to export, click the button labeled Take 

Snapshot. 
  

 
  

7. Save or print the image 
a. Save BMP — Saves the snapshot to a BMP image file. 
b. Save JPEG — Saves the snapshot to a JPEG image file. 
c. Print — Prints the image. 
d. Full Frame — Resets the zoom level to 100%. 
e. Smooth Zoom — Reduces the appearance of  within zoomed-in images. 
f. Override Printer Driver — Uses a more accurate, though slower, method of printing. 

  

Note:  Saving a zoomed-in snapshot to an image file will save the entire image.  Printing a zoomed-
in snapshot will print only the zoomed portion of the image. 
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Multi Playback 

Multi-channel Event Review 

Overview 

The Multi Playback mode is comprised of several different functions: 
  

 Time-synchronized Event Playback from up to 4 Simultaneous Video Sources 

 Graphical Display of Video Events 

 Video Event Export 

 Still Image Export 

 Video Event Review 
  

 

 

Multi Playback 
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Event Playback 

Multi Playback consists of a Quad Video Panel, an Event Timeline View, and a Multi Playback Control 
Toolbar 
  

Quad Video Panel 

Select the Server and the Camera for each position in the quad video panel that you wish to populate with 
video. 
  

 

 

Quad Video Panel 

  

Event Timeline View 

Event video is displayed in a graphical, time-oriented view for each of the quad video positions. 
  

 

 

Event Timeline View - Empty 

  
1. Select one or more cameras in the quad video panel. 
2. Select the Date that you wish to display video for. 
3. Video events will be displayed using the same color schema present in live video monitoring. 

a. Red - video motion detection event 
b. Yellow - external alarm event 
c. Green - scheduled (continuous) recording 
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Event Timeline View - With events 

  
4. Click the left mouse button on an area of interest.  The position bar will automatically snap to the 

location within a few seconds. 

Multi Playback Control Toolbar 

The playback control toolbar is located immediately below the event timeline view. 
  

 

 

Multi Playback Control Toolbar 

  
 

 

Play - Starts playback for all quad positions. 

 

Stop - Stops playback for all quad positions. 

 

Jump to Beginning - Moves position 
backwards to the beginning of the current video 
event. 

 

Step Backward - Moves position backwards in 
the current video event by a single frame. 

 

Step Forward - Moves position forwards in the 
current video event by a single frame. 

 

Jump to End - Moves position forwards to the 
end of the current video event. 

 

Speed - Changes the playback speed for all 
quad positions. 

 

Export Video - Exports the video event from 
the currently selected quad position. 

 

Take Snapshot - Creates a still image from the 
current position of the video event in the 
currently selected quad position. 

 

Burn to CD/DVD - Creates a data CD or DVD 
containing the contents of the export queue. 

 

Show/Hide Scheduled recordings 

 

Show/Hide Motion recordings 

 

Show/Hide Alarm recordings 
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Appendices 

Appendix A.  Multiple Client Operation 

The CompleteView Video Client is designed so that, by default, only a single instance can be loaded into 
memory.  If a user attempts to launch the Video Client — and it is already resident in memory — then the 
application focus switches to that instance. 
  
To enable multiple simultaneous instances of the Video Client, it is necessary to supply a command-line 
switch to override the default behavior, as follows: 
  

1. Right-click on the desktop. 
2. Select New from the resulting context-menu. 
3. Select Shortcut from the next menu. 
4. Browse to the CompleteView application directory and select the file named MainClient.exe. (ex: 

C:\Program Files\CompleteView\MainClient.exe) 
5. Click Next. 
6. Provide a name for the shortcut as it will appear to the user. (ex: Top Left) 
7. A new icon will appear on the desktop with the name that you supplied in the previous step. 
8. Right-click on the icon and select Properties from the resulting context-menu. 
9. Position the cursor at the end of the text in the field titled Target. 
10. Add a space and the following text: /ID "My Descriptive Label"  (Include the quotation 

marks.  Replace the text between the quotation marks with your own descriptive name.) 
11. Click OK. 

  
Repeat the above procedure as necessary to create as many named instances as you require.  As with 
the default behavior, each instance can only be loaded into memory a single time.  Subsequent launches 
of the named instance merely switches the application focus to that instance.  You can, however, create a 
virtually unlimited number of named instances which can be resident in memory simultaneously. 
  
In order to make the best use of the Multiple Client Operation capabilities, you should also consider 
creating separate client user accounts, with each account having their own unique viewing layouts.  By 
doing so, you can define custom view layouts and view layout switching sequences on a per-monitor 
basis. 
  

Parameters for MainClient.exe 

/ID "<string value>" Starts a named instance of the CompleteView Client application. 

  

Example 

Window Title Command Line 

CompleteView Video Client (Top 
Left) 

"c:\program files\completeview\mainclient.exe" /ID "Top Left" 

CompleteView Video Client (1) "c:\program files\completeview\mainclient.exe" /ID "1" 
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Note: When connected to a CompleteView ONE server, a maximum of one Video Client 
instance can be opened at a time. 
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 2 

 
 
 

Important Information - MUST READ 
 
 
VERY IMPORTANT: It is very important to have the Napco 
Alarm panel and the NLMOD programmed prior to integrating 
it with the CardAccess 3000. It is highly recommended to 
consult Napco Technical Support to properly configure the 
Napco Equipment (Refer to Appendix A). While working with 
Napco Technical Support, you must have the CA3000 shut 
down. Do not mention integration with CardAccess 3000. It is 
very important to get the Napco Equipment functioning 
properly over the customer’s network, before integrating it with 
the CardAccess 3000.   
 
 Notes: 
 

 
1) Verify your security key or software license supports at least 1 napco server. 

You must purchase the Napco Integration feature to receive this license. 
The Napco Integration feature will not work without this license. 
 

2) You MUST have FULL ADMINISTRATOR rights to run Napco Integration. 
 

3) It is highly recommended to run the Napco Integration on a CardAccess 
3000 workstation. This would require the security key to support 5 
workstations.  
 

4) Refer to Appendix B for recommended troubleshooting steps. 
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Scope 
 
This document contains information regarding the configuration of the CardAccess 3000 
Napco Integration. As previously noted, it is very important to have the Napco equipment 
programmed prior to integrating it with the Continental software. Refer to Appendix A for 
instructions on configuring the Napco Alarm panel and the Napco NL-Mod. If you need 
assistance with the Napco equipment, contact Napco Technical support.  
 
 
 
 
 
 
 

Prerequisites 
 
Prior to configuring the CA3000 with Napco Integration, the following are some things you 
will need:  
 
 

 Napco Alarm Panel (3200, 9600, X255) with V60 firmware or later 
 

 Napco Quickloader Software configured for TCP/IP 
 

 NL-MOD (firmware version 1.6.203 or later) 
 

 Napco NL-Mod configuration software (version 3.0.1.27 or later) 
 

 Static IP, subnet mask and gateway (Contact the Network Administrator) 
 

 Ethernet Patch cable  
 

 Ethernet crossover cable for programming and troubleshooting 
 

 Continental Security Key/Soft License for Napco Integration 
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Configuring Napco Integration in the CardAccess 3000 
 
Reminder: Before programming the CA3000, verify the Napco Alarm panel 
and the NL-MOD is programmed correctly. Refer to Appendix A.  
 
 
1) Configure the Napco Panels screen as follows. Refer to figure 1. 
 
 

 Click System/System Settings/Napco  
 

 Click Edit. 
 

 Select Use NAPCO Panels 
 

 Select  Enforce NAPCO Permission settings 
 

 Click Add NAPCO Server  
 

 Type in UNC Name of the Workstation (computer) the Napco Integration will be running on 
 

 Click Save and Close  
 

 

Figure 1. 

2) Configure the Napco Panel screen (General tab) as follows. Refer to figure 2. 



 5 

 
 Click New 

 
 Type in a Descriptive Napco Panel Name 

 
 Select the Napco Panel Type (ex. 3200, 9600, x255) 

 
 Select the Enabled checkbox 

 
 Enter the Panel Security Code. The Panel Security code can be found in the alarm panel. It is 

on the firmware chip and also on the metal can shielding the firmware chip  
 
Very Important: If you are using CardAccess 3000 V2.6.19 or earlier, you must replace the 
zero(s) with “A”(s) in the master security code. Example:  907062 must be changed to 9A7A62 
 

 Select None for Group  
 

 Select the Napco Server name for Workstation. This is the workstation name in figure 1 
 

 Select Net Link for Connection type   
 

 Socket Number = 10081 
 

 PC Security Code = Optional 

 
Figure 2. 
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Configure the Napco Area screen (General tab) as follows. Refer to figure 3. 
 

 
 Click Edit  

 
 Type in a Descriptive Area Name 

 
 Select the Configured checkbox 

 
 Select None for Group  

 
 Select ALL for the Manual Control Privilege 

 
Note: The next four items get configured only if you are using a Napco proxpoint cover with LEDs 
 

 Select Use Relay Control   
 

 Select Use Access Control Panel  
 

 Select the Panel being used for the Prox Cover LED  
 

 Select the Relay being used for the Prox Cover LED  
 

 Click Save 
 

 
Figure 3. 
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Configure the Zone screen (General tab) as follows. Refer to figure 4.  
 

 
 Click Edit  

 
 Type in a Descriptive Zone Name 

 
 Select the Area 

 
 Select the Zone Configured checkbox 

 
 Select None for Group  

 
 Click Save 

 

 
 

 
 Figure 4. 
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Configure the Napco Permissions screen as follows. Refer to figure 5, 6 and 7.  
 

Note: Repeat the following steps 3 times for all three Napco Permissions as below (Full Control, Arm 
only and Disarm only) 

 
 Click New  

 
 Type in a Descriptive Permission Name  

 
 Select None for Group  

 
 Select Arm and Disarm accordingly as per the permission name: 

 
Full Control = Arm and Disarm selected 
 
Arm Only = Arm selected 
 
Disarm = Disarm selected 
 

 Click Save  
 

 
Figure 5. 
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Figure 6. 
 

 
Figure 7. 
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Configure the Panels Configuration screen as follows. Refer to figure 8.  
 

 
 Click Edit  

 
 In the Panel Configuration screen, select the NAPCO Panel Link. The Continental panel to be 

edited is the panel the arming/disarming reader is attached to. 
 

 Click Save  
 

 
 

Figure 8. 
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Configure the Readers Configuration screen as follows. Refer to figure 9.  
 

 
 Click Edit  

 
 Select Remote Control tab  

 
 In the Reader Configuration screen, select the Area to control in the NAPCO Alarm Panel Areas 

(this is the area this reader will arm/disarm) 
 

 Click Save  
 
 

 
Figure 9. 
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Configure the Personnel screen for the correct NAPCO Permission. Refer to figure 10.  
 

 
 Click Edit  

 
 Select the badge being used for Napco arming and disarming 

 
 Click Control tab 

 
 Select the NAPCO Permission to be assigned to the badge  

 
 Click Save  

 
 
 
 

 

 
Figure 10. 
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APPENDIX A 
 
Programming the Napco Alarm Panel and NL-Mod utilizing 
the Napco Quickloader and Napco NL-Mod configuration 
software   
 
 
 
VERY IMPORTANT: If you are not familiar with the following 
steps, it is highly recommended to contact Napco Technical 
Support. They will assist with programming the Napco Alarm 
Panel and the NL-MOD via TCPIP.  
 
 
 

 
Note:   If possible, it is highly recommended programming the NL-Mod and the Napco Alarm panel using 

the customer’s network configuration. Refer to figure A1.  
 

 
 
 
 
 
 

 

       
 
Customer computer with Quickloader and NL-Mod Config software  

Figure A1. 
 

 

 

Netlink/NLmod 
 

Napco Alarm Panel 
 

            Network/TCP/IP 
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Programming the NLMOD  
  
    
 1)  You MUST have a STATIC IP address (not DHCP) programmed into the NL-Mod.  
 
  2) Verify the NL-Mod is powered up and connected to the Ethernet. 
   
  3) Click Search button. Refer to figure A2.  
 
 

 
Figure A2. 
 
 
 
 
4) The Search Results window will display (refer to figure A3). Your NL-Mod should display in this 
window. If you have multiple unsecured (not programmed) devices on the network, they will also be on 
the list.  
 
 
 
 
 
 
NOTE: If the Search Results does not display your NL-Mod, you might have to do one or more of the 
following: 
 
 

 If the NL-Mod has a static IP programmed into it, you must click “Find Static IP NL-Mod” 
button on the Search Results window  

 
 Try selecting a different network card if there are multiple cards in the PC 

 
 A proxy or firewall might be prevented the NL-Mod from displaying. You MUST DISABLE them  

 
 RESET NL-Mod to factory defaults (Remove power, remove jumper JP2, power-up, upon 

continuous LED flashing (about 1 min), insert jumper JP2 back on   
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Figure A3. 
 
 
 
 
 
 
5) Using the MAC Address as reference, locate your NL-Mod device on the list. Double-Click on you NL-
Mod. The temporary account will display. The default PC Security Code is 0.0.0, which represents No 
Code. Refer to figure A4. 
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Figure A4. 
 
 
6) Configure the Network settings for the NLMOD. Refer to figure A5.  
 

 Click on the NL-Mod tab. Refer to figure A5.  
 

 Verify Port number is preset at 10081  
 

 If the “This unit uses DHCP” is checked, DESELECT it 
 

 Enter the static IP address to be assigned to the NL-Mod (In this example, we will be using 
172.16.210.12)  
 

 Enter the subnet mask to be assigned to the NL-Mod (In this example we will be using 
255.255.255.0.) 
 

 Enter the Gateway to be assigned to the NL-Mod. In this example we will be using 172.16.210.1.  
 

 Assigning a PC Security Code is optional. For this example, we will not use one. If it’s mandatory 
you use one, you must also configure in the CA3000 Napco Panels screen (refer to figure 2). 
 

   (A PC Security code is three – 3 digit numbers ex.  123.0.255) 
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Figure A5. 

 
 
7)  Click on the Automation/Access tab. Refer to figure A6. 
 
 

 Verify Port number is preset at 5003  
 

 Enter the IP address assigned to the computer that the CA3000 will eventually be installed on.    
 

Note: If this address is not configured for the IP address of the CA3000 host, no Napco Integration events 
will be received in from the Napco Panel and NL-Mod when integrating with CA3000. 

 
 

 Select Enable Real Time Messages to Automatic/Access System  
 

 Select Enable Keypad Messages to Automatic/Access System  
 

 Select Enable Network ID to Messages to Automatic/Access System 
 
 
 

 



 18

 
 
 

 
Figure A6. 

 
18) Click File/Save As. Refer to figure A7.  
 

 
Figure A7. 

 



 19

19) You will be prompted to enter a New Account Name. In this example we use “123456” as the new 
account name. Refer to figure A8. 

 

 
Figure A8. 

 

 
Figure A9. 
 
20) After the new account is saved, verify the NL-Mod tab information is correct. Refer to figure A9.  

 
21) After the new account is saved, you must download the information to the NL-Mod. Click Download.  
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Programming the Quickloader  
 
Note: As previously mentioned, contact Napco Technical Support for assistance with the following steps.   
 

 
1) Program the Napco Alarm Panel through the NL-Mod as per Figure A1. The Napco panel must be 
programmed for TCP/IP communications. This can be done through the keypad or the Quickloader 
software. 
 
2) After completing the programming of the Quickloader, verify you have a fully functional alarm system. 
Verify the keypads, areas and zones are all operating properly.  
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APPENDIX B 
 
RECOMMENDED TROUBLESHOOTING STEPS FOR NAPCO 
INTEGRATION PROBLEMS 
 
 
 
 
 
 
VERY IMPORTANT: You must follow these steps in the following 
order to isolate the problem. These steps must be performed on 
the customer’s network where the Napco Integration is 
experiencing problems.  
 
 
Warning: Window permissions, firewalls and network limitations 
can cause many hours of wasted troubleshooting time. It is very 
important to eliminate these items as the problem.   
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Verify the ability to Arm and Disarm a Napco Area through the Napco Keypad 
 
 
 

 
 

 
 

DIAGNOSTIC TEST 
 
 
 
            

 Arm and Disarm the Alarm panel using the Napco keypad.  
 
 
 
  
SYMPTOM 
 
 
 
 

 The Napco Alarm panel is not arming or disarming through the Napco Keypad. 
 
 
 
RESOLUTION 
  

 
 
 

 Verify the programming in the alarm panel is correct using the Napco Quickloader.   
 
 Verify there are no alarms while trying to arm the system with the keypad. If there are any 

alarms, clear them. Get all zones to the normal condition. 
 
 

 
 
 

   
 

 
 
 

 
        

  
 
   

     ` 
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Verify the Napco Quickloader and the NL-Mod configuration software 
communicate over the customer network and all programming is correct 
 
 
Note: Configure as per figure B1. 
 
 
DIAGNOSTIC TEST 
 

 Using the Napco Quickloader and Napco NL-Mod configuration software, verify all 
 programming is correct as per the beginning of this document. 

  
 
  
SYMPTOM 
 

 Unable to communicate with the NL-Mod or the Alarm panel over the customer network. 
 
 
RESOLUTION 

 
 Verify the CA3000 software is not started while performing these steps.   

 
 

 Use a network crossover cable to eliminate any routers, switches or firewalls. After 
switching to a crossover cable, repeat this step. If this corrects the problem, contact the 
Network Administrator to determine which network component is causing the problem. 

 
 

 
 
 

        
 
 Customer computer with Quickloader and NL-Mod Configuration software  

  

 

 
Figure B1. 

       Customer  Network /TCP/IP
Netlink/NLmod 
 

Napco Alarm Panel 
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Verify the ability to ping the NL-Mod from the CA3000 host 
 
 
 
DIAGNOSTIC TEST 
 
 
Note: Configure as per figure B2. 
 
 

  Ping the static IP address programmed into the NL-Mod from the CardAccess 3000 
 computer.   

 
 
SYMPTOM 

 
  Unable to ping the NL-Mod from the CardAccess 3000 computer.  

 
 
 

RESOLUTION 
 

 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 
Server 2008, verify the firewall is started and all ports are opened (allowed).  
 

  Use a network crossover cable as a test from the CA3000 computer to the NL-Mod. This 
will eliminate any routers, switches and firewalls. If this corrects the problem, contact the 
Network Administrator to determine which network component is causing the problem. 
 

 Verify the static IP address in the NL-Mod is correct. 
 

 
 
  

        

        
  
 
Customer computer connected to the NL-Mod over customer network  

     ` 
Figure B2.  

         Customer Network /TCP/IP
Netlink/NLmod 

Napco Alarm Panel 
 
Napco Alarm Panel 
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Verify the Napco server is started and the Napco Integration icon is displaying 
 
 
DIAGNOSTIC TEST 
 
            
Note: Configure as per figure B4.  

 
 

 After the CardAccess 3000 is started, verify the Napco Integration icon displays in the 
system tray near the computer clock. Refer to figure B3.  

  
 

 Figure B3, 
 
  
SYMPTOM 
 

 Napco Integration icon is not displaying in the system tray near the clock. 
 
 
RESOLUTION 
  

 
 Reboot computer and restart the CA3000.  
 
 You MUST have FULL ADMINISTRATOR rights. If you are logged on to a domain, log 
 off the domain and log on as the Local Administrator. After making changes, restart 
 CardAccess 3000 and verify if the Napco icon displays.  
 
 Verify that the correct Napco Server name is configured. Refer to (pg. 4).  
 
 Verify the Napco Quickloader and the NL-Mod Configuration software is shut down while 

running CardAccess 3000.    

 

        
  
 
Customer computer with CA3000 running   

     ` 
Figure B4.         

         Customer Network /TCP/IP
Netlink/NLmod 

Napco Alarm Panel 
 
Napco Alarm Panel 
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Verify Alarm Panel events display on the CardAccess 3000 event grid while 
arming and disarming using the Napco Keypad 
 
 

Note: Configure as per figure B5.  
 

 
DIAGNOSTIC TEST 
 
            

 Generate ALARM PANEL EVENTS by Arming and Disarming the Alarm panel using the 
 Napco keypad. Verify these events display in the CardAccess 3000.  

 
  
SYMPTOM 
 
 
 

 ALARM PANEL EVENTS are not being received from the NL-Mod and the Napco panel. 
 
 
RESOLUTION 
  

 
 Verify the Home Automation/Access IP Address in the NL-Mod points to the computer 
 running CardAccess 3000. Refer to page 18.   

 
 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 

Server 2008, verify the firewall is started and all ports are opened (allowed).  
 

 

        
  
 
Customer computer with CA3000 running   

     ` 
Figure B5.         
 

 
 
 
 
 
 

         Customer Network /TCP/IP
Netlink/NLmod 

Napco Alarm Panel 
 
Napco Alarm Panel 
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Verify the ability to Manual Arm and Disarm a Napco Area through the 
CardAccess 3000 manual Napco control icon 
 
 

Note: This must function properly, before arming and disarming with badges. 
 
 

DIAGNOSTIC TEST 
 
            

 Arm and Disarm an AREA using the Napco manual control icon.  
  
 

  
SYMPTOM 
 
 

 The Napco Alarm panel is not arming or disarming through the Napco manual control 
 icon.  

 
 
 
RESOLUTION 
  

 
 Verify the NL-Mod is configured properly and the IP address, subnet mask and gateway 
 are correct. Refer to page 17.  
 
 Verify the Panel Security Code is correct. Refer to page 5. 

 
 Verify the PC Security code is correct if you are using one. Refer to page 5.  
 
 Verify the panel is configured for the correct Napco Panel Link. Refer to page 10. 

 
 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 

Server 2008, verify the firewall is started and all ports are opened (allowed).  
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Verify Building Automation alarm panel events display at the CardAccess 3000 
after performing a manual Napco control icon 
 
 
 
 

DIAGNOSTIC TEST 
 
            

 Generate BUILDING AUTOMATION ALARM PANEL EVENTS by performing a Napco 
 manual control arm and disarm (as per previous test).   

 
  
SYMPTOM 
 
 
 

 Alarm panel is arming and disarming fine, but BUILDING AUTOMATION ALARM PANEL 
 EVENTS are NOT being received from the NL-Mod and the Napco panel. 

 
 
RESOLUTION 
  

 
 VERY IMPORTANT -Verify the Home Automation/Access IP Address in the NL-Mod 

points to the computer  running CardAccess 3000.  Refer to page 18.   
 
 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 

Server 2008, verify the firewall is started and all ports are opened (allowed).  
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Verify the ability to ARM Napco panel with a double swipe of a badge 

 
 
 

DIAGNOSTIC TEST 
 
            

 Arm a Napco panel area with a double swipe of a badge at the reader.  
  

 
  
SYMPTOM 
 
 
 

 The Napco Alarm panel is not arming after performing a double swipe at the reader.  
 
 
 
 
 
RESOLUTION 
  

 
 Verify the panel is configured for the correct Napco Panel Link. Refer to page 10. 
 
 Verify the reader the badge is being swiped at is configured to control the Napco area. 
 Refer to page 11.  
 
 Verify the badge being swiped has the correct Napco permission selected in personnel. 
 The Napco permission must have ARM permissions. Refer to page 12.  

 
 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 

Server 2008, verify the firewall is started and all ports are opened (allowed).  
 
 Handshaking between the Continental panel, CardAccess 3000 host and the alarm panel 
 takes seconds. Be very careful to allow enough time for communications to 
 complete after double swiping a badge to arm.    
 

 
 
 
 
 
 
 
 
 
 
 



 30

 
 

 
 
 
 

Verify the ability to DISARM Napco panel with a single swipe of a badge 

 
 

 
DIAGNOSTIC TEST 
 
            

 
 Disarm a Napco panel area with a single swipe of a badge at the reader.  

 
 
  
SYMPTOM 
 
 
 

 The Napco Alarm panel is not disarming after performing a single swipe at the reader.  
 

 
 
RESOLUTION 
  

 
 Verify the panel is configured for the correct Napco Panel Link. Refer to page 10. 
 
 Verify the reader the badge is being swiped at is configured to control the Napco area.  
 Refer to page 11.  
 

 
 Verify the badge being swiped has the correct Napco permission selected in personnel. 
 The Napco permission must have DISARM permissions. Refer to page 12.  

 
 Verify firewalls are disabled on Windows XP and Server 2003. On Windows 7 Pro and 

Server 2008, verify the firewall is started and all ports are opened (allowed).  
 
 Handshaking between the Continental panel, CardAccess 3000 host and the alarm panel 
 takes seconds. Be very careful to allow enough time for communications to 
 complete after single swiping a badge to disarm.    
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Perform the following if all the above tests fail to correct the problem. 
 

 RESET NL-Mod to factory defaults (Remove power, remove jumper JP2, power-up, upon 
continuous LED flashing (about 1 min), insert jumper JP2 back on.  Consult Napco Technical 
support on this. 
 
 

 RESET ALARM PANEL and reload program back in using Quickloader. Consult Napco 
Technical support on this. 
 

 Completely remove the NL-Mod Configuration software and reinstall it. After doing so, you 
must reconfigure all the settings as per Appendix A. 

 
 Create a new CardAccess 3000 database and reconfigure all Napco Integration programming. 

Verify if the Napco Integration works correctly with a new database. If it does, this will confirm the 
problem is definitely in the database.  
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OVERVIEW 
 This document provides the ports used by the Cardaccess 3000 application and associated applications. The port num-

bers and their usages are listed below.  

 

 

CARDACCESS 3000 TCP/IP PORTS   

 

 

The following ports are used for the CardAccess 3000 software: 

 

● ECHO Port 7: This port is used by ICMP for Ping Request . This port is also used to keep existing Lines of communi-
cation open.  

 
• 80: This Port is used by the Graphic User interface for the Lantronix device (GUI)  
 
• 1433: This port is used by Microsoft SQL Server and MSDE. TCP/IP  
 
• 1434: This port is used by Microsoft SQL and MSDE. UDP. TCP/IP  
 
• 3001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices. The  
 Redirector software is not used in this case.  
 
• 9000: This port is used by CICDataServer for broadcasting information to the workstations.  
 
• 9999: This Port is used by the Lantronix Device for the use of the Telnet feature.  
 
• 14001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices using the 
   Redirector software. Only required for use with Windows NT 4.0 SP6  
 
● 10001: This port is used by the Trilogy Networx Wireless lock (Gateway listens on this port). 
 
● 5001:  This port is used by the Trilogy Networx Wireless lock (CA3000 host listens on this port).  
 
● 10050: This port is used by the Trilogy Networx Wireless lock (CA3000 V2.8 & later host listens on this port).  
 
●  
 
 
 
 

Overview 

OVERVIEW 
 This document provides the ports used by the CardAccess 3000 application and associated applications. The port num-

bers and their usages are listed below.  

 

 

CARDACCESS 3000 TCP/IP PORTS   

 If a firewall is used, the following ports should be opened for the applications listed below. If it’s not possible to OPEN 
(ALLOW) all ports, you must make exceptions for the specific ports. Please consult and experienced IT Administrator to 
assist with configuring the exceptions. Refer to page 4 for  more information on firewalls.  

  

 

CARDACCESS 3000 SOFTWARE 

 

● ECHO Port 7: This port is used by ICMP for Ping Request . This port is also used to keep existing Lines of communi-
cation open.  

 
• 80: This Port is used by the Graphical User interface for the Lantronix device (GUI)  
 
• 1433: This port is used by Microsoft SQL Server and MSDE. TCP/IP  
 
• 1434: This port is used by Microsoft SQL Server and MSDE. UDP. TCP/IP  
 
• 9000: This port is used by CICDataServer for broadcasting information to the workstations.  
 
 
 
TRILOGY  NETWORK LOCKS AND GATEWAYS 
 
● 10001: This port is used by the Trilogy Networx Wireless lock (Gateway listens on this port). 
 
● 10050: This port is used by the Trilogy Networx Wireless lock (CA3000 Socket Server listens on  this port).  
 
● 30718:  This port is used by the Trilogy Networx Wireless lock (Gateway uses this port for discovery). 
 
 
 
LANTRONIX AND XPORT DEVICES  
 
• 3001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices. The  
 Redirector software is not used in this case.  
 
• 14001: This port is used by CardAccess 3000 to communicate with the panels through Lantronix devices using the 
   Redirector software.  
 
• 9999: This Port is used by the Lantronix Device for the use of the Telnet feature.  
 
• 80: This Port is used by the Graphical User interface for the Lantronix device (GUI)  
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NAPCO INTEGRATION  
 
 
● 5001: This port is used by Napco Integration.  
 
● 5002: This port is used by Napco Integration.  
 
● 5003:  This port is used by  Napco Integration. 
 
● 10081:  This port is used by Napco Integration. 
 
 

 

WINDOWS FIREWALL INFORMATION.  

 
NOTE: For troubleshooting purposes, it is recommended OPEN (ALLOW) all ports in the firewall to determine if this resolves 

any technical issues you might be having. Below is the information on OPENING (ALLOWING) all ports. 

 

 

TO OPEN  ALL PORTS ON WINDOWS XP PRO AND SERVER 2003 

 

1) Right click on MY COMPUTER. Click MANAGE and then select Services and Applications. Under Services, verify the Win-
dows Firewall Internet Connection Sharing (ICS) is Stopped and the Startup type is set to Disabled.   

 

 
TO OPEN  ALL PORTS ON WINDOWS 7, WINDOWS 8.1, SERVER 2008 R2 AND SERVER 2012 R2 

 

1) Right click on MY COMPUTER. Click MANAGE and then select Services and Applications. Under Services, verify the Win-
dows Firewall is Started and the Startup type is set to Automatic.   

 
 

2)  In Control Panel, click Windows Firewall.  Click Advanced Settings. Right  Click on Windows Firewall with Advanced Securi-
ty.  

 

 

3) Under the Domain Profile, Private Profile and Public Profile tabs, verify the following settings : 

 

Firewall State = On Recommended 

Inbound Connections = Allow 

Outbound Connections = Allow  (default) 

 

Note: If you are unable to configure the settings above, you must contact the Network Administrator. You must request Full 
Permissions. If the computer is on a Domain, Domain Policies might be causing restrictions.  

 

 



 
 
 

CA3000 
 Database backup procedure  

 
 
 
Note: It is highly recommended to make a copy of your databases and get them off 
the computer as a backup. A Continental dealer should perform this procedure and 
extreme caution must be taken to prevent the deletion of a database.   
 
 
The following document explains how to detach your databases, so you have the ability 
to make a backup of them. We recommend burning a copy of the databases on to a CD or 
on to a network drive.  This is highly recommended in case of a computer crash. This 
procedure must be performed on a CardAccess 3000 Host, not a workstation. This 
procedure isn’t necessary if you have the full SQL 2000 with backup tools.   
 
In most cases, backing up your live database will be sufficient. Your live database consists of 
your configuration data (panels, readers, schedules, access groups, inputs, relays and badges). It is 
mandatory you have this database backed up, if you want to recover from a crash. If you chose to 
back up your archive databases, you will need to detach them along with your live database.  
 
During this procedure, you will be using the database utility in CA3000. You will need to detach 
the databases you want to backup before trying to copy them from the “Program 
Files/CardAccess3000/Database” folder”. Since you must always be connected to a database at 
all times, you must create a temp database and connect to it while detaching the databases you 
wish to backup.  
 
 
 
 
 
1. Verify the CA3000 is completely shut down including the CIC Data server and the 
communications driver.  
 
 
 
 
 
 
 
 
 
 
 
 



2. Go to Start/Programs/CardAccess 3000/Tools/CardAccess Database utility. If you are 
prompted for a password, enter “pr1532”(Do not type in the quotes). Click “OK”. 
(Refer to figure 1.)  
 
 
Figure 1. 
 

 
 
 
 
3. Verify the database utility displays (Refer to fig 2). Also verify you have the correct 
“Database Server Name” and “Database Name” configured. The database name in the 
“Database Name” box, is the database you are currently connected to. In most cases, this 
is your live database and is the most important database to backup.  
 
 
Figure 2. 
 

 
 
 
 
4. Click on the “Create Database” tab. In the “Select a name for your new database” box, 
enter “temp” (Refer to figure 3). Click the “Create Database” button. After the database is 
created, verify the message box displays “The database temp has been created” (Refer to 
figure 4). Click “OK”.  
 
 
 
 
 
 
 
 
 



 
Figure 3. 
 

 
 
 
Figure 4. 
 

 
 
 
 
5.  As stated previously, you must detach the databases you want to back up. In order to 
detach your databases, you will need to connect to your temp database. While on the 
“Database Connection” tab, click the down arrow on the “Database Name” box and select 
your temp database (Refer to figure 5).  Now click “Save Settings”. A message box will 
display  “Your settings have been saved! (Refer to figure 6). Click OK.  
 
 
Figure 5. 
 

 
 
 
 
 
 
 



 
Figure 6. 
 

 
 
 
 
6. Now you need to detach the databases you would like to backup. You must detach one 
database at a time. To detach a database, click on the “Detach Database” tab. While on 
the “Detach Database” tab, click the down arrow on the “Database Name” box and select 
the database you want to detach (Refer to Figure 7).  Now, click the “Detach Database” 
button. If the database was successfully detached, you will get a message box displaying 
“Database was successfully detached” (Refer to figure 8). If there were errors detaching, 
you will get a message box displaying “While trying to detach the database, there were 
errors” (Refer to figure 9). If there were errors, it could be for a few reasons. The first 
being, you didn’t wait long enough for the SQL database engine to release control of it. 
Wait a few minutes and try again. If you still get the same error, you should exit out of 
the database utility and restart it. Click “OK”. Repeat this step to detach all additional 
databases you wish to backup.  
 
 
Figure 7. 
 

 
 
Figure 8. 
 

 
 



 
Figure 9. 
 

 
 
 
 
7. After successfully detaching the databases you want to backup, you are now able to 
copy the files associated with each database and burn them to a CD or copy them to a 
network drive. There are 2 files associated with each database you detached. To find 
these files, you need to use Windows Explorer and navigate to the “Program 
Files/CardAccess3000/Database” folder”. You will see two files in there beginning with 
your database name and ending with “.LDF” and “. MDF” (Refer to figure 10). These are 
the 2 files you need to burn to a CD or copy to a network drive. (NOTE: BE VERY 
CAREFUL NOT TO DELETE THESE FILES DURING THE COPY/PASTE 
PROCESS). 
 
 
 
Figure 10. 
 

 



 
 
8. After successfully copying these files, you must re-attach the databases. To re-attach 
the databases, click on the “Attach Database” tab in the database utility. While on the 
“Attach Database” tab, type the name of the database in the “Select a name for the 
database” box. Enter in only the database name excluding the “_Data.MDF” and 
“_Log.LDF”. For the files ca22LiveDB07122005_Data.MDF and 
Ca22LiveDB07122005_Log.LDF, you would enter Ca22LiveDB07122005 (Refer to 
figure 11). After entering the database name, click the “Attach Database” button. After 
clicking the “Attach Database” button, a message box will display “Database was 
successfully attached. Do you want to use this database as the database for 
CardAccess3000?”. If this is your live database and you want to use it for CA3000, click 
“Yes” (Refer to figure 12). If this is an archive database, click “No”. If you clicked 
“Yes”, you will receive a message box displaying “Your settings have been saved” (Refer 
to figure 13). Click “OK”. Reminder, there is only one database connected at any time 
and this is usually the live database. The connected database is the database CA3000 will 
use when it loads. Repeat this step for all databases you need to reattach.  
 
Figure 11. 
 

 
 
 
Figure 12.  
 

 
 
 
 
 
 
 
 
 
 



Figure 13. 
 

 
 
 
 
9. Click “Database Connection” tab. Verify the database name in the “Select a name for 
the database” box is the database you want to use for CA3000. If this is correct, click the 
“Save Settings” button. Verify a message box displays “Your settings have been saved” 
(Refer to figure 14). Click “OK”. You have completed the process of backing up your 
databases. To exit out of the database utilities, click “Exit”. You are now ready to restart 
CA3000.  
 
 
Figure 14. 
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Important Information - Must be read before programming 
software. 
 

1) This document contains basic information needed for programming a 
magstripe and a barcode using the EPI badging software. It is 
assumed you have previously attended a Continental Access training 
class and is familiar with the operation of the Badging3000 software. 
Before creating a magstripe or barcode, verify the Badging3000 
software is fully functional. Verify you are able to create/save a 
template and print a badge to the badging printer. 
  

2) Designing a magstripe or barcode requires you to know the exact data 
required in the magstripe or barcode. If you are duplicating an existing 
barcode, you must know the exact data in the barcode along with all 
the properties of the existing barcode. 
 

3) Contact Continental Access technical support for a utility to display 
data from a magstripe or barcode after it is swiped.  The utility name is 
aba.exe (refer to appendix B).  

 
4) Refer to the Continental Instruments Badging3000 designer’s users 

guide for additional information on designing a magstripe or a 
barcode. 

 
5) Your printer must have a built in encoder to encode magstripes. 
 
6) If you are doing magstripe encoding on CardAccess 3000 version 

2.3.16, verify you are using the updated Badging3000 DLL. Contact  
Continental Access technical support to obtain the updated DLL.  

 
7) Before creating a magstripe in EPI, use the tools in the printer driver to 

test the magnetic encoder in the printer (refer to appendix C).  
 
8) Before creating and printing barcodes in EPI, use the tools in the 

printer driver to print sample barcodes (refer to appendix D). 
 

 
 



 

 2

 

 

Scope 
 
This document contains basic information regarding the programming of magstripes and 
barcodes using the EPI Badging software. As previously mentioned, verify the EPI 
Badging software is fully functional. Prior to designing a magstripe or barcode, verify you 
are able to create/save a template and print a badge to the badging printer. There are 
many variations of barcodes and magstripes. This document explains the basics with a 
few examples. Every customer application will be unique. You will be required to 
experiment and be patient until you achieve your final goal.   
 
 

 
Badging Printers 
 
There are many different badging printers available. You might be required to contact the 
printer manufacturer to get the latest drivers and information regarding your printer. The 
examples in this document will be specific for the P310 printer. It is highly likely your 
printer settings will be different in regard to designing a magstripe or a barcode. 
 
 
 

EPI Badging Software 
 
The EPI badging software provides you with the screens to design a magstripe and a 
barcode. Even though there are many similarities, there are some differences. This 
document will explain designing a magstripe and a barcode in separate sections.   
 
 
 
 

Designing and encoding a Magstripe  
 
 
GENERAL MAGSTRIPE INFORMATION:  
 
 
MAGSTRIPE TYPES - There are 3 tracks on magnetic cards known as track 1, 2 and 3. 
Track 1 allows alphanumeric characters, and track 2 and track 3 only permit numeric 
characters.  
 
MAGSTRIPE READERS – There are many different models of magstripe readers. You 
MUST purchase the correct model for the type of encoding on the magstripe. If the data 
has been encoded on track 2 of the magstripe, you must purchase a Track 2 magstripe 
reader.  
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MAGSTRIPE DATA - Magstripe data uses special characters in the data string. A typical 
data string consists of a start sentinel character (B), optional field separators (D), and an 
end sentinel character (F). You do not need to add these characters into your data 
expressions. The Badging 3000 designer along with the printer driver will insert these 
special characters automatically.  

 
EXPRESSIONS – EPI provides you the ability to create expressions which are used to 
build data strings for magstripes and barcodes. In the following examples, you will create 
expressions. Refer to Appendix E for sample expressions.   
 
WARNING: It is possible for these magnetic strips to be completely erased if brought 
close to a high strength magnetic. 
 
 
 
SETTING UP MAGNETIC STRIPE ENCODING IN EPI 
 
 
VERY IMPORTANT: Before creating a magstripe in EPI, use the tools in the printer driver 
to test the magnetic encoder (refer to Appendix C). 
 
  
NOTE: In the following example, you will create a magstripe with the Continental 19 digit 
ABA format. It will require you to build 3 expressions that you will use later in the 
example.  

 
Figure 1. 
 
Click Edit and click Define Expressions. The Define Expression screen will display 
(refer to figures 2, 3 and 4).  
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Figure 2. 
 
 
 

 
Figure 3. 
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Figure 4.  
 
In the Define Expression screen, you can type in the complete expression in the top box 
(Data field Name or expression box), or you can insert expressions from the bottom 
box (Insert field name in expression box) into the top box to build an expression. After 
the expression is complete in the top box, click Add. The expression will be inserted into 
the bottom box. Repeat this process for all three expressions (refer to figure 2, 3 and 4).  
 
NOTE: To create a Continental 19 digit ABA magstripe, you must use the following three 
expressions.  
 
 
 
 
 
EXPRESSIONS: 
 
“45081” 
 
String(06-Len([Badge.Badge]),”0”)&[Badge.Badge] 
 
“0000” 
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Click File and click Layout Properties. The Layout Properties screen will display (refer 
to figure 5). 
 
On the General tab, select Enable exclusion areas and Evaluate expressions in data 
fields. 
 

 
Figure 5.  
 
 
 
 
 
 
 
 
Click the Back tab. Select Print Background. Click Add new below the Exclusion 
(non- print) areas box. Select the CR – 80 Generic mag (bottom) from the list (refer to 
figure 6). This selection is the position of the magnetic strip on the card. 
 
NOTE: If you click Preview, an Exclusions Preview screen should display. This exclusion 
area is where the magstripe will be located.  
 
 



 

 7

 
Figure 6.  
Click the General tab again. Click the Encoding button. The Card Encoding screen will 
display (refer to figure 7).  

 
Figure 7. 
Select Track 2 in the Tracks dropdown box. 
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Figure 8. 
 
 
The Field/Expression drop down box will display all the expressions previously built, and 
also expressions for the CardAccess 3000 database fields.  
 
Select the expression “45081” from the Field/Expression drop down box. Click Add 
Field. The selected expression will go down to the Selected Text Fields box. Repeat 
this process for the three expressions in figure 8.  
 
NOTE: A field separator (D) will be automatically inserted between the three expressions 
when the magstripe is encoded.  
 
Click OK.  
 
 
CONFIGURING THE PRINTER FOR MAGSTRIPE ENCODING. 
 
NOTE: The following screens are for an Eltron P310 printer with a magnetic encoder 
installed in it. As previously mentioned, there are many different printers and many 
different versions of printer drivers. If you are using a different badging printer or printer 
driver, contact the printer manufacturer to find the appropriate settings.  
 
REMINDER: As previously mentioned, the printer must have a magnetic encoder in it to 
encode magstripes.  
 
Right click on the printer in printers and faxes. Select Properties. The Eltron P310 Card 
Printer Properties screen will display (refer to figure 9). 
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Figure 9. 
 
Click the Device Settings tab. Verify the settings screen displays (refer to figure 10).  
 

 
Figure 10. 
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Verify the following settings as per figure 10. 
 
Printer Model = P310 
Use Full Size Cards = Yes 
Smart Download = Off 
Has Magnetic Encoder = Yes 
Magnetic Encoder settings displays Properties 
 
Click Properties for the magnetic Encoder settings. Verify the Encoder settings screen 
displays (refer to figure 11). 
 

 
Figure 11. 
 
Select Enable macro processing. 
 
Verify the Start of data = ${B2 
 
Verify the End of data = F2}$ 
 
NOTE: This instructs the encoder to automatically insert a start sentinel character (B) and 
an end sentinel character (F) at the beginning and end of the data string.  
 
 
Click the Advanced settings button. Verify the Advance settings screen displays (refer 
to figure 12). 
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Figure 12. 
 
 
Select the Track 2 option. Click Apply.  
 
Close out of the next few screens to get back to the desktop.  
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In the CardAccess 3000 software, click on Administration and click Photo ID. The 
Badging 3000 setup screen will display (refer to figure 13). 
 
NOTE: You might have to maximize it. If minimized, it will be down on the left corner. 

 
Figure 13. 
 
Select Always in the Use Card Encoding box. 
 
Click Setup Printer Encoder. Verify the Card Printer Encoder screen displays (refer to 
figure 14). 

 
Figure 14. 
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Select the correct Printer Name. 
 
Select the Current Magstripe Encoder from the list. (ex. Eltron). Click OK  
 
 
 
 
 
 
 
 TESTING THE MAGSTRIPE USING READABA 
 
After printing a badge and encoding a magstripe, you MUST verify the data is correct in 
the magstripe. Display the data using the ReadAba utility (refer to figure 15). Refer to 
appendix B for the correct operation of the ReadAba utility. 
 
 
The data dump for the previous example MUST match Figure 15 up to the “OF” (End 
sentinel). 
 
 
Offset  
 
0        =  B (Start sentinel)  
1-5     =  45081 (facility code) 
6        =  D  (Field separator) 
7-12   =  000638   (badge 638) 
13      =  D  (field separator) 
14-17 =  0000 
18      =  F (End sentinel) 
 
 
 
 

 
Figure 15. 
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TESTING THE MAGSTRIPE USING CARDACCESS 3000 
 
 
Before a magstipe will read in CardAccess 3000, you MUST have the correct format in 
the CardAccess 3000 software. The format for this example is in the CardAccess 3000 by 
default (refer to figure 16). If you were to create a 15 digit magstripe, you would have to 
add a 15 digit ABA format into the CardAccess 3000 format screen before it would read.  
 
 
 
 
 

 
Figure 16. 
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Designing and printing a Barcode 
 
 
GENERAL BARCODE INFORMATION: 
 
 
BARCODE TYPES - EPI supports many types of barcodes. The most commonly used 
with CardAccess 3000 is “Code 3 of 9”.  
 
BARCODE READER - Continental Access supports one barcode reader (EZ barcode 
reader). The EZ barcode reader is an infra-red reader. An infra-red reader gives you the 
ability to read masked barcodes.  
 
BARCODE PLACEMENT – Placement of a barcode is critical. When adding a barcode to 
your card design, place it so the bottom of the barcode is at least a ¼ inch from the 
bottom margin of the card. Most barcode readers are incapable of reading barcodes that 
are printed below this location.  
 
MASKED BARCODES – Barcodes can easily be photo-copied. Using a masked barcode 
prevents the barcode from being copied. In order to print masked barcodes, your printer 
must support the K plane. There are two types of black. The two types are process black 
and pure black. The K plane supplies pure black. The EZ barcode reader cannot identify 
a barcode printed with process black. You must set your barcode to print on K plane 
which is pure black. After the barcode is printed with pure black, you would place a mask 
over it using process black. After doing so, you will not be able to photocopy it, but the EZ 
barcode reader will be able to read the pure black barcode through the process black 
mask.  
 
NOTE : When designing a Mask to place over a barcode in EPI, set the Fill Color 
properties for R, G, and B to 100, 100, and 100.    
 
 
SETTING UP A BARCODE IN EPI 
 
 
 
VERY IMPORTANT: Before creating and printing barcodes in EPI, use the tools in the 
printer driver (if available) to print sample barcodes (refer to appendix D). 
 
 
NOTE: Creating expressions for a barcode are identical to creating expressions for a 
magstripe. Some of the following screens will look similar to the screens described in the 
magstripe encoding section.    
 
In the following example, you will create a barcode with an 8 digit ABA format. You MUST 
add this format into the CardAccess 3000 badge format screen (refer to figure 24).  
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Figure 17. 
 
Click Edit and click Define Expressions. The Define Expression screen will display 
(refer to figure 18).  
 

 
Figure 18. 
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In the Define Expression screen, you can type in the complete expression in the top box 
(Data field Name or expression box), or you can insert expressions from the bottom 
box (Insert field name in expression box) into the top box to build an expression. After 
the expression is complete in the top box, click Add. The expression will be inserted into 
the bottom box.  
 
NOTE: To create the 8 digit barcode, you MUST type the expression into the top box, 
and add it into the bottom box (refer to figure 18).  
 
EXPRESSION: 
 
String(06-Len([Badge.Badge]),”0”)&[Badge.Badge] 
 
 

 
Figure 19. 
 
Place a barcode on the template. Right click on the barcode and select properties. Verify 
the Bar code properties screen displays on the General tab (refer to figure 20). 
 
NOTE: This sample template also has a dynamic text object on it to display the 
expression for troubleshooting purposes (refer to Appendix A).  
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Figure 20. 
 
On the General tab, Select Print on K Plane. Click the Barcode tab. Verify the Bar code 
properties screen displays (refer to figure 21). 

 
Figure 21. 
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Select the Type of barcode you are creating. For this example, select Code 3 of 9.  
 
Set Field name to the expression you previously created (See next line).  
 
Field Name Expression = String(06-Len([Badge.Badge]),”0”)&[Badge.Badge] 
 
 
WARNING: There are other critical settings used for barcodes. In most cases, you will 
have to experiment with these settings. These settings will vary depending on the print 
quality of your printer and the type of printer you are using. 
 
 
 
 
TESTING THE BARCODE USING READABA 
 
Verify the data you encoded in the barcode is correct. Display the data using the 
ReadAba utility (refer to figure 22). Refer to appendix B for the correct operation of the 
ReadAba utility. 
 
 
The data dump for the previous example should match figure 22 up to the end sentinel 
(F). 
 
 
Offset  
 
0        =  B (Start sentinel)  
1-6     =  000638 (badge 638) 
7        =  F (End sentinel) 
 

 
Figure 22. 
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PREVIEWING THE TEMPLATE IN CARDACCESS 3000  
 

 
Figure 23. 
 
After performing a Preview in CardAccess 3000, the barcode will display along with data 
from the dynamic text expression.  
 
 
 
TESTING THE BARCODE USING CARDACCESS 3000 
 
 
Before a barcode will read in CardAccess 3000, you MUST have the correct format in the 
CardAccess 3000 software. The format for this example barcode is an 8 digit ABA format 
(refer to figure 24).  
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Figure 24. 
 
 
 
 
 
 
 
 
 
 
 

Programming Is Complete. 
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APPENDIX A 
 
DISPLAYING AN EXPRESSION ON YOUR TEMPLATE FOR 
TROUBLESHOOTING PURPOSES 
 
The following screens provide you an example for displaying expressions on your 
template. This is an optional procedure for troubleshooting your data expressions. Place 
one dynamic text object on your template for this purpose. In the properties for the 
dynamic text, select the expression in the Data field name or expression box that you 
would like to display (refer to figure A1).  
 
 

 
Figure A1.  
 
After performing a Preview in CardAccess 3000, the data from your expression will 
display (refer to figure A2). 
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Figure A2.  
 
 
The data from the expression is “000638”. It is very useful to view the data before 
encoding it into a magstripe or a barcode.  
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APPENDIX B 

 
USING THE READABA UTILITY 

 
The ReadAba (aba.exe) utility provides you the ability to dump out raw data from a 
magstripe or barcode. To execute this utility, copy the aba.exe to your hard drive. After 
the file is on the hard drive, double click the ABA.exe icon to start the program (refer to 
figure B1). Verify the Raw Badge Data Utility displays (refer to figure B2). 
 
VERY IMPORTANT: The ReadAba utility is the only utility available to dump out ABA 
data. It requires patience and must be used very carefully. You must pay attention to the 
data being display. Unfortunately, if new data is not read, this utility will display the data 
from the last good read. You MUST be very careful not to read old data.  

 

 
Figure B1. 
 

 
Figure B2.  
Select the correct Panel Address for the controller reading the data (refer to figure B2). 
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Figure B3.  

 
Select the correct Com Port for the controller reading the data (refer to figure B3). 
 
 VERY IMPORTANT: Verify the CardAccess 3000 software is not running. This will cause 
a conflict with the com port.  

 
Click the Run button until the Read Data button displays (refer to figure B4).  
 
WARNING: YOU MIGHT GET AN ERROR SCREEN WHILE CLICKING. YOU MUST 
CLICK UNTIL THE READ DATA BUTTON DISPLAYS.  

 
Figure B4. 
 
When the Read Data button displays, you are ready to swipe a badge. Swipe the badge 
you are trying to read. After swiping, click the Read Data button. If data is read correctly, 
the raw data will display (refer to figure B5). If the data is not read correctly, a No Data 
Read from Panel screen will display (refer to figure B6).  
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Figure B5. 

 
Click the Run button to repeat the process. You MUST get back to the screen in figure 
B4 before swiping the badge again.  

 
 
 
 
 

 
Figure B6. 

 
Click the Run button to repeat the process. You MUST get back to the screen in figure 
B4 before swiping the badge again.  
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APPENDIX C 
 
TESTING THE MAGNETIC ENCODER USING THE PRINTER 
TOOLS / DIAGNOSTICS 
 
Figures C1 and C2 are for the Eltron P310. These are the tools to test the magnetic 
encoder.  
 
Reminder: Every different printer will have different tools. Contact the printer 
manufacturer for more information on the specific tools.  

 
 

 
Figure C1. 
 



 

 28

 
Figure C2. 
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Figure C3 is for the Fargo DTC-400 printer. These are the tools/diagnostics to test the 
magnetic encoder.  
 
Reminder: Every different printer will have different tools. Contact the printer 
manufacturer for more information on the specific tools.  
 
 

 

 
Figure C3. 
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APPENDIX D 
 
 

PRINTING BARCODES USING THE PRINTER TOOLS / 
DIAGNOSTICS 
 
 
Figure D1 is for the Fargo DTC-400 printer. This is the tool to print test barcodes.   
 
Reminder: Every different printer will have different tools. Contact the printer 
manufacturer for more information on the specific tools.  
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APPENDIX E 

 
 

SAMPLE EXPRESSIONS 
 
SAMPLE 1: 
 
This expression will pad a 6 digit badge number with zeros. 
 
 
EXPRESSION: 
 
String(06-Len([Badge.Badge]),”0”)&[Badge.Badge] 

 
OUTPUT:  
 
If badge number 1234 is swiped, the data will display as “001234” 
 
 
SAMPLE 2: 
 
This expression will display a five digit number and a 9 digit badge number padded with 
zeros. 
 

  
EXPRESSION: 
 
“00543” & String(09-Len([Badge.Badge]),”0”)&[Badge.Badge] 
 

 
OUTPUT:  
 
If badge number 59234 is swiped, the data from this expression will display as 
“00543000059234” 
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SAMPLE 3: 
 
This expression will insert a field separator (D) within the data. The “=” sign is used for a 
“D”. As previously mentioned, if you build your expression on separate lines in EPI, the 
field separators will be inserted automatically.  
 
 
EXPRESSION: 
 
“00543”&”=”& String(06-Len([Badge.Badge]),”0”)&[Badge.Badge] 
 

 
OUTPUT:  
 
If badge number 1234 is swiped, the data from this expression will display as 
“00543=001234” 
 
NOTE: The “=” is a field separator which is a “D”. 

 
 
 
 
SAMPLE 4: 
 
This expression will concatenate the last and first name together with a comma between 
them. 
 

  
EXPRESSION: 
 
[Badge.LastName]+’,‘+[Badge.FrstName] 
 
 

 
OUTPUT:  
 
Smith,John 
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Introduction  
Welcome to Badging3000 Designer, the professional-quality design 
software that makes creating superb, full-color photo badge templates 
quick and easy. Import eye-catching graphics as card backgrounds and 
personalize your designs with the logo of your organization. Add bar 
codes or encode magnetic stripes all within the same application. Even if 
you’re not a design professional, you’ll get picture-perfect results in 
minutes with Badging3000 Designer.  

First-Time Computer Users  

The first step on the road to designing identification cards is to learn how 
to configure and use this software. This User’s Guide was written to 
guide you through the entire process of configuring your Badging3000 
Designer workspace and designing cards. The procedures outlined in this 
guide are straightforward, step-by-step instructions that even first-time 
computer users will be able to follow.  

If you are uninitiated in the use of computers in general, do not be intimi-
dated by some of the terminology used in this guide. These terms are 
common throughout the computer and photo imaging industries. We have 
included an extensive glossary at the back of this guide to introduce you 
to the terms that are associated with using Badging3000 Designer and 
digital imaging. This same glossary, and most of these instructions—as 
well as extensive reference material—are also available on-line, through 
the Help menu. Please make ample use of these tools.  
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Conventions   

 This guide and the Badging3000 Designer Help system use the 
following conventions for menus and shortcuts: 

  
 

Example Describes  

Choose File > Page :Setup Choosing the Page Setup command in the File 
menu.  

Ctrl + n: Holding down Control and pressing the lowercase letter ‘n’.  

Ctrl + Shift + n: Holding down Control and Shift, and pressing the letter ‘n’.  

Right-click: Clicking the right mouse button  

Ctrl-click: Holding down Control and clicking the left mouse button.  
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The Badging3000 Designer Workspace  
With Badging3000 Designer running, you will notice one or more bars 
located across the top of the workspace window, below the Badging3000 
Designer menu bar. The various toolbars available at the top of the 
Badging3000 Designer workspace are movable and resizable. To do so, 
click on the vertical bar at the left end of the toolbar and drag it to the 
desired location.  

Note: The toolbars that appear on the Badging3000 Designer workspace 
may vary according to the product you have purchased.  

The Toolbar  

The Badging3000 Designer toolbar is located directly below the 
menu bar. It provides quick mouse access to many of the commands 
found in the various Badging3000 Designer menus.  

 
• New, Open, Save, Cut, Copy and Paste buttons: Perform commonly used 

Windows commands.  
• Undo and Redo buttons: Allow you to reverse the previous actions, or redo 

them if you so choose.  
• Flip Layout button: Allows you to toggle between the front and back view of 

the card.  
• Zoom In and Zoom Out buttons: Allow you to change the view of the layout.  
• Drawing Object buttons: Allow you to select design objects; draw shapes 

(lines, rectangles, round rectangles, ellipses); or place text objects, static images, 
dynamic images, and bar codes on your card template.  

• Object Properties button: Allows you to enable or disable special design 
features, such as image “cameos” or conditional display settings for the 
highlighted object.  

• Layout Properties button: Allows you to set global parameters for the currently 
open layout (such as page size and background image).  

• Print button: Allows you to print the card template.  
 
• Print Preview button: Displays the active card template design as it would 

appear when printed.  
• About button: Displays support and licensing information for your copy of 

Badging3000 Designer.  
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The Text Style Bar  

The text style bar provides access to the visual properties of text objects.  
Font Face Point Size Italic  

 
• Font Face list: Allows you to select a font when creating static or 

dynamic text objects.  
• Point Size list: Allows you to select the point size of the characters.  
• Font Style buttons: Allow you to change the style of the selected font 

(bold, italic, underline).  
• Horizontal Justification buttons: Allow you to horizontally left-justify, 

center, or right-justify your text objects (and some bar codes) within their 
bounding boxes (that is, the adjustable invisible box within which the 
text resides).  

• Vertical Justification buttons: Allow you to vertically top-justify, 
center, or bottom-justify your text objects (and some bar codes) within 
their bounding boxes.  

 
The Attributes Bar  

The attributes bar provides quick mouse access to color and line weight 
settings, and access to data fields or expressions that are linked to 
dynamic text objects, bar codes, and image keylines.  

Line Color Fill Color Data Field  

 
Line Weight Text Color  

• Line Attribute lists: Allow you to select the color and weight (thickness) 
of lines and borders around drawing, text and image objects. You can also 
select Border Text from the Line color list (Pro only).  

• Fill Color list: Allows you to select the color for fills (solid colors that are 
used to “fill” shapes).  

• Text Color list: Allows you to select the color for text.  
• Data Field list: Allows you to link dynamic text objects, bar codes, and 

image keylines to data fields or expressions. For example, linking a 
dynamic text object to the First_Name field in the database results in 
“First_Name” appearing on the card design (in whatever font and size you 
select). This is replaced by the cardholder’s first name (in your specified 
font and size) when the ID card is printed.  
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The Badging3000 Designer Window  

The Design Window area of the Badging3000 Designer workspace is 
where you design card templates. When a new file is created, 
Badging3000 Designer opens a Design Window for the front of the card 
layout. The back of the card can be viewed at any time by selecting the 
View menu, and clicking Show Back of Layout, or by clicking Flip 
Layout on the toolbar.  
 

 
Setting Up Badging3000 Designer  

You can tailor the Badging3000 Designer workspace to better suit your 
needs. To change the default options, on the View menu, click Options. 
The Options dialog box appears.  
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Specifying Undo Levels  

Undo levels refer to the number of times that actions or commands can be 
reversed when you click Undo on the Edit menu.  

For example, if you draw a circle on a card design and then set the line 
color from black to red, these actions represent two levels that can be 
undone. Therefore, if you click Undo twice, the first use would revert the 
line color of the circle from red to black, and the second use would delete 
the circle.  

If you undo too many levels of actions or commands, you can reverse the 
Undo by clicking Redo on the Edit menu.  

To set up the Undo Levels, perform these steps:  

1. On the View menu, click Options. The Options dialog box appears.  
 

2. Enter the number of undo levels in the Undo remembers the last 
XXX commands field. The maximum you can enter is 100 and the 
minimum is 1.  
 
Note: The higher the setting, the more memory Badging3000 Designer 
requires to operate.  
 
3. Click OK, or proceed to the next section for more configurations.  

 
Setting Background Image Compression  

Select the Compress Background Images... option to have 
Badging3000 Designer compress background images to save space 
when your DNG files are saved. 

When you import a background image into a card design, Badging3000 
Designer will perform two separate compressions of the file, using JPEG 
and TIFF LZW formats, and then select the smaller of the two files.  

Clear this option to store your images without any form of 
compression. This guarantees that there will be no loss in image 
quality. 

Setting the Workspace Options  

Rulers To display the horizontal and vertical rulers on the design window, on 
the View menu, click Rulers. To modify the ruler settings, on the View 
menu, click Options, and then select the Rulers and Grid tab. Here you 
can set whether the rulers should appear in the measurement system set 
as your Windows default, or override that setting by choosing either 
Metric or Inches.  
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Grid Lines To display the editing grid, on the View menu, click Grid. To modify 
the grid options, on the View menu, click Options, and then select the 
Rulers and Grid tab. You can also use the Show Grid option on the 
Rulers and Grid tab to display the grid lines on the design area. Set the 
grid size by typing in a positive number between 0.02 and 1.0 (inches or 
their equivalent metric values) in the Grid Spacing fields, thus changing 
the distance between the lines. Select the Snap to grid option to have 
the objects you move always line up along the grid lines.  

 

Cursor Crosshairs  
You can display extended crosshairs from your mouse cursor to help 
you  

 line up objects horizontally or vertically. To set up cursor crosshair, on 
the  

 View menu, click Options, and then select the Rulers and Grid tab.  
 Click Show Cursor Crosshair. See Figure 1 on page 11.  
 

Zoom In/Out To enlarge or reduce the size of your card design workspace, on the View 
menu, click the Zoom In or Zoom Out button. This command affects 
only how you view your card on your computer monitor and does not 
affect how the card will print. The view you select will be displayed the 
next time you open the card.  

Show Object This option displays an outline around every object on the layout. To  
Outlilne display object outlines, on the View menu, click Options, and then select 

the Rulers and Grid tab. Click Show object outlines. These outlines 
appear on the screen only and are not visible on the printed layout.  

 
 
Printers  

You will need to set up a printer before creating and designing cards. All 
necessary printer and page information is stored in the card design file 
(.DGN), which in turn is used by your application as a card format (a 
packet of information that includes the Badging3000 Designer card 
design file, the card code generation method, and the printer and page 
setup).  

IMPORTANT: To ensure accurate reproduction of your card design, be 
careful to match the card size in your Layout Properties (described 
below) to the card media in your printer. If necessary, consult your 
printer’s documentation.  

Install a Printer Driver  

Install the printer drivers according to the instructions provided by your 
printer manufacturer. The printer appears automatically in the Print 
dialog box, the next time you sign into the system. 
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Set Up a Card Printer  

To set up a card printer other than your default printer, follow these steps:  

1. On the File menu, click Page Setup. The Page Setup dialog box 
appears with the Page Setup tab showing.  

  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

2. Select a printer. The default printer (as specified in the Windows 
Printers control panel) appears in the list. To select a different printer, 
scroll through the list and choose from the printers displayed.  
 
3. (Optional) Select the Print Color and K planes separately option if 
your card printer outputs four process colors (cyan, magenta, yellow and 
black) when they are specified on separate document “pages”. The first 
page should be in CMY, and the second page should be monochrome. 
This option merges the two pages into one in order to output four-color 
process. Consult your printer manufacturer’s documentation on setting 
up your printer for K plane printing. 
  
Note: Do not modify the Page Margins and Page Layout settings if you 
are printing to a card printer.  
 
4. Click OK. The dimensions of the card layout will adjust to those of 
your printer’s default card media.  
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Special Printing Options  

If you want to print cards to a sheet printer from your application, you 
will need to set parameters such as page margins, number of cards per 
page, and duplex printing using the options described in the following 
section. You can also use the following options to create a report that can 
be printed from your application to a document printer.  

To modify the printer settings (from the default printer driver settings) 
such as paper size or orientation, follow these steps:  

1. On the File menu, click Page Setup. The Page Setup dialog box 
appears with the Page Setup tab showing. 
 
2. Click Properties. The Properties dialog from your printer’s driver 
appears. If available, set the options that you want to modify.  
 
3. Click OK to save the settings.  

 
Printing Reports  

To create a multi-card output (for example, a report or for sheet-printing), 
follow these steps:  

1. On the File menu, click Page Setup. The Page Setup dialog appears.  
 
2. Indicate the number of cards to be printed across the page in the Cards 
Across field.  
Note: A landscape page allows for more cards to be printed across than a 
portrait page, although you will not be able to print as many cards down. 
  
3. Indicate the number of cards to be printed down the page in the Cards 
Down field.  
Note: A portrait page allows for more cards to be printed down than a 
landscape page, although you will not be able to print as many cards 
across.  
 
4. (Optional) Adjust the horizontal and/or vertical spacing between the 
cards printed on the page.  
 
5. Enter the new page margins in the fields as required.  

 
Note: The default is “0” which allows the card printer to print edge to 
edge on the card media. If printing to a document printer, you may need 
to adjust these margins manually if this doesn’t occur automatically.  
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Headers and Footers  

You can add headers or footers to your card layout that will appear at 
the top and bottom of the printed card or sheet. The objects you add to 
these areas will be saved in the card layout file (DGN).  

IMPORTANT: The heights of the Header and Footer are added to the 
height of the card layout--they do not overlap the card layout. When 
setting up the Size Height of the header and/or footer, you must 
subtract those amounts from the height of the Front of the layout, 
otherwise your header will push the card layout (front/back) down the 
full height of the header, and the layout will in turn push down the 
footer. As well, if your printer requires margins (that is, does not print 
edge to edge) you will need to take those into account when you 
calculate your heights.  

1. With a card layout open, on the File menu, click Layout Properties, 
and then select the Page Header (or Page Footer) tab. The options 
appear. 
  
2. Select a page size (preferably the size of your layout Front/Back). 
  
3. Modify the Header/Footer Size Height (and Front/Back height) as 
described in the note above.  
 
4. (Optional) Add a background image or color. If you want this 
background to print at print time, select the Print background option. 
  
5. Click OK.  
 
6. To add objects to the header or footer, on the View menu, click Show, 
and then select Layout Header (or Layout Footer). A blank layout 
appears on the workspace.  
 
7. Add objects such as text in the manner described in “Drawing Objects” 
on page 30.  

 
Double-sided Printing  

There are two settings available for double-sided printing:  

• Printing on both sides of a single card from the Print command (in 
either Badging3000 Designer or your application);  
or  
• Printing both sides of the card layout to a larger printer media from your 
application to a document printer (to print on a sheet or create a report, 
for example).  
The first requires you to choose the appropriate Print Side setting on the 
Print dialog at print time, and the second requires you to choose a Page 
Setup option that will be saved in the DGN file and used when printing 
from your application.  
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Print Side Note: This option is used for single card printing (from either 
Badging3000 Designer or your application) or batch printing (from 
your application).  

 

 
 
 
 
 
 
 
 
 
 
 

When you choose the Print command, you will have the following  

options: 

Front Side Only -Prints only the front layout of the card. 

Back Side Only -Prints only the back layout of the card. 

 
Front and Back -Prints both the front and back layouts of the card. This 
selection should be used if you have a specialized printer that prints on 
both the front and the back of cards, or if you want to manually flip the 
cards over to print on their backs.  

Note: If you want to manually flip cards over to print on their backs -- 
especially if you are printing both sides of the cards in batches -- you 
should know that this method will require a moderate amount of trial and 
error before you achieve satisfactory results.  

Duplex Settings  
Use these settings to print layouts on both sides of the printer media or to 
print both sides of the layout on one side of the media. These options are 
saved to the layout file (DGN) and used to create reports or for sheet 
printing on a larger format printer.  

Note: This does not affect the way your card layouts will print to a card 
printer.  

1. On the File menu, click Page Setup. The Page Setup dialog box appears 
with the Page Setup tab showing. 
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2. Select the Duplex tab. The Duplex printing properties appear.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

3. Choose from one of the following options:  
Print fronts and back on same page -Used for printing double-sided 
layouts together on the front of the print media.  

Print fronts and backs on separate pages -Used for printing 
double-sided layouts on opposite sides of the print media.  

• Default sequence - Prints fronts and backs in the same sequence on 
both sides.  
Note: The fronts and back of the cards will not back to back on both 
sides of the print out. Use Align backs with fronts to achieve this effect.  
• Align backs with fronts (page flips left to right) - Prints fronts to 
backs, flipping the media left to right.  
• Align backs with fronts (page flips top to bottom) - Prints fronts to 
backs, flipping the media top to bottom.  
 
4. Click OK. 
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Using Badging3000 Designer  

The Badging3000 Designer is a fully functional WYSIWYG graphics 
interface designed for ease-of-use. All the pallets are placed in an order 
that make items easy to find and manipulate. The look and feel of the 
interface will allow the user to master it quickly and easily.  

 
Opening the Designer 

1. On the Administration menu, click Photo ID. The Badging3000 
Setup window appears (see Figure  below) 
 
 
 
 
 
 
2. Click Design Cards. The Badge Templates window appears. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3. On the Badge Templates icon pallet, Click Show Designer. The 
Designer window appears. 
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Selecting Page Sizes  
Different types of ID cards come in different sizes dependent on the types 
of cards a printer will output. It is important to select the card page size 
before beginning to design a card, since resizing the page can have a 
serious impact on the overall design. The page size information is stored 
in the card layout file (DGN or GDR) and is used by your application 
during the printing process.  

Set Up the Page Size  

1. On the File menu, click Layout Properties. The Layout Properties 
dialog box appears (see Figure 6).  
 
2. Click the Front tab. Front layout properties appear.  

 

 
3. Select the required card size from the options listed in the Size list, or 
select Custom Size to specify your own dimensions in the Height and 
Width fields provided.  
 
Tip: To get the maximum printable size for your printer, choose Full 
Printer Page from the Size list.  
 
4. Select the card’s orientation on the printed page as either Portrait or 
Landscape.  

 
Note: This affects only the orientation of the cards, and is not 
connected to the orientation of the page, which is determined in the 
Printer Properties dialog.  
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Landscape cards on a landscape page Landscape cards on a portrait page  

5. Click OK.  

Note: These settings will automatically be the same for both the front 
and back of the card layout.

 
Creating New Card Designs  

When you launch Badging3000 Designer, it automatically opens a blank 
layout. You can create a new layout at anytime by following these steps:  

1. Specify the appropriate card size information  
  
2. On the File menu, click New, or click New on the Toolbar. 
Badging3000 Designer opens a design window for the front of the card. 
To view the back of the card layout, click Flip Layout on the toolbar, or 
on the View menu, click Show, then click Back of Layout.  

 
3. Design your card using the various drawing tools. Import a card 
background from the Front tab on the Layout Properties menu.  
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Opening Existing Card Design Files  

Opening an Existing Card Design File  

1. On the File menu, click Open, or click the Open button on the 
Toolbar. The Open dialog box appears.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

2. In the File name field, type the name of the card design you want to 
open (or select it from the list). Note: If the card design is in another 
drive or directory, browse to it using the Look In list. You will only be 
able to access network drives that are mapped to your PC or available 
from your Network Neighborhood.  
 
3. Click Open.  

 
 
Saving Card Designs  

The Save command displays a dialog box where you can give a new card 
design a filename, and specify a location in which to store it.  
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Saving a Card Design For the First Time  
To save a card design for the first time, follow these steps:  

1. On the File menu, click Save. The Save As dialog box appears. 

 
 
 
 
 
 
 
 
 
 

 

2. In the File name field, type a name. 
  
Note: To save the card design in a different drive or directory, select the 
drive from the Save In drop-down list. You will only be able to access 
network drives that are mapped to your PC or available from your 
Network Neighborhood. We recommend saving the files under 
CardAccess3000 for simplification purposes. 
 
3. Click OK.  
 
4. Close the designer window to display the Badge Templates window. 
 

 
 
To allow access to this template from the CardAccess 3000 program the 
template must be imported. To import a template, follow these steps: 
 
 
1. Click Import Template. The Open file window appears. 
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2. Click on template file you wish to use and click Open. 
The Template Name window appears.  
 
 
You must specify a name for the new template. This is the name that will 
appear in the Badge Type dialog box in the Personnel screen. 
 
 
 
 
     

Continental      
 
 
 
 
 
3. Click OK. The new template name should appear in the Badge 
Templates window. 
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4. Click Close to exit the Badge Template window. 
 
 
 
 
 
 
5. Click Close to exit Badging3000.  
 
This template should now be available in the Badge Type drop down list 
in the Personnel-Photo tab. 
 
 

Editing a Template 
To edit an existing template, follow these steps: 
 
1. With the Badge Templates screen open, click Edit Template. This 
will open the Designer window. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
2. Make the necessary changes to the Template. 
 
3. On the File menu, click Save.  
 
4. On the File menu, click Exit. This will display the Badge Template 
window. 
 
5. If not already highlighted, click on the template name that was just 
edited and click Update Template. 
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Importing or Removing the Card Background  

Card backgrounds consist of graphics (such as bitmap images), which 
are created in draw or paint programs. The background is the graphical 
“landscape” against which the various card design objects (such as 
images or text objects) are placed.  

Note: You can also apply these features to Back, Header and Footer  
layouts. On the View menu, click Show.  

Importing the Card Background  
To import card backgrounds, follow these steps:  

1. On the File menu, click Layout Properties. You can also click the 
Layout Properties button on the toolbar, or double-click the layout.  
 
2. Select the Front or Back tab.  
 
3. In the Background area, click Load. The Open dialog box appears.  
 
4. In the File name field, type the name, path, and extension of the 
background file (or use the buttons to browse to your file).  
 
5. Click OK. The Enhance, Delete and Save As buttons are 
 enabled. 
  
7. Click OK. The card background is placed on the front or the back of 
the card design (depending on which was selected).  
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Enhancing the Card Background  
When a background image is added to a card design, the Enhance button 
on the appropriate Layout Properties tab is enabled. This gives you 
access to the various enhancement options available for your background 
images--cropping, color balance, as well as exposure, contrast and 
brightness.  

IMPORTANT: When creating a background image for your card layout 
(using a graphics software), be sure to use the same dimensions (or at 
least the same aspect ratio) for your background as your card media. If 
your image does not match your card media, as set in the Card Size list, 
Badging3000 Designer will stretch the image as required to fill the card 
layout. This is also important to remember if you choose to crop your 
background image.  

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

To modify any of the color or image quality settings, drag the slider one 
way or another until the Preview Image appears as desired, or select 
Automatic contrast to automatically adjust the contrast of the image. 
Click OK when you are finished. To undo your changes click the Reset 
All button to return the Preview Image to its original settings, or click 
Cancel to return to the Layout Properties dialog without saving the 
changes.  
To crop the background image, drag one of the eight sizing handles 
that appear on the Original Image until the image has the desired 
shape. You can also move the cropping area (if it is smaller than the 
original image) by dragging it to the desired area on the Original 
Image. 
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Removing a Card Background  

To remove a background from a card design, follow these steps:  

1. On the File menu, click Layout Properties, and then click the Front 
or Back tab (depending on which background you want to remove).  
 
2. Click the Delete button then click OK to return to the Badging3000 
Designer workspace or repeat the instructions for importing an image. 

 
Export a Card Background  

To export a card background, on the File menu, click Layout 
Properties, or click the Layout Properties button on the toolbar. Click 
the Front tab. When there is currently a background image on the 
layout, the Save As button is enabled. Save the image file with a new 
name, define the file type, and specify the directory to which it will be 
saved. 

 
Change the Background Color  

This feature allows you to add a solid color to your card’s 
background. This color will be printed on your finished card.  

Note: If you use both a background color and a background image file,  
the background color will be covered over by the image file and will not  
be visible.  

To change the card’s background color, perform these steps:  

1. On the File menu, click Layout Properties, or click the Layout 
Properties button on the toolbar.  
 
2. Click the Front or Back tab. Click the Color list to choose one of the 
sixteen preset colors or click the ellipses button next to it to define a 
custom color using the Windows color dialog box. Click OK.  

 
To remove the background color, select the X from the top of the preset 
color list. This removes any background color previously applied to your 
card design.

Inhibit Printing the Background Image  

If your card media comes with the background image preprinted on it, 
you can still include the image file in the layout (to make layout design 
easier) without printing it on the card. To do this, perform these steps:  

1. Import the background image file that appears on your preprinted 
cards.  
2. On the File menu, click Layout Properties, or click the Layout 
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Properties tool. Click the Front or Back tab. Clear the Print 
background option selection below the Background commands. The 
image will appear on your design in Badging3000 Designer but will not 
print on the card.  

 
Design Objects  

Badging3000 Designer comes complete with an extensive selection of 
tools to allow you to design cards with ease. In addition to text, image 
and bar code objects, you can also use lines, circles, squares, rectangles, 
and ellipses to spice up your illustration, or to create security clearance 
symbols for the easy identification of unauthorized cards.  

Note: You can apply these features to Back, Header and Footer layouts.  
On the View menu, click Show and then choose the appropriate layout. 

Object Properties  

All of the drawing tools available for your card layouts have properties 
(see “The Toolbar” on page 9); for example, position, line color, and 
conditional display options. All of the common object properties are 
described in the following section. Special properties that apply only to 
specific tools are described separately.  

 
  

 
 
 
 
 
 
 
 
 
 
 

Size and Position fields -Use these fields to precisely place an object on 
the layout. Enter numbers in these fields to modify the object’s location 
and/or size. The number entered in each field indicates the location of 
that side of the object; therefore, changing a single position field will 
modify the size (and possibly the shape) of the object. To place an object 
on the design without calculating the border coordinates, enter only the 
width and height of the object and the distance to the edge of the card.  

Note: To change the units of measurement, in the View menu, click  
Options, then click Rulers and Grids.  

Style settings -Use these settings to define the color and thickness of 
the line framing the object, and the fill color.  
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Shadow -Use this option to add a drop shadow to any type of Text or 
Image object (static or dynamic). A drop shadow gives a sense of depth 
and dimension to a 2D object. The shadow is simply a duplicate of the 
object, offset from the original and filled with solid color. See “Create a 
Shadow” on page 50 for a sample image and more information.  

Roundness -Use this option to set the curvature of the rounded corners 
of a Round Rectangle. See See “Edit Rounded Corner Curvatures for a 
Rounded Rectangle” on page 35.  

 
K and O plane settings -Use these settings to print the selected object 
on either the K or O plane of the printer’s ribbon. See “Placing Objects 
on the K and O Planes” on page 63.  

  

 
 
 
 
 
 
 
 
 
 
 

 

Conditional Display options are used to set the conditions under which 
the object will appear. For example, if you want to print the object only 
when the Department field (maintained in the database) contains the 
word “Accounting”, follow these steps:  

 
1.  Select Department from the list. 
  
2.  Select “=” from the Compare list.  
 
3.  Type Accounting in the data entry field.  
 
The selected object will only be printed on cards that are issued 
to members of the Accounting department.  

A smart feature allows you to type date and time values into the Data 
Entry field and Badging3000 Designer will recognize them as such. For 
example, if you typed “01/01/01”, Badging3000 Designer will recognize 
that as the date January 01, 2001.  
Always Show Object -(Default) Select this option if you want to print 
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the object on all ID cards.  

Show Object Only When Field/Expression -Select this option if you 
want to print the object on specific cards. The fields beneath this 
option will be enabled.  

 
 
 
 

Compare list  

< (less-than) - indicates the contents of the field you selected 
should be less than the value entered in the corresponding Value 
box.  
<= (less-than or equal-to) - indicates the contents of the field you 
selected should be less than or equal to the value entered in the 
corresponding Value box.  
<> (not-equal-to) - indicates the contents of the field you 
selected should not be equal to the value entered in the 
corresponding Value box.  
= (equals) - indicates the contents of the field you selected 
should be equal to the value entered in the corresponding Value 
box.  
> (greater-than) - indicates the contents of the field you selected 
should be greater than the value entered in the corresponding 
Value box.  
>= (greater-than or equal-to) - indicates the contents of the field 
you selected should be greater than or equal to the value entered 
in the corresponding Value box.  
Not Null - indicates the contents of the field you selected should 
be not null (filled with any type of information). You do not 
need to enter a value if you select this option.  
Null - indicates the contents of the field you selected should be 
null (empty). You do not need to enter a value if you select this 
option.  

 
Drawing Objects  

Drawing an object on the card layout is essentially the same for all 
object types.  

 
Draw an Object  

1. Choose the appropriate tool on the Toolbar.  
 
2. Move the mouse to the workspace.  
 
3. Press and hold the left mouse button to anchor one end or corner of the 
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object, and drag the pointer. A flexible line stretches from the anchor 
point to the new pointer position.  
 
4. Release the left mouse button when the dimensions of the object are 
satisfactory.  
 

Edit an Object  

1. Select the object. Handles appear at each corner.  
 
2. Position the mouse over one of the handles, then press and hold the left 
mouse button.  
3. Drag the pointer to a new position on the editing screen.  
 
4. When you are satisfied with the line, release the left mouse button.  

 
Double-click the object and make any changes in the <object> 
Properties dialog box.  

Set the Default Object Properties  

By setting the default object properties, you can customize the 
appearance of the Line Color, Line Weight and Fill Color for all drawing 
objects. To do this, follow these steps:  

1. Draw an object on the layout then make all modifications necessary.  
 
2. On the Object menu, click Set Default Properties. All subsequent 
objects will automatically have those new settings when drawn.  

 
Remove or Modify a Border  

By default, a line runs around the perimeter of all newly created objects 
(except bar codes) that can either be modified or removed.  
To remove the line, select the large X at the top of the line color 
list on the Attribute bar.  

 
Remove border 
 Border Text 
  
Preset colors  

To add border text, select AAAA from the list. See “Adding Border 
Text to Objects” on page 42 for more information.  

To change the color, select a color from the list, or create a custom 
color in the <object> Properties dialog box. 
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Edit Rounded Corner Curvatures for a Rounded Rectangle  

1. After you have drawn the round rectangle, a special handle appears 
inside the upper right-hand corner of the rounded rectangle. Position the 
mouse over the handle and the pointer changes from a single-headed 
arrow to a four-headed arrow.  
 
 
2. Hold down the left mouse button and drag the handle toward the center 
of the object to increase the curvature of the rounded corners, or away 
from the center of the object to decrease the curvature.  
 
3. When you are satisfied with the rectangle’s new shape, release the left 
mouse button.  

 
Note: You can also modify the curvature using the Roundness options 
of the Properties dialog. The Horizontal and Vertical entries indicate 
how far from the respective corners the curves should start.  

Moving and Aligning Objects  
Dragging objects with the mouse allows you to position them 
interactively.  

Move Objects  

1. Highlight the object you want to move using the Select tool.  
2. Drag and drop the object at its new location.  

Alternatively, you may select the object and press any of the keyboard 
arrow keys to move it. This is called “nudging”. 

 
Copy or Duplicate Objects  

1. Highlight the object you want to copy using the Select tool.  
2. Press and hold the CTRL key, and then drag and drop the copy to its 
new location. This creates a copy of the object and leaves behind the 
original.  

 
Note: You can also perform this task using the Copy and Paste tools. 

 
Align and Distribute Objects  

The Align function allows you to select several objects on your card 
design and align them by their left, center, or right points, and/or their 
top, middle, or bottom points. You can also align objects according to 
their text baselines.  
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The Distribute function allows you to select several objects and space 
them evenly either vertically or horizontally on your design.  

To align or distribute several objects, follow these steps:  

1. Select several objects by holding down the SHIFT key and clicking on 
the objects of your choice.  
 
2. On the Object menu, click Align or Distribute, and then choose 
the appropriate command from the menu that appears. 

 

Resize Multiple Objects  

You can select two or more objects and resize them all to the same 
criteria. For example, if you draw a square and a circle on the layout and 
want them to be the same dimensions, select them both (by Shift-
clicking). Then on the Object menu, click Size, and then choose one of 
the following options: To Tallest -Resizes the shorter object(s) to the 
same height as the taller (or tallest) object.  

 
To Shortest -Resizes the taller object(s) to the same height as the 
shorter (or shortest) object.  

To Widest -Resizes the narrower object(s) to the same width as the 
wider (or widest) object.  

To Narrowest -Resizes the wider object(s) to the same width as 
the narrower (or narrowest) object.  

Note: These commands do not maintain the objects’ aspect ratios. 

 
 

Rotate Objects  

To rotate objects, perform these steps:  

1. Select the object you want to rotate.  
 
2. On the Object menu, click Rotate 90 Degrees. 
  
3. Click Left to rotate the object counterclockwise, or click Right to 
rotate the object clockwise.  
 
4. Repeat until you are satisfied with the object’s appearance.  

 
Note: Rotating can be used to design duplex cards with different front 
and back page orientations. 
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Flip Objects  

The Flip function allows you to create a mirror image of an object by inverting the 
object either vertically (from right to left) or horizontally (from top to bottom). To 
flip an object, follow these steps:  

1. Select the object to be flipped. 
2. On the Object menu, click Flip. The Flip submenu appears.  
 
3. Click either Left - right, or Top - bottom.  

 

 
Original               Left-Right            Top-Bottom  

Note: This function is not available for bar codes or text objects. 

Resize an Object  

To resize an object, perform these steps:  

1. Highlight the object using the Select tool. Handles appear on the sides 
and corners of the object. 
  
2. Position the mouse over one of the handles, then press and hold the left 
mouse button.  
 
3. Drag the pointer to a new position on the editing screen.  
 
4. When you are satisfied with the object’s new size and shape, release 
the left mouse button.  

 
You cannot resize static text objects, in the sense that the point size of the 
font will be increased or decreased as you stretch the text box. Rather, 
when you resize the text box, you expand or contract the amount of 
available space in which the text will fit. This is particularly important if 
you increase the font’s point size, or if you type too much text to fit 
within the text box. To reveal text that has been hidden due to constraints 
in the size of the text box, follow the instructions above. 
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Changing Object Attributes  

You can change object attributes, such as line weight or fill color, at 
any time while you are creating or editing the card design.  

 
 

Change Line Attributes  

To change line attributes, perform these steps:  

1. Double-click the line you want to change. The Line Properties dialog 
box appears.  
 
2. On the General tab, change the line color by choosing from the sixteen 
quick-access colors in the Line Color list. For a more extensive selection 
of colors, click the ellipsis button next to the Line Color list.  
 
3. Click Line Thickness and select from the list.  

 
Change Object Attributes  

To change object attributes, perform these steps:  

1. Double-click the object you want to change. The <object> Properties 
dialog box appears.  
 
2. On the General tab, change the object color by choosing from the 
sixteen quick-access colors in the Line Color list. For a more extensive 
selection of colors, click the ellipsis button next to the Line Color list. 
  
3. Change the fill color by selecting from the sixteen quick-access colors 
in the Fill Color list. For a more extensive selection of colors, open the 
<object> Properties, click the General tab, and then click the ellipsis 
button next to the Fill Line Color list.  
 
4. If the object is static or dynamic text, change the text color by selecting 
from the sixteen quick-access colors in the Text Color list. For a more 
extensive selection of colors, click the ellipsis button next to the Text 
Color list.  

 
Adding Static and Dynamic Text  

The are two types of text objects in Badging3000 Designer: static and 
dynamic. Static text objects are used as non-changeable design elements 
such as headlines or field labels (for example, “First Name”). Dynamic 
text/data objects are connected to a data field or expression, and change 
from card to card (for example, the first name of the cardholder).  
The links between the database (or data field in certain cases) and your 
card design are created automatically. You only have to select the font, 
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style, point size, color, and location of both the data fields/expressions 
and the text objects.  

 
Create Static Text Objects  

To create static text objects, perform these steps:  

1. On the Draw menu, click Static Text, or click the Static Text button 
in the Toolbar.  
 
2. Draw the object (as described in “Draw an Object” on page 33). The 
Text object will appear on the workspace (see Figure 14). 
  
3. Double-click the object. The Static Text Properties dialog box 
appears. 
  
4. Select the Text tab. In the Text field, enter the text you want to appear.  
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5. If the text is long, select the Wrap text option so that the text wraps to 
the next line within the boundaries of the object, or select the 
Automatically reduce font to fit option to have Badging3000 Designer 
shrink the text to fit into the object without wrapping. If you want a long 
text string to appear with specific line breaks, you can force a break by 
pressing Ctrl+Enter where you want the line to wrap.  
 
6. (Optional) Select Vertical Text to display the text vertically (top to 
bottom).  
 
7. (Optional) Click Change Font to select the font, style, and point size.  
 
8. (Optional) Click Text Color to select one of the preset colors, or click 
the ellipsis button to access the Windows Color palette to create a custom 
color.  
9. (Optional) Adjust the text justification using the Justification 
options.  

 
Note: You can change any of these options later by highlighting the text 
object and making your choices on the Text Style and Attribute bars. 
See “The Text Style Bar” on page 10.  

10.  (Optional) To add a border or background color to the text object, 
click the General tab and then select the text box line and fill colors.  

11. (Optional) Adjust the text box Line Thickness. 

 
 

 

 

Create Dynamic Text Objects  

To create dynamic text objects, perform these steps:  

1. Using the Dynamic Text tool, draw the object as described in “Draw 
an Object” on page 33.  
2. Double-click the object to open the Dynamic Text Properties dialog.  
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3. Click the Text tab. From the Data field name or expression list, 
select the data field that will supply the data at print time. Click Edit if 
you want to customize the data field.  
 
4. (Optional) In the Sample Text field, enter a label that will identify the 
contents that will appear in the object at print time (for example, First 
Name).  
 
5. Make any further modifications to the object as described in see 
“Create Static Text Objects” on page 40.  

 
 

Adding Border Text to Objects  

This security feature allows you to add a border of very small, user-
definable print around rectangle, text and image objects, both static and 
dynamic.  
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Border text set to 3 points Border text set to 7 points  

Note: The settings for the Border Text will be global for your card 
layout, so you only need to set the properties once in the Layout 
Properties dialog.  

Set the Border Text Properties  

To set the border text properties, perform these steps:  

1. On the File menu, click Layout Properties, or click the Layout 
Properties button on the Toolbar. The Layout Properties 
dialog box appears.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
2. In the Text field, enter the text that will appear around the design 
object. This word or phrase will be repeated until there is no more room 
and the last iteration will be truncated to fit. The text will begin at each 
corner as shown in Figure 18.Tip: Add a space after the last word to 
create a buffer between it and the first word so they don’t run together.  
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3. Click the Color list to select a color for the text. For a more extensive 
selection of colors, click the ellipsis button next to the Color list.  

 
4. Click Modify... to change the default font setting of Arial 3 point in 
black. The options available are similar to those offered on the Text Style 
bar. We recommend that you keep the font size very small, 3 points being 
the smallest. You may need to experiment with the size to find what 
works best with your printer.  

 
Keep in mind also that the keyline or outside perimeter for your object 
becomes the baseline (or outermost point) of the text, therefore any 
border text will reduce the size of the image. The samples above were 
created from the same image object. You can see that the larger font 
size reduces the space available for the image.  

 
5. Click OK to accept the changes. 

 
Add Border Text to an Object  

1. Add your Rectangle, Text or Image object to the card.  
2. With the object still highlighted, choose AAAA from the Line color list 
to set the line to border text. Your object will appear similar to the 
samples in Figure 18.  

 
Adding Static and Dynamic Images  

You can use a drawing tool to add digital images to a card, such as photo-
graphs, fingerprints, signatures, and clip art. The Dynamic Image tool is 
used to create a keyline for any dynamic image type available in 
Badging3000 Designer. The Static Image tool allows you to import 
static image files from any external source.  

Dynamic Image keylines are automatically linked to your data source. 
When you print cards using your application, the keylines are replaced by 
the cardholder’s images. Hard-to-counterfeit transparent images and 
cameo effects can also be defined for the image keylines, therefore, 
providing an extra level of security to the cards issued.  

Add Static Images  

To add a static image, perform these steps:  

1. On the Draw menu, click Static Image, or click the Static Image 
button on the Toolbar.  
 
2. Draw the image object (as described in “Draw an Object” on page 33).  
The Open dialog box appears when you release the mouse button. 
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3. Browse to the image file you want to insert in the keyline, then click 
Open.  

 
Note: The image size is automatically set to match the size as specified 
in the image file header. 

 
Add Dynamic Images  

To add a dynamic image, perform these steps:  

1. On the Draw menu, click Dynamic Image, or click the Dynamic 
Image button on the Toolbar.  
2. Draw the image object (as described in “Draw an Object” on page 33). 
The object will maintain the aspect ratio as set in your application for the 
default image type (for example, Photograph).  

 
Change the Image Properties  

To change the image properties, perform these steps:  

1. (Optional) Change the image properties by double-clicking the object 
to access the Dynamic Image Properties dialog box. Select the Image 
tab.  
2. Change the Image Type by choosing from the list.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Note: Fingerprint is not available in this version. 
3. (Optional) Select Print image exactly as-is to prevent changes to an 
image so that it prints correctly. Use this feature for bitmaps that contain 
digital watermarks which may be lost if the bitmap is resized.  
Note: When you select Print image exactly as-is, other properties for 
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the image are disabled, such as line color and thickness, shadow, close-
cropping, fading transparency, and gray scale. However, the checkbox 
Don’t clip image becomes enabled, allowing you to print the entire 
image even if it is too large to fit in its rectangel as defined on the layout.  
 
Warning: Do Not change Field Name.   

 
Select a Sample Image  

If you want to add effects to your dynamic images, it’s a good idea 
to select a sample image so you can preview the effects prior to 
printing. Perform these steps:  

1. Double-click the image to open the Dynamic Image Properties dialog 
box. Select the Sample Image tab. 
  
2. Click Load. The Open dialog appears. 
  
3. Select an image that is a good representation of the typical image you 
will be capturing with your application. Click Open. 
  
4. Click Enhance to make any enhancements necessary (see “Enhancing 
the Card Background” on page 28 for more details). These enhancements 
only affect the sample image and not the images that will be added at 
print time.  
5. Click OK.  

Add Close-Cropping Effects  

The Close-cropping option allows you to remove the background pixels 
from an image. On the Image Properties dialog box, click the Image 
tab. Select the Close-cropping checkbox and then click Settings. The 
options you select depend on the image quality of the background you 
want to remove.  
Cameo Effect -Select this option if you want to create a cameo effect. 
This will remove all background pixels around the subject of the image 
(i.e., the cardholder's head). Use this option with the Fade and 
Transparency levels to make an interesting ghost effect.  

Hue/Intensity Color Match -Select this option if you want to remove all 
pixels within a specified hue/intensity range. This option is particularly 
useful if you are having trouble removing background pixels with the 
Exact Color Match option. Enter your custom Hue Variation and 
Intensity Threshold percentages.  

RGB Color Match  -Select this option if you want to remove all 
background pixels that are exactly the same color. This option is particu-
larly useful for solid-color backgrounds, which are commonly found in 
bitmap files (for example, logos), and it may not be suitable for cropping 
photographs. In the Color variation field, enter an amount of variation 
from the selected color, or enter 0 for an exact color match.  
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Color Variation -This is the percentage of the hue that Badging3000 
Designer will use to scan for variations of the background pixels along 
the color spectrum. Badging3000 Designer removes pixels by sampling 
the first one located in the upper left-hand corner of the image. It then 
uses this setting to scan for pixels of a similar hue along the specified 
percentage of the color spectrum. A higher value means that 
Badging3000 Designer will scan and remove pixels across a wider 
percentage of the color spectrum. A lower setting means that 
Badging3000 Designer will confine the removal to pixels that more 
closely match the first one that was sampled.  

For example: If you enter a setting of “30” here, and if the image's first 
pixel is a shade of green, Badging3000 Designer will scan and remove 
all shades of green across 30 percent of the spectrum (and possibly into 
portions of the yellow and blue color ranges).  

Intensity Threshold -This is the percentage that Badging3000 Designer 
will use to scan for variations in color intensity. Badging3000 Designer 
removes pixels by sampling the first one located in the upper left-hand 
corner of the image. It then uses this setting as a threshold by which all 
pixels of a certain intensity (and higher) will be scanned. A higher value 
means that Badging3000 Designer will confine its removal to the 
brighter pixels that fall within the specified Hue Variation range. A lower 
setting means that Badging3000 Designer will widen its scan and remove 
a broader range of bright and dark pixels within the specified Hue 
Variation.  

 
For example, if you enter a setting of “60” here and a setting of “30” in 
the Hue Variation box, and if the image’s first pixel is a shade of green, 
then Badging3000 Designer will scan and remove all of the brighter 
shades of green across 30 percent of the color spectrum. In other words, 
fewer green pixels will be removed from the image. If, on the other 
hand, you lowered this setting to “20,” the removal will include a 
broader range of both light and dark green pixels.  

Background Color -If Automatic is selected, Badging3000 Designer 
removes pixels by sampling the top-left and top-right pixels of the 
image and estimating the background color. To select a different color, 
click on the color in the displayed image, or check the Specific color 
box and then click Choose color. Select the color and then click OK. 

 
 
Create an Image Ghost Using the Effects Settings  

The Fade and Transparency levels can be used to create a ghost image. 
An image ghost is an image that is transparent (that is, the background 
elements show through it) generally used in addition to a regular image, 
and can be placed anywhere on the card design—even behind text or 
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other objects. This is considered to be an additional ID security feature, 
as ghosted images are extremely difficult to reproduce.  

You may want to experiment with the settings to get the effect you want.  

1. Add an image object (as described in “Draw an Object” on page 33). If 
you want to create a ghost of an image that already exists on your card, 
Ctrl+click the image and drag the newly created image to its location. 
Then you can apply the effects you want to the new image. You will 
need to move the ghost behind the original; on the Object menu, click 
Move, then click Back.  
 
2. Double-click the image to open the Dynamic Image Properties dialog 
box. Select the Image tab.  
 
3. Modify the Effects settings to get the look you want.  

 
• Fade level: Use this feature to create a “washed out” appearance. The 
number entered in the field represents the percentage of “whiteness”  
that you want for the image.  

• Transparency level: Use this feature to reduce the opacity of the 
image. The number entered in the field represents the percentage of the 
image that will be transparent.  
• Use mesh pattern: This is a quick way to create a ghost effect and can 
be used instead of changing the Transparency level. It automatically sets 
the appropriate level of opacity. This option uses the same algorithm as 
the ghost option in GuardDraw 5.5.  
 
• Gray scale: Select this option to remove the color information from the 
image—the color will be replaced with levels of gray.  

 
Create a Shadow  

Create a shadow behind any text or image object, static or dynamic, 
giving a sense of depth and dimension to a 2D object.  

Note: In the case of an image object, the shadow created will reflect the 
shape of the image’s keyline (outside border) and not that of the image 
itself (even if you select a close-cropping effect).  

 
Static Image object with 
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cameo effect and shadow 
 

1. Double-click the image or text object to open the Properties dialog.  
 
2. In the Style settings, click Shadow.  
 
3. (Optional) Modify the color and offset of the shadow (keeping in mind 
what the object over the shadow will be).  

 
4. Click OK.  

The default settings for the amount of offset are, horizontally and verti-
cally, 0.04 of the units of measurement you are currently using, and the 
color is black. These settings create a shadow appearing below and to the 
right of the object. To change these settings, perform these steps:  

1. Select a new color from the Color list, or click the ellipses button next 
to it to change the shadow color. The Microsoft Color palette appears.  
2. Type a new setting for the horizontal and vertical offsets. Positive 
integers create a shadow below (horizontal) and to the right (vertical), 
while negative integers create them above and to the left. Experiment to 
see the settings that are most appropriate for your design.  

 
Tip: Create eye-catching portraits on your cards by adding a Cameo 
Effect to your image and then adding a shadow. Remove the object 
outline, change the shadow color, and increase the offset to enhance the 
effect. 

 
Change Signature Fill and Text Attributes  

Changing the fill color and/or text color of a signature can make it stand 
out more on your card design. Changing the text color results in your 
printed signature appearing in the chosen color.  

1. With the signature selected, change the text and fill color by choosing 
from the sixteen quick-access colors in the Text Color list on the 
toolbar.  

For a more extensive selection of colors, double-click the object to 
open Dynamic Image Properties. Click the General tab, and then 
click the ellipsis button next to the color list. To print the signature 
against the card background, click X for “no fill”.  

Note: These two attributes will not change the appearance of your 
sample image (if you have chosen one); they will only affect the final 
printed card. 

 
Defining Expressions  
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Define Expressions with a Database Connection  

While Badging3000 Designer allows you to define any manner of valid 
SQL expressions, you will most likely combine available database fields 
(for example, First_Name and Last_Name).  

Note: You cannot use expressions if your configuration does not access  
textual data in your database.  

SQL expressions that can be defined in Badging3000 Designer differ 
from database to database. Refer to the documentation that accompanies 
the ODBC-compliant database you are using. 

 
Define an Expression for a Conditional Display  

You can choose a combination of data fields that can be used as 
display criteria for a design object. For example, if you want a design 
object to appear only when the cardholder’s name equals “John 
Smith”, then you will need to create an expression that reflects that 
condition.  

1. Double-click the object to open the Properties dialog box.  
 
2. Click the Conditional Display tab.  
 
3. Click the option Show object only when field/expression. The fields 
below become active.  
 
4. From the Data field list, select your valid SQL database expression.  

 

 

Use Expressions as Dynamic Text Objects  

You can use any expression when creating a dynamic text object, just 
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as you would any regular database field. For example, if you want to 
show both the cardholder’s first and last names together, you would 
enter the appropriate expression in the Field Name combo box.  

The “Dynamic Text Properties Text Tab” shows the SQL expression 
used to concatenate the First_Name and Last_Name fields together 
to create the “Full Name” expression.  

RTRIM[First_Name]+””+[Last_Name]  

The RTRIM command at the beginning of the string is used in SQL to 
remove any blank spaces to the right that may exist in the database field. 
The pair of double quotes in the middle of the expression is a marker for 
a space in between the two names.  

If you do not have a database connection, the code entered would 
look something like this:  

First_Name + ‘ ‘ + Last_Name  

where First_Name and Last_Name are data fields that have been 
defined in the View menu, by clicking Options, then the Data Fields 
tab.  
Note: To use expressions without a database connection, on the Layout 
Properties box, click the General tab, and select the option Evaluate 
expressions in data fields. See “Define Expressions with No Database 
Connection” on page 52.  

 

1. Double-click the Dynamic Text object to open the Properties dialog 
box.  
 
2. Click the Text tab.  
 
3. In the Data field name or expression box, enter the expression you 
want to use.  
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To create a custom field name or expression, click Edit. Select the field 
name from the list, then click Insert. Repeat to add more names or 
expressions. Click OK when you are done.  
 
4. Because an expression can be lengthy, you can edit the label so it more 
closely resembles the expression’s intended purpose (for example, “Full 
Name”). Otherwise, Badging3000 Designer automatically uses the Field 
Name entry as the Text label.  
 
5. (Optional) If the expression is a date or time field, select a format from 
the Format for date/time fields list.  
 
6. Click OK.  

 
 
 
 
 
 
 

Adding Bar Codes  

Drawing a Bar Code  
Drawing bar codes on a card design can be a moderately complex 
process. It is important to familiarize yourself with the type of bar code 
you will be using, and to set the corresponding properties, values, and 
database field specifications with care. Bar Code Properties and Values 
(below) contains descriptions of the various types of bar codes that can 
be added to your card design. You should first refer to your hardware 
documentation for information on the types of bar codes supported by 
the card reader you have purchased and the type of data the bar code can 
accept.  
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To draw a bar code, perform these steps:  

1. On the Draw menu, click Bar Code, or click the Bar Code button on 
the Toolbar.  
2. Draw the bar code as you would any other design object.   

 

 

Link a Bar Code to a Data Field or Expression  

In order for the bar code to convert and use the proper data from the data 
source, it is important that you link it to a data field. To do this, double-
click the bar code to open the Bar Code Properties box. Click the Bar 
code tab, and then select a data field from the Field Name list.  

 
 
 
 
Set Bar Code Properties and Values  

To set the bar code properties and values, perform these steps:  
1. Double-click the bar code to open the Bar Code Properties dialog 
box, or click the Object Properties button on the Toolbar. Click the Bar 
code tab. 
  
2. Select the appropriate bar code type from the Type list.  
  
3. Continue selecting properties and their corresponding values until you 
have properly configured your bar code.  

 
Print Bar Codes on the K Plane  

Bar codes should always be printed in black. There are two types of 
black available: process black and pure black (the black that is 
exclusively printed on the K plane). While both colors are an acceptable 
selection, it is important to note that infrared bar code readers cannot 
recognize bar codes printed in process black. Unless you are sure that 
your bar code reader can read process black, it is recommended that you 
set your bar code to print in pure black.  

To print bar codes on the K plane, double-click the bar code on your card 
design to open the Bar Code Properties dialog. Click the General tab, 
and then select Print on K Plane.  

Note: This option is only valid if your card printer supports K plane  

Continental Instruments, LLC 



 

(pure black) printing.  

Set the Bar Code Background Color  

While the default bar code background color is white, and should 
generally remain white, Badging3000 Designer allows you to specify any 
other color (including no color, or transparent) to prevent the illicit 
duplication of ID cards by photocopying.  

Note: Only a small number of readers can recognize the black code 
against a non-white field; therefore, if you intend to specify a bar code 
background fill as any color other than white, first make sure your reader 
is capable of distinguishing the code from the color field.  
A good rule to remember when printing bar codes against a non-white 
field is to print the bar code on the K plane. (  

To set the bar code background color, highlight the bar code on your 
card design. Change the bar code background fill color by selecting from 
the sixteen quick-access colors in the Fill Color list on the Attribute bar, 
or open the Bar Code Properties dialog and click the ellipsis button 
next to the Fill Color list to create a custom color.  

 
 
 
Types and Checksums  

The following sections describe the bar code types that are available 
on the Bar Code tab of the Bar Code Properties box.  

Bar Code Types This property is used to set the type of bar code to be used. The 
following is a list of the possible types of bar codes:  

• Code 3 of 9 - an alphanumeric bar code allowing uppercase letters and 
numbers. Each character consists of nine elements, three of which are 
wide. An embedded CRC character is present. To add a checksum to the 
bar code, select an option from the Checksum list.  
 
• Extended Code 3 of 9 - this bar code type is similar to Code 3 of 9, 
except it allows the full 128 ASCII character set to be encoded by 
printing two bar code characters for each text character. To add a 
checksum to the bar code, select an option from the Checksum list.  
 
• Interleaved 2 of 5 - a numeric bar code. Each encoded character is 
composed of five elements, two wide and three narrow. The number of 
characters to be printed must be even. If the number of characters is odd, 
a zero is appended to the beginning of the code. To add a checksum to the 
bar code, select an option from the Checksum list.  
 
• Code 93 - an alphanumeric bar code allowing uppercase letters and 
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numbers. To add a checksum to the bar code, select an option from the 
Checksum list.  
 
• Extended Code 93 - this bar code type is similar to Code 93, except it 
allows the full 128 ASCII character set to be encoded. To add a 
checksum to the bar code, select an option from the Checksum list.  

 
• UPCA - Universal Product Code version A. This bar code type is used 
to encode an 11 digit number. The first digit is the system number and the 
rest are data characters. Both two and five digit supplements are 
supported. Checksum is not used.  
 
• UPCE 10 digit - a zero-compressed version of the UPCA bar code. 
This version allows 10 digits to be encoded. The first digit must be a 
zero. Both two and five digit supplements are supported. Checksum is not 
used.  
 
• UPCE0 6 digit - a zero-compressed version of the UPCA bar code. 
This version allows 6 digits to be encoded. The first digit must be a zero. 
Both two and five digit supplements are also supported. Checksum is not 
used.  
 
 
 
 
• UPCE1 6 digit - a zero-compressed version of the UPCA bar code. 
This version allows 6 digits to be encoded. The first digit must be a zero. 
Both two and five digit supplements are supported. Checksum is not 
used.  
 
• EAN 13 - this bar code type is used when the country origin must be 
known. EAN 13 is composed of 13 digits. The first two characters are 
used to define the country of origin, the next 10 are data, the last is a 
checksum. Both two and five digit supplements are supported. Checksum 
is not used.  
 
• EAN 8 - this bar code type is used when the country origin must be 
known. EAN 8 is composed of eight digits. The first two characters are 
used to define the country of origin, the next five are data, the last is a 
checksum. Both two and five digit supplements are supported. Checksum 
is not used.  
 
• Code 128 Auto - a variable-length bar code that is capable of encoding 
the full 128 ASCII character set. Code 128 allows three subsets: A, B and 
C. This version automatically selects the subset that produces the smallest 
bar code. See Note below for special checksum information.  
 
• Code 128 A - a variable-length bar code that is capable of encoding the 
full 128 ASCII character set. Code 128 allows three subsets: A, B, and  
C. This version allows all standard uppercase alphanumeric keyboard 
characters, plus control characters. See Note below for special 
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checksum information.  
 
• Code 128 B - a variable-length bar code that is capable of encoding the 
full 128 ASCII character set. Code 128 allows three subsets: A, B, and  
C. This version allows all standard uppercase alphanumeric keyboard 
characters, plus all lowercase alpha characters. See Note below for 
special checksum information.  

Note: For Auto, A & B -Set the checksum to “Mod 103" to use the 
regular Code 128 checksum value or to “Mod 43/Mod 103" to perform 
the HIBC standard Mod 43 encoding prior to the Code 128's Mod 103 
checksum.  

• Code 128 C - a variable-length bar code that is capable of encoding the 
full 128 ASCII character set. Code 128 allows three subsets: A, B, and  
C. This version includes a set of 100 digit pairs, from 00 to 99 inclu- 
sively. This allows double-density numeric digits: two digits per bar- 
coded character. A checksum is automatically chosen. 
 
• Codabar - a variable-length bar code that is capable of encoding 16 
characters, including 0 to 9, plus the symbols “-”, “$”, “;”, “.”, and “+”. It 
is used primarily for numeric data. Any one of “a,” “b,” “c”, or “d” must 
be used as the start and stop characters. To add a checksum to the bar 
code, select an option from the Checksum list.  
 
 
• MSI Plessey - a variable-length bar code that is capable of encoding up 
to 15 numeric digits. To add a checksum to the bar code, select an option 
from the Checksum list.  
 
• UCC 128 - a specially-defined subset of Code 128 that is used primarily 
on shipping containers. It is numeric and has a fixed length of 19 digits. 
To add a checksum to the bar code, select an option from the Checksum 
list.  
 
• POSTNET (Zip + 4 PostalCode) - this bar code type is used on 
envelopes and postcards that are shipped through the US Postal Service. 
It is placed on the lower right-hand corner of the envelope. Checksum is 
not used.  
 
• Symbol PDF417 - a two-dimensional symbology that allows you to 
encode a Portable Data File with ASCII, binary, or numeric data. The 
Symbol PDF417 is particularly useful if you need to encode large 
amounts of data onto a limited space (for example, an ID card that 
requires customer or employee profiles, biometric data, and personal 
descriptions). See “Setting Up Symbol PDF417 Bar Codes” in the  
Badging3000 Designer Help system for complete details on the proper 
use of this technology.  

Note: Symbol PDF417 bar codes are only available through an optional 
plug-in.  
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• Code 49 - a multiple-row bar code that can encode the full ASCII 
character set below ASCII 128. Up to 49 alphanumeric characters or 81 
numeric characters can be encoded. These characters are encoded into 2 
to 8 rows, each divided by a separator bar. The top and bottom of the 
symbol also have separator bars that extend to the ends of the minimum 
quiet zones.  
 
• Code 16K Auto - a multiple-row bar code that can encode the full 
ASCII character set below ASCII 128 using existing UPC and Code 128 
character set patterns. Up to 77 full ASCII characters or 154 numeric 
characters can be encoded into 2 to 16 rows, and each row is divided by a 
separator bar. The top and bottom of the symbol also have separator bars 
that extend to the ends of the minimum quiet zones. Code 16K is similar 
to Code 128 in that you can choose between three subsets directly (A, B, 
or C), or you can choose Code 16K Auto for auto switching mode.  
 
• Code 16K A - a multiple-row bar code that can encode the full ASCII 
character set below ASCII 128 using existing UPC and Code 128 
character set patterns. In Code 16K A, you can encode punctuation, 
digits, uppercase letters, and control codes below the space character.  
 
• Code 16K B - a multiple-row bar code that can encode the full ASCII 
character set below ASCII 128 using existing UPC and Code 128 
character set patterns. In Code 16K B, you can also encode lowercase 
letters, but not control codes below the space character.  
• Code 16K C - a multiple-row bar code that can encode the full ASCII 
character set below ASCII 128 using existing UPC and Code 128 
character set patterns. In Code 16K C, only digits can be encoded. This 
mode prints digits in double-density compressed mode.  
 

 
Bar Code                      Sample Text -This property sets the sample text that replicates the data  
Properties                    that will populate the bar code at print time. Each bar code has its own  

associated sample text, but you can modify it within the parameters of the  
bar code.  

Field Name -Select the data field from which the data will be taken at 
print time.  

Justification -Select Left, Center or Right as the justification of the bar 
code within the bounding box.  

Show readable text -Choose Below or Above if you want the data that 
encodes the bar code to appear as readable text along with the bar code.  

Checksum list -This property controls how the checksum is created. 
Checksums can be optionally added to some bar codes. See each bar code 
type description for more information.  

Ratio list -Select the ratio of the width of the bar code’s bars. This setting 
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is dependent on the bar code type.  

Narrow bar -Enter the width to use for the narrowest bars in the bar 
code.  

Bar code height -Set the height of the bar code bars. This setting is only 
required by Code 49 and Code 16K type bar codes, which use fixed 
height bars.  

PDF417 options -These settings are specific to PDF417 type bar codes. 
See the Badging3000 Designer Help system for more information.  

Selecting Colors  

Selecting Colors Using the Attribute Bar Lists  
To select colors using the Attribute bar lists, perform these steps:  

1. Highlight the object using the Select tool.  
2. To change the line color, select any of the sixteen quick-access colors 

from the Line Color list in the Attribute Bar.  

To change the fill color, select any of the sixteen quick-access colors 
from the Fill Color list in the Attribute Bar.  

 

To change the text color, select any of the sixteen quick-access colors 
from the Text Color list in the Attribute Bar.  

Creating Your Own Colors  
To create your own colors and apply them to screen elements, perform 
these steps:  

1. Double-click the object to open the Properties dialog box. On the 
General tab, click the ellipsis buttons next to either Line, Color, Fill 
Color or Shadow. The Color dialog box appears. 
  
2. Drag the cursor in the color refiner box and the arrow beside the 
luminosity bar to define your color. You can also create a color by typing 
numbers in the Red, Green and Blue boxes, or in the Hue, Sat 
(saturation), and Lum (luminosity) boxes.  
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Note: The color you create is shown in the left side of the Color/Solid 
box. You can double-click the right side of the box, or press 
ALT+O, to use the solid color that most closely resembles the one 
you have created.  

 
3. In the Custom Colors palette, select an empty box for the new color, 
or select a color that you want to change. 
  
4. Click Add to Custom Colors.  

 
Note: The custom color list is saved in the layout (DGN) file so that you 
can maintain a consistent color scheme in each card layout.  

5. Create any other colors you want and add them to the palette.  
6. Click OK.  
 

 
 
Placing Objects on the K and O Planes  

Badging3000 Designer supports 24-bit color, with output process colors, 
in the following models: CMY (cyan, magenta and yellow), CMYO 
(CMY plus a protective overlay); CMYK (CMY plus pure black), and 
CMYKO (CMYK plus a protective overlay). Each color is considered a 
“plane”.  

CMYK For CMYK, ribbon-based ID card printers will use individual ribbons or 
ribbon segments for each process color. Some color document printers, 
like the HP DeskJet 560C, have a CMY ink cartridge and a pure black 
(K) ink cartridge. As the card is passed through the printer, each plane is 
applied to the card in such a way that it is combined with the other 
planes to achieve a desired color. For example, if you were to print 
process black on a card, the printer would combine 100% of the cyan, 
magenta, and yellow planes to achieve black. By contrast, pure or resin 
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black (which is much richer) is achieved by printing 100% of the K 
plane.  

Place Objects on the K Plane  

To place objects on the K Plane, perform these steps:  

1. Double-click the object you want place on the K plane. The <object> 
Properties box opens.  
 
2. Click the General tab.  
 
3. Click Print on K Plane.  

 
Note: This option is only valid if your card printer supports K plane 
printing.  
 

The O Plane or Protective Overlay  

The O Plane, or protective overlay, is a transparent film on a separate 
ribbon (the O plane), which is applied after the other colors have been 
printed onto the card. It is used to protect the card from wear and tear. It 
is not technically a color, but it is treated as such by printers that offer 
protective overlay printing as an option.  

Note: This option will only work with certain printers. Please consult  
your printer documentation for information on setting up options and  
exclusion areas to apply a protective overlay to your card design.  

 
 
Setting Up Magnetic Stripe Information  

Use Magnetic Stripes to Retrieve Cardholder Data  

Badging3000 Designer allows you to encode virtually any data you want 
on the Magnetic Stripe, which is particularly helpful if you are creating 
items such as credit cards, ATM cards, long distance telephone cards, or 
public transportation access cards.  

Allowable Track The following table illustrates the type of information that may be  
Information encoded to each track of the Magnetic Stripe: 
 

 Track  No. of 
Alphanumerics  

No. of Numerics  

1  210  76   
2  75   37  
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3  210   104  

 
Track 1 allows alphanumeric (both alphabetic and numeric) characters, 
and Tracks 2 and 3 only permit numeric characters. Certain character sets 
are accepted for encoding on each track. For more information on 
allowable character sets, refer to the documentation that accompanies 
your Magnetic Stripe encoding module.  
The printer automatically verifies whether or not a card has been 
successfully encoded. Depending on your printer’s features, if a card is 
not encoded properly, the printer ejects the blank card and the on-line 
LED flashes. If this occurs, reexamine the information you have selected 
for encoding and make the necessary modifications to your track layout.  

Note: You do not need to add special data characters to signify Start  
Sentinels, End Sentinels, and Field Separators (as defined by ISO  
7811-2 standards). Badging3000 Designer will add these characters 
automatically during the encoding process.  

 

 

 

 

 

 

 

Set Up Magnetic Stripe Encoding  

To set up Magnetic Stripe, Smart Chip, or Proxy Encoding, perform 
these steps:  
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1. On the File menu, click Layout Properties.  
 
2. Click the General tab, then click Encoding. The Card Encoding 
dialog appears.  
 
3. From the Tracks list, select the type of technology that can be read by 
your card reader. For magnetic stripe encoding, refer to your hardware  
documentation to find out which tracks are supported by your  
particular device.  

4. From the Field/Expression list, select any available data field (or 
create an expression) that you want to encode.  
 
5. Click Add Field. Your selection appears in the Selected Text Fields 
list.  
 
6. Repeat steps 3 and 4 for each data field or expression that you want to 
encode. 
  
7. For magnetic stripes, repeat steps 1 to 4 to encode additional tracks.  
 
8. When you are finished, click OK.  

 
The track layout information is saved to your card design when you 
choose Save or Save As from the File menu. The physical encoding of 
the magnetic stripe occurs when you print or externally encode the card 
from your application.  

Remove Individual Fields/Expressions from the Layout  

To remove individual fields/expressions from the layout, perform 
these steps:  

1. From the Tracks list, select the track or technology from which the 
database field or expression is to be removed.  
 
2. Select the data field or expression from the Selected Text Fields list. 
  
3. Click Remove Field.  

 
Remove all Fields and Expressions from the Track Layout  

To remove all fields and expressions from the layout, perform these 
steps:  

1. From the Tracks list, select the track from which all of the database 
fields and expressions are to be removed.  
 
2. Click Clear Fields.  
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Tips and Tricks  

Creating Your Own Card Backgrounds  
There are plenty of software packages available that offer high resolution 
bitmap images that can be used as card backgrounds. If you would like to 
develop your own company-specific backgrounds, there are a few points 
to remember.  

• Use a sophisticated paint program to design your card backgrounds, and 
save them in a bitmap or JPEG file format that is recognized by 
Badging3000 Designer. While Microsoft Paint is an adequate tool for 
some kinds of graphic design, it does not offer the creative effects (such 
as gradient fills or artistic text) that can give your artwork a professional 
quality.  
• To assure your custom card background graphic will not be cropped 
during import, always set the size of your card background to the page 
size of the medium onto which you will be printing (for example, 80mm 
long by 54mm high). Also, set the output resolution to at least 300 dots 
per inch, with a 24-bit (16 million) color setting: line art should have a 
higher dpi for the best quality, and photographs can be a bit lower than 
300 dpi without significant degradation in quality.  
• If you prefer to use a draw program, export your card background 
graphic with a one-to-one pixel setting. Set the output resolution to at 
least 300 dots per inch with a 24-bit color setting. If the draw program 
offers anti-aliasing with the export utility, it will smooth out the “jaggies” 
in your artwork.  
• You can save or export your background graphic to 256 different colors 
to conserve disk space. The end result will be noticeably inferior to 24bit 
color output. Sixteen million colors will give your card background a 
near-photographic quality. If disk space is an issue, save the file as a 
JPEG image. This file format offers exceptional compression, while 
maintaining the high quality of the image.  
• Test-print your background design on the printer you will be using to 
produce your ID cards. ID card printers do not always output the colors 
you see on your screen. Test-printing allows you to adjust the color 
output to your satisfaction before you go into full ID card production.  

 
Hue Variation and Intensity Threshold Settings  

The effects of these settings depend entirely on the tonal quality of the 
image that is being close-cropped. Images with darker background pixels, 
or backdrops that have distinct variations in shading, pose more of a 
problem than images with brighter, solid-colored backgrounds.  

For best results on close-cropping photographs, follow these 
image capturing tips:  

• Make sure your subject is well lit. Using backlighting behind the subject 
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separates the subject’s hair from the backdrop, creating a slight halo 
effect around the hair. This works well to define dark hair from a dark 
backdrop.  
• Photograph your subjects against a solid-colored backdrop.  
• If you are using the ambient lighting in an office, rather than specialized 
photographic lighting, place your subjects against a colorful backdrop 
(sky blue, red, or green work well). This enhances your subject's flesh 
tones, and makes it easier for Badging3000 Designer to differentiate the 
background pixels from those that compose the image of the cardholder.  
• When you are not using cameo or ghosting effects, darker backgrounds 
reduce the intensity threshold of the image.  

 
Nudging Objects  

You can “nudge” Badging3000 Designer objects one pixel at a time to 
place them on your card design with precision. To do this, select the 
object and use your arrow keys to move it in the direction of your 
choice.  

Constraining Objects  
To draw perfect squares and circles, or perfectly horizontal or vertical 
lines, hold down the SHIFT key to constrain the object while you draw 
or resize it.  

Note: Images (photographs, fingerprints and signatures) are automati 
cally constrained to their proper aspect ratios when you draw or resize  
them on your card design.  

 
 
 
Quick-Copying Objects  

You can quick-copy an object by holding down the CTRL key, and 
selecting and moving the original object with your mouse pointer. This 
action leaves behind a copy of the original image at the original location. 
This allows you to bypass the Copy/Paste commands and Toolbar 
buttons.  

Selecting/Deselecting Multiple Objects  
You can select multiple objects by holding down the SHIFT key and 
clicking on the objects of your choice. Clearing objects from a previously 
selected group can be performed in the same manner.  

Another way to select multiple objects is to click and hold down your left 
mouse button, and draw a marquee box around the group of objects that 
you want to select. Be careful to not click and hold down your left mouse 
button while the pointer is located over an object, as this will select and 
move the object.  
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Selecting Individual Objects  

It can be difficult to highlight an individual object when there are several 
objects overlapping one another, particularly if the object you want to 
select is in between or underneath others. An easy way to select a layered 
object is to press the Tab key on the keyboard to select each object in 
succession.  

Placing Bar Codes  
When adding a bar code to your card design, place it so the bottom of the 
code is at least 1/4-inch from the bottom margin of the card. Most card 
readers are incapable of reading bar codes that are printed below this 
location. To be sure your bar code is in the right spot, test-print a single 
ID card and try it on your card reader.  

When sizing a bar code to fit onto your card design, remember the 
following useful points:  

• To see how long the bar code will be (using the default narrow bar 
width ratio), select the bar code, open the Properties dialog box and  

enter a sample text string with the same number of alphanumeric  
characters as you plan to use in the bar code. For example, if your  
planned bar coding sequence is 9 alphanumeric characters in length,  
enter nine sample alphanumeric characters in the Sample Text field.  
The bar code on your card design will automatically resize itself to  
accommodate the new character length.  

• If the bar code is too long to fit onto your card design, select the bar 
code, open the Properties dialog box and change the Ratio option to 
“2.5:1” or “2:1”. This resizes the widest bars in the bar code by a ratio of 
2.5 to 1 or 2 to 1 respectively, relative to the narrowest bars. The bar 
code on your card design is automatically reduced in the length.  
Note: This option does not apply to all bar code types.  
• If you reset your bar width ratio and you still cannot fit your bar code 
onto your card design, adjust the narrow bar width itself. To do this, open 
the Properties dialog box and enter a smaller number in the Narrow bar 
width field than the default.  
• Select Show readable text to add human-readable text.  
• Add a “quiet zone” (that is, a clear space with no machine readable 
marks in it) before and after the bar code.  
• If your bar code reader is not infrared, place the bar code on a white 
background.  

 
Protecting Your Bar Codes against Counterfeiting  

K (resin) plane bar codes can be printed against a process black 
background and still be used by infrared card readers. Since infrared 
readers do not identify process black, this combination of pure and 
process blacks makes bar codes impossible to photocopy or scan.  
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For other types of bar code readers, consult your supplier for possible 
anti-counterfeiting options. Intermec readers, for example, do not identify 
Pantone 202; therefore, a K plane bar code printed against this color 
(either resin or dye) will still be recognized by the reader, but remains 
difficult to reproduce.  

Using Fonts  
If you are new to the concepts of proper font usage, remember these 
simple rules to great ID card typography:  

• Never use more than one or two fonts in your ID card design. If using 
two fonts, be sure they complement each other. In general, combine one 
serif typeface and one sans serif typeface (for example, Times and Arial).  
• If your ID card printer prints at unusually low resolutions (for example, 
200 dots per inch or under), always use a single bold sans serif typeface 
(printers with low resolutions cannot print the thin line weights in a serif 
font). Set the point size to at least 10.  
• If you are using a card background bitmap, ensure your typeface fill 
color makes your text object stand out against the background. Generally, 
yellow and white characters can be easily read against dark background 
colors. Try to avoid harsh contrasts (for example, red typography against 
a dark green background).  
• To test if you have selected the proper typographical point size, print a 
sample card and try to read it at arm's length. If you cannot see what is 
written on the card, select a different font.  

 

 

 

Glossary  

A  
Aspect Ratio The ratio of the width of an image to its height.  

 
Attributes Characteristics assigned to objects, with respect to the line and fill. 

Line attributes include weight (thickness) and color. An object’s fill 
attribute is a color. Text objects also have attributes, such as the 
font (typeface), style and color.  
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B  
 

 

Bitmap An image composed of a series of dots (pixels). Scanners and paint 
programs, such as Paintbrush, generate this type of image. By contrast, 
Badging3000 Designer creates images using vector objects—shapes 
stored internally as mathematical equations.  

 
C  

Crop Reducing or increasing the visible area of an image by using the Crop 
button in the Crop Image dialog box. The area of the image that resides 
within the rectangle will be cropped and saved to the database. The area 
of the image that resides outside the rectangle will be discarded.  

 
Constrain Holding down the SHIFT key while drawing or resizing an object, to 

force the object into a specific shape. For example, holding the SHIFT 
key down while you draw or resize a rectangle forces that object to 
become a perfect square. Images (photographs, fingerprints and signa-
tures), when drawn, are automatically constrained to their proper aspect 
ratios (as determined in your application).  

 
  
  
  

 
 

 

C  
Cameo effect An artistic effect that is accomplished by removing the bitmapped image’s 
background pixels. In the case of photographs, the image backdrop will be removed, and a close-
cropped image of the card holder will be placed against the card background.  
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Card The printed card that has been issued to the cardholder. A card can exist as a record in the 
database, even if the card itself has never been printed.  

 

Card Background A card background is a high resolution bitmapped image that is imported into 
the card design. It serves as a scenic backdrop to the graphic objects and static or dynamic data 
that is printed on the card.  

 

Card Format A card format is a template from which ID cards are produced. It is composed of an 
Badging3000 Designer card design including the card background image, design objects, smart 
chip or magnetic stripe track layout, and the printer setup information.  
 

Card Reader A card reader is an access control hardware device used to read bar codes, 
magnetic stripes, smart chips, or microwave emissions from the different 
types of advanced security cards.  

 

Cropping 
Rectangle 

The rectangle with eight handles that signifies the cropping area over a 
captured image.  

 

D  
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Directory  

 

A directory is a structure used to organize files on a disk like a 
drawer in a filing cabinet. Directories have names, and can be 
divided into subdirectories. For example, you can have a directory 
named CARDS to store your card designs.  

 

Double-click 
Drag Drive 

To press and release the left mouse button twice in quick 
succession.  

To move the mouse while holding down the left mouse button.  

 

Disc A device in a computer that spins disks used to store information. 
Personal computers normally have a fixed, or hard, disk (labeled C) 
and one or two floppy disk drives (labeled A and B).  
 

  

5  

Drop-down 
List  

A drop-down list allows you to choose commonly-used entries for a  

 specific category of information (such as Blue, Green, Brown or Gray, 
if  

 you create a pick list for the card holder’s eye color). This is often 
referred  

 to simply as a “list”.  

Dynamic Text  
A text object in a Badging3000 Designer card design that has been 
linked to a  

Object  database field (e.g., the cardholder’s first name, last name, etc.). Unlike  
 static text, a dynamic text object outputs the variable information that 

was  
 entered into its associated field.  

E   

Expression  
In Badging3000 Designer, a combination of operators, constants and 
names of fields  

 that produce a single value. You can use expressions to combine 
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database  
 fields for magnetic stripe or smart chip encoding, or for database field  
 links to dynamic text objects (e.g., the First_Name and Last_Name 

fields  
 can be combined into one dynamic text object that prints the 

cardholder’s  
 full name on a single line).  

Extension  Characters following the period in a filename that identify the type of  
 information in the file. For example, the .DGN extension indicates that  
 the file contains a Badging3000 Designer drawing.  

F   

Field Label  
The name which identifies the field. In Badging3000 Designer, a 
dynamic text  

 object’s label can be modified in the Text field of the Dynamic Text  
 Properties > Text tab.  

G   

Ghost Image  An image or bitmap that is almost transparent, so that the card  
 background can be seen through it.  

Grid Lines  
A series of evenly spaced, intersecting horizontal and vertical dots used 
to  

 align objects.  
 

Glossary -Glossary - 

H   

Handles  
Small squares that appear on the corners and sides of the cropping 
rectangle. You can use these handles to resize or move the rectangle 
over the captured image. The area of the image that resides within the 
rectangle will be cropped and saved to the database. The area of the 
image that resides outside the rectangle will be discarded.  

Hue  The position of a color along the color spectrum. For example, green is 
located in the spectrum between yellow and blue.  

J   

Justification  The alignment of text in relation to the left, right, top and bottom 
margins of the text frame.  

L   
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Landscape 
(Page 
Orientation)  

A page oriented so that it prints from left to right across its longest 
dimension.  

Luminosity  The brightness of a color on a scale from black to white.  

O   
Orientation  Refers to the direction in which print is oriented on the page. Printing 

across the width of the page is known as portrait orientation (derived 
from portraits of people, which are usually vertical in format). Printing 
across the length of the page is known as landscape orientation (derived 
from landscape paintings or photographs, which are usually horizontal 
in format).  

P   

Pixel  Short for “picture element.” Pixels are dots on a computer screen or 
television that combine to form an image.  

 
  

Point Size  
A unit of measurement used primarily in typesetting for designating type 
sizes. There are approximately 72 points to an inch.  

Portrait (Page 
Orientation)  

A page oriented so that it prints from left to right across its shortest 
dimension.  

S   

Saturation  The purity of a color’s hue, moving from gray to the pure color.  

Static Text 
Object  A text object in a Badging3000 Designer card design that has not been 

linked to a database field. Unlike dynamic text, a static text object, such 
as a headline or a field label, remains constant from card to card during 
the print process.  

Symbol 
PDF417  

A two-dimensional symbology that allows you to encode a Portable Data 
File with ASCII, binary, or numeric data. The Symbol PDF417 is 
particularly useful if you need to encode large amounts of data onto a 
limited space (e.g., an ID card that requires customer or employee 
profiles, biometric data, and personal descriptions).  

T   

Text Box  A simple text field, which allows you to manually enter alphanumeric or 
numeric data.  
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LICENSE AND RESTRICTIONS 
1. All EPIBUILDER® software enclosed with this product (the “Software”) is licensed, not sold, to 
you solely for your own internal business use, in object code form, under the terms of your agreement with 
the licensor of this product (the "Agreement"). and Imageware Systems, Inc.  IWS reserves all rights not 
expressly granted to you. You may own the disks or other media on which the Software is delivered, but 
IWS and its licensors retain all title and ownership of the Software and related documentation. 
 
2. You may not distribute, sublicense, lease or otherwise make the Software available to any third 
party.  You may not reverse engineer, decompile or disassemble the Software or any part thereof. If you 
transfer any copy, modification, or merged portion of the Software to another party, your license shall 
automatically terminate. 
 
3. You may not copy or reproduce the Software for any purpose except to make one (1) archival 
copy of the Software, in machine readable or printed form, for backup or demonstration purposes, in 
support of your use of the Software on a single computer. You must reproduce and include all copyright 
notices and any other proprietary notices on the backup copy of the Software. 
 
4. Any portion of the Software merged into or used in conjunction with other software will continue 
to be the property of IWS and subject to these terms and conditions. You must reproduce and include IWS's 
copyright and any other proprietary notice on any portion merged in or used in conjunction with another 
software.  You may not remove or alter any copyright or proprietary notices on the Software. 
 
TERMINATION 
 
The license granted to you is effective until terminated.  You may terminate it at any time by returning the 
Software to IWS together with all copies, modifications, and merged portions in any form. IWS may also 
terminate this Agreement, and the license granted thereunder, without notice to you if you fail to comply 
with any term or condition of this Agreement. You agree upon such termination to immediately cease using 
the Software and return the Software to IWS together will all copies, modifications, and merged portions in 
any form. Termination by IWS shall be without prejudice to any other rights or remedies available to it in 
law or equity, including injunction and other equitable remedies. The provisions of Sections entitled No 
Warranty, Limitation of Remedies and Damages, and Export Restrictions shall survive termination of the 
Agreement. 
 
NO WARRANTY 
 
THE SOFTWARE IS PROVIDED “AS-IS” WITHOUT WARRANTY OF ANY KIND, EXPRESS 
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, NON-
INFRINGEMENT OF RIGHTS OF ANY OTHER PERSON AND THOSE WARRANTIES 
ARISING BY STATUTE OR FROM A COURSE OF DEALING OR USAGE OF TRADE.  
 
IWS DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE SOFTWARE WILL 
MEET YOUR REQUIREMENTS OR THAT THE OPERATION OF THE SOFTWARE WILL BE 
UNINTERRUPTED OR ERROR-FREE. NO DISTRIBUTOR, DEALER, OR ANY OTHER ENTITY OR 
PERSON IS AUTHORIZED TO ALTER THIS DISCLAIMER OR THIS AGREEMENT, AND NO 
SUCH REPRESENTATIVES WILL BIND IWS OR ITS LICENSORS. SHOULD THE SOFTWARE 
PROVE DEFECTIVE, YOU (AND NOT IWS, ITS LICENSORS, AUTHORIZED COMPANY 
DISTRIBUTORS OR DEALERS) ASSUME THE ENTIRE COST OF ALL NECESSARY SERVICING, 
REPAIR OR CORRECTION. SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED 
WARRANTIES, SO THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU. 
 
LIMITATION OF REMEDIES AND DAMAGES 
 
                                                 
® “EPIBUILDER” is a registered trademark of ImageWare Systems, Inc. 
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YOU ASSUME THE ENTIRE RISK AS IT APPLIES TO THE QUALITY AND PERFORMANCE OF 
THE SOFTWARE.  TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT WILL IWS 
OR ITS LICENSORS BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY DIRECT, INDIRECT, 
SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES WHATSOEVER ARISING OUT OF 
THE SUPPLY, USE, PERFORMANCE, OR MISPERFORMANCE OF THE SOFTWARE, INCLUDING, 
WITHOUT LIMITATION, LOSS OF REVENUE OR PROFIT, LOST OR DAMAGED DATA, OR 
OTHER COMMERCIAL OR ECONOMIC LOSS, EVEN IF THE COMPANY HAS BEEN ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES.  THE COMPANY'S ENTIRE LIABILITY AND YOUR 
EXCLUSIVE REMEDY WILL BE TERMINATION OF THIS AGREEMENT.  THE MAXIMUM 
AGGREGATE LIABILITY OF IWS AND ITS LICENSORS SHALL NOT EXCEED THE LICENSE 
FEE PAID BY YOU FOR THE SOFTWARE.  BECAUSE SOME JURISDICTIONS DO NOT ALLOW 
THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL 
DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU. 
 
EXPORT RESTRICTIONS 
 
You agree that the Software will not be shipped, transferred or exported into any 
country or used in any manner prohibited by the United States Export Administration 
Act or any other export laws, restrictions or regulations (collectively the "Export 
Laws"). In addition, if the Software is identified as export controlled items under the 
Export Laws, you represent and warrant that you are not a citizen, or otherwise 
located within, an embargoed nation (including without limitation Cuba, Iran, Iraq, 
Libya, North Korea, Syria, Sudan and Serbia) and that you are not otherwise 
prohibited under the Export Laws from receiving the Software. All rights to use the 
Software are granted on condition that such rights are forfeited if you fail to comply 
with the terms of this Agreement.
 
NOTICE TO U.S. GOVERNMENT END-USERS 
 
The Software (i) was developed at private expense, and no part of it was developed with government funds; 
and (ii) is a proprietary trade secret of IWS for all purposes,including but not limited to the Freedom of 
Information Act . The Software and documentation are "Commercial Items," as that 
term is defined at 48 C.F.R. §2.101, consisting of "Commercial Computer Software" 
and "Commercial Computer Software Documentation," as such terms are used in 48 
C.F.R. §12.212 or 48 C.F.R. §227.7202, as applicable. Consistent with 48 C.F.R. 
§12.212 or 48 C.F.R. §§227.7202-1 through 227.7202-4, as applicable, the 
Commercial Computer Software and Commercial Computer Software Documentation 
are being licensed to U.S. Government end users (a) only as Commercial Items and 
(b) with only those rights as are granted to all other end users pursuant to the terms 
and conditions herein. Unpublished-rights reserved under the copyright laws of the 
United States. ImageWare Systems, 10883 Thornmint Road San Diego, California 
USA.  For U.S. Government End Users, IWS agrees to comply with all applicable 
equal opportunity laws including, if appropriate, the provisions of Executive Order 
11246, as amended, Section 402 of the Vietnam Era Veterans Readjustment 
Assistance Act of 1974 (38 USC 4212), and Section 503 of the Rehabilitation Act of 
1973, as amended, and the regulations at 41 CFR Parts 60-1 through 60-60, 60-250, 
and 60-741. The affirmative action clause and regulations contained in the preceding 
sentence shall be incorporated by reference in this Agreement.  
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If the Software was acquired under a GSA Schedule: 

(i)                   the U.S. Government must refrain from changing or removing any insignia or lettering from 
the Software that is provided or from producing copies of manuals or disks (except one copy 
for backup purposes);  

(ii)                 title to and ownership of the Software and any reproductions thereof shall remain with the 
Licensor; 

(iii)                use of the Software shall be limited to the facility for which it is acquired. 
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Microsoft® is a registered trademark of Microsoft Corporation. 
Windows®   is a registered trademark of Microsoft Corporation. 
CardAccess®  is a registered trademark of Napco Security Group 
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 This document contains proprietary information of Continental Access . Unauthorized reproduction of any portion of 
this manual without the written authorization of Continental Instruments  is prohibited. The information in this manual 
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examples herein are fictitious unless otherwise noted. Continental assumes no responsibility for incorrect information 
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Fax     (631) 842-9135 
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License Agreement 

 
 

NOTICE TO USER: THIS PACKAGE IS A CONTRACT. BY OPENING THIS SEALED 
PACKAGE YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS 
AGREEMENT. 
 
1. Use of the Software. You may install and use the software only for the purpose intended  
 
2. Copyright. You may not duplicate or copy the software or documentation, except that you may make one backup 
copy of the software. All copies must bear copyright notices contained in the original copy. 
 
3. Limited Warranty. Continental Access warrants that the software will perform substantially in accordance with 
the printed documentation when correctly installed on a properly configured computer for which it is intended. 
Continental Access warrants the discs upon which this product is recorded to be free from defects in materials and 
workmanship under normal use for a period of 1 year from the date of purchase. During the warranty period 
Continental Access will replace discs, which prove to be defective. 
 
5. Continental Access does not warrant and cannot warrant the performance or results you may obtain by using the 
software or documentation. In no event will Continental Access be liable to you for any consequential, incidental or 
special damages. Some states or jurisdictions do not allow the exclusion or limitation of incidental or consequential 
damages so the above limitation may not apply to you. This warranty gives you specific rights. You may have other 
rights, which vary from state to state or jurisdiction to jurisdiction. For further warranty information, please contact 
Continental Access's Customer Services Department.

LICENSE AGGREMENT 
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PREFACE 

This Quick Start Guide is intended to provide the user and operator with enough guidance to get the CardAccess software 
installed and operating in its most basic configuration. The Quick Start Guide is not meant to be a comprehensive operators 
or system administrators manual.  
 
THE PURPOSE OF THIS GUIDE 

This is the Quick-start guide for the CardAccess 3000 Version 2+. This guide will show you how to: 
 

• Perform a typical installation of the CardAccess software, 
• Connect one panel with one reader attached to the PC running the software, 
• Configure the PC and panel to start “polling”, 
• Create a time schedule, add a badgeholder, an operator record, and get your reader operational, 
• Test what you’ve set up 

 
 
The Continental CardAccess system is a fully distributed PC based access control and alarm monitoring system. It has been 
designed using state-of-the-art 32-bit technology to provide a comprehensive yet easy to use access control system. 

 

SECURITY/ACCESS CONTROL CONCEPTS 

 
An access control and activity monitoring system allows authorized  personnel to enter a facility at certain areas. A door 
lock is a very basic security access control system, admitting those with keys, excluding those without them. However, keys 
can be stolen or lost and such a system provides no record of entries or exits. 
 
Access Control 

 
Since the basic goal of an access control system is to monitor who goes in and out of an area, it is important for the system 
to observe, prevent and annunciate any attempted unauthorized use. The Continental Access CardAccess3000 system 
provides enhanced access control so that system users can be easily identified. Entry is allowed only at given times, and to 
pre-authorized locations. A record of system activity is kept in an event database. 
Custom reports can be generated from this data. 
 
The security “system model” is comprised of the basic components listed below. 
 
Activity Monitoring 

 
Activity monitoring involves monitoring of devices such as door position indicators (typically magnetic contacts) panic 
buttons, and/or motion detectors. 
 
Events 

 
At the core of the Continental CardAccess system is an event or system action. Events indicate state changes in anything the 
system monitors, such as doors or inputs. State changes can be normal, planned activities that are triggered by time (such as 
unlocking a door) or other activity (like when a motion detector becomes active). 
 
 

INTRODUCTION 
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SECURITY OBJECTS 

To perform its event monitoring functions, CardAccess relies on monitor points and control points. 
 
A monitor point represents an alarm device that can report a change of state (Normal or Alert) to the security 
system. Some examples of inputs are Door Contacts and Motion Detectors. 
 
Control points activate a device (typically an output relay) or perform an operation when the system instructs them 
to do so.  The software and the hardware that activate the control point are the components that comprise the control 
point. 
 
Collectively, monitor and control points can be thought of as security objects. Holiday definitions, time schedule 
assignments and door definitions are examples of security objects. 

CARDACCESS COMPUTER REQUIREMENTS 

Please check our website at http://www.cicaccess.com/testframe.html?main.html for up-to-date recommended  specs 
for our Host and Workstation PC’s. 

CARDACCESS SYSTEM HARDWARE 

The CardAccess hardware consists of two major components; 
 
• The PC with the CardAccess software installed and running. 
 
• One or more controllers (panels). These controllers may be any from the Continental family of intelligent 
distributed panels. The newest panels are listed first: 

 
♦ Superterm&Turbo Superterm…..Controls 8 doors 
 
♦ Superterm4&Turbo Super 4……...Controls 4 doors 
 
♦ Super-Two………….Controls 2 doors 
 
♦ Microterm………….Controls 1 or 2 doors 
 
♦ Miniterm…………...Controls 2 doors 
 
♦ Smarterm…………..Controls 4 doors 

CARDACCESS SOFTWARE 

 
The CardAccess software consists of three major components: 
 
• Graphical User Interface (GUI) – allows an operator to enter, view or change information.. It is also used to 
monitor events gathered by the system, and present them to the user. 
• CardAccess Database – The database houses all configuration information entered by the operators and stores all 
the gathered events that have been processed by the system. 
• The real-time communications software (Host) – Uses a proprietary protocol to communicate with the 
Continental line of intelligent controllers. Configuration change information is forwarded to the controllers, and 
event information is gathered from the controllers by this communications utility. 
 

ACCESS CONTROL CONCEPTS 
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The following sections briefly describe the hardware and software components used in a typical Continental card 
Access System. 
 
CONTINENTAL CONTROL PANELS  

The Continental control panels provide the access control hardware backbone, making intelligent, real-time access 
control decisions for your facility. The control panels have on-board intelligence, and once programmed by the 
database computer, can operate independently.  
 
After the initial programming of a control panel, the PC can be disconnected, and the panel will perform all access 
control functions ‘autonomously’.  The panel can open and close doors without computer intervention. 
 
Each control panel holds its database in Random Access Memory (RAM). If power is lost, on-board lithium memory 
assures that no data will be lost. 
 
 
The amount of RAM and the size of the cardholder record determine how many cardholder records a control panel 
database can store. Memory not used for cardholder records is used to store event messages. Contact Continental for 
information on how many records and messages your panel will hold. 
 
THE PC 

Your PC is the central point for CardAccess system configuration and data management. Instead of defining access 
privileges for each person at each panel, you can assign each person system-wide access privileges at the PC. The 
computer sends each controller the information it needs. Based on this information, each controller makes its own 
control decisions. 
 
When a panel reports an event to the PC, the PC  records it in an online log and presents it to the operator in the 
event screen for further acknowledgement. You can attach a printer to the PC for a printed copy of these messages. 
 
THE SOFTWARE SECURITY KEY (SENTINEL, DONGLE) 

This is a device you must connect to either your PC's printer port (LPT1 typically) or available USB port. The 
Sentinel/HASP  prevents unauthorized use of the CardAccess System software. 

 
CARD READERS 

The CardAccess System reader support accommodates a wide variety of card technologies, including Biometric, 
Proximity, Smart cards, Magnetic stripe, Wiegand, and Wiegand compatible card types. 

 
 
 

HOST COMPUTER 

This computer will contain the user interface, a database engine, the communications server program and the 
master database. Events, Badge holders, and Configuration information are all stored in one, centrally located 
computer database. 
 
WORKSTATION COMPUTER 

This type of computer will sit “out in the field’ and communicate with the host database over a network. A 
workstation will contain a user interface and a “database engine”. The database engine is a software construct that 
handles all communications over the network, to the CardAccess central data store. 
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The CardAccess uses a centralized database model. Only one(1) active database is permitted in a CardAccess 
network. Any deployed workstations must be  configured to point to the CardAccess database computer.  
 
The CardAccess installation installs a host configuration by default. That is, a GUI, a Database Engine, a Database 
and the Communications Driver program. A CardAccess workstation is all of the above components minus the 
Communications Driver and the Database. 
 
 
You will see several screens where you will be asked to accept or change the defaults: 
 
Close any programs you may have running and click on OK. 
 
This guide will walk you through installation of a Server/Host machine only. This guide is for NEW 
installations ONLY. 
For upgrades or Workstation installations please refer to the documentation on the Installation CD or check 
our website at www.cicaccess.com. 
 

 
SCOPE  

 
This document deals with the installation of CA 3000 software Version 2.2, on a Server PC. 

 
 

INSTALLSHIELD WIZARD  

 
If auto start is enabled on your system, the InstallShield Wizard splash screen (see figure 1.1 below) 
appears for a few seconds, after you insert the CA 3000 CD in the CD-ROM drive.  

 

 
 

Fig. 1.1. InstallShield Wizard Splash Screen. 
 

In the next screen, you can select the language you wish to use (see figure 1.3 and 1.4 below) during the 
installation process. 
 
Note: If auto start is not enabled on your system, follow the steps below to be able to see figure 1.1.  
 
a. Click the Start menu on your PC, and then click on Run menu option.  
You will see the ‘Run’ dialog box. 
 
b. In the ‘Run’ dialog box, click the white space of the open control,  
and type in D:\Setup. 

 

SOFTWARE INSTALLATION 
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  Fig. 1.2. Typing the required command in ‘Run’ dialog box. 
 

 Note:  D represents CD-ROM drive letter. This letter can be different for different systems. Make sure to type in the 
correct drive letter of your system. 
 
c. Click on OK button in the ‘Run’ dialog box. 

 
LANGUAGE SELECTION 

The default language selected for CardAccess installation is English.  
 

 
 

Fig. 1.3. Language selection screen showing the default language selected. 
 

But, you have the option of using a another  language, if desired. Click the down arrow to the right of the drop down 
box in the ‘Choose Setup Language’ dialog (figure 1.3) to see what other languages are supported. 
 

 
 

Fig. 1.4. Other languages supported. 
 

To change over to another language, click on that particular language option, and then click on Ok button in the 
‘Choose Setup Language’ dialog box (figure 1.3). 
 
Next, you will see the CardAccess 3000 splash screen as shown below, along with the InstallShield Wizard progress 
bar.  

SOFTWARE INSTALLATION, cont’d 
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Fig. 1.5. CardAccess 3000 Splash Screen. 
 
 

WELCOME SCREEN 
 

 
 

Fig. 1.6. The Welcome Screen.  
 

Click on Next button in the Welcome screen to continue.  
 
The next screen gives options for selecting the CA station type. 
 

SOFTWARE INSTALLATION, cont’d 
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CARDACCESS STATION TYPE 

 

 
 

Fig. 1.7. Choosing a station type. 
 

The following are the two station types available: 
 
CardAccess Server: Selecting this option will install all the files required 
 to run the current system as a CardAccess server (Host PC). 
 
CardAccess Workstation: Selecting this option will install all the files required to run the current system  
as a CardAccess workstation. 
 
The default station type selected is CardAccess Server.  
 
The default selection can be changed if desired.  
 
For the purpose of this document, we will retain the default selection (CardAccess Server).  
 
Click on Next button to proceed to installation type selection.  

SOFTWARE INSTALLATION, cont’d 
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TYPE OF INSTALLATION 

  
 

 
 

Fig. 1.8. Choosing the type of installation. 
 

This screen shows three possible types of installations available to you. 
 
Custom Install: Selecting this option will allow you to choose the components you wish to install. 
 
One- Step Install: Selecting this option will install all the required components. 
 
Upgrade: Selecting this option will upgrade your existing CA software version (81, 121, 125, 127 or 2.0) by copy-
ing the new files added to the latest version. 
 
The default installation type selection is One-Step Install. The default 
can be changed by selecting any of the other two mentioned options.  
 
Click on Next button to continue. 
 
The next screen gives the list of the current settings for your review, before the concerned files can be copied. 
 

 
 

SOFTWARE INSTALLATION, cont’d 
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Note for Custom Install  

 
 
 
 
 

In case you choose ‘Custom Install’ in figure 1.8 and click the Next button, you will see the following screen that 
shows the features list. Here, you can decide what components you wish to include in the installation. 

 

 
 

Fig. 1.9. The ‘Select Features’ window for ‘Custom Install’. 
 

By default, all the components will be selected (all checkboxes checked). You can deselect the components you 
wish not to install, by clicking the corresponding checkboxes, and then click on Next button in the screen (figure 
1.9) to continue.  
 
In the following screen, you can review your current settings. See figure 1.10 below. The only difference you will 
see in this figure is, the  
Setup type will be indicated as Custom Install. 
 

Note for Upgrade 
 
In case you choose the ‘Upgrade’ installation type in figure 1.8 and click the Next button, in the following screen 
(Review Settings screen), the Setup type will be indicated as Upgrade. The system will also indicate the current ver-
sion and build of the software you are upgrading. See figure 1.11 below. 
 

 

SOFTWARE INSTALLATION, cont’d 
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REVIEW CURRENT SETTINGS 

 
 
 
 
 

 
 

Fig. 1.10. Current settings for review. 
 
 
 
 

The above screen gives the list of your current settings.  
 
Note: If the installation type chosen was ‘Upgrade’ in figure 1.8, the review settings screen will indicate the current 
version and build of the software you are upgrading.  
 
 

SOFTWARE INSTALLATION, cont’d 
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         Fig. 1.12. CA 3000 Installation in progress. 
 
 
 

 
 

Fig. 1.13. Splash screen displayed while the setup is registering controls. 
 
 
 

 
 

Fig. 1.14. Splash screen displayed while the setup is uninstalling the previous version of Hasp Device Driver. 

SOFTWARE INSTALLATION, cont’d 



18 

 

 
 
 

 
 

Fig. 1.15. Splash screen displayed while the setup is installing Hasp Device Driver. 
 
 

The next screen will give you options for installing Badging3000 software. 
 

BADGING3000 INSTALLATION  

 

 
 

Fig. 1.16. Options to install Badging3000. 
 
Click on Yes button if you wish to install ImageWare EPI Run-Time Badging3000 software. This feature should 
only be installed if it was purchased as an option. This feature requires activation codes that will be provided to you 
with this software CD  by Continental Instruments. 
 
Note: In case you do not wish to install Badging 3000 and click the No button in figure 1.16, the message box 
shown below (figure 1.17) will  
not be displayed.  Instead, you will directly see the automatic database creation/update screens as shown in figures 
1.18, 1.19 and 1.20. 
 
If you click the Yes button to install Badging3000, you will see the  
message box shown below. 

 

 
 

Fig. 1.17. Message displayed on opting to install Badging3000. 
 

Click on OK button in the message box. 
 
Next, you will see a splash screen for automatic database creation/update,  
followed by several progress bars while the setup creates new or updates the 
existing CardAccess LIVE and ARCHIVE databases.  

 

SOFTWARE INSTALLATION, cont’d 
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AUTOMATIC DATABASE CREATION/UPDATE  

 

 
 

Fig. 1.18. Message box displayed while the setup creates new or updates the existing databases. 
 
 
 

 
 

Fig. 1.19. Message box displayed while the setup creates LIVE Database. 
 
 
 

 
 

Fig. 1.20. Message box displayed while the setup creates ARCHIVE Database. 
 

 
The next screen will contain the CardAccess Readme information. 
 

SOFTWARE INSTALLATION, cont’d 
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README INFORMATION 
 

 
 

Fig. 1.21. CardAccess Readme information. 
 

It is important that you completely go through the ReadMe information before you continue further with the installa-
tion. Please scroll down the screen to read the entire Readme information.  
 
Installation of CardAccess 3000 is completed in the next screen. 

 

SOFTWARE INSTALLATION, cont’d 
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RESTART 
 
 

 
 

Fig. 1.22. Completing CardAccess 3000 installation. 
 

In order to use the CardAccess 3000 software, you must restart your  
computer. The default option is Yes for restarting the computer.  
 
Click on Finish button to complete the installation process. 
 
When you restart the computer, double-click the  
CA3000 Launcher shortcut on your desktop to start the  
CardAccess software.  

 

 
 

Fig. 1.23. CA3000 Launcher Shortcut on the Desktop. 

SOFTWARE INSTALLATION, cont’d 
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 The CardAccess product line is protected from unauthorized duplication. With each licensed copy of the CardAc-
cess, Continental Instruments ships a “security key”. 
 
 This key is a software lock. The appropriate key must be attached to either the parallel port or USB port of the 
computer where the CardAccess is installed, or some components of the software will not run. 
 

 
Fig. 3 Security Key 

 

 

 

 

 

 

 

 

 

There are only two type of keys provided with the CardAccess product at this time; a ‘Sentinel Key” (white in 
color), and a “HASP”USB ( red in color ). 
 
 The Sentinel or HASP key is needed to allow our communications driver software to run and is required on the 
CA3000.  
A key is expected to be installed on one of the physical computers to be used in the system. Typically, it will be 
attached to the PC from which all polling occurs. Only one(1) key per system is required. 
 Note: 
The parallel keys are designed to be “transparent” to any attached printers. You can attach the key to the parallel 
port and in turn, attach a printer to the key. The HASP USB key needs it’s own USB port to function. 
 

  

SECURITY KEYS 
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Warnings: 
The key itself is a solid-state hardware device that is susceptible to damage from static discharge or misuse.   
 
 There are a number of possible security key error messages. They are explained below. 
 
The message “Security Key Not Found” on start up of the CardAccess usually means that the Security key has not 
been detected on the parallel port or USB port of the computer. This can occur for several reasons; the driver is not 
loaded properly. The white key is defective or damaged or the parallel port or USB port is not working correctly. 
 
 
 
 
 
 
 
 
 
 
 
 
 The messages “Incorrect Security Key (Caxxx)” where xxx indicates the system the security key was intended for.  
“Incorrect Security Key” is generated when you have connected a key that is below the CardAccess version that you 
are trying to run. 
 
 
 
 
 
 
 
 
 
All of the appropriate drivers are loaded during the CardAccess installation. Typically, there will be little in the way 
of problems with the keys or the related software if installed and used properly. 
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SETTING UP THE CARDACCESS SOFTWARE 

 
 Let’s proceed with the following goals in mind; 
 
 Start the CardAccess . 
Get the panel configured and answering to “polling” 
Get the reader reading “something” 
Get the reader reading a valid badge and “opening the door” 
 
 After you installed the CardAccess software, it asked you to re-boot the computer. Please make sure that you have 
done so. The security keys will not work properly until this is done. Use your mouse to do the following: 
 
Go to Start -> Programs -> CardAccess3000 
 ->CA3000 Launcher 
Click it and it will launch the CardAccess software. 
Or if you chose the “Create CardAccess Desktop Icon” option during install, double-click the icon on your desktop 
 
  
 After the software has fully loaded, it will ask you for a login and password. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Let’s use the default login of “Admin” and the default password of “q” (both without quotes). Use your mouse and 
click the “OK” button. 
 
  
 NOTE: 
THIS IS A GOOD TIME TO THINK ABOUT CHANGING YOUR  PASSWORD. 
 
 The CardAccess system is supplied with a default LOGIN NAME OF Admin and a default PASSWORD of q. 
 
  
 To prevent unauthorized tampering with the system, you should left click on Change Password and enter a NEW 
password that is kept secret. 
 
 At this point, we should take a quick look at the user interface to become more comfortable with the available con-
trols and screens. 

 
  

INITIAL LOGIN 
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EVENTS 

PENDING ALERTS 

THE OPERATOR INTERFACE 
The user interface screen, which shows the real-time activity of the system, is displayed immediately after log-in. 
The screen is divided into two fields - ‘Events’ and ‘Pending Alerts’ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Every transaction (badge read, door open, etc.) is an ‘event’ that must be somehow acknowledged. Rather than have 
an operator acknowledge every event manually, you have the ability to “Auto Acknowledge” events by the priority 
level or by a selected device. Only those events whose priority is higher than this level (lower numerically) will be 
shown as ‘Pending Alerts’. When alerts do appear in the alerts area of the screen, the operator can click either the 
Acknowledge or Respond buttons to “move” the event to the events portion of the screen. Events are acknowledged 
alerts. Acknowledgement can be manual or automatic. 
Lower priority events (higher numerically) will be acknowledged by the system automatically, will bypass the alerts 
“grid”, and go directly to the ‘Events’ grid. 
 The default operational mode of the system is “Tracking Mode”. In this mode, events are added to the Events grid 
automatically regardless if they are manually or automatically acknowledged alerts. 
  That means the events are constantly scrolling into the Events field and are likely scrolling up and off the screen as 
more alerts and events scroll in. When the operator wishes to view a single event it may be desirable to pause the 
scrolling of the Events window. 
 Click the ‘Tracking’ button to convert the events grid mode from “Tracking Mode” to “Browse Mode”. This al-
lows you to “freeze” the Events grid so you can find and highlight the event that you want to view in greater detail. 
 The highlighted event will remain stationary in the Events field as long as you are in browse mode, and no new 
events will be displayed until you press the Tracking/Browse button to restore Tracking mode. During browse 
events, events and alerts are still being stored in the CardAccess database, but the display window will lock out the 
display of any new events until tracking mode is restored. 
 Our next step is to get the panel hardware connected and answering the polling queries from the communications 
driver. 

THE INTERFACE 
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CardAccess offers three different methods to connect panels to the PC: 
 
 Hard Wired: There is an RS-232 connection between the panel and the computer’s serial port. This guide will only 
describe the setup of a hardwired connection. 
 
 Dial-up: If both the computer and panel have a modem. In this case, you’ll configure the software to ‘call’ the panel 
on a pre-defined schedule. 
 
 Local-area network (LAN): If you are using Continental’s Micro Serial Server or the Super-Two integrated Net-
work Interface, data may be transmitted over an Ethernet network. 
 
  
  Here are some important notes to keep in mind when making connections on your panel: 
 
 Compare your reader’s specifications to those of the panel. 
 
 Make sure that the panel’s power supply supports the reader’s power requirement. Exceeding the current load could 
cause impaired operation and/or equipment damage. 
 
 Every reader is shipped with ‘pin-out’ documentation. Use this documentation to determine the correct locations for 
the leads to the panel. 
If you are connecting the PC to the panel via an RS 232 connection, the distance between the PC and the panel may 
be no more than 50 ft. 
 
 Twisted-pair wiring may only be used in one location on the panel: if you have connected the PC to the panel via an 
RS 422 connection. 
 
 On all panels, except the Super-Two, in the center of the panel is an address switch. It is the blue switch shown in 
Figure A. With the exception of the top switch (Switch #1), the 7 remaining switches (#2-8) should be on (to the 
right). Figure B represents the addressing for the Super-Two. The switch on the right is showing address 1. 
 

These both represent Address 1 
                                                                                     
 
 

 
 
 
 
 
 
 
 
 
 

 
 
                                                                                       

Figure B  - Super-Two address switches 
  
  

A TOUR OF YOUR ACCESS CONTROL HARDWARE 

Figure A – Address 
Switches 
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All Continental Instruments access panels are supplied with standard built in interfaces that allow other devices, like 
computers, to connect directly to any panel. The purpose of connecting to a panel to a computer is to exchange data, 
like events, alerts and configuration information. 
 
 The purpose of this guide is to show the user how to connect one Continental Instruments access panel to one com-
puter and one reader, and to program the CardAccess software to operate that one panel and reader. 
 
 The CardAccess manual contains details of connecting multiple panels across multiple communications ports, creat-
ing panel “clusters”, and other, more advanced methods not discussed in detail here.  This tutorial will address con-
necting one panel and one reader to one computer, getting the software configured to activate the panel and periph-
erals, getting the computer communicating with that panel, and getting to the point where the reader is sending alerts 
to the CardAccess3000 Event screen. 
 
 Armed with this basic information, you can program any other hardware that you plan to connect to the CardAccess 
computer the same way. Thus, this tutorial forms a framework, which allows you to progress further. 
 
 Again, there are three methods of connecting Continental Instruments hardware panels to a computer: 
 

 Hardwire to a serial port 
Dial Up– modem required 

LAN Connection –LAN adapter required 
 
 This guide will only discuss connecting ‘Hardwired’ to the computer Serial port. 
In order to fit this guide into the context of getting a CardAccess “system” running, it would be wise to have the 
following materials on hand before we begin; 
 
 CardAccess software programming manual 
The hardware manual for the specific panel that you wish to connect. 
 
 Continental Instruments has provided nearly identical interfaces on each of its families of panels for installation 
convenience. You will find the placement of accessory connectors and the stenciling that labels functions and con-
nectors remarkably similar across all the available models of panels. 
 
 You will only note slight variations in how the connectors are deployed on each model of panel, and that is by de-
sign to make it simple to wire Continental Instruments products. 
We will discuss wiring a Super-Two 2 door panel to a computer in this guide. However, everything you learn about 
a Super-Two can be directly applied to any of the other Continental Instruments panels. If your panel is not a Super-
Two, simply consult the manual for your panel type to find correlations to what is being discussed. 
 
 We will assume that you have already installed the CardAccess3000 CD, choosing the default values for each part 
of the installation. 
In brief, we want to create an RS-232 connection from the computer to the panel, you will need to know the RS232 
standard to make a cable, or you can purchase a pre-made cable from Continental Instruments. 
There are only three pins of the RS-232 standard used for panel communications, RD, TD, and GND. Thus, the pan-
els provide no “hardware handshaking” to the computer, and none is needed for hardwire connections. 
 
 Connect your RS-232 cable to the RS-232 section of the J5 connector on the Super-Two, and connect the other end 
to the “COM 1” or the “Serial Port A” connector of your computer. 
 
 In the CardAccess3000 software, we will need to link “Com 1” to “Panel 1” and enable that panel to begin commu-
nicating. It is actually as simple as that to get communications underway. 
 
Go into the CardAccess3000, create a panel definition, set it to Com1, enable that panel, and communication “takes 
off”. We will look at the actual menus to do that in following sections. 
 

CONNECTING THE PANEL 
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There are several discrete layers of things that need to exist to reach our goal of polling a panel and reading cards at 
a given reader. The following section (System Setup) will step you through each of these in detail. 
 
 To get the panel operating; 
The COM port that the panel is physically connected to must be configured and operating in the computer operating 
system, and must be configured and linked to the panel in the CardAccess3000. 
 
 The polling program (the CardAccess communications driver, often called “Host”) must be running. Look for a 
satellite dish icon in the “system tray”. That is on the bottom right of the screen, in the task bar. A small blue picture 
of a satellite dish there indicates that the polling program has at least “started” and is currently running. 
The panel that is to be “polled” must be configured in the CardAccess3000 software 
The panel must be “Enabled”. 
  
 To get the reader operating; 
A door definition must be created in the Readers screen and must be associated with the correct panel. 
The reader must be “Enabled”. 
The reader must not be disabled by any time schedule in order to be currently operating. 
  
 To get a card to read at a given reader 
You must create a “Time Schedule” that includes the current time. Cards are enabled or disabled during a given 
schedule. Thus, if you are testing a card at three in the afternoon, the schedule that you assign to that card must in-
clude three o’clock PM, or the card will not work. 
 
The valid time schedule block needs to be assigned to an “Access Group”. Most basically, an Access Group is the 
assignment of a schedule to a reader. That assignment exists in a “logical record” which is then assigned to a Card 
holder record. This Access Group does not affect the reader. It affects the cardholder. 
 
 The first step is to create a time schedule in the “Schedules” screen. 
Then you must create an Access Group that includes that Schedule, in the “Access Groups” screen. This is where 
you will assign your schedule to a given Reader. 
 
 Typically, our clients will have created many reader definitions in a CardAccess3000 system. The CardAccess3000 
allows the assignments of schedules either to the readers themselves, and/or to the cardholder record. 
 
This means that we can disable a reader during a given time period by assigning a “Schedule” directly to the reader 
(in the reader definitions screen). That reader will be “off” outside of an assigned time period. It is “Off”, even to a 
valid cardholder, who is allowed to enter that door at the current time block. This schedule is unrelated to the Access 
Group and affects the reader only. When the reader is “Off ”, it is dead to everyone, valid cardholder or not. 
You can also assign an “Access Group” to a Personnel record.  Thus, that card itself becomes “Off ” outside of it’s 
allowed schedule. Furthermore, that card can be linked to specific doors and specific times at those doors. 
 
 Remember that our goal is to set up one panel, one reader, and one working card. The specific details are discussed 
on the following pages. 
 
 Lets Begin! 

CARDACCESS SOFTWARE - GENERAL 
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 SET UP A COM PORT 
 
Make sure that the panel is physically connected to a COM port and that you know which COM port that is. There 
are several available menus across the top of the screen. Go to the Configuration -> Com 
Ports… menu and select it (left click once). 
 
 The CardAccess program provides a list of all available COM ports for a given PC, limited to 
256. For this tutorial, we will assume you are connecting to COM port 1.To configure our 
COM port 1 you will click ‘Edit’ to begin, not ‘New’..  
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click the drop-down arrow in the COM port ‘Type’ column. For this setup we will select  ‘Cable’. Cable is a direct 
RS-232 connection into the PC. Remember that RS-232 can only be used if the panel is within 50’ of the PC. 
 
Next, click the drop-down arrow under ‘Baud’ and select 57,600 for the Super-Two. If you are using a different 
panel please refer to the hardware manual provided with the panel for communication speed and set the baud accord-
ingly. 
 
Then, click ‘Save’. 
 
 
 
 
 

SYSTEM SETUP 
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Go to the Configuration -> Panels… menu. Click the ‘New” button.  Do the following; 
Give the panel a name. The name does not matter. But let’s call it “Panel 1” for this example. 
 
 Make sure the ‘Panel Address’ is set to 1 (one). Make sure that the ‘COM Port’ is set to COM1 (or whatever Com 
port you are using for the test). Make sure that the ‘Enabled’ check box has a check in it (if not, left click it once). 
That’s all that is needed to start the polling to the panel. Click the ‘Save’ button, then click the ‘Close’ button. Panel 
polling should begin immediately. If the panel is not functioning correctly, you will get an error message in the 
“Alerts” portion of the CardAccess3000 screen. The message will say ‘Panel not responding”. 
 
 The first place to check panel operation is the binary switch block on the panel. Be sure that the address switches 
(sw 1-6, on most panels) are set to address 1. On the SmartTerm, all switches should be on and only switch 1 should 
be off. On the Super-two S3 should be set to 1 and S2 set to 0. 
 
 At this point a normal panel will be up and running. The Super family of panels (Super-Two, Superterm, Super 4 
and Turbo Superterm) will automatically request a firmware download.  
 
 There are no readers configured at the panel, no users, no time zones, no priorities, etc. The panel is effectively dead 
until a configuration is created in the CardAccess and then downloaded to the panel. It will answer to polling with 
no configuration stored, but that is all. Any attached accessories will be dead until programmed and stored in the 
panel memory. 

 
 
  

SET UP A PANEL DEFINITION 
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If the hardware configuration does not go to the panel automatically, you can also force a manual download by go-
ing to: 
 
 Configuration -> Panels… -> [Highlight the panel that you want to download] 
 
  
♦  Press the “Download” Button at the top of the screen. 
♦  Check the type of download that you want 
♦  Press the “Download Panel” button 
♦  Press the “Yes” button. 
 
 At that point, the download will begin. You will see messages in the events grid that indicate when downloading 
has begun and when it has finished. Close all windows, and we will now create a reader definition and a personnel 
record that will complete our efforts to create a working badge that opens a door. 

 
  

SET UP A PANEL DEFINITION 
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Go to Configuration -> Readers   Press the “New” button. 
 
 Select a panel to associate the reader with. In our “test” configuration, we only created one panel, so there will be 
only one panel in the list. In the “real world” you will create many panels and they will all appear in the “Panel” field 
of the Readers definition screen. 
 
 Choose the panel that we created previously. Make sure that the Reader # field says “1”. In a case where we will be 
creating several reader definitions for a given panel, we will assign a unique reader number to each reader. 
 
 For example, using our Super-Two panel definition, since the Super-Two can have up to two readers, we would need 
to create 2 new reader definitions and associate all those reader definitions with Panel 1 (remember that is what we 
named our panel? The “name” is what appears in that selection box). 
 
 Further, each reader would need a unique reader number assigned to it in the Reader # field of the Readers defini-
tions page. The system will not allow you to assign a duplicate reader number to more than one reader on any given 
panel. 
Since we are only creating one reader definition for our test panel, assignment conflict problems will not arise. How-
ever, you have to be careful what reader port on the panel, you connect your reader to. 
Each port is assigned a number that you cannot change. The port number is stenciled on the panel. Connect your test 
reader to the Door 1 port on the panel, and we will use the Door 1 set up in the reader’s screen. So make sure that the 
Reader # is set to 1. 
 
 Make sure that the “Enabled” box is checked. 
 
 Press the “Save” button and close the window. 
 

  

SET UP A READER DEFINITION 
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You have succeeded in setting up the reader. The reader can now read cards, but none of them will open a door. This 
is due to the fact that we have not set up any badge records and all the badges that you can present to the reader are 
“unknown” to the system. 
 
 A badge presented to the reader now should generate an error message in the Alerts grid that says “Badge [number] 
Violate Void”. This means that the reader is working, but the badge number presented is not known to the CardAc-
cess. 
 
 This makes sense at the present time, as there are no badge records. This should mean that every badge that is pre-
sented to our test reader should generate the same error. 
 
 If you get no status messages of any type when you present the badge to the reader, the following issues need to be 
checked; 
Go back over the reader set up procedure and see if you can find an error. 
Go back to the reader connections to the panel and make sure that the reader is “live”. The red LED on the reader 
should be lit, and/or there should be some other indicator of power, like the reader beeps when you present the card. 
 
 

SET UP A READER DEFINITION 
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We need to have at least one Time Schedule before we can create an Access group, and we need at least one  Access 
Group before we can create a personnel record. 
 
  
So let’s start by creating a time schedule. On the CardAccess tool bar, there is a button called “Schedules”, click on 
it. 
 
 Click the “New” button. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Give the Schedule a name. In this case, let’s call it “24x7”. 
 
 At the bottom of the Schedules screen, you will see some headings like “Start Day”, “End Day”, “Start Time”, 
“End Time”. It is there that you will define a “day range” and a “time range”. What this means is that we can pick a 
span of days, say Monday through Friday. Then we can pick a time range like 9am to 5pm. For this example we are 
creating a 24 hour, 365 day time schedule. If you click your mouse in “Start Day’ the system will automatically 
populate the ‘End Day’ and ‘Start and End times’. By default, ‘Mon.–Hol. 12:00am-12:00am’will appear and this 
setting is the exact schedule we want. This means this schedule will be available every hour of every day of the year 
including Holidays. 
 
 If you assigned that schedule to a badge record or to a reader, it would mean that the badge or reader will be en-
abled, every day, every week of the year, and every Holiday. 
If your screen looks like the one above, press the “Save” button at the top of the screen to save your settings, and press the 
“Close” button to close the selection screen. Let’s move on to setting up an Access Group. 
 

 
  
  

SET UP A TIME SCHEDULE 
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SET UP AN ACCESS GROUP 

 
Using the tool bar at the top of the screen, press the ‘Access’  button. When the Access Group screen opens, press the 
“New“ button. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 As we have done several times before, we need to give the access group a name. Let’s call it “All Doors”. 
 
In the lower half of the Access Groups screen, you will notice a list of panels. In our demonstration example, we have 
only created one panel, so that is all that you will see in the list. If we had created many panels, a listing of every 
panel in the system will appear in this list. To display the list of readers for this panel, click the ‘+’ next to the panel 
description. 
 
 What is expected here is that you will look at the list of every reader, and assign a schedule to each reader that you 
wish to belong in this access group. You can choose one, some, or all of the readers in the list to assign a Time 
Schedule to. This allows you to create access groups that affect specific readers, at specific times. 
 
 A given reader can appear in every access group if that is what you want. Let’s set up the access group for our exam-
ple. Remember that our goal is to set up our reader to work every day of the year. 
You need to double click on the words “Not Used” under the column heading “Time Schedule” in the lower half of 
the Access Groups page. Or you can click the Time Schedule box next to the reader and use the drop-down arrow. 
When you do that, a box drops down with the list of available time schedules in it. In this case we only have the one 
time schedule “24x7”. Left click the schedule and it is now assigned to your reader definition. Do the same for the 
next reader so both of them will be available to the user since it is an All Doors Access Group. Click the Save” but-
ton, then the “Close” button. 
We have now set up a scenario where the panel knows that the reader must be activated  all day, but we still don’t 
have a badge that can get in the door. Let’s see how we can create a basic working badge definition. 
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SET UP A BADGE (CARDHOLDER) 

 
What we have done up until now is set up a reader so that it has the ability to read a badge that is presented to it. 
Without an access group that includes that reader, the reader is “off” to any badges presented to it.  
 
 When we assigned that reader to an access group, that informed the CardAccess that we intend to assign badges to 
that access group and that we want all badges that belong to that access group to open that door during the hours 
requested. 
 
 That is, we want two things from the reader; we want the reader to be live  all day, every day, and we want it to read 
any badge of the correct type presented to it. 
 
 If you have a Wiegand reader for example, the above Access Group will activate that reader . The reader will read 
any Wiegand output card presented to it, including those from cardholders that do not belong to your company. 
 
 The reader will not admit any card number that is not programmed into the database, but it is currently set up to at 
least read any and all badges of the proper type (badge format) presented to it during those hours and days. Outside 
of the assigned schedules the reader is effectively “off” to any and all badges, valid or not. 
 
 You can include a given reader in many different access groups to provide very specific limitations for every card-
holder in the system. This is a feature of the CardAccess with rich possibilities, which can be further explored by 
reading the CardAccess manual section on Access Groups. 
 
 For the example, we are only using a small configuration designed to demonstrate the CardAccess set up screens, 
and how to program the various features. 
 
 Let’s set up a user badge record. Press the “Personnel” button on the CardAccess tool bar. Press the “New” button 
to create a new record. 
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SET UP A BADGE (CARDHOLDER) 

 
To get a basic badge working, there are only a few required pieces of information; 

 
 

♦ Badge Number              
♦ Name – First and Last 
♦ An Access Group must 

be assigned 
♦ ‘Enabled’ box  must be 

checked 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
We will give you some information to fill in as follows; fill in John Smith for the name. Look at the badge that you 
are going to test with. There is a number embossed on one surface of the badge. Fill that into the “Badge #” field of 
the personnel record. We will use Badge # 12345 as an example. Be sure the “Enabled” check box has a check in it. 
If not, left click it once. 
 
Assign an access group to the badge holder. Click the Access Groups tab. Click the drop-down arrow on Access 
Group 1 to display all available Access Groups. Select the one we created, ’All Doors’ by clicking on it. If you had 
twenty access groups, all twenty would appear in this list. We created one, so you see only one. By default, you can 
assign a maximum of two access groups to a badge holder record. Please refer to the CA3000 users guide or our 
website for more information regarding creating 6 Access Groups per Cardholder. 
After you fill in the above, press the “Save” button. Then press the “Close” button. That new record will be auto-
matically sent to the panel. The card should work  almost immediately. Present the card to the reader and observe the 
message in the events grid. 
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There will be several possible messages; 
 
 “Badge Valid” – This means that you got in the door. You should hear a relay click on the panel, the reader may 
beep, and the light on the reader may change color (from red to green, say) to indicate that the door has been acti-
vated. 
 
 “Badge Violate Void” – This means that you did not get the card number correct , the badge is not programmed 
into the database, or you have the facility code set wrong in the CardAccess facility code settings (discussed later, 
and in detail in the CardAccess manual). 
 
“Badge Violate Facility” – This will only display if you have more than one facility code programmed in the  
CardAccess, and a user with a valid badge from the wrong facility presents his card to the reader. 
 
 “Badge Violate Time of Day” – This error is generated if the reader is programmed to be active at a given time, 
but the card holder access group is outside his allowed access schedules. 
 
“Badge Violate Void at Panel” - This message will appear when the card being presented is programmed in the 
database but does not have access to this reader. Check your Access Group. 
 
 No Message At All – When you get no feedback from presenting a card to a reader, it means that the reader or the 
card is dead. There are obvious mechanical issues to look at such as no power to the reader and trying another card. 
Look for the visual clues at the reader such as flashing lights to see if the reader is seeing the card. Try another card. 
You should see some kind of message in the Events grid of the CardAccess every time you present the proper type 
of badge to an active reader. 
 
  
 At this point in time, your system should be “up and running” 
 
 Remember. We have only set up and programmed the most basic functions. Please be sure to read the users manual 
for more detailed information and instructions. 

SET UP A BADGE (CARDHOLDER) 
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About Badges – it is important to note that badges are allowed a maximum of 19 digits in  Car-
dAccess. Cards are only available from a  few manufacturers  and it is inevitable that card number 
series will begin to repeat themselves. 
 
 It is  possible for your company to buy a block of cards (say) from number 300 to 700, and for 
another company to buy a block of the same type of card, with the same number series. 
 
 That means that the cardholders from another company could gain entry to your facility as long as 
they present the right type of card, at the right reader, at the right time of day, and with a card 
number that is known to your CardAccess database. 
 
 The way to stop that from happening is to use “Facility Codes”. Facility codes are a second code 
that is programmed on the badge, like the badge number, that is an additional level of security. 
 
 Typically, Continental Instruments will sell you badges in a batch from a given facility code, and 
will keep records of that code so we can later supply you with more cards of the same facility 
code, and in the numbering series that you need. 
 
 There is a set up for Facility Codes in the CardAccess. The Facility Code is usually written on the 
box of cards that you buy from Continental, and you need to enter that code in the Facility Codes 
screen of the CardAccess. 
 
  If all facility codes are set to zero for any given panel in that screen, it means that the panel in 
question will ignore the facility code programmed on the badge. 

CAUTIONS 
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Important Information - Must be read before installing software. 
 

1) This document pertains to CardAccess 3000 V2.9.88 Build 276. In this 
version of CardAccess 3000, the ability to provide a “Port Number” 
and “Password” for the “From email address” was added. In previous 
versions, the lack of this feature required the Email server to be 
configured to “Allow Anonymous Authentication”.  
 

2) Prior to configuring Email Notification in CardAccess 3000, you must 
have the Email Server name available. If you plan on using the new 
feature of providing a “Port Number” and “Password”, you must also 
have that information available. This information can be obtained from 
your Email Administrator. For our example, we will use port 587 which 
is the port for Gmail. 
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Scope 
 
This document contains information regarding the configuration of Email Notification in 
the CardAccess 3000, V2.9.88 software. It also discusses the configuration of the 
Scripting Server and provides detail instructions to create a script to send an email.    
 
 
 

 
 
 
 
Prerequisites 

 
• A functional CardAccess 3000 system  
• A valid Email Server/Provider 
• Email Server name 
• Email Server Port (optional) 
• A valid email account (this is the email account the email will be sent FROM) 
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Add Script Server   
 
1. On the main menu of CardAccess 3000, click System>System Settings. The System Settings 

page will display. Click the Scripting tab. Refer to figure 1.   
 

Note: If the Scripting Server is already configured, skip to step 5. 
 

 
Figure 1. 
 
2. Click Edit.  
3. Select the Use Scripting checkbox. 
4. Click Add Scripting Server. The Add Scripting Server box will display. Refer to figure 2. 
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Figure 2. 

 
5. Type in the UNC Name of the Scripting Server (the name of the computer you are on). Click OK.  
6. Verify the script server is running. When the Script Server is running, a yellow icon with a feather 
will display in the system tray.  
Note: It might require a restart of the CardAccess 3000 software to launch the script server.  
  
Configure Email Settings (FROM Email Account) 

 
Figure 3. 
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Figure 4. 
 
 
 
7. Click the Messaging tab. The email configuration settings will display. Refer to figures 3 and 4.  

 
Configure as per the following: 
 

• Email Server Name  =  smtp.gmail.com (this is the server name for Gmail) 
 

• Email “From” Address = cagmail.com (this is the email account where the email is sent 
FROM) 

 
• Email Server Port =  587  (this is the port used by the Gmail Email Server)  

(Not required if “Use Default Credential” is selected) 
 

• Email Password = Enter the password for the Email “From” account 
 (Not required if “Use Default Credential” is selected) 
 
 

• Use Default Credential – If selected, email notification functions identical to all previous 
versions of CA3000. This would require the Email Server to be configured “To Allow 
Anonymous Authentication”. If this option is not selected, you must enter an “Email 
Server Port #” and “Email Password”.   
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Create Message Template 

 
 

 
Figure 5. 

 
 

 
8. Click Message Templates tab.   
 
9. Click Add Template. 
 
10. Type in the Message Subject and the Message Body of the template.  
 
11.  Select Can be sent as an Email message. You must select this to send an email.  
 
Note: The Can be sent as SMS message is used for SMS texting (this is optional for this example). 
 
12. Click OK and Close.  
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Configure Send to Email Address   
 

 

 
Figure 5. 

 
13. Click Administration>Operators on the main menu.  

 
14. Select an Operator who the email will be sent TO.  For our example, select “Admin”. 
 
15. Click Edit. 

 
16.  Click Messaging tab. 

 
17.  Select Use Email Messaging.  

 
18. Type in the Email Address the email will be sent TO.  

 
19. Click Save and Close. 

 
Note: Repeat steps 14 – 19 for all operators you wish to have an email sent to. There is one Email 
from Address but can be many Email to Addresses.  
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Create Script to Send an Email  
   

 
20. Click Configuration>Scripting>Script Wizard on the main menu.  
 

 

 
Figure 6. 

 
 

21. Select the Type of Event and Sub-Type of event.   
 
Note: For our example, we will be using an Input Event going Abnormal.  
 
 22.   Click Next. The Panel and Device selection screen displays. Refer to figure 7. 
 
 

 11 



 
Figure 7. 
 
 
23. Select Panel associated with the event and Device associated with the script.   

 
Note: For our example, we will be using a Super Two panel and an Input from an 
Emergency button.   

 
 
24. Click Next. The Server selection screen will display. Refer to figure 8. 

 
 
 

 
Figure 8. 
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25. Select the Server that will run the script. Click Next.  
 
Note: Multiple screens will display with selections of possible output actions. For this example, 
click Next multiple times, until you get to the Email screen referenced in figure 9.  

 
 

 
Figure 9. 

 
 
26. Select the Send a message to the following operators checkbox.   
 
27. The Message Template dropdown list contains all the predefined Message Templates.  

 
28. Select the Message Template to be emailed.  

 
29. Select Should Send for one or more operators. The selected operators will be sent an email 

when the script executes.  
 

Note: For our example, we will only enable messaging for one operator. This list can contain 
many operators.  
 
30. Click Next. The Descriptive Name (Description) screen will display. Refer to figure 10. 
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Figure 10. 
 

31. Enter a descriptive name for this script and the script link. In most cases, they should both be 
the same name. Refer to figure 10. 

 
32. Click Finish.  
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Execute Script to Send an Email  
 
33. Execute the script by forcing the Input (Emergency button) go abnormal. Once this occurs, the 

following alerts should display. Refer to figure 11: 
 
1- Input Abnormal (Emergency  Button Pressed) 
2- Input Normal  (Emergency Button Released) 
3- Script Executed (Send Email On Emergency) 

 
 
 
Note: In the figure below, the Emergency button was pressed twice. There are two sets of events. 
You can also view the audit trail for success or failure messages.  
 

 
Figure 11. 

 
33. Refer to Figure 12 for a sample email that was received, in response to the script executing.  
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Figure 12.  
 
 
 

34. For more diagnostic information, refer to the Audit Trail. 
 
 

The End 
 

“TO” Address 
 

“FROM”Addres
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Important Information - MUST read before installing software. 
 
 

1) It is highly recommended to download the latest version of 
DeviceInstaller from the Lantronix website since Lantronix periodically 
updates the version (refer to Downloading DeviceInstaller on page 3).  

 
2) If you are unable to detect your Lantronix device using DeviceInstaller, 

refer to Appendix B for troubleshooting tips.  
 

3) DeviceInstaller is an all-in-one utility for detecting and configuring 
Lantronix devices (device servers). The UDS-1100 is an external 
Lantronix device and the Xport is an embedded Ethernet device 
server.  The Xport plugs directly into Continental Access controllers. 
The Xport for Super2 controllers and accelerator boards are referred 
to as a network interface board. 

 
4) Before configuring a Lantronix device, you must have a static IP 

address, subnet mask and a gateway address. This information must 
be supplied to you by the network administrator.  

 
NOTE: It is not recommended to use an IP address supplied by a 
DHCP server. If this address changes in the future, the CardAccess 
software will not communicate to the panel.  It is highly recommended 
to use a static IP address.  

 
5) If you purchase an external Lantronix device (UDS-1100), a serial 

cable is supplied with the device. This cable can be used to program 
the Lantronix using hyperterminal. Refer to the “Lantronix UDS-1100 
programming guide” on the Continental Access website 
(www.cicaccess.com)  click “support/library”. Using hyperterminal is an 
alternate method to using DeviceInstaller.    

 
6) It is recommended to use a crossover cable to connect your PC to the 

Lantronix device while configuring the device using DeviceInstaller. 
Using a crossover cable eliminates any switches or hubs from 
blocking the device.  
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7) If you are using an external Lantronix device, you will need to build a 

Lantronix cable or purchase a modem cable from Continental Access. 
It is not recommended to cut the serial cable supplied with the external 
Lantronix device. This serial cable is for configuring the Lantronix 
device only. The gauge of the wire doesn’t meet the Continental 
Access wiring specifications. Below is the wiring diagram for the 
Lantronix cable. 
 

            Lantronix (25 pin)                  Panel (polling connector) 
 
  2--------------------------------- 4 (txd) 
  3--------------------------------- 5 (rxd) 
  7--------------------------------- 6 (gnd) 
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Scope 
 
This document contains information regarding the installation and the configuration of the 
Lantronix DeviceInstaller. DeviceInstaller is an all-in-one utility that gives you the ability to 
configure a Lantronix device using different methods. The two methods are telnet and 
web. This document will focus on using the telnet method. Using the telnet feature of 
DeviceInstaller is very similar to using hyperterminal and a serial cable on external 
Lantronix devices. In addition to this document, you may refer to the DeviceInstaller user 
guide on the Lantronix website.  
 

Downloading DeviceInstaller 
 
The website for Lantronix is www.lantronix.com. The layout of the Lantronix website is 
periodically updated. The following information might be slightly different compared to the 
website. To download the latest version of DeviceInstaller, click Support/Downloads and 
select the Lantronix device you are using. Select Xport-3 for the Super2 network interface 
board or the UDS-1100 for the external Lantronix box. To download, you will be prompted 
to download via ftp or http. Download the utility to your hard drive. The version you 
download should be 4.2.0.1 or higher. 
 
Installing DeviceInstaller 
 
Once the DeviceInstaller is downloaded to your hard drive, you must install it. Double 
click the file you downloaded and follow the prompts to install. The program will install a 
shortcut in the start menu under Lantronix.  
 
Configuring a Lantronix device using 
DeviceInstaller 
 
Click on the DeviceInstaller shortcut to start the program. Verify the Lantronix 
DeviceInstaller program opens (refer to figure 1).  If you are prompted to check for 
updates on the product information base, click NO.    
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Figure 1. 
 
Click Search.  
 
DeviceInstaller will display all Lantronix devices detected on the network. Devices that do 
not have an IP address assigned or are configured on a different network, display in red. 
You must assign an IP address to the device to use it.  
 
NOTE: If DeviceInstaller fails to detect your Lantronix device, refer to Appendix B 
for troubleshooting tips. 
 
Click and expand Local Area Connection. UDS and XPort should display. Expand UDS 
and XPort to display firmware and other information for each device. Verify the device 
you are configuring displays on the right side of the screen. You can identify your device 
by the hardware address.  
 
NOTE: The hardware address is also called the MAC address. All network devices have 
a unique MAC address.  XPorts have the MAC address written on the outside. You must 
verify this MAC address before configuring the device with DeviceInstaller. 
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Manual assignment of an IP address 
  
Lantronix devices might be set for DHCP by default. If set for DHCP, the first time you 
connect up a Lantronix device, it will be assigned an IP address automatically if there is a 
valid DHCP server on the network. If this occurs, the IP address assigned from the DHCP 
server along with the hardware address will display on the right side of the screen. If the 
current IP address is incorrect, you can manually assign the correct IP address.  
 
After verifying the hardware address, click the correct Lantronix device on the right side 
of the screen. The device will highlight (refer to figure 2).  
 
 
 

 
  Figure 2. 

 
Click Assign IP.   
 
NOTE: If no Lantronix device was selected in figure 2, you will be prompted to enter the 
hardware address of the device you are trying to detect and configure.  
 
The Assignment Method screen displays (refer to figure 3). 
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Figure 3. 

 
 Select the Assign a specific IP address selection (refer to figure 3). 
 
Click Next. 

 
The IP Settings screen displays (refer to figure 4). 
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Figure 4. 
 
 
 
Enter the static IP address, Subnet mask and Default gateway supplied to you by the 
network administrator (refer to figure 4).  
 
 
 
Click Next.  
 
 
The Assignment screen will display (refer to figure 5).  
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Figure 5. 
 

   
   
  Click Assign.  
   
 
  A progress bar will display. When the assignment is complete, a Completed   
  Successfully message will display (refer to figure 6). 
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Figure 6. 
 

   
   

 
Click Finish.  
 
 

  The DeviceInstaller screen will display (refer to figure 7). 
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Figure 7.   
 
 
Double Click the highlighted Lantronix device.    
 
 

 The Device Details screen will display (refer to figure 8).  
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Figure 8. 
 
 
Review the Device Details. Verify the IP address, subnet mask and gateway is correct as 
per the network administrator.  
 
NOTE: There are many settings in the Lantronix device. Most of these settings you will 
leave at the default. Refer to the following steps to configure the important settings using 
the Telnet Configuration tab. Configuring a Lantronix device using the Telnet 
Configuration utility is the same as using hyperterminal with the external Lantronix 
devices.  
 
 
Select the Telnet Configuration tab.  
 
The Telnet screen will display (refer to figure 9). 
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Figure 9. 
 
Verify the correct IP address displays along with Port 9999. 
 
Click Connect. The telnet user interface screen will display.  
 
 

 You will be prompted to press ENTER (refer to figure 10). 
  

Press Enter.  
 

VERY IMPORTANT: YOU MUST PRESS ENTER WITHIN 15 SECONDS OR YOU WILL 
HAVE TO RECONNECT. 
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Figure 10. 
 
The Lantronix programming screen will display (refer to figure 11). 
 
NOTE: Newer Lantronix devices might have settings not displayed on the following 
screenshots.   Use the default settings if you don’t see the settings displayed.  
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Figure 11. 
 
NOTE: Refer to the bottom of figure 11 (Change Setup :). This is the setup menu. 
  
You will be prompted to enter Your choice.  
 
Enter 0 for Server Settings  
 
Verify the Server Configuration screen displays (refer to figure 12).  
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Figure 12. 
 
NOTE: If you manually entered an IP address, subnet mask and gateway, use the 
following steps to verify your settings.  
(Refer to the middle of figure 12) 
 
1) Enter your IP address (refer to Appendix A for IP addressing information). An IP 

address is made up of four octets, each separated by a decimal point. The current 
setting for the first octet will display in parenthesis. If you want to change it, type the 
new number and press Enter. If the number is correct, just press Enter. The second 
octet will display in parenthesis. If you want to change this number, type the new 
number and press Enter. If the number is correct, just press Enter. Continue this 
process until all four octets displayed and correct.  

 
2) Enter Y or N to Set Gateway IP Address. If your network requires you to pass 

through a router to access the Lantronix device, press Y. If not, press N and press 
Enter. 

 
3) If you selected N to step 2, proceed to step 4. If you selected Y to step 2, you must 

Enter your Gateway IP addr. To enter the gateway IP address, use the same steps 
described in step 1. 

 
 
 

 



 

 16

4) Enter the Netmask (Number of Bits for Host Part). The default is 0. Refer to the 
following settings for the most common subnet masks. Refer to Appendix C for a 
more detailed chart which is also found in the Lantronix documentation. Press Enter 
after entering the netmask.  
 
If Class A IP Address enter 24 
 
If Class B IP Address enter 16 
 
If Class C IP Address enter 08 

 
 
5) Enter Y or N to Change telnet config password. (N) is the default. VERY 

IMPORTANT, leave at (N). Do NOT change this. Press Enter. 
 

 
 
 
NOTE: After this section is programmed, the information will look similar to below: 
 
IP Address: (172).(016).(210).(011) 
Set Gateway IP Address (Y) Y 
Gateway IP addr (172).(016).(210).(001) 
Netmask: Number of Bits for Host Part (0=default) (16) 
Change telnet config password (N) N 
  
 
 
After pressing Enter, you will be prompted to enter Your choice.  
 
Enter 1 for Channel 1 settings. 
 
The following settings will display line by line. Press Enter to step through the settings.  
 
 
Verify the Channel 1 configuration screen displays (refer to figure 13).  
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Figure 13. 
 
 
 
You will be prompted to enter Your choice.  
 
Enter 1 for Channel 1 settings.  
 
Verify the Channel 1 options display (Refer to the middle of figure 13) 
 
1) Enter the Baudrate. The current or default setting will display in parenthesis (9600). 

If you want to change the setting, enter the new baud rate and press Enter.  
 
Note: Older legacy panels (smarterm, miniterm and microterms) only support up to 
9600 baud. Superterms with V1 firmware support up to 19200 baud. Newer panels 
with V2 firmware support up to 57600 baud. Accelerator boards support much higher 
baud rates (refer to the documentation).    

 
2) Enter I/F Mode. The default setting is (4C). Press Enter. 

 
Note: If you are communicating out of an external Lantronix device via RS-422, the 
I/F Mode must be changed to 4D,  
 

3) Enter Flow. The default setting is (00). Press Enter. 
4) Enter Port No. The default setting is (10000). YOU MUST change this to 3001. 
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        Press Enter (Lantronix devices with Continental Access software ALWAYS communicate 
        on port 3001).           
   

5) Enter ConnectMode. The default setting is (C0). Press Enter. 
 
 

  
  NOTE: On the remaining settings, use the default settings (Press Enter after each  

 setting). Refer to figure 13 for reference. Depending on the firmware version in 
 your Lantronix device, you may have a few different settings. 

 
 Press Enter until you reach the main menu screen. 
 
 You will be prompted to enter Your choice 
 
 Enter 9 (Save and exit) and Press Enter. 
 
  
 Programming is complete and your settings are saved. 
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APPENDIX A 
 
IP Addresses and Subnetting Information 

 
To understand why DeviceInstaller is failing and how to resolve the issue, you must have 
some general knowledge of TCP/IP and subnetting. 
 
IP addresses are separated into network classes. Network classes are also known as 
subnet classes. The letters A, B, and C denote the subnet/network classes. An IP 
address is made up of four octets, each separated by a decimal point, as shown below.  
 
AAA.BBB.CCC.DDD 
 
A’s = First Octet 
B’s = Second Octet 
C’s = Third Octet 
D’s = Fourth Octet 
 
Class A networks use a subnet mask of 255.0.0.0 
Class B networks use a subnet mask of 255.255.0.0 
Class C networks use a subnet mask of 255.255.255.0 
 
 
NOTE: If your PC is on a class A network (meaning it’s using a subnet mask of 
255.0.0.0), the first octet of your PC’s IP address and the first octet of the Lantronix IP 
address MUST BE THE SAME NUMBER. 
 
Scenario 1 (Class A): 
 
 Your PC is configured with the IP and Subnet Mask below: 
 
10.100.110.120- IP address (class A) 
255.0.0.0- Subnet Mask 
 
Your Lantronix device must be assigned an IP that is: 
 
10.xxx.xxx.xxx  (Lantronix IP address must start with 10 to match the IP address of the 
PC) 
 
Scenario 2 (Class C): 
 
 Your PC is configured with the IP and Subnet Mask below: 
 
192.168.1.120 - IP address (class  C) 
255.255.255.0- Subnet Mask 
 
Your Lantronix device must be assigned an IP that is: 
 
192.168.1.xxx  (Lantronix IP address must start with 192.168.1 to match the IP address 
of the PC) 
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APPENDIX B 
 
TROUBLESHOOTING TIPS 
(Refer to Appendix A for general knowledge of 
TCP/IP and Subnetting) 
 
AFTER CLICKING SEARCH IN DEVICEINSTALLER, THE LANTRONIX DEVICE IS 
NOT DETECTED.  
 
NOTE: IF THE LANTRONIX DEVICE HAS BEEN PROGRAMMED ALREADY WITH AN 
IP ADDRESS ON A DIFFERENT SUBNET THAN YOUR PC WITH DEVICEINSTALLER, 
THE DEVICEINSTALLER MIGHT NOT DETECT IT. SOME OF THE FOLLOWING 
TROUBLESHOOTING STEPS MIGHT GIVE YOU THE ABILITY TO DETECT IT.  
 
1) Use a crossover cable to connect the PC with the Lantronix device. It’s possible a 

switch or a hub is causing a problem. Perform a search again. 
 
2) Manually assign an IP address (Click Assign IP). You will be prompted to enter the 

hardware address of the Lantronix device you are trying to detect.   
 

3) If the Lantronix device was already programmed with an APIPA (automatic private IP 
address) from Windows, try setting your PC to a static IP address in the same range 
(ex. IP = 169.254.0.10, subnet mask = 255.255.0.0). Reboot the computer and 
perform a search again in DeviceInstaller. It is highly recommended to use a 
crossover cable for this test. Note: APIPA addresses are class B addresses.  

 
 

4)  If unable to detect the device as per the following step, try setting your PC to a static 
Class A address (ex. 10.100.110.120, subnet mask = 255.0.0.0). Reboot the 
computer and perform a search again in DeviceInstaller. It is highly recommended to 
use a crossover cable for this test. 

 
 
 
5) If unable to detect the device as per the following step, try setting your PC to a static 

Class C address (ex. 192.168.1.120, subnet mask = 255.255.255.0). Reboot the 
computer and perform a search again in DeviceInstaller It is highly recommended to 
use a crossover cable for this test. 

 
AFTER CLICKING SEARCH IN DEVICEINSTALLER, THE LANTRONIX DEVICE 
DISPLAYS “UNREACHABLE”, BUT AN IP ADDRESS DISPLAYS.  
 
 

1) Set your PC to a static IP address on the same subnet as the unreachable IP 
address in the Lantronix device. Reboot the computer and perform a search 
again. If you’re successful at detecting the Lantronix device, assign the correct IP 
address to the Lantronix device.   
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APPENDIX C 
 
NETMASK EXAMPLES 
 
 
NETMASK                         HOST BITS 

255.255.255.252     2 
255.255.255.248     3 
255.255.255.240     4 
255.255.255.224     5 
255.255.255.192     6 
255.255.255.128     7 
255.255.255.0      8 
255.255.254.0      9 
255.255.252.0       10 
255.255.248.0      11 
…       
… 
255.128.0.0             23 
255.0.0.0       24 
 
 
 
 
 
 
 
 



 

 

 

 
 
Programming a UDS-1100 (CICE1996) Using Hyperterminal 
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Continental CICE1996 (Lantronix UDS-1100) 
Initial Setup 

 
Items needed: 

 
NOTE: The programming steps for the UDS-10 are identical to the UDS-1100 

 
 

Qty                      Description 
1      Lantronix UDS-1100 with power supply. 

1      Db25 to Db9 COM Cable 

1      IP Address (supplied by End-User) 

1      Netmask (supplied by End-User) 

1      Gateway IP Address supplied by End-User (If necessary) 

1      PC running Windows and HyperTerminal 

 
Programming Steps: 

Step 1 - Attach the Com cable from the PC to the db25 connector on the 
UDS-1100. 

Step 2 -Open HyperTerminal (click Start, Programs, Accessories, 
Communications, HyperTerminal) 

 Set your port to the following: 
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Figure 1- The Com Port properties screen 

 

Step 3 -  Press and Hold the “x” key down while attaching the power plug 
on the UDS-1100.  

The following screen should appear. The information contained in the 
screen will vary from unit to unit: 
Figure 2 – The HyperTerminal window 

 
 

Step 4 - Press “Enter”. 
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The following screen should appear: 

Figure 3 – The Lantronix programming screen 

   
           
            

Step 5 - Press “0” to enter the server configuration. 

 

Step 6 - Enter your IP Address 

 

Step 7 - If your network requires you to pass thru a router to access the UDS-1100 
then Press “Y” to Set Gateway IP Address. Otherwise, hit “Enter”. 

Step 8 - If you entered “Y” in the previous step then enter the Gateway IP Address. 

Step 9 -  Enter the Netmask. The following settings are for “Classfull” Addresses 
only. If the company is using “Classless” Addresses then the company will have to 
provide you with the amount of bits reserved for “Host”. 

 
                                            If Class A IP Address enter 24 

                                            If Class B IP Address enter 16 

                                            If Class C IP Address enter 08 
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Press the “Enter” key until we reach the main menu screen again.   
     

 
 
Figure 4 – The Lantronix configuration screen 

 
Step 10 -  Press “1” to enter Channel 1 configuration. 
 
Figure 5 -  The Channel 1 configuration screen 
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Step 11 - If we are going to connect the UDS-1100 using RS-232, the only change 
we need to make to this configuration is “Port No”. It needs to be changed to 
“3001”. 

Note: The port number in the CardAccess 3000 is 3001 by default. The 
CardAccess 3000 V2.9.36 provides the ability to change the port number. If the 
port number is changed in CardAccess 3000, then it must be changed accordingly 
in step 11. 

 

If we are going to connect the UDS-1100 using RS-422 we also need to change 
the “IF Mode” to “4D”. 

Press the “Enter” key until we reach the main menu screen again.  

 

Step 12 - Press “9” and “Enter” 

 

Programming is complete! 



 

 

 

Technical Bulletin

Date: Aug 16, 2000 
Bulletin # : TB991211P1 

Subject: USR Courier V.Everything Modem 

 
 
  The US Robotics Courier V.Evertyhing modem has been tested and approved for dial up use 
connecting to Continental Instruments designed security access panels. The modem was tested 
primarily with the CardAccess software but will most likely work with all Continental software products 
in applications where a dial up, dedicated or short haul modem is needed. Please call for 
recommendations not detailed here. 
 This modem is considered a “business class” modem and has proven very useful on telephone lines 
that have noise problems. However, the modem does not need to be used exclusively to solve 
communications line problems, it is a very good general purpose modem. We at Continental feel that 
this modem is worth the investment long term, as it runs unattended quite well, with virtually no 
connection failures. The modem is outfitted with a fairly sophisticated line error correction circuitry, 
thus it is especially useful where lines are questionable.  
  Typically, there are 2 major sub-assemblies to a Continental dial out security installation; The panel 
cluster, and the dial out computer (there may be more than one computer, but only one will be doing 
dialing chores. There also may be more than one panel cluster to dial). The panel side modem is set 
up differently than the computer side modem, the details are listed below.  
  Where as other brand modems make necessary the use of numerous initialization strings, the Courier 
has switches to hard set some of the initialization options. All the options that are required for 
Continental Instruments use, but one, are available from the switch block. It is only necessary to 
program one software initialization strings for this modem. That initialization command will set the 
modem speed to 9600 and store it in the modems set up memory. The command syntax is 
“AT&N6&W”. 
  Further, Continental Instruments has developed a specialized cable for use with the panel side 
modem. This cable is required for connection to Continental panels. The cable provides hardware 
jumpers for key handshake signals not provided by the panels. The cable also assures Cic that the 
correct cable configuration is provided to the modem. The modem will not function properly if the 
hardware jumpers are not installed. 
  By far the computer side is much easier to set up. Just take the modem out of the box, attach a 
suitable serial cable and connect to an available com port. The panel side requires more set up. Set 
the switches, attach the Continental provided cable, and you are ready to communicate. Leave the 
switches as standard for the computer side and set the panel side switches as detailed on the next 
page. 
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  Switches for Panel Side Only 
 
Switch  Off  On   Function 
    1    x     Normal DTR 
    2     x   Numeric Result Codes 
    3     x   Display Result Codes 
    4     x   Don’t Echo Offline Commands 
    5   x     Auto Answer 
    6   x     Normal Carrier Detect 
    7   x     Display All Result Codes    
    8     x   Accept AT Commands 
    9     x   Enter Command Mode With +++ 
   10   x     Load NV Ram 
 
 
Special Notes on Setting Up the Panel Side USR Modem 
 
It is important to note that you will need to “set up” the modem, and we must be careful to set the 
modem up to ignore any changes that other devices might send to it, so that the set up will stay the 
same after we leave. 
 
Use the following process to set up the panel side modem; 
 
1) Set switch 10 to ON. This will restore the factory settings to the modem working memory. 
2) Connect the modem to Com 1 of a computer ( desktop or laptop ) with a standard serial cable. 
3) Start HyperTerminal on the computer. When HyperTerminal starts, it asks you for a “name”. Type  
    any name and hit enter. 
4) Then a screen comes up that allows you to fill in a phone number. Don’t fill in a number, but drop  
    down the “Connect Using” box and choose “Com 1” ( or what ever com port you have used to 
    connect to the modem ). Then HyperTerminal connects to the modem. 
5) Now that you are connected directly to the modem, you can “talk” to it. In order to talk to the  
    modem, you must know the special language that the modem uses. It is called the “AT” command 
    set. 
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6) Type     AT    then hit the enter key. The modem should respond to the command by typing a zero. 
    ( the number 0 ). If that happens then you have a connection to the modem. If that does not work 
    correctly, then you have to fix the problem before we can proceed. Every time you type;  AT and hit 
    the Enter key, the modem should respond by typing a zero. If the modem responds with the word    
    OK   then you have switch 2 set incorrectly. Fix that switch before proceeding to the next step.  
    Always turn the modem off then on after setting switches. 
7) Type the following command string into the modem;        AT&N6&W 
    This string says to the modem “Attention, set the connect speed to 9600 (&N6) and save the  
     setting in your memory (&W). This will mean that this setting will be loaded every time we reset 
     the modem. 
8) Set switch 10 to off. This will allow the modem to load it’s configuration from the memory we just  
      programmed. 
9) You are done setting the modem up and you can now connect it to the panel cable and attempt 
    a dial up. Make sure to set up all com ports to 9600 in the CardAccess product.. Be sure to use the  
    approved Continental Instruments constructed cables. The modem set up assumes that there is 
    this cable attached between the panel and the modem. The cable has special jumpers on the  
    modem side and special shielding to prevent noise from disturbing communications. 
 
 
Our goal is to make the set up of our products as convenient as possible and to provide our 
customers with reliability and technology that is the best in the industry. 
 
Please report any difficulties experienced with this written procedure or the modem operation 
immediately to cic@cicaccess.com or call our tech support line. Thank you for using Continental 
Instruments products. 
 



 



 

 

Modem setup for the panels. 
 
Each Panel should be set up as a different node. 
Each Panel that is connected directly to a modem should also be set at Panel address 1. 
This setting allows call back to the computer program. 
If there is more than one panel working off of the modem, they should be connected via 
422 and should be address accordingly.  
Panel 1 is connected to the modem, Panel 2 which is connected to panel 1 thru 422 
should be addressed as Panel address 2 and so on! 
Only the first panel set as a separate “Node” that is connected directly to the modem 
should be addressed as Panel address 1. 
 
The program does not let you connect directly to the panel from a workstation. If your 
workstation is setup as a “COM” server with modems connected to the workstation for 
means of connecting to your panel thru modems, then you may connect directly thru that 
workstation. 
However, if you are using a standard workstation you cannot connect directly to the panel 
if that panel is using modems for the connection. 
You can direct the “Host” machine to connect to the panel by initiating a download to 
that panel, (If that panel connects via a Modem), this will queue the host to connect to 
that panel and force the program to dial to that panel. The Host then acts as a proxy for 
the workstation. 
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Important Information - Must be read before programming 
software. 
 

1) Verify the CA3000 is installed and the security key is working properly 
before following this procedure. During the installation, the CA3000 
will create two databases automatically. Verify the CA3000 launches 
and you can log in with the default user account (user name =Admin 
and password =q). Refer to the CA3000 installation guides on the 
Continental Access website (www.cicaccess.com/support/library).  

 
2) Verify your computer meets the Continental Access specifications.  

Refer to the CA3000 Computer Specifications on the Continental 
Access website (www.cicaccess.com/support/library).  

 
3) The Continental Access polling cable consists of 3 wires with a 9 pin 

connector on one end and three flying leads on the other end. Below 
is the wiring connection to the panel. 

 
9pin                                             Panel (polling connector) 

 
Pin 2 ------------------------------------TXD (Purple wire) 
Pin 3 ------------------------------------RXD (Red Wire) 
Pin 5 ------------------------------------GND (Brown Wire) 
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Scope 
 
This document contains information regarding the programming of the CA3000 V2.6.19 
and later. During the installation, the CA3000 pre-configures most of the items needed to 
be programmed. The following steps will guide you through programming the remaining 
necessary items to get a basic system operating (Comport, Panel, Schedule, Reader, 
Access Group and Personnel).  

 
 
 

Prerequisites 
 
1) Complete the installation of the CA3000 software and verify the program 

launches with the self created databases. Verify the security key is being recognized 
and you can log into the CA3000 using the default user name and password.    

 
2) Connect one panel with one reader to the PC running the CA3000 software. 

Connect using a polling cable from the host computer to the polling connector on 
the panel. If you are installing a large system, keep the connected hardware at a 
minimum until you get the basic system operating.  

 
 
Basic Programming for Easy System Setup 
(You must configure the following basic items to get a system operational)    

 
 
 
Launch CA3000 
 
To Launch the CA3000 software, Click the CA3000 Launcher icon on the desktop (refer 
to figure 1). 
 

  
Figure 1. 
 
 
The CardAccess 3000 Log In screen will display (refer to figure 2). 
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Log On to CA3000 
 

 
Figure 2. 
 
Enter the default User name (Admin) and password (q). Click OK. The CardAccess 
3000 event grid will display (refer to figure 3).  
 

 
Figure 3. 
 
Note: If the event grid is green, click the Track button. The Track button will change to 
Browse. The browse view will allow you to view live events being received from the 
panel.  
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Configure a Comport  (refer to steps on page 6 and 7) 
 

 
Figure 4. 
 

 
Figure 5. 
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Figure 6. 

 

 
Figure 7. 
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Figure 8. 

 
Click Configuration/Comports from the main menu (refer to figure 4). The 
Communication Ports screen will display (refer to figure 5).  
 
Note: By default, the Station Name displays Host PC and Description displays Host 
Com Ports. Do not change this.   
 
 
Click Edit. Highlight the com port you are configuring (refer to figure 5). 

 
Very Important: DO NOT CLICK NEW on the Communication Ports screen. You 
must click EDIT and SAVE on this screen. The only time you would click NEW is if 
you purchased a secondary communication server for the CA3000 (Note: Adding a 
secondary communication server is not covered in this document). 
 
WARNING: Clicking NEW on the Communication Ports screen could result in 
losing all your com port settings. 
 
Note: If you are configuring a com port for a Lantronix or Network Interface board, it is 
highly recommended to select com port 5 or higher. 
 
 
Click the drop down box Type to select the type of device you are using (Cable, Modem 
or Network). Refer to figure 6. 
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Click the drop down box Baud to select baud rate (refer to figure 7). NOTE: If you are 
using a network device, you MUST leave the baud rate blank. If you selected Cable or 
Modem, you must select the proper baud rate for your device.  
 
Very Important: Click the drop down box UTZ Zone to select the correct time zone the 
panel is in (refer to figure 8). NOTE: In most cases, the panel will be in the same time 
zone as the host computer. If the panel is in a different time zone, you must set this for 
that time zone. If this setting is incorrect, the GUI will display the wrong time for the alerts 
being received.   
 
Note: Do not select Compressed mode.  
 
Click Save to save all your Communication Ports settings. 
 
 
 
 
 
 
 
 
 

 
 
 
Configure a Panel   (refer to steps on page 9) 
 

 
Figure 9. 
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Figure 10. 

 

 
Figure 11. 
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Figure 12. 
 
Click Configuration/Panels from the main menu (refer to figure 9). The Panels screen 
will display (refer to figure 10).  
 
Click New (refer to figure 10).  
 
Enter Name for the Panel (ex. Panel 1). 
 
Click the drop down box Panel Type to select the correct panel type (refer to figure 11).  
 
Set the Panel Address to match the address set on the panel (Address 1 is the default). 
 
Station Name will default to Host Com Ports. Leave at the default setting.  
 
Set the COM Port for the correct com port the panel is connected to. 
 
Verify Enabled is selected (this is the default). All other settings, leave at the default. 
 
Verify all the settings are correct. Click Save (refer to figure 12). 
 
Note: After a com port and a panel are configured, the panel should start 
communicating to the host (Note: Verify the polling cable is connected). 
If it is a newer panel with downloadable firmware, the panel should request a 
firmware download and the firmware download should automatically start. Refer to 
the event grid and the communication driver screen to determine if you have 
established communications. 
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Configure a Schedule   (refer to steps on page 12) 

 

 
Figure 13. 
 

 
Figure 14. 
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Figure 15. 
 

 
Figure 16. 
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Click Administration/Schedules from the main menu (refer to figure 13). 

 
Click New.  
 
Enter Description (name) for the schedule. Note: The first schedule you create should 
be a 24 x 7 schedule.  (Description = 24 x 7). 
 
Click under the text Start Day to populate the first schedule. A 24 x 7 schedule populates 
by default (MON - HOL 12:00AM to 12:00AM). Refer to figures 14 & 15.  
 
Click Save. A schedule that is active all the time (24 X 7 - MON thru HOL) has been 
created (refer to figure 16). 

 
 

 
 
 
Configure a Reader  (refer to steps on page 15) 

 

 
Figure 17. 
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Figure 18. 

 

 
Figure 19. 
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Figure 20. 

 

 
Figure 21. 
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Click Configuration/Readers from the main menu (refer to figure 17). The Readers 
screen will display (refer to figure 18).  
 
Click New.  
 
Click the drop down box Panel to select the panel the reader is on (refer to figure 18).  
 
Enter Name for the Reader (ex. Reader 1). Refer to figure 19. 
 
Note: The Reader screens have many settings. You will leave most of these settings at 
the default to get a basic system operating.  
 
Click the Door Control tab. 
 
On the Door Control screen, review the associated door sensor input, bypass input and 
strike relay associated with the reader you are configuring (refer to figure 20). 
 Refer to explanations below. 
 
 
Door Sensor Input - The door sensor input is where you wire your physical door contact 
(door position switch). If you are not using a door contact, click Edit and change this 
value to a 0. After changing value to 0, click Save. The door sensor input is a normally 
closed input by default. 
 
Bypass Input - The Bypass Input is where you wire your Request To Exit Button or your 
PIR(Motion detector). The bypass input is a normally open input by default. 
 
Strike Relay - The Strike Relay is where you wire up your strike or magnetic lock to.  
 
Click the General Tab. 
 
Verify all the settings are correct. Click Save (refer to figure 21). 
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Configure a Access Group  (refer to steps on page 18 ) 

 

 
Figure 22. 
 

 
Figure 23. 
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Figure 24. 
 

 
Figure 25. 
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Click Access/Access Groups from the main menu (refer to figure 22). The Access 
Groups screen will display (refer to figure 23).  
 
Click New.  
 
Enter Description (name) for the Access Group (Description = All Access). 
 
 Note: The first access group you create should be an Access Group that has access to 
all readers, all the time (24 x 7).  
 
Click the drop down box Time Schedule to apply a schedule to the reader (refer to figure 
24). Select 24 x 7 from the drop down list. 
 
Note: The “All Access” access group you create should have access to all readers 
 24 x 7.  
 
Very Important: This document only assists you with configuring one reader. If you add 
more readers to the system, you MUST edit the “All Access” access group and apply a 
24 x 7 schedule to all readers.  
 
As you enter additional badges to the system, you will be creating additional access 
groups with specific access to certain doors.  
 
Verify all the settings are correct. Click Save (refer to figure 25). 
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Configure a Badge     (refer to steps on page 21 ) 

 
Figure 26. 

 

 
Figure 27. 



 

 20

 

 
Figure 28. 

 
 

 
Figure 29. 
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Figure 30. 

 
Click the Personnel icon. The Personnel screen will display (refer to figure 26).  
 
Click New.  
 
Note: If you are editing existing badges, you must click Show All Badges to display 
existing badges. After the badges display, click Edit to modify the badge information. 
 
Enter Badge Number.  In most cases the badge number is printed on the badge (refer to 
figure 27). If there is no badge number printed on the badge, you must refer to the 
documentation supplied with the badges. 
 
Note: Using Facility codes are optional. Leave Facility at the default (0) until you get a 
basic system operational with at least one Valid Badge swipe.  
 
Enter First Name and Last Name (refer to figure 28). 
 
Click the Access Groups tab. 
 
Click the drop down box Access Group 1 to assign an access group to the badge. 
Select “All Access” from the drop down list (refer to figure 29). Leave the expiration date 
blank. 
 
Click the General tab. 
 
Verify all the settings are correct. Click Save (refer to figure 30). 

Basic Programming Is Complete 
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Basic System Test 
 
 
Verify proper communications to the panel 
 
As previously mentioned, a panel will start communicating with the host computer once a 
Com port and a Panel is configured in the software. Review the alerts in the event grid to 
determine if a firmware and data download occurred (firmware downloads will only occur 
on new panels where the firmware is downloaded from the host computer). Most panels 
also have LED indicators for Transmit (TXD) and Receive (RXD). Verify the TXD and the 
RXD lights are flashing on the panel. This is a good indication the host is communicating 
with the panel.  
 
Note: If a No Response alert displays, verify your polling cable is connected and review 
your programming settings as per this document.  
 
 
Verify reader is working properly and a valid badge is being recognized 
 
After verifying good communications, verify your badge is working at the reader. Present 
your badge to the reader. A Badge Valid alert will display in the event grid. If a valid 
badge is presented, the door should unlock. If you get a Badge Valid alert but the door 
fails to unlock, you must check the wiring to your lock. 
 
Note: If a Badge Violate Void alert displays when you present the badge, verify your 
badge is entered correctly into Personnel and you are communicating with the panel. 
Verify the Facility setting in Personnel is (0).  If you entered 1 or greater for Facility, you 
MUST verify the facility codes screen is configured properly (Administration/facility 
codes). This is not covered in this document.  
 
 
 
Verify an archive database was pre-configured during the installation 
 
As previously mentioned, many items are pre-configured during the installation. You must 
verify the archive database has been pre-configured. Click 
System/SystemSettings/Auto Archive. Verify one or more databases are listed in the 
bottom of the screen (CardAccess Archive database list).  Verify there is a SQL 
Server name and a SQL Database name configured on the top of the screen. If this 
information has not been pre-configured, contact Continental Technical Support for 
assistance. Note: Communications to the panel and a Valid Badge will still work 
properly if an archive database is not configured. If the archive database is not 
configured, too many alerts will build up in the live database and eventually lock up the 
system.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
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Holiday Calendars  

Holiday Calendars provide the ability to program in five separate groups of 100 
holidays. Having the ability to program different holiday groups allows you to 
support different facilities or work schedules. 

Note: A typical environment where Holiday Calendars would be used is a school. 
In many cases, teachers and the custodians would require different holiday 
calendars. A good example is Presidents week. Teachers might have the whole 
week off, where custodians might have one day off for the holiday. In this case, 
you would use different holiday calendars.    

 

 
 

Configuring Holiday Calendars 

Follow the steps below:  
 

1. On the main menu, click System/System Settings. Refer to figure 1.  

 
Figure 1. 
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2. On the General tab, click Edit. Select Enable Holiday Calendars.  
Refer to figure 2. Click Save and Close. 

 
Figure 2. 

 
 

3) On the main menu, click Administration/Holidays. Refer to figure 3.  
 

 
Figure 3. 
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4) Verify the Holidays screen displays and a Default Calendar is configured 
by default. Refer to figure 4. 
 
Note: Before the introduction of Holiday Calendars, there was only one 
default calendar in previous versions of CardAccess.  
 
 

Create two new Holiday Calendars 

 
5) Click New. In the Calendar Description, type Teachers. Refer to figure 

4.  
 

 
Figure 4. 
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6) Click Add Holiday. A holiday is added with a start time and end time of 
12:00AM. This start and end time represents a complete day (24 hours). 
Refer to figure 5.  

 
 

 
Figure 5. 

 
7) Click in the Date box, a down arrow will display. Click the down arrow. A 

calendar will display. Select the correct month. Click the correct day. The 
date and time for the holiday will be inserted into the Date field. Refer to 
figures 6 and 7.  
 
Note: For this example, select February 15th, for the first holiday.  
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Figure 6. 

 
Figure 7. 
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8) Create a new Holiday Calendar for Custodial (repeat steps 5, 6 and 7). In the   
Calendar Description box, type Custodial. Configure one holiday on 
February 15th. . Refer to figure 8. 
 
 
 

 
Figure 8. 
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9) As per our Presidents week example, create four more holidays for 
Teachers.  Refer to figure 9. 

 
 

 
Figure 9. 
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Assign a specific Holiday Calendar to a Panel 

10) Click Edit. Select Teachers for the Device Holiday Calendar. Click 
Save and Close. Refer to figure 10. 

 

 
Figure 10. 
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Summary of Holiday Calendars 

 
If you assign a specific Holiday Calendar to a Panel, the Holiday Calendar is 
used for all schedules associated with the panel. It is also used for all schedules 
associated with all readers on the panel.  This includes Free Access schedules 
and schedules assigned to Access Groups.  
 
 

 
 
 
 
 
 
This completes the Holiday Calendars function.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
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Multi-Area Anti-Passback  

Multi-Area APB provides the ability to configure nested areas to control traffic 
flow throughout a facility. When using standard APB, the readers are configured 
as IN and OUT readers. When using Area APB readers, the readers are 
configured as ENTRY and EXIT readers.  

 
 

Configuring Multi-Area Anti-Passback 

Follow the steps below:  
 

1. On the main menu, click System/System Settings. Refer to figure 1.  

 
Figure 1. 

 
 

 
2. Click the Badges tab. Click Edit. Select Enable APB Areas... Refer to 

figure 2. Click Save and Close. 
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Figure 2. 

 
 

3) On the main menu, click Access/APB Areas. Refer to figure 3.  

 
Figure 3. 
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4) Verify the APB Areas screen displays. Refer to figure 4. Click New. 
  

 
Figure 4. 

 
 
 
 
Note: For our example, configure two areas (Main Lobby and Equipment 
Room) as per the following screen shots. Create one APB Area at a time. Click 
New and Save for each one.   
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The APB Areas screen consists of the following controls: 
  

 
Figure 5. 
 
Area Name – Descriptive name of Area (Set to Main Lobby for the first area). 
Refer to figure 5.  
 
 
 

 
Figure 6. 
 
Note: Refer to figure 6 for the following information. 
 
Activate I/O or Activity Link Programs  
 
Alert on First Occupied/Vacant/Count Reached – When this checkbox is 
selected, an alert will display indicating area is occupied, vacant or when a 
count has been reached for the area. If this is checked, the system will generate 
the following system events for the conditions described below.   
 
Note: For this example, Do Not select the Alert on First 
Occupied/Vacant/Count Reached checkbox.  
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If the Alert on First Occupied/Vacant/Count Reached checkbox is 
checked, the system will generate the following system events for the 
conditions described below. 

 
 

 
 

 
 
Link on Vacant – When an activity link is configured in the drop down box,   
the activity link will activate when the area is vacant.  
 
 
Link on Occupied – When an activity link is configured in the drop down box, 
the activity link will activate when the area is occupied.  
 
 
Link on Count Increase – When an activity link is configured in the drop down 
box, the activity link will activate when the value set in the Number of 
Occupants box is reached. 
 
Link on Count Decrease – When an activity link is configured in the drop 
down box, the activity link will activate when the value decreases to the value 
configured in the Number of Occupants box. 
 
Note: For this example, Do NOT configure any activity links.  
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5) Repeat the steps above, and create a second APB Area. Configure the name 
for the second APB Area to Equipment Room. Refer to figure 9. 

 
 
 

 
Figure 9. 
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6) On the main menu, click Access/Badgeholders-IN. Refer to figure 10. 

Verify the Badgeholders-IN report displays. The Badgeholders-IN report 
displays who is IN, and what area they are in.  

 

 
Figure 10. 
 
Note: By default, the Badgeholders-IN report will not display badges that are 
considered OUTSIDE. You can change the filter to display badges that are 
OUTSIDE. 
 
 
7)  Verify the In-List is empty as per figure 10. If there are badges in the In-

List, perform a global APB reset. To perform a global APB reset, click 
System/System Settings. Refer to figure 11.  
 

 
Figure 11. 
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8) Click the Badges tab. Click the Reset APB now button. Refer to figure 12. 
 

 
 
 

 
Figure 12. 
 
 

9) After performing the Reset APB now, click Close. A Warning screen will 
display. Click Yes. After performing the APB Reset, verify the In-List is empty. 
Refer to figure 10. 
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Configure Readers  

 
There are two methods for assigning areas to readers. For this example, use 
either method. You can choose to use any four readers. This example uses the 
readers as per figures 13, 14, 15, and 16.  
  
 
METHOD ONE: Configure the APB EXIT and APB ENTRY on Readers 
screen. Refer to figures 13, 14, 15, and 16.  
 
METHOD TWO: Use the APB assignment screen. Refer to figure 17. After 
the area assignments are completed, verify the settings are correct on the 
readers screen (Refer to figures 13, 14, 15 and 16).   
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Figure 13. 

 
Figure 14. 
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Figure 15. 
 
 
 
 

 
Figure 16. 
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Figure 17. 
 
 
 
Configure badges in Personnel for testing  

 
 
 
10) Configure a minimum of two badges in Personnel for the following test.  
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Testing the APB Areas function  

 
Reminder: Verify the Badgeholders-IN List is empty as per step 6. 

 
Note: For this example, we will use two badges (#638 and #9235). The 
starting location for both badges will be outside the building.  
 
11) Present the first badge to the reader outside the building. For this 
example, it is Panel 1, Reader 1 (Refer to figure 13). Verify a Badge Valid 
displays.  

 
12) Verify the Badgeholders-IN List displays one badge (#638) in the Main 
Lobby Area. Refer to figure 18. 
 
 

 
Figure 18. 
 
 

13) Present the second badge (badge # 9235) to the reader outside the 
building. For this example, it is Panel 1, Reader 1 (Refer to figure 13). Verify a 
Badge Valid displays.  

 
14) Verify the Badgeholders-IN List displays two badges (#638 and #9235) 
in the Main Lobby Area. Refer to figure 19. 
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Figure 19. 
 
 

15) Present badge # 638 to Panel 2, Reader 4. In this example, this is the 
reader entering the equipment room from the Main Lobby (Refer to figure 
15). Verify a Badge Valid displays on the event grid.  

 
16) Verify the Badgeholders-IN List displays badge #638 is in the 
Equipment Room and badge # 9235 is still in the Main Lobby.  Refer to 
figure 20. 
 
 
 
 

 
Figure 20. 
 

17) Present badge # 638 to Panel 2, Reader 8. In this example, this is the 
reader exiting the Equipment room into the Main Lobby (Refer to figure 16). 
Verify a Badge Valid displays on the event grid.  
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18) Verify the Badgeholders-IN List displays badge #638 and badge # 7235 
are both in the Main Lobby.  Refer to figure 21. 

 
 

 
Figure 21. 
 

19) Present badge # 638 and badge # 9235 to Panel 1, Reader 2. In this 
example, this is the reader exiting the Main Lobby to the Outside (Refer to 
figure 14). Verify a Badge Valid displays on the event grid.  
 

20) Verify badge #638 and badge # 9235 do not display in the Badgeholders-
IN list. Both badges are OUTSIDE. As previously noted, the Badgeholders-IN 
report will not display badges OUTSIDE by default.   Refer to figure 22. 
 

 
Figure 22. 
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CONFIGURING NESTED AREAS FOR GROUPING AREAS 
(optional) 
 
Configuring Nested Areas is for viewing the Badgeholders-IN list and having 
the ability to filter on these Nested groups. You must configure all the areas 
and readers prior to setting up Nested Areas. Refer to figure 23 to configure 
the Nested Groups. Refer to figure 24 to select your filtering in the 
Badgeholders-IN list.  
 
 

 
Figure 23. 
 
 



 

18 
 

Figure 24. 
 
 
 
 
 
This completes the APB Area function.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
 

5) The document is written for V2.7.x. Do not reference this document for 
V2.6.x. The functionality of threat level management has changed from V2.6 
to V2.7.  
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Threat Level Management 

This feature provides you with five states of threat level management. It enables 
managers to more quickly react to present threats, by instantly deactivating access 
privileges via a mouse click.  

 

  
 

Configuring threat level management 

Follow the steps below:  
 

 
 

1) On the main menu, click System/System Settings. Refer to figure 1. 
 

 
 

 
Figure 1. 
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2) Click the Badges tab. Enable Category Counters. Refer to figure 2. 
 

Figure 2. 
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3) Click the Threat Level Management tab. Refer to figure 3.  
 

 
Figure 3. 

 
4) Configure the Threat Level Management screen as per figure 3. As 

previously noted, you have five states of threat level management. We 
will only use two levels for our example. Click Edit and change the 
Lockout Group Names. Change Deny Group 1 to Directors. Change 
Deny Group 2 to Managers. Under the Category column, rename 
Category 1 to Directors and Category 2 to Managers. Select Terminate 
Free Access for both groups. After all the changes are made, click Save 
and Close. 
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CREATING BADGES AND CONFIGURING CATEGORY 
COUNTER ASSIGNMENTS (refer to step 5)  

 

 
Figure 4. 
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Figure 5. 
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5) For this example, configure a total of three badges. Configure the first 
badge with a category of Directors (refer to figure 4).  Create the second 
badge with a category of Managers (refer to figure 5). Create one badge 
without category assignments. 

 
 
 
TESTING BADGES PRIOR TO ACTIVATING THREAT LEVEL 
LOCKOUT 
 

6) Swipe the three badges at a reader and verify all three badges display 
Badge Valid (refer to figure 6).   Swipe the badge with the Directors 
category first. Swipe the badge with the Managers category second and 
then the badge with no categories third.   

 

Figure 6. 
 
 
 
 
 
 
ACTIVATING THREAT LEVEL MANAGEMENT 
 
VERY IMPORTANT: Only one threat level can be activated at any time. If 
you activate a threat level, any other threat level that is activated, will be 
deactivated.  
 
 

 -  Padlock represents threat level is not activated. 
 

 - Key represents threat level is activated. 
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7) Click Lockdown Control/Threat Level Control. Before activating, 
verify the Directors group is currently not activated (padlock displayed).  
Refer to figure 7. Click Activate: Directors.  

 

 
Figure 7. 
 
 
 
 
 

8) A confirmation screen will display. Refer to figure 8. Click OK.  
 

 
Figure 8. 
 
 
Verify the Directors group was successfully activated (Key displayed). Refer to 
figure 9. 
 

 
Figure 9. 
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After the Threat Level is activated, a system alert will display. Refer to figure 
10. 
 

Figure 10. 
 
VERY IMPORTANT: If Free Access is active on any readers, Free Access 
will End. 
 
 
 
 
TESTING THREAT LEVEL LOCKOUT   
 
 
 

9) Swipe the badges again in the order noted above. Verify the Directors 
badge displays Badge Valid. Verify the other two badges display Badge 
Violate Lockout. Refer to figure 11.  

 
 

Figure 11. 
 
Note: The only badges that will gain access is the badge with the Directors 
category assigned to it.  
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 DEACTIVATING AN ACTIVATED THREAT LEVEL   

 
10) Click Lockdown Control/Threat level Control. Click Deactivate: 

Directors. Refer to figure 12.  
 
 

 
Figure 12. 
 
 
 
 
 
 
A confirmation screen will display. Refer to figure 13. Click OK.  
 

 
Figure 13. 
 
 
 
After the Lockdown is deactivated, a system alert will display. Refer to figure 
14. 
 

Figure 14. 
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VERY IMPORTANT: If Free Access was previously ended by activating a 
threat level, Free Access will start again.   
 
 
 

11) After the threat level is deactivated, swipe all three badges in the same 
order again. All three badges should gain access again and display Badge 
Valid. 

 
 
 
 
 
 
 
This completes the Threat Level Lockdown function.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
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LOCKDOWN AREAS 

This feature controls the Lockdown of all readers in a pre-configured area. The 
Lockdown of a building can be accomplished by a menu click.  

 
  

 
Configuring a Lockdown Area 

Follow the steps below:  
 

 
 

1) On the main menu, click Access/Lockdown Areas. Refer to figure 1. 
 

 
Figure 1. 
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2) Verify the Lockdown Areas screen displays. Refer to figure 2. 
 

 
Figure 2. 

 
Note: If the Area selected is currently in Lockdown, AREA IN LOCKDOWN 
will flash to the left of the Assign All button.   
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The Lockdown Areas screen consists of the following controls: 
  

 
Figure 3. 
 
Description – Descriptive name of Area to Lockdown (Set to Science 
Building for this example). Refer to figure 3. 
 
 

 
Figure 4. 
 
Assign All – This button gives you the ability assign All readers to an area with 
one button click. Refer to figure 4.    
 
 
 
Note: For this example, select the readers you would like to be part of the 
Science Building Lockdown. Refer to figure 2. In figure 2, Panel 1-Reader 1 
and Panel 2-Reader 2 is selected and assigned to the Science Building Area.  
 
 
 
LOCKDOWN OF AREA  
 
Click Lockdown Control/Lockdown Doors. Verify there is not a checkmark 
on Science Building (not in Lockdown mode). Refer to figure 5. Click Science 
Building. 
 

 
Figure 5. 
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A confirmation screen will display. Refer to figure 6. Click OK.  
 
 

 
Figure 6. 
 
After the lockdown is performed, a system alert will display. Refer to figure 7. 

Figure 7. 
 
 
 
 
 
 REMOVING LOCKDOWN OF AREA  
 
Click Lockdown Control/Lockdown Doors. Verify there is a checkmark on 
Science Building (currently in Lockdown). Refer to figure 8. Click Science 
Building. 
 

 
Figure 8. 
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A confirmation screen will display. Refer to figure 9. Click OK.  
 

 
Figure 9. 
 
 
 
After the Lockdown is deactivated, a system alert will display. Refer to figure 
10. 
 

 
Figure 10. 
 
 
 
This completes the Lockdown Areas function.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
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First-In Areas 

There are two types of First-In functions. The first type controls Free Access 
activation only. This will be covered in this functional tech note. The second 
type controls Card Access to a reader. This will not be covered in this 
document (Refer to FTN0002). The two functions are explained below.      
 
First-In Controlling Free Access  

This feature controls a reader’s free access activation. It requires a designated 
badge to be presented to a First-In APB Entry to Area reader to start free 
access. The free access schedule configured for this reader must be active for this 
function to occur. Once a designated badge activates free access, there are two 
ways to terminated free access. To deactivate free access, the free access schedule 
must end, or the operator must manually deactivate it from the main menu. The 
presentation of the designated badge WILL NOT deactivate free access. This 
feature requires only one reader to function.  

 
First-In Controlling Card Access to a reader   

This feature controls Card Access at a reader. This feature requires two readers, 
one First-In APB Entry reader and one APB Exit from Area reader. It 
requires a designated badge to be presented to a First-In APB Entry reader to 
enable the reader (turn on the reader). Prior to this, the First-In APB Entry 
reader is disabled (reader is off). After the First-In APB Entry reader is 
enabled by the designated badge, it will remain enabled until the designated 
badge exits the APB Exit reader. Once this occurs, the First-In APB Entry 
reader will be disabled again, until another designated badge is presented to it.   
Notes: 
 
1) If a non-designated badge is presented to the reader while it is off, no alert 

will display in the event grid.  
2) If a first-in Entry reader is disabled (off), free access will not activate.   
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Configuring Free Access First-In Control 

Follow the steps below:  
 

1. On the main menu, click System/System Settings. Refer to figure 1.  

 
Figure 1. 

 
2. Click the Badges tab. Select Enable APB Areas. Refer to figure 2.  

 
Figure 2. 
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3)  On the main menu, click Access/APB Areas. Refer to figure 3.  

 
Figure 3. 

 
 

4) Verify the APB Areas screen displays. Refer to figure 4. 

 
Figure 4. 
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5) On the main menu of the APB Areas screen, click New First-In. Refer to 

figure 5.  

 
Figure 5. 

 
6) Verify the First-In screen displays. Refer to figure 6. 

 
Figure 6. 
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The APB Areas screen consists of the following controls: 
  

 
Figure 7. 
 
Area Name – Descriptive name of Area (Set to Lobby for this example). Refer 
to figure 7. 
 
 

 
Figure 8. 
 
First-in Control Type –  
 
Free Access Lockdown – When this option is selected, a designated badge 
must be presented at a First-In Entry reader to activate free access. 
 
Note: For this example, set to Free Access Lockdown. Refer to figure 8. 
 
Reader Exit lockdown – (Refer to FTN0002) When this option is selected, a 
designated badge must be presented at a First-In APB Entry reader to enable 
the reader. Prior to this, the First-In APB Entry reader is disabled and no 
badges will gain access. Once the First-In Entry reader is enabled with a 
designated badge, it will remain enabled until the designated badge exits out the 
APB Exit reader.   
 
Note: While the First-In APB Entry reader is disabled, you will not see any 
badge alerts on the event grid.  
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Figure 9. 
 
Activate I/O or Activity Link Programs  
 
Alert on First Occupied/Vacant/Count Reached – When this checkbox is 
selected, an alert will display indicating area is occupied, vacant or when a 
count has been reached for the area. If this is checked, the system will generate 
the following system events for the conditions described below.   
 
Note: For this example, Do Not select the Alert on First 
Occupied/Vacant/Count Reached checkbox.  
 
If the Alert on First Occupied/Vacant/Count Reached checkbox is 
checked, the system will generate the following system events for the 
conditions described below. 

 
 

 
 

 
Link on Vacant – When an activity link is configured in the drop down box,   
the activity link will activate when the area is vacant.  
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Link on Occupied – When an activity link is configured in the drop down box, 
the activity link will activate when the area is occupied.  
 
Link on Count Increase – When an activity link is configured in the drop down 
box, the activity link will activate when the value set in the Number of 
Occupants box is reached. 
 
Link on Count Decrease – When an activity link is configured in the drop 
down box, the activity link will activate when the value decreases to the value 
configured in the Number of Occupants box. 
 
Note: For this example, Do NOT configure any activity links.  
 
 
 
 
APB Area Status 
 
The APB Area Status will display as per figure 10 and 11.  
 
 

          
Figure 10. 

 
 

          
Figure 11. 

 
Very Important: These Area status indicators are for the First-In Free Access 
function. If some other function (ex. Scripts) locks or unlocks a door, these 
indicators can get out of sync.   
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Configure an APB ENTRY reader   
 
Note: You only need to create one reader for the First-In Free Access function 
to work.  
 
7) Configure an APB ENTRY TO AREA reader with an active free access 

schedule. Refer to figure 12 and 13. 
 
NOTE: The APB ENTRY TO AREA reader must have an active free access 
schedule configured for the FIRST-IN FREE ACCESS function to work.  
 

          
Figure 12. 
 
 
 
 
 

           
Figure 13. 
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8) Configure a designated (First In/Last Out Control) badge as per figure 14. 

Verify Enabled, Stay on Panel, Initial Download and the First In/Last Out 
Control is checked.  
 

 
Figure 14. 
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Testing the First-In Free Access function  
 
Checking Status of APB Area Lockdown 

 
Prior to presenting a designated badge to the First-In APB Entry reader, 
this door should be locked down even though a valid free access schedule is 
active. You can verify the status of the APB area by clicking Lockdown 
Control/APB Area Lockdown on the main menu. Refer to figure 15.  
 
Note: The checkmark on Lobby indicates the door is in LOCKDOWN 
mode. If the door is unlocked, there would be no checkmark on Lobby. 
Refer to figure 16.  
 

 

 
Figure 15. 
 
 
 

 
Figure 16. 
 
 
Very Important: The menu Lockdown Control status is for the First-In Free 
Access function. If some other function (ex. Scripts) locks or unlocks a door, 
this status can get out of sync.   
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Presenting a designated badge to the First-In Free Access reader.  
 
Present the designated badge to the First-In Entry to Area reader. The badge 
will unlock the door and the door will go into free access. As previously noted, 
the door will stay in free access until the free access schedule ends, or the door 
is locked down manually. Presenting a designated badge will not terminate free 
access.  
  
Manual Lockdown of Door (Deactivate Free Access) 
 
After free access is activated, click APB Area Lockdown/Lobby to do a 
lockdown and deactivate free access. Refer to figure 17.  
 

 
Figure 17. 
 
A confirmation screen will display. Refer to figure 18.  

 
Figure 18. 
 
After the lockdown is performed, and free access is deactivated, a system alert 
will display. Refer to figure 19. 
 

 
Figure 19. 
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 Manual Free Access Start (Activate Free Access) 
 
To perform a manual free access activation, click APB Area 
Lockdown/Lobby. Refer to figure 20. 
 
 

 
Figure 20. 
 
A confirmation screen will display. Refer to figure 21. Click OK.  

 
Figure 21. 
 
After the unlock is performed, and free access is activated, a system alert will 
display. Refer to figure 22. 
 

 
Figure 22. 
 
This completes the First-In Free Access function.  
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Important Information - Must be read before programming 
software. 

 
 
1) This functional Tech Note will provide you with a basic summary of the 

advanced feature noted on the cover page. In some cases, you must 
customize the feature for your specific application.  
 

2) Before programming any advanced features, verify all the basic components 
of CA3000 are programmed. Verify the CardAccess 3000 software is 
functioning properly (refer to the V2.7 Quick Start Programming Guide). 

 
3)  If possible, always refer to the Continental Access website 

(www.cicaccess.com  click Support/click Document Library) for the latest 
documentation. The released CD may not have the most recent 
documentation. 

 
4) Panels must be running firmware version 3.x or higher for the ability to use 

advanced features.  
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First-In Areas 

There are two types of First-In functions. The first type controls Free Access 
activation only. This will not be covered in this functional tech note (Refer to 
FTN0001). The second type controls Card Access to a reader. This will be 
covered in this document. The two functions are explained below.      
 
First-In Controlling Free Access  

This feature controls a reader’s free access activation. It requires a designated 
badge to be presented to a First-In APB Entry to Area reader to start free 
access. The free access schedule configured for this reader must be active for this 
function to occur. Once a designated badge activates free access, there are two 
ways to terminated free access. To deactivate free access, the free access schedule 
must end, or the operator must manually deactivate it from the main menu. The 
presentation of the designated badge WILL NOT deactivate free access. This 
feature requires only one reader to function.  

 
First-In Controlling Card Access to a reader   

This feature controls Card Access at a reader. This feature requires two readers, 
one First-In APB Entry reader and one APB Exit from Area reader. It 
requires a designated badge to be presented to a First-In APB Entry reader to 
enable the reader (turn on the reader). Prior to this, the First-In APB Entry 
reader is disabled (reader is off). After the First-In APB Entry reader is 
enabled by the designated badge, it will remain enabled until the designated 
badge exits the APB Exit reader. Once this occurs, the First-In APB Entry 
reader will be disabled again, until another designated badge is presented to it.   
Notes: 
 
1) If a non-designated badge is presented to the reader while it is off, no alert 

will display in the event grid.  
2) If a first-in Entry reader is disabled (off), free access will not activate.   
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Configuring Card Access First-In Control 

Follow the steps below:  
 

1. On the main menu, click System/System Settings. Refer to figure 1.  

 
Figure 1. 

 
2. Click the Badges tab. Select Enable APB Areas. Refer to figure 2.  

 
Figure 2. 
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3)  On the main menu, click Access/APB Areas. Refer to figure 3.  

 
Figure 3. 

 
 

4) Verify the APB Areas screen displays. Refer to figure 4. 

 
Figure 4. 
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5) On the main menu of the APB Areas screen, click New First-In. Refer to 

figure 5.  

 
Figure 5. 

 
6) Verify the First-In screen displays. Refer to figure 6. 

 
Figure 6. 
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The APB Areas screen consists of the following controls: 
  

 
Figure 7. 
 
Area Name – Descriptive name of Area (Set to Lobby for this example). Refer 
to figure 7. 
 
 

 
Figure 8. 
 
First-in Control Type –  
 
Free Access Lockdown – (Refer to FTN0001 for this mode) When this 
option is selected, a designated badge must be presented at a First-In Entry 
reader to activate free access.  
 
 
Reader Exit lockdown – When this option is selected, a designated badge 
must be presented at a First-In APB Entry reader to enable the reader. Prior to 
this, the First-In APB Entry reader is disabled and no badges will gain access. 
Once the First-In Entry reader is enabled with a designated badge, it will 
remain enabled until the designated badge exits out the APB Exit reader.   
 
Note: For this example, set to Reader Exit Lockdown. Refer to figure 8. 
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Figure 9. 
 
Activate I/O or Activity Link Programs  
 
Alert on First Occupied/Vacant/Count Reached – When this checkbox is 
selected, an alert will display indicating area is occupied, vacant or when a 
count has been reached for the area.  
 
Note: For this example, Do Not select the Alert on First 
Occupied/Vacant/Count Reached checkbox.   
 
If the Alert checkbox is checked, the system will generate the following system 
events for the conditions described below. 

 
 

 
 

 
Link on Vacant – When an activity link is configured in the drop down box,   
the activity link will activate when the area is vacant.  
 
Link on Occupied – When an activity link is configured in the drop down box, 
the activity link will activate when the area is occupied.  
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Link on Count Increase – When an activity link is configured in the drop down 
box, the activity link will activate when the value set in the Number of 
Occupants box is reached. 
 
Link on Count Decrease – When an activity link is configured in the drop 
down box, the activity link will activate when the value decreases to the value 
configured in the Number of Occupants box. 
 
Note: For this example, Do Not configure any activity links.  
 
 
 
 
APB Area Status 
 
The APB Area Status will display as per figure 10 and 11.  
 
 

          
Figure 10. 

 
 

          
Figure 11. 

 
Very Important: These Area status indicators are for the Area Lockdown 
mode. If some other function (ex. Scripts) locks or unlocks a door, these 
indicators can get out of sync.   
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Configure an APB ENTRY reader   
 
7) Configure an APB ENTRY TO AREA reader. Refer to figure 12.  
 
 

          
Figure 12. 
 
 
 
 

Configure an APB EXIT reader   
 
8) Configure an APB EXIT FROM AREA reader. Refer to figure 13. 

 
 

          
Figure 13. 
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9) Configure a designated (First In/Last Out Control) badge. Verify 
Enabled, Stay on Panel, Initial Download and the First In/Last Out Control 
is checked. Refer to figure 14. 

 

Figure 14. 
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Testing the First-In Card Access function  
 
Checking Status of APB Area Lockdown 

 
 
The status of the APB area can be verified by clicking Lockdown 
Control/APB Area Lockdown on the main menu. Refer to figure 15.  
 
The checkmark on Lobby indicates the door is in LOCKDOWN mode 
(reader disabled). If the door is unlocked, there would be no checkmark on 
Lobby. Refer to figure 16.  

 

 
Figure 15. 
 
 

 
Figure 16. 
 
Very Important: The menu Lockdown Control status is for the First-In Card  
Access function. If some other function (ex. Scripts) locks or unlocks a door, 
this status can get out of sync.   
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Presenting a designated badge to the First-In Card Access reader.  
 
Prior to presenting a designated badge to the First-In APB Entry reader, this 
reader must be disabled. Verify there is a checkmark on Lobby, indicating the 
lobby is in Lockdown mode.  
 
Note: While the First-In APB Entry reader is disabled, you will not see any 
badge alerts display when non-designated badges are presented at this reader.     
 
Present the designated badge to the First-In Entry to Area reader. The badge 
will unlock the door and the reader will become enabled. After the reader is 
enabled, all non-designated badges will be able to gain access to the area. The 
reader will stay enabled until the designated badge exits out the Exit reader.  
 
After the designated badge is presented, and the reader is enabled, the 
following system alert will display. Refer to figure 17. 

Figure 17. 
 
 
Reviewing the Badgeholders IN report will display who is currently in the 
area.  Click Access/Badgeholder IN on the main menu. Refer to figure 18.  

 
Figure 18. 
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Verify the Badgeholders IN report displays. Refer to figure 19. 
 

 
Figure 19. 
 
Note: Figure 19 displays 1 designated badge (MGR), and 3 visitor (non-
designated) badges in the area.  The designated badge entered the area first. 
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Presenting the designated badge to the APB Exit reader   
 
After the designated badge is presented to the APB Exit reader, the First-In 
APB Entry reader will be disabled again (Entry Lockdown). If free access is 
started on the APB Entry reader, free access will end when this reader is 
disabled. All badges currently in the area will be able to exit, but no new badges 
will be able to gain access.  
 
 
After the reader is put back in Lockdown mode via the designated badge 
exiting the area, the following system alert will display. Refer to figure 20. 
 

 
Figure 20. 
 
 
 
 
Manual Unlock of Area (Enable Entry Reader) 
 
Verify there is a checkmark on Lobby. To perform a manual APB Area 
Unlock, click APB Area Lockdown/Lobby. Refer to figure 20.  
 

 
Figure 20. 
 
 
A confirmation screen will display. Refer to figure 21. Click OK.  
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Figure 21. 
 
 
After the unlock is performed, a system alert will display. Refer to figure 22. 
 

Figure 22. 
 
 
 
 
 
Manual Lockdown of Area (Disable Entry Reader) 
 
Verify there is no checkmark on Lobby. To perform a manual APB Area 
Lockdown,  click APB Area Lockdown/Lobby. Refer to figure 23.  
 

 
Figure 23. 
 
 
A confirmation screen will display. Refer to figure 24. Click OK.  
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Figure 24. 
 
After the lockdown is performed, a system alert will display. Refer to figure 25. 

 
Figure 25. 
 
 
 
 
 
 
 
This completes the Card Access First-In function.  
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Important Information - Must be read before programming 
software. 
 

1) If possible, always refer to the Continental Access website 
(www.cicaccess.com  click Support/click library) for the latest 
documentation. The released CD may not have the latest 
documentation. 
 

2) Verify the CA3000 is installed and the security key is working properly 
before following this procedure. During the installation, the CA3000 
will create two databases automatically. Verify the CA3000 launches 
and you can log in with the default user account (user name =Admin 
and password =q). Refer to the CA3000 installation guides on the 
Continental Access website (www.cicaccess.com  click Support/click 
library) if you are experiencing problems with the initial installation.  

 
3) Verify your computer meets the Continental Access specifications.  

Refer to the CA3000 Computer Specifications on the Continental 
Access website (www.cicaccess.com  click Support/click library) 

 
4) The Continental Access polling cable consists of 3 wires with a 9 pin 

connector on one end and three flying leads on the other end. Below 
is the wiring connection to the panel. 

 
9pin                                             Panel (polling connector) 

 
Pin 2 ------------------------------------TXD (Purple wire) 
Pin 3 ------------------------------------RXD (Red Wire) 
Pin 5 ------------------------------------GND (Brown Wire) 
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Scope 
 
This document contains information regarding the programming of the CA3000 V2.7.x 
and later. During the installation, the CA3000 pre-configures most of the items needed to 
be programmed. The following steps will guide you through programming the remaining 
necessary items to get a basic system operating (Comport, Panel, Schedule, Reader, 
Access Group and Personnel).  

 
 
 

Prerequisites 
 
1) Complete the installation of the CA3000 software and verify the program 

launches with the self created databases. Verify the security key is being recognized 
and you can log into the CA3000 using the default user name and password.    

 
2) Connect one panel with one reader to the PC running the CA3000 software. 

Connect using a polling cable from the host computer to the polling connector on 
the panel. If you are installing a large system, keep the connected hardware at a 
minimum until you get the basic system operating.  

 
 
Basic Programming for Easy System Setup 
(You must configure the following basic items to get a system operational)    

 
Launch CA3000 
 
To Launch the CA3000 software, Click the CA3000 Launcher icon on the desktop (refer 
to figure 1). 
 

 
Figure 1. 
 
 
The CardAccess 3000 Log In screen will display (refer to figure 2). 
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Log On to CA3000 
 

 
Figure 2. 
 
Enter the default User name (Admin) and password (q). Click OK. The CardAccess 
3000 event grid will display (refer to figure 3).  
 

 
Figure 3. 
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Note: If the event grid is green, click the Track button. The Track button will change to 
Browse. The browse view will allow you to view live events being received from the 
panel.  
 
 
 

Configure a Comport  (refer to steps on page 7) 
 
 

 
Figure 4. 
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Figure 5. 

 
Figure 6. 
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Figure 7. 
 

 
Figure 8. 
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Click Configuration/Comports from the main menu (refer to figure 4). The 
Communication Ports screen will display (refer to figure 5).  
 
Note: By default, the Station Name displays Host PC and Description displays Host 
Com Ports. DO NOT change this.    
 
 
Click Edit. Highlight the com port you are configuring (refer to figure 5). 

 
Very Important: DO NOT CLICK NEW on the Communication Ports screen. You 
must click EDIT and SAVE on this screen. The only time you would click NEW is if 
you purchased a secondary communication server for the CA3000 (Note: Adding a 
secondary communication server is not covered in this document). 
 
WARNING: Clicking NEW on the Communication Ports screen could result in 
losing all your com port settings. 
 
Note: If you are configuring a com port for a Lantronix or Network Interface board, it is 
highly recommended to select com port 5 or higher. 
 
 
Click the drop down box Type to select the type of device you are using. Select Cable, 
Modem or Network (Refer to figure 6). 
 
 
 
Click the drop down box Baud to select baud rate (refer to figure 7). Note: If you are 
using a network device, you MUST leave the baud rate blank. If you selected Cable or 
Modem, you must select the proper baud rate for your device.  
 
Very Important: Click the drop down box UTZ Zone to select the correct time zone the 
panel is in (refer to figure 8). NOTE: In most cases, the panel will be in the same time 
zone as the host computer. If the panel is in a different time zone, you must set this for 
the correct time zone. If this setting is incorrect, the GUI will display the wrong time for 
the alerts being received.   
 
Note: Do not select Compressed mode.  
 
Click Save to save all your Communication Ports settings. 
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Configure a Panel   (refer to steps on page 10) 

 
Figure 9. 

 
Figure 10. 
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Figure 11. 

 
Figure 12. 
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Click Configuration/Panels from the main menu (refer to figure 9). The Panels screen 
will display (refer to figure 10).  
 
Click New (refer to figure 10).  
 
Enter Name for the Panel (ex. Panel 1). 
 
Click the drop down box Panel Type to select the correct panel type (refer to figure 11).  
 
Set the Panel Address to match the address set on the panel (Address 1 is the default). 
 
Station Name will default to Host Com Ports. Leave at the default setting.  
 
Set the COM Port for the correct com port the panel is connected to. 
 
Verify Enabled is selected (this is the default). All other settings, leave at the default. 
 
Verify all the settings are correct. Click Save (refer to figure 12). 
 
Note: After a com port and a panel are configured, the panel should start 
communicating to the host (Note: Verify the polling cable is connected). 
If it is a newer panel with downloadable firmware, the panel should request a 
firmware download and the firmware download should automatically start. Refer to 
the event grid and the communication driver screen to determine if you have 
established communications. 
 
 

Configure a Schedule   (refer to steps on page 13) 

 
Figure 13. 
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Figure 14. 

 

 
Figure 15. 
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Figure 16. 
 

 
Figure 17. 
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Click Administration/Schedules from the main menu (refer to figure 13). 

 
Click New (refer to figure 14).  
 
Enter Description (name) for the schedule. Note: The first schedule you create should 
be a 24 x 7 schedule. Set Description = 24 x 7 (refer to figure 15). 
 
Click under the text Start Day to populate the first schedule. A 24 x 7 schedule populates 
by default. The fields populate with MON - HOL 12:00AM to 12:00AM (refer to figure 16).  
 
Click Save. A schedule that is active all the time (24 X 7 - MON thru HOL) has been 
created (refer to figure 17). 

 
 

 
 
 
Configure a Reader  (refer to steps on page 16) 

 

 
Figure 18. 
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Figure 19. 

 
Figure 20. 
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Figure 21. 
 

 
Figure 22. 
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Click Configuration/Readers from the main menu (refer to figure 18). The Readers 
screen will display (refer to figure 18).  
 
Click New (refer to figure 19).  
 
Click the drop down box Panel to select the panel the reader is on (refer to figure 20).  
 
Enter Name for the Reader (ex. Reader 1) (refer to figure 21). 
Note: The Reader screens have many settings. You will leave most of these settings at 
the default to get a basic system operating.  
 
Click the Door Control tab. On the Door Control screen, review the associated door 
sensor input, bypass input and strike relay associated with the Reader you are 
configuring (refer to figure 22).  Refer to explanations below. 
 
Door Sensor Input - The door sensor input is where you wire the physical door contact 
(door position switch). If you are not using a door contact, click Edit and change this 
value to a 0. After changing value to 0, click Save. The door sensor input is a normally 
closed input by default. 
 
Bypass Input - The Bypass Input is where you wire the Request To Exit Button or your 
PIR (Motion detector). The bypass input is a normally open input by default. 
 
Strike Relay - The Strike Relay is where you wire up your strike or magnetic lock. 
 
Click the General Tab. Verify all the settings are correct. Click Save.  

 
Configure a Access Group  (refer to steps on page 18 ) 

 
Figure 23. 
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Figure 24. 
 

 
Figure 25. 
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Figure 26. 
 
Click Access/Access Groups from the main menu (refer to figure 23). The Access 
Groups screen will display.  
 
Click New (refer to figure 24).  
 
Enter Description (name) for the Access Group (Description = All Access). 
 
 Note: The first access group you create should be an Access Group that has access to 
all readers, all the time (24 x 7).  
 
Click the drop down box Time Schedule to apply a schedule to the reader (refer to figure 
25). Select 24 x 7 from the drop down list. 
 
Note: The “All Access” access group you create should have access to all readers 
 24 x 7.  
 
Very Important: This document only assists you with configuring one reader. If you add 
more readers to the system, you MUST edit the “All Access” access group and apply a 
24 x 7 schedule to all readers.  
 
As you enter additional badges to the system, you will be creating additional access 
groups with specific access to certain doors.  
 
Verify all the settings are correct. Click Save (refer to figure 26). 
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Configure a Badge     (refer to steps on page 21) 

 
Figure 27. 

 
Figure 28. 
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Figure 29. 
 

 
Figure 30. 
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Figure 31. 

 
Click the Personnel icon. The Personnel screen will display (refer to figure 27).  
 
Click New.  
 
Note: If you are editing existing badges, you must click Show All Badges to display 
existing badges. After the badges display, click Edit to modify the badge information. 
 
Enter Badge Number.  In most cases the badge number is printed on the badge (refer to 
figure 28). If there is no badge number printed on the badge, you must refer to the 
documentation supplied with the badges. 
 
Note: Using Facility codes are optional. Leave Facility at the default (0) until you get a 
basic system operational with at least one Valid Badge swipe.  
 
Enter First Name and Last Name (refer to figure 29). 
 
Click the Access Groups tab. 
 
Click the drop down box Access Group 1 to assign an access group to the badge. 
Select “All Access” from the drop down list (refer to figure 30). Leave the expiration date 
blank. 
 
Click the General tab. 
 
Verify all the settings are correct. Click Save (refer to figure 31). 

Basic Programming Is Complete 
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Basic System Test 
 
 
Verify proper communications to the panel 
 
As previously mentioned, a panel will start communicating with the host computer once a 
Com port and a Panel is configured in the software. Review the alerts in the event grid to 
determine if a firmware and data download occurred (firmware downloads will only occur 
on new panels where the firmware is downloaded from the host computer). Most panels 
also have LED indicators for Transmit (TXD) and Receive (RXD). Verify the TXD and the 
RXD lights are flashing on the panel. This is a good indication the host is communicating 
with the panel.  
 
Note: If a No Response alert displays, verify the polling cable is connected and review 
your programming settings as per this document.  
 
 
Verify reader is working properly and a valid badge is being recognized 
 
After verifying good communications, verify your badge is working at the reader. Present 
your badge to the reader. A Badge Valid alert will display in the event grid. If a valid 
badge is presented, the door should unlock. If you get a Badge Valid alert but the door 
fails to unlock, you must check the wiring to your lock. 
 
Note: If a Badge Violate Void alert displays when you present the badge, verify your 
badge is entered correctly into Personnel and you are communicating with the panel. 
Verify the Facility setting in Personnel is (0).  If you entered 1 or greater for Facility, you 
MUST verify the facility codes screen is configured properly (Administration/facility 
codes). This is not covered in this document.  
 
 
 
Verify an archive database was pre-configured during the installation 
 
As previously mentioned, many items are pre-configured during the installation. You must 
verify the archive database has been pre-configured. Click 
System/SystemSettings/Auto Archive. Verify one or more databases are listed in the 
bottom of the screen (CardAccess Archive database list).  Verify there is a SQL 
Server name and a SQL Database name configured on the top of the screen. If this 
information has not been pre-configured, contact Continental Technical Support for 
assistance. Note: Communications to the panel and a Valid Badge will still work 
properly if an archive database is not configured. If the archive database is not 
configured, too many alerts will build up in the live database and eventually lock up the 
system.  
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Badging Station Database Connection Requirements 

 
In order to create, edit and print photo badges using the CA3000 program the following changes must be 
made to the BDE Admin and Goddard.ini files.. 
Note: All of these changes must be made after the initial installation of the CA3000 program is complete 
and the PC has been restarted. You also must have the badging Hardlock Key installed on the LPT port 
of the PC you are using for Photobadging.  
 
1. Start the CA3000 program. 
Go to Help/About CardAccess 
 
 
 
The following screen will appear: 
 
 
             
             
             
             
             
             
             
             
             
             
             
             
             
           
Make  note of the Server name 
as well as the Database name. 
This information will be 
needed later in this document. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Close the CA3000 program. 
 
3. Go to Start/Programs/CardAcces3000s/BDE Admin. 



 

 

 
Highlight the 

Bw_DataSQLdatabase.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
After making the changes click Object/Apply to save the changes and close the BDE Admin. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This setting must read
CARDACCESS3000.EXE. 
If it does not, change it. 

Enter the Database name 
from Step 1. 

Enter the Server name from 
Step 1. 



 

 

 
 
 
4. Go to Start/Run and type Goddard.ini in the Open box and click OK. 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
The following screen should appear: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To verify the correct 
version of Goddard.ini is 
installed on your system 
you MUST see the 
StationId and StationPwd 
entries. 
 
Next, verify that the 
ImagePath  
and  
AliasName 
fields are exactly as you see 
them notated here. If you 
have CA3000 installed in 
a different directory enter 
the path in ImagePath. 
 
If any of these entries are 
incorrect, highlight the 
incorrect entries and 
manually type the correct 
entries. After making the 
changes, click File/Save to 
save the changes. 
Close the Goddard file. 
 
 
5. Reopen the CA3000 
program. Go to 
Administration/PhotoID
. 
The Badge Editor should 
appear. 
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IMPORTANT INFORMATION - MUST READ 
 
1) Verify you have enough spare relays prior to configuring elevator control. 

The console relay (#73) is not available for elevator control.  
  

2) Elevator Control is a standard feature in CardAccess and is available in all 
versions of CardAccess.   

 
3) Prior to configuring elevator control, read this document thoroughly and 

determine the exact functionality that’s needed.  
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Scope 
 
This document contains information regarding programming the CardAccess software for elevator control. Prior 
to starting this configuration, verify you have enough spare relays on the Continental Controller. In general, you 
will need at least one relay for each floor (call button). The console Relay (#73) is not available to be used for 
elevators.  
 
  

 
 

 
 
 

Related Documents 
 

• CardAccess 3000 V2.9.x software manual  
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Elevator Control 
 
The Elevator Access tab will be visible only when the following options are 
enabled for a Reader record: 
 

• The ‘Using Elevator Readers’ check box is selected in Panels screen 
General tab.  

 
 

Fig. 50.104. The ‘Using Elevator Readers’ check box in Panels screen General tab. 

 
Note: Unless the ‘Using Elevator Readers’ check box is selected, the 
‘Elevator’ radio button option will not be available for selection in the 
‘Readers’ screen. 
 
• The Reader type is set to ‘Elevator’ in Readers screen General tab. 
 

 
 

Fig. 50.105. The ‘Reader Type’ section in Readers General tab- ‘Elevator’ option selected. 
 
A click on the ‘Elevator Access’ tab will display Readers screen similar to 
the figure shown below.   
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        Fig. 50.106. The Readers ‘Elevator Access’ tab.  

The tab is divided into an upper half and a lower half. The upper half lists the access groups 
that have the current reader included. The lower half of the screen lists all of the relays that 
have been defined in the ‘Relays’ screen (for more information refer the section “Relays”). 

Generally, for a given reader you highlight a selected access group in the top half of the 
screen, and you click whichever relays you wish to activate for that access group in the 
bottom half of the screen. 

Functionally, you are first setting the mode of a given reader to ‘Elevator’. Then, you are 
using the Elevator Access tab to assign selected relays to selected access groups for that 
reader only. 

You have then created a situation where a card holder who belongs to a given access group 
can access a reader that has relays assigned for that access group, and fire each one of those 
relays simultaneously upon the presentation of a valid badge. In this way, elevator call 
buttons can be activated for selected floors. See the section titled Elevator Control at the end 
of this chapter for more detailed information on Elevator Control. 

You can elect to assign relays to all access groups listed or none of the access groups listed. 
First, select an access group on the top half of the screen by clicking it. Then click the 
checkbox for each relay that you wish to fire when a card with that access group is presented. 
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Elevator Control  
 

Continental Instruments access control panel can be used to perform the function of ‘Elevator 
Control’.  

‘Elevator Control’ implies the following: 

• The ability of the Continental access control panels to limit access into and out of the 
elevator ‘cab’ (call the elevator and open and close the elevator door) 

• The ability of the Continental panels to limit access to a given floor or set of floors (enable 
or disable selected floor selection buttons).  

In general, the above limits can be assigned on a per person basis or can permit ‘everyone’ 
access based on a time schedule. 

Before you can apply Continental hardware to an elevator control situation, it 
will be helpful to define the problems you wish to solve. In the case of an 
elevator control application, you must decide on the following: 
• Do you need to limit access to the elevator cab? 
• Do you need to limit access to a given floor or set of floors? 
• Who is to have access to the elevator cab? 
• Who is allowed access to each floor? 
 
Once the problem set is defined, Continental’s line of sophisticated hardware 
can be applied to solve each of the elevator problems in turn. 
 
 Let’s create a few examples to illustrate the configuration issues. 
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Example 1 Summary – Full Control 

In this example we want to limit access to the Elevator cab and we want to limit which floors 
a given ‘rider’ on the elevator has access to. 

 
Example 2 Summary – Limited Floor Access Only 

In this example, we want to allow anyone into the elevator cab, but we want to limit which 
floors a given rider on the elevator has access to. 

For both examples let’s say we will have ten floor selection buttons inside the elevator. The 
lower five floors will be available to anyone who enters the elevator cab, and the top five 
selection buttons will remain unavailable unless you are specially authorized. In other words, 
there are a number of unrestricted floors in the building and some restricted floors too. 

Hardware Considerations 

The hardware you choose for the application will depend on the problem definition. Let’s 
talk about some generalities first.  

In the simplest CardAccess installation, our panel may be connected to a switch, which is 
mounted at a door. When that switch is activated, the panel activates a built in relay, which 
is connected to an electronic door lock, which unlocks the door. 

So, Continental panels can be viewed as intelligent switching devices. Activate an input; the 
panel activates a relay based on rules you set in the CardAccess software. 

The type of input device used to control a Continental panel is optional. You can use a switch, 
a keypad or a reader. The panel is flexible enough to accept any or all of those devices as 
input devices. All of those input devices have but one mission inside the panel hardware – 
when an input device is triggered, a relay or a group of relays will be activated based on rules 
that you as the CardAccess Administrator set up in the software. 

Note: 

• Whenever you go to Configuration->Readers and create a new door definition on any 
panel, some automatic input and relay assignments are already made for you on the 
Readers screen Door Control Tab. You need to keep this in mind when you start to 
assign relays and inputs for your elevator application. Look in the readers screen to 
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see what inputs and relays have already been used before you try to assign them to 
your elevator.  

• Read and understand the entire Panel Installation and Service manuals. All the 
specifications and connection information for the panels and all of their accessories 
are in those manuals. 

Let’s look at a typical elevator. It has a push button on the outside of the cab so you can 
summon the elevator. Once you enter the cab, you usually find several floor ‘selection’ 
buttons. 

Thus, to add security to the typical elevator you will perhaps limit who goes into the elevator 
cab and/or you will limit what selection buttons are made available to a given rider. 

 

Example Elevator Control Implementations 

 

Example 1 – Full Control 

General Considerations 

Since we want to limit access to the elevator cab in this example, we can’t permit a push 
button on the wall outside of the cab. We will want to replace the button with a card reader 
or a keypad. This will require that anyone who wishes to gain access to the elevator, present 
the system with some means to identify them before being permitted to enter the elevator 
cab. 

Since the elevator call button is a very simple device that basically ‘shorts’ two wires 
together, we can replace that button with a relay that performs the same function. 

Generally, you will disconnect and remove the elevator’s floor call button, and bring that call 
button’s wires back to a relay on the Continental panel. When we activate that relay, it will 
short the call wires (in place of the button). When you turn off that relay it will release the 
short across the call button wires. The relay will ‘mimic’ the operation of the call button. 
Except now, we have software control over the function of that relay. The elevator call button 
input will ‘see’ what we want it to see, and we will gain control over when we want it to 
happen. 

Input Considerations 
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Our goal in example 1 is to place an input device on the wall in place of the call button. You 
will be required to run the appropriate wire type from the reader to wherever the panel is 
mounted. Regarding input device types, you have three options: 

• Card Reader 

• Keypad 

• Button 

A card reader or keypad are commonly used. This will force anyone wanting to gain entry to 
the elevator to identify themselves to the CardAccess system. This is very useful for creating 
detailed reports of who was using the elevator, how much they used it and when. 

Note that you could also connect a button to the Continental panel in place of a keypad or 
reader.  You may think that this was exactly what we had originally, why do it? 

It is not really what we had originally. When you insert the Continental panel in between the 
call button and the elevator control circuits, it allows you to have more control over the call 
button’s operation. 

You can create history files of when the button was used. You can disable the button outside 
of specified hours of the day. Those functions may not be available from the elevator 
manufacturer, so you pick up some rudimentary control of granting access to the elevator 
cab. 

By far the biggest reason to insert a CardAccess system into an elevator control application 
is to gain ‘identity control’ capability. You can prevent unauthorized use of the elevator and 
you can identify who was in the elevator, at what time of day. So for example 1, since we 
want to be able to identify the elevator occupants, we will add a reader. 

There are several types of card readers available. We will choose a ‘proximity reader’ 
available from Continental Instruments (with a 36 bit output, say). 

Output Considerations 

The second half of the problem for this example stated that we wanted to control the floor 
selection buttons inside the elevator cab. Again, a floor selection button is simply a 
momentary switch.  
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Our goal here will be to splice a relay into one wire (the hot wire, say) of each floor selection 
switch. We only need to put relays in the circuits of the switches that we want to control. 
These relays will hold the line open unless the relay is energized by the panel. 

With the connection between the elevator circuits and the floor selection switches now 
broken and ‘normally open’, the floor call button will be ‘dead’ to anyone entering the 
elevator cab. Now we have software control over whether that switch will be active or not. 

In the CardAccess software, you now have several choices of how you want to approach 
control of these ‘switched’ floor selection buttons. 

 

Regarding the Operation of Relays 

• Relays can be energized on a time schedule 

• Relays can be energized based on some input change of status 

• Relays can be made to energize when a particular badge or group of badges are presented 
at a reader. 

• Relays can be made to energize on certain types of badge or door events (see the section 
on virtual inputs). 

 
Our example 1 project requires that we use a reader at the elevator door to activate the floor 
selection buttons. Since we are using access cards to gain entry to the elevator cab, let’s create 
a situation where we activate a floor button or a group of buttons based on which cardholder 
presents their card. 

What this means inside the CardAccess software is that we will program a card to activate a 
number of relays. If you present a valid card, and that card is allowed at that elevator, at that 
time of day, then we will allow the relays that are connected to (some or all of) the elevator 
floor selection buttons to be energized (completing the floor button circuits). 

 

Example 2 – Limited Floor Access Only 

General Discussion 
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In this example, we will allow everyone access into the elevator cab. However, we want 
some buttons on the elevator control panel to be available to everyone, and some buttons to 
be available to only those riders that we authorize. 

Example 2 is identical in many respects to example 1, except that we will not add a card 
reader at the elevator entrance. We will leave the call button in place so anyone may gain 
entry to the elevator cab. 

However, we will mount a reader inside the elevator cab so that once a rider is inside the 
elevator, they can present an access card to that reader. We will then control which buttons 
become available for that user. 

We will not discuss the similarities to example 1, just the expected differences. The method 
of connecting relays, readers and inputs is identical to what you have already read in example 
1. Below are the differences: 

Example 2 Implementation 

• We will leave the elevator call button in place outside the elevator door. 

• We will move the reader to inside the elevator cab. The connection for this reader is the 
same as example 1. 

• There are some floor selection buttons that will be available to every elevator passenger. 
We will leave those floor selection buttons connected to the standard elevator controls 
(they will not be connected to the Continental panel) 

• As in the previous example, let’s assume that we have 10 total floor selection buttons. Five 
of those buttons are ‘unrestricted’ and five are ‘restricted’. Further, regarding those five 
restricted buttons, there will be some riders that have permission to use restricted buttons. 
Let’s also say that there will be no rider who has access to each of the five floors 

• In both examples, only the 5 restricted buttons need to be connected to the Continental 
panel 

 

Software Setup for Elevator Control 
 

Step 1 – Program the Panel for Elevator Control 
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To set a panel up to support elevator readers, do the following. 

• Open ‘Panels’ screen by clicking on Configuration->Panels menu options in CardAccess 
main screen. 

• Click on New button to create a new panel definition or the Edit button to edit an existing 
definition. 

• Click the Using Elevator Readers check box (so it is checked). 

 
Fig. 50.107. The Panels Screen ‘Using Elevator Readers’ checkbox highlighted. 

 Click on Save button in the toolbar. 

Step 2 – Program the Reader for Elevator Control 

•    Open the ‘Readers’ screen by clicking on Configuration->Readers menu options in 
CardAccess main screen. 

• Click on New button to create a new reader definition or the Edit button to edit an existing 
definition. 
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• Click on Elevator radio button in the ‘Reader Type’ section. Once ‘Elevator’ is selected, 
the Elevator Access folder tab will become visible. 

 
Fig. 50.108. Readers screen in General Tab showing ‘Elevator’ button and ‘Elevator Access’  tab 
highlighted. 

 

Step 3 – Program the Elevator Access Groups 

• Open the ‘Readers’ screen by clicking on Configuration->Readers menu options in 
CardAccess main screen. 

• Assuming that you have accomplished step 2 on at least one reader, use the scrollbar to 
locate a reader that has a Reader Type set to ‘Elevator’. 
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• Click on Edit button in the toolbar. 

• Click on Elevator Access tab. Readers screen in this tab will look similar to the figure 
shown below. 

  

Fig. 50.109. The Readers screen in ‘Elevator Access’ tab 

Notice that the Elevator Access tab is divided into an upper and lower section. The upper 
section is a listing of all of the access groups that have been programmed into the CardAccess 
software that include the reader that you are currently looking at. 

The object in this screen is to select one or more access groups that already belong to 
cardholders, to whom you wish to allow access to elevator call buttons. You select the given 
access group in the top part of the screen by clicking it, and then click on each relay in the 
‘Relay Call Buttons’ section of the screen. Each relay that has a check mark beside it will 
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fire whenever a badge with the selected access group is presented to the reader you are 
currently editing. 

 

 
Fig. 50.110. ‘Maintenance’ Access Group provided access to all of the elevator call buttons by checking 
every Relay Call-Button. 

If your access group section is blank, you need to create some in the ‘Access Groups’ screen 
(if none are created). Or, if you see access groups in the Access Groups screen but none 
appear in the Elevator Access tab of the reader you are editing, you need to include the reader 
you are currently editing in some of your existing access groups.  

For example, in the figure above reader 2-1 is highlighted. If there were no access groups 
visible in the Access Groups half of the folder tab, we would open the Access Groups screen. 
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We would then add a schedule to reader 2-1 in some existing access group(s), if there were 
existing access groups that we wanted to use.  

Or, we would create a new access group where we would want to make sure that reader 2-1 
did have a time schedule programmed. Once reader 2-1 appears in any access group (and has 
a time schedule assigned), that access group becomes visible in the Elevator Access tab of 
the Readers screen. 

The lower section of the Elevator Access tab is a listing of all of the Relays that have been 
programmed into the CardAccess software. If the lower half of the screen is blank, open the 
Relays screen, available from the Configuration menu and create some relay definitions. See 
the section titled Relays for more information. 
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Continental CICE1995 (Lantronix UDS-10) 
Initial Setup 

 
Items needed: 

Qty                      Description 
1      Lantronix UDS-10 with power supply. 

1      Db25 to Db9 COM Cable 

1      IP Address (supplied by End-User) 

1      Netmask (supplied by End-User) 

1      Gateway IP Address supplied by End-User (If necessary) 

1      PC running Windows and HyperTerminal 

 
Programming Steps: 

Step 1 - Attach the Com cable from the PC to the db25 connector on the 
UDS-10. 

Step 2 -Open HyperTerminal (click Start, Programs, Accessories, 
Communications, HyperTerminal) 

 Set your port to the following: 

 



 

 

Figure 1- The Com Port properties screen 

 

Step 3 -  Press and Hold the “x” key down while attaching the power plug 
on the UDS-10.  

The following screen should appear: 
Figure 2 – The HyperTerminal window 

 
 

Step 4 - Press “Enter”. 

The following screen should appear: 

Figure 3 – The Lantronix programming screen 



 

 

   
           
           
    
Step 5 - Press “0” to enter the server configuration. 

 

Step 6 - Enter your IP Address 

 

Step 7 - If your network requires you to pass thru a router to access the UDS-10 
then Press “Y” to Set Gateway IP Address. Otherwise, hit “Enter”. 

Step 8 - If you entered “Y” in the previous step then enter the Gateway IP Address. 

Step 9 -  Enter the Netmask. The following settings are for “Classfull” Addresses 
only. If the company is using “Classless” Addresses then the company will have to 
provide you with the amount of bits reserved for “Host”. 

 
                                            If Class A IP Address enter 24 

                                            If Class B IP Address enter 16 

                                            If Class C IP Address enter 08 

 



 

 

Press the “Enter” key until we reach the main menu screen again.   
     
 
 
Figure 4 – The Lantronix configuration screen 

 
Step 10 -  Press “1” to enter Channel 1 configuration. 
 
Figure 5 -  The Channel 1 configuration screen 

 
 



 

 

Step 11 - If we are going to connect the UDS-10 using RS-232, the only change 
we need to make to this configuration is “Port No”. It needs to be changed to 
“3001”. 

If we are going to connect the UDS-10 using RS-422 we also need to change the 
“IF Mode” to “4D”. 

Press the “Enter” key until we reach the main menu screen again.  

 

Step 12 - Press “9” and “Enter” 

 

Programming is complete! 
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1 Introduction 

This user guide contains general information about how to use the SmartVideo 
system client. SmartVideo servers and clients are pre-configured from the 
manufacturer in such a way that they are ready for common tasks.  

1.1 SmartVideo Functionality 

 Normal operation of the SmartVideo system requires at least 
one SmartVideo Client accessing at least one configured 
SmartVideo Server. 

 
Key features and functionality of the SmartVideo product include: 

• Capturing and digitizing analog video signals from security and 
surveillance cameras.  

• Compressing these digitized video streams using industry standard 
decoders.  

• Automatic e-mail notification of alarm-triggered events. 
• Recording video streams to local or remote storage.  
• Viewing live video from any camera and from any SmartVideo server in 

any customized view.  
• Searching archives of video from any camera from any SmartVideo server 

within any given time frame for any incident data.  
• Easily exporting a snapshot or video clip of an incident that may be used 

for further review or legal proceedings.  

1.2 Overview of Components 

The SmartVideo Client provides a user interface to the SmartVideo 
Server. It allows the user to view live video from any camera on any 
SmartVideo server, play back recorded video, and control any PTZ 
camera. Any client system can access one or more SmartVideo servers 
either locally or remotely. 
 
The SmartVideo Server contains the actual video-capture hardware, and 
hosts the main server software. 
 
The SmartVideo Server Configuration allows you to configure the 
SmartVideo Server locally or remotely, including user administration, 
camera setup and configuration, volume management, and recording 
schedules. 
 
The SmartVideo Client Configuration allows you to configure the 
SmartVideo Client software, including user administration, passwords, and 
viewing layout configuration. 
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2 Starting the SmartVideo Client 

The SmartVideo Client provides the user the interface to one or more 
SmartVideo Servers. The client allows the user to view live video, play back 
archived video, control PTZ cameras from any SmartVideo Server. 
 
Start the SmartVideo Client on your Windows operating system by clicking on 
Start menu, then selecting Programs and SmartVideo Client. 
 
When you start the SmartVideo Client, it prompts you for a user name and 
password. This ensures that only authorized personnel can view video from your 
servers. Your system configuration administrator determines your unique user 
information. 
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3 Watching Live Video 

After logging on, SmartVideo Client presents the following screen. You can then 
select a pre-defined viewing layout from the menu in the upper left corner. 
 

3.1 Live View Window 

 

 
 
 

 



Watching Live Video - Live View Window 
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• The drop-down menu next to View provides a choice of live-video layouts, 
pre-defined by your SmartVideo administrator.  

 
• Sequence automatically alternates your views, at a time interval specified 

by your administrator.  
 

• Playback allows you to review archived video from any SmartVideo 
server, using VCR-type controls. (See Section 4, “Playing Recorded 
Video” on page 8.) PTZ displays a control menu for commanding a Pan-
Tilt-Zoom (PTZ) camera connected to a SmartVideo server. (See Section 
5, “Controlling a PTZ Camera” on page 26.) 

 
• Multi Play plays back recorded video simultaneously from multiple 

cameras. 
 
• View frames connected to PTZ cameras have an icon in the shape of a 

joystick in the upper right corner.  
 

• Clicking the Logout button will log off the current user, allowing a different 
user (with different permissions) to log on. 

 
• Selecting the EXIT button closes the application. 
 
• The recording status of each view frame is indicated by the red, green, 

blue, or yellow icon in the upper right corner. Green indicates scheduled 
recording, red indicates motion-detection-triggered recording, blue 
indicates pre-alarm configuration, and yellow indicates external-alarm-
triggered recording. 

 
   Note: Pre-alarm recording is configured by your system administrator. 
See the SmartVideo 1.2 Administrator Guide for more information. 

 
• The header on each view frame contains the name of the source camera 

and server. 
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4 Playing Recorded Video 

Using the SmartVideo Client, you can view archived video from any SmartVideo 
Server to which you have access.  
 

  Important: The SmartVideo interface should always be maximized to 
fit the entire desktop so that all buttons are visible. 

 

 
 

Begin by clicking Playback near the top of your main client window. This brings 
up the playback controls and allows you to search available archives.  
 
Playback allows you to review archived video from any SmartVideo server, using 
VCR-type controls, such as play, stop, step forward (frame by frame), step 
reverse, skip to end, and skip to beginning.  
 
The play sequential button (the large button with double arrows) plays all the 
clips in your search list automatically and in sequence.  
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Search initiates a new search for video clips.  
 
Results takes you to the prior search results list.  
 
Retrieving specific clips from recorded video is a multi-step process. To 
begin, click Search.   

 
 

4.1 Regular Search 

The Regular Search returns all the video in the time period specified. 
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4.1.1 Regular Search – Select Camera and Server 

Select a server from the first menu, and a camera on that server from the second 
menu.  
 
The list of available servers and cameras are determined by the SmartVideo 
administrator. 
 

 
 

Click Next. 

Server Name
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4.1.2 Regular Search – Select Times 

This window allows you to set the start and end times for a search of the 
archived video. Use the date and time fields to set the starting and ending times 
of the desired search.  
 

 
 
Click Next. 
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4.1.3 Regular Search – Select Events 

The Select Events window allows you to specify the types of recordings that 
SmartVideo should search.  
 

• Scheduled Recording – video recorded during your configured schedule. 
 
• External Alarm – recording initiated by an external source, such as an 

alarm panel. 
 
• Motion Alarm – recording triggered by motion detection. 
 

 
 

Click Finish. 
 
After completing a search request, SmartVideo presents a list of video events 
based on your search criteria. These are your Search Results. See Section 4.3, 
“Review Search Results” on page 18. 
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4.2 Smart Search 

Selecting Smart Search allows you to specify physical areas of interest (such as 
the corner of a parking lot, or the lower half of a doorway). 
 

 Note: Smart Search is utilized most efficiently when specifying 
relatively short periods. 
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4.2.1 Smart Search – Select Camera and Server  

Select a server from the first menu, and a camera on that server from the second 
menu.  
 
The list of available servers and cameras are determined by the SmartVideo 
administrator. 
 

 
 

Click Next. 
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4.2.2 Smart Search – Select Times 

This window allows you to set the start and end times for a search of the 
archived video. Use the date and time fields to set the starting and ending times 
of the desired search.  
 

 
 
Click Next. 
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4.2.3 Smart Search – Select Regions 

Smart Search then prompts you to draw a region of interest in which activity was 
detected. You can draw multiple separate regions if needed.  
 

 
 
Delete any region by clicking on it, then selecting Erase Region. 
 
Clear all regions by selecting Erase All.  
 
Smart Search is most efficient when small specific regions are defined. 
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4.2.4 Smart Search – Select Sensitivity 

After defining a new region, Smart Search prompts you to select a level of 
sensitivity for motion detection. The Low setting can return fewer results than the 
High setting, depending on the quality of the recorded video. 
 

 
 
The resulting search may take several minutes to complete, depending on the 
amount of video returned in from those particular criteria. 
 
After completing a search request, SmartVideo presents a list of video events 
based on your search criteria. These are your Search Results. See Section 4.3, 
“Review Search Results” on page 18. 
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4.3 Multi Play 

The Multi Play function allows you to play back video from multiple cameras and 
servers simultaneously. Up to four camera views are playable at one time. 
 
Utilize the Multi Play feature by clicking on the Multi Play button near the top of 
the window. A four-pane display opens, along with a Timeline section, allowing 
you to view alarm-driven events as well as scheduled recording. 
 
Until you select a camera view, each pane will indicate "No Video Found." 
 

 



Playing Recorded Video -  
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Specify the time frame you wish to view by selecting the date and time in the 
Timeline section. The timeline defaults to a 24-hour span; you can narrow it to 
one hour by clicking the 24 Hour View button. Clicking on it again will return it to 
the 24-hour span. 
 
Video recording activity is indicated by green segments (scheduled recording), 
red segments (recording activated by motion detection), and orange segments 
(initiated by external alarm indicators). The gray vertical line represents the time 
segment currently being viewed in the four panes. It can be dragged with your 
mouse to search for a different time. 

 

 
 
Clicking the Timeline button will minimize (or maximize) the timeline area. 
 
There are black and white cubes on the left side of the Timeline area. These map 
the corresponding timeline to the pane that shows that particular activity. 
 
Double-click on a pane, and it will maximize to fill the whole screen. Double-click 
again to reduce it to the standard four panes. 

 
Playback allows you to review archived video from any SmartVideo server, using 
VCR-type controls, such as play, stop, step forward (frame by frame), step 
reverse, skip to end, and skip to beginning.  
 
The play speed defaults to 100% (a real-time pace) but can also be adjusted 
faster or slower by clicking any of the appropriate radio buttons. 
 
You can determine which type of recording events to view. Check (or uncheck) 
the boxes in the right margin labeled Scheduled, Motion, and External Alarm. 
 

 Note: If all four panes do not appear completely when the window is 
maximized, you can minimize the timeline area; you can also adjust the 
resolution in your monitor desktop properties. 
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4.4 Review Search Results 

After completing a search request, SmartVideo presents a list of video events 
based on your search criteria.  
 
Each video event displayed in the search results shows the following information: 
the type of event, the date and time that the event began, and the date and time 
that the event ended. Results are listed chronologically from start time to end 
time. 
 
If the results list is blank, there were no video events for the criteria specified. 
 
To open a video clip, double-click on the event. You can also click on the event, 
and then click on the Select button. 
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4.3.1 Reviewing Video Events 
After opening the event, you will see the first frame of the video clip. 
 

 
 
 

• VCR-type buttons control play, step forward and back, rewind and fast-
forward, change speed and viewing size.  

 
• The Results button returns you to your search results list. 
 
• A sliding bar with date/time information indicates when in the current video 

clip the playback occurs.  
 
• Prev Clip stops playback and opens the video event immediately prior to 

the current event. 
 
• Next Clip stops playback and opens the video event immediately after the 

current event. 
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• Speed controls for video playback allow you to change the viewing rate, 
from half speed up to quadruple speed of the original recording. 

 
• Video Size controls allow you to display video in normal size, half size, 

and double size of original recording.  
 

• You can also Export a snapshot or the selected video clip. (See Section 
4.3.2, “Export/Save a Snapshot” on page 21, and Section 4.3.3, 
“Export/Save a Video Clip” on page 23.) 
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4.4.1 Export/Save a Snapshot 

You can export (save) a snapshot from archived video. 
 

 

 
 
 

1) From the Playback video screen, click on Snapshot on the right side 
of the workspace. 

 
2) In the Snapshot screen, click on either JPEG format or BMP (bitmap) 

format, and click OK. 
 

 Note: Bitmap images are more detailed than JPEG images, and 
therefore require more computer resources for storage. 

 
3) You are then prompted to save the image to the directory of your 

choice. 
 

Clicking on Print will send the image to the printer designated on your Windows 
operating system. SmartVideo offers you the option to label the printed image 
with a title and a caption. 
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You can also zoom in to a targeted area in the snapshot by clicking on that area 
(up to three times). Right-click to zoom back out. Full Frame restores the focus 
to 100%. 
 
Check the Smooth Zoom box to smooth out pixilated distortions before saving or 
printing the image.  
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4.4.2 Export/Save a Video Clip 

You can export (save) video clips from archived video. 
 

1) From the Playback video screen, click on Video on the right side of the 
workspace. 

 
2) In the Start time screen, scroll to the beginning of the video time frame 

you wish to export. Click Next. 
 
 

 
 
 

3) In the End time screen, scroll to the end of the video time frame you wish 
to export. Click Next. 
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4) You are then prompted to save the image to the directory of your choice. 
Click Finish. 
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5 Controlling a PTZ Camera 

SmartVideo provides intuitive Pan-Tilt-Zoom (PTZ) camera controls.  
 

1) From the client window, click PTZ to bring up the PTZ controls on the 
right side of the screen. The main control deploys as a virtual joystick 
drawn as an embossed circle at the bottom right corner.  

 
2) Click the center of the circle with your mouse and drag it around to 

direct the camera. 
 
External USB joysticks are also compatible. 
 
Preset PTZ angles by first using the joystick, then assigning that view a 
numerical value.  
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Appendix A 

Support 

Continental Instruments, LLC takes pride in the support and service we offer to 
our customers.   
 
Visit our Web site for up-to-date FAQs, known issues, and resolutions: 
http://cicaccess.com 
 
E-mail support: techhelp@cicaccess.com 
 
Telephone support: 1-631-842-9400 
 
 



TROUBLESHOOTING GUIDE 
 

TITLE: A Trilogy Networx Single Door Controller (Networx Panel) is unable to be 
discovered or not functioning correctly. 

 
DOC # TG-1518A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Log out of Windows and Log 
back in with the new user. Verify if this resolves the issue. If 
you are unable to create a new Windows user, this verifies 
you do not have full permissions. If this occurs, contact the 
Network Administrator. 

Unable to 
discover a 
Networx Panel  

1) Verify the “Wireless Lock Server” icon is displaying on the 
CardAccess 3000 host down by the clock.   
 

2) Verify the Gateway has been “Discovered” and is “Online” 
under “Configuration>Wireless Locks>CardAccess 
Wireless Configuration” screen”. 



 
 

Problem 
Description 

Things To Check 

3) If the Networx Panel was previously working, you can try 
resetting the Networx Panel and then rediscover it under 
“Configuration>Wireless Locks>CardAccess Wireless 
Configuration” screen. Refer to the documentation that came 
with the Networx Panel for the reset procedure.  

 
 No alerts are 
being received 
from a Networx 
Panel 

1) Verify if commands are being sent to the Networx Panel.  
First, perform a FULL download the Networx Panel. Swipe a 
badge and verify if the door unlocks. If the door unlocks, this 
verifies the badge data was downloaded to the Networx Panel.    
 

2)  View the IP address of the Gateway and compare it to the IP 
address of the CardAccess 3000 host. Verify if they are on the 
same subnet or different subnets. The CardAccess 3000 
V2.9.x has an issue when the Gateway is on a different subnet 
than the CardAccess 3000 host computer. Contact Continental 
Technical Support for a software patch to correct this issue.  

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: A Trilogy Networx Single Door Controller (Networx Panel) is unable to be 
discovered or not functioning correctly. 

 
DOC # TG-1518A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Log out of Windows and Log 
back in with the new user. Verify if this resolves the issue. If 
you are unable to create a new Windows user, this verifies 
you do not have full permissions. If this occurs, contact the 
Network Administrator. 

Unable to 
discover a 
Networx Panel  

1) Verify the “Wireless Lock Server” icon is displaying on the 
CardAccess 3000 host down by the clock.   
 

2) Verify the Gateway has been “Discovered” and is “Online” 
under “Configuration>Wireless Locks>CardAccess 
Wireless Configuration” screen”. 



 
 

Problem 
Description 

Things To Check 

3) If the Networx Panel was previously working, you can try 
resetting the Networx Panel and then rediscover it under 
“Configuration>Wireless Locks>CardAccess Wireless 
Configuration” screen. Refer to the documentation that came 
with the Networx Panel for the reset procedure.  

 
 No alerts are 
being received 
from a Networx 
Panel 

1) Verify if commands are being sent to the Networx Panel.  
First, perform a FULL download the Networx Panel. Swipe a 
badge and verify if the door unlocks. If the door unlocks, this 
verifies the badge data was downloaded to the Networx Panel.    
 

2)  View the IP address of the Gateway and compare it to the IP 
address of the CardAccess 3000 host. Verify if they are on the 
same subnet or different subnets. The CardAccess 3000 
V2.9.x has an issue when the Gateway is on a different subnet 
than the CardAccess 3000 host computer. Contact Continental 
Technical Support for a software patch to correct this issue.  

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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Top 10 FAQ’s & Troubleshooting Prerequisites 

 
1) Why is the CardAccess 3000/SQL Server failing to install?  

 

Step 1: Verify you have Full Administrator permissions. If possible, enable the hidden elevated 
Administrator account and use that account.   

Step 2: If an IT Administrator says you have Full Administrator permissions, create a new Full 
Administrator account for testing and use that account. If you are unable to create a new 
Administrator account, this will verify you do not have Full Administrator Permissions.  
 
Step 3: If you are on a Domain, remove the computer from the domain and add it to a 
workgroup. There are many instances where a domain policy will restrict you from performing 
a SQL installation.  
 
Step 4: If you do not have a physical DVD, copy the FULLINSTALL folder to the desktop and run 
setup from there.   
 
RESOURCES: 
 

• Troubleshooting and How-To videos  
 
 
 

2) Why is the CardAccess 3000 Database utility displaying when I launch the CardAccess 3000? 
 

Step 1: Verify SQL server is installed and the databases were created. View the 
CardAccess3000>Database folder to see if the databases exist.  

Step 2: Verify the computer has Full Administrator permissions. If possible, turn on the hidden 
Administrators account to test with.  

Step 3: Verify the CardAccess 3000 Database utilities settings are correct. If not, reconfigure the 
settings and click Save. 

 

RESOURCES: 

 

• Troubleshooting and How-To videos 
 
 



3) Why is my CardAccess 3000 workstation not connecting to the CardAccess 3000 Host? 
 

Step 1: Using the CardAccess 3000 database utilities, verify the settings are displaying and are 
correct. On the workstation, verify the CICDataserver Host IP address points to the correct IP 
address of the CardAccess 3000 host computer. Verify the IP address of the host has not 
changed.  

 Step 2: Log in with FULL Administrator log in. Verify if this solves the issue.  

Step 3: Verify the firewall is configured properly. It is recommended to open (allow) all ports. If 
this corrects the issue, this will verify the ports are being blocked by the firewall.  

Step 4: Using the SQL Server Configuration Manager utility, verify the protocols are enabled 
and the services are running.  

RESOURCES: 

• WinFirewall.pdf 
• Troubleshooting and How-To videos  

 
 

4) While moving the CardAccess 3000 software to a new server, what steps are necessary to 
move the software license to a new computer?  
 

Step 1: Verify you have internet access to perform the actions needed.  

Step 2: If possible, try to obtain the original CardAccess.Lic file that was provided when you 
initially licensed the old computer. If the original file is not available, contact Continental 
Technical support for assistance. 

Step 3: On the old computer, you must revoke the software license using the CardAccess 3000 
Client License Manager (note: The software license must have been registered on the old 
computer prior to revoking the license). 

Step 4: After the software is installed on the new computer, you must copy the original 
CardAccess.lic file to the desktop of the new computer.  

Step 5: On the new computer, you must IMPORT, ACTIVATE and REGISTER the software license. 
This is done by placing the original CardAccess.lic file on the desktop of the new computer and 
using the CardAccess Client License Manager to IMPORT, ACTIVATE and REGISTER the new 
license. 

RESOURCES: 
 

• V29LicenseFileProcRevE.pdf 
• Troubleshooting and How-To videos 

 



 

5) Why is the Communication Driver displaying erroneous information? This includes all the 
panels displaying “Not Responding” when they actually are responding and events are 
coming in. 
 

Step 1: Verify no other users are remoting into the CardAccess host. This can be verified by 
using Task Manager in Windows.  Some programs such as Remote Desktop will start a second 
instance of CardAccess 3000 when another user remotes in. If you definitely need to remote in, 
you should remote into a CardAccess 3000 workstation.  

 

RESOURCES:  

• Tech Note # 33 

 

 
 
 

 

 

6) Why is the CardAccess 3000 Database utility displaying when I launch the CardAccess 3000? 
 
 

Step 1: Verify SQL server is installed and the databases were created. View the 
CardAccess3000>Database folder to see if the databases exist.  

Step 2: Verify the computer has Full Administrator permissions. If possible, turn on the hidden 
elevated Administrators account to test with.  

Step 3: Reconfigure the Database utilities settings and click Save. 

 

RESOURCES: 

 

• Troubleshooting and How-To videos 
 

 

 



 

7) How can I perform a simple backup on the CardAccess 3000 software? 
 

Step 1: It is not recommended to use the Backup utility in the CardAccess 3000. It is 
recommended to use the Microsoft SQL Server Management Studio to do a backup.  

Step 2: SQL Server Express has a backup utility that manually has to be executed. If you use the 
Full Version of Microsoft SQL Server, you can configure automated backups.  

Step 3:   The SQL Server Management Studio can be found on the CardAccess 3000 DVD and is 
also an option on the CA3000 installation menu.  On the main installation menu, you can select 
Additional Components>SQL Management Studio.  

Step 4: The SQL Server Management Studio can be installed directly from a folder on the DVD.  

RESOURCES: 

• CardAccess 3000 DVD 
• Microsoft documentation on the Microsoft website 

  

8) How can I determine the facility code in a prox card without sending the prox card into 
Continental Access for analysis?  
 

Step 1: Under the Administration>Badge Formats screen, you can edit the corresponding badge 
format to display the facility code in decimal. This can be done by swapping the bits for the 
Badge ID and Facility Code in the badge format (See example below). After you make the 
changes, you swipe the badge and the badge number that displays is the facility code in 
decimal.  

FROM:                                                                                           

Badge ID   = 17, 16 

Facility Code = 1, 16 

TO: 

Badge ID   = 1, 16 

Facility Code = 17, 16 

RESOURCES: 

• Troubleshooting and How-To videos 
• FAQ’s 

 
 



9) How do I poll an Accelaterm (CICP2800) if I do not have a network connection? 
 
Step 1: If the Accelaterm does not have a network interface card, it can be polled by using the 
optional CICP2800RS485 (EIA485 Repeater board).  

 

RESOURCES: 

 

• Accelaterm (CICP2800) Installation and Service Manual 

 

 

 

 
10) After installing EPI Badging 3000 on a 64 bit computer, I am unable to launch the badging 

3000 software.  
 

Step 1: On a 64 bit computer, the EPI license files are located in the “Program Files (x86)” 
folder. The path of the license files must be modified in the CardAccess 3000 Database utilities. 
In the Database utilities, go to General Settings>Badging3000 Settings. Modify the paths for 
“Program Files (x86). 

 

RESOURCES: 

 

• V29EPI64BITCONFIGREVB.PDF 
• Troubleshooting and How-To videos 

 
 
 
 
 
 

 

 



Troubleshooting Prerequisites 

Note: Some or all of the following recommendations should be performed prior to performing 
an installation or troubleshooting a failed installation. Many of the following recommendations 
will fix the issues listed above in the FAQ’s. 

 

1) The name of the CardAccess 3000 host and workstation computers must be less than 15 
Characters in length. This is a limitation in some versions of SQL.  
 

2) It is recommended to make the CA3000 host and workstation computers part of a workgroup 
and not on a Domain. Domain policies can and will effect most installations. 

 
3) Insure Local Admin rights. If possible, turn on the Hidden elevated Administrator account in 

windows thru the control panel or Computer manager. 
 

4) Lower UAC settings to lowest setting. This can be done in Control Panel>User Accounts>User 
Account Control settings. 

 
5) Configure the Windows firewall to open (allow) all ports. This can be done in Control 

Panel>Windows Firewall.  
 

6) It is recommended to set the “CardAccess3000” and “Program Data” folders to allow “Users” 
“Full Control”. 

 
7) On Windows 8.1 and Server 2012 R2, you must turn on .net Framework 3.5 and the 4.5 features 

which includes the “TCP/IP” settings and the “Named Pipes”. 



TROUBLESHOOTING GUIDE 
 

TITLE: The CardAccess 3000 software is very sluggish and takes a long time to open.  
 

DOC # TG-1515A 
Problem 
Description 

Things To Check 

The 
CardAccess 
3000 software 
is very sluggish 

1) Verify the CardAccess 3000 host computer meets the 
minimum specifications and has enough available hard drive 
space.  
 

2) View the “Event Count”. Verify the “Event Count” is not 
greater than 10,000 events. If it is, you must determine why 
the archive process is not working.  

 
3) View the “Pending Alert Count”. This count should not be 

greater than 1000. If it is, you must determine why the alerts 
are not being acknowledged automatically and building up in 
the “pending alert” table.   

 
4) Launch another memory intensive application on the 

computer. Verify if all applications are sluggish or just the 
CardAccess 3000.   

 
5) Verify that a virus scan is not running. For example, the 

Norton “rtvscan.exe” will decrease the performance of 
CardAccess 3000 drastically.  

 
6) View the data in the “hostevent” and “tmpevent” tables. 

These tables should be empty.  
 
7) View “Processes” under “Task Manager”. Verify if one 

process is using all the resources and causing the poor 
performance.  

 
8) View “System>System Settings>Archive”. Verify if an 

“Archive database” is configured. Check the size of the 
Archive database to determine if events are being moved 
from the livedatabase to the archivedatabase.   

 
9) Verify the computer name has not changed. If the computer 

name changes, the archive databases must be reconfigured.    
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 

http://www.cicaccess.com/support.html


TROUBLESHOOTING GUIDE 
 

TITLE: A Trilogy Networx Lock is unable to be discovered or not functioning correctly. 
 

DOC # TG-1517A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Log out of Windows and Log 
back in with the new user. Verify if this resolves the issue. If 
you are unable to create a new Windows user, this verifies 
you do not have full permissions. If this occurs, contact the 
Network Administrator. 

Unable to 
discover a 
Networx 
Wireless lock  

1) Verify the “Wireless Lock Server” is displaying on the 
CardAccess 3000 host down by the clock.   
 

2) Verify the Gateway has been “Discovered” and is “Online” 
under “Configuration>Wireless Locks>CardAccess 
Wireless Configuration” screen”. 

 



 
 

Problem 
Description 

Things To Check 

3) If the Lock was previously working, you can try resetting the 
lock and then rediscover the lock under 
“Configuration>Wireless Locks>CardAccess Wireless 
Configuration” screen. Refer to the documentation that came 
with the lock for the reset procedure.  

 
 No alerts are 
being received 
from a Networx 
wireless lock 

1) Verify if commands are being sent to the lock. Reset the lock 
and then perform a FULL download the lock. Swipe a badge 
and verify the door unlocks. If the door unlocks, this verifies 
the badge data was downloaded to the lock.   
 

2)  View the IP address of the Gateway and compare it to the IP 
address of the CardAccess 3000 host. Verify if they are on the 
same subnet or different subnets. The CardAccess 3000 
V2.9.x has an issue when the Gateway is on a different subnet 
than the CardAccess 3000 host computer. Contact Continental 
Technical Support for a software patch to correct this issue.  

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: A CardAccess 3000 Server/Host Installation Fails (Includes SQL installation 
failures) 

 
DOC # TG-1501A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

CardAccess 
3000 
Installation 
Fails 

1) Refer to the critical notes above. Most installation problems 
are caused by a lack of permissions and domain policies 
causing security restrictions.   
 

2) If you are not using a DVD and copied the installation files to 
the hard drive, you should run the “setup.exe” under the 



  
 

Problem 
Description 

Things To Check 

“FullInstall” folder. If possible, burn the installation files to a 
DVD and run the installation from a DVD.  
 

3) Remove all other Access Control software products from the 
computer. 

 
4) If the installation fails after multiple attempts, delete all files 

in the “temp” folder. Click “Start>Run”, type “%temp%” and 
click “OK”. All the files in the “temp” folder will display. 
Highlight and delete all the files prior to performing another 
installation (warning – Some of these files may be in use and 
you might not be able to delete them.  

 
5) Verify the “Server” service is started under Windows 

Services.  
 

 
 

 
 
 

SQL Server 
Installation 
Fails 

1) Refer to the critical notes above. Most installation problems 
are caused by a lack of permissions and domain policies 
causing security restrictions.   
 

2) Remove all other instances of SQL Server from the computer.  
 

3) On CardAccess 3000 V2.7.x and earlier, verify the “Enforce 
Password Policy” in the Windows security policy is disabled.  

 
4) If the computer is a 64 bit computer, you must use 

CardAccess 3000 V2.8.x or later for SQL Server to install 
correctly.  

 
5) If the installation of MSXML 6 fails during the SQL 

installation, you must remove the current version MSXML 6 
using the Windows cleanup utility and reinstall SQL from the 
CardAccess 3000 DVD. This issue appeared in CardAccess 
3000 V2.7.x and earlier.  

 
6) If installing the FULL version of SQL Server, you must select 

“Mixed Mode Authentication” during the installation.   
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Problem 
Description 

Things To Check 

7) Verify the SQL Databases do not exceed the maximum SQL 
files sizes as below: 

 
SQL 2000 MSDE = 2 Gig 
SQL 2000 Full Version = Unlimited 
 
SQL 2005 Express = 4 Gig 
SQL 2005 Full Version = 16 Terabytes 
 
SQL 2008 SQL Express = 4 Gig 
SQL 2008 Full Version = 16 Terabytes 
 
SQL 2008 R2 Express = 10 Gig 
SQL 2008 R2 Full Version = 16 Terabytes 
 
SQL 2012 Express = 10 Gig 
SQL 2012 Full Version = 16 Terabytes 
 
 

8) If you are installing the Full version of SQL prior to installing 
CardAccess 3000, it is recommended to use the default SQL 
credentials as below. If the password for the “cic” is not set as 
below, you must also change it on the CardAccess 3000 side 
using the CardAccess Database utility: 
 
V2.5.x      sa = blank        cic=cic 
 
V2.6.x      sa = cic            cic=cic 
 
V2.7.19    sa = cic             cic=cic 
 
V2.7.26    sa = cic!23456789       cic=cic!23456789 
 
V2.8.x      sa = cic!23456789       cic=cic!23456789 
 
V2.9.x      sa = cic!23456789       cic=cic!23456789 
 
V2.11.x    sa = cic!23456789       cic=cic!23456789 
 

9) It is recommended to configure SQL Server Recovery Mode 
to “Simple”. Failure to do so will result in very large log files.  
 
 

  

 3  
 

  



  
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 

 
 

4   

 
 

http://www.cicaccess.com/support.html


TROUBLESHOOTING GUIDE 
 

TITLE: The CardAccess 3000 Server/Host Will Not Start (Including Security key failures) 
 

DOC # TG-1502A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

CA3000 Will 
Not Start 

1) If the CardAccess 3000 software fails to launch, it is very 
important to verify all the steps above (critical notes).  
 

2) Right click on the “CA3000 Launcher” icon and select “Run 
As Administrator”. 

 
 



 
 

Problem 
Description 

Things To Check 

3) Verify the “CicDataserver” (yellow hard hat), 
“Communications driver” (satellite dish) and all other 
CardAccess 3000 icons are closed and not displaying down by 
the clock.  
 

4) Verify the CardAccess Database utilities is configured 
correctly and has not lost its settings. The CardAccess 
Database Utilities (cadbutils.exe) can be found on the Start 
menu or in the “Program Files>CardAccess3000>Tools” 
folder. This utility might require you to right click on the 
“CardAccess Utilities” icon and select “Run As 
Administrator”. 

 
 For a CardAccess 3000 Server, the settings should be as 
follows: 

 
SQL SERVER: Must display the SQL Server name 
SQL DATABASE: Must display the Live Database name 
CICDATASERVER HOST: 127.0.0.1 
PORT: 9000 
NETWORK STATION ID:  HOST PC 

 
5) Verify the screen resolution is set to a minimum of 1024 x 

768. 
 
6) If an “Unable to connect to database, login failed” message 

displays, try creating two new databases using the 
“CardAccess Database Utilities”. Verify there are no errors. If 
you are unable to create new databases, there might be a 
problem with SQL Server and possibly the SQL credentials 
have been modified. Load the “SQL Server Management 
Studio” and log in using “SQL Authentication”. First login 
with “sa” and the correct password. Then login with “cic” and 
the correct password. If you are successful logging in with 
both these SQL Server accounts, this will prove the “sa” and 
“cic” users are configured correctly in SQL Server.  

 
7) Verify the hard drive is not low on “Available Disk Space”. 
 
8) If the “Communications driver” (hostnt.exe-satellite dish 

icon) fails to launch, empty the “Mail”, “Commun” and 
“Server” tables. This can be done using “SQL Server 
Management Studio”. 
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Problem 
Description 

Things To Check 

Security Key 
Failure 

1) Always use the “CardAccess 3000 Client License 
Manager” utility on the CardAccess 3000 host to determine 
the status of the security key/software license. Use the 
“CardAccess 3000 Client License Manager” and verify the 
version of the license matches the version of CardAccess 
3000.   
 

2) The security key/software license should always be on the 
CardAccess 3000 host computer. A CardAccess 3000 
Workstation or Database Server does not require one.  

 
3) Verify the “CardAccess Licensing Service” is started under 

Windows Services. Click on “My 
Computer>Manage>Services” to view the state of all the 
services.  

 
4) Using the “CardAccess 3000 Client License Manager” 

utility, verify the grace period (Days Left) for the software 
license has not counted down to zero. If it displays a zero, the 
CardAccess 3000 software will not start until the software 
license is “Activated” and “Registered”.   

 
5) If you are using a CardAccess 3000 software license, you 

will be emailed a “cardaccess.lic” file. You must copy this 
license file to the desktop of the computer. Then using the 
“CardAccess License Manager” utility, you must “Import”, 
“Activate” and “Register” the software license.  

 
6) If you are using a Hardware USB Security key, you must 

verify it is lit up. If not, you should reload the “hasp driver” 
which can be found under the “Drivers” folder on the 
CardAccess 3000 DVD.  

 
Note: On Windows 8.1 Pro and Server 2012, the “Hasp” 
driver might fail during the installation. If it fails, it is 
required to install the driver after the installation is complete. 
You must type the following command at a command 
prompt:  
 
haspdinst.exe – I     
 
Note: the haspdinst.exe can be found in the “Drivers” folder 
on the CardAccess 3000 DVD. 
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Problem 
Description 

Things To Check 

7) If a “Maximum Users has been Reached” message 
displays, verify the status of the license is OK. If the status of 
the license looks correct, empty the Mail table and reboot 
the computer. If you are using a Workstation or a Web 
Client, the security key must support 5 or more workstations.  
 
Warning: Do not remote into the CardAccess 3000 Server 
using Remote desktop. This inserts additional records in the 
Mail table which will cause error messages.  
 

8) If a “Wrong or No Security Key” message displays, verify 
the information in the “CardAccess 3000 Client License 
Manager” utility is correct including the version.  
 

 
 

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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http://www.cicaccess.com/support.html


TROUBLESHOOTING GUIDE 
 

TITLE: A CardAccess 3000 Workstation Installation Fails  
 

DOC # TG-1503A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

CA3000 
Workstation 
Will Not Install  

1) Refer to the critical notes above. Most installation problems 
are caused by a lack of permissions and domain policies 
causing security restrictions.   
 

2) If you are not using a DVD and copied the installation files to 
the hard drive, you should run the “setup.exe” under the 
“FullInstall” folder. If possible, burn the installation files to a 



 
 

Problem 
Description 

Things To Check 

DVD and run the installation from a DVD.  
 

3) Remove all other Access Control software products from the 
computer including other instances CardAccess 3000 and 
SQL Server. A CardAccess 3000 Workstation only installs a 
“SQL Client” and not a full instance of SQL as per the 
CardAccess 3000 host.   

 
4) If the installation fails after multiple attempts, delete all files 

in the “temp” folder. Click “Start>Run”, type “%temp%” and 
click “OK”. All the files in the “temp” folder will display. 
Highlight and delete all the files prior to performing another 
installation (warning – Some of these files may be in use and 
you might not be able to delete them.  

 
5) Verify the “Server” service is started under Windows 

Services.  
 
 
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: A CardAccess 3000 Workstation Will Not Start or Connect to the CardAccess 
3000 Server  

 
DOC # TG-1504A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

CA3000 Will 
Not Start 

1) If the CardAccess 3000 Workstation fails to launch, it is very 
important to verify all the steps above (critical notes).  
 

2) Verify the “CardAccess 3000” software on the host computer 
is running. 
 



 
 

Problem 
Description 

Things To Check 

3) On the CardAccess 3000 Workstation, verify the “Shared 
Memory”, “TCP/IP” and “Named Pipes” protocols are 
enabled by viewing the “SQL Configuration Manager” utility. 

 
4) Right click on the “CA3000 Launcher” icon and select “Run 

As Administrator”. 
 

5) If a “Wrong or No Security Key” or “Maximum Users has 
been Reached” message displays, verify the CardAccess 
3000 is licensed correctly on the CardAccess 3000 host. Use 
the “CardAccess Client License Manager” on the CardAccess 
3000 host to verify this. The “CardAccess Client License 
Manager” screen should not be blank and should reflect the 
correct version of the CardAccess 3000 software you have 
installed on the CardAccess 3000 host and workstation. 
 

6) Verify the “CardAccess Client License Manager” on the 
CardAccess 3000 host supports 5 or more Workstations. The 
use of at least one CardAccess 3000 Workstation or Web 
Client requires this.  

 
7) Do not remote into the CardAccess 3000 Server using 

“Windows Remote desktop”. This inserts additional records 
in the Mail table which will cause errors.    

 
8) Verify the CardAccess Database utilities is configured 

correctly and has not lost its settings. The CardAccess 
Database utility (cadbutils.exe) can be found on the Start 
menu or in the “Program Files>CardAccess3000>Tools” 
folder. This utility might require you to right click on the 
“CardAccess Utilities” icon and select “Run As 
Administrator”. 

 
 For a CardAccess 3000 Workstation, the settings should be as 
follows: 

 
SQL SERVER: N.A.  
SQL DATABASE: N.A.  
CICDATASERVER HOST: Must point to the IP Address of 
the CardAccess 3000 host (MUST NOT BE 127.0.0.1).  
PORT: 9000 
NETWORK STATION ID:  WORKSTATION # (MUST 
NOT BE SET TO HOST PC) 
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Problem 
Description 

Things To Check 

9) Verify the screen resolution is set to a minimum of 1024 x 
768. 
 

10) Verify you can ping the CardAccess 3000 host from the 
CardAccess 3000 Workstation by IP address and hostname. 
You MUST be able to ping by both. If you are unable to ping 
by hostname, you must make a manual entry in the “hosts” 
file.  

 
 

 
  

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: There is no communications to the panel using a serial polling cable 
 

DOC # TG-1505A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

No Com to 
Panel using a 
serial polling 
cable. 

1) Verify all the steps above (Critical Notes). Failure to have 
Full Administrator permissions can cause communications to 
fail. 
 
 
 
 



 
 

Problem 
Description 

Things To Check 

 
2) Verify the “Communication Driver” icon (satellite dish icon) 

is running down by the clock.  If the “Communications 
Driver” fails to launch or crashes immediately after starting, 
empty the “Mail”, “Commun” and “Server” tables. These 
tables can be emptied by using SQL Server Management 
Studio or executing SQL scripts using OSQL at a Windows 
command prompt. Contact Continental Technical Support for 
the appropriate scripts.  
 

3) Verify the CardAccess 3000 is programmed correctly under 
“Configuration>Com Ports”. Verify the correct com port is 
programmed and the “Type” is set for “Cable”. Verify there 
is a baud rate programmed in. For troubleshooting purposes, 
use 9600 baud.    

 
4) Verify there is a serial polling cable connected from the 

CardAccess 3000 host computer to the “Poll” or “RS-232” 
connector on the panel.  

 
5) Verify the Continental serial polling cable is wired correctly 

as per the following wiring diagram: 
 
Host Computer (9 pin)                             Panel Poll or RS232 conn. 
 
2 ----------------------------------------------- 4 (txd) purple 
3------------------------------------------------ 5 (rxd) red 
5------------------------------------------------ 6 (gnd) brown 

 
 

6) If a USB to Serial converter is being used, verify it was 
purchased from Continental Access. Some converters from 
other vendors are not compatible with the CardAccess 3000 
software. The part number for the Continental USB to Serial 
converter is Part # PCI-USB. 

 
7) If a USB to Serial converter is being used, view “Device 

Manager” in Windows to determine the com port it is 
configured for. If it is not recognized by Windows, you 
should reload the driver for the converter.  
 

8) Verify the CardAccess Database utilities is configured for a 
“Host PC”. If it is configured as a “Workstation”, the Com 
driver will not display.    
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Problem 
Description 

Things To Check 

9) Verify the address switch on the panel is set correctly and 
matches the setting under “Configuration>Panels”. 

 
10) Move the polling cable to another com port on the host 

computer and make the necessary programming changes in 
the CardAccess 3000 software.  

 
11)  Connect the polling cable to another panel to rule out a 

defective panel.   
 
 

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: There is no communications to the panel using a Lantronix UDS-1100 or Network 
Interface board 

 
DOC # TG-1506A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

No Com to 
Panel using a 
Lantronix 
device 

1) The Lantronix uses port 3001 by default and you must verify 
the firewall is not blocking this port or any other ports used.  
Refer to step 5 above.  
 
 
 



 
 

Problem 
Description 

Things To Check 

2) Verify the Lantronix device has been programmed utilizing 
the “DeviceInstaller” utility from Lantronix. Refer to the 
“Programming a Lantronix Device utilizing DeviceInstaller” 
document which can be found in the Continental document 
library.  
 

3) Verify the “Communication Driver” icon (satellite dish icon) 
is running down by the clock.  If the “Communications 
Driver” fails to launch or crashes immediately after starting, 
empty the “Mail”, “Commun” and “Server” tables. These 
tables can be emptied by using SQL Server Management 
Studio or executing SQL scripts using OSQL at a Windows 
command prompt. Contact Continental Technical Support for 
the appropriate scripts.  
 

4) If the “Communication Driver” is not displaying, verify the 
“CardAccess Database utilities” is configured for a “Host 
PC”. If it is configured for a “Workstation”, the 
“Communication Driver” will not display.   

 
5) Verify the CardAccess 3000 is programmed correctly under 

“Configuration>Com Ports”. Verify the correct com port is 
programmed and the “Type” is set for “Network”. Do not 
program in a baud rate for a network device on this screen. 
The baud rate is programmed directly into the Lantronix 
device.    

 
6) If an XPort is being used, verify it is mounted securely to the 

panel.   
 

7) If a Lantronix UDS-1100 is being used, verify the cable from 
the UDS-1100 to the panel is connected and wired properly. If 
you choose to purchase this cable, the part # is CI-RFQ0001. 
If you choose to fabricate your own cable, the following is the 
wiring diagram for your reference:  

 
Lantronix UDS-1100 (25  pin)                Panel Poll or RS232 conn. 
 
2 ----------------------------------------------- 4 (txd)  
3------------------------------------------------ 5 (rxd) 
7------------------------------------------------ 6 (gnd)  
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Problem 
Description 

Things To Check 

8) Verify the address switch on the panel is set correctly and 
matches the setting under “Configuration>Panels”. Also 
verify the com port setting is correct under 
“Configuration>Panels”. 

 
  

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: EPI Badging 3000 installation fails.  
 

DOC # TG-1507A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

EPI Badging 
3000 
installation 
Fails. 

1) EPI Badging 3000 requires FULL Administrator permissions 
to install and to operate. It is very important to verify the steps 
above (Critical Notes).  
 
 
 
 



 
 

Problem 
Description 

Things To Check 

2) If EPI Badging 3000 is installed on a 64 bit computer, 
additional programming steps might be needed. This includes 
modifying the EPI paths in the “CardAccess Database 
Utilities” under “General Settings>Badging3000” settings. 
The paths must be modified to reflect the “Program Files 
(x86)” path.  
 

3) After purchasing the EPI Badging 3000, you will receive two 
EPI licenses from Continental Access. The first is the “EPI 
Builder Designer” license and the second is “EPI Builder 
Runtime” license. These licenses must be “Activated” using 
the EPI License Manager utilities. Refer to the “EPI Licensing 
Document” which can be found in the Continental Document 
library.  

 
To activate the EPI Builder Runtime license, go to 
“Start>Programs>EPI Builder Runtime 6>Activate EPI 
Builder Runtime license”. If you are prompted for a license 
number, you must enter in the supplied license number.   
 
To activate the EPI Builder Designer license, go to 
“Start>Programs>EPI Builder Designer>Activate EPI Builder 
Designer license”. If you are prompted for a license number, 
you must enter in the supplied license number.  
 
Note: If you need assistance Activating these licenses, you 
must contact Imageware Systems at 1-858-683-7940 or 800-
475-9049.  
 

4) During the installation of CardAccess 3000, you must select 
to install the Badging3000 software. There is a checkbox on 
the “Select Additional Components” screen which you must 
select. At the end of the installation, you must leave the 
CardAccess3000 DVD in and after the computer reboots, the 
EPI Badging 3000 installation will begin. EPI Badging 3000 
can also be installed directly from the CardAccess 3000 setup 
main menu at the beginning of the installation.    

 
5) It is recommended to install and execute EPI Badging 3000 on 

a CardAccess 3000 Workstation. Installing and operating EPI 
Badging on a CardAccess 3000 host might cause a decrease in 
performance.    

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: EPI Badging 3000 is not functioning correctly.   
 

DOC # TG-1508A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) It is recommended to install and license EPI Badging 3000 
on a CardAccess 3000 Workstation. Installing EPI Badging 
3000 on a CardAccess 3000 host computer might decrease 
performance.  
 

2) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000. 
 

3) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
4) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
5) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

EPI Badging 
Will not 
Launch 

1) To launch EPI in the CardAccess 3000, click 
“Adminstration/PhotoID”. 
 

2) Verify the two EPI Badging 3000 licenses are activated and 
did not get revoked due to a hardware change. The two 
licenses are “EPI Builder Designer” and “EPI Builder 
Runtime” license.  

 
 



 
 

Problem 
Description 

Things To Check 

 
To verify the “EPI Builder Runtime” license is activated, go to 
“Start>Programs>EPI Builder Runtime 6>Activate EPI 
Builder Runtime license”. If you are prompted for a license 
number, this means the license is not activated.  
 
To verify the “EPI Builder Designer” license is activated, go 
to “Start>Programs>EPI Builder Designer>Activate EPI 
Builder Designer license”. If you are prompted for a license 
number, this means the license is not activated.  
 

 
Notes: 

• If you need assistance Activating EPI licenses, you 
must contact Imageware Systems at 1-858-683-7940 
or 800-475-9049.  

 
• It is recommended to make a screen shot of the EPI 

license numbers for future reference. These numbers 
can be found on the Activate EPI license screens 
referenced above.  

 
3) If EPI Badging 3000 is installed on a 64 bit computer, 

additional programming steps might be needed. This includes 
modifying the EPI paths in the “CardAccess Database 
Utilities” under “General Settings>Badging3000” settings. 
The paths must be modified to reflect the “Program Files 
(x86)” path.  

 
4) If an “Unable To connect to database” error displays while 

clicking “Show Designer”, you must create the 
“BADGING3000” ODBC connection manually. This is most 
likely to occur on a 64 bit computer. Refer to the “Installing 
EPI on a 64 bit computer” document which can be found in 
the Continental technical document library. The additional 
programming steps for EPI on a 64 bit computer can be found 
in this document.  
 

5) While launching EPI Badging 3000, an “Invalid Pointer” 
error displays. If this occurs, you must verify “MSXML 4.0” 
is installed. If not, you must download it from Microsoft and 
install it. It does not install as part of the EPI installation.  
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Problem 
Description 

Things To Check 

 6) Verify EPI is selected in the CardAccess 3000 under 
System/System Settings/Video Badging Package”. You 
must click “Edit” and select “Badging3000” for the Video 
Badging Package”.  

 
7) You MUST run EPI Badging 3000 from within the 

CardAccess 3000 software. Do not launch EPI from the start 
menu and run as a standalone application. 

 
8) If an “internal error” displays while launching the EPI 

Builder Designer, it is possible the printer driver is corrupted. 
Remove all printers in Windows starting with the software 
printers first. Remove one at a time, and verify if the 
“internal error” disappears.  

 
 

Unable to 
Design, Save, 
Import, 
Preview or 
Print a template 

1) After creating a template, you MUST click “Import Template” 
the first time after the template is designed. Every time after 
making any changes, you must click “Update Template”. 

 
2) If a photo is not displaying after it is imported, verify the size 

of the photo (ex. bmp or jpg) is less than 50k bytes. If the 
photo is too large, it will not display after importing it in.  

 
3) In Badging 3000, Custom Fields are listed by “userfield” 

numbers (ex. Userfield1), not by the name assigned in 
CardAccess 3000.  

 
4) Concatenating two fields (ex. Firstname and Lastname) – To 

concatenate two fields together in EPI, you need to use an 
expression in a dynamic text control. The expression should 
be:  ‘badge.firstname’ + ‘ ’ + ‘badge.lastname’. This will 
display the first name and last name separated by a space. 

 
5) If Magstripe Encoding is not working properly after 

reinstalling the CardAccess 3000, verify the “Badging3000 
setup box” displays 4 buttons. If it only displays 2 buttons, 
contact Continental Technical Support for an updated DLL. 
This only applies to older versions of CardAccess 3000 (ex. 
V2.3.16).  
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Problem 
Description 

Things To Check 

VERY IMPORTANT:  PREVIEWING ERROR 
 

There are four common errors that prevent a template from 
previewing correctly. It is very common for a new user to 
make these errors. Verify each item has been performed 
correctly while designing the template: 
 

1) Every template MUST have at least one dynamic text 
control on it (this doesn’t include a dynamic image used for a 
photograph). In the properties for the dynamic text, select any 
database field (ex. Badge.Badge) for the “Data field name or 
expression” selection. 

 
2) If you are using a dynamic image control for a photograph, 

you MUST leave the field name blank under the Image 
tab. A common mistake is to select a field from the database.  

 
3) All templates MUST be saved in the CardAccess3000 

folder. Do not save them in any other folders.  Also, keep the 
template names short. 

 
4) The badge layout (portrait or landscape) must be 

configured in 2 locations. It needs to be configured under 
“File/Page Setup” and “File/Layout Properties”. If it’s not 
configured in both locations, it will not display the correct 
orientation.  

 
 

EPI Upgrade 
Problems 

1) While trying to upgrade from an older version of EPI, you 
don’t see “.dgn” files. Older versions of EPI had template 
extensions of “.gdr”. These “.gdr” files need to be saved as a 
“.dgn” file. After saving as a “.dgn” file, you will need to 
import the template again.  

  
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: The EPI Canon Plug-in (Live Capture) is not working properly.   
 

DOC # TG-1509A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
2) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
3) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
4) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

 EPI Canon Plug-
in  will not install 

1) The EPI Canon Live Capture feature requires FULL 
Administrator permissions to install and to operate. It is very 
important to verify the steps above (Critical Notes).  
 

2) Verify the EPI Builder is functioning correctly prior to 
installing the Canon Plug-in. This includes creating, saving, 
importing, previewing and printing a template.  

 
3) DO NOT install the Canon drivers that come with the camera. 
 

4) The EPI Canon Live Capture feature must be purchased from 
Continental Access. After it is purchased, you will be 
provided a license number much like the two licenses for the 
EPI Builder. Canon Plug-In Software 

 
 
 
 
 

http://www.iwsinc.com/Support/EPISuite_support.cfm


 
 

Problem 
Description 

Things To Check 

5) You must download the EPI Canon Plug-in from the 
“Imageware Systems” website. It can be downloaded from the 
following location:   
 
http://www.iwsinc.com/support/ 
 

6) After the correct EPI Canon Plug-in is downloaded, you must 
install and license the EPI Canon plug-in. If you experience 
any issues with activating the EPI Canon license, you must 
call Imageware Systems (EPI) at 1-858-683-7940 or 800-475-
9049. 
 

7) Verify a supported Canon camera is being used. On the 
Imageware Systems website, it will provide you with the 
supported cameras for the particular Canon Plug-in. It is 
recommended to purchase the camera from Continental 
Access to verify you are using a supported camera.   
 
   

EPI Canon 
Live Capture 
is not working 

1) Verify the Canon Plug-in is activated.  
 

Notes: 
• If you need assistance Activating EPI licenses, you 

must contact Imageware at Imageware Systems (EPI) 
at 1-858-683-7940 or 800-475-9049. 
 

• It is recommended to make a screen shot of the license 
number for future reference. These numbers can be 
found on the Activate EPI screens.  
 

2) Power up the camera with an external power supply. Do not 
use battery power for live capture.  
 

3) Configure the Canon Camera for Playback mode before 
doing any live capture. 
 

 
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: The CardAccess 3000 Napco Integration is not working properly. 
 

DOC # TG-1510A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Try to launch the program with 
this new Windows user. If you are unable to create a new 
Windows user, this proves you do not have full permissions. 
If this occurs, contact the Network Administrator. 
 

Programming 
the Napco 
Alarm panel 
and NL-MOD 
with the Napco 
utilities 

1) To initially program the Napco Alarm Panel and NL-MOD, 
you must contact Napco Technical Support. Do not 
mention the Continental integration. Have the Napco 
Technical Support team assist with programming the alarm 
panel and the NL-Mod using the Napco Quickloader and 
NL-MOD configuration utility. They must program the 
Alarm panel for TCPIP communications with the NL-



 
 

Problem 
Description 

Things To Check 

MOD. After the programming is complete and the alarm 
panel is communication via the NL-Mod, then you are ready 
to integrate with the CardAccess 3000. 
 

Programming 
the CardAccess 
3000 for Napco 
Integration 

1) Configure the Napco server under “System>System 
Settings>Napco”. It is recommended to install the Napco 
integration on a CardAccess 3000 Workstation. Refer to the 
“Configuring Napco Integration” document in the Continental 
Document library.  
 

2) Configure the “Configuration>Napco Panel” screen in the 
CardAccess 3000. Prior to doing so, you will need the static 
IP address that was programmed into the NL-MOD.  

 
3) Verify the Napco Permissions in the CardAccess 3000 

software are configured for ARM and DISARM.  
 

4) Verify the CardAccess 3000 computer has no illegal or 
special characters in the computer name. Napco Integration 
might have an issue with special character.  

 
5) You must enter in a “Panel Security Code” into the 

“Configuration>Napco” screen. The “Panel Security Code” 
can be found in the alarm panel near the EPROM.  

 
6) If a PC Security code is used in the NL-MOD, it must also be 

entered in the “Configuration>Napco Panel” screen in the 
CardAccess 3000.  

Napco 
Integration is 
not functioning 

1) The Napco Integration feature uses multiple ports. It is very 
important to verify the firewall is not blocking any ports as 
per step 5 under critical notes.   

 
2) The Napco Integration feature must be purchased. You must 

verify the security key/software license supports Napco 
Integration (Napco = 1 or more). 
 

3) Verify the “Napco Integration” icon (blue “N” icon) is 
running down by the clock.  If not, verify the correct server 
name was specified under “System>System Settings>Napco”. 

 
4) Verify you are using a supported Napco panel for the 

Continental Access Napco integration. These include Gemc-
X255, Gemc-9600, Gemc-3200, Gemc-128 and the Napco 
Gemc combo panel.  
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Problem 
Description 

Things To Check 

 
5) It is not recommended to use serial communications with the 

Napco Integration. You should use network communications 
via an NL-MOD.  

 
6) If the Napco panels contain the new Sil-lab PC boards, there 

might be an issue using Central station with Napco 
Integration. Contact Continental Technical Support.  

 
7) As of CardAccess 3000 V2.11.x, wireless locks do support 

Napco Integration but does not report to central station.  
 

8) To program the NL-MOD, you should use a crossover cable. 
 

9) Ping the NL-MOD from the CardAccess 3000 computer. 
Verify it pings.  

 
10) Verify the date format of the computer is “mm/dd/yyyy”. 

Napco Integration does not support international date formats.  
 

11) Verify the “Home Automation” IP address is programmed 
into the port 5003 screen in the NL-Mod settings. The IP 
address must be the IP Address of the CardAccess 3000 
computer which has Napco Integration enabled on it.  
 

 
  

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 

 
 

  

http://www.cicaccess.com/support.html


TROUBLESHOOTING GUIDE 
 

TITLE: Reader or badge is not working. 
 

DOC # TG-1511A 
Problem 
Description 

Things To Check 

Reader is not 
displaying any 
data in the 
CardAccess 
3000 software 
when a badge 
is swiped 

1) Verify the reader is a supported reader by Continental 
Access. If the reader was purchased from Continental 
Access, it should be a supported reader.  
 

2) Verify the reader is powered up with the correct voltage and 
the power source can supply enough current for the reader.  

 
3) Cycle the power to the reader one time. Verify if this corrects 

the problem.  
 
4) Verify if the badge is compatible with the reader. When a 

badge is presented to a reader, the reader should be excited 
and beep. If this does not occur, the badge and reader is not 
compatible.  

 
5) Verify if the Badge is a 125khz or 13mhz badge and the 

reader is compatible for the frequency of the badge.   
 
6) Verify the CardAccess 3000 is programmed under 

“Configuration>Readers” and is enabled.  
 
7) Verify the Badge format is programmed in the CardAccess 

3000 software under “Administration>Badge Formats”. If 
the correct badge format is not in the CardAccess 3000 
software, no data will display when the badge is swiped.  

 
8) Move the reader to another reader port to rule out a defective 

reader port.  
 
9) If you have a known good reader, swap readers and see if 

this corrects the issue.  
 
10) Verify the “Report Access after Open” is not selected under 

“Configuration>Readers”. This will not report an alert until 
the door is open.  

 
11) If the badge format is unknown, obtain an RMA number and 

send 3 badges into Continental Access for analysis. 
 



Problem 
Description 

Things To Check 

 
Reader is 
displaying the 
wrong badge 
number 

1) Refer to the documentation that came with the reader. Verify 
the wiring is correct. Verify that Data 0 and Data 1 lines are 
not swapped. On a new system, this is very common. As a 
quick test, swap the data lines at the panel and swipe the 
badge. If the wrong badge number still displays, put the wires 
back to the original position.   
 

2) Review the badge format in the CardAccess 3000 software. If 
the length of a format matches the length of the badge, but the 
badge ID bits are incorrect in the format, a wrong badge 
number will display.   

 
3) Verify the “Max Badge Digits” settings under 

“System>System Settings>Badges” is set high enough for the 
badge number. If the badge number is 8 digits long, the “Max 
Badge Digits” must be set to 9 or greater.  
 

Reader is 
displaying the 
correct badge 
number but a 
“Badge Violate 
Void” is 
displaying 

1) Verify the Badge number is programmed into the Personnel. 
 

2) Verify the Facility code is programmed in Personnel and 
matches the facility code on the “Administration>Facility” 
Code screen. 

 
3) Verify there is not duplicate facility codes programmed 

under “Administration>Facility Codes”. 
 

4) Verify the badge in Personnel is assigned an Access Group 
which has access to the reader.  

PIV badges are 
not reading 

1) The reader must be PIV compatible. Not all readers are. 
 

2) Verify the CardAccess 3000 software is programmed with the 
correct PIV format.  
  

Barcode or 
Magstripe badges 
are not reading 

1) Verify an EZ-Barcode reader is being used from Continental 
Access to read the barcode. 
 

2) Verify the badge format for the barcode is programmed into 
the CardAccess 3000 software. A barcode badge format is 
similar to a magstripe format. It is considered an “ABA” type. 
Continental Access can provide you with the “ReadABA.exe” 
utility to dump out barcode and magstripe data.  
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Problem 
Description 

Things To Check 

3) Barcode and Magstripe data must start with a “0B” and end 
with a “0F”.  

 
4) Verify the correct magstripe reader is being used. Magstripes 

badges come in “Track 1”, “Track 2” or “Track 3”. The 
associate magstripe reader must match the correct “Track” 
type. 

 
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: Keypad is not working. 
 

DOC # TG-1512A 
Problem 
Description 

Things To Check 

Keypad is not 
displaying any 
data in the 
CardAccess 
3000 software  

1) Verify the keypad is a supported keypad and supported by 
Continental Access. If the keypad was purchased from 
Continental Access, it should be a supported keypad.  
 

2) Continental Access supports two types of keypads. The two 
types of keypads are wiegand and XY matrix. You must 
verify the panel supports an XY matrix keypad. It is 
recommended to use a wiegand type keypad.   

 
3) Continental panels currently support a 4 bit or 8 bit burst 

wiegand keypads. Up until 5 years ago, only a 4 bit burst 
keypad was supported. The support for 8 bit burst requires 
V2 firmware.  
 

4) Verify the keypad is powered up with the correct voltage and 
the power source can supply enough current for the keypad.  

 
5) Cycle the power to the keypad one time. Verify if this 

corrects the problem.  
 
6) Verify a reader is programmed in the CardAccess 3000 under 

“Configuration>Readers” and the keypad section is 
programmed according.  

 
7) Verify the keypad is wired to the correct reader port. 
 
8) Move the keypad to another reader port to rule out a 

defective reader port.  
 
9) If you have a known good keypad, swap keypads and see if 

this corrects the issue.  
 
10) Remove the “Card Only Time Schedule” from 

“Configuration>Readers>Door Control”, if there is one. Set 
it to “Not Used”. 

 
11)  The Essex keypad sends 26 bit data and does not require 

“Keypad Enable” to be selected. This keypad looks like a 
reader to the CardAccess 3000 software. Most keypads 



 
 

Problem 
Description 

Things To Check 

require “Keypad Enable” to be selected.  
 

Keypad is 
displaying the 
wrong badge 
number 

1) Refer to the documentation that came with the keypad. Verify 
the wiring is correct. If you are wiring up an XY matrix 
keypad, you must pay close attention to the markings on the 
Continental panel reader port.   XY matrix requires a 
minimum of 10 wires (pwr, gnd, led, R1, 
R2,R3,R4,C1,C2,C3) 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: The CardAccess 3000 Web Interface (Web Client) is not installing or functioning 
properly.   

 
DOC # TG-1513A 

Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Log out of Windows and login 
in with the new user. See if this resolves the issue you are 
experiencing.  

 
Note: If you are unable to create a new Windows user, this 
verifies you do not have full permissions. If this occurs, 
contact the Network Administrator. 
 

Web Interface 
installation is 
failing  

1) Refer to the critical notes above. Most installation problems 
are caused by a lack of permissions and domain policies 
causing security restrictions.   



 
 

Problem 
Description 

Things To Check 

2) Very Important - Refer to the “CardAccess 3000 Web 
Interface User Guides” in the Continental document library. 
These documents will assist with the IIS installation and 
clarify which features to enable during the installation. It is 
very important to select the correct IIS features which the 
CardAccess 3000 web interface requires.  

 
3) Verify IIS (Internet Information Services) is installed prior to 

installing the CardAccess 3000 Web Interface.  
 

4) If you are not using a DVD and copied the installation files to 
the hard drive, you should run the “setup.exe” under the 
“FullInstall” folder. If possible, burn the installation files to a 
DVD and run the installation from a DVD.  

 
Note: The CardAccess Web Interface (Web Client) can be 
installed from the CardAccess 3000 main setup menu.  

 
 

Web Interface 
is not 
launching and 
is displaying 
errors 

1) After IIS and the web interface is installed, verify there is an 
“Inetpub>wwwroot>CA3000Web” folder created.   

 
2) Using the IIS Manager, verify the “Default Web Server” is 

started. The IIS Manager can be found under 
“Administrative Tools”. 
 

3) Verify all ports are open as per the Critical Notes above. The 
Web Interface (HTTP) uses port 80 by default.  

 
4) The “CardAccess Web” utility must be configured to point 

to the correct SQL Server and Database name.  
 
5) Disable the “Pop Up Blocker” in the Browser for the Web 

Client to work.  
 
6) The security key/software license must support 5 or more 

workstations for the Web client to connect. In regard to 
licensing, the Web client is treated the same way as a 
workstation.  
 

Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: There is no communications to the panel using Modems 
 

DOC # TG-1514A 
Problem 
Description 

Things To Check 

No Com to 
Panel using 
modem 
communication 

1) If possible, use serial communications (rs232 polling cable) 
as a test to rule out any other problem.  
 

2) Verify the “Communications Driver” (satellite dish) is 
displaying down by the clock.  

 
3) Verify the modem on the panel side was purchased from 

Continental Access. Continental Access will only support a 
modem on the panel side that was purchased from 
Continental.  

 
4) Any modem can be used on the CardAccess 3000 host side. 

You must verify the correct Modem driver is installed in 
Windows. If not, you will not be able to select the Modem 
under “System>System Settings>General”. 
 

5) Verify the panel side modem has been programmed with the 
“AT” strings documented in the Continental Access Tech 
bulletin # TB991211.pdf. To program the “AT” string via 
hyperterminal, use must use the following settings: 

 
Comport must be programmed for: 
 
Baud = 9600 
Data bit = 8 
Parity = None 
Stop Bit = 1 
Handshaking = Hardware 
 

6) Verify you are dialing out from a CardAccess 3000 host, not 
a CardAccess 3000 Workstation.   

 
7) Verify you hear the modem ringing on the panel side while 

dialing from the CardAccess 3000 host. 
 
8) The panel the modem is dialing must be set to “Address # 1”. 
 
9) Verify the security key/software license is valid by viewing 

the CardAccess 3000 Client License Manager utility.  



 
 

Problem 
Description 

Things To Check 

 
10) Verify the Continental Access modem cable is used on the 

panel side. The Continental Modem cable is Part # 
RFQ0001. Below is the wiring diagram if you chose to 
fabricate your own modem cable: 

 
25 pin side (modem side)                                 Poll or RS232 on panel 
 
2 --------------------------------------------------------4 (TXD) 
3 --------------------------------------------------------5 (RXD) 
7 --------------------------------------------------------6 (GND) 
22------------------------------------------------------  3 (DCD) 
 
Note: DCD is not used on older controllers.  
 
11)  Verify the phones lines on the host computer side and the 

panel side are functioning. A noisy phone line can cause 
modem communications to fail on the CardAccess 3000 
software.  

 
12) Verify the CardAccess 3000 software is programmed under 

“Configuration>Com Ports”. Verify the correct Com Port 
is programmed and configured for “Type” = “Modem” and 
“baud rate” = “9600”.  

 
13) Verify the CardAccess 3000 software is programmed under 

“Configuration>Panels”. Verify the “Com Port” that the 
modem is assigned to is programmed under panels.   
  

14) Verify the CardAccess 3000 is programmed under 
“Configuration>Modems”. 

 
15)  If possible, use another application to dial the panel. This 

includes hyperterminal or phone dialer.  
 

  
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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TROUBLESHOOTING GUIDE 
 

TITLE: A Networx Gateway is unable to be discovered or not functioning correctly. 
 

DOC # TG-1516A 
Problem 
Description 

Things To Check 

Critical Notes 
(applies to all 
steps below) 

1) Verify the computer meets the recommended computer 
specifications. Refer to the “CardAccess 3000 computer 
specifications” document for your specific version of 
CardAccess 3000.  
 

2) Verify you have “Full Administrator” permissions without 
any restrictions. If the computer is on a Domain, remove it 
from the Domain and log on as a local “Full Administrator”.  

 
3) Verify the elevated Administrator account is enabled on 

Windows 7 Pro, Windows 8.1 Pro and Server 2012 R2. By 
default, this elevated account is not enabled. Once it is 
enabled, log in using the elevated account. After it is 
“Enabled”, the password should be blank.  

 
4) Verify the UAC settings are lowered to “Never Notify”. The 

User Account Control settings can be found under “Control 
Panel>User Accounts”. 

 
5) Verify the Firewall is not blocking any ports. On older 

operating systems, stop the “Windows Internet Connection 
Sharing” Firewall service. On Windows 7 Pro, Windows 8.1 
Pro and Server 2008 R2, keep the firewall started and 
“Allow” (Open) all ports. Refer to the “Configuring the 
Windows Firewall” document.  

 
6) Create a new Windows user and assign “Full Administrator” 

permissions to the new user. Log out of Windows and Log 
back in with the new user. Verify if this resolves the issue. If 
you are unable to create a new Windows user, this verifies 
you do not have full permissions. If this occurs, contact the 
Network Administrator. 

Unable to 
discover a 
Networx 
Gateway 

1) Verify the “Wireless Lock Server” is displaying on the 
CardAccess 3000 host down by the clock.   
 

2) Verify the “Wireless Gateway” was added to the CardAccess 
3000 “Configuration>Com Ports” screen. This should be 
done after the Gateway is “Discovered” and “Added” on the  
“Configuration>Wireless Locks>CardAccess Wireless 



 
 

Problem 
Description 

Things To Check 

Configuration” screen. 
 

3) If the Gateway was previously working, you can try resetting 
the gateway and then rediscover the gateway under 
“Configuration>Wireless Locks>CardAccess Wireless 
Configuration” screen. Refer to the documentation that came 
with the gateway for the reset procedure.  

 
4) Use the AL-NSM Networx signal meter to measure radio 

signal strength from the Gateway.    
 

 
Refer to the Continental Technical Video Library for additional troubleshooting information at the following link: 
http://www.cicaccess.com/support.html 
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