
Identity Theft: How To Prevent Cyber Attacks 
 
 

Malware 
 
Preventing malware can be tricky, but there are simple steps that can be taken to 
reduce your vulnerability. The best prevention is to avoid it.  
 

● Keep security and malware protection up to date.  
● Be careful and diligent when installing new software, especially from the 

internet.  
○ Ensure it is from a known and trusted source. 

● Monitor your emails. 
○ Do not click a link in an email - use the hover method to check the link. 
○ Open the link in a new tab if you are comfortable with the link. 
○ Avoid attachments unless you are absolutely sure of the source. If 

necessary, call the company or person that allegedly sent the email. 
One rule of thumb about financial institutions is that they will never ask 
for the information they already have (accounts, etc.) in an email. 

● Be wary of pop-ups. 
○ Use a pop-up blocker if possible - many programs especially in 

academia use pop-ups so this can be cumbersome but avoiding 
malware is worth the trouble. If your institution insists on using 
software that uses pop-ups, there are ways to allow pop-ups even if a 
pop-up blocker is enabled.  

 
Phishing 
 
A good way to avoid a phishing attempt is the “hover” test. Place your cursor above 
an email address or link and this will cause the embedded link to appear. If it looks 
suspicious or does not match the current website then do not click on it. Some email 
systems will have a “v” next to the name on the email that you will need to click on to 
see the actual address. 
 
Ransomware 
 
What to do if you suspect your machine has been infected with ransomware: 
 

● If you determine that your machine has been infected, you will need to make 
sure your antivirus and anti-malware software is up to date and running the 
most current definitions. 

● Then you will need to isolate the infected machine from the rest of the 
network and internet to prevent malware from spreading over the network. 



○ The term “virus” originated because of the software’s ability to replicate 
itself and spread to other machines. 

● Once the infected machine is isolated, run updated antivirus and 
anti-malware programs to eradicate the offending program. 

○ If your antivirus software reports the system clean, run the machine for 
a little while before reintroducing it to the network to ensure that the 
malware is truly eradicated. 

○ If it comes back after running the antivirus and anti-malware programs, 
run them again. 

○ If it fails a third time, you will need to wipe the machine’s hard drive 
clean and reinstall the operating system. You may want to take it to a 
professional at that point and allow them to reinstall the operating 
system. Once the operating system has been reinstalled, then you can 
download all other data from a clean backup.  

 
Cyberbullying 
 
There are steps that can be taken to protect yourself as much as possible from 
cyberbullying. 
 

● Never post personal info (mobile number, home address, age, location, name 
of your school, etc.) on a social media site. 

● Don’t accept random friends and students on social media. 
● Check the security settings on your social media accounts. 
● Check your bank accounts and credit card accounts often. Most places offer 

online services that make it easy to check your purchases and balances. Some 
will even offer alerts when the card or account is used. 

● Your banks already know who you are. They will never ask you to verify 
account information in an email. 

○ Most banks have a fraud department that will be glad to speak with 
you about concerns or if you have questions about a suspicious email. 
They will also probably ask you to forward the suspicious email to their 
fraud department. This is normal. 

● Don’t take or store embarrassing pictures on your phone or cloud accounts. 
● Avoid sexting, even with a trusted and loving partner, because hackers have 

the ability to get a hold of these photos. 
 
What to do if you find yourself a victim of cyberbullying:  
 

● Be clear with your attacker that you want to be left alone. 
● Use filters and security software to cut yourself off from your harasser. 
● Take screenshots and save emails, texts, and voice messages to document the 

harassment. 



● Report the problem to campus police/security and your social media provider. 
● Seek counseling as needed.  

 


