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|. Artifact name and description

SRecycle.Bin : A hidden folder that contains files that the user has deleted, but has not
fully erased from the system. When a file gets placed into the Recycle Bin, two new files
get created and are stored in the SRecycle.Bin folder, separated by the user's SID. The
first new file starts with Sl and is followed by a 6 character random string. This file
contains the metadata for the original file, including the filename, date of deletion, path,
and size. The second file that is created starts with SR followed by the same random 6
character string. This file will contain the contents of the original file. A pair of Sl and SR
files indicates that a file is in the Recycle Bin. Just a Sl file indicates that the file was
restored from the Recycle Bin. Red X's over the Sl or SR file icons can indicate that the
file was deleted from the Recycle Bin. Nothing in the SRecycle.Bin folder can indicate
that nothing was ever placed there, or the files were fully deleted.

[I. Tools used for Extraction

FTK Imager:
Author: AccessData
GUI
Brief tool description: FTK Imager is a tool that collects electronic evidence by
creating Data Previews, Images, and/or Hash Reports.

RBCmd.exe:
Author: Eric Zimmerman
CLI
Brief tool description: A Recycle Bin Artifact Parser

[1l. Hashes of Evidence

Artifacts 1:
SHA1: 2635e178305701111d3ec3f6dae27c2b263b6bb2
MD5: 5cd7¢c1d8b1d988b9a6140c8aa3ecd8e0

Artifacts 2:
SHA1 checksum: bb3a62e083433078e7b12948ca148130a5d89041
MD5 checksum: 3966d01c4204ea24adbeade7e30ee65b

Artifacts 3:
SHA1 checksum: fcc82945bdbb5b7dc24de02d718ca3d4257ae731
MD5 checksum: 4768e4a552b4d1d4f92d3186c4b0bf2b



V. Description of Experiment

Experiment: Place a file in the Recycle Bin and Change its Size
Anticipated steps to complete experiment:
1. Download the file

a. Download DropboxInstaller.exe from dropbox.com/install to

C:\Users\IEUser\Downloads
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E] nstall - Dropbox X +

8 dropbox.com/install#downloaded

< c
E Dropbox

After downloading, open the file and follow the installation instructions.

Done installing the app? Continue to web

We use cookies to provide, improve, protect and promote our services. Visit our

Privacy Policy and Privacy Policy FAQs to learn more. You can manage your )
personal preferences, including your 'Do not sell or share my personal data to Decline ACCEpt All
third parties' setting in our Cookie Consent Tool.
%] Dropboxinstaller.exe ~ Show all
amy = | Downloads
m Home Share View
« 4 4 » ThisPC > Downloads »
MName Date modified Type Size
3 Quick access
AD_FTK_7.1.0 File folder
[ Desktop »
advancedrun-x64 File folder
‘_' Lodloa 722201 %6 exe Application 1,539 KB
[ Documents 4[5 Ap_FTK_7.1.0.50 Disc Image File 4,506,882 KB
=] Pictures - : advancedrun-x6d.zip Compressed (zipp... 86 KB
. Public - [y ChromeSetup.exe Application 1,382 KB
J, Music desktop.ini Configuration sett... 1KB
m Videos ﬂ Dropboxinstaller.exe Application 654 KB
£ SysinternalsSuite.zip Compressed (zipp... 45,403 KB

2. Delete the file

a. Open File Explorer, highlight DropboxInstaller.exe, right-click, select

“Delete”

3. Use FTK Imager to locate and recover any files in $Recycle.Bin folder
a. Export files located in SRecycle.Bin under IEUser SID to an Artifacts 1

folder located C:\Users\IEUser\Desktop\Artifacts 1



4. Analyze the recovered files
a. Use RBDmd.exe to analyze the files in the Artifacts folder
b. Open the Command Prompt and type the command: RBCmd.exe -d

"Artifacts 1"

5. Change size of Recycle Bin
a. Right click Recycle Bin icon then select “Properties”
b. Change the size from 4095 MB to 100 MB

6. Repeatsteps3-5

a. Step 3: Export the files to a separate Artifacts 2 folder

b. Replace Artifacts 1 with Artifacts 2
c. Step 5: Change size of Recycle Bin from 100 MB to 5000 MB

7. Repeat steps 3 and 4
a. Step 3: Export the files to a separate Artifacts 3 folder

b. Step 4: Replace Artifacts 2 with Artifacts 3
8. Make an image

a. Use FTK imager to make an image of each Artifacts folder

b. Exportimages to separate to “Image” folders in
C:\Users\IEUser\Desktop\Image

c. These folder will be titled Image 1 Image 2 and Image 3
9. Record the results

a. Take screenshots of file names, properties, pop ups, and program output.

b. Take hash of evidence in output folder with FTK Imager

V. Experiment and Analysis

Experiment
1. Download the file

File Name File File Size Where the File was | File Path
Extension Found
DropboxInstaller .exe 653 KB dropbox.com/install | C:\Users\IEUser\Downloads
669,552 bytes




2. Delete the file
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First, | opened File Explorer and navigated to C:\Users\IEUser\Downloads.
Next, | highlighted Dropboxinstaller.exe, right-clicked, and selected “Delete”

11/3/2022

H Dropboxinstaller.exe

i SysinternalsSuite.zig

Open
& Run as administrstor
Treubleshoot compatibility
Fin to Start

?-le

Share

i

Give access to
Pin to taskbar

Restore previous versions
Send to

Cut

Copy

Create shortout

Rename

Properties

Use FTK Imager to locate and recover any files in SRecycle.Bin folder

To recover the files, | opened FTK Imager. The pop up below appeared, and

| selected “Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

FTK Imager

Verified publisher: AccessData Group Inc.
File origin: Hard drive on this computer

Show more details

Yes Mo

| added the C: drive as an evidence item. To do this you first select File

then Add Evidence Item.



[.‘] AccessData FTK Imager 4.2.1.4
| File | Yiew Mode Help
Add Bvidence ltem...
Add Al Attached Devices

Image Moupting...

Remove Evidence ltem

Remowe All Evidence ltems

Create Disk Image...

Export Disk Image...

BExport Logical Image (AD1)...

Add to Customn Content Image (AD1)

o De " FRe

Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/lmage...

Capture Memory...

Obtain Protected Files..,

Detect EFS Encryption

Export Files...

Export File Hash List...

Export Directory Listing...

Bt
Selected Logical Drive

WL 2~ 1

Select Source

Please Select the Source Evidence Type
() Physical Drive
(®) Logical Drive
() Image File

() Contents of a Folder
(logical filedevel analysis only; excludes deleted, unallocated, etc.)

< Back Ned> | | Cancel | = Hebp

Selected C:\ - Windows 10 [NTFS] and finish
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Select Drive

Source Drive Selection

Please select from the following available drives:
C: - Windows 10 [NTFS] ~ |

<Back [ _Fnsh | | Cancel | Help

| then navigated to my SID folder
(5-1-5-21-32101808-3761883066-353627080-1000) in SRecycle.Bin

Eile ¥iew Mode Help
AT OW = -

Evidence Tree

= ~
Windows 10 [NTFS]

t-LJ [erphan]
L fect]

f# sBadCus
+-) SExend
=) $Recycle Bin

151518

-0 $1-5-21-3211011808- 3761883066 I

b Shmrn=
B SlpCase
=) BGira
- Boot
=) Documerts and Settings
i) Perlogs
+-i ) Program Fies

- T T =

+

After opening the correct SID folder, to the right will be a section called file
list. The files | viewed are below:

| File List
Mame Size Type Date Modified
D 5130 4 MNTFS Index All..  11/3/2022 9:02:...
[®=] SIF2CJPE.exe 1 Regular File 11/3/2022 :02:...
[8=] SRF2CJPE.exe 654 Regular File 11/3/2022 8:57:...
B desktop.ini 1 Regular File 3/19/2019 1:00:...
#| desktop.ini $130 INDX Entry

Next | highlighted all of the files, right clicked and selected Export Files...



Mame Size  Type Date Modified
_ §130 4 NTFSIndex All..  11/3/2022 &:02...

SIR2ZCIPEexe 1 Regular File
SRE2CIPE.exe
@ desktopini | @) Export File Hash List...
W desktopani | o Add to Custom Content Image (AD1)

**Note: | went back and exported $I30, desktop.ini and desktop.ini to the
same folder

In the export menu | created a folder titled Artifacts 1

BTl LR EA CELLDW

Browse For Folder *

Select the destination folder

# OneDrive h
& |EUser
£ This PC
4 |» m Libraries
v o) DVD Drive (D)
|_j’ Metwork
Artifacts 1

W W W

A

Falder: | New folder

Make Mew Folder . Cancel

| then exported the files to C:\Users\IEUser\Desktop\Artifacts 1 and
received this confirmation.

Export Results >

0 folder(s) and 2 file(s) exported successfully.
669674 bytes copied.

4. Analyze the recovered files
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| first typed cmd into the file location bar.

W[ = | Manage Desktop
Home Share View Application Tools
« - 1t |. ernd|
o Mame Date modified Type Size
# Quick access
Artifacts 1 File folder
[H] Desktop . S i
desktop.ini Configuration sett... 1KB
¥ Downloads | eula Shortcut 1KB
= Documents = RBCmd.exe Application 3,607 KB
&=| Pictures
Duiklim

Hitting the enter key brought up this menu:

B C\Windows\Systern32ycmd.exe

Microsoft Windows [Version 18.8.17763.1

red.

| took a screenshot of the results

Change size of Recycle Bin
To change the size of the Recycle Bin, | right clicked the icon and selected
“Properties”.

Empty Recycle Bin
Pin to Start

Create shortcut

Rename

Properties
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Next, | changed the number written in the box labeled Maximum Size (MB)
from 4095 to 100. After the number was changed, | selected “Apply” then
“OK”
@ Recycle Bin Properties by

General

Recyde Bin Location  Space Available
| | Windows 10 (C:) 39.9GB

Settings for selected location
@ Custom size:

Maximum size (ME):

(O)Don't move files to the Recycle Bin, Remove files
immediately when deleted,

[ pisplay delete confirmation dialog

Concel || Apply

6. Extract Files from FTK Imager
Following the same steps above listed in Step 3, | exported the files to an
Artifact 2 folder

NS -IR

File List

% Mame Size  Type Diate Moddied
| 3130 4 NTFS Index All. 20 .

1 Regular File

54 i'.-:_i..,|.u File

Export Files...

&) Esport File Hash List
s Add te Custom Content Imagi (&D])

Browse For Folder et

Select the destination folder

> 3 |IEUser ]
» [ This PC
> 'pa Libraries
5 o2 DVD Drive (D)
> |_j Metwork
Artifacts 1
Artifacts 2

Folder: | Mew folder

Make New Folder | 0K Cancel
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| received this confirmation:

Export Results

0 folder(s] and 5 file(s} exported successfully.
673899 bytes copied.

7. Analyze the recovered files
Following the same steps listed in Step 4, | analyzed the contents of

Artifacts 2.

Type CMD into location bar:

| = | Desktop

Home Share View
« A |l cmd
s
~ MName Date modified Type Size
7 Quick access
B Deskt Artifacts 1 File folder
eskto

. Artifacts 2 File folder
¥ Downloads desktop.ini Configuration sett... 1 KB
= Documents 2| eula Shortcut 1 KB
| Pictures = RBCmd.exe Application 3,607 KB

Run the following command:

TEU

ser\Desktop>RECmd.exe -d

| then took a screenshot of the results.

LRI
'I_||

~tifacts
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8. Change size of Recycle Bin

Following the same steps listed in Step 5, | changed the size of the
Recycle Bin from 100 MB to 5000 MB

& Recycle Bin Properties w

General

Recyde Bin Location  Space Available
| | windows 10 () 39.9GB

Settings for selected location
(®) Custom size:

Maximum size (MEB):

(") Dan't move files to the Recyde Bin. Remaove files
immediately when deleted.

[Jbisplay delete confirmation dialog

o [ o | [ mowy

9. Extract Files from FTK Imager

Following the same steps listed in Step 3, | exported the files to an
Artifacts 3 folder.

R EN TR -1R A

Mame Size Type Date Modified
i 4 NTFS Index All... 3 2

11/ G0

E] Export File Hash List...
sktop.ini 45, Addto Custom Content Image (AD1)

Browse For Folder >

Select the destination folder

> 'y Libraries "
> 2 DVD Drive (D%
» [_,' Metwork

Artifacts 1

Artifacts 2

Artifacts 3

Mew folder

Folder: New folder (2)

Make New Folder Cancel

2022
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| received this confirmation:

Export Results X

0 folder(s} and 5 file[s] exported successfully.
673859 bytes copied.

10. Make an Image
| used FTK Imager to make an image of each Artifacts folder by selecting
“Create Disk Image”.

] AccessData FTE Irnager 4.2.1.4
| File | Niew Mode Help
£ Add Evidence tem..,
B Add Al Attached Devices
By Image Moupting...
Berncve Evidence Rem
& Remove All Evidence ltems
IQ Create Disk Image... I
Doport Dtk Irmage...
E ©port Logical Image (2D1)...
& Add to Custom Content Image (AD1)

Create Custorn Content Image (ADN
Decrypt ADT image..,
verify Dmveflmage...

mm Capfure Memaory...

Obtain Protected Files...

' @

Detect EFS Encrgption

L] Export Files...
] Export File Hash List...
Expeort [iirectory Listing

Exit

Next | selected Contents of a Folder and this confirmation popped up. |
selected “Yes”.

FTK Imager

folder. The image created will include only lagical files. It will
not include any file system metadata, deleted files,
unallocated space, etc. It cannot be converted to a sector
image (such as .E01) because it does not store sector
infarmation.

o You have chosen to create a logical image of the contents of a

Although logical images can be examined in FTK Imager 2.x or
newer, FTK 1.x only supports AD1 images in version 1.62.1 and
newer,

Do you want to continue?

14
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| selected the Artifacts 1 folder to image and exported the image to Image

3_Artifact 1 folder located C:\Users\IEUser\Desktop

Browse For Folder *

Select the destination folder for the image

> o2 DVD Drive (D:) L]
» [_} Network

Artifacts 1

Artifacts 2

Artifacts 3

Image 3_Artifacts 1

MNew folder

Folder: | New falder (2) |

| Make Mew Folder | [ oK Cancel |

| received these confirmations:

Creating Image... = >

Image Source: | C:\Users\IEUser\Desktoph\Artifacts 1 |

Destination: | C:\Users\[EUser\Desktop\Image 3_Artifacts 1‘!.135k1_expire|
Status: | Image created successfully |
Progress

Elapsed time: | 0:00:00 |

Estimated time left: | |

Image Summary ... |

5| Drive/Image Verify Results —

B
Marme task1_expirernent3.e01.ad1

E MD5 Hash
Computed hash
Report Hash
Verify result

E SHA1 Hash
Computed hash
Report Hash
Verify result




| repeated these steps for the Artifacts 2 and Artifacts 3 folders.

Artifacts 2:

Browse For Folder

Select the folder to add as evidence

Browse For Folder *

Select the destination folder for the image

> oo DVD Drive (D:)

» |_j’ MNetwork
Artifacts 1
Artifacts 2
Artifacts 3
Image 3_Artifacts 1

Mew folder

¥ E_’ Metwork ~
Artifacts 1
Artifacts 2
Artifacts 3
Image 3_Artifacts 1
Mew folder
| Image 2_Artifacts 2| |

Folder: Artifacts 2

Folder: | New folder (2) |

OK

I | Cancel

I Make Mew Folder I | OK | | Cancel |

Creating Image...

*

Image Source: | C:\Jsers\[EUser\Desktop\Artifacts 2

Destination:

| C:\Jsers\[EUser\Desktop\Image 3_Artifacts 2‘!.135k1_ex|:u’re|

Status:

| Image created successfully

Progress

Elapsed time:

Estimated time left:

Image Summary...

| 0:00:00

i Drive/lmage Verify Results

=
Mame

El MD5 Hash
Computed hash
Report Hash
Verify result

El SHA1 Hash
Computed hash
Report Hash
Verify result

task1_expirement3.el1.ad1

Match

101 cd20dealdadbeadeTe3Deehsh

dea2dadbeadered0echsb
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Artifacts 3:

Select File

Evidence Source Selection

Please enter the source path;

Browse For Felder

Select the destination folder for the image

Artifacts 1

C:\Users\IEUser\Desktop Atifacts 3

| Artifacts 2

prtacs?

Mew folder

Image 3_Artifacts 1
Image 3_Artifacts 2
Image 3_Artifacts 3

Folder: | MNew folder {2)

| <Back | Finsh |

| f— | | Help | |MalneNewFolder |

Creating Image...

= X

Image Source: | Ci\Users\IEUser\DesktophArtifacts 3 |

Destination: | C:\Users\[EUser\Desktop\Image 3_Artifacts 3‘!,135k1_expire|
Status: | Image created successfully |
Progress

Elapsed time: | 0:00:00 |

Estimated time left: |

Image Summary... | I Close |

7 Drive/Image Verify Results

B
Mame

B MDS5 Hash
Computed hash
Report Hash
Werify result

B SHA1 Hash
Computed hash
Report Hash
Verify result

task1_expirement3.e01.ad1

4763e4a552b4d1d4f92d3186c4b0bf2b

A70Bedas52b4d1d4f92d3186cdb0bfi2b

Match

945bdbh5b7dc24del2d718ca3




11. Analyze the Recovered Files
Following the same steps listed in Step 4, | analyzed the contents of
Artifacts 3 and screenshotted my results.

BN C\Windows\System32icmd.exe

ows [Version 108.8.17
osoft Corporation. All

Results
When using RBCmd.exe to analyze the files located in my SID folder in
SRecycle.Bin | received the following results:

Artifacts 1:

BN C:\Windows\System32hemd.exe

https thub.com/E Zimmerman/RBCmd

Command line: -d Artifa 1

Warning: Administrator vileg not found!

Looking for files in Artifacts 1

Found files. Processing...

Unknown header @x/°! Send file to iczimmerma 3il.com so support can be added
Source file: Artifacts 1\$IF2CIPE.exe

Version: (Windows 1

File size:

File name: C: ownloads\DropboxInstaller
Deleted on:

Processed out of files in seconds

Failed fil
Artifact




Artifacts 2:

B C\Windows\System32\cmd.exe

Command line: -d A

Warning: Administrator pr g not found!

Looking for files in Arti

Found files. Processing...

Unknown header 8x1°! Send file to : il m so support can be added
Source file:

Version

File s

File name:
Deleted on:

Processed out of files in seconds

Failed files

B C:\Windows\System32\cmd.exe

os Windows [Ve on 16.8.

>RBCmd.exe -d "Artifacts 3

Command line: -d

Warning: Administrator

Looking for files in

Found  files. Processing...

Unknown header @x'-! Send file to iczimme 1l.com so support can be added
Source file:

Version: (Windo

File s

File name:
Deleted on:

Processed out of © files in seconds

Failed files
T

\Users\IEUser\Desktop>

RBCmd.exe successfully recovered metadata from SIF2CJPE in each Artifacts
folder and failed to cover data from $I30. The contents of the SR files matched
the contents of the file specified in RBCmd.exe
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Analysis
The information that RBCmd.exe recovered from each folder was identical.
Despite being three different folders, they had the same version, file size, file
name, and deleted date. From these results we can infer that the content and

metadata of a file remain unaffected by the allocated space of the Recycle Bin
changing.

VI. Reflection

Changing the size of the Recycle Bin while a file is in it has no effect on its Sl or SR files.
The metadata located in the Sl was still able to be extracted and showed no signs of
being manipulated or altered.
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