BRIAN GIBBS vBa, Ms CYBERSECURITY, CISSP, CCSP, CCSA, QTE

San Diego, CA | briangibbs@gmail.com | 619-751-2709

CHIEF INFORMATION SECURITY OFFICER (CISO)/ CHIEF TECHNOLOGY RISK OFFICER

Strategic Cyber Security Risk Management Executive, who is proactive and innovative, understands sound
risk management principles and business requirements and is ready to offer leadership to identify and
mitigate risk and implement strategic business solutions that improve performance and transform
operations. Strength in assessing, defining, advocating, and driving the adoption of risk management
strategies, controls, and models that have enabled organizations to comply with evolving regulatory
requirements, advance cybersecurity, strengthen the resiliency of computing ecosystems, and achieve

cultural transformations.

CORE COMPETENCIES

Strategic Planning and Execution | Governance Structure Development | Risk Identification and
Assessments | Cybersecurity & IT Infrastructure | Information Risk Management | Technology Risk | IT
Governance and controls | Information Security / IT Security | Regulatory Compliance| Internal Audit and
Controls | Program / Project Management | Systems Implementation| Board Reporting | Global
Operations | Controls Optimization | Budgeting and Forecasting | Process Improvement | Business Unit

Risk

PROFESSIONAL EXPERIENCE
WORLD WIDE TECHNOLOGY, San Diego, California 2022 - Current
Security Strategist
In a pre-sales capacity, develop and continually improve security programs, systems, strategies,
infrastructure, and customer policies. Execute risk, business impact, control, vulnerability, and risk
assessments for review. Direct technology metrics and performance monitoring, annual assessments, risk
management, disaster recovery, and customer process improvement. Develop, train, and mentor

customers. Delivered information security awareness, education, and training to support key stakeholders.

TRIDEN GROUP INC,, San Diego, California 2020 -2022
Chief Information Security Officer CISO

Developed, implemented, and continually improved security programs, systems, strategies, infrastructure,
and policies. Executed risk, business impact, control, vulnerability, and risk assessments. Directed

technology metrics and performance monitoring, annual assessments, risk management, disaster recovery,
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and process improvement. Developed, trained, and led a top security team. Delivered information security
awareness, education, and training to support key stakeholders.

e Ledthe Information Security team to develop and implement a comprehensive information security
program that included risk management, data privacy, incident response, vendor management,
access control, network security, web application security, and infrastructure hardening.

e (reated and implemented the cyber security framework, including policies, standards, procedures,
and controls to minimize cybersecurity risks and threats. Drove detection, response, and recovery
for cyber security incidents

e Overlay with Sales teams to assist with pre-sales efforts and statements of work

SOFTCHOICE INC,, San Diego, California 2019 - 2020
Pre-Sales Sr. Cybersecurity & Hybrid IT Solutions Architect

Encouraged clients to evaluate their current approach to using technology securely. Facilitating the safe
adoption of Hybrid IT strategies and deploying related technology innovation inside businesses.

e Dramatically improved IT security by leading business alignment initiative and implemented 100%
of the organization’s originating Information Security & Technology Policy governance
documentation sets

e Provided architectural including Security - Software, phishing, and penetration testing solutions

for customers across many verticals including, Healthcare, Infrastructure, Financial, and Retail

AMERICAN SPECIALTY HEALTH INC,, San Diego, California 2015-2019
Healthcare / Insurance / Population Health
Director, Systems Administration, IT Operations & Cybersecurity
Developed innovative information technology/security management architecture and created new
DevSecOps team to provide agility in working with development, driving digital transformation with more
automation and self-service tools, introduced Azure PaaS to development, virtualize the datacenter from
40% physical to over 90% virtual
e Drove technology innovation integration by migrating from MPLS to DMVPN solution to save 50%
costs of WAN solution
e Led negotiation with high-stake clients that led to large contracts for better value to the business
including Microsoft and VMware, and brought two new buildings online.
e Managed $9 million Operational budget, $5 million Capital budget and Vendor Management
e Maintained compliance standards for HIPAA, PCI, and SOX
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EARLIER WORK EXPERIENCE:
SEQUENOM, INC., San Diego, California 2012 - 2015
BioTechnology IT Manager Infrastructure & Cybersecurity
BRIDGEPOINT EDUCATION, INC,, San Diego, California 2010 - 2012
Enterprise IT Systems Supervisor & Cybersecurity
LANSOLUTIONS, LLC,, San Diego, California 2007 - 2010
Systems Integrations Senior Cloud & Cybersecurity Engineer
WEBSENSE, INC,, San Diego, California 2005 - 2007

Information Technology - Systems Infrastructure Worldwide Systems Administrator II

EDUCATION

Master of Science Cybersecurity | GEORGIA INSTITUTE OF TECHNOLOGY
Master of Business Administration - Applied Management | INDIANA WESLEYAN UNIVERSITY
Bachelor of Science Degree in Business Information Systems | INDIANA WESLEYAN UNIVERSIT

PROFESSIONAL TRAINING AND CERTIFICATIONS

CompTIA- A+, Network+, [-Net+, Security+
ISC2 - CISSP, CCSP
Digital Directors Network - Boardroom Certified Qualified Technology Expert (QTE)
National Association Corporate Directors - NACD Accelerate Program Candidate
SecurityStudio - Certified virtual Chief Information Security Officer (CvCISO-1, CvCISO-3)
ECFirst - Certified Cyber Security Architect - CCSA, Certified Cyber Compliance Specialist - CCCS

ITIL - V3 Foundations
Microsoft - MCP, MCSE 2000/2003, MCSE:Security 2000/2003, MCTS Server 2008, MCITP
Microsoft Certified: Azure Solutions Architect Expert valid until November 2022
Microsoft Certified: Azure Administrator Associate valid until September 2022
Microsoft Certified: Azure Security Engineer Associate valid until March 2023
Microsoft Certified Solutions Expert: Cloud Platform and Infrastructure 2018

VMware - VMware Certified Professional - VCP310, VCP410, VCP5, VCP6, VCP6.5
VMware NSX - VCP-NV 2019 & 2020, and VMC on AWS Master Competency

VMware VCAP-NV 2020



