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“Our own information is being weaponized against us with military efficiency.”  

-Tim Cook, CEO, Apple Inc.  

 

 

I. Introduction 

People across the world use digital services. Our lives rely on these services for 

information, entertainment, commerce, and jobs. To our joy, many of these online services are 

free for personal use. How are these incredibly complex and innovative services built, 

maintained, and funded? The primary answer is revenue from advertising space sold across the 

platforms. However, this is only one of the many sources of revenue. Another source of revenue 

for these online services is the sale of information generated from website visitors and active 

users (Violino). Advertisers purchase this powerful data that allows for more relevant ads to be 

placed in front of the relevant user and thus, there is a potential for increased sales. Consumer 

data collection has an economy. Much like the stock market, there exists firms which specialize 

in selling information collected from web-marketing firms to the potential advertiser. With web 

services becoming increasingly mature and complex, the data that they generate has created an 

entirely new information economy that has profound impacts on economics, consumer ethics, 

and scholarly research. 
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II. Information Gathering Methods 

Much of the information that an average consumer of Facebook, Twitter, Instagram or 

any other social web-service is willingly provided by the consumer for the purpose of sharing 

with other friends. This public data can be accessed by anyone including other platforms and 

governmental agencies (van Dijck 197). Van Dijck describes consumer data as currency to 

compensate for the use of these services. This is totally tolerated and comfortable for most 

people. This phenomenon has been coined the term datafication by Mayer-Schoenberger and 

Cukier, authors of a paper evaluating implications for Big Data. Rationalizing this exchange of 

information for services method with the rewards program of a grocery store providing coupons 

for the goods that you purchase allows us to compare the methods with similar mechanics. Many 

of these data acquisition and analysis algorithms remain the proprietary property of the 

corporation that develops them. For this reason, comparison to other like methods is used. United 

States Patent No. 5974396 outlines a method by which consumer information is gathered and 

analyzed. This method groups consumers into like relationships known as clusters. These 

clusters are then compared with like product clusters by an analysis algorithm. Resultant data is 

then translated and prepared as a report of consumer profiles for marketing teams to create 

promotions for the clusters of customers (Anderson, Hargreaves and Hoellig). In this method, all 

of the data is sourced from every swipe of a loyalty card or login to a service when purchasing 

items. More advanced methods could be used to identify customers if they do not present a 

loyalty card or account at the checkout. This presents an ethical argument into whether the 

customer consents to shopping data analysis when choosing to shop at the retailer. Such 

argument will be addressed later. Online shopping websites utilize information from your 

account login, IP address, which is used to geographically identify a user, and cookies, which are 
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local pieces of information a website stores to a user’s device. These online methods allow an 

almost complete set information on where, when, and what a user does on their service. This data 

is then relayed over the internet back to the service’s data bases for analysis and storage. By 

simply using the service, any user, whether logged in or not can be tracked.  This aligns with the 

concerns of the physical data collection method. 

III. History and Application of Consumer Information 

The sale and gathering of consumer data is not a new practice as it may appear so to the 

populous. The April 10, 2018 testimony of Facebook CEO Mark Zuckerberg to the Senate 

commerce and judiciary committee was heavily covered by media outlets due to its relevance 

regarding the 2016 presidential election. This sparked increased consumer awareness of data 

collection practices (Lapowsky). In reality, consumer data collection has been a practice since 

the dot com era of the early 2000s. Consumers were aware of their information being collected 

but didn’t know and understand what purpose it served (Taylor 631-632). Online retailers have 

been long experimenting and tuning their algorithms to suggest product recommendations and 

dynamic pricing based on previous purchases, clicks, and wishlist items. Amazon was criticized 

in 2000 for using their customer information to sell DVD’s at different prices to different 

customers. Ultimately succumbing to public outcry, the company refunded the affected 

consumers and apologized (Taylor 631). This early practice foreshadows the amount of 

advancement that has taken place in data collection and recommendation algorithms in the two 

decades since and incites reasons for concern and in-depth investigation in 2019. 

IV. Economic Impacts of Consumer Information 

The economic benefits of big data are immense and still largely untapped by firms of 

small to medium size. Smaller firms experience a high cost on implementing big data into their 
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products and services and thus create a technology and revenue gap between firms that are large 

and firms that are small (Kshetri 1136). Small businesses could continue to dissolve because 

competition with larger firms for sales, quality of customer service and customer knowledge 

would become to immense. Consumer price discrimination is also a potential outcome of big 

data. A consumer’s age, demographic, income, race and many other variables could be used to 

sell the exact same product for a different amount of money in order to drive sales of the product 

(Kshetri 1137). This practice serves to increase revenue for firms that take advantage of big data. 

Creating a different kind of economy, big data sales and brokering of data (as mentioned in the 

introduction as a data economy) could become an even bigger multi-billion-dollar business when 

insurance companies leverage more information about their customers. This information can be 

used for underwriting policies with increased amounts of detail, which can either lower or raise a 

particular customer’s policy and premium based on this new metric of risk as Kshetri claims in 

an example with life insurers. In a turn of tables, consumers can utilize big data aggregation 

services to their advantage. Examples include Google Flights or Expedia to hunt for the best 

prices in flights, hotels, and rental cars, which is a notorious market for large fluctuations in 

price. Other data aggregation services include web browser extensions that scan for data 

contained within online shopping websites. These services compare all prices found online for 

the same product and recommend the least-expensive retailer. The information trade off also 

exists in these models as well. By allowing a browser extension to monitor all your shopping 

activity, they have a robust source of consumer data to take advantage of. Consumer data also 

allows for firms to research ways to improve their environmental impact in relation to demands 

of their customers. Kshetri cites a 2013 paper by computing giant IBM that explains how the 

Dannon yogurt company used consumer data to better forecast their demands, reduce wasted 
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product, have more satisfied customers, and overall, save the company money. Consumer 

information can save the consumer money, the corporation from wasting resources and product, 

and reduce overall environmental impact. However, the consumer can be taken advantage of and 

profit can be obtained from data that may not always be consented to. In all of these models there 

exists a trade-off that essentially encompasses this question: What amount of my personal 

privacy am I willing to sacrifice for these free services? 

V. Research Applications of Consumer Data 

There exist many means for profiting and saving money from the use of consumer data,  

but there also exists numerous opportunities for scholarly research based on consumer data. 

Consumer search information could be parsed real-time to identify outbreaks of any sicknesses 

or symptoms in certain geographical areas. Google has even claimed that their services have the 

ability to predict outbreaks better than state health agencies (van Dijck 204). This advanced 

warning allows for faster notification of the related parties in government and at the Centers for 

Disease Control to investigate the outbreak and to prepare a recommendation of treatments, 

vaccines, and medicines available when forces arrive. Facebook is already using their massive 

platform of users around the world to identity areas of natural disaster. With the launch of their 

crisis response feature allowing users to mass-notify friends of their safety. Child protective 

services can utilize social media streams aggregated by a service to identify areas of potential 

hazard to children and to identify persons that contribute to such hazards. In another public 

service case, civil engineers can source traffic data provided by navigation and mapping 

applications to better design new roadways and alleviate congestion at critical hours of the day 

(van Dijck 203). With these examples, there exist many unlimited opportunities to discover new 

trends that were previously not known to exist. It is clear that collection of consumer information 
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can allow for research on populations that has never been undertaken before. Consumer data 

allows advanced understanding of human behavior and of the world around us. The question that 

remains is, will our data always be used for such benefits? 

VI. Ethical Considerations of Consumer Data Collection 

The elephant in the room when it comes to consumer data, is the use of the 

data and its impact on a person’s personal privacy. Where does data collection cross the line to 

where a service knows more about a particular customer than the customer realizes themselves? 

What organization governs the services that are caught misbehaving with consumer information? 

What happens when there is a data breach and customer details are stolen? Who is at fault; the 

consumer who used the service, or the service for maintaining the security of the information? 

Many services have enacted privacy policies which are baked into the terms of use clause 

forewarning users when they visit. This sort of legal protection protects the service, but not so 

much the consumer. Apple Inc. regularly praises itself as a champion of consumer information 

privacy. A famous case in 2015 involving the attempted retrieval of data from an iPhone 

belonging to a suspected murderer resulted in Apple refusing to create any tools to undermine 

the iPhone’s security measures for fear that a backdoor in this case would open up many more 

backdoors in the future. Apple fought for the security of their customer’s information and used 

the opportunity to communicate their stance towards consumer information privacy. This stance 

remains popular for customers and many other software and hardware manufacturers have made 

strides to build in increased security and privacy measures for the customer’s piece of mind. 

Unfortunately, there still remains the discussion about services that do not champion these 

ethical decisions and practices. Google, the internet conglomerate and search provider, 

responded to consumer criticism outlining the control and access to the data that Google has on 
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their users. This prompted Google to create a tool that allows any user to download and fully 

inspect their Google data for their peace of mind. Many of these internet services play a double 

role. A role towards consumers championing data security and privacy, and one towards 

shareholders and interests of their advertising customers. The driving force of this practice is to 

continue the information stream from consumers at whatever cost because the consumer ensures 

the survival of this business. Profit driven consumer data collection needs to be reevaluated for 

its significant impact on what we deem as corporate ethics and how ethical misuses could 

contribute to massive revenues. 

VII. Conclusions 

In conclusion, the advent of consumer data collection has changed the landscape of business, 

ethics, and technology in the 21st century. Consumer data has huge influence on the things we 

purchase, the advisements we see, and how we see ourselves. It has profound impacts on the 

world economy and on many localized economies. Consumers have voluntary provided this 

information largely unaware of its purpose and impact on their future purchasing choices. Better 

advocacy for the processes and ethics involved with consumer data collection should be made so 

that consumers can make their own decisions regarding their information. Legislation should be 

proposed that forces services to disclose the purpose of information collection in the event that 

information misuse occurs. This consumer information presents new and exciting opportunity for 

research and benefit but comes with dangerous opportunity for misuse and exploitation. For this 

reason, more research should be conducted in the fields of economics and ethics in regard to 

these concerns. 
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