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Assessment Architecture

Command & Control
Communication from the virtual appliance to the RISC Networks Data Center is performed using 256-bit SSL encryption. The command and 
control interface that exists allows us to instruct each remote appliance with a set of predefined commands. The command and control 
interface is not remote access to the appliance, but rather a controlled, monitored, and logged interface that enables us to deliver the most 
comprehensive analytics engagements possible anywhere in the world.

We do not support engagements that utilize web filtering or proxy servers. The virtual appliance requires “proxy-free” access to the Internet via SSL 
(TCP port 443). If needed, the customer may limit access to the following URLs, which are assigned to our websites in our global data centers:

 � US / North and South America – orchestration.riscnetworks.com (107.21.217.24, 54.163.229.17)

 � US / North and South America – initial.riscnetworks.com (54.243.221.102)

 � US / North and South America – dataup.riscnetworks.com (54.163.224.59, 184.73.214.157)

 � US / North and South America – app1.riscnetworkws.com (50.17.235.104)

 � US / North and South America – backupapi.riscnetworkws.com  (54.163.226.58, 54.163.224.152, 50.16.213.191)

If requested by the customer, a RISC Networks Service Delivery Manager, who will be identified to the customer as such, can provide remote 
diagnostic support for virtual appliances. This access is only performed at the request of the client. No service delivery personnel, other than 
senior managers, have the ability to perform these diagnostics and they are only performed at the request of the customer.

Analytics log updates and communications
Communication is critical for a successful engagement. RISC Networks provides a secure online portal for customers and partners to communicate. 
All communication input into the portal is archived in the North American Data Center in the United States. For this reason, no personal data should 
be put into the log as that data will leave the respective theatre. Information that is sensitive should not be placed into the log file. Credentials 
such as SNMP Strings, Windows Passwords or CUCM and VMware logins should only be placed in the local appliance through the web interface.

If RISC Networks personnel review Analytics data, whether as part of an engagement or at the request of a customer or partner, this data 
must necessarily travel to the United States. This review is optional. 

Data handling and security
All data is uploaded from the virtual appliance to the RISC Networks NOC using 256-bit SSL encryption. Before being uploaded the raw data 
is encrypted using a 2048-bit asymmetric public key. Data uploads will occur on regular intervals in order to limit the upload size. 

Sensitive credentials, such as windows passwords, SNMP strings, VMware login information, Cisco CallManager credentials or any other 
secure credential entered into the appliance during the bootstrap process are never uploaded. These credentials stay in the virtual appliance 
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and are used by the local processes on the appliance. RISC Networks delivery engineers never know or have access to the credentials used 
to bootstrap the appliance.

Once the secure, encrypted data upload is complete, the encrypted raw data is stored in a secure repository that is not directly accessible 
from the Internet. RISC Networks provides full auditing for every access of this data on request. Customers may request a complete audit 
trail of anyone who accesses their raw data, their final reports for download, and deletion of raw data and final reports.

The encrypted raw data is accessed by RISC Networks’ UCEL reporting engines and is decrypted, stored in transient database instances 
and accessed for report generation. Final reports are placed into storage and accessible only through the RISC Networks secure web portal 
for download by customers and partners.

Raw customer data is held in RISC Networks’ NOC for a period of 90 days after the engagement has ended. After 90 days, the data is deleted 
and the storage device that data was stored on returns to the pool of data storage available for other RISC Networks’ engagements. When 
a storage device has reached the end of its useful life, procedures include a decommissioning process that is designed to ensure customer 
data are not exposed to unauthorized individuals. RISC Networks storage device are decommissioned using the techniques detailed in DoD 
5220.22-M (“National Industrial Security Program Operating Manual “) or NIST 800-88 (“Guidelines for Media Sanitization”) to destroy data 
as part of the decommissioning process. If a hardware device is unable to be decommissioned using these procedures the device will be 
degaussed or physically destroyed in accordance with industry-standard practices

Data confidentiality and compliance
Privacy and security of Customer’s information, including personal data, are a primary concern for RISC Networks. RISC Networks’ data 
centers adhere to strict regulatory compliance standards such as:

 � PCI DSS Level 1

 � SAS 70

 � ISO 27001

At the end of any engagement, RISC Networks anonymizes data for aggregation reporting. RISC Networks does not collect personal user 
data such as:

 � User logins or passwords

 � Data Files (office documents, text files, etc.)

 � Email Files

 � Database Files

 � Any files containing user information

 � Application payload information

To the extent that any particular engagement requires the processing of personal data in the EU and their subsequent transfer outside of 
the EU, RISC Networks, will, as a data processor, upon request, enter into the EU Standard Contractual Clauses for the transfer of personal 
data to third countries. In addition, RISC Networks is classified as a “Data Processor” under EU privacy laws and shall act only on instructions 
from its Customer and will have adequate technical and organizational security measures in relation to the processing of any personal data.
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Data anonymization and aggregation
In order to continually improve the RISC Networks experience for customers around the world, RISC Networks will anonymize customer 
inventory and performance data and aggregate them in a data warehouse at the completion of every engagement. This data warehouse 
is then used to build models that provide valuable insight for customers as they attempt to determine their relative performance from the 
overall IT population.

Data Resource Sample: Statistics show you are likely having back-up failures right now. Why?

Are you one of the 57% with back up failures? Find out before it’s too late.

Data based on 3467 Servers from 117 assessments

RISC Networks archived data consists of inventory information (without IP addresses, serial numbers, or hostnames), and performance 
metrics. Any identifiable characteristics are stripped and only performance metrics and or anonymous asset information is kept.

Customers can request that their data not be aggregated by emailing support@riscnetworks.com within 10 days of the completion of the 
engagement. These requests will be positively acknowledged but must be made after the engagement has completed.

Servers with backup failures Networks where at least  
one server has errors

Servers with failures on  
one network
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Analytics Engagement Process

Discovery Phase

Process

The virtual appliance performs network discovery using standard network mapping software. The virtual appliance probe interface will only 
scan the subnets that are provided to RISC Networks by the Customer and/or Partner in order to determine what devices in the network are 
available to participate in the Analytics engagement. This stage of the Analytics engagement is designed to introduce minimal amounts of 
traffic onto the network. A class B subnet typically takes about 2.5 hours to scan.

Protocols

The virtual appliance utilizes the following protocols to discover the existence of network devices during the discovery phase of the Analytics 
engagement:

 � ICMP echo

 � UDP echo (port 161) 

 � TCP Connect (ports 135, 80, 8443, 62078)

Security

As part of the Discovery Phase the virtual appliance will test SNMP credentials on all devices that meet eligibility requirements for access 
on UDP port 161. This will utilize SNMP v1, SNMPv2, or SNMPv3 to query the devices using the SNMP strings or credentials entered while 
bootstrapping the virtual appliance. RISC Networks does NOT perform OS Fingerprinting or aggressive port scanning techniques to determine 
all open ports on machines within the network. Port scans are limited to the TCP and UDP ports listed in the “Protocols” section above. In 
addition, RISC Networks does NOT “spider” the IP network. Scans are limited to the subnets requested by the Customer and/or Partner and 
are not based on routing table or neighbor information unless requested by the Customer.

Inventory Phase

Process

The Inventory Phase starts with detailed SNMP inventory collection on all devices that were accessed successfully with an SNMP strings 
during Discovery. This includes routers, switches, firewalls, Linux/Unix servers, etc. The amount and type of information collected is dependent 
on the device type and manufacturer. After all SNMP capable devices are fully inventoried, Windows Inventory begins by testing Windows 
Management Instrumentation (WMI) authentication on all devices meeting eligibility requirements. All Windows workstations and servers 
that are accessible via WMI are then inventoried as well as having their network connections documented. If the Analytics engagement is a 
Cisco Unified Communications Analytics engagement, CallManager information is pulled at this time. This information includes phone, dial 
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plan, and service information as part of the inventory. Finally, if the engagement is a Data Center Analytics engagement, inventory information 
is pulled from ESX or vCenter servers via the VMware vSphere API. At the conclusion of the Inventory phase, all data is exported, encrypted, 
and uploaded via a secure SSL connection to RISC Networks’ NOC for inventory analysis and report generation.

Protocols

SNMP v1, v2, and v3 are used to query information on all SNMP capable devices. WMI is utilized to access all Microsoft Windows servers 
and workstations for inventory purposes. Cisco CallManager information is obtained using the Cisco Systems AXL interface. AXL is an XML 
based web service that allows secure access to CallManager configuration and performance information. VMware information is accessed 
using the VMware vSphere API. The following URLs and ports are accessed on equipment at the customer site and must be accessible in 
order to perform the engagement.

 � SNMP – UDP port 161

 � WMI – TCP port 135 and other dynamic ports as per Microsoft implementation

 � AXL

 � CallManager 5.X (and later):

• https://x.x.x.x:8443/axl

• https://x.x.x.x:8443/perfmonservice/services/PerfmonPort

 � CallManager 4.X:

• http(s)://x.x.x.x/soap/astsvc.dll

• http(s)://x.x.x.x/CCMApi/AXL/V1/soapisapi.dll

Security

Inventory data includes information regarding OS levels, hardware configuration, installed applications, Microsoft Office and Windows product 
keys, serial numbers, Windows Event Viewer logs, network connections, topology information, and Layer 2/Layer 3 network information. 
This information is used in order to verify best practices are being met and that devices are properly upgraded to their required levels. In 
addition, it is used to create a network topology map that outlines the current state of the network so that the Customer and/or Partner can 
work from a current, real-time picture of the network. The following types of information are NEVER collected by RISC Networks:

 � User logins or passwords

 � Data Files

 � Email Files

 � Database Files

 � Any files containing user information

 � Actual application traffic



8

Performance Phase

Process

Once the initial inventory has been confirmed, performance collection occurs on all SNMP accessible network infrastructure devices as 
well as all Windows servers accessible via WMI. Performance statistics are accessed at an interval of no greater than 1 sampling every 5 
minute interval. At the end of the performance phase, all data is uploaded to RISC Networks’ NOC for processing.

Protocols

SNMP, WMI, AXL, and SOAP are used to collect performance information.

Security

There is no additional security information that differs from the inventory phase of the Analytics engagement during the performance phase.
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Virtual Appliance Security

Advanced Operating System
The virtual appliance runs an advanced proprietary embedded operating system. This system was developed based on the widely adopted 
2.6 Linux Kernel.

No access to the appliance is allowed with any protocol with the exception of a RISC Networks management session and those connections 
initiated by the appliance itself. SSH and ICMP are allowed but are used solely for connectivity testing and troubleshooting.

Technology built into RISC Networks’ system allows for a stateful operating system on the virtual appliance for the duration of the assessment. 
For this reason it is recommended that the virtual appliance be deleted at the successful completion of an assessment following the 
customer’s process for data handling and deletion.

Encrypted Credentials
Customer security and the proper handling of network credentials are of the utmost importance to RISC Networks as well our partners 
and customers. To guarantee this security, RISC Networks has implemented the following features with regards to handling credentials:

 � Credentials are encrypted immediately upon being entered through the appliance web interface.

 � Credentials remain encrypted on the appliance for the duration of the assessment and will be deleted at the time the appliance image is 
delete from memory.

 � Credentials are NEVER uploaded to RISC Networks’ NOC.

Data Handling
All device performance and inventory data on the appliance is encrypted using 256 bit encryption prior to being sent via SSL to the RISC 
Networks NOC. The RISC Networks encryption keys are rotated on a monthly basis for added security. Raw data for analysis is maintained 
with the RISC Networks NOC for a period of 90 days at which point it is permanently deleted from memory. 

The retention period is strictly for allowing additional analysis of the data as well as additional reporting that may be purchased for the 
engagement. Upon written request on a per assessment basis the RISC Networks NOC will delete data prior to this date if desired.
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Engagements Operations & Security

TrafficSim
RISC Networks TrafficSim engagements require the use of RISC Networks’ virtual appliance to simulate and evaluate the performance of 
real time traffic on the network. Virtual (or physical) RN50 appliances must be deployed and register with the RN150 appliance. These RN50 
end points operate as the termination points of a simulation. 

CISCO Unified Communications
The Cisco Unified Communications Analytics engagement requires a Unified Communications Manager AXL username and password. Although 
this username and password combination can be a user within the ‘Super Users Group’ only ‘AXL API Access Group’ is required for CUCM 5.X and 
later. It is recommended to setup a temporary AXL user where possible which then can be deleted at the completion of the Analytics engagement.

Cisco Unified Communications credentials entered on the appliance web interface are encrypted and handled in the same manner as Windows 
and SNMP credentials. All are maintained on the virtual appliance for the duration of the assessment and until the virtual appliance is deleted.

TrafficWatch
RISC Networks’ TrafficWatch module is used to capture actual network traffic and report on traffic profiles within the network. There are 
three methods of deploying TrafficWatch, NetFlow capture, SPAN (Port Mirroring) capture, and Promiscuous Mode Mirroring capture. 

NetFlow is a protocol designed for network monitoring. It aggregates traffic statistics based on layer 3 and layer 4 flow information in 
order to determine the top talkers in the environment, and to describe the various protocols and interactions taking place. Devices with 
NetFlow enabled will gather and record flow statistics and periodically push this data to the virtual RN50 appliance. Because NetFlow data 
is aggregated, and does not include packet contents, the relative volume of data is small. Cisco NetFlow technology provides accounting 
records only for traffic. No user traffic is captured. Only a record of the traffic (source and destination IP, source and destination port, 
protocol, bytes, duration) is available.

SPAN (Switched Port Analyzer), copies traffic from one or more ports, one or more EtherChannels, or one or more VLANs and sends the 
copied traffic for analysis to a physical RN50 appliance.

Promiscuous-Mode Mirroring will expose inter-VM traffic on a VMware virtual switch for collection by the RN50 virtual appliance. It is similar 
to using a physical RN50 on a physical switch to collect mirrored traffic using SPAN, yet is specific to the VMware virtual switch. Traffic 
flowing through the virtual switch will be mirrored, and captured by the RN50 virtual appliance.

The virtual appliance does not record any user payload information for use in its analysis. Deep packet analysis that is required is done 
on the virtual or physical appliance itself as part of a protocol decoder and is used only for statistical analysis. For example an HTTP GET 
followed by an HTTP 200 OK message would represent the duration of a web site download. This level of analysis may be performed by 
the virtual appliance but the details of the web page itself, including user input data or return data, are not reported to the virtual appliance 
for processing.
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Data Center Analytics
Data Center Analytics are included in your Solution Mapper assessment. These add VMware inventory and performance data as well as Fibre 
Channel inventory and performance data as additional data sets. For VMware, RISC Networks utilizes the VMware published vSphere API 
in order to collect information from vCenter and individual ESX servers. For ESX servers, the root password is normally required to access 
the vSphere API. Access to the vSphere API can be tested by pointing a web browser to: https://x.x.x.x/mob

This URL will return a login prompt that will verify the credentials required to access the vSphere API. RISC Networks does NOT use root 
credentials to log onto ESX or vCenter servers. The API is the only access that RISC Networks has to the VMware environment.

SNMP is used to collect information from Fibre Channel switches. RISC Networks does NOT directly access the Fibre Channel network via 
taps or any other sniffing tools. SNMP read-only access to Fibre Channel infrastructure is required for RISC Networks to collect information.

Netstat Collection for Microsoft Windows Platforms
The section covers the collection of netstat information from Windows platforms during a RISC Networks engagement. Collection of netstat 
information is optional, and not included by default.

What is netstat?

Netstat is a utility for reporting statistics from the operating system network stack. This utility has been implemented for virtually every 
major operating system, including Microsoft Windows NT, GNU/Linux, Apple OS X, BSD, and Oracle/Sun Solaris. Most implementations 
can report on a wide range of statistics, but the most common use of the utility is to provide a list of listening ports or active connections.

More information on the Windows implementation of netstat.exe can be found at: http://technet.microsoft.com/en-us/library/bb490947.aspx

How is netstat being used?

Information from netstat is used by the RISC Networks platform to provide a finer-grained view of workload dependencies. While dependency 
mapping does not rely upon the collection of netstat information, it can be utilized for a much more in-depth view of your workload and 
application interactions.

Collection of netstat information is an add-on component of the existing Windows performance information collection, and utilizes the 
credentials already in place. No additional credential information is required.

How is netstat information gathered?

The RISC Networks RN150 appliance utilizes the winexe program to collect netstat information from Windows hosts. This is an open-source 
utility for GNU/Linux designed for executing commands on remote Windows hosts. Information and source code for winexe can be found 
at: http://sourceforge.net/projects/winexe/

The RISC Networks RN150 appliance includes winexe-1.0.0, compiled from the official source code package available at the URL above. 
This includes Samba (SMB) version 4.0.0alpha11.

The winexe program executes commands issued from the RN150 appliance on remote Windows hosts and returns the command output to 
the appliance. In order for this to work, winexe will install a service on the remote Windows host. This service, called winexesvc, is transmitted 
to the remote host as a component of the connection, where it is temporarily installed and started. The command is then run on the host 
and the output is sent to the appliance. The winexesvc service is then stopped and removed. The transmission, installation and removal of 
the winexesvc service uses the SMB protocol and the Windows Service Control Manager.
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The process can be audited from the Event Viewer in Windows. Access the Event Viewer and select Windows Logs, then System. The 
process produces three event logs:

      Log Name: System 
      Source: Service Control Manager 
      Level: Information 
      EventID: 7045 
      Description: 
       A service was installed in the system. 
       Service Name: winexesvc 
       Service File Name: winexesvc.exe 
       Service Type: user mode service 
       Service Start Type: demand start 
       Service Account: LocalSystem

      Log Name: System 
      Source: Service Control Manager 
      Level: Information 
      EventID: 7036 
      Description: 
       The winexesvc service entered the running state.

      

      Log Name: System 
      Source: System Control Manager 
      Level: Information 
      EventID: 7036 
      Description: 
       The winexesvc service entered the stopped state.
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The winexesvc service is resident on the remote host for several seconds only. While it is running on the host, the process entry can be 
seen by accessing the Task Manager.

The specific command executed on the remote Windows host is: ‘netstat -anop TCP’. The command specifies the following:

 netstat: the name of the command, produces statistics from the OS network stack 
 -a: display active connections 
 -n: display numerically (do not resolve names) 
 -o: display the process ID of the listening service 
 -p TCP: filter results to TCP connections

How will this affect my environment?

The assessment process has been designed to have as little impact in the environment as possible. During the performance collection 
phase, servers are polled for data on a five minute interval and workstations are polled for data at 30 minute intervals. The inclusion of 
netstat collection using the winexe method involves a bits-persecond increase of approximately 1-2%.

CISCO Discovery Services
RISC Networks utilizes Cisco Discovery Services (CDS) in order to obtain more specific information regarding Cisco infrastructure at a 
customer site. RISC Networks, Cisco and Cisco partners respect that customers are concerned about their privacy and network security and 
may be apprehensive about allowing an engineer to use a network assessment tool to discover data from their network and subsequently 
upload the data to Cisco using Cisco Discovery Service (CDS) for data analysis.

Cisco and RISC Networks have implemented several mechanisms to ensure customer data security. In addition, you will be required to 
accept an “Authorization to Proceed” (ATP) agreement before RISC Networks will upload data to Cisco CDS. An ATP helps ensure protection 
of customer data and specifically prohibits the dissemination of such data, providing assurance that neither Cisco nor RISC Networks will 
share or divulge customer data. Customers should be advised that data will be used only for the purpose of network analysis.
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Show Commands used in RISC Networks

 � Show version

 � Show inventory

 � Show diag

 � Show hardware

 � Show module

 � Show IDPROM all

 � Show MLS QoS

 � Show MLS QoS interface

 � Show MLS QoS interface statistics

 � Show policy-map interface

 � Show running-config

 � Show configuration

Once inventory data is collected by RISC Networks, if requested by the customer, it will be uploaded to Cisco Systems’ CDS application at 
the following URL: https://wsgx.cisco.com.

Transferring the Data

If utilizing CDS for analysis, customer network data is transferred from RISC Networks’ virtual assessment to Cisco using a secure HTTPS 
protocol to an internal Cisco CDS web service gateway where it is processed to provide detailed EoX, PSIRT, field notice and service coverage 
analysis.

Before transferring data to Cisco for analysis, passwords and security credentials are stripped from the data. SNMP data does not contain 
passwords or other sensitive configuration information. Instead of using IP addresses or host names to identify a device, a generic Device 
ID will be assigned. After processing, the analyzed data is transferred back to RISC Networks virtual assessment onsite at the customer 
using the same secure HTTPS protocols. It is then uploaded to the RISC Networks’ NOC as part of normal data upload procedures and used 
to generate the network analytics reports.

Storing the Data

The raw discovery data and analyzed XML report data are stored in a secure Cisco database behind Cisco’s firewall. The data is accessible 
only to CDS administrators for troubleshooting purposes. Other Cisco personnel may have limited access to high level transaction reporting 
that does not include customer inventory details.

All data is stored and eventually archived unless purging is specifically requested by the customer. The customer’s data is only accessible 
by Cisco or the partner who initiated the engagement.

Data for “Know the Network” (KTN), or service coverage reports, if requested, is also securely stored in Cisco databases behind the firewall. 
KTN reports are available only to the engineer who initiated the engagement and the Cisco service account team.
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Purging Customer Data from Cisco Databases

The data obtained in the discovery process and uploaded to Cisco for processing can be deleted from Cisco’s database if requested by the 
Customer.

If service coverage reports were requested, the KTN data and reports need to be purged separately from the KTN portal (http://tools.cisco.
com/ktn/). KTN data can be deleted from the report view.

Partner-Specific Security Issues

Discovery information will not be sold or distributed to anyone outside of Cisco, or used for direct marketing purposes.


