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Guidelines:  Data Use Agreements for IRB Submissions 
 

A Data Use Agreement (DUA) is a written contractual document used for the transfer of 
research data between organizations.  Examples include records from governmental 
agencies or corporations, student records information, existing human subject data, and 
Limited Data Sets (discussed below).  These agreements can be set up between academic 
institutions, government agencies and/or corporate entities. DUAs can be classified into 
two different categories depending on the nature of the data being transferred: 

• Non-human subject data or completely de-identified human subject data (as 
determined by the IRB) 

• Human subject data which includes Protected Health Information (PHI). This 
includes data which constitutes a Limited Data Set as defined by HIPAA.  Data 
transfers which fall into this category are subject to HIPAA regulations and will 
likely require IRB approval. 

 
A DUA established between a provider institution and recipient institution documents the 
data being transferred and establishes terms and conditions with respect to issues such as 
ownership, permitted uses of the data, publication of results, development of inventions, 
disposal of the data and liability.  Establishing such conditions prior to the transfer of data 
avoids issues and misunderstandings after research has begun. 
 
IRB Requirements for DUAs 

• If a data use agreement is a part of the project you are submitting to the IRB, it (or 
a clear statement that one is in progress) should be included with the protocol 
application. 

• The IRB can provide conditional approval of your protocol if it is needed in order 
to get a DUA signed, but final protocol approval will not be granted until a copy 
of the signed DUA is submitted to the IRB. 

• The Associate VP for Research in the Office of Sponsored Research (OSR) serves 
as the campus signatory for DUAs.   All DUAs must be routed through OSR to 
ensure compliance with appropriate policies and regulations. 

• For research purposes, only OSR is authorized to enter into contractual 
agreements, including DUAs, on behalf of the University.  Researchers cannot 
sign (including electronic signature) data use agreements on behalf of the 
institution.    

 
o Researchers are not authorized to negotiate agreements on behalf of the 

University. If a researcher signs such an agreement, they could be subjected to 
legal and financial risks. 

o It is important for researchers to read the terms of a DUA before forwarding it 
to OSR for review. It is the researcher’s responsibility to understand and 
follow the terms of the agreement and to only use data for purposes specified. 
OSR assumes that a researcher who transmits a DUA has read and agrees to 
conform to those terms. 
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Importance of DUAs 

• DUAs address important issues such as limitations on use of the data, liability for 
harm arising from the use of the data, publication, and privacy rights that are 
associated with transfers of confidential or protected data. 

• Assures that the recipients are using the data in accordance with applicable laws. 
o Contractually obligates the recipient to use the data only for the purpose 

described in the DUA 
o Prevents the inappropriate use of protected or confidential information that 

could cause harm to research subjects, the investigator or the University. 
• FERPA requires a written agreement to disclose Personally Identifiable 

Information (PII) from educational records without consent. These written 
requirements must meet DFR 99.31(1)(6)(iii)(C) or 99.35(a)(3). 

 
For Human Subject Data, a DUA is typically required when 

• Disclosure of data is for research purposes, and 
• Individual authorization for disclosure to this recipient is not/has not been 

obtained (i.e. through use of a subject-signed informed consent authorization), 
and 

• When no other form of contract concerning the data transfer exists between the 
provider and the recipient (i.e. sub-award agreement or a contracted services 
agreement). 

 
Examples of Data that might be exchanged under a DUA: 

• Records from governmental agencies or corporations 
• Student record information 
• Existing human research subject data 
• A Limited data set* 

 
For Human Subject Data, a DUA is NOT typically required when: 

• data is publically available in public domain 
• data is exchanged that is not subject to a legal or other restriction on its use 
• a research subject signs a consent authorization form that authorizes data sharing 

with the recipient 
• another agreement, such as such as a sub-award agreement or a contracted 

services agreement is in place: 
o Data transfer as part of such a collaborative research project is often addressed 

in the study protocol or in the funding agreement terms and conditions (i.e. 
grant, contract, sub-award, contracted services agreement, etc.). In these cases, 
a separate DUA is not always necessary (PI should obtain input from IRB and 
OSR) 
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*Limited Data Sets and DUAs  
 
A Limited data set is described as health information that excludes 16 categories (out of 
18) of direct identifiers noted in the HIPPA Privacy Rule.  A limited data set may be used 
or disclosed, for purposes of research, public health, or health care operations, without 
obtaining either an individual's Authorization, or a waiver of Authorization for its use and 
disclosure, with a DUA.   
 
Note that a Limited data set is still considered Protected Health Information (PHI) under 
HIPPA because it is NOT completely deidentified data (e.g. such data may include city; 
state; ZIP Code; elements of date; and other numbers, characteristics, or codes not listed 
as direct identifiers in the Privacy Rule).   Also, the limited data set provisions apply both 
to information about the individual and to information about the individual's relatives, 
employers, or household members.  In most cases, the use of Limited data sets will 
require a DUA as well as IRB approval.  
 
 
Useful Reference:  
How Can Covered Entities Use and Disclose Protected Health Information for Research 
and Comply with the Privacy Rule? 
https://privacyruleandresearch.nih.gov/pr_08.asp 
 

https://privacyruleandresearch.nih.gov/pr_08.asp

