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T oday’s average industrial facility is more digitally 

integrated than ever before. With Ethernet networks, 
fibre cables, control systems, programmable switches, 
ERP software, servers, historians, etc. – it is a lot to 

keep up with. Less than 14% of manufacturers have tied their 
machines to the enterprise network but this percentage is 
growing. Companies face significant challenges with not only 

maintaining and operating these systems, but also updating 
and protecting these investments. With the 

speed technology in this field moves, having 
a reliable resource available to help your 

company navigate these risks is critical to 
your everyday operation and your future 
success.

So, what are digital plant services? They 
include defense and stability tools like: 
network analysis; vulnerability assessments; 
remote management and maintenance 
services. Through real-time data analytics, 



they also allow you to listen to your system and optimise 
performance with KPI benchmarking based on your own 
data, rather than vague recommendations. 

What are the challenges?
Cyber security is the fastest-growing, but perhaps least-
understood, risk for a modern plant or facility. With so 
much connectivity between components the potential 
for a virus or malware to penetrate your system is 
significantly higher today than in the past. In 2014, 21% 
of manufacturing businesses were affected by a loss of 
intellectual property caused by either malware, theft or 
network intrusion. Even if your network is not connected 
directly to the internet your system can still be at risk. 
Thumb drives, and even OEM licensed software, can 
penetrate your network without ever connecting to the 
outside world. Also consider that outdated software like 
anti-virus or malware protection can put your systems 
at risk. Computers, switches, and firewalls that are 
improperly configured are also a major vulnerability. 

Another risk your plant faces is the performance of 
your current infrastructure. While uptime and availability 
of your network are easy to measure and critical to your 

system’s performance, they are not the only impacting 
factors. Many current networks were installed with little 
to no long-term strategy in mind. Over time, new projects 
and expansions have been cobbled or pieced together on 
top of the existing network with little regard for overall 
performance or longevity. This has forced companies 
to find workarounds which limit performance and/or 
operational efficiency. Another concern might be a CPU 
which is overloaded or working at/near its rated capacity 
(known as CPU loading). This can severely inhibit your 
network’s performance, not to mention it may limit or 
prevent you from expanding your current infrastructure. 
Finally, limited or maxed data bandwidth on any segment 
of your current network can wreak havoc on your 
network’s ability to communicate and transfer data by 
causing lag or data drop out. These issues may not cause 
your systems to crash, but they can cause your network to 
operate less efficiently, costing you production time and, 
by extension, money.

Another challenge faced by companies is the sheer 
complexity of the networks, systems and software 
available today. With such a diverse field of solutions 
and technologies all moving at a very rapid pace, keeping 

up with the latest trends and techniques 
is almost impossible. So many of today’s 
industrial network solutions are integrated 
and complex, it can make it difficult to answer 
questions such as: which firewall technology 
should I use? How should my switches be 
configured? Should I use Ethernet or fibre for 
my network? Should I go with a star or ring 
topology? Not only do you have to answer 
questions like these when designing and 
implementing your network for today, but you 
must also consider how these decisions will 
impact you in the future as your network and 
infrastructure grow. 

A final area of concern is the age of 
your infrastructure. There is currently 
over US$65 billion of installed automation 
systems reaching end of life usefulness. 
Older systems are a threat not just from 
failure due to life expectancy, but because 
many digital devices installed more than 
five years ago lack the protection and 
sophistication of today’s devices when it 
comes to cyber protection. Obviously, digital 
components which are reaching end of life 
usefulness need to be replaced. But, obsolete 
components are hard to come by and 
expensive, not to mention it may be difficult 
to find someone with the knowledge or 
experience to work on and maintain those 
components or systems. Older components 
are also less compatible with today’s devices 
and software, making it more difficult for you 
to utilise modern technologies or features on 
your current systems.

Figure 2. Rising security risks and ageing infrastructure make digital plant 
services a modern necessity.

Figure 1. Digital plant services are crucial to knowing your network and 
crafting a strategy. 
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So, what can be done?
That’s where digital plant services can help. While some 
companies may have internal IT resources, no company can 
internally source all the required expertise and knowledge 
that will be required, and most companies will look to 
outsource most of those resources. Finding the right 
company with the right mix of resources and experience to 
support you will go a long way to help meet your needs. 
Here are some things to consider when looking for support.

Services offered
Cyber security services you may need include: 
vulnerability assessments, security planning and design, 
software updating, device hardening and remediation 
services, which may include things like offsite backups. 
Check to see if they have ISA/IEC 62443 certification 
(formerly known as ISA99). 

ISA/IEC 62443 is a series of standards, technical 
reports, and related information that will define 
procedures for implementing electronically secure 
industrial automation and control systems, security 
practices and assessing electronic security performance.    

Performance services may include network assessment, 
remote diagnostics and network monitoring. A network 
assessment can evaluate your current CPU loads and data 
bandwidth on the network, as well as help you evaluate 
current technologies when it comes to things like switches 
and firewalls. A network assessment can also help you 
determine not only the current state of your existing 

network and systems, but how to expand and build 
that network moving forward in to the future. Remote 
diagnostics allow your technical support resources to 
securely analyse, diagnose and repair system issues 
without the cost of a site visit. This brings a wealth of 
knowledge and expertise to your company without having 
a local resource nearby. In addition, network monitoring 
can be set up to watch and monitor live data on your 
system, giving you network and security KPIs as well as 
downtime alerts anytime, anywhere.

Qualifications and certifications you should look for 
include Microsoft Certified Solutions Expert (MCSE), 
Microsoft Certified Professional (MCP), Stratus Certified 
Solution Architect, Cisco Certified Network Associate 
(CCNA) and Industrial Networking Specialist (IMINS). 

A final digital service benefit to consider is 
performance analytics. With greater raw data available 
now than at any other time in history, having a powerful 
network capable of collecting and harnessing that data 
into useful information is of major importance. Over 26 
exabytes of data has been generated by manufacturing – 
more than any other sector. Companies today can help 
you develop process KPIs that utilise live data from your 
facility and then convert that data into a dashboard, 
allowing you to make better and faster decisions on 
how to operate your facility. In a world of ever-growing 
technology and fierce competition, taking advantage of 
these services may be the key to your plant’s success.  
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