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If actions speak louder than words, then internet users have spoken emphatically about what they want from their 
authentication experience. According to Telesign’s 2016 User Account Security Report, 54% of users utilize  five or fewer 
passwords across all of their accounts, despite security warnings, password policies, and other incentives to change their 

behavior. What users really want is a consistent authentication experience from one transaction to the next.  

Since technology has failed to deliver a better way, users create their own 
consistent experience by reusing passwords as much as possible.



WE’RE LISTENING
We have heard users loud and clear. Users often 

abandon online activities when they are 
“confronted” with the demand to create a new 
online account.  The last thing a user wants is 

another username and password.  The Privakey 
service behaves much like a social login.  This 

allows businesses to register new customers with 
Privakey—creating authentication transactions 

that are secure, convenient, and most 
importantly, consistent.

If actions speak louder than words, then internet users have 
spoken emphatically about what they want from the 
authentication experience. Fifty-four percent of users five or 
fewer passwords across all of their accounts, despite security 
warnings, password policies, and other incentives to change 
their behavior. What users really want is a consistent 
authentication experience from one transaction to the next.  
Since technology has failed to deliver, users create their own 
consistent experience by reusing passwords as much as 
possible. 

USER ACTIONS SPEAK 
LOUDER THAN WORDS

Websites store passwords with user account information. A breach of one website 
can give a hacker access to many other sites for the same user. In the past year 
alone more than a billion stolen passwords have been dumped on the dark web 
for easy hacker access. Users recognize the vulnerabilities inherent with 
passwords, but continue to take risks due to the lack of consistent and convenient 
alternatives. Privakey’s highly secure service allows websites to register and 
authenticate users securely, without passwords. 

BETTER USER 
EXPERIENCE 

REDUCED 
VULNERABILITY 

DO YOU REMEMBER THAT CODE? 
IF NOT PLEASE REPEAT STEPS TWO 
AND THREE. IF YOU REMEMBER 

THE CODE, TYPE IT IN NOW.

Privakey is a cloud-based authentication service built on the OpenID Connect standard.  Unlike enterprise solutions, Privakey was built 
with user experience in mind. Businesses enable Privakey on their site in various ways, to either eliminate the password or enhance it, 

giving users consistent and convenient authentication transactions. 

TWO FACTORS THAT ONLY FEEL LIKE ONE. 

The user selected PIN is not stored anywhere, unlike passwords 
that can be hacked, key-logged or socially engineered. Privakey 
provides the user with a secure two-factor login experience in 
just a few taps. Privakey is SSAE 16 SOC2 Security Compliant 

and uses asymmetric cryptography to secure user’s identity.

The user experience is the same for all Privakey 
protected online services and apps. The Privakey app is 
uniform across all common computers and mobile 
devices.  Users assert the same PIN or thumbprint (iOS) 
on their device to log in to any Privakey enabled site.  

CONSISTENT CONVENIENT SECURE
The Privakey app offers the user a moreconvenient 
authentication experience. No codes to retrieve, memorize, 
and enter. No need for multiple devices. No clicking photos, 
checking emails, receiving SMS messages or scanning QR 

codes. Just tap login, enter your PIN and you’re in!   

TYPICAL TWO-FACTOR AUTHENTICATION

TYPICAL PRIVAKEY AUTHENTICATION

TYPE IN YOUR USERNAME AND PASSWORD. 
IF YOU CAN’T REMEMBER IT THEN YOU 
NEED TO GO THROUGH ANOTHER PROCESS 
TO RESET IT. MAYBE MAKE IT EASIER THIS 

TIME. MAKE IT “PASSWORD1234.”

CONGRATULATIONS! YOU’VE 
MADE IT TO THE FINISH LINE! 
THE AUTHENTICATION PROCESS 

IS COMPLETE.

SubmitCancel

Enter PIN

xEnter PIN

ENTER YOUR EMAIL. ENTER YOUR PIN.

YOU’RE 
SIGNED IN!

YOU’RE IN!



Authentication transactions are completed by asserting control of a user’s registered 
device. Devices are registered by downloading the Privakey app. The Privakey app 
installation creates a unique public-private key pair on the device. The private key is 
secured on the device and used to assert the user’s identity, the public key is sent to 
Privakey’s secure identity server. PIN entry or fingerprint on the registered device can be 
required as a second factor (2FA)  when logging in to a site for added security. 

An example of widely adopted consumer 2FA  is the ATM. User identity is bound to the 
ATM card just as it is to a Privakey registered mobile phone or computer. The same ATM 
card and PIN work together regardless of the bank. The PIN isn’t stored and it never 
changes. Uniform consistent transactions can occur anywhere. Privakey works exactly the 
same, this is the Privakey advantage.

HOW PRIVAKEY WORKS

Websites, applications, and online services can configure Privakey to 
best meet the needs of the business and its users. 

ENHANCING THE PASSWORD
Users complete the traditional username and password fields.  After hitting 
the “log-in” button, users receive a Privakey notification to assert device 
control with either a PIN or a fingerprint. This feature allows the consumer to 
have a consistent two-factor authentication experience. They are able to 
quickly type in their PIN without searching through their phone for a new 
code.  

The login screen is configured for the user to click “Tap in with Privakey” 
instead of entering a username and password.  The user then receives a 
notification to approve or reject the transaction. For 2FA transactions the 
user enters PIN or asserts biometric for approval. For 1FA, the user simply 
taps “approve” on their device. Privakey behaves much like popular social 
logins (e.g., Google, Facebook Logins), but Privakey is far more secure, 
and private.  Privakey collects very little user information, does not track 
users, and does not harvest data for marketing purposes.

ELIMINATING THE PASSWORD

Privakey can also be used to authorize requests other than just logins. 
For example, Privakey can be configured to allow users to authorize wire 
transfers after the user has authenticated to the bank website. These 
authorization transactions are multifactor, while the original user 
authentication can be configured using the traditional username and 
password, or using Privakey 2FA. 

AUTHORIZATION

CUSTOMIZABLE IMPLEMENTATION OPTIONS 



Privakey Inc. is an innovative leader in the drive to eliminate passwords from the internet and online transactions.  
Privakey provides customers with the consistent, convenient and secure authentication that they crave with just a 
tap. Developers can implement the product today with no upfront capital and receive up to 5,000 free 

authentications per month. What are you waiting for? The next big cyber security breach? Implement today!

Privakey Inc. is a wholly–owned subsidiary of the commercial identity and authentication provider Probaris 
Technologies Inc. Probaris has been in the digital idetity for over 17 years, and has experience with large enterprises 

and commercial businesses such as Verizon and IBM. 

PrivaKey, Inc.     Charles Durkin
1880 John F. Kennedy Blvd.     cdurkin@privakey.com
Suite 1909     (215) 238-0510  x217 
Philadelphia PA  19103    www.privakey.com
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