
Brian leads the cyber forensics group at Basis Technology. He has been 
involved with forensics and incident response for over 15 years. Prior to 
Basis Technology, he was at @stake and lead their incident response teamand 
forensics lab. He is the original author of The Sleuth Kit (TSK) & Autopsy: Open 
Source Digital Forensics Tools, and the book, File System Forensic Analysis.

The cyber forensics group at Basis Technology pioneers better, faster, and 
cheaper techniques to extract digital evidence, keeping companies, government, 
and law enforcement ahead of the exponential growth of data storage volume. 
They are also the primary contributor to the popular Autopsy open source 
digital forensics tool, designed as an extensible platform, that has been 
downloaded over 20,000 times for each release.

FIVE STEPS TO A MORE EFFECTIVE 
CYBER-FIRST RESPONSE

How would you rate your company’s response to a cyber attack? Would you call it a SWAT team or something more like 
Keystone Cops? If the latter, you should be concerned because statistics show your company has likely already been 
attacked, possibly successfully.

Most companies don’t need a SWAT team on staff, but they do need an effective first response capability that can call one 
in when needed. For many companies, the first response capability is far less than it should be in our experience, resulting 
in incidents not properly contained that cause additional damage.

This document outlines 5 steps that help companies have a more effective first cyber response. They include investigation 
steps that answer questions and mitigation steps that contain an incident and reduce further damage.
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The clock starts ticking once an incident occurs, so time is valuable. Make sure your 
responders know in advance the questions they need to answer.

In our experience, most companies are primarily concerned with triage, wanting to 
know if a computer is compromised, and if so, how badly. Should they simply wipe 
the system because of a minor incident, or call in outside help because the incident is 
bigger than they can safely handle?

Your first responders should know, and your incident response plan should outline, 
these three questions for the common types of incidents:

STEP ONE / 
Know What Questions You Need to Answer.

“
Make sure

your responders 
understand which 

questions they need 
to answer.

“

STEP TWO / 
Know How to Answer The Questions.

Answering questions is the hardest part of incident response because attack 
techniques are constantly evolving and evidence may exist in different places. 
There isn’t time to collect and analyze all the necessary data, so an efficient 
responder must know exactly what data is needed for each question.

Knowing how to answer questions comes from training and automation. 
Training teaches the responder what types of evidence may exist and automation 
ensures that it is consistently collected and analyzed. For example, do they need 
volatile data, event logs, firewall logs, or registry data? Do they know where to 
find the data and who has access to it? If not, your responders are not correctly 
answering the questions.
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“
...attack techniques 

are constantly 
evolving and 

evidence may exist 
in different places.“

Should we look for
other systems involved

in the incident?

Has the attack been 
seen before?

Is PII (Personally 
Identifiable Information)

involved?
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Make sure your organization has a method for pulling data from endpoints. To have 
an effective first response, your responders need tools that maximize their efficiency, 
automatically collecting the data they need, analyzing it, and assisting them in making 
decisions. The tools must be flexible enough to handle any type of data to ensure full 
endpoint visibility. Only then can you be sure your answers are accurate.

When many companies think about response, however, their endpoint visibility 
comes solely from existing antivirus products. Unfortunately, this works only if 
there is known malware in the system. Antivirus data can’t determine if a computer 
is compromised or used inappropriately because it can’t tell you if a user account is 
compromised or file shares were accessed inappropriately.

The right solution answers questions about malware and user activity. Visibility 
comes from agents that get deployed on every endpoint, an agentless solution 
that pushes out software as needed, or from physically plugging in a USB drive. 
With Cyber Triage™ from Basis Technology, we’ve found that agentless solutions 
are easier to deploy because they don’t require as much IT approval: they pose less 
of a security risk.

STEP THREE / 
Have Full Endpoint Visibility

Bad guys want to blend in, so it’s common for responders to sift through data 
looking for anything abnormal. Of course, this requires knowing what is normal, 
and your internal teams should know this better than anyone. But it’s hard.

We often hear from our users that since they don’t know what processes should 
be running on a given endpoint, it’s hard to know which processes are suspicious. 
It’s even harder to know what normal is for user activity because users each have 
different job responsibilities, roles, and behaviors. But if you don’t know what’s 
normal, you’ll miss the anomalies and waste time looking at normal artifacts.

STEP FOUR / 
Know What is Normal

“
...attack techniques 

are constantly 
evolving and 

evidence may exist 
in different places.“

“
...attack techniques 

are constantly 
evolving and 

evidence may exist 
in different places.“

Continue on next page...



STEP FIVE / 
Share and Collaborate

Once the response is complete, make sure you have a method for sharing results, 
especially your indicators of compromise (IOCs), among your responders and your 
entire team. Your responders will learn from the incident, and your prevention 
and detection team can use this information to make changes to their process, 
preventing the incident from occurring again.

Software tools help here as well, looking for patterns from previous incidents to 
help improve the analysis. Cyber Triage, for instance, searches the entire incident 
history to see if an artifact, like a file, appeared before and was found to have 
been bad. Responders can comment on items, tell the system to ignore them in 
the future (whitelisting), or flag them for further discussion (blacklisting).
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You have three approaches for determining normal system behavior 
w(Cyber Triage supports the first two): 

Software solutions are essential in this step; it’s simply too hard to accomplish 
manually. Make sure your responders have the tools needed for them to know 
what is normal and, therefore, what is abnormal.  

Establish a baseline for 
comparison, starting from 

when the system was installed 
or when it was last analyzed.

Compare an endpoint with its 
peers to see how different it is.

Guess.

Step Four Continued...

“
...make sure 

you have a method 
for sharing results, 

especially your 
indicators of 

compromise (IOCs).

“
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MAKE YOUR FIRST RESPONSE COUNT /

Not every company needs a SWAT team, but every company needs some form of first 
response capability operated by a knowledgeable staff with the right tools. The five 
steps in this document are a start in helping you respond more quickly and effectively 
to an incident. They come from our discussions with companies who are building up 
their own response capabilities, 
and they influenced how we built Cyber Triage.

Cyber Triage enables companies to have a first response capability by automating 
the collection and analysis of endpoint data that answers the triage questions. It 
provides endpoint visibility without requiring software agents. It compares data with 
other systems in the enterprise to help responders know what is normal. It makes the 
results available during future responses so the knowledge can be shared. 

Get started with Cyber Triage:

(http://www.cybertriage.com/demo-request/)
Get a free 30-day evaluation license

SCHEDULE AN ONLINE DEMO

http://www.cybertriage.com/demo-request/

