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Cloud enables to scale the resources up or down depending on the changing business requirements 
in real-time. The shift from an on-premise datacenter to AWS Cloud allows companies to scale their 
business while simultaneously reducing their overall costs. Replacing up-front IT infrastructure purchases 
with the more efficient pay-as-you-go model on AWS Cloud offers significant advantages. Furthermore, 
the sheer scale at which AWS operates brings in economies of scale which in turn benefits companies 
with reduced services pricing.

Any organization using the AWS Cloud should have a cloud cost management plan in place. It is 
important to identify the scope of increasing cost efficiencies on AWS and the best time to do that is 
now. However, finding ways of how to reduce AWS costs may not be that simple. 

This whitepaper talks about the common mistakes AWS users make in their setup that results in paying 
more than they need to. It would dive deeper into some short and long-term best practices, as well 
as some lesser-known facts and quick-fixes, to optimize your AWS spend as per your business-specific 
needs. Lastly,  we will understand ways to maintain this optimized state in the long-run to ensure 
sustained cost benefits on AWS.

1. Introduction

While planning for AWS cost efficiencies, certain tactical overlooks are quickly identifiable. However, 
there also are some long-term challenges which   would need to be addressed. Here are some common 
mistakes and challenges that impede cost efficiencies - 

It is observed that most AWS users over-provision the workloads, mostly in the initial stages of 
setup (it can be on-premise to AWS migration or new workloads). These customers simply forget 
to down-size later that leads to losses due to underutilized resources.

Choosing the right kind of instance for a specific workload can do wonders for cost efficiency. 
Customers blindly use the same Region & Instance type for each workload without assessing if it 
is a memory-intensive or compute-intensive workload. This is an inefficient approach -  you simply 
don’t need  m5.xlarge instance type for every workload and pay more than one needs to.

Indecisiveness due to uncertainty and visibility of long-term business needs

2. Common Mistakes & Challenges 
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AWS provides too many options to choose from when it comes to storage, instance type, 
Reserved Instances, or Saving Plans. For example, Just AWS EC2 offers more than 200 instance 
types to choose from. With a plethora of options comes confusion and the possibility of choosing 
incorrectly, which in turn leads to higher costs.

Many AWS users just don’t actively track & analyze their AWS costs or have a billing alert mechanism 
in place.

The cost is not charged back to the Business Unit/Application teams. If so is done, it could make 
the team answerable for every dollar spent on Cloud that automatically would make Cloud cost 
optimization a priority.

Cost optimization is often looked at as a one-time activity and not as practice and priority. There 
are indeed ad-hoc interventions that are needed but that doesn’t bring in the efficiencies of a 
regular monitoring process.

Best practices to cut down your AWS expenditure by 5-15%

While some optimizations may need big architectural changes and take due time to implement, a few 
other best practices can be implemented instantaneously. Here are some quick fixes that can show 
results in just a week or two -

3.1. Review Utilization Of All The Resources

Begin with the detailed review and utilization analysis of all your resources, both production, and 
non-production, in the last one month. You can either use your monitoring system or can use 
Amazon CloudWatch. It is advised to categorize all your workloads into three categories i.e  Idle, 
Underutilized, and Optimally utilized (~60% and above utilization). Here are a few quick tips for the 
idle and underutilized resources - 

3. Quick Wins For Your Business 
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Amazon EBS Volumes attached
to stopped instances

Amazon RDS/RedShift instances
with ZERO active connections

Load balancers with less than 
two active servers

Amazon EC2/Amazon ElastiCache
instances with ZERO network utilization

Downgrade underutilized 
Instances

3.1.2. Downgrade Underutilized Instances
There are many cases where AWS instances are being run on as low as 10-20% utilization. This is 
the sheer wastage of the flexibility that the Cloud offers. It is advised to increase the utilization 
footprint of all the resources to at least 50-60%. There is always the scaling option in case the 
utilization % goes beyond. But constantly underutilized resources need to be downgraded for 
cutting down costs. Here are a few cases to consider -

If for any instance, both CPU and memory utilization is low, can be downgraded to a 
lower configuration. Caution must be taken while downgrading. It is advised to begin with 
downgrading to the immediate lower configuration and put on observation. Any further 
required downgrades can be planned as needed then.

The option to switch instance family can be considered if just one of the CPU and Memory 
metrics show low utilization values

If you see risks downgrading, consider running multiple applications/databases on a single 
server. Containerization is a viable option for such cases.

3.1.1. Identify Idle Resources
The key focus must be on defining the right parameters for identifying an idle workload. CPU 
utilization metrics and memory-utilization metrics. However, there are many cases where these 
metrics just won’t work. One such instance can be when you try to check the memory utilization 
of an RDS instance on an idle machine. In such a case, checking the numbers of database 
connections, say in the previous one/two weeks, might prove better in identifying whether the 
resource is idle or not. Similarly, for different resource types, there are correct metrics for rightly 
identifying if it is idle. For instance, in the case of a Load Balancer, it could be “Request Count”, 
in the case of Amazon EC2 it could be “Network in/out”, in the case of elastic cache, it could 
be hit/miss rate. Doing this will make a quick and effective impact on savings. Some examples 
of clearly idle resource would include - 
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Service

Amazon EC2 (Linux)

Amazon RDS

Amazon Elasticache

Amazon Elasticsearch

m3

389

544

533

550

m4

292

515

456

441

m5

281

503

456

414

*all costs in $

3.2. Always Use Latest Generation Instances

For the optimally utilized instances (~60% and above utilization), it is always advisable to use the 
latest generation instances which are always cheaper and come with better hardware associated 
with it. Identifying and replacing older generation instances with the latest ones is a quick way to 
optimize costs. 

Here is a quick example of cost comparison between different generations (m5 being the latest) 
of the same instance size across service types: 2XL (8 vCPU, 32 GB RAM)
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3.3. Continuously Review & Remove Obsolete Snapshots

Snapshots provide a read-only view of the data in the same state as when the snapshot was 
created. This is used for backup and restore purposes. The size of the snapshots keeps on growing 
as changes are made to the source database and that in-turn adds cost to store and maintain 
these snapshots  (even a mere 10% monthly change in data would double the cost of the backup 
within 12 months, sometimes actually superseding the cost of even the actual EC2 instances!)

Here is a use-case of an AWS user showcasing the cost trends vis-à-vis the accumulating snapshot 
size - 

Hence, it is advisable to deep dive into one’s snapshot charges and keep a regular check on the 
same. Many companies use custom automation solutions for this such as Amazon Data Lifecycle 
Manager (DLM) that helps with the backup and retention schedules for the snapshots or AWS 
Backup which helps centralize and automate the backup of data across AWS services. 

Month

January

February

June

March

July

April

August

May

September

October

November

December

Snapshot Size

50 TB

55 TB

75 TB

60 TB

80 TB

65 TB

85 TB

70 TB

90 TB

95 TB

100 TB

105 TB

Snapshot Cost

$2,560

$2,816

$3,840

$3,072

$4,096

$3,328

$4,352

$3,584

$4,608

$4,864

$5,120

$5,376
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3.4. Choose Appropriate Storage Option

Most customers use the same standard storage class for all their storage needs, this again results 
in cost in-efficiencies. As the storage cost can quickly pile-up, it is recommended to use the right 
storage class for your needs.

Here is a quick view of cost comparison for 50TB storage space across S3 storage classes - 

3.5. Avoid Data Transfer Charges

A more sophisticated lever could be to understand and decipher the data transfer charges. Data 
transfer between EC2 instances that are in the same availability zone should be done on Private 
IPs which are free of cost. 

Another good practice would be to compress the data at every level of the transfer process 
possible i.e. CloudFront, web-server & while uploading backups to S3. In case you heavily rely on 
AWS services like S3 & DynamoDB, you can mitigate NAT gateway charges by using VPC gateway 
endpoints for S3 & DynamoDB. Once VPC gateways are enabled, all the data transfer would start 
happening over the private network, significantly cutting down the data transfer charges.

Storage Class

Standard Storage

Standard Storage IA

One Zone IA

Glacier

Glacier Deep Archive

Cost of Storing 50 TB Data

1,178

640

512

205

51

*all costs in $

Please note that the cost is determined by multiple factors including the data storage and retrieval 
costs.  Based on data retrieval requirements,  the correct storage class can be identified. For 
example, Standard Storage Class would be most appropriate for static content hosting whereas 
Standard S3 Infrequent Access storage types are more appropriate in case of Data backups that 
may be accessed once or twice a month. For the temporary data used for processing purposes, 
the One Zone-Infrequent Access class would be a good fit. For a long time, data archival 
requirement, Glacier/Deep Archival storage type will be the most cost-efficient. A deep dive into 
the durability and SLAs of each storage type can help identify the right storage class for a specific 
use case and help save costs. 
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3.6. Leverage Time-Based Scaling

Given how effective and easy to implement time-based scaling is to implement, it is a bit surprising 
to witness its limited use across various user environments. 

Below is a use case of an AWS user that uses 6 C5.4xlarge instances for a month. Simple identification 
of lean hours and reducing the servers (from 6 to 2 in this case) during the same results in significant 
cost savings. In a setup with 100s of instances, this cost-saving would multiply. 

Moreover, there is mostly more than one environment in any given set up. A simple practice could 
be to just turn off DEV/UAT environment servers during non-business hours. This option is available 
across EC2, RDS, and Redshift instance types and immediately saves huge costs. 

Instance Type

C5.4xlarge
(16 Core, 32 GB)

Savings

Units (Hours)

4,392

3,660

732

Cost Per Month

$2,987

$2,489

$498
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The recommendations mentioned so far help cutdown AWS costs quickly. However, for greater 
benefits in the long term, a different set of recommendations can help. The results for these would bring 
sustained ongoing savings and the efforts required too are in the same proportion.

4.1. Choose The Appropriate Region & Instance Family

Many AWS users prefer to use their favorite region for hosting workloads. Choosing the right region 
impacts the overall cloud spend. Take North Virginia as an example. It has one of the lowest 
pricing for most of the services - not just servers, but also data transfer, storage, and other service 
components. Hence it could be a better financial choice to host in this region. Of course, a case 
where compliance norms mandate the choice of regions for hosting workloads would be an 
exception. But even in such cases, application segregation can still be considered as a viable 
option. Non-production workloads as well as the ones of internal teams’ consumptions can still be 
hosted in North Virginia. It could straight away save up to 40% in costs when compared against a 
few other regions.

Another factor would be the choice between processors. Amazon introduced AMD based 
processors some time ago that have the same processing power as their Intel counterparts (take 
M5a instance families on AWS for example). The same processing capability from AMD would cost 
10% cheaper in North Virginia and as much as 35% cheaper in Mumbai region when compared 
to Intel processors. Unless there is a specific application based need to stick to Intel processors, 
why not save some cost!

One may factor in latency issues while considering a different region. However, AWS users serving 
global business should easily be able to address these using caching mechanisms and Content 
Delivery Network (CDN) like CloudFront. Also, while integrating Amazon CloudFront, the user may 
keep in mind that there are 100s of edge locations distributed globally and the pricing depends 
on the specific geography. It is highly recommended to start with “Price Class 100” which are 
edge locations in the US & Europe only. The prices are competitive and work out for most of the 
requirements.

4. Long-term Investments To Optimize
AWS Spend
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4.2. Containers & Spot Instances offer Maximum Savings

One of the most effective ways to cut down your AWS cost is by using spot instances against 
On-demand or Reserved Instances (RIs). Spot Instances are made to sound much abrupt and 
unreliable than they are. However, the interruptions on Spot instances are very less, as low as 1 
interruption per host per month as a rough estimate. Any workloads under auto-scaling from the 
non-production environment would be good candidates to start with.

4.3. Move To Serverless Architecture

The serverless architecture ensures that billing is done as per the actual consumption and not as 
per the unused capacity as you may have provisioned for. Serverless Architecture not only saves 
direct costs but also takes away the complexity of administration & scalability. It is most likely that 
an AWS user may already be using some of the serverless offerings including Simple Email Service, 
API Gateway, Lambda, and DynamoDB. 

4.4. Target to Achieve 100% Coverage under RI/SP

The last recommendation in the list, but most often, the first one to be picked up by the AWS 
users is to ensure the highest possible coverage of Reserved Instances/AWS Saving Plans. 
But we recommended customers to pick this after they have implemented the rest of the 
recommendations. Savings plans have fast replaced Reserved Instances over some time as they 
offer the same benefits but with less administrative overheads. 

It is important to keep a close watch on the RI utilization. Most of the AWS users rely on the AWS RI 
utilization reports for the same. The standard RI utilization reports in AWS Cost Explorer hardly ever 
provide a well-explicable and accurate insight. Also, utilization % is usually more based on the 
number of servers and is thus not accurate. Take two cases for example - Case A is where a few 
100s of t2.micro instances as against Case B of say 50 c5.xlarge servers being used. An ideal report 
would clearly show the cost division between the user’s Reserved Instances and On-Demand 
Instance consumption for both. This level of granularity can only come through custom reporting 
on AWS expenses and the same should be explored. 
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On top of the long and the short-term recommendations made so far, here are some lesser-known 
facts and unconventional tips to cut down AWS costs -

Once the existing AWS setup has been reviewed and the above recommendations are implemented, 
much cost efficiency would have already been achieved. The most important factor now would be to 
maintain this environment. There are just two things to be taken care of to ensure that - Tagging and 
Reporting. 

Amazon offers an option for bulk tagging all the resources. Here are a few quick points to keep in mind -

Amazon EBS volume can be resized without any downtime so there is simply no reason to 
overprovision for it. 

Auto-scaling is available for RDS storage. A simple change in the configuration can automatically 
add additional storage space once a threshold storage capacity (say 85% or so) has been 
consumed.

Avoid paying for the Operating System licensing fee, wherever possible. If any user is running, 
say, a .NET core application or maybe just wants to host a SQL enterprise database on an EC2 
instance, they can always choose a Linux environment over Windows. Many users also prefer 
RedHat on account of the enterprise support and regular updates it provides. However, Amazon 
Linux can be explored as a lower-priced alternative for the same that provides the same support 
system.

CloudFront is not just an effective performance enabler but could be used for also saving data 
transfer costs as a lower-priced alternative in most of the regions. Also, it comes at a lower minimal 
commitment as compared to general Data Transfer.

Provision bigger EBS volumes to achieve higher IOPS at lower costs. 

Use multiple tags to identify BU, Application, Environment & Owner for each resource. Elaborate 
tags would help generate reports business relevant reports and can be charged back to the BUs/
Application Owners.

5. Lesser Known Facts

6. Maintain A Cost-efficient & Healthy Set-up   
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All centralized resources like (Jenkins, ELK, Nagios, etc.) should also be allocated to a BU like “IT-
Services/DevOps”. Allocate all costs across different BUs/ Application Teams. There should not be 
any allocation to a central functional unit.

Publish dashboards to make all allocated costs visible to all stakeholders at any given time to 
enable constant monitoring and tracking.

Push information via Email/Slack Notifications daily/in case of a cost spike.

Tag cost of each POC as well.

Implement additional dashboards to keep track of “Top 10 Resources Incurring Maximum Cost” 
and other such relevant dashboards specific to your business.

Cloud cost optimization can no longer be treated as an ad-hoc activity. It has to be a well-structured 
ongoing approach that defines standard “Spend Management Practices” for your organization. 
Tracking instance utilization and accordingly managing them is imperative for effective AWS cost 
management. Favorite instance types and regions would serve no good. Setup tagging, reporting, 
and real-time dashboarding to set cost accountability at the BU level.

Most importantly, when it comes to AWS set up,  the cost of indecisiveness as well as incorrect decision 
making is much higher as against the time and resources that need to be invested for a deep dive in 
understanding AWS pricing. This is a prerequisite to fully utilize the scalability benefits of Cloud and cut 
-down your AWS spend.

7. Conclusion

CloudKeeper from TO THE NEW, is an AWS FinOps solution that guarantees to cut down your AWS bills by 5-15% 

at zero extra cost. With CloudKeeper, we have helped 200+ of our customers optimize their AWS spend with 

a guaranteed reduction in their AWS bills.

TO THE NEW is a digital technology company providing digital transformation and product engineering 

services to ISVs, Consumer Internet, and large enterprises across the globe. We design & build digital platforms 

and products with Cloud and Data at the focal point by working on cutting-edge technologies.

About TO THE NEW

www.cloudkeeper.ai
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