
Shopping Online 
Just think—not too long ago if you wanted to go shopping you had to make an entire day out of trekking 

to the mall, fighting crowds, and hoping you could find what you want. These days, shopping is as easy 

as using your smart phone. Not to mention the useful apps, games, music you can download for a low 

fee.  

Limitless access to what you need at your fingertips is incredibly convenient, but it can be a security risk 

to your identity – and could cost a lot of money if you’re not careful. Before kids and teens gain access 

to online shopping – for music downloads, games, clothes or more – there are things to talk about to 

help make safer, smarter, more positive decisions when shopping online. 

Here are some conversation starters to help you navigate this topic:  

1. Where do you shop? 

You used to have to drive or at least get a ride to the mall to shop. Now shopping can happen 

anywhere you are with your smart phone, tablet or computer- including public places where Wi-Fi is 

free but your identity and personal information are not protected. So that’s where your conversation 

begins: all shopping or sharing of personal information has to happen at home or in a place you know 

has a secure connection. Do yourselves a favor – agree to make this a family rule from this point 

forward. 
 

Think before you shop. Your family may have great success bargain hunting in your nearest shopping 

plaza, but be careful doing that online unless you are visiting well-known companies you trust. Lowest 

cost doesn’t always indicate lowest risk. Look for signs that the site is really who it claims to be, such as 

consistency with the Web URL, as well as contact information for customer service. The U.S. 

Department of Homeland Security has some great tips on how to tell if a site might be a scam. Also, 

you’ll want to look for that padlock icon or “https” in the web browser that tells you the site encrypts 

your personal information. 

 

Purchases from a device can be made by anyone. That means little brother could buy five new games 

while playing with mom’s phone if her credit card information has been stored in the app store. Check 

all of your technologies to be sure you aren’t storing credit card information in the app store or on any 

of your favorite web sites. Then, talk with each other about when  it’s a good idea to ask a parent for 

permission before clicking “yes” or “buy.”  

 

 

 

 

 

 

 

https://www.us-cert.gov/ncas/tips/ST07-001
https://www.us-cert.gov/ncas/tips/ST07-001


2. How do you shop wisely? 

 

A great way to build skills for smart online shopping is to shop together. Take those gift cards from a 

birthday and explore the web sites or visit the app store together. Once you get there, check the 

privacy policies. Read together and point out how your information will be stored and used. Point out 

advertisements and show where to find the “close” box.  

 

Browse the aisles together, reading the product descriptions, dimensions and some of the customer 

reviews. Talk about how customer ratings can influence your purchasing decision. Show how to zoom 

on product photos and where to access your cart to see what you’ve selected and how much it costs all 

together. 

 

At check out, you will have the choice to sign in, sign up, or enter as a guest. Whenever possible, enter 

as a guest, which requires the least amount of personal information. If you plan to visit a site regularly, 

this is a good opportunity to show how to create a username and strong password using letters, 

numbers and symbols that are different than other passwords. Talk about how you provide only the 

information that is required, which is typically indicated by a little asterisk (i.e., star). Point out the box 

that asks if you want to receive future information from the store and show how you unclick it if you 

don’t want to be contacted. 

 

Talk about additional fees that may apply, such as shipping, handing, processing, gift wrap, etc. If you 

are using a gift card, you may have to remove a couple of items from your cart to afford these 

additional fees. 

 

Safer, Smarter Decisions 

 
• Make sure an adult is part of the purchasing process.  

• Go window shopping together on your favorite brand sites, exploring what makes it a secure site 

with the lock pad icon and “https” in its URL at the point of purchase. 

• Research Web sites you’ve never been to before making a purchase. 

• Get comfortable reading privacy policies and checking how your apps connect with social 

networks.   

• Make sure usernames and screen names don’t give away too many personal details (last name, 

age, address, city, etc.). 

• Create strong passwords by using letters, numbers and symbols.   

• Know and follow the rules of Web sites and applications. 

• Never share passwords. 

• Click “no” to saving credit card info on a site or device without the protection of a unique 

username and password. If possible, purchase as a “Guest.” 

 



Positive Actions 

• Explore store web sites, applications and social media platforms together first so you can talk 
about safety in that environment, observe how others interact, and shadow good decision-
making. 

• Watch the clock to know when you’re spending too much time exploring a store.   
• Use your family’s consumer power by voicing your thoughts about online buying experiences or 

products you’ve purchased. 
• Consider posting your own customer reviews about great products or businesses. Share concerns 

when you have those too. 

• Report sites that may be trying to scam users at: https://www.us-cert.gov/report-phishing. 

Places for More Info 

• The Better Business Bureau (BBB) tracks complaints against businesses and offers tips to verify 

the credibility of online companies. If you don’t recognize an online store – look them up through 

the BBB. 

• Common Sense Media has information about ways to support youth as they transform into 

digital citizens in its family education area, videos, ratings for apps and games, and parents’ blog.   

• ConnectSafely.org has a number of resources available for students, parents and educators to 

ensure safe and positive internet use, including safety tips, a blog and parents’ guides. Also, 

ConnectSafely.org is the host of Safer Internet Day on February 10, 2015.  

• Consumer Reports has information to help buyers make smarter, safer online shopping 

decisions. 

• LifeLock, National PTA’s sponsor for the #ShareAwesome campaign, offers numerous tips on 

ways to keep personal information safe, especially in digital environments. 

• National Center for Missing and Exploited Children’s NetSmartz® program has great resources 

focused on internet safety, identity theft, and other resources and videos that can help parents 

and students talk about these issues.   

• OnGuardOnline.gov (Homeland Security) shares ways your family can use websites to make 

savvier buying choices, including an infographic that outlines the skills needed for smart online 

shopping. 
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