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A series of recent high-profile active shooter situations in the United States and Europe have underscored 

the critical importance of physical safety in the workplace. Whether the threat comes from coworkers or 

total strangers, physical safety requires a four-pronged approach: Prevention, Preparedness, Response, 

and Recovery. Building a program of employee training and close cooperation between security and 

human resources can protect your organization and your employees from the devastating effects of an 

active shooter or other forms of workplace violence. 
 

To learn more about how companies can help mitigate such risks, RANE staff recently spoke with expert 

Matthew Doherty, senior vice president of security risk management at Hillard Heintze, who has more than 

24 years of experience leading law enforcement and intelligence programs in the prevention of violence. 

Before joining the private sector, Doherty served as the special agent in charge of the U.S. Secret Service 

National Threat Assessment Center; he is currently an advisor to various groups within the Department of 

Homeland Security, and over the years he has been the recipient of numerous government service awards. 

Doherty’s advice for business executives on improving their organization’s and employees’ safety and 

preparedness is featured in the following checklist. 

 

 

1. Teach employees to look for threats. 

A targeted act of violence is rarely preceded by a clear threat directed toward potential victims or 

law enforcement. However, most workplace attacks are preceded by a litany of coworker complaints 

and behavioral problems. A workplace violence prevention program can make employees aware of 

what to report about coworkers, contractors, and guests, and Hillard Heintze and other security 

firms offer training programs that can teach employees to recognize potential threats. 

 

In 2013, a contractor opened fire at the Washington Navy Yard, killing 12 coworkers and injuring 

three more. After the incident, investigations revealed that the man, Aaron Alexis, had been 

granted a security clearance despite having previously had eight misconduct charges while serving 

in the military. His work record at the Navy Yard listed a number of mental health concerns and 

coworker complaints.  

 

2. Learn the right behavioral red flags. 

According to research by the U.S. Secret Service National Threat Assessment Center, there is no 

reliable demographic or racial profile regarding targeted violence, and basing threat assessments on 
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such profiles is likely to result in other potential threats being ignored while members of the 

targeted demographic are stigmatized. What does work, however, are behavioral-based 

investigations that cut across all demographics. 

 

A profile of a school shooter could be a white male between 11- and 21-years-old who listens to 

loud music and has problems with authority, but that could describe – and stigmatize – any of our 

kids. And it would miss someone like Nathaniel Brazill, an African American boy from Florida who 

killed his favorite teacher on May 26, 2000. 

 

3. Potential security threats can include friends or family members of an employee, whom 

security may not recognize as a danger. 

Chief security officers should work with human resources and local law enforcement to ensure that: 

 Any restraining orders protecting an employee that are on file with human resources are 

confidentially shared with the security department; 

 Restraining orders, generally focused on the place of residence, are expanded to include the 

place of business; and  

 Photographs of individuals who present potential threats are kept on file at the security desk. 

 

Around 33 percent of women killed in instances of workplace violence are a result of domestic 

abuse. People can often easily pass through security and pose a threat to former or current 

romantic partners and their coworkers. 

 

4. Prepare ahead for detailed cooperation with law enforcement during a crisis. 

To assist with a police response, venue owners, tenants, or managers can prepare a “go-bag” 

containing floor plans, keys, and universal access control cards to pass to law enforcement in case of 

an emergency. Many police departments also have programs that allow businesses to file floor 

plans online, and venue owners or managers can also look into technology that can allow police to 

tap directly into a building’s CCTV systems. 

 

A positive and trusting relationship between a company and local law enforcement can not only 

help in preventing crises, but can allow law enforcement to respond quickly and more effectively 

in the event of a workplace violence situation. 

 

5. Employees are the force multiplier – train them for crisis response. 

In vulnerable targets such as movie theaters, shopping malls, and sports arenas where venue 

owners have little control over or information about who comes and goes, preparing to respond to a 

crisis is just as essential as working to prevent one. Unfortunately, active shooter situations are often 

over before police have a chance to engage. In many emergency situations, employees are the first 

to recognize inappropriate behaviors and the first – and often only – responders. In such cases, the 

kind of employee training offered by Hillard Heintze can allow for a coherent, organized response. 

 

For the first time ever, law enforcement agencies, including the Department of Homeland Security, 

are amending their active shooter advisories from “Run-Hide” to “Run-Hide-Fight,” highlighting the 

importance of active bystander response in resolving a crisis. 

 

 

http://www.wsj.com/articles/training-programs-to-survive-mass-shooting-attacks-grow-in-appeal-1452108760
http://www.nytimes.com/2016/01/07/us/georgia-town-teaches-fight-back-as-option-in-mass-shootings.html
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RELATED READING 

Workplace Violence Prevention & Threat Assessment  

5 Attack-Related Behaviors That Can Precede an Act of Workplace Violence 

Domestic Violence at Work: 7 Strategies Every Security Director Should Employ 

Office Violence and Security Guards: Are Yours Ready to Be the First Line of Defense 

 

 

 

Although becoming the target of an active shooter is statistically unlikely, the damage such an event 

can inflict to a company, beyond the physical toll, is massive. Employers can find themselves held 

responsible for workplace violence incidents, particularly if there is evidence that an employee’s 

behavioral red flags were ignored. After the Navy Yard shooting, victim’s families are suing Hewlett-

Packard, for whom the shooter worked, for $37 million for allegedly having ignored the shooter’s 

history of misconduct charges and co-worker complaints. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ABOUT HILLARD HEINTZE 

Hillard Heintze is one of the leading investigation and security risk management firms in the United States. It helps 

organizations and senior leaders protect their people, performance, interests and reputation by providing investigative, 

security and law enforcement advisory services worldwide that yield insight, deliver assurance and instill confidence. 

 

ABOUT RANE 

RANE is an information services and advisory company serving the market for global enterprise risk management. We provide 

access to, collaboration with, and unique insights from the largest global network of credentialed risk experts covering more 

than 200 categories of risk. Through our collective insight, we help enterprises anticipate emerging threats and manage 

today’s most complex risks more effectively.  

http://www.hillardheintze.com/workplace-violence-prevention-threat-assessment
http://www.hillardheintze.com/blog/5-attack-related-behaviors-that-can-precede-an-act-of-workplace-violence
http://www.hillardheintze.com/blog/domestic-violence-at-work-7-strategies-every-security-director-should-employ
http://www.hillardheintze.com/blog/security/office-violence-security-guards-the-first-line-of-defense

