
PRODUCT SELECTION & 
APPLIED TECHNOLOGY 
HANDBOOK 2020



PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

Contents
How Controllers are Adapting to Industry’s Digital Transformation

Key Aspects of Motion Control Integration

Selecting Process Sensors

How to Evaluate IoT Platforms

Is Your Process Control Software Up to Date?

Assessing Cybersecurity

06

08

12

17

21

24



PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

200921_AutoWeid_AUTOW_US.indd   1 9/21/20   3:07 PMFull Page Ad.indd   73Full Page Ad.indd   73 10/1/20   7:59 PM10/1/20   7:59 PM

http://digikey.com/automation


PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

Contributors
Adam Booth
product marketing manager, flow, Endress+Hauser

Jim Ford, Ph.D.
senior consultant, Maverick Technologies

Brent Frizzell
product marketing manager, level, Endress+Hauser

Sam Galpin 
Bedrock Automation 

Chad Harper
business development manager, Maverick Technologies

Benson Hougland
vice president, Opto 22

Linda Htay
product support engineer, IDEC

Keith Riley
national product manager, pressure, Endress+Hauser

Johann Tang
product specialist, Oriental Motors

Robert Villareal 
product marketing manager, temperature, Endress+Hauser



PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

Full Page Ad.indd   73Full Page Ad.indd   73 10/1/20   7:57 PM10/1/20   7:57 PM

http://faulhaber.com/evolved/en


PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

The programmable logic controller (PLC) and its more ad-
vanced cousin, the programmable automation controller 
(PAC), have long been mainstay technologies for the con-

trol of automated processes in both discrete manufacturing and 
continuous processing production applications. But even these fa-
miliar technologies are changing in light of new industry demands 
for greater connectivity, flexibility, and data sharing.

The lines between a PLC and a PAC have definitely blurred since 
PACs were first described in the early 2000s by ARC Advisory 
Group. Originally PLCs replaced hardwired relay systems, and lad-
der logic was used to represent in software what engineers used 
to see in the physical layout. These PLCs were typically used for 
discrete on/off control, and often at  high speeds, and that still 
remains an application in which the PLC architecture shines.

PACs introduced a more open, standards-based, modular archi-
tecture designed for broader interoperability and communication. 

With tightly integrated hardware and software and a single devel-
opment platform and database, PACs offered easier development 
in multiple domains, including logic, drives, and process control. 
For broader systems that include many analog I/O channels and/
or a variety of control functions and communication needs, PAC 
architecture is often preferred.

Clearly, PLCs and PACs will continue to have a place in in-
dustry for many years, but new automation applications will re-
quire controllers to have additional features and capabilities. 
These new requirements include data processing at the edge, 
the ability to directly interact with business and cloud soft-
ware, information technology (IT) compatibility and, most im-
portantly, cybersecurity. 

IT compatibility and security used to be afterthoughts in the con-
troller purchasing process, but digital transformation initiatives 
now make them essential. Additionally, controllers must support 

How Controllers are Adapting to 
Industry’s Digital Transformation

As even the most common automation technologies evolve 
in response to industry’s changing needs, several key factors 
should be kept in mind as you assess future controller purchases.
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How Controllers are Adapting to Industry’s Digital Transformation

applications and programming languages that permit edge data 
processing and direct interaction with business systems. Modern 
controllers must be first-class citizens on business networks as 
well as control systems.

OPEN AND MODULAR
A PAC’s more open architecture generally means that it is based 
on standards that make it compatible with other systems besides 
ones from the same vendor. It may be programmable using any of 
the IEC 61131-3 industrial control programming languages, for ex-
ample, provide support for OPC and common industrial protocols 
like Modbus, and offer free integration kits for other systems. 

A modular design means that system changes and expansion 
may be easier with PAC architecture, which is based on distribut-
ed, independent, and cooperative components, rather than being 
dependent on a central controller. In a factory, processes can be 
changed and new production lines added and controlled by a PAC 

without significantly reprogramming or overburdening a central 
controller. The PAC can also integrate with existing processes and 
other controllers as needed. 

PLC OR PAC?
Choosing a controller for a specific application depends on sev-
eral considerations. First, what are the functional requirements 
today, and what can be expected for the future? Direct machine 
control, especially high-speed discrete control or motion control 
with little expected change, may indicate that a PLC works best. A 
more complex application, especially if it is expected to expand or 
change, might argue for a PAC. 

Many vendors offer more than one type of controller to choose 
from and can give advice based on a specific application. The ven-
dor’s reputation for quality products, engineers’ experience with 
a vendor, and expected costs for support and training should all 
factor into the decision.
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Key Aspects of Motion 
Control Integration

When reviewing motion control systems for ease of integration, 
important questions to be asked include connectivity with other 
mechanical components and safety systems, as well as the standard 
questions surrounding torque, horsepower, and inertial load. 

As much as the focus on automation technologies has shift-
ed to machine data and the best ways to analyze and use 
those data, motion control remains critical to success-

ful production. But just as the management of machine data has 
changed with the introduction of new technologies, so too has mo-
tion control. Following are five key areas for OEMs to consider as 
they select motion control technologies for specific applications.

SEPARATE OR INTEGRATED?
As programmable logic controllers (PLCs) and programmable au-
tomation controllers (PACs) integrate more control capabilities, 
including motion, OEMs need to determine, based on the applica-
tion, if a separate motion control system is needed. To make this 
determination, find out of the PLC or PAC can control the motor 
they’re looking to use in the application. Also find out if the PLC or 

PAC can track absolute coordinates and resume operation imme-
diately after shutdown.

INTEGRATION WITH MECHANICAL COMPONENTS
Proper product selection and system compatibility can ensure 
smooth system implementation. For example, gearheads need to 
be compatible with motors. The right gear ratio needs to be cho-
sen. Motors need to be wired with a unipolar, bipolar, full-step, 
or microstep driver. Drivers and feedback sensors need the right 
protocols to communicate with the motion controller or PLC.

The more compatibility you have across all components in the 
system, the less of a headache you’ll have when trying to integrate 
these together. For example, if a driver does not offer the same 
communication protocol as the PLC, you will need to purchase 
an additional gateway or network converter in order to convert 
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Key Aspects of Motion Control Integration

the protocol. If a manufacturer can provide most of these com-
ponents, there’s a good chance that they can ensure compatibility 
and guarantee specifications.

COMBINING MOTION CONTROL AND SAFETY
Some safety functions can be combined with a motion control 

system, but some have to be kept separate. For example, some 
safety certifications, such as STO (safe torque off), requires all 
components to be safely rated. A motor manufacturer may not be 
able to provide every component in a safety system, such as safety 
switches or relays.



Key Aspects of Motion Control Integration

KEY QUESTIONS
In the past, motors and drivers were selected first, then con-
trollers were selected. Now, with the emergence of indus-
trial networking, it is advantageous to start with PLC, PAC, 
or human-machine interface selection based on the commu-
nication protocol desired, then add everything else. When 
defining motion control system requirements, it’s useful to 
let the manufacturer know what other components you’re 
planning to use in the system, so they can offer the easiest 
integration options first. As far as motor sizing and selection 
goes, be sure to provide the most accurate parameters to 
aid sizing accuracy. And be sure to discuss your application 
requirements as well. Sometimes, standard built-in driver 
functions can eliminate some R&D efforts.

When it comes to proper motor sizing, these are some of 
the questions you should ask:

• What do you need the motor to do?
•  How much torque or horsepower do you need?
• What is the inertial load?
• What is the required revolutions per minute?
•   What is the motion profile including  

acceleration and deceleration rates?
• What’s the required duty cycle?
•  What features or functions do you need?

9Applied Technology Handbook 2019
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• What is the power supply?
• How much space do you have?
• What is your budget?

If some of the information is unknown, then more details may 
be necessary for motor sizing decisions. For a ball screw applica-
tion, information such as ball screw lead, screw efficiency, screw 

dimensions, and friction coefficient, is needed. It all depends on 
the components involved and the design of the machine.

Always remember that you can never ask too many questions. 
Helpful information such as life estimation of products can also 
be provided by manufacturers. However, it’s always better to per-
form a life test with the actual load, cycle rate, and environment.

Key Aspects of Motion Control Integration

10 Product Selection and Applied Technology Handbook 2020 Key Aspects of Motion Control Integration

• What is the inertial load?
• What is the required revolutions per minute?
•   What is the motion profile including  

acceleration and deceleration rates?
• What's the required duty cycle?
•  What features or functions do you need?
• What is the power supply?
• How much space do you have?
• What is your budget?

If some of the information is unknown, then more details may be 
necessary for motor sizing decisions. For a ball screw application, 
information such as ball screw lead, screw efficiency, screw dimen-
sions, and friction coefficient, is needed. It all depends on the com-
ponents involved and the design of the machine.

Always remember that you can never ask too many questions. 
Helpful information such as life estimation of products can also be 
provided by manufacturers. However, it's always better to perform a 
life test with the actual load, cycle rate, and environment.

As PLCs and PACs 
integrate more control 
capabilities, including 

motion, OEMs need 
to determine, based 

on application, if 
a separate motion 
control system is 

needed.
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This article highlights the key decision factors to be consid-
ered with several different types of process sensors, includ-
ing infrared and contact sensors, temperature sensors, level 

sensors, flow sensors, and pressure sensors.

TEMPERATURE SENSORS
The level of stability needed for temperature measurement often 
comes down to a balance of reliability, process efficiency, and risk 
management. All sensors drift over time, no matter the type, but 
resistance temperature detectors (RTDs) prove to be more stable 
and linear in the way they drift than thermocouples. Traditional-
ly, thermocouples offered the fastest rate of response and most 
rugged construction. In some applications, this could outweigh 
the reliability of RTDs.  However, as RTD technology improves, it 
is possible to realize thermocouple response times and increased 
vibration resistance, as well as better long-term stability for tem-
perature measurement.

Frequency of calibration for a temperature measurement is typ-
ically determined by balancing risk and expense. More frequent 
calibrations reduce risk by increasing the safety of product and/or 
personnel. However, it also increases cost and downtime. Similar-
ly, less frequent calibrations will improve efficiency and productiv-
ity, but add risk to the process.

When it comes to choosing between infrared and contact tem-
perature sensors, the choice typically comes down to application 
and installation limitations, as both fulfill different industry and 
customer requirements.

Infrared sensors are more suited for open vessel, surface, or 
area temperature measurement, such as installations with rotating 
or moving assemblies. They are also suitable for applications that 
have extreme high temperature requirements where the sensor 
and electronics must be mounted remotely from the measure-
ment point and contact is not possible. These high temperature 
applications typically exceed 1600° C. Environmental factors, such 

Selecting Process Sensors

While all sensors deliver basic data about 
operations, process sensors have such varied 
applications that the selection process surrounding 
their purchase deserves additional consideration.
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Selecting Process Sensors

as moisture, dust, dirt may obstruct infrared sensor measurement 
and lead to inaccuracies or increased maintenance. 

High process temperature applications such as incinerators, 
fluidized bed furnaces and glass or porcelain production that 
operate at temperatures below 1600° C can be addressed with 
thermocouples and ceramic thermowells. Ceramic thermow-
ells offer durability for aggressive installations, and have high 
accuracy, long-term reliability, and are simple to maintain. 

For more standard temperature sensing applications (e.g., fluids 
heated to less than 600° C), contacting RTD and thermocouple 
measurements are an efficient, robust, and simple temperature 
solution. Typically, contacting temperature assembly selection is 
tied to industry-specific demands, approvals, designs, and certifi-
cations to fit each industry. Using thermowells to fit these require-
ments also allows for temperature sensors to be removed from 
the process for calibration or service without shutting down the 
line. There are special thermowells designed for tool-free removal 
of the temperature sensor from the thermowell, which is very use-
ful in installations requiring frequent calibrations.

LEVEL SENSORS
When trying to determine the best level device to use for an ap-
plication, the first question to understand and honestly answer is: 
“What is the goal of the measurement?” Examples of goals beyond 

the basic need for a level sensor could include:
•  The process keeps overfilling. A sensor is needed to help pre-

vent the overfill from occurring to provide a safer work envi-
ronment for operators and improve production yield. In addi-
tion, this helps avoid regulatory fines which are expensive and 
take time to report.

•  The plant has run out of raw materials twice this year and causing 
major upsets to the supply chain, meeting customer orders, and 
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Selecting Process Sensors

overall profitability. A sensor is needed to help reliably monitor 
raw material inventories to ensure the plant can keep running.

 Once the goal of the measurement is clearly understood, one can 
look to evaluate other factors that contribute to finding the best 
measurement device for the application. Key things to evaluate 
here include:

• Mechanical installation options;
• Process media; and
• Process conditions (i.e., pressure, temperature, foam, etc.)
By first understanding the goal of the level measurement and 

accounting for mechanical and process conditions, choosing the 
best sensor is simplified.  

13Product Selection and Applied Technology Handbook 2020
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Selecting Process Sensors

not feasible, there are other options, such as OPC-UA connec-
tivity on devices to support customers who want to get device 
information simply and directly to a cloud. 

The third question you should ask is: How do I know my flow-
meter is healthy? Most flowmeters today incorporate an onboard 
verification that can be run on demand to test the entire signal 
chain of the device, from sensor to transmitter. Some of these 
onboard verifications include a report that can be directly ex-
ported from the device via the control system via digital com-
munications. Best-in-class verifications are traceable to known 
metrology standards, which adds confidence to the quality of the 
verification methodology.

PRESSURE SENSORS
The selection of a pressure transmitter is very application de-
pendent. That is why you typically find so many options available.  
Ultimately the choice is going to be based upon one or more of 
these basic values: simplicity, safety, and process efficiency.

Direct-reading metal sensors are the type of sensor most end 
users think of when speaking about pressure transmitters. These 
sensors are comprised of a single diaphragm welded to the pro-

cess connection separating the fill fluid and sensor chip from 
the process medium.  Any change in process pressure is directly 
transferred via the non-compressible fill fluid to the sensor chip.  
With a limited variety of diaphragm materials and fill fluids avail-
able, direct-reading metal sensors are employed in non-aggres-
sive process fluids with temperatures <260° F. This makes the 
direct-reading metal sensor simple to install, commission, and 
reliable for many applications.

Direct-reading ceramic sensors differ from direct reading 
metal sensors in that the process contact material ceramic and 
they do not have fill fluid. These sensors are a completely dry 
cell. The ceramic cell in these sensors means that they are less 
susceptible to ambient temperature shock, they’re immune to 
hydrogen permeation issues, and can be employed in even the 
deepest vacuum application. Ceramic has a maximum process 
temperature capability of 300° F and is extremely durable.  Du-
rability is important for slurries and other abrasive mediums or 
viscous fluids that tend to build up and require high pressure or 
mechanical cleaning. 

Cleaning a metal sensor is never recommended, as it is too 
easily damaged, which will impact your measurement accuracy 

AW2010_Handbook.indd   13AW2010_Handbook.indd   13 10/1/20   7:47 PM10/1/20   7:47 PM
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FLOW SENSORS
When assessing different flow sensors, the 
first question that should be asked is what 
sort of data can the flow sensor provide? In 
today’s world, instrumentation is no longer 
seen as just an instrument, but rather a true 
process analyzer. For example, a Coriolis 
flowmeter can provide mass flow, volume 
flow, density, temperature, viscosity, and 
even a concentration measurement such 
as API degrees, proof/volume, and Brix de-
grees. Vortex and ultrasonic flowmeters 
can provide mass flow, temperature, pres-
sure, and even energy values of the gas 
they’re measuring.

The second question should focus on the 
export of data out of the sensor. Digital 
communications such as EtherNet/IP and 
Profinet are becoming more popular with 
the demand for digitally connected de-
vices. These digital communications allow 
you to transmit all the variables mentioned 
above plus advanced diagnostics and moni-
toring functionality. The ability to combine 

these digital communications with stan-
dard analog 4-20 mA or pulse outputs pro-
vides complete functionality for any appli-
cation. For those applications where digital 
communications are not feasible, there are 
other options, such as OPC-UA connectiv-
ity on devices to support customers who 
want to get device information simply and 
directly to a cloud. 

The third question you should ask is: How 
do I know my flowmeter is healthy? Most 
flowmeters today incorporate an onboard 
verification that can be run on demand to 
test the entire signal chain of the device, 
from sensor to transmitter. Some of these 
onboard verifications include a report that 
can be directly exported from the device via 
the control system via digital communica-
tions. Best-in-class verifications are trace-
able to known metrology standards, which 
adds confidence to the quality of the verifi-
cation methodology.

14

TRAYCONTROL® 550 TPE is a flexible, oil-resistant control 
and power cable. The special combination of TC-ER, PLTC-ER 
and ITC-ER allows this cable to be used as a connecting cable 
for AC, DC or control wiring in accordance with NFPA 79. this 
cable is approved for open, unprotected installation in cable 
trays to the machine. Its outstanding oil resistance (Oil Res 

I/II) guarantees a long service life for industrial applications in 
dry, damp and wet environments.

ROBOTICS

FOOD AND BEVERAGECHEMICAL

AUTOMATION
EVENT, THEATER 

& LIGHTING

TRAYCONTROL® 550 TPE

AUTOMATION
VENT THEAT

OD AND BEVERA

ROBOTICSMATERIAL

HANDLING

HEMICA

TERIAL and longevity. Ceramic cells, however, can be cleaned using 
a wire brush without fear of damaging the sensor. Ceramic 
cells also provide broken membrane detection. On the off 
chance the ceramic membrane becomes cracked or dam-
aged, the transmitter will immediately alert the control sys-
tem. With ceramic sensors, you maintain the simplicity of a 
metal sensor with the added process safety of broken mem-
brane detection and reduced maintenance thanks to the ro-
bust nature of ceramic.

Remote diaphragm seals sensors are often used in corrosive 
and/or high temperature applications. A remote diaphragm 
seal is a secondary diaphragm with an oil-filled channel or cap-
illary relaying process pressure back to a measurement cell 
consisting of a direct reading metal sensor.  

Process temperatures greater than 260° F typically re-
quire the use of a remote diaphragm seal, as there is too 
much risk that conductive or radiant heat will damage the 
sensitive electronics of the measurement cell. This is espe-
cially true if ambient temperature levels are also high. Re-
mote diaphragm seals coated with materials such as Monel, 
tantalum or gold have added protection from corrosive pro-
cess mediums and provide greater safety for the process, 
property, and personnel.

When it comes to choosing 
between infrared and 
contact temperature 

sensors, the choice comes 
down to application and 
installation limitations, 
as both fulfill different 
industry and customer 

requirements.

Selecting Process Sensors
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PRESSURE SENSORS
The selection of a pressure transmitter is very application depen-
dent. That is why you typically find so many options available.  Ulti-
mately the choice is going to be based upon one or more of these 
basic values: simplicity, safety, and process efficiency.

Direct-reading metal sensors are the type of sensor most end 
users think of when speaking about pressure transmitters. These 
sensors are comprised of a single diaphragm welded to the process 
connection separating the fill fluid and sensor chip from the process 
medium.  Any change in process pressure is directly transferred via 
the non-compressible fill fluid to the sensor chip.  With a limited va-
riety of diaphragm materials and fill fluids available, direct-reading 
metal sensors are employed in non-aggressive process fluids with 
temperatures <260° F. This makes the direct-reading metal sensor 
simple to install, commission, and reliable for many applications.

Direct-reading ceramic sensors differ from direct reading met-
al sensors in that the process contact material ceramic and they 
do not have fill fluid. These sensors are a completely dry cell. The 
ceramic cell in these sensors means that they are less susceptible 
to ambient temperature shock, they’re immune to hydrogen per-
meation issues, and can be employed in even the deepest vacuum 
application. Ceramic has a maximum process temperature capabil-
ity of 300° F and is extremely durable.  Durability is important for 
slurries and other abrasive mediums or viscous fluids that tend to 

build up and require high pressure or mechanical cleaning. 
Cleaning a metal sensor is never recommended, as it is too eas-

ily damaged, which will impact your measurement accuracy and 
longevity. Ceramic cells, however, can be cleaned using a wire 
brush without fear of damaging the sensor. Ceramic cells also pro-
vide broken membrane detection. On the off chance the ceram-
ic membrane becomes cracked or damaged, the transmitter will 
immediately alert the control system. With ceramic sensors, you 
maintain the simplicity of a metal sensor with the added process 
safety of broken membrane detection and reduced maintenance 
thanks to the robust nature of ceramic.

Remote diaphragm seals sensors are often used in corrosive 
and/or high temperature applications. A remote diaphragm seal 
is a secondary diaphragm with an oil-filled channel or capillary re-
laying process pressure back to a measurement cell consisting of a 
direct reading metal sensor.  

Process temperatures greater than 260° F typically require the 
use of a remote diaphragm seal, as there is too much risk that con-
ductive or radiant heat will damage the sensitive electronics of the 
measurement cell. This is especially true if ambient temperature 
levels are also high. Remote diaphragm seals coated with materi-
als such as Monel, tantalum or gold have added protection from 
corrosive process mediums and provide greater safety for the pro-
cess, property, and personnel.
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How to Evaluate IoT Platforms

A digital transformation can’t take place without a software 
architecture capable of supporting it. Given that, what factors should 
most influence your decision on an Internet of Things platform?

Nearly every major automation technology supplier offers 
Internet of Things (IoT) platform software as a means of 
providing an architecture around which to coordinate your 

plant floor systems for information technology (IT) consumption 
and collaboration. But how should you go about assessing these 
platforms, which can appear both very similar and distinctly differ-
ent from each other.

One of the first things to understand is that the IoT is about open 
interoperability and scalable connectivity. In the consumer space, 
IoT developers have the luxury of designing with only IoT compati-
ble devices in mind. Devices like modern smartphones and tablets 
or purpose-built IoT devices. In the industrial space, however, back-
wards compatibility is often a significant consideration because of 
the cost involved in replacing existing systems and because of the 
long lifespans of most industrial installations.

As a result, one key aspect of IoT platform consideration involves 
understanding the extent to which your control system relies on 
different classes of equipment, such as hardwired equipment (no 

automation),  standalone equipment (automated but not integrat-
ed), legacy automation equipment (automated but requires mid-
dleware to integrate), and greenfield equipment (which can be de-
signed to spec). An IoT platform should be evaluated based on its 
ability to integrate each class of equipment you have identified.

Once you have a handle on this, the next step involves evaluat-
ing the need for incremental rollout. The more existing equipment 
and automation you already have in place, the more a new IoT plat-
form must be capable of being rolled out over time so that process 
downtime can be scheduled appropriately. In many cases the re-
quirement will be to eliminate downtime, so the platform must be 
able to deploy completely in parallel with existing systems.

A final aspect of the process is evaluating the expected long-
term integration requirements and overall scalability of the plat-
form. Integration of existing and planned systems is one consid-
eration, but an IoT platform must be able to scale efficiently to 
accommodate new network nodes that will be added over time as 
well. The platform should scale smoothly whether the number of 



PRODUCT SELECTION & APPLIED TECHNOLOGY HANDBOOK 2020

How to Evaluate IoT Platforms 

data-producing field devices increases over time or the number 
and demand of data-consuming business applications increases. 
Keep in mind that scalability can be restricted by overreliance on 
proprietary technologies that inhibit interoperability and inflate 
costs, or a lack of security and reliability features.

WHAT SHOULD BE INCLUDED?
An IoT platform should reduce the dependence on costly, hard-
to-maintain middleware. Middleware—in the form of programma-
ble logic controllers (PLCs), I/O gateways, OPC servers, custom 
data processing applications, intranet/internet gateways, etc.—is 
costly because it often requires long-term licensing agreements 
to support various communication protocols, applications, and op-
erating systems. And because the complexity of a system increas-
es with the amount of middleware, this also inflates maintenance 
overhead and system instability.

In addition to reducing the complexity of industrial integration, 
another important aspect a viable IoT platform should have is se-
curity. Traditional automation integration systems left this as an 
afterthought, resulting in complex firewall schemes and network 
segmentation that further complicate integration efforts.

IoT platforms that provide a scalable, reliable architecture make 
it possible to distribute data consistently and to a greater degree 
than previously possible.

GREENFIELD VS. BROWNFIELD
For greenfield applications, it makes sense to design data commu-
nications with IoT in mind. Over time, the simplicity of integrating 
new devices and equipment will pay for itself. That said, be cau-
tious of locking into a single IoT platform built upon proprietary 
technologies or data models. Consider open-source components 
where possible.

For brownfield applications, the typical motivation for consid-
ering an IoT platform is the need to create a unified “backbone” 
network for predictive analytics or business intelligence systems, 
bringing together data from disparate networks across the organi-
zation and sourcing larger quantities of data more efficiently than 
with existing middleware solutions.

WHAT ARE THE MOST CRITICAL FEATURES?
Current and near-future drivers of data generation include arti-
ficial intelligence, advanced visualization, digital twins, predictive 
maintenance, and business intelligence. As Industrial Internet of 
Things  systems grow in service of these applications, IoT plat-
forms need to be able to scale efficiently to support hundreds 
of thousands or millions of data providers and consumers on the 
same network. With that said, scalability is a secondary attribute 
influenced by engineering and technological efficiency as well as 
security and fault-tolerance.
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How to Evaluate IoT Platforms 

Engineering efficiency relates to the cost and effort required to 
integrate each data point. Traditional integration solutions involve 
many steps, such as specifying appropriate I/O modules or gate-
ways, installing I/O systems, configuring PLCs/PACs (program-
mable automation controllers) to scan and transform I/O signals, 

configuring supervisory control and data acquisition or OPC serv-
ers to read controller data, and programming external applications 
to retrieve, transform, and deliver data to other systems in the 
organization. IoT platforms improve scalability by reducing this up-
front effort and the ongoing maintenance for these systems.



How to Evaluate IoT Platforms 

Technological efficiency relates to the 
on-the-wire data footprint required by 
communication protocols as well as sec-
ondary factors that influence engineering 
efficiency. MQTT with Sparkplug B is often 
recommended both for its technological 
efficiency as well as its contribution to im-
proving engineering efficiency. 

MQTT uses a minimal data format and 
reports data only as it changes, which re-
duces network traffic by almost an order of 
magnitude compared to traditional poll-re-
sponse communication models. Sparkplug 
B compliance increases the interoperabili-
ty and meta attributes of MQTT data with-
out compromising efficiency and contrib-
utes to auto-discovery of device tags (i.e., 
topics in MQTT language). The publish-sub-
scribe communication model of MQTT fur-
ther contributes to engineering efficiency 
by offering the MQTT broker as the single 
source of all data rather than requiring re-
dundant point-to-point connections be-

tween data consumers and data producers.
Increasingly open technologies (like 

MQTT) are being suggested as a priority 
consideration over proprietary technol-
ogies because of the potential impact 
on scalability. Industrial automation has 
long been hampered by vendors’ desires 
to monopolize industrial data, resulting in 
vendor lock-in and inflating project costs, 
and long-term operating overhead. High 
cost per data point inhibits scalability, re-
gardless of how efficient the technology 
is. Proprietary technologies can also in-
hibit interoperability, requiring new kinds 
of middleware in order to take advantage 
of a particular data format, etc.

Finally, as a matter of course, systems 
can’t scale unless they are reliable. If data 
are vulnerable to corruption by cyberat-
tack, power failure, or systemic instability, 
users won’t trust their data to an IoT plat-
form or invest their money in expanding it.
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same network. With that said, scalability is a secondary attri-
bute influenced by engineering and technological efficiency as 
well as security and fault-tolerance.

Engineering efficiency relates to the cost and effort re-
quired to integrate each data point. Traditional integration 
solutions involve many steps, such as specifying appropriate 
I/O modules or gateways, installing I/O systems, configuring 
PLCs/PACs (programmable automation controllers) to scan 
and transform I/O signals, configuring supervisory control 
and data acquisition or OPC servers to read controller data, 
and programming external applications to retrieve, transform, 
and deliver data to other systems in the organization. IoT plat-
forms improve scalability by reducing this up-front effort and 
the ongoing maintenance for these systems.

Technological efficiency relates to the on-the-wire data foot-
print required by communication protocols as well as secondary 
factors that influence engineering efficiency. MQTT with Spark-
plug B is often recommended both for its technological efficien-
cy as well as its contribution to improving engineering efficiency. 

MQTT uses a minimal data format and reports data only as it 
changes, which reduces network traffic by almost an order of 
magnitude compared to traditional poll-response communica-
tion models. Sparkplug B compliance increases the interoper-
ability and meta attributes of MQTT data without compromising 
efficiency and contributes to auto-discovery of device tags (i.e., 
topics in MQTT language). The publish-subscribe communication 
model of MQTT further contributes to engineering efficiency by 
offering the MQTT broker as the single source of all data rather 
than requiring redundant point-to-point connections between 
data consumers and data producers.

Increasingly open technologies (like MQTT) are being sug-
gested as a priority consideration over proprietary technologies 
because of the potential impact on scalability. Industrial automa-
tion has long been hampered by vendors’ desires to monopolize 
industrial data, resulting in vendor lock-in and inflating project 
costs, and long-term operating overhead. High cost per data 
point inhibits scalability, regardless of how efficient the technol-
ogy is. Proprietary technologies can also inhibit interoperability, 
requiring new kinds of middleware in order to take advantage of 
a particular data format, etc.

Finally, as a matter of course, systems can’t scale unless they 
are reliable. If data are vulnerable to corruption by cyberattack, 
power failure, or systemic instability, users won’t trust their data 
to an IoT platform or invest their money in expanding it.
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Is Your Process Control 
Software Up to Date?

Process control software advances—ranging from distributed control 
systems to multivariate control—offer a number of important 
capabilities to process manufacturers. The difficult part can be 
determining what technologies will benefit your operations most.

P rocess control software and related devices are some of 
the longest-used industrial devices in existence. When 
you hear references to 30- and 40-year-old automation 

systems, chances are they’re installed in a continuous process 
facility. And while there are numerous reasons for this, the fact 
is that technology is no longer advancing incrementally—which 
more easily allows older systems to stay in place. Today’s tech-
nology is leapfrogging itself in capabilities compared to previ-
ous levels of advancement.

That’s why, even if you’re not currently in the market for new 
process control software, you should keep up to date with how 
these technologies are changing. Because that decades-old 
technology you’re using now will not last forever. The goal is 
not just to replace old with new, but to replace the old with 
what you really need.

RECENT ADVANCES
Third-generation distributed control systems (DCSs) all share 
a commonality with regard to configuration. They use Win-
dows-based, object-oriented software for building I/O, config-
uring complex control strategies, and programming calculated 
variables. Importing and exporting databases is simplified by using 
spreadsheet software and similar productivity tools. Human-ma-
chine interface (HMI) display building is similarly designed to use 
the best features of Windows, with menu drop-downs, standard-
ized display objects, and copy-and-paste tools.

The result is a reduction in engineering effort, training costs, 
and on-site time required to migrate first- and second-generation 
DCSs—or to configure control databases for grass-roots installa-
tions. In short, an engineer can now use a PC to configure the con-
trol system, versus having to interface with the DCS via a dedicat-
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ed, proprietary console tucked away inside a control room.
Another important advance is the improved ability to integrate 

DCSs with the office network and make real-time and historical data 
available to anyone in the organization. New DCSs provide the tools 
to turn this data into useful information, leading to improvements 
in site productivity. While this was possible before, it required addi-
tional network capacity, special software, and a lot of engineering. 
It’s becoming much easier and efficient to get that information into 
the business network and start using it productively.

WHERE APC IS NEEDED
Advanced process control (APC) has two main objectives: 1) miti-
gate the negative impact of operating instability due to measured 
and un-measured disturbance variables; and 2) when possible, 
move the plant toward more profitable operation, while honoring 
process constraints.

Considering the above objectives, the process conditions that 
indicate the need for APC include:

•  Frequent feed charge rate and composition changes;
•  Process complexity (e.g., an olefins plant);
•  A high degree of unit heat integration;
•  Frequent changes in key operating objectives  

(e.g., product quality targets);
•  Economic and market conditions that call for maximizing plant 

production rates; and
•  Continuous processes that require a lot of operator interaction.

ADAPTIVE OR PREDICTIVE CONTROL
Predictive control uses dynamic models to predict the future state 
of the process and then make moves so that unit operation remains 
at stable and profitable conditions. These models must be developed 
ahead of time using historical plant data and often need adjusting as 
process conditions change (e.g., fouling of exchangers).

Adaptive control adjusts gains and time constants based on re-
cent operating history. Adaptive control can be combined with 
dynamic, model-based APC, or more heuristics-based APC tech-
niques, such as feedforward control, advanced supervisory con-
trol, and advanced regulatory control.

DO I NEED A MULTIVARIABLE CONTROLLER?
The presence of most, if not all, of the process conditions that 
indicate the need for APC discussed above would also suggest the 
need for multivariable control. But, beyond determining the need 
for multivariable control, the user must also evaluate the strength 
of the user’s organization to successfully implement the software. 
This is because use of multivariable control to successfully solve 
complex operating problems requires:

•  A staff of control engineers well-trained in implementing the 

Is Your Process Control Software Up to Date?
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multivariable control software and a deep understand-
ing of the operating units where the software is applied;

•  Long-term and constant commitment of manage-
ment to facility-wide use of the software—this means 
maintaining the control engineering staff and insisting 
on the involvement of the operations department in 
all aspects of the software’s use;

•  Daily monitoring of the availability and effectiveness 
of the multivariable controllers implemented with the 
software, and subsequent adjustments to controller 
parameters that impact the proper functioning of the 
controllers; and

•  A long-term maintenance program to ensure high 
controller availability and effectiveness.

Because of these necessary investments, it’s important 
to consider whether the control problem is truly multi-
variable with multiple inputs and outputs needed to con-
trol the objective. Otherwise, simpler solutions are often 
more effective in the long run.

You should only consider implementing multivariable 
control when the control problem is truly multivariable and 
when the above requirements are met, regardless of the 
presence of process conditions that may suggest its use.

Is Your Process Control Software Up to Date?
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Assessing Cybersecurity 

From understanding the most common threat vectors for industrial 
automation systems to evaluating threat detection capabilities, 
cybersecurity assessments are now as much a part of automation 
device feature functionality as processing speeds and connection ports.

With industrial automation devices increasingly being 
connected as part of Industrial Internet of Things (IIoT) 
and Industry 4.0 initiatives, a thorough understanding 

of cybersecurity threats and ways to guard against them have 
become basic requirements for the successful use of automa-
tion technology. The need for this knowledge extends from high-
er level automated systems like assembly workcells and robotics 
down to controllers and even sensors.

ATTACK VECTORS
Before delving into protection methods, it’s important to first 
understand what you’re likely to be guarding your systems from. 
Aside from direct physical access, i.e., someone in-house exploit-
ing your system directly, the two most common ways into an in-
dustrial network are:

•  From the top. In this set of scenarios, the attacker gains 
access first to the corporate enterprise network and then 

finds and infiltrates the industrial network. The good news 
for defenders is that this begins as a standard information 
technology (IT) realm cyberattack. The defense techniques 
are well known, if not always well practiced. The bad news 
is that, if the attackers are targeting the industrial network, 
they are likely to be skillful, stealthy, and persistent. 

•  From the side. In this case, the attacker gains direct access 
to the industrial network by exploiting a provision for direct 
remote access. This could be a virtual private network or RDP 
(remote desktop protocol) connection used by company en-
gineers for remote troubleshooting, a remote access con-
nection established for an equipment vendor, a compromised 
Internet of Things device, or even a back door previously in-
stalled by the attacker.

It is important to realize that these two ways are not mutually 
exclusive. The initial stages may rely on access from the top, 
but establishing the direct access from the side is likely to be 
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an attacker priority.
Regardless of how the intruder accesses the operations tech-

nology (OT), the best defense is to be certain they have nowhere 
to go if they do get in. To instantiate this and provide the best 
protection possible, your system should have advanced authenti-
cation and encryption routines built in, making unauthorized ac-
cess to any command and control capabilities impossible.

EVALUATING DEVICE DETECTION TECHNOLOGIES
One prominent feature offered by many cybersecurity providers 
is the ability to detect and analyze every device connected to 
your network, so as to quickly identify any possible rogue actors. 
But before assessing the merits of cybersecurity vendor A versus 
vendor B, first determine whether your organization is at a level 
of cyber defense maturity that makes the technology effective. 
Vendor demos make these tools look easy to use and deploy. 
However, the real power of the tool comes from the skills of the 
human analysts who set it up and use it. 

Resilience requires the ability to detect, respond, and recov-
er. To ensure system resiliency, you should be able to answer 
these questions: How does the technology contribute to the 
whole process? Who will use it? Do they have the skills and 
can they dedicate the time required? Do you have the required 
span ports or taps to connect it? Will it work well with other 

tools you already have in place?
If the above questions look intimidating, but you still want to 

learn something about the traffic on your network, consider 
experimenting with Grass Marlin (accessible on GitHub). This is 
a free mapping tool originally developed by the NSA for indus-
trial networks. It is 100% passive. It can be used either for live 
capture or to analyze a pcap (packet capture) file of previously 
recorded network traffic.

Of course, any decision to purchase add-on cyber security tools 
should be evaluated in the context of whether your basic control 
system is itself secure. If it does not have advanced security built 
it to its electronics, the protection gained from any added tools 
will be severely limited.

IT/OT COOPERATION
One of the main reasons industrial control systems are being 
connected for IIoT and Industry 4.0 initiatives is so that the 
plant floor data can be more integrated into the executive de-
cision-making process. And that requires close cooperation be-
tween front office IT departments and plant floor OT experts. 

To start off your IT/OT cooperation on the right foot, focus 
first on operational risks, not the network. For both attackers 
and operations, the network is the means, not an end in itself. 
Therefore, focus on the physical consequences of the cyber inci-

Assessing Cybersecurity 
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dent. What happens on the plant floor? How 
are you going to respond and recover? What 
are the operational requirements?

There are at least two ways to approach 
his discussion. One is a Cyber PHA (process 
hazard analysis). In industries with hazardous 
processes, this examines the risks identified in 
the normal PHA and considers whether they 
could be caused by a cyberattack. These are 
the operational nightmare scenarios. In ex-
treme cases things can explode and people 
can get killed. The Cyber PHA is an important 
exercise because it can make it very clear what 
systems or devices need priority protection.

A second group of scenarios worth explor-
ing is the consequences of a targeted ransom-
ware attack. For the attackers, this is much 
easier than trying to blow something up. Ran-
somware is a commodity on the dark web. It 
also offers a potentially significant payday for 
the attackers. So far, reported industrial ran-
somware attacks have been surprisingly rare. 
These attacks are widely expected to become 
more common.

Assessing Cybersecurity 
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