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PREFACE 
 

You have undoubtedly all heard of ‘Picture-In-Picture’ - a feature of almost all modern television. 

 

This is ‘Book-In-Book’.  

One book embedded in another. 

 

I have written a comprehensive compendium of information, experience, opinion and knowledge. This 

comprises the bulk of the material in the book. This is for the mind. The table of contents is your guide. 

 

But there is also a ‘second book’ embedded in these pages. A book of thought and career driving 

philosophies. CIO legacy. CISO wisdom. Executive leadership and guidance. My personal thought gems.  

I have embedded and scattered these thoughts and phrases as ‘callouts’ throughout the book identified 

by the owl graphic that accompanies each.  

 

 

 

This is for the heart. There isn’t an index or guide. Thumb through the pages and find the owls.  

Even if you read nothing else in this book you will be a better CIO, CISO or transformational executive for 

having done so. 
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Threats live where the business lives. There are no threats to technology, 

only to the business, and the greatest threat to the business is not 

recognizing this 
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FOREWORD 
 

Martin Gomberg has produced, in this book, something that most writers can only dream of doing.  He has 

taken experiences gleaned over a long and illustrious career in IT, information security and privacy, and 

turned them in to an eloquent description of what current Chief Information Security Officers, and those 

who aspire to become CISOs, should think about, worry about, and act upon. 

 

This book is a comprehensive, engaging, and at times amusing picture of information security in the 

enterprise.  Martin covers not only the current paradigms of information security, but also where the 

discipline is headed, especially with respect to its key practitioner, the CISO.  He “redefines” the CISO as 

someone who does not just advise the business on information security but is truly part of the business in 

an intimate and profound way.  This is a goal that all of us CISOs have long sought to achieve.  We don’t 

just want to “have a seat at the table,” we want to be there with the full recognition by the other parties at 

the table that we belong there, that our contribution is critical to business success, and most importantly, 

that we are not just representing a “special interest” – i.e., information security – but instead have in mind 

the broadest interests of the enterprise as we offer our input into the deliberations. 

 

Martin lays out a structure and a way of thinking that achieves these things.  He provides both useful 

theoretical and practical advice on the topics that a CISO must deal with.   While each chapter contains 

many gems, his material on incident management and response, drawn from his personal executive level 

experience, is especially important considering the serious data breaches that seem to afflict both the 

private and government sectors every year.  And often every month, or even every week. 

 

When I read a book, I always look for two things: (a) does it keep my interest – do I want to turn the page 

looking forward to what is on the next page; and (b) does it teach me something I did not previously 

know.  Martin’s book did both for me, and I hope and expect it will do likewise for anyone who reads it. 

 

Thank you, Martin, for making such a noteworthy contribution to the field of information security, a 

profession that both you and I embrace.  May your book have fair winds and following seas as it sails forth 

onto the oceans of many eager readers. 

 

                                                                                          Rich Guida, CISSP 
 

Rich served in the U.S. Federal government for 28 years, most of that time in the Navy, and received a 

Presidential Meritorious Rank award in 1996. He then joined Johnson & Johnson as J&J’s Chief Information 

Security Officer with the title of Vice President for Worldwide Information Security. He holds engineering 

degrees from MIT, and an MBA from George Washington University. 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 
  

ABOUT THIS BOOK 
 
It has been just one year since President Trump signed a federal Cybersecurity Executive Order entitled 

“Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure”. This EO ordered U.S. 

government agencies to upgrade their infrastructure and implement defenses to accepted cyber security 

standards, holding agency leaders across the federal government directly accountable for reducing and 

confronting cyber risk. By extrapolation, as a condition for doing business, the leadership of any company 

that does business with the federal government is also accountable to the standards of the new order.  

 

Last year the New York State Department of Finance enacted cybersecurity regulations touted to be among 

the most stringent cybersecurity law to date. These rules apply not only to New York financial entities, but 

those with whom they do business wherever located. The NYDFS cybersecurity rules hold corporate boards 

and company executives accountable for enacting a comprehensive cybersecurity program.  

 

Mid this year, the European Union began enforcement of the General Data Protection Regulation. This 

privacy law applies to companies globally, not just in the EU, and imposes enormous penalties for failures 

to adhere, again putting responsibility on corporate boards and leadership to assure compliance. The UK 

Data Protection Act was unveiled with similar effect. The EU Privacy and Electronic Communications 

Regulation (PECR) is expected to take effect by end of year governing marketing and digital data exchange. 

 

With the enactment of the California Consumer Privacy Act of 2018, the first comprehensive state privacy 

regulation implemented in the US is positioned to go into effect. This will serve as a model for other state 

privacy laws to follow and will create enormous pressures for effective security and data protection 

practices.  Around the globe, in Israel, Canada, Russia, Hong Kong, Singapore, Belarus, and elsewhere, 

existing privacy law is being revamped or new law is in proposal. In just the past month, Kenya and Brazil 

have put draft privacy law under review. The President of Tajikistan signed new data protection regulation 

into law. China and Singapore have both introduced new cyber regulation. Across the U.S., new statutes 

for cyber and IOT are being discussed or enacted, and federal data privacy regulation is proposed in the 

2019 legislative agenda. EU and Japan just announced a monumental data transfer adequacy agreement. 
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Privacy and security are in focus everywhere. The message is clear and is embodied in law. Corporate 

leadership is now accountable. Their success is tied to the effectiveness of their security programs. And 

the success of security programs to the appointment of a competent Chief Information Security Officer. 

 

The CISO role is changing but law and accountability are not the only drivers of the redefined CISO role. 

 

Changing business, digital transformation, new markets, and new consumers, have produced a voracious 

demand for the collection, aggregation, and consumption of data. Executives and operating boards 

recognize that disruption and innovation will be the incubators of new ideas and market success but are 

challenged as to how to move forward and achieve a path to disruption without damage, and without 

excessive risk. They recognize that the opportunities to participate in new markets and adopt 

transformational approaches, or to be ‘disruptive’, is not possible without a secure operating environment, 

and without a risk management strategy that enables new opportunity.  

 
Amongst the greatest barriers to success in the digital transformation of business, cloud adoption, and 

mobility, and in better engaging and increasing proximity to consumers in the tools they use, physical and 

virtual spaces they converge, and the information they consume, are the concern for the security and 

privacy of data, and confidence in traditional structures for protection. If innovation is the path to 

transformation, and new models of competitiveness, then awareness and management of risk is necessary 

to effectively clear that path. If technology and business are to bring out the best of each, and if risk is to 

be managed through transformation, we will need an empowered and engaged CISO. If as Frank Wander 

in Transforming IT Culture suggests “we need to learn to transform knowledge into opportunity,” then to 

succeed, we need to recognize risk without halting innovation, and the demand again is for an empowered 

and engaged CISO. 

 

Business leaders know that success demands innovation but change breeds risk. Change also moves and 

transforms risk. Traditional operating models and structures within Information Technology have been 

changing for some time. As more services leave the confines of the data center for the cloud, and more 

companies increasingly explore server-less architectures, infrastructure on-demand, and other emerging 

models, risk has moved from operations and systems management, to security and privacy, less the 

purview of data center management, and more that of the CISO and other security specialists. This is 

exacerbated by the mobile / virtual client device model. 

 

New business paradigms, an increasing and expanding environment of complex threats, mobility, the 

Internet of Things, new operating models, and a continually evolving body of law and regulation, all demand 

more in the protection of business. Change breeds new areas of exposure, and breeds opportunities for 

compromise by malicious actors. The CISO, the Chief Information Security Officer, is recognized by 

leadership, and by law, as the executive to confront complex threat, guide leadership, and to enable 

business transformation and success. 
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There are new rules. We live in strange times where individuals manufacture disaster, most of us live or 

work in or near locations where every disaster wants to be, and we have enemies we have never met. This 

is the technical reality of Cyberspace and Cyberattacks, assaults on personal privacy and the quality of the 

information we consume, the reality for reputation and brand disparagement in digital social space, and the 

physical reality of riots, protest, terrorism, and active assailants on personnel and premises. 

 

And we've seen horrific natural events and massive storms like Katrina, Sandy, Irma, Maria and Florence. 

 

We live not just with changing climates, but in a climate of change. Threats are everywhere, they are 

technical, social, physical, legal, natural, regulatory, man-made, financial, and yes, the climate in which we 

do business. And it is diligence, prudence, a focus on quality management, effective peer partnership and 

information sharing, and an effective program of review that will get us through. And it is continual 

monitoring, testing and remediation that assures that amidst all distractions and inherent risk we stay on 

course. 

 

Business leaders are stepping up. The most competitive and mature businesses recognize that the 

demands of business protection are increasing and that the traditional role and expectations of the CISO 

need to change. I think most CISOs would agree. Almost every CISO, regardless of background and 

experience, irrespective of company size or industry, whether in the public or private sector, and whether 

domestic or global, has seen the position of CISO and the challenges they face grow and transform. As 

responsibilities for security, risk management, regulatory compliance, reputation management, privacy, and 

the continuity of business increase, management expectations of the CISO, and demand for those ready 

to inform, guide and to participate in strategy and leadership have also increased. These are roles and 

capabilities for which the CISO developed through traditional career trajectories has often not been well 

prepared. 

 

Business leaders need more. The CISO increasingly is the executive called upon not just to protect, but to 

provide confidence, interpretation of risk, and measured response to threat. The CISO is also the executive 

called to provide the understanding, guidance, and leadership that enables the execution of complex 

business strategy within a context of risk. The growing importance of the CISO in leadership is a recognition 

of the new realities of business. It is a complicated world. The sub-title of this book is Leadership, Business 

Protection and the Chief Information Security Officer. It is exactly the ability to assume leadership and an 

overarching role of protection in all aspects of business and business change that has redefined the CISO. 

 

Business leaders are under pressure. They are accountable not just to provide oversight, but to prove cyber 

program competence. In a recent Harvard Business Review, Bill Sweeney states that as many as 40% of 

executives lack a ’clear understanding’ of cyber risks, or their preparedness for it. It is the CISO that is 

being called on to provide the assurance behind the signatory responsibility of executives, and of the board, 

to regulators, financiers, and investors. This is not just by choice. For many, and increasingly, it is by law.  
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Executives are not just asked but mandated by law to engage with their CISO. They are mandated to require 

periodic risk assessments and reporting to leadership. The CISO may define the program and communicate 

the risk, but it is now the responsibility of the executive to understand, accept and put their signature on risk 

mitigating programs and efforts, or adopt other risk strategies. Whether the CISO is part of a traditional 

Information Technology organization, reports through Operations, Legal, Risk, Human Resources, or to the 

CEO, or to the audit committee, or directly to the operating board full time, or as a periodic closed-door 

advisor, a practice increasing with regulatory demands, executive management is aligning to the need for 

a greater CISO, a more engaged CISO, and a more business focused CISO, that which I have called in 

this book, a CISO Redefined. 

  

This is not intended as a ‘How To’ book. Despite that, you will come away with a lot of ‘How To’ 

guidance and material. I discuss some laws as models, indicators of a direction, or because they are new, 

or relevant, but this is not about laws. I will impart some practices and offer topical workshops and exercises 

that you can use, but this is not a book on practice. It is based on years of experience, but I won’t speak at 

length about me or what I have done, only as passing references. Mostly it is about risk. And controls. And 

a protective ecosystem. It is about protecting a business. Protecting a business is like playing chess; there 

are pieces you can move, skills to develop, and strategies. As with chess, there is a risk. We can be 

outplayed, make a wrong move, be beaten. We put up our best defenses, an aggressive offense, and 

continually strategize to control the board. But in this chess game the rules are changing mid-game. Threats 

are changing. Laws are changing. Business is changing. The skills we need have changed. Some may not 

have had extensive experience in privacy, continuity, or incident response as disciplines, or may not be 

current with new cyber, breach, and global privacy laws. I discuss continuity at length, and a new way to 

approach it. I discuss privacy and how to assess and protect it. I address the European General Data 

Protection Regulation (GDPR). Also, the NYDFS Cybersecurity Regulation. This book is intended to 

challenge and transform approaches, and enhance competencies, twist, ignite, and promote disruption in 

how we all see our roles, and how we think about risk, controls, business, and business protection overall. 

We need to do this, because others are doing it for us. Our roles are being redefined in practice, in 

regulation, and in importance to the organization. 

 

I will challenge our most entrenched of sacred security icons, beliefs and practices, from how we approach 

Business Continuity Planning, to Controls, to the definition of Risk, to the CIA (Confidentiality, Integrity, 

Availability) Triad. This is not to disavow or degrade, not even to disagree, but to see these in new ways.  

We will look at technical risk and cyber. We will look at regulatory, operational and organizational risk. Also, 

physical, legal, and privacy exposures. We will relook at these through a new lens of the complex world of 

threat and challenge, and transformative business. We will look at regulation, standards, guidelines and 

proven practices. The CISO is being redefined because business is being redefined. 
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For some in our best companies, our most mature businesses, this is not new. The CISO by whatever title 

has attained a position of strategic participation with over-arching responsibility for business protection, and 

as an enabler of change. According to the 2017 IDG Security Priorities Study, two-thirds of enterprises have 

appointed a dedicated CISO or CSO. More than half of these are likely to be part of a dedicated security 

organization apart from IT as compared to small to medium businesses which have either not dedicated 

the role, and where they have, it is as an embedded IT function. It wasn’t very long ago, as in the picture 

on the cover of this book, that the CISO was a senior technician, sitting in front of screens, interpreting and 

responding to alerts. Those days for most are gone. That said, even some of our largest of name companies 

have not sufficiently matured the CISO role to that of a participant in strategy and executive decision. Some 

have limited the breadth of CISO responsibility to Cyber and other technology specific risk. 

 

For some new to the field, or for the many CISOs laser focused on cyber or technical risk, much of what 

we will cover may be new ground. And of course, we are not alone in rethinking the CISO role. Redefinition 

and realignments are happening everywhere in the disrupted business, from structure, to organization, to 

vision. Business leaders envision the path forward, but voice concern for the risk they face as they 

undertake investments in new means, models, views, and ideas; customer focused, business driven and 

digital. It is no longer a technical question the CISO is tasked to address, but strategic business 

differentiation and direction.  

 

What we need to protect us from malware or malicious attackers remains important and the core of the 

security role but is now more a table stakes discussion. Increasingly, there are new questions: 

 

• “Do we know our most severe security risks? Does the business accept these? Executive leadership? 

•  “Can we demonstrate sufficient oversight and controls to investors and regulators?” 

•  “Can we mitigate the risks to adoption of a more client proximate digital business model?” 

•  “Can we expand globally and apply the same level of operational and technical controls?”  

 

These are no longer technical questions, but business questions. These require both business acumen and 

technical expertise to address.  

 

Can our protective models adapt and scale? Business change is everywhere. It is redefining partnerships, 

clients, organizations, and relationships, virtual and on-demand. Threats, physical, cyber, and reputational, 

exacerbate with the melding of IT, Industrial Control Systems, Medical Technology, Home Automation, and 

the Internet of Things, and with Big Data. The CISO, by whatever title, by need, and by emerging law, has 

emerged as the Chief Business Protection Executive. 
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And there are new concerns: 

 

• Mobility and cloud have moved sensitive data far from the infrastructure under our control  

• Technology, cloud services, and digital communities are emerging faster than we can absorb 

• Technology and culture are changing too fast for law and policy to keep pace  

• We have ample defenses for attacks and malware, few for human behavior 

• Security and Privacy are in a tug-of-war  

• There are far too few, with the skills we need, for the threats we face 

 

Finally, a word about the structure, layout and audience for this book. 

 

The drivers redefining the CISO role are risk, changes in business culture and organization, and compliance 

with law and regulation. Although working through a section on risk or regulation is sometimes like walking 

face first into a wall, I have put these sections at the start of the book - introducing my thoughts on risk, 

controls, discussion of the ROI of security investments, standards, and compliance. As I hope you will find 

I ascribe to the Mary Poppins dictum that “Just a spoonful of sugar helps the medicine go down”. I have 

tried to deliver this in short, absorbable chapters. I don’t always succeed, but you can read a chapter and 

then go about your day. I have also tried to keep this discussion digestible through stories or examples.  

 

It is not unusual for concepts of corporate protection and governance to be a lot like chewing rocks – gritty, 

hard, and sometimes difficult to digest. I have tried to deliver each section in this book almost as a blog, a 

mind dump of thoughts and experience accumulated as CIO, as a business protection executive, a technical 

strategist, a forensic specialist, and over a three-decade career. I chaired privacy initiatives; I chaired 

business continuity; executive crisis response team; I was a founding member of the CIO Executive Council; 

I was vice chair of an OSAC committee on media industry business protection for the U.S. State department. 

I will try to translate that real-world experience into a discussion focused on leadership and strategy, 

business protection and opportunity, and the CISO as business executive. There is a lot to cover. 

 

We as CISO need a firm understanding of the governing aspects of business, security, and operational 

prudence to be meaningful voices to our colleagues, executives, and boards as emerging law increasingly 

requires us to be. And we need a firm understanding of guiding law to be effective where risk and regulation 

dictate that we must. Whether third party risk, red flag evaluation of our partners, contracts, or security, and 

for privacy, continuity, investigations or crisis response, stay with me early on as we get through the first 

few sections. I am sure you will appreciate the preparation for all that follows.  
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There are three types of ‘callouts’ to watch for.  

 

The open palm means STOP. Attention is required.  

 

I have single line framed specific data that I thought would be an important take away. For instance, in the 

section on Crisis Management, I list documents and plans that need to be kept current to enable law 

enforcement and other specialists to assist in response to a cyberattack. 

 

And of course, follow the owl for ‘excerpts and quotable thoughts.’ Some may go down in history as linguistic 

gems. OK. I am pushing it, but if these are helpful to you, or you like the concepts they express, please feel 

free to use them, tweet them, or post them, of course as is, unaltered, in polite discourse, represented 

appropriately, in context, with attribution to me.  

 

Why should you read this book? 

GDPR - Many of us are in varying stages of preparation to comply with the European Union’s  

GDPR (General Data Protection Regulation). The law is now in full effect. I share thoughts on privacy, 

practical experience, and tools to help in achieving conformance. 

 NYDFS - For those required to adhere to the NYDFS (Department of Financial Services) 

Cybersecurity Regulations 23 NYCRR 500 there was a phase-in, but many provisions must now be in place 

to conform to the law. Full compliance with all provisions is required by March 2019.  

If you are concerned about emerging U.S. Federal or State breach, privacy and cyber legislation, 

or are working to satisfy HIPAA, GLBA, FFIEC, CCPA, or other domestic regulatory obligations, this may 

be helpful. I offer thoughts on risk, controls, continuity, third party evaluation and contracts, incident 

management, and other areas where regulation requires we are responsive.  

Many companies are required to comply with multiple laws and regulatory structures, in the U.S. 

and abroad, each with specific requirements, yet with significant redundancy and overlap. Whereas 

excepting two I see as predictive of a direction I do not delve into the requirements for satisfying other 

specific regulation in depth, I discuss the development of an overall ecosystem, a culture, pattern, and 

practice of effective oversight, security and privacy practices. Many of the concepts are globally relevant to 

laws and practices from Europe, to Canada, U.S., and elsewhere. 

 

For many third-party relationships have grown more complex. I share strategies and Red Flags.  
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Engaging senior management and getting buy-in to the development of an enterprise protective 

program for information security and cyber defense requires the presentation of a well-structured and 

cogent plan they can get behind. I highlight the top ten ‘High Yield Investments’ that you should make for 

cyber and enterprise technical security. These investments will lay the groundwork in assuring the safety 

of your organization. 

College and University students in Information Technology, Security, Law, or Business will gain real 

world insight and perspectives and a comprehensive view of business protection. 

 For those prepping for the CISSP or CIPP exams or similar credentials, either on the CISO path or 

working within the CISO organization, or in legal, risk, or operations, this book will provide a helpful context 

to your study. It provides a strong platform for new levels of understanding in many of the areas you are 

taking the exams to achieve. Read this and you will be a better CISSP or CIPP whatever your career goals. 

 I have included a teaching guide, ‘TAKING STEPS TO REDUCE THE IMPACT OF BREACH’. For 

those of you that have not inventoried and classified the data you hold or are concerned about the potential 

for breach and the theft or destruction of your most critical data, but like many, without an effective program 

for addressing it, this will give you a starting point. And for most, well more than that. This along with the 

tools I provide for assessing and managing privacy risk will help you on to the path towards identifying 

sensitive personal ‘PII’ data and corporate confidential data. It will help in understanding the risks to your 

data, and your enterprise; what is needed to protect it, and to become a safer company.  

With BC/NT - BUSINESS CONTINUITY NEW THINKING, I introduce another way to think about 

crisis, and about Business Continuity, a preparedness, quality management, and business focused 

approach. Regardless of where you are in the development or maturity of a business continuity program 

this will give you fresh insights, new approaches, build on your current efforts, and help raise the visibility 

of your program to executive leadership. It will absolutely be worth the read!  

And look for the BUSINESS RISK TRANSFORMATION WORKSHOP in the BC/NT chapter.  

 

As much as we must comply with regulation, and as much as compliance is increasingly more demanding, 

there is much more to governance and what a CISO needs to cover in protecting business today than 

simply complying with regulatory requirements. I share thoughts on privacy, continuity, organization, data 

protection, breach mitigation and crisis response. I look at global laws, regulatory compliance, contracts 

and investigation. I cover personnel, asset, technical and cyber security planning, incident readiness and 

response, and the protection practices we all need to keep business safe. 
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One would think that many of the most mature CISO practices in our best ‘big-name’ companies are already 

doing most or all of what I will cover. That they have established procedures, aligned organization, and 

have embedded an environment of prudence, care and controls into the operating culture, and have 

integrated an awareness of this into the business. Some have, but many have not. Even the most matured 

of CISOs will find some new ideas on which to build.  

If you are a CIO or other technology or business executive in a position of leadership, you will want to read 

this as well. This book is not just for the CISO or aspiring security executive. As a CIO in an environment 

of growth, innovation, and managed risk for much of my career, I address this book to all executives 

concerned with promoting effective leadership in the protection of business, including those from business 

or operations tasked to assume the role of CISO. It says it in the title. It is about the CISO Redefined: 

Leadership, Business Protection and the Chief Information Security Officer. This is not a book for 

technicians. It is a guide for transformational business leaders facing transformational challenges.  

 

I have had the privilege to work with some of the best CIOs, CISOs, law enforcement, attorneys and 

enlightened management. We need to engage and share information with our peers, our competitors, 

specialist service providers, and public safety. We need to participate in public-private partnerships and to 

take on challenges before they become our personal problem. This book is directed to a broad range of 

readers and impacted professions: lawyers, privacy specialists, compliance, IT professionals, public safety, 

and anyone interested in protecting business at risk. We all need to work together.  

 

This book captures my perspectives, ideas, and opinions, much of what I have learned, and developed as 

a CIO, Global Head of Business Protection, technical strategist, IANS (Institute for Applied Network 

Security) faculty member, Senior Privacy Consultant with TrustArc, and executive advisor. Perspectives I 

have expanded as Cyberite LLC founder and as an author. I have documented approaches that have 

served me well, in a format from which any CIO, CISO or other executive or risk specialist, regardless of 

company size, industry or complexity, or anyone interested in moving into the field, or simply moving the 

ball forward, or in changing the game in their approach to developing a program of protection for an 

operating business can benefit. I have tried to keep to friendly and non-technical human English, 

understandable by most anyone with an interest.  

 

I hope you enjoy CISO Redefined. Leadership, Business Protection, and the Chief Information Security 

Officer, and come away with the concepts, competencies, and practices that in my opinion build a better 

CISO, the right CISO to bring confidence and stability, and to clear the path for transformative business.                                                         
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 
 

INTRODUCTION 
 

Who could argue with the premise that mandates for regulatory, legal, and ethical compliance have become 

increasingly complex? Building a program to manage this is equally complex. Almost all corporate entities, 

municipalities, agencies, and businesses generally, and even more so in specific industries, are affected 

by the increasing demands of law and business governance. This is true in the U.S., Europe, Canada, and 

almost everywhere cross border or overseas, from Asia, to Latin America, to the Middle East. It is a given 

that responsible businesses and executives need to comply with changing and emerging law and 

regulation. It is also a given that the scope of regulatory compliance programs and governance will continue 

to increase with the transformation of business to new models and as we approach new markets. 

 

Increasingly, regulations and law have focused concern on the protection of data. And increasingly, the 

data we need to protect to be compliant, is global, mobile, and everywhere.  

 

And any executive that reads a newspaper, speaks with peers, or is in tune with the challenges of the new 

business climate, recognizes that threats against our networks, technologies, software, and risks to theft of 

data have become more sophisticated, targeted, pervasive, and frequent. Increasingly they are coming to 

recognize vulnerability and the potential for data loss as a cost inherent to rapid innovation, increased 

mobility and agility, and the push for market speed and expansion. They are also recognizing that neither 

these drivers of transformative business, nor the risks that come with them are going away.  

 

Breach, disruption, theft, and data loss are increasingly significant issues, but not just technology issues, 

and technology alone, regardless of spend, or how applied, will not fix this. 

 

It has been said and re-quoted so often that although I am quoting, I don't know from who, or from where, 

that "you can have security without privacy, but you cannot have privacy without security". I would also add 

that without effective privacy and data protection controls, conforming to the requirements of statutory 

privacy regulations and laws and directives, domestic and overseas, is not possible.  
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So, without security you can't have privacy, and without privacy you can't have compliance. Unfortunately, 

you can't have security without getting a lot else right in organization, operations, education, and 

infrastructure, also knowing what you have, why, where it is, if you need it, or have the right to have it, and 

how you need to protect and manage it, and that is where most fail, and downstream, privacy, and by 

extension, compliance suffers.   

 

Sophisticated Cyberattacks launched by skilled attackers, criminals, and rogue nation states threaten the 

safety of our business. Increasingly virtual, cloud, global, and mobile business models diminish our control 

of data. With emerging and divergent global privacy requirements, staffing and technology challenges, 

natural and man-made disasters that threaten continuity, and the complexity of domestic and international 

law and regulation, without argument, the CISO role faces increasing pressures. These pressures are both 

for the oversight of regulatory compliance regarding the safety, stewardship, and proper use of data under 

threat, and from the changing and growing scope of responsibilities and corporate expectations.  

 

We cannot protect everything, particularly as cloud, mobility, virtualization, and shadow IT extend the assets 

we are asked to protect beyond our visibility and reach. And we often get too caught up on technical 

defenses. There is no ‘box’, tool, application or appliance that can protect us in absence of clean operations 

and prudence. Name companies that make this mistake are successfully breached every day despite the 

best of technology, staff, and budgets. 

 

And with a focus on digital transformation, IT governance is changing. This is evident in the much discussed, 

changing role of the CIO or Chief Information Officer, and the emergence of new digital market focused 

executives. Business realignment and competitive innovation is being pursued amidst a voracious 

consumption of media, apps, and data, managed and not, local, mobile, cloud and virtual, all of this driven 

by digital communities, globalized markets, and new business models.  

 

And many of the threats we most fear, some that put us at greatest risk, we can least influence or control. 

These extend beyond our perimeters, out of our reach, but are devastating in consequence to us just the 

same. Each of us are dependent on a web of business partners, big and small, prepared, secured, and not. 

Many of us depend on services and technologies that impact us in ways we cannot begin to know. Our 

cloud providers use cloud providers, and they in turn use others. Contracts can only minimally protect us. 

We, our network of partners, theirs, technologies we use, and the environment in which we operate together 

are a system, and one part exposed, risks others.  

 

Our laws, culture, capabilities, and risks are out of balance. This is a fact owed to the speed of change and 

likely will remain so for some time. Law attempts to reconcile the protection and rights of the individual as 

the individual and the rights individuals demand are changing. New threats continually emerge to exploit 

this culture in transition, and new technologies emerge to counter these. We make investments in the 

security we need to protect us, but the skills and staff needed to leverage these investments are difficult to 
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keep in pace, and are increasingly difficult to find, hire or retain. Privacy is at odds with the security that 

protects it. Laws are out of pace with the technologies they mandate, how they should be used, and the 

context of continually changing threats in the climate of risk they seek to regulate.  

 

To many, the cost of regulation, impact on the economy, business and competitiveness, and the ROI 

(Return on Investment) of the compliance spend is contentious. After all, compliance at best will only assure 

a minimal standard of conscientious practice is applied, it does not assure safety or eliminate risk. If a 

prescriptive approach was all that was needed we would just follow the guidelines, and we would be done 

- open the package, add water, shake, and do whatever else that it asked to assure complete safety for our 

business. That is however, not enough. There is no magic formula or secret sauce. Many understand that 

each business is unique, and it is only an understanding of the business, the inherent culture, inventory of 

consequential risk, and the properly applied tools, technology, people, processes, budget, awareness, 

education, and oversight, guided by knowledge, standards, and proven best practices, that moves us 

forward. And we move forward tediously against an ever moving and elusive goal of operating safety, but 

never free of risk.  

 

But compliance, beyond concern for penalty is important. Regulations, standards and frameworks assure 

that at least a minimal competency is pursued. They address issues of privacy, security, ethical behavior, 

consumer safety, globalization, competitiveness, and more. They provide a measurable baseline against 

which adequacy can be assessed, measured and audited. They enforce responsibility, industry norms of 

professional competence and practice, and corporate policy. And despite all the arguments so many will 

make to the contrary, they benefit business interests, operating, growth, and transformational goals. 

  

We don’t do business alone. We are participants in a value chain of material and product sourcing, piece 

assemblers, wholesale distributors, manufacturing, advertisement, sales, fulfillment, legal support and 

consultants, and so many other. We have markets and consumers on which we depend and competitors 

that help define our value. Each component of our value chain in turn participates with others in a chain of 

dependencies. It is all a relationship based on assumption, hope and trust, minimally visible to us, and even 

less so secured by contract. That which we describe as a value chain is at best a loosely structured web 

constructed of trust and dependency. We build indemnification in contracts as an insurance, but in fact it is 

an acknowledgement of the dirt in the system. There are things we cannot know.  

 

It is our hope secured in small part by third party assurance documents that each party has done the needed 

diligence and all operate with prudent controls, but in the end except for the largest, closest, and most 

visible parts of our chain which we scrutinize, it is an exercise in the blindest of faith. Without doubt there 

are minor players, component contributors, niche operators, too small for detection on radar upstream, 

perhaps applying the resources to enforce controls, or perhaps completely open and just skirting by. 

Without doubt, most strive for excellence. But also, without doubt, some ineptly managed, or unscrupulous 

actors, making the barest of investments in protection and controls, remain elemental in contribution to the 
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chain. We hope and trust that due diligence and good practice highlights these, that those on which each 

link depends have built adequate redundancies and diversity and alternate suppliers as protection, but for 

most of us, we can’t really know.  

 

Regulation and mandated minimums to meet compliance helps bring some truth to the system.  

 

In almost every company regardless of size, security competes for oxygen and mindshare with other 

business priorities, and even other technology priorities. Business needs proximity and alignment with 

consumers, and the consumers are mobile, social, device agnostic, and digital. The CIO is balancing pursuit 

of innovation and operational effectiveness in a virtualized environment, with the management of cost 

through cloud, and best efforts at security against unknown threat. Except in the most mature, and 

structured of businesses, or unless compelled by mandates and regulation, competing priorities wrestle to 

get attention. 

 

Compliance protects the consumer. It provides safeguards, brings greater transparency to operating 

practices, and assures prudent management. Pressing regular and continued examination, cleaner 

operations, providing visibility to correctable exposures, and driving otherwise easily distracted spend 

towards protecting business and consumer interests are all tangible benefits of regulation, and each is as 

important as satisfying regulatory demands. Scrutiny and attention to security, privacy, ethics and more, 

whether mandated by regulation or other, can only be for the better if driving detection of exposures, and 

advocating or compelling investment, and improvement in defenses and mitigation. 

 

I spoke briefly about the encouragement of an ecosystem of safeguards and practices broadly compatible 

with standards and regulations, whether government, agency, industry or professional, domestic, or global. 

Unfortunately, there is no one single standard that if adhered to satisfies all others but adopting and 

fostering an effective ecosystem of prudent controls, security, and operational practices moves us closer. 

The effective ecosystem implements prudent safeguards, encompasses oversight, management, and 

effective operations, addresses security, privacy, continuity, safety, and ethics, and manages risk and 

compliance. This is the realm of the CISO Redefined.  

 

Business pursues the brightest prospects of innovation, digital transformation and global opportunity, but 

with that also introduces the darker forces with which modern business must contend. The CISO engages 

the business, assuming leadership, driving adherence, acceptance, and ownership into the fabric of the 

business and its operation day to day. Cultivating an effective ecosystem of prudent controls, security, and 

sound practices gives attention to safeguards and clean operations. Encouraging the adoption of these, 

moves the needle towards success. 

 

In an interview with Stan Dolberg of IANS Research posted in ‘The Secrets of Top Performing Information 

Security Officers’ by Ian Barker, Stan notes that ‘three out of four high performing CISOs embrace 
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engagement. They build alliances and adhere to a risk-based approach where the business owners ‘own 

the risk’. These ‘Top Performers’ see this as the means to their effectiveness. The IANS study further states 

that only 10% of cyber teams have “proactive stakeholder engagement programs in place”. It also notes 

that “88 percent have no formal, ongoing data classification practices”. 

 

In a follow-up article in Network World entitled “Secrets of successful CISOs”, Stan Dolberg of IANS focused 

on CISO reporting channels. Having surveyed more than 1200 CISOs and security teams he finds that the 

most successful CISOs report into risk and business roles. He also finds that those least successful at 

achieving organizational engagement report into technology organizations directly.  

 

Don’t be disillusioned if that is the line in which you report, and most do. There is a barrier, it has been long 

standing, and the CIO role is struggling with that type casting as well. It is in part self-imposed and for us 

to clear. We have an opportunity in recognizing this. If we are to be seen differently wherever we report, we 

need to pursue a new path, and take another approach. Continuous organizational engagement at all levels 

will be the primary driver of success, and having a formal plan for achieving engagement, including regular 

periodic meetings with all business, executive, IT and operational teams is the means to make this happen. 

Increasingly, and now compulsory under some emerging law, even operating boards require that the CISO 

be engaged directly, providing reports, presentation, and guidance, defining risk and the path to navigating 

troubled waters. This without doubt will drive engagement and likely organizational dynamics. 

 

In my experience, I found this to be true. Assuming the lead in Business Continuity planning and overseeing 

the challenge of plans presented by the BC coordinators to the department heads helped in establishing 

credibility and partnership. Leading privacy initiatives and helping businesses to understand privacy and 

compliance goals did as well. Taking a lead role in Enterprise Crisis Management, promoting confidence in 

InfoSec and Cyber preparedness; becoming teacher and guide, as well as advocate and enabler of new 

initiatives were all effective ways of achieving direct engagement. 

 

Personal relationships are also critical. Having key executives gather in my office once or twice a month for 

a glass or two of wine as we talked issues established friendships, broke down barriers, and brought 

executives less likely to have personal contact together to share ideas. Taking deputies from finance, legal 

and the business units to lunch at key points in decision cycles and for planning and review also provided 

a setting for the business priorities to be heard by those that needed to support them and for relationships 

to develop. I tried to do several of these early in the year to assure we were on the same page in agenda, 

and then again later in the year to see how we progressed. This was an excellent opportunity to get a 

‘heads up’ on plans and thoughts as they were being kicked around and to assure that security and 

protective priorities were built into projects and programs being considered.  

 

You cannot violate or conform to a policy unless it exists 
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With some variance for the culture, history, geography, economy, socio-political and business structures 

that make the focus of our laws and operating environments unique, there are principles and best practices 

in management and prudent operations and technology that we as businesses share everywhere, domestic, 

and global. We all face similar challenges. The same threats are everywhere. And as threats loom larger 

and impact more of us, it is not without good reason that the community of CISO peers and the information 

shared between experts in the security, legal, law enforcement, privacy, and risk communities, internal and 

external to the business, becomes one of our greatest assets. It is a sphere on which the CISO depends. 

It is the application of best practices, vigilance, and shared knowledge, as well as new technologies, and 

the efforts of CISOs and other security specialists and experts pushing back against the darker forces 

globally, that ultimately will advance a slow and sliding success. 

 

You are still reading. With that I can assume that you either are fascinated by the topic, my writing skills, 

couldn’t get theatre tickets, recognize the importance of this discussion, are an executive, attorney, CIO, 

CISO or other IT professional, a risk manager, moving into the profession, or in any one of the dozens of 

roles impacted by regulations and the need to manage and respond to them, or any combination of the 

above. 

  

Or perhaps I would add a crisis manager, individual responsible for facilities and facilities protection, for 

human resources, operations, a CSO, safety architect, investigator, or in law enforcement. Thank you for 

staying with me. Sheer enumeration of the responsible roles and the breadth of professions and activities 

involved in protecting the operating business makes clear the importance of the discussion ahead. 

 

My perspective has always been to focus on clean operations and good management first and then apply 

the technical defenses. Going the other way in my experience is futile. There is no technology that can fill 

the void of insufficient oversight and operational cleanliness. Yet that is often what is done and there is no 

spend regardless of how big that makes that come out right.  

 

And so, the discussion ahead is not just about technology, but about risk and about business, pragmatic, 

focused, and decisive. It is about the role of the CISO, a role being redefined, in governance, privacy, 

security, continuity, and compliance. It is about positioning an enterprise to capitalize on opportunity and 

new markets.  

 

A posture of leadership and pursuit of advantage does not come without risk and a neck exposed. Risk has 

a cost, but the right executive, the CISO, reduces the noise in the environment and makes that cost 

manageable.  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 1.    THE CISO ‘REDEFINED’ 
 

There was a palpable feeling to the right of the millennial change that things were different. Prudently 

managed IT was embattled with a newly emerged consumerization. It was empowered by a paradigm shift 

towards the commoditization of technology. A perfect storm. Corporate Information Technology standards 

were pushed aside by demands for new and emerging devices. This was not a ground swell. It was coming 

from the highest levels of our companies. There was cloud. Digital communities. New populations of 

consumers were born by this empowerment. They ranged from the technically savvy, to those completely 

bypassed by the computer age, now enabled by smart phones and tablets with global reach and access. 

For those completely unprepared, this was their portal to family, friends and experience. They had nearly 

unlimited capability, but without the awareness of security or controls the computer age inured in the rest 

of us.  

 

I recall being at a family dinner some years ago. Dinner ended, plates were cleared, and as typical I pulled 

my Blackberry to check messages. When I looked up, everyone at the table, 3 generations of adults, each 

had some mobile device in hand. And on the couch, even the toddler was playing with a tablet!   

 

Although it still seems like we are just in the midst, consumerization has been shaping and driving the digital 

transition, mobility, cloud, social media, online communities, virtualization, and As-a-Service platforms for 

the past 20 years. It has changed how we build, choose, and use technology. It has changed how we build 

applications and networks. And it has changed the wealth of data we produce, store, process, and expose. 

And again, a perfect storm; an accelerated transformation in consumers to a culture of immediacy, mobility, 

and expectation, and a business drive towards digital innovation, each feeding off and perpetuating the 

other. 

 

Many of us who thought we knew better held firm, a mistake, ‘protecting’ as we lagged in keeping pace with 

where some in our business communities clearly wanted to go. We lagged in recognizing, understanding, 

and addressing the changing speed, momentum, and new business dynamics. And at the same time, we 

lagged in recognizing the sophistication of developing threats, from data breach, to targeted phishing and 
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social engineering, to malicious worms, denial of service, and attacks against point of sale. And there were 

new threats emerging. Malicious cyber threats, nation state actors, botnet attacks against IoT (internet of 

things), and ransomware, each feeding off the expanded risk surface of the new digital world order. It was 

a surface exposed by new consumers, changing technologies, less effective controls, and the speed of 

business innovation. Traditional defenses were stretched, and porous, ‘growing thin, like too little butter, 

spread over too much bread’ paraphrasing Bilbo Baggins in Tolkien’s the Lord of the Rings. And the “Eye 

of Sauron” was upon us. 

 

Many held firm to traditional defensive perimeters and anti-virus alone, insufficient for the new generation 

of targeted threats. For most companies, IT operations managed security, largely treating it as a network 

administration function, competing for attention with other administrative tasks and business driven 

initiatives. Most were slow in professionalizing the practice with a dedicated specialist, a skilled and 

experienced Chief Information Security Officer. Even then, with the introduction of the CISO, information 

security was treated as an information technology issue, not a business concern. With increased mobility, 

virtualization, globalization and new business models, and the recognition that we are not only exposed to 

threat, but limiting innovation and progress and accepting unwelcomed accountability, this is changing. 

 

In this book, I have redefined the CISO as a new and emerging ‘Business Protection’ executive. I would 

love to take credit, but this assessment is not based on my views. The role is being interpreted in emerging 

law, in response to data breach and cyber threat, and the obligations of corporate leadership for business 

accountability. Laws which frequently lag are leading and establishing the importance of the CISO as 

advisor to boards and executives. Business ecosystems are emerging, expanding, and integrating, from 

IoT, Medical Technology, SCADA, Industrial Control, Big Data, and more, and the threat environment is 

converging. The CISO, as the role is being defined, will not be a cybersecurity technical specialist alone, or 

even a technical, or security specialist. The CISO is an executive, one with broad capability in security, 

privacy, continuity, risk, compliance, physical, and digital threat, and an executive’s perspective. As Larry 

Bonfante said in Lessons in IT Transformation, “Anyone with a ‘C’ in the title is expected to function at an 

executive level and have a broad perspective of the entire organization when making decisions. Functional 

knowledge and experience are table stakes, not differentiators.” 

 

This CISO as redefined is different in skills, scale, capacity, approach, and acumen for business. 

Sometimes called an Executive CISO, or a Global CISO, or by other titles implying broad responsibility, this 

new CISO is a leader, the right fit for the transformational business, digital risk culture, and evolving threat 

environment.  

 

This new CISO will assume a very different posture of leadership in the organization than the CISO has 

before. In addition to management of threat, vulnerability and defense, corporate expectation of the 

'redefined CISO' is for greater participation, executive interaction, and prudent and measured advisement. 
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1. It is expected that the CISO will be an active participant in strategy, compliance, policy, and architecture; 

business and technical.  

 

2. It is expected that the CISO will assume global responsibility for the protection of data, assuring 

conformance with domestic law, and with international privacy statutes. 

 

3. The CISO promotes confidence; advising, assuring correctness in policy, and that activities, and 

investments are guided by clarity, a targeted business aligned agenda, and a risk focused plan. 

 

4. Assuming a leadership role requires that the CISO is orchestrator, facilitator, and advisor.  

 
5. The CISO engages with stake holders from Legal, Human Resources, Risk, Finance and Audit. From 

facilities, and business protection to IT management, technical specialists, operations, and with LOB 

heads (lines of business). It is a job that cannot be done alone or in isolation. 

 

6. The CISO will engage across the business and reach out; leading by policy, activity, and example, 

embedding in the business process, not as an add-on, but in the structure and fabric of critical initiatives, 

providing security-by-design. Equally, the CISO must be engrained in the diligence process and in 

ongoing partner relationships across the “value chain” (Competitive Advantage, 1980, Michael Porter) 

assuring needed controls and regulatory conformance are in place and in practice, from ‘source to 

production, from sale to fulfillment’.  

 

7. The CISO will take the lead; with government, regulators, external auditors and counsel, law 

enforcement, solution providers, and with industry, and other professional security peers. Threats, laws, 

technology, and business are changing continually, and the CISO needs to stay current with the tools 

for defense, and the laws that dictate how these can be applied.  

 

8. The CISO provides the legitimacy to statements by accountable leadership; and is emerging as the 

appropriate role not only for addressing issues of security, but increasingly privacy, continuity, 

reputation, and other areas of business risk. The CISO mission is one of trust, relationship, and 

communication, called upon to deliver an often complex and uncomfortable message to managing 

boards, executive leadership, and operating management, in a digestible way. 

  

New York State Department of Financial Services Cybersecurity Regulation specifies that the CISO shall 

report at least annually to the board. It specifies that this be in writing, addressing the state of cybersecurity 

risk, controls, and other issues that impact the safety of the business. This mandate applies to banks, 

insurance companies and other financial institutions operating or licensed in New York State, but is also 

directionally indicative of new law anticipated at the state level across the country, and across industries. 

Law is assigning executive accountability and setting expectations of the CISO role.  
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In some organizations, in addition to an expert in technical security, the CISO assumes a corporate 

management role, and broader domain responsibilities. These may include IT or overall business risk. 

Perhaps staff, budget management, and planning. This may be unfamiliar to some CISOs that have 

progressed into the role as developers, lawyers, or system administrators. It is increasingly expected that 

the CISO be involved with licensing, contracts, and compliance statements, and in some organizations, 

systems availability, application security, and protective infrastructure. The CISO is the singular cultivator 

of policy, practice, strategy and oversight in some companies. In others, the CISO is a validator of policies 

and controls, not the architect. 

  

Defamation and disparaging remarks against celebrities, institutions, programs, businesses, executives, 

and corporate personnel are often seen in online space, and they are broadcast widely through digital 

communities. They seek to embarrass, encourage others with similar grievances, or to do damage, or 

threaten harm. Increasingly this foreshadows or coincides with physical attacks, riots, assaults, 

disturbances, or protest. Cyberattacks are no longer just disruptive. Increasingly they are directed at 

causing or encouraging destruction, violence, harassment, and compromise of operational safety. As 

incidents increasingly blur the lines between technical and physical, the CISO assumes, along with the 

CSO (Chief Security Officer), a greater role in the management of incidents and crisis.  

 

 

 

The most effective CISO is visibly active outside company walls, pursuing 

the minimization of the threat environment with peers in the security and 

law enforcement community.  

 

It should be the stated role of every CISO and the teams they manage to 

collaborate with law enforcement, security providers, and each other, to 

build a presence capable of acting in the defense not only of our individual 

companies, but the business community, our markets, and the communities 

we live in and serve. We do this as engaged CISOs, speaking, writing, 

sharing information and collaborating on strategy. We are operating in very 

dangerous times. This threat cannot be beaten from behind our walls, or 

alone. It must be taken on together. 
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So, if a hiring manager, what should you be looking for, who is the right fit, and what is the best profile for 

this executive level CISO position? 

  

The ideal CISO candidate is at the same time executive, a business presence, technical specialist, manager 

of risk, and of incident and crisis. A curious mind, a deep thinker, a planner, and a strategist, and a trusted 

resource. The CISO is a leader by strength of presence and confidence, a bringer of questions, soliciting 

more questions, and encouraging answers. The CISO is a specialist in conforming technology and 

operations to law and regulation, a security evangelist, a business leader, partner, advisor, and confidant.  

 

The CISO Redefined is not fantasy. Leading CISO’s in our most mature and progressive organizations are 

already there. They have assumed roles of executive partnership, as leaders, and advisors, or are steadily 

moving in this direction. Those who haven’t, soon will. Laws including the newly emergent NYDFS 

Cybersecurity Regulations for banking, insurance and financial businesses specifically address the CISO, 

how they will communicate to executive leadership, how frequently, how they will be engaged, and their 

contribution to executive accountability. It is what is expected, or soon will be, and we all need to be there. 

 

 

 

 

 
Protecting a business is like playing chess; there are pieces you can move, 

skills to develop, and strategies. As with chess, there is a risk. We can be 

outplayed, make a wrong move, be beaten. But we put up our best 

defenses, an aggressive offense, and continually strategize to control the 

board 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 
 

SECTION 2.    RISK IN SIMPLE TERMS 
 
 
We live with risk in business. Risk can’t be eliminated in entirety and perhaps the positive of that is that it 

keeps us aware, competitive, and investing in growth, new ideas, and continued improvement. We invest 

in new markets and products out of concern for market saturation, obsolescence, and the emergence and 

success of competitors. We invest in higher performing systems because someone else will. We build Big 

Data Lakes and business intelligence systems to find that next opportunity before it slips away. We move 

apps, data, and infrastructure into the cloud, and make our workforce mobile to expand our reach, speed, 

and to be everywhere. We improve our privacy and security posture to address regulatory risk, and protect 

business, clients, and community, and to clear the path for opportunity. 

 

There is no opportunity that doesn’t come with risk. Business is not static, and all change comes with risk. 

The pace of business is accelerating, and with speed, risk increases. The reach of business is everywhere, 

and with that our risk surface expands.  

As said above, business risk can’t be eliminated. It can be avoided or deferred in specific instances by the 

strategic or tactical decisions we make, in each of these cases moving or shifting risk elsewhere, or later. 

Risk can also be transformed. A centralized manufacturing model simplifies production but concentrates 

risk. A distributed model, with adequate redundancy, can reduce physical risk, but may increase the cost 

and complexity of operation. Changing the model transforms the risk. 

Business risk can also be addressed, or ‘mitigated’. The purpose of good governance and most regulatory 

safeguards is for the recognition, understanding, and measured control of risk. Where mitigation of a risk is 

not prudent, whether by direct, compensating, interlaced, or layered controls, then the cost of risk can be 

lowered, pooling and sharing the cost of risk through the purchase of insurance. Where the cost or impact 

of a given risk is absorbable, or assignable to others through price increase, or in other ways, the risk can 

be accepted. These are business decisions. These are decisions made by each company in accordance 

with its capacity, risk concerns, and risk control drivers, mandates by regulation, or by requirements or 
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indemnifications defined in contract. The sum of these decisions shapes the risk mitigation strategy and 

plan for a company, and each company plan will be different. Traditionally CISOs have described risk in 

terms of "accept, reject, transfer or mitigate." 

Risk by definition 
 

Many of us talk about risk. If we are to understand, inventory and effectively manage our risk, we need 

parameters that define it. There are models like FAIR, a Factor Analysis for Information Risk 

(http://www.fairinstitute.org/), and formulaic approaches (https://www.linkedin.com/pulse/calculating-

information-security-risk-scott-rosenmeier/?trackingId=QbnrWs2cnI66k8J34bMkbA%3D%3D) with much 

greater granularity and sophistication than the generally accepted risk=(impact x probability). Other 

approaches are more subjective. 

 

It is reasonable to interject an operating definition of 'risk' for most governance and regulatory concerns as 

the presence of:  

 

• a realizable threat where there is, 

• a vulnerability that can be exploited due to the absence or insufficiency of an effective mitigating control 

or controls and,  

• there is the potential or likelihood of consequential impact and,  

• reasonable action or investment would be prudent and responsible  

 

Many primarily focus on the first three conditions in defining risk: a realizable threat, an exploitable 

vulnerability in absence or insufficiency of controls, and a likelihood of consequence. Whereas this may be 

enough in many cases, I prefer the inclusion of the test for prudence and responsible action, and so use all 

four conditions inclusively in definition of what I consider ‘real’ risk.  

 

Let me provide an over the top example as to why. In applying the outrageous test of a meteor impact, it is 

in fact "a realizable threat, there are no realistic controls to prevent it, and there certainly are 

consequences". That said, this does not satisfy the fourth consideration of whether ‘reasonable action or 

investment would be prudent or responsible’, a test of sensibility, nor does it recognize probability, or 

relative imminence, basic requirements for making a mitigating action reasonable.  

 

My good friend Rich Guida has argued that ‘the more traditional view of risk always builds in the concept 

of negligible risk, which the meteor strike would be’. Big consequences certainly, but far outweighed by the 

infinitesimal probability, thus producing negligible risk.  In that construct, in his opinion, there is no need to 

consider reasonable action or investment - just decide that any negligible risk shall be ignored. 

 

http://www.fairinstitute.org/
https://www.linkedin.com/pulse/calculating-information-security-risk-scott-rosenmeier/?trackingId=QbnrWs2cnI66k8J34bMkbA%3D%3D
https://www.linkedin.com/pulse/calculating-information-security-risk-scott-rosenmeier/?trackingId=QbnrWs2cnI66k8J34bMkbA%3D%3D


36 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Risk is the flipside of opportunity. Risk also exists and must be evaluated in context of the environment in 

which it is assessed. A strictly metric assessment of risk, though computationally effective, fails to recognize 

the potential of even negligible risk in one context to create, facilitate, influence, or exacerbate other risk 

conditions, be exacerbated by other risk conditions, or assume a different level of importance if context 

changes. It also fails to recognize potential impacts or impediments to opportunities out of context to its 

current environment. Lastly, negligible risk may be negligible in the context of the direct or compensating 

controls that mitigate or constrain it and remains negligible only if controls remain sufficient. 

 

Approached either way, with an exception for the deep underground bunkers built for the ‘designated 

survivors’ or critical members of the federal government intended to assure continued operation, whether 

negligible and ignored, or failing the test of sensibility as unreasonable, it likely would not be prudent for 

most companies to invest in underground hardened facilities or other means of protecting against extinction 

level events. This is a risk we simply and tacitly accept (most pretty much ignore completely unless into 

doomsday scenarios) and go on about our lives. 

 

In absence of these four 'inclusive' conditions, in most cases risk would not likely become a focus of audit, 

regulation, liability, investment, or executive attention. We will use this operating definition as a test of risk 

throughout this book whether addressing technical risk, privacy, physical threats, or continuity. 

 

We also use the word ‘mitigation’ frequently in the context of risk. From the Businessdictionary.com, 

mitigation is defined as the “elimination or reduction of the frequency, magnitude, or severity of exposure 

to risks, or minimization of the potential impact of a threat”.  That definition works for our purposes. 

 

Having identified the universe of risk we as business potentially face, even having limited the definition of 

risk to only that risk for which reasonable action would be prudent and responsible, the enormity of the task 

of mitigating all potential risk quickly becomes obvious. Regardless of the size of company, staff, or 

available resources, and regardless of commitment, mitigating all risk is both untenable, and if attempted, 

would be costly, and unmanageable.  

 

Equally, it quickly becomes clear that addressing all risk is unnecessary, and that of the stock of identified 

potential risk, only that risk most consequential to those most important, sensitive, and exposed assets 

need attention. 

 

Even having defined the pool of priority risk, it should be clear that in the context and priorities of an 

operating business, not all risk, even that determined to be of highest priority, can necessarily be addressed 

with the same immediacy, or with the same effectiveness.  

 

Fish still swim in murky waters  

 

http://www.businessdictionary.com/definition/reduction.html
http://www.businessdictionary.com/definition/frequency.html
http://www.businessdictionary.com/definition/magnitude.html
http://www.businessdictionary.com/definition/severity.html
http://www.businessdictionary.com/definition/exposure.html
http://www.businessdictionary.com/definition/risk.html
http://www.businessdictionary.com/definition/impact.html
http://www.businessdictionary.com/definition/threat.html
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What risk is deemed addressable, and in what order, is a business decision. It is based on that which is 

likely to achieve the best result, with the highest degree of confidence of success, for the potential 

investment a given business can make at any one time, or over a reasonable period, given the resources 

in dollars, time and people. It is also based on the most immediate requirements of the business, or 

compliance with law, regulation, and standards.  

 

Risk management begins with an inventory and prioritization of risk, and specifically: 

 

• relative imminence of the threat 

• severity of outcome if unaddressed 

• presence or absence of compensating controls or conditions 

• potential to create, facilitate, influence, or exacerbate other risk conditions 

• likelihood of successful mitigation 

 

Later in this section, I include a simple model, a threat inventory model. It maps threats to vulnerabilities 

offset by controls. These are just illustrative examples. For complex businesses or reporting requirements, 

a governance platform, a risk management system, or an integrated GRC (Governance, Risk, and 

Compliance) system likely will be used or may be needed.  These are quite comprehensive, offer extensive 

threat data integration capabilities, and detailed, presentation quality reporting. Most often they provide real 

time dash boards for interactive assessments of risk. 

 

 

 

 

 

 

 

 

A risk is only meaningful where a vulnerability exists to a consequential 

asset, in absence of effective mitigating controls, and sensibility and 

prudence determines that there is not only the possibility, but a probability, 

and imminence to realization, such that consideration of action, is 

reasonable, appropriate, and timely 
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Assessment of risk 
 

Risk is assessed to identify, measure, and inventory the exposure that threats or classes of threats, a 

country, region, political structure, economy, financial system, business, business function, or the 

technology, people, and processes that an operating business depends upon may face. It must be 

considered in terms of potential, likelihood of realization (probability), and consequence (severity of effect). 

An inventory of risk is needed to develop a plan for mitigation or other action, and to appropriately assign 

ownership of that risk to a designated individual or group so that it can be managed.  

 

The assessment can simply be an acknowledgement, with actions taken or not, a simple list, or a more 

formalized qualitative assessment which describes the risk, potential impacts, and outcomes, or may take 

a cost or other metric based quantitative approach. In all cases, a risk inventory should be based on an 

interview of the business and key stakeholders, identifying their concerns and fears, and their opinions and 

assessment of options available to mitigate these. These should be correlated and prioritized.  

 

Regardless of threat, risk doesn’t exist out of context of a vulnerable asset. Even so, a vulnerable asset is 

not at risk, unless potentially, and even more, ‘likely’ exposable, by nature, proximity, or other, with 

reasonable imminence, to a given threat. Both context and imminence are important.  

 

It is insufficient to inventory risk. It needs to be prioritized. And not all risk should be addressed, or at least 

not with the same urgency. Appropriate efforts should be focused on risks of highest priority. Specifically, 

efforts should be focused on those priorities where the effort has a likelihood of success for a positive 

outcome with a reasonable and proportionate investment, in a reasonable timeframe. Even where a given 

risk is high, if not imminent, a relative term, or if no obvious means to address the risk is apparent, it may 

remain important, studies initiated to define potential options, but not be considered priority to fund or 

immediately address. At the same time, risk that is low priority in relevance, imminence, or consequence, 

in absence of complicating factors that might raise the need for attention, should not become a distraction.  

 

Over the years, I have found that inexperienced advisors, auditors, or staff, engaged or tasked with the 

exposure of risk, often raise concerns about the vulnerabilities they uncover without attention to context. 

This is just inexperience. It shakes up a lot of people, bells get rung, calls come from management, meetings 

are called, the world goes out of balance, and clarification is painful. It also demonstrates confusion over 

what risk is, and when we should address it. It makes little sense to invest too much in the closing of 

vulnerabilities unless they expose potentially viable and consequential risk, and when we act, we can 

achieve a successful outcome. The potential theft of the cafeteria lunch menu does not constitute 

consequential risk and shouldn’t drive our energies. Our financials, critical intellectual properties, and sales 

strategy should.  

 
We as businesses often spend too much time, resource, and money addressing vulnerabilities to threats 

that are unlikely to be realized, against which existing or layered defenses are adequate, or there are 
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adequate compensating controls. Even where controls are absent or insufficient, that attention may be 

misplaced where there is nothing meaningful or sensible to do or if realized the event would be limited in 

impact, or without consequential effect. And sometimes where risk deserves significant attention, 

successful mitigation is unrealistic, and the risk might be better addressed in other ways. And risk may be 

synergistic, a specific threat being low concern, except when exacerbated by other threats, specific 

vulnerabilities, context or timing. A short-term electrical disruption is of less concern in the wee hours than 

it might be during an end of quarter financial close. 

 

An effective prioritization of risk requires that we know our business. It requires that we know our physical 

assets, where they are, how they are configured, how they are protected, and where they are potentially 

exposed:  

• in current state  

• through interaction with other assets  

• through change of context (when a physical asset is moved, upgraded, or altered for instance)  

 

For much of our risk we need an understanding of our data, what it is, where it resides, its importance and 

sensitivity, and how it is protected. It is the exposed asset, by the significance of the data that it holds, that 

more than most else renders an asset, and the risk to that asset, consequential. And we need to understand 

our processes, how they fit and contribute to the business, and their relative importance at different times. 

  

In a blog titled “‘How to Sell Risk Assessment Benefits to IT Executives”, Charles Cresson Woods states 

“regardless of the perceived need for security, executives and budget planners want quantitative 

justification for spending. A risk assessment is a definitive statement about what needs to be done to 

improve or correct a security program”. I would add that risk inventories and assessments provide the 

understanding and prioritization that enable the development of the risk mitigation plan. In simple form, risk 

for the classes of threat that might impact a specific or group of assets or data can be represented in a 

‘Threat Model’ as below.  

 

 

The order in which risks are addressed is a business decision based on the 

priority of each risk, and the likelihood that the intended results are 

achievable with a reasonable degree of confidence for the investment in 

dollars and effort a business can make at any one time, or over a 

reasonable period 
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In addition to inventory of threat, these diagrams are very useful in conducting Risk Modeling exercises 
with questions like: 

 

• “if our data center is breached by someone from outside, what are our risks, and what controls do 

we need to mitigate those risks?”  

• “what about our data in the cloud?”  

• “if there were a malicious insider with access to the sales system, what can he do, and how can 

we prevent it?”  

• “the head of marketing left his laptop on the train, what are our risks, what can we do?”  

 

 

Threat Class Risk Controls 

• Malicious Insider 

• External Breach 

• Cloud Data Threats 

• Mobile Data Threats  

 

• Theft of Data 

• Loss of Data 

• Damage 

• Exposure of sensitive 

data 

• Data Encryption 

• Active Directory 

Controls 

• Approved Use Matrix 

• Technical Controls 

 

The more granular the vulnerability considered, the more specific the controls can be.  

 
 

Threat Class Risk Controls 

• Spear Phishing Attack • Divulged credentials • Multi Factor 

Authentication 

• Access Controls 

• Privilege Management 

 

 

ROI of risk and security 

Some executives frustrate at the futility of attempting to identify what a bad day would look like and what 

the cause or impact might be. Equally, they frustrate at what to spend to take some of that concern off the 

table and why that answer can’t be delivered with greater clarity. Some in private moments might prefer 

instead an agile or Just-In-Time approach in responding to threats as they arise. Of course, this may work 

if dealing with the innocuous or the completely un-anticipatable, but in most other considerations, they sit 

back, frustrations pass, and better judgement takes hold realizing budget realities, law, and investors would 

demand that prudence be applied and an assessment of risk be made.  
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But inventorying all possible threats and modeling scenarios for protecting against or responding to the 

universe of threats is unwieldy for even the best resourced amongst us. The conversations and vocabulary 

are difficult, it is often hard to get on the same page as to priorities and where to make the investments, 

and it is difficult to make the case for ROI against threats we can’t measure, quantify or predict with any 

certainty. Several approaches as you will see later (Adaptive BC; BC/NT) prefer to focus on outcomes over 

causes and prepare for these. Loss of access to a critical facility for an extended duration would be an 

outcome of a disaster. The impact would be the same, and preparation if focused on outcome would be the 

same, whether the cause was fire, building collapse, street closure, or many other potential causes.  

 

We all look at threats. We would be crazy not to if we are to understand and assess our risks. Besides, 

laws, standards and professional training tell us to. But there are so many. Although the assessment of risk 

is a required component of many regulations, and required for certification to most standards, and for 

effective security, the complexity of threats in the cyber realm and increasingly elsewhere raises questions 

about the practicality of focusing on traditional threat inventories in assessing risk. Looking at impacts, and 

prioritizing the outcomes we are most concerned about, may for some be time better spent. This would 

focus resources on the concerns for which we should prepare. Instead of ‘Denial of Service Attack’, 

‘Hurricane’, or other causal effect or threat, we would instead focus on business impacts: ‘clients cannot 

place orders’, ‘deliveries are interrupted’, or ‘cannot run payroll’. ‘Why’ then becomes a secondary 

consideration, adds clarity to the business impact, and puts the issue in context of business. 

 

Examining specific threats guides preparatory investments. A pre-action sprinkler system is installed out of 

concern for the threat of fire. That said, it does little in response to an explosion or a gas leak although each 

will render a facility unusable, and all require a mitigating response. The inability to fulfill orders, 

manufacture product, or to serve clients for e-commerce via our website is an outcome. It is a risk with 

serious consequences regardless of cause. Examining outcomes positions for business aligned, not 

incident aligned preparedness. Business risk should be examined in the context of consequential outcomes. 

If we sit back and think about all the threats that might cause a building to be unusable, and the defenses 

against or in response to them, it will clearly take far more time than to address the fact that the building is 

unusable and address where we go from there. That said, be pragmatic. Install the pre-action sprinkler 

anyway. 

 

With provisions for the management of negative outcomes, examining the line-up of potential causes and 

exercising scenarios to address them individually becomes a supportive exercise to a risk register that is 

already business aligned. Of course, for the most likely threats of concern, scenarios should be exercised 

anyway. We don’t want our dogma to get ahead of us. But exercising the most consequential of business 

impacts should take priority. 

 

Know normal so you can better recognize that which is not 
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Risk in context 

Gary S. Lynch in At Your Own Risk puts the understanding of corporate risk in the perspective of the 

individuals managing it, and their corporate responsibilities. He says that “Risk can be broad and 

overwhelming across a value chain; therefore, disparate views of the way risk may be managed exist.”  

 

Risk lives in context. Crisis is a condition, but sometimes also a perspective. If a major business disrupting 

event significantly impacts a company, and they alone have been impacted putting them at disadvantage 

to competitors, they would most certainly from their perspective be in crisis. If at the same time all the 

company’s competitors are equally impacted, or there is a failure or disruption of their common sources of 

supply, or their mutual markets, if competitors aren’t doing business, and everyone is affected in the same 

way, and at the same time, is the company in crisis, or simply on hold until conditions clear or markets 

resume? This question is important in understanding what is, what should, and what in fact triggers a crisis 

response. 

 

If there were a major terrorist event or devastating natural disaster all eyes would be glued to broadcast 

news or cable news networks. Advertisers, if and where they could, likely would pull ad spots from other 

cable, broadcast, and online media to protect spend and wait for consumer attentions to return after the 

crisis has resolved. For these media networks, everyone, competitors alike, are all impacted, and put on 

hold in the same way.  No one competitor for the ad market is impacted any greater than another so they 

are disadvantaged and penalized equally until markets resume. Unless there are other complicating factors, 

none are in crisis more, or less than another, competitors or not, but all are on hold. Of course, there is the 

question as to who is best positioned to pick up where they left off and reengage first and fastest when the 

flag goes up. 

 

Similarly, following a major attack at a theme park, attendance at theme parks, zoos, and other 

entertainment facilities, parks, and malls might be disrupted, but equally for all until calm returns or caution 

wanes. Again, unless there are additional factors, none are in crisis more, or less than any other. 

 

Differentiation matters. A blight impacting bananas from one country or region in Latin America impacts all 

fruit importers that are limited by restrictive supplier contracts or insufficient business infrastructure to 

importing bananas solely from that region. They are all equally disadvantaged by the dwindling or halted 

supply, and distributors with whom they have established relationships would be left waiting. If one or more 

importers have the capacity to import bananas from Africa or elsewhere, and to sell to the same distributors 

taking market share and client relationships, they would be advantaged, and those that are unable to 

participate would be in crisis. If the duration of that crisis were sufficiently long lasting, and if their business 

inadequately diversified, faced with the loss of clients and markets to better positioned competitors, they 

would potentially face a crisis of continuity.  
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Crisis is not solely about an event, but a function of the context and duration of the event, and of the 

resources and reserves in place. We need to not only understand our risk, but also interpret risk in context. 

Business may be disrupted. If sufficiently, this itself is a crisis, but perhaps not a crisis that threatens 

continuity, or at least not immediately. The continuity of an operating business is most often threatened 

when the ‘Burn Rate’, the rate of consumption of resources for the duration of the event, exceeds the 

tolerance and capacity of resources and reserves of a company, before markets resume and normalcy 

returns. 

 

Financial resources and hard assets are not the only consumable resources. Soft assets like trust, 

confidence, brand loyalty, and employee morale are equally consumable commodities. These can be 

depleted in crisis, or simply by neglect, poor management, or behavior. These are in themselves a major 

risk factor to consider. Soft asset deficiencies are too often a self-induced symptom of the poorly managed 

company. They deplete rapidly in crisis if given inadequate attention by weak leaders during normal 

operations. The company that doesn’t focus on encouraging the morale of staff when things are good, 

shouldn’t count on loyalty when they are not. The company that doesn’t monitor, challenge and manage 

reputational insults and grievances, or focus on developing a positive relationship with its clients and 

markets, shouldn’t be surprised when confronted by a reputational crisis, or fickle commitment to brand. 

Newton’s Third Law of Motion dictates that ‘Every action has an equal, but opposite reaction’. Every 

response to perceived risk, introduces risk. In dealing with risk it is important that we understand this. Our 

reaction to a potential threat can be as lethal to an operating business as the threat itself.  

 

The company that chooses not to blemish its proudly flaunted and very marketable 100% record of 

achievement in maintaining a ‘never closed’ policy, and demands that employees show up for work, despite 

an approaching hurricane, or immediately after, while roads are still hazardous, learns quickly that forced 

to choose between personal and family safety, and employer, for some, it is an easy and obvious choice.  

  

Companies that position for the risk by adopting flexible HR policies enabling remote work, and that invest 

in the provision of adequate and effective technology supporting these policies, accommodates the needs 

of employees and their concerns for family safety, demonstrate that employees are important to the 

business, and to the leaders making the decisions, stays productive, and will lose less and do better.  

 

Neither are irreconcilable extremes. The prudent and innovative company would protect its ‘never closed’ 

record by allowing for an open and operational company supported by workers who choose to be there, or 

for operational or personal reasons need to be there, and others working remotely from home. A Sheriff’s 

department on the east coast with which I have worked with in the past manages jail facilities. They need 

their officers and so provide accommodations on site for families during major storms, removing concern 

for the safety of family, allowing deputies when called upon to ‘serve and protect’, and to focus their attention 

on public safety through the storm, knowing families are safe. 
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The natural inclination of most in a health threatening outbreak and probably the best defense against 

exposure to pandemic disease is to avoid aggregating with others. Most, if required to work by employers 

or circumstance, would be reticent to commute to jobs, or intermingle with crowds at the busiest times of 

the day. In pandemic disease, as in the prior examples, work from home, or flexible work shifts, are 

provisions that support employee safety. These encourage employee loyalty and business stability. The 

employer that demands business as usual, forcing presence and a normal commutation, converts business 

operational risk, to employee safety risk, which amplifies the problem, not mitigating either. A private bus 

dispatched to pick up key workers might address both the need for specific employees to continue critical 

operations and avoids commutation concerns.  

 

 

 

 

  

 

 

 

The continuity of an operating business is threatened when the 

consumption of resources for the duration of an event, exceeds the 

tolerance and capacity of the resources and reserves of that business, 

before markets resume and normalcy returns 
  



45 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

The assessment of risk is complex, time consuming, and expensive to perform, and many small to medium 

sized businesses are inadequately resourced to do it properly or to any great effect.  

 

On the other extreme, a very large domestic or multi-national company is not only likely to afford and be 

capable of an effective assessment, but also by its size, diversity of markets, suppliers, locations, and 

resources, be inherently resistant to much of the risk it encounters, or capable of absorbing it.  

 

Equally, a well-resourced company may invest in a one-time mitigation to take a given risk off the table 

(move facilities to another location for instance) or may have adequate reserves and liquidity to fund a crisis 

event ‘just-in-time’. In this case, they may neither plan for it, or bake it into the budget year over year. 

 

 ‘Just in Time’ risk management may be attractive to some that can afford it, but investors and regulators 

might feel uncomfortable. I suspect to reduce the annually carried burden in time, resource, and budget of 

risk planning and management, some companies would welcome that position, and if not for investors, 

auditors, and regulators, and the dictates of the laws to which they must comply, more might consider it. 

The ROI of risk investments 

Some of the largest of companies rightly ask for justification of the spend for risk assessment projects. This 

includes risk assessment staffing, and risk-based investments in security and other areas. Some press for 

quantitative justification of ROI, a return on investment.  

Anthony Czarnik, a security expert states “If my business had an IT leader … I would hold my IT Director’s 

feet to the fire while they justify their information security investments and prove that their information 

security initiatives address the most significant risks to the organization’s assets.”   

http://www.tripwire.com/state-of-security/featured/justifying-security-investments/ 

It is a frustration for so many IT leaders that we continue to make investments, yet vulnerabilities persist in 

the face of evolving and emerging threats, and we can’t get a solid level set of where we are, and why 

despite investment, the stock of risk doesn’t seem to diminish.  

 

Financial resources and hard assets are not the only consumable 

resources 

Soft assets like trust, confidence, brand loyalty, and employee morale are 

equally consumable commodities and can be depleted in crisis, or simply 

by neglect, poor management, or debilitating behavior over time 
  

http://www.tripwire.com/state-of-security/featured/justifying-security-investments/
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Quoting from Czarnik, “from a high level, the risk assessment process is simple and unconditionally 

consistent.  By determining gaps in our security coverage, probability of exploitation and impact of loss, we 

can calculate risk. The findings from our risk assessment will lead to our development of a custom 

implementation roadmap, which will be based on risk, effort and resources”. 

 

Well, to deal with the stock of risk it needs to be identified and mitigation funded. 

 

• the assessment of risk typically starts with an identification of possible threats  

• we then make assumptions as to potential realization of those threats 

• assumptions as to the probability of occurrence follow  

• we then extrapolate the impact on business in dollars and disruption 

 

This is the risk assessment presented to management for the needed investments. So as per above, and 

as I heard someone once glibly describe this, the ask for approval by management, amidst all other priorities 

they are dealing with, starts with one possibility, two assumptions, and one extrapolation, as the basis of 

the case made for the requested spend against potential risk. The facial contortions and that gagging sound 

are not usually a good sign. 

 

Bruce Schneier, a well-known security expert discusses the difficulties in applying ROI and loss metrics to 

the current threat environment on his blog site stating that “ROI as used in a security context is inaccurate. 

Security is not an investment that provides a return, like a new factory or a financial instrument… security 

is about loss prevention, not about earnings. The term just doesn't make sense in this context.” 

https://www.schneier.com/blog/archives/2008/09/security_roi_1.html 

 

This perspective is understandable but frustrates leaders that need to manage investments and balance 

priorities. They do so by recognizing a need, prioritizing that need, and then investing sufficiently (preferably 

not excessively) for either an expected successful outcome, a perceived and measurable improvement, or 

simply a demonstrable achievement of tangible and directional progress. They need to know how far they 

have come in taking some of the pain off the table. They would like to know how much remains. At a 

minimum, they want to know if they are making progress in the right direction, if they have moved the 

needle; some satisfaction that there has been a benefit derived of the investment. 

 

Equally frustrating is the sizing of investments. How much do we take on at once? Are we spending enough? 

Will investments made be sufficient? How will we know if for the spend we were successful? What is the 

saying – “you don’t get credit for jumping 95% of the way across a chasm, but that last missed 5% gives 

you something to ponder on your way down”. Is our cyber spend like that? If we protect ourselves, but 

insufficiently, isn’t that the same as not at all, making anything spent wasted? The relationship of the CISO 

to those in executive leadership approving the disbursement, and the support of the CISO by other leaders, 

https://www.schneier.com/blog/archives/2008/09/security_roi_1.html
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corporate stake holders, enterprise security, or corporate investment committees, is often the only basis for 

trust and confidence in the investment. The development and nurturing of those relationships is a success 

factor for the CISO and the corporate security or business protection program overall. 

 

There is also the question of structure. Can we budget a multi-year program of investment and progress 

toward a better state, or do we need to take this on at once? We hear the message that the risk can be 

managed, but it will never go away. If that is so, most would be comfortable if we could bake some prudence 

into the budget and plan a predictable and reasonable spend against a prioritized inventory of risk, and at 

least manage it, at best take it down over time.  

 

We can’t easily calculate the cost of a cyber event without knowing what it is likely to be, what it will impact, 

how long that impact will last, and the resources needed to address it. History is not a very helpful guide as 

the nature, mode, mechanics, and characteristics of attacks adapt and change.  

 

We look at scenarios, but they are limited in what they can forecast. We can’t easily assess the cost 

implications of a so called Zero Day attack, undetected malware not identified by traditional means and 

defenses. Unchallenged, this could attack systems and network infrastructure, exfiltrating, wiping or 

corrupting data, and potentially destroying hardware. It could propagate as an attack launched from our 

network against business partners or clients. It could establish an encrypted tunnel back to a criminal 

source, an undetectable pipeline for stealing our stores of sensitive and confidential data.  

  

What are the cost implications of an attack?  

 

• identifying and mitigating the attack, finding the deposited malware, and identifying the damage done  

• replacement and restoration  

• loss of productivity, business disruption and reputation cost  

• There may be litigation for disrupting other businesses, or the failure to deliver on contract commitments 

• Order cancellations, manufacturing, shipping, and other product delays would be likely  

• Regulatory penalties could be imposed if controls are deemed to have been insufficient  

 

The implications of the exfiltration of data in a massive breach against any large company with extensive 

stores of personal data are considerable. These could impact the personal data of clients across the country 

and abroad. The loss, theft, or exposure of personal data in a successful breach can require the notification 

of customers in every state in which the business operates, require credit monitoring or other service 

offerings to all potentially impacted clients to make good, and more if there is demonstrable harm. There 

would likely be a requirement to retain counsel to parse the varied laws for federal agencies, and for each 

state, and there would likely be reporting requirements to state attorneys, regulatory penalties, and litigation.  
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Very likely mandatory remediation will be imposed and perhaps regulatory oversight and a period of 

continual scrutiny and reporting. Investors would be uncomfortable, and the attention and press unwelcome. 

Evolving domestic laws and statutes are increasing responsibilities and penalties for failure to provide 

effective technical, operational, and administrative safeguards and stewardship. Privacy and data 

protection laws in much of Europe and countries elsewhere overseas, can make this cost truly concerning, 

in some cases as much as four percent of a company’s annual revenue. How would we begin to budget for 

the loss and damage? We would turn to insurance to offset some. It would be a bad day. 

 

And there are threats beyond cyber. Name companies, landmarks, tourist attractions, transportation hubs, 

and other alluring targets in major cities plan for the possibility of a terrorist attack. Those near the roads, 

trains, airways, and waterways leading to major cities, or popular destinations face the same concerns. 

They plan for terrorism impacting them directly, or the geographic areas or business markets on which they 

depend, or simply disruption in customer focus and behaviors. Crisis events from active assailants, to 

privacy breach, digital assaults on reputation, riots, and protests, all have amplified as recent threats to 

business. None are predictable or of a nature that we can easily gauge.  

 

So, regardless of the source of threat, in some of these areas there is some risk that we simply cannot 

know. All reasonable business planners accept this. That being the case, lets return to our definition of risk 

and the requirement for testing prudence and responsibility to justify investments. And so, the dilemma of 

management.  

 

• there is still the case that we can’t say when  

• explain why without the requested defense in place it hasn’t happened so far  

• why we should assume it will happen now  

• that investments made so far have not already sufficiently addressed the problem  

• that an investment proposed now will make us any safer  

 

In short, when is investment in security to deal with perceived risk enough, and are we investing in and 

protecting the right things?  

 

• are the newest of tools needed?  

• are we getting the most out of security investments we have already made?  

• are we just chasing shooting stars, glittery objects and the latest trends? 

In recent days, some forward-thinking companies have been focused on developing a taxonomy of risk 

factors to attempt to better understand risk and using factor analysis and other statistical methods to 

determine the probability of occurrence.  

An effective risk taxonomy is an advancement but faced with so broad a universe of changing threats and 

derived risk, even then, exactly what to spend on, and exactly what we get for that spend still eludes us. 
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Without diminishing the importance of an accurate taxonomy in understanding risk, and a methodology for 

determining the probability of occurrence, there remains the more fundamental underlying operating issues 

which determine consequence and limit our ability to manage our risk exposure effectively. It comes down 

to how well we know our data and assets, a first step in making any assessment of risk useful. 

Many companies, even well-known name companies, have not undertaken, completed, or maintained an 

inventory and catalog of the location, and classification of the data in their environment, and therefore have 

not assessed the value and sensitivity, or the business confidentiality, of the data assets they collect, 

process, or store in house, or are held or serviced by third parties. Many simply don’t know where their 

greatest data asset risk lives, or where it lives at any specific time. This lack of understanding as to that 

which is consequential, creates risk. Shadow IT increases this; lack of clarity and consistency in laws and 

regulations increase this further; and risk moves. We need to understand the impact on priority assets for 

protective or responsive action to be both prudent and sensible, and therefore reasonable. 

Many also do not have a handle on the infrastructure that house these data assets. Many do not know 

where or on which devices or network segments the most consequential data resides. Without knowing 

what is of consequence and where, it is difficult to determine the appropriateness and effectiveness of the 

protective mechanisms that secure them. They cannot determine if the systems are properly configured or 

hardened against intrusion. They cannot determine if events are adequately recorded at these systems so 

that incidents can be investigated properly. This even more with data moved into the cloud and virtualized 

across systems, storage, networks, and geographies. Cloud providers that use other cloud providers and 

system operators for services exacerbate this, expanding our pool of risk. And then of course there is 

mobility and BYOD. 

Faced with the sheer number of assets, many make judgement calls as to what to document and what logs 

to keep. This is particularly true in smaller to mid-sized companies with limited staff and resources. It is 

equally a problem though for some very large and multi-national enterprises simply overwhelmed by scope 

and complexity. They selectively or inadequately capture, retain, aggregate or review anomalies recorded 

in system logs and other archives. Even when these logs are reviewed, many inadequately correlate events. 

There is often just too much data, data of too many types, in too many locations, or the premature disposal 

or cycling of that data due to storage insufficiency is such that a full picture of corresponding events across 

systems at a given time can be difficult to establish.   

And of course, there is no better proof than proof. Penetration testing, ethical hacking, white team social 

engineering (intended to expose weakness, not to cause us harm), and simulated assaults, the tools of red 

teams, provide specific demonstration of vulnerability. They demonstrate the potential or possibility of 

compromise. This is valid data but needs to be presented in context. The presence of a vulnerability to a 

potentially exploitive threat is meaningless in absence of that threat, and even if realized, means less, 

unless that which is compromised is of consequence. And, successful penetration is a test, but it tests a 

condition, and only at a point in time.  
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Risk assessment needs to be a program, not a task. Risk changes as the environment changes. New 

threats develop. Vulnerabilities are closed, or new ones emerge. New controls are put in place as existing 

controls are rendered ineffective by change, and as the business, business cycle, and overall needs of the 

business change. We launch new products, move into new markets, develop new applications and take on 

new partners. We open new facilities, add and retire technology, upgrade systems, and operate a business. 

Markets expand, markets contract. People leave, new people are hired. Competitors emerge, others close. 

We maintain accounts. We change credentials and passwords.  

Assessments are a statement in time. Validity of the assessment changes because things move and risk 

changes. With a threat landscape that is very complex, making predictions, projections or attempting to 

effectively measure or assure ROI of control investments against known risk will never be trivial. This is 

even more true for risk that varies in manifestation or magnitude or morphs over time.  And that will likely 

remain the case and accelerate. Expectations of shelf life for risk assessments are short.  

Clearly, we can’t make decisions in the dark, there are risks, because if there weren’t we wouldn’t concern 

ourselves with security investments, and we can’t and shouldn’t protect everything, or at least we shouldn’t 

protect everything in the same way. In fact, if we were to protect everything the same, why do the risk 

assessments at all when we could just deploy the protection. Risk assessment focuses, and targets spend 

where we think exposure lives, to reduce cost, or at a minimum, to correctly apply spend. We come back 

to the refrain heard repeatedly throughout this book. We need to know our data, what we have, where, and 

why we have it, if we still need it, and if so, how does it need to be protected. That is the basis of 

understanding ROI of any risk-based investments in security, privacy, continuity, or compliance. It’s about 

protecting prioritized assets, an inventory of what we care about, valuable, and vulnerable to threat.   

 

There are only so many threats we can track, and only so many holes we can close. Assessment and risk 

mitigation planning is less about identifying risk and more about identifying where in our business realized 

risk produces consequence. In short, where can we be hurt or impacted, and how do we protect our most 

consequential business assets.  

 

Security is a slide switch. We can slide it all the way to the right, nothing will get in, nothing will get out, and 

nothing will get done. We can slide it all the way to the left, we’ll all do what we want, have a great day, but 

only one, and then watch everything melt. The risk assessment helps us to find the correct setting for the 

switch, so we don’t over spend and protect too much, or under spend and expose too much, or for that 

matter spend insufficiently so that needed protection is ineffective, making anything spent wasteful.  

 

With that said, I will discuss security maturity assessment throughout and introduce the Security Maturity 

Model, or Matrix. The Security Maturity Matrix is an effective tool; a very important tool. Controls are defined 

with the expectation that if importance and consequence of impact differs for specific data or systems, 

controls should differ. These may vary from robust and sophisticated to none. The cost of control 

investments should be fit to the need, and not more than the need, for a given class of data and systems. 
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The matrix defines needed controls based on the specific data or systems the controls are intended to 

protect. Where inadequate controls are in place there is a control deficit or gap. Knowing the control deficits 

help in developing a forecast or proposal of recommended spend, and the priority for that spend, first 

against data and systems of highest importance, sensitivity and confidentiality, and then successively 

diminishing classes of data risk until the risk is deemed too inconsequential to invest in further mitigation. 

A security matrix can both describe and map the controls in place to address the risks for a class of data or 

systems.  

 

 

 

 

 

 

 

 

 

 
It is often said that 

“you can have security without privacy, 

but you cannot have privacy without security". 

 

Unfortunately, you can't have security 

without getting a lot else right in organization, operations, education, and 

infrastructure, also knowing what you have, why, where it is, if you need it, 

or have the right to have it, and how you need to protect, and manage it, 

and that is where most fail, and downstream, privacy, and by extension, 

compliance suffers 
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Figure 1 Security Maturity Matrix  
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In a maturity framework controls are fit to the tolerances of a class of risk understanding that risk is not 

static and may vary at different points in a business cycle. The determination that data is of negligible risk 

and can be made available to the public without imposed controls is itself a risk-based control investment 

decision, an acknowledgement of risk, not a determination or tacit assumption of its absence. 

Budget is the primary protective control of a secured system, assuring that 

despite components, exposures and approaches in flux, business can 

anticipate and accept that change is a given, ongoing governance of that 

change is a given, and investment in security as a program does not end   
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Top Ten High Yield Investments in Security 
 
There will always be projects that need doing or are being requested by business and IT constituents, and 

in information security specifically, and always a demand for a finite set of people, dollars, attention, and 

time to take these on. Every CIO knows this and understands competing and business driven priorities. 

CISOs know this too. There are however some projects that stand out from the others in delivering a benefit 

well more than the spend. Projects that represent a transformational change to the business and how it is 

done, not just an incremental improvement. Every improvement of course is important. That said, you get 

an immediate feel for a project or product providing geometric expansion of potential over simple addition 

of capability. A project that enables the launch of a new business or opens a new market clearly to most 

feels different than an improvement in the speed or format of management reports as important as the latter 

may be. They are simply of different scale. 

 

Metrics and the calculus of ROI can sometimes be blinding and misdirecting. To me, they are the follow up 

question. I prefer to first get a feel for the importance of proposals in front of me, and the passion and 

sincerity of those doing the ask. Without engagement, commitment comes to question, and without passion, 

success. However, anyone can sense when they are in the presence of a great idea. And when the hairs 

at the back of your neck stand on end in response to what is being asked, you can feel that too. 

 

I famously used what I called the ‘nickel test’ when challenging the benefit of requests made, evaluating 

projects, and listening to proposals for new initiatives. I’d ask, ‘Does it make a nickel, save a nickel, help 

me to do something I couldn’t do before, or help me to do something I could do before, but better’.  

 

If none of these boxes were ticked it was a short conversation. Those that enabled something that couldn’t 

be done before, and sometimes those that improved on something existing, needed a bit of special 

attention. Somewhere in that category sits the gems that transforms the business in magnitude for the 

better. A good senior executive learns to recognize these, and even without extensive data, can sense 

when something on the table for discussion is particularly important that merits getting behind and making 

the needed investments.  

 

Of course, nobody will argue with the benefit of ‘does it make or save a nickel’ either. 

 

We have these transformational initiatives in information security as well. They may feel less familiar to 

leaders outside of the security space, but if you think of them in terms of what they bring to the capability, 

stability and protection of employees, assets, business relationships, and revenue producing activities, and 

in fact all aspects of an operating business, or if they clear the path for new and transformative business, 

the importance and scale can immediately be seen by even the least technical amongst us.  

 

Compliance with most security regulation, and the establishment of an effective and sensible security 

posture both need an understanding of risk against which to make prudent decisions. I have compiled a list 
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of ten initiatives that in my opinion above all should be given priority in addressing risk, and which if 

accomplished, are transformational in protecting the security, integrity and availability of our data and the 

operating business. For almost every household name company failure I can recall, had these been fully 

undertaken, the news story might have been very different.  

 

This is not about let’s buy another box that beeps at the bad guys, although many of those are important 

as well. I certainly don’t want to diminish the need for technical defenses or minimize what they contribute 

to detection, defense, and response. The activities I am talking about are transformational. When they are 

presented anyone regardless of technical sophistication should recognize the importance immediately. 

They are foundational to any attempt at a protective program. They drill deep into what assets we have, 

who has access to what, what data is important and consequential if lost, taken or damaged, and what we 

are doing as a business for protection, and where. Without these understandings, and the proper foundation 

in place, there is nothing you can do in security that is not underserving your business. Without these 

questions answered a nickel spent on security is a nickel spent too much. There aren’t enough boxes and 

appliances that you can lay onto a business to protect it if the basic cleanliness and sensible operations fall 

short.  

 

These foundational initiatives help us discern what is important and needs to be put in place now, from 

what is also important, but can perhaps be planned in subsequent budgets. These initiatives provide a 

structure and purpose to our investments in security, target our efforts, people, dollars, attention, and time 

in the right direction, and to the right degree. 

 

These are “High yield investments in security’. They are synergistic. They enable risk-based thinking about 

security. One builds upon another such that the sum of their parts is far greater than each initiative alone, 

and they carry with them an obvious strategic roadmap for further supporting investments made obvious 

and easy to understand by the exposures the initiatives reveal.  

 

Whatever else you do in security, make the case to do the assessments, planning, and needed 

procurements to implement these ‘Ten High Yield Initiatives’ as investments in business protection. They 

provide a solid foundation on which to build a security program. These completed, any further investment 

made in security or privacy or compliance will be far more relevant and valid than doing otherwise. 

 

 

 

 

Every deed will need, feed, lead, or breed another   
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These tests for the ‘Four Conditions of Effectiveness’ in implemented High Yield Controls should be 

reviewed against practices in your organization:  

 

1. presence of activity – are you doing these activities in some manner? 

2. adequacy of implementation – is that which is currently in place adequate? 

3. frequency of activity – how frequently is it done or tested? 

4. validation of success – does it provide the level of protection or meet the goals expected? 

 

Figure 2 Four Conditions of Effectiveness 

 

Some are accomplishable simply with operational steps. These are bulleted. Where there is 

recommendation for the procurement of a system or tool, these have been marked. I have indicated tools 

by type, not specific products, not just to remain vendor neutral which I try to be, but because they all (or at 

least a short list) deserve attention at the time a project is under consideration. Each is continually building 

and evolving, listening to their clients, adding new functionality, and year to year leap frog each other. It is 

generally not a question of which is best, they all are at one time or another, and almost all are very good 

all the time. It is more a question of which fits better, integrates better, is easier to learn and adopt and is in 

look and feel experientially closer to other tools being used by staff enabling them to get up to speed faster. 

Price of course, services, references, relationship, trust, and comfort with sales and support teams, and 

terms are other considerations. 

 

 

 

Security is a slide switch. We can slide it all the way to the right, nothing will 

get in, nothing will get out, and nothing will get done. We can slide it all the 

way to the left, we’ll all do what we want, have a great day, but only one, 

and then watch everything melt.  

 

The risk assessment helps us to find the correct setting for the switch, so 

we don’t over spend and protect too much, or under spend and expose too 

much, or for that matter spend insufficiently so that needed protection is 

ineffective, making anything spent wasteful 
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TOP TEN ‘HIGH YIELD’ INVESTMENTS IN SECURITY 
Figure 3 Top Ten High Yield Investments in Security 

 

1. Inventory Physical, Virtual and As a Service Assets 
 

• Whether a physical system asset, virtual, or as a service, and whether implemented with traditional 

structures, containers, micro services, or other, if it touches, or permits access or transit to data of 

consequence, it is important, and you need to know what it is, where, what it is used for, and how 

protected, it be classified as to importance, and included in an asset registry. Identify cloud services 

providing hosting or processing; virtual implementations, public, private and hybrid; physical devices, 

servers, storage, security, network, fixed, and mobile endpoints 

• Identify the software / services installed or provided, who owns it, and how licensed 

• Maintain on hand lists and maps of all domains, architectural diagrams of LAN, WAN, VOIP, and 

wireless networks, access and egress points, configuration plans, event logs and backups.  

 

- An Asset Inventory and Management system and Configuration Management Data Base can 

automate discovery of on premise and mobile assets, aid reporting, and keep assessments current. 

Knowing your assets will inform design decisions in creating a risk mitigating architecture, allow better 

segmentation, and more effective defensive barriers. Most importantly, it is the first step in identifying 

where critical data is held, how it moves, and where it is processed.  

 
 
 
 
 

 

2. Locate, Inventory, and Classify Data 

 
• Inventory and classify stored or processed critical data, know why it is critical, and identify where it 

lives, where the most consequential data is collected, processed, transported, or stored, and with 

whom, why and how it is shared, and if personal data, with appropriate notice, and with appropriate 

and documented consent. 

• Knowing why data is consequential enables the right control decisions as to protection, data access 

and use to be made. Knowing the data and implementing protection fit to the consequence of the 

data should be considered the most primary of controls needed for data protection. 

• Know how data moves, through applications, processes and workflows, internal and external 

 

- Data Management and Data Loss Protection systems can assist in automated discovery of data, 

track its movement, enforce protective policies and aid reporting. 

 



57 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

 

3. Privileged Accounts 

 
• Require multi factor authentication for privileged accounts(administrators)  

• Operationally minimize the number of systems an administrator supports 

• Require unique credentials for each 

• Where most sensitive require multi party access authorization 

 

- Privileged Access Management Systems assist in restricting and controlling privileged accounts, 

limit exposure of privileged account IDs and passwords, assist in auditing and archiving history, 

and reporting 

 
Note: These controls also reduce the potential impact of rogue administrators. 

 
 
 

 

4. Identity and Access 

 

• Clean account management, prudent and sensible policies and operational controls are the most 

overlooked and mishandled of primary defenses. Manage employee and guest (temporaries, 

consultants, external partners) account adds, deletes, changes and temporary reassignments. 

Clean unneeded accounts regularly. 

• People are consistent. Know normal so you can better recognize that which is not  

• Rigorously control access rights and application permissions to reduce the impact of social 

engineering, employee misbehavior, or stolen credentials and to reduce the potential cost, 

reputation, legal and other consequence, of any data loss or damage. 

• Enforce physical access controls and enable inactivity timeouts at all endpoints 

  
- An Access Management System can automate discovery of rights and permission, aid reporting, 

and keep assessment current 

- Implement granular identity, authentication, permissioning and access controls with logging 

- Consider cloud-based authentication (CASB)  
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5. Defense in Depth – Cloud to Network to Endpoint 
 

• Effectively segment the network, employ layered architectures, and harden components.  

• Implement diverse detective, preventive, access and authorization controls, whether for 

traditional implementations or service architectures and microservices. Technologies and 

approaches will differ, but the need is the same 

• Protect network, servers, services, and infrastructure from unauthorized access and changes 
• Protect and secure communications, inbound, outbound and between processes 

• Pristine images, encryption, passwords, inactivity timeout for endpoints  

• Multi factor and physical access controls 

• Patches and security updates 

 

- Use detection and White Listing to maximize file integrity and minimize the ability of malware to 

take hold. Use signature and heuristic (behavioral) defenses to identify, isolate and eradicate 

malware. Monitor anomalous additions, removals, and atypical behavior 

 
 
 
 

6. Protect Data and Data Availability 
 

• Encrypt consequential data in use (at rest and in transit) and for backup data 

• Maintain a comprehensive and tested back-up and recovery strategy 

• An offsite storage strategy  

• Snapshots, database, and transaction logs 

• Server, Firewall, gateway, IDS/IPS logs 

• Secured and ‘restorable’ golden images (clean copies) of all principle systems 

• A policy for retention of data 

• A plan for technical disaster recovery 

• A plan for continuity of operation 
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7. Educate Employees 
 

• The first line of defense is your educated employee 

• Impart an awareness of security and caution 

• If they are asked to take responsibility for the care of company data, most will  

• Educate developers to use secure practices 

• Conduct peer and multi-party review of application security 

•  Requirements change, so continued education and application are important 

 

- Awareness Elevation Systems can sensitize staff to Phishing, targeted Spear Phishing, and Social 

Engineering, identifying gaps in awareness requiring further training 

- Many penetration testers assess the ability to trick employees through social engineering  

 
 
 
 
 
 

8. Security Organization 
 

• Build a strong team 

• Adequate coverage of focus areas 

• Current skills 

• Continued training 

• Motivate, stimulate, and compensate 

• Encourage Intellectual curiosity 

• Access to specialist resources 

• Autonomy to act decisively 

• Operations may report through different channels, but needs to work closely for effectiveness 

• Assess and certify teams 

• Build business and business support relationships (HR, Legal, Facilities, Audit, Risk, Finance) 
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9. Scan and Test Frequently 
 

• Activate and examine logs of routers, firewalls, and intrusion systems, specific servers, email 

gateways, and endpoints both for detective purposes and forensic examination 

• Assure adequate space for log record retention. Correlate alerts 

• Scan systems, networks, and web applications 

• Test penetration of defenses 

• Simulate attacks and train response 

• Assure currency of patches and security updates on all critical components 

 

- Scan applications for vulnerabilities offline, actively online, and on demand 

- Peer reviews and other code assurance strategies 

- Penetration test for vulnerabilities regularly 

- Monitor for intrusion 

 
 
 

10. Manage Traffic and Data Flow 

 

• Don’t limit thinking to technical controls. Know where the data you hold flows, goes and is shared, 

between processes, systems, business partners, across the value chain, and at different points in 

the business cycle  
• Establish a risk-based behavioral policy establishing required controls, authorizations, and 

permitted use of specific data classes 
• Perform policy and configuration-based access control for endpoints 

• Limit inbound ports to that required, change access ports from defaults for security where 

possible, and be restrictive of ports available to outbound traffic 

• Use proxies, URL filters or other means of outbound traffic management and tracking 

 

 

- Web Access Proxies and filters can be used to blacklist, restrict, secure, and log website access 

and minimize establishment of attacker command and control  

- Lock domain records and protect DNS from unauthorized access and changes. Protect DHCP. 

Cyberattacks are not typically sophisticated. The most common vectors of attack are the 

technologies, services and protocols we have used for years. 
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Risk management plans  

Understanding risks allows the targeting of proper solutions, and better estimation of the cost of investments 

needed for planning, projects, staffing, and programs. Understanding risks also allows the targeting of 

efforts toward the measured reduction of our risk surface. A Risk Management plan is a requirement of ISO 

27001 adherence or certification. One of the more significant projects that a CISO likely will be called upon 

to assess or implement may be a GRC (Governance, Risk, and Compliance) capability, whether 

commercial, proprietary, shareware or as a manual process.  Each have their benefits and limitations. 

Several GRC solution providers are introducing algorithms to better manage risk, measure impact, define 

the cost of needed investment, calculate some approximation of ROI, and provide needed reports 

appropriate to management and for external regulatory reporting.  

 

That said, without doubt the CISO will be called upon to develop, sponsor, present, defend, and promote 

project plans for the management or mitigation of risk. These will be plans for architecture, process, product 

selection and implementation. There will be plans for team development, employing managed services, or 

other areas of risk management, and business protection. Some will be global and the CISO will need to 

work through remote authorities to address jurisdictional law. Conformance to some standards and 

compliance with some regulation require these plans be formalized.  

 

Once developed these plans will need to be approved, maintained and managed. This includes the contents 

(documents, forms, tables, diagrams), statements of background and context, and lifecycle of the plans. 

And when a matter of compliance, communications, and regulatory responses may need to be tracked and 

managed as well.  

 

 

 

 

 

  

 

Success demands innovation but change breeds risk. 

Change also moves and transforms risk 
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The following list describes at high level the process for development, and the overall lifecycle of a risk 

management plan.  

 

 

These steps have been roughly drawn from multiple sources, personal experience and several promotional 

correspondence messages from Dejan Kosutic, an ISO security and continuity standards expert.  

 

Dejan Kosutic 27001Academy dejan@advisera.com 

 

1. Determine the need, corporate, and regulatory requirements 

2. Scope, format, timeline and estimate of cost and benefits  

3. Identify and qualify data and sources 

4. Designate oversight and authorship for the plan and other documents needed 

5. Assure the training, oversight, access, and resources needed for success  

6. Inventory stock of risk, assets, and data 

7. Assemble findings and conclusions and detail recommended actions 

8. Submit report 

9. Audit and review 

10. Maintain plan documents 

11. Evaluate continued plan effectiveness, end of life, and need for replacement  

 

 

 

Without engagement, commitment comes to question, and without passion, 

success  

However, anyone can sense when they are in the presence of a great idea  

And when the hairs at the back of your neck stand on end in response to 

what is being asked, you can feel that too 

mailto:dejan@advisera.com
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 
 

SECTION 3.    CIA UNCLOAKED  
(Confidentiality, Integrity, Availability) 

 
It is not clear who first coined the acronym, CIA, as in the CIA Triad of ‘Confidentiality, Integrity, Availability’.  

 

What is clear is that the acronym, and the concepts it embodies, has been the corner stone of information 

security, and driven the intentions, efforts, goals, and job descriptions of security professionals going back 

seemingly forever. In an article entitled the Parkerian Hexad vs the CIA Triad (Study Tiger), the acronym is 

attributed to a glossary reference in the CNSS Instruction No. 4009 of the Committee on National Security 

Systems. I cannot say with any certainty that this is the first use of the CIA acronym. 

 

This instruction, according to the reference, defined the purpose of ‘Information Systems Security’ as the 

“protection of information from unauthorized use, access, disclosure, disruption, modification or destruction” 

providing “Confidentiality, Integrity and Availability” of that information, or information system.  

 

HIPAA and other regulations site and define CIA requirements specifically (i.e. HIPAA Security Rule 

164.304).  

 

The Parkerian Hexad is attributed to Donn Parker (1998) and includes the terms ‘confidentiality, integrity 

and availability’, or CIA, but adds three additional terms, ‘authenticity, utility and possession’ in defining 

information security. This is an enhancement which deserves its own discussion but would for our purposes 

take us off into the weeds, so I will avoid digging further.  

 

Still, some authors have raised concern about using the acronym CIA in defining information security, given 

the intelligence organization of that name. For purposes of clarity, some have proposed an alternative, 

flipping the acronym to read AIC, instead of CIA. If that is in fact the only purpose, and there are no functional 

or structural corrections or enhancements involved, I would leave that alone. There is adequate justification 

in my opinion in reordering of the terms, but these are not suggested by the acronym they derive.  
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Besides, who wouldn’t want to be able to say loudly, ‘I WORK FOR THE CIA’ (and then cover their mouth 

and whisper ‘of my business’). Their date books would fill up quickly. Thugs and tough guys would give 

them plenty of room.  

 

It is much the same as when I say, “MY SON AND I BOTH WENT TO YALE”. Of course, it was on the 

weekend, and all the buildings were closed, but there was a decent diner not too far from there. 

 

But we were discussing the acronym.  

 

If at home you have installed a door, you know it needs a door knob to be functional, to make the door 

‘available’ for use by people, allowing them to open and shut the door. Without the knob, I think we would 

agree that the investment in the door would be underserved, and you would have less functionality than 

intended.  

 

If the door faces the street, and what is inside your home is important, and there is potential consequence 

in allowing anyone entering who should not, then the installation of a door lock on the newly installed door 

is sensible, understandable, and should be expected if we are to provide the home security. There is a cost 

to this, but if the cost is right, knowing the risk, the spend is both reasonable and defensible.  

 

Well, we could preferentially put in an alarm system and defer the lock, but though it would be of great value 

in support of a locked door, in absence of the lock, an alarm is ineffective, too little, too late. All bad actors 

would have had full access unrestricted. An alarm is a protective control, but absent other controls 

addressing the more primary needs of securing the entrance (a gate, a lit front yard, a door lock), the wrong 

control. So too is a peek hole to see who is on the other side of the door. So too would be a light over the 

door so that the peek hole is still usable after dark. These are obvious and mutually supportive of the 

decision to put in a locked door, although on their own, insufficient. 

 

And so, as introduced above, there are three fundamentals often called the protective triad – Confidentiality, 

Integrity and Availability, or CIA. Every CISSP learns this. Confidentiality used in this manner subsumes 

privacy and security. I will for this discussion just use the term Security, which in purpose is analogous, in 

that you can’t have privacy without security. That leaves us free to discuss confidentiality and sensitivity as 

distinct elements of privacy, and privacy and secrecy as specific goals of data protection, the latter 

subsuming trade, military, governmental and doctrinal secrets. Of course, having security doesn’t assure 

privacy, but I don’t want to ruin my argument before I even get it started. Don’t be overly concerned, you 

don’t need to retake the CISSP exam. This twisting of terms and usage is only for the purposes of this 

section, an exercise in rethinking controls. When we are done, the world will be put right again.  

 

I also will prefer to look at the CIA elements in a different logical order. Instead of Confidentiality (security), 

Integrity and Availability, for this chapter I prefer Availability, Security, and Integrity. This again is just for 
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purpose of the exercise. We don’t need to add another pseudonym. We’ll still refer to this despite the 

substitution of term, and change in order, as the CIA triad so that we all share a common frame of reference. 

As you read on I believe you will understand, whether you agree with my reasons for these few mental 

manipulations, or not. 

 

For a system to be well protected typically it needs all three qualities, Confidentiality, Integrity, and 

Availability (CIA), or in our case, Availability, Security, and Integrity. Sometimes that is not possible, or 

practical given time and resources, or budgets are insufficient, and we need to prioritize or implement in 

the most effective or expeditious order. In most cases the priority is self-evident. Let’s return to the door.  

 

If the door has no knob and can’t be opened, it has no AVAILABILITY for use as a door. It can’t be opened, 

so there is little need to secure it. Comparably, in our world if we have no data or assets, or they are of no 

consequence, there is no reason to secure what isn’t available to lose, steal or damage. You can imagine 

the headlines. ‘Bank robbers break into major bank, nothing taken, but locksmith was called.’ That might 

make page 13.  

 

The same could be said if the assets are generally and freely available where the loss would be of little 

consequence. We generally don’t secure the leaflets and brochures at a public information center to any 

great extent. We might encourage visitors to take only one, but they are meant to be taken, and so don’t 

require a significant investment in protection. That all said, clearly for that which has been made available, 

if it is important, it must be secured.  

 

But forget data, banks, and information centers for a moment, we were talking about a door. If a knob is 

installed, the door is now available for use, and having made the door AVAILABLE, if we are to protect 

against unwanted access, the lock now becomes particularly important. We need to implement SECURITY 

for the door against unwanted entry.  Additional SECURITY can be layered on by installing a peek hole and 

an entrance light. These as stated above would be insufficient on their own but add considerably in use 

together with the locked door. The primary protection is the installation of the lock. The peek hole and light, 

secondary and supportive. 

 

But how do we know that in our absence that the lock wasn’t picked, and the house entered? INTEGRITY 

is an assurance in our world that the secured conditions have not been altered, security thwarted, or that 

which the security protects, for instance data, has not been touched, disturbed or damaged. A bank will 

need to know that the security they implement has held firm and nobody has stolen money, tampered with 

numbers, or altered balances. A medical researcher needs to know that the protection of their clinical data 

has not been breached to assure the validity of their data and have confidence that it has not been changed. 

This is INTEGRITY, a trust or proof in the stability and effectiveness of the security controls that have been 

put in place assuring the safety and pristine quality of the data that security was implemented to protect.   
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In our example of the door, installing an alarm provides integrity to the system. We know that the door 

has not been opened despite being available, and that the security of the door has not been breached, or 

the door alarm would have sounded. The fact that the door alarm did not sound assures that the security 

of the home was effective, that of importance inside was thereby protected, and that the integrity of the 

home has not been compromised. 

 

Well, how do we know that the batteries in the alarm were good and that the alarm would have sounded, 

and that we can trust the integrity assurance of the system providing the alarm? We could test the system. 

We could shake the door knob and the alarm would sound verifying that it is working, and that integrity is 

intact, or at least intact at that moment. But what if you stop turning and shaking the knob, did the alarm 

stop because you stopped, or did the batteries fail? The only way to assure that the alarm continues to 

provide integrity would be to shake the knob continuously. Besides being very noisy and impractical that 

would likely be very expensive. We would have to hire people seven days a week, all day and night to 

validate the integrity of our alarms. Neighbors would complain. Most would not consider that spend 

reasonable or defensible and would prefer and accept periodic testing as a reasonable measure of 

validation. Most regulation takes that approach to validation. They accept the minimized risk. 

 

Again, revisiting some of the earlier discussion, if secured, we need to be sure of the integrity of the secured 

system we have provided, or we can’t make any claims as to the effectiveness of the security implemented, 

or the safety of that we had set out to protect. If not secured, attempts at integrity are futile, since there is 

no primary or compensating control to assure.  

 

And you can’t have true security without verification of integrity. Security unconfirmed as to integrity, may 

be, but cannot be said with any confidence to be secure. At best, they can only be described as having the 

application of a ‘recommended or best practice’ control in place. We have all heard others say, “we are well 

protected – we have implemented best practice controls”.  Unless there is some measure of integrity to 

assure the sufficiency of the best practice control in an environment or context, that is a meaningless 

statement, as the control cannot be verified effective and therefore trusted. Integrity is a statement of 

condition at a point in time. A penetration test is an integrity control in that it quickly tells you how successful 

your ‘best practices’ protect you and whether they need to do better. It is a measure of the successfulness 

of the practices in place, at the time of the test.  

 

I share this because it is easy to be lulled into complacency having worked through a checklist of controls 

for one standard or another and believe security is in place. It might be. Unless tested, and integrity verified, 

you can’t know. Swearing before the judge that the door was locked means little if you have no answer 

when the prosecutor says, ‘how do you know that the door was locked?’  

 

Standing in one place for an extended period makes your knees tired. It is a function of fatigue, a weakening 

of performance over time. Security is also a function of performance over time, and conditions that once 
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were secure, may weaken, or become insufficient with the strengthening of threats or changes in context. 

The light was enough to light the yard when installed, but since the size of the yard was increased it no 

longer is so. Integrity needs to be affirmed over time for any security control once sufficient to remain 

sufficient, and the practice of making this assurance routine and correcting deficiencies is a function of good 

security governance (see Compensating Controls as defined under PCI DSS). Some writers have smartly 

proposed an additional control beyond integrity, ‘non-repudiation’, which in intent I agree with, but prefer to 

call the control ‘validation’, a function that I derive of risk tolerance, and frequency of sampling. I’ll introduce 

the model I use below and return to it again later.  

 

The ‘intelligence’ behind the CIA  

 CIA (Uncloaked)  

 Availability Security Integrity Validation 

 Presence Functionality Adequacy Primary Supporting Compensating Proof Risk 
Tolerance 

Frequency 
of 

Sampling 

 Direct Layered Interlaced  

Figure 4 Intelligence behind the CIA 

 

So, availability is a yes or no condition, security is a statement of condition, in a context, over time, and 

integrity, a statement of condition affirming security at a given time. Validation (the unnamed control I 

ascribe to the CIA Triad) is an accepted proxy for proof of integrity, through sampling, at points in time, the 

frequency agreed upon for convenience. So, validation is a control, the effectiveness of which is determined 

by the frequency of sampling. The more secure the system, lower its tolerance of risk, or consequential the 

asset it protects, the more frequent sampling would be applied to assure that integrity of the secured 

controls remains intact for whatever diminished risk remains. Risk can never reach zero but can be 

minimized to effectively zero through adequate validation of the integrity of the controls. Where risk 

tolerance is low, frequency of sampling must be high for effective validation. Where risk tolerance is high, 

if frequency of sampling is also high, you are spending too much. 

 

This brings me back to an incident early in my career.  
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I managed an IT department, helpdesk, and a data center housed together on a floor secured by locked 

doors. Except for IT staff that worked on the floor, for purposes of maintaining security and control of the 

movement of people in a sensitive area, everyone else needed escort. A senior executive came to the floor 

unexpectedly to ask a question of the helpdesk and was incensed beyond reason that someone at his level 

would need to be escorted, and that he didn’t have access. He went to the ‘high ups’ enraged and 

demanded that this injustice be put right, and the edict came to the facilities director to unlock the floor to 

employee access. The facilities director clearly was concerned with that demand knowing the sensitivity of 

the activities on the floor and asked me what he should do. My reply was that he should unlock the door. I 

said that I would rather know that the door was unlocked and behave accordingly, than think that the door 

was secured, knowing the demand to unlock it could be acted upon at any time. The security of the locked 

door had lost any integrity since it could no longer be trusted, and lacking integrity there would be no reason 

to leave the locked doors in place. Of course, all thought better of it, and the doors remained locked, but it 

makes for a good story, outrageously good drama, and the principle still holds. 

 

In summary, assurance of the integrity of a security control protecting an available, vulnerable, and 

consequential asset defines a secured system. Understanding availability, security, and integrity and how 

they might be prioritized helps to understand and evaluate the business protection initiatives put before us. 

 

Let me take us back for just a moment to availability and the applicability of CIA in the broader context of 

business protection. 

  

Availability is a statement of condition, it either is or it is not. In fact, availability subsumes three inclusive 

conditional tests, presence, functionality and adequacy. A door by its presence and function provides 

access and egress from a house. Without the door, there is no access. If the door is damaged, or blocked, 

that access is denied. The function is not available. Securing the availability of that function requires 

redundancy, the addition of a second entrance. Redundancy is a security control. It secures the availability 

of a function, a provision of the Disaster Recovery Plan. DR testing is an integrity control that assures that 

the DR provisions (security controls) in the DR Plan are working. So, the door must be both present and 

functioning to be available. It must also be adequate to the function it is required to perform. A doggie door 

may be present and functioning, enough for most dogs and an occasional hobbit, but inadequate as a 

means of access to the rest of us. This would fail the test for adequacy, and therefore availability. 

 

Business Continuity is also an integrity control, but it tests the integrity of a different control. It doesn’t test 

whether DR provisions work. Instead it affirms that there is a DR plan, it is tested, it is tested with sufficient 

frequency to comply with company policy, all requirements of the plan are met, and that all conditions 

requiring availability of consequence are tested. Both the DR test and the BC assessment are integrity 

controls and so each make a statement about a condition that is only valid for a specific moment in time. A 

program that assured recurrent DR tests or recurrent BC assessments would provide validation of the 
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integrity of the condition over time with the frequency of sampling dictated by the degree of risk tolerance 

determined by the business. 

 

If a system required 100% availability it would require continuous testing to assure it was available, or that 

the mechanisms that would assure it remained available were present and functioning. It would be 

insufficient to verify that a standby system that could activate in failure was working (test the integrity of the 

control). It would need to verify that it is always and continuously working (validation of the integrity of the 

control). Active-active applications and many high availability routers, firewalls, systems and databases do 

that by continually checking for a heartbeat from their partnered peer. 

 

We live in a less than perfect world. Little stays as it was for long, and we need to manage change. There 

is a practical order that emerges which dictates how security is often considered, approved, constructed, 

and funded, and is applied through budget cycles over time. 

  

Systems are built typically with security as defined by design and requirements. With time, threats may be 

detected to which the system is determined potentially vulnerable, and we request investment in additional 

security controls. These are budgeted, approved, and implemented. Confidence in the applied controls 

requires that we verify the integrity with studies, scans, penetration testing and other means. If subsequently 

found deficient, or insufficient, or if new threats emerge, or if the data held is determined to be, or have 

grown, in importance or sensitivity, and so its loss of availability, breach or damage would be consequential, 

we budget for additional controls, and so on it goes. 

 

If systems never changed from that implemented, confidentiality or sensitivity of the data stored or 

processed was not impacted by changes in what laws and emerging regulations define as sensitive, or 

what businesses consider confidential, and if the security applied closed all vulnerability to threats and 

threats never changed, we would build once and test once and report to management that we are done. 

That is not our world. Systems installed do change. Data risk changes. Security that worked before grows 

obsolete and we try new approaches. Even the installation of new security by itself changes the context of 

the system introducing new risk. How many of us have brought down systems or watched them behave in 

unpredictable ways after applying an update or security patch? Let me now introduce what to some may 

seem a very strange concept, not a technical control, but a business control: 

 

 ‘The budget is the primary protective control of a secured system’ 
 

The budget is the primary protective control of a secured system. It needs to assure that as all components, 

exposures, and approaches are in flux, the business can anticipate that change is a given, ongoing 

governance of that change is a given, and investment in security does not end. It should remain, despite 

competing priorities from business growth and new opportunities, a commitment from management, if we 

are, to whatever degree we can, stay protected. 
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SECTION 4.    WHAT’S WHERE AND WHY DO WE CARE 
 
In the past, asset management was a matter of accounting for the proper capture of the value of assets, 

depreciation, management of equipment lifecycles, and to budget for replacement costs as needed.  

 

Typically, a responsible business would track tangible hard assets with a depreciable life, whether technical, 

furnishing or other, and enterprise software license costs exceeding the threshold allowing for capitalization. 

All other software and small components were typically treated as an operating expense. It was not unusual 

for capital assets to be managed by the finance department and the deployment and usage of operating 

software by information technology. This has changed somewhat. Asset management and transparency of 

asset ownership is often governed by regulation and audited. Asset management is also critical to the 

management of risk and assurance of security and privacy.  

 

What’s Where and Why Do We Care is such a basic question and yet most companies struggle with it. 

They struggle because the tracking of hardware, software, applications, storage, licensing, and data on 

premises, or with SAAS (software as a service), and applications on our remote or mobile endpoints, or 

deployed with IAAS (infrastructure as a service) and PAAS (platform as a service) contracts, and all the 

things we need to look at as technical assets now, has become an enormous undertaking.  

 

Even where we effectively centralize as much as we can in the approval, standards, and contract 

management process, shadow IT, an enabled community, pay as you go licensing for cloud consumption 

models, and the ease of spawning virtual environments, or using ready-made services assure that we can 

never be fully confident that we know what data is where, and what that means to us from a perspective of 

risk. 

  

Businesses trying to maximize the value of asset management programs struggle, because it is hard to 

even define an asset in a physical sense. Often the cloud providers we engage to host our assets may use 

other cloud providers to lower their costs and supplement their capabilities, and as such our assets may be 

virtualized not only across technologies, but also business entities, operating environments, support 

communities, and geographies. 
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 So, when we talk about asset management are we responsible to manage only hard technical assets at 

the desktop, and in the data center, or also virtual instances of servers, storage, and operating platforms 

onto which our license software have been propagated, and data migrated, each needing controls and 

protection? The answer is likely different when asked from a financial, legal, audit or technical perspective, 

but dictated by the license terms as have been set out in contract. 

 

Even a transient asset like a web page might need to be managed. Unless instructed in the header of the 

page to not allow caching or saving, a cached remnant of a page can exist exposed and readable at multiple 

points between a server and browser, at gateways, security devices, proxies, and at the client browser 

itself. This is a question of privacy and ultimately could expose PII, PHI or PCI data in violation of law. 

 

Why do we go through the effort? We do it for a few reasons really:  

 

• accounting 

• regulatory compliance 

• control of risk 

• the belief that there is an ROI to our efforts 

ROI of Asset Management 
  
Assets that are no longer needed in most cases probably shouldn’t be insured or kept under maintenance. 

Surprisingly, for many this slips under the radar. We insure and pay maintenance on assets that are sitting 

on the shelf, or in storage undeployed, not needed, that are under expired license, on obsolete versions, or 

are duplicate services. In the worst of cases we may continue to protect products replaced by other products 

on which maintenance is also being paid. 

  

There may also be a tax impact. I am not an accountant, but as I recall, deployed equipment in some states 

may be all that is required to demonstrate that a business is operational in that state, and as such, might 

incur tax on revenues. If a tangible operation can be demonstrated based on the presence and activities of 

a company’s material, structural, or technical assets, that company may be said to be operating in that 

state, and not only subject to State income tax, but perhaps other taxes and licenses based on State law 

and regulations. Removing dead assets can reduce the tax impact on companies in jurisdictions where 

assets are no longer functional or needed. 

 

Often companies look to an ROI in licenses no longer needed that can be reclaimed and redeployed if 

needed elsewhere. In most cases unless tightly managed and there is an imminent need, I would question 

the strategy of holding unused licenses for potential future use and paying the maintenance as opposed to 

buying what we need when we need it, but some take this approach. Often, by the time the need is there, 

the product needs upgrade, or replacement, and the maintenance spend on shelved licenses was wasted. 
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In some cases, major system licenses may have a tangible street value and may perhaps be resold, at 

least as it appears to be emerging as a corporate right of ownership under European law, and probably if 

not already, soon perhaps here as well. There may be specific requirements where licenses would need to 

be perpetual in term, on original media or have been electronically downloaded, and able to be fully 

surrendered, no longer to be used by the original owner. This has the potential to add significant value to 

the ROI of management of assets. 

  
Still, we involve stakeholders in a continual round robin of audits and inventories as we try to get a handle 

on assets and asset ownership across the organization. We try to determine whether there is a need for 

the asset anymore, a financial life, and if the assets are sufficient in license or capacity or configured in the 

way they need to bring value to the organization.  

 

You are the CISO. About now you are saying, that’s nice. What has it got to do with me. Don’t go away, 

there’s more. 

 

 

 

 

 

 

 
Availability is a condition. 

Security is a statement of condition, in context, over time. 

Integrity is an affirmation of that condition at a specific time. 

Validation is an accepted proxy for proof of integrity, sampled at points in 

time, the frequency of which is dictated by risk tolerance and agreed upon 

for convenience 
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Accounting and Oversight 
 

Sometimes the main reason we inventory what we have, is simply to know what we have. We need to know 

what our assets cost, how long they will be useful, and on what schedule and at what cost will they be 

retired and replaced.  

 

We need to know where our assets are, and the impact they have on storage and desktop requirements, 

on the cost of care, handling and management, and environmental needs. What we have deployed 

determines the staff count needed in place for support. It may influence shift coverage and rotation, specific 

skills required and where. It impacts requirements for power, power protection, lighting, air conditioning, 

humidity controls, fire detection and suppression systems, security, and the lease of physical space. We 

also need to know the cost and means of disposition at end of usefulness and when that sunset date is 

going to be. This allows us to budget the removal of the asset, and if needed, to plan, select, test, design 

and procure, and position the needed space, power, environment, staff, and training required of a 

replacement system, and to solicit proposals, compare pricing, partner capabilities, and to negotiate 

contracts. 

 

And of course, even if only after the fact, we need to know if the asset provided value and whether it was a 

good spend. That information should guide future asset procurement and deployment. However, after the 

fact does not suggest a mature process. The company that employs a process of continued assessment, 

client communication and awareness, training, and engagement, and a process of quality management, 

will know earlier, and if there are deficiencies or opportunities for improvement can respond assuring better 

client satisfaction. OK, this is operations, not you. Almost there. 

 

Asset inventory and compliance 
 
A major driver of funding and momentum for IT asset inventory, classification and management programs 

is regulatory compliance. Regulations increasingly require that companies apply the same oversight, 

accountability, and transparency to hard assets, as they do cash, report on what we own and what we have 

in service, and apply all needed safeguards to the confidentiality, integrity, and availability of our assets. 

We need to know what we have where, who needs it, who owns it, whether it is operational, what it requires, 

its importance, predictable operational life, and the consequence of failure, corruption, interruption, or 

compromise. We need to provide effective protection, care, and oversight, because to not do so would not 

be diligent and responsible.  

 

Nobody wants to see negative audit exceptions raised to management, be penalized for non-compliance 

with regulation, be sued, harmed reputationally, or be on the wrong side of other negative aspersions 

against the company for breach of license or contract, or be in violation of internal policy. So, knowing what 

we have and ‘how it is being used and by whom’ is all very important to assure that we are in conformance 

with the rules we need to live by.  



74 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Many regulations encourage or in fact require an inventory of assets as a means of identifying risk to those 

assets. Conversely, it is also to identify the vulnerable assets that might put the enterprise at risk, or to 

cause the inadequately protected enterprise to be a source of harm to others.  

 

Few regulations speak specifically to methodology or timeframes or completion. They all recognize 

inventory or classification of assets to be a continual process. Inventory is reiterative, an ongoing process 

of query, monitoring and examination, and if managed, and ongoing, should not likely trigger audit concerns. 

That said, never say never. The goal of a complete inventory of assets, and a classification of the 

importance of the data that resides with those assets, all kept current, is recognized as being extremely 

important, is vital to protect our systems and consequential data, and regardless of whether mandated, is 

the intent. 

 

From a risk perspective, we can’t know where we are exposed if we don’t know where we are, and what’s 

there. From a license use perspective, or if there is a mandate in company policy requiring full visibility to 

corporate assets, the answer is the same.   

 

• we should know where our assets are to know what to monitor and protect  

• we must know what data is there and consequential to know what assets require further safeguards 

• we should know what our baseline of installed software looks like to detect any deviation possibly 

suggesting malicious infiltration or malware 

• we should know the locations we reside that are not our own and how these are used, configured, and 

protected. 

 

And we should remain cognizant of our normal data movement, sensitive to uncharacteristic behavior and 

traffic patterns for and between our assets. The more complete and current the inventory, whether for 

regulatory compliance, or simply effective operational prudence, the better we are, and the more effective 

our ability to manage risk. 

 

By example of the tone being set as excerpted from the FFIEC Handbook  

 

“Management should maintain and keep updated an inventory of technology assets that classifies the 

sensitivity and criticality of those assets, including hardware, software, information, and connections”. 

 

We, our network of partners, theirs, the technologies we use, and the 
environment in which we operate together are a system, and one part 

exposed, risks others   
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Paraphrasing a requirement from PCI DSS with similar intentions:  

 

“identify all locations of cardholder data, taking an inventory of IT assets -- and analyze them for 

vulnerabilities that could expose cardholder data”. 

 
Asset inventory, prioritization, and effective management are all critical to a risk-based strategy.   

 

Management of risk requires an investment of effort and resources. Often it will be the meeting of a 

regulatory requirement that drives an effort or gets funding. If this were a perfect world, the mitigation of 

consequential risk, more than compliance, would be the driver for why we take asset management 

seriously, and why we invest in programs to recognize risk to assets and data of greatest importance. That 

said, management of risk requires an understanding of the business, factors that influence business 

success, and how they can be impacted, and that a case be made, communicated, and sometimes ROI 

demonstrated to get needed resources. The need for compliance with specific regulatory mandates for risk 

management, and efforts to avoid sanctions or penalties for non-conformance are easily justifiable and 

obvious, and as such getting support and funding is often simpler.  

 

An inventory of assets and the development of an asset map are first steps in inventory of sensitive data 

(PII, PCI and PHI), crown jewel IP, privileged, regulated, and business confidential material. I treat these 

two efforts, an inventory of assets, and a mapping of consequential data, as among the most important of 

efforts in securing a business and limiting risk.  We need to take a maturity approach to security, and many 

of the largest companies do so to determine how assets and the data they hold are secured and protected. 

 

A maturity approach should be implemented to define and track the required state of assets. This dictates 

that we classify data and protect that most sensitive more stringently than other data. This requires that we 

not only know what data is most important and have classified it as such, but we know where it resides. We 

know who is touching it and how, that it is appropriately protected, that protection has been affirmed, and 

that this has been documented for confirmation by audit, continually revisited per plan, and protection is 

maintained over time.  

 

A complete inventory of physical assets, location of sensitive, confidential or high-risk data, and a mapping 

of physical and data assets to controls appropriate to risk should be done by every responsible company. 

Of course, businesses don’t stand still, individuals don’t always follow the rules, or they do unexpected 

things with systems and data, and we never have a complete picture of where we are. Important data is put 

in the cloud, on as-a-service platforms, in home spun applications, and elsewhere. Monitoring and 

managing change, continual inspection and inventory, and a baseline and ongoing process for classification 

of data at risk is a requirement for the mature enterprise in the management of risk.  The composition of 

our asset environment and the tuning of the safeguards we put around it is a process of continual maturation 

and refinement. And so CISO, my apologies, it took a while, but we do own or at least advocate this. 
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SECTION 5.    VENDOR AND THIRD-PARTY RISK 
 
 
Modern business thrives through an inter relationship of businesses. 

Each business is unique in capabilities, culture, and risk. The successful partnership aligns on capability, 

fits to culture, and approaches the risk open eyed through careful evaluation and due diligence. And 

evaluation completed, potential partners make a choice to part friends, or proceed in partnership, 

circumspect, and contractually assure protection. 

The concerns of third-party risk management are broad in scope. Each company has an investment of time, 

money, resources, attention, and reputation at stake. Each need confidence in the relationship, and a sense 

of mutual benefit. Each need to respect the other’s commitment to brand, clients, and share-holders. Each 

need to respect the other’s obligations to regulation, operational stability, data protection, human interests, 

and adherence to ethical and lawful behavior. Successful partnership extends the reach, visibility, potential, 

capability and expertise of a company in ways it might not achieve alone. 

However, modern business is complex, and more so when global, virtual, a network of partnerships, 

distributed, and mobile. When engaging with business partners and entrusting to them the care of client 

relationships, reputation, and the safety and privacy of corporate data, a business is exposed. The prudent 

business provides the best assurance for a successful relationship by understanding the risk it is accepting 

through partnership and assuring it has selected the best fit partner. This is due diligence. 

But as business and the operating and regulatory environment has become more complex, so too has the 

needed diligence for responsible partnering between companies to assure they are not accepting undue 

risk, and are operating in accordance with law, customer expectations, and the best interests of their brand. 

This demands more strenuous scrutiny when considering the extension of one operating company to 

another. 
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Due diligence 
 
A thorough investigation uses all the tools at its disposal to evaluate the solvency, capacity, and 

effectiveness of an entrusted partner’s business. It will look at management and oversight, focus on 

technology and safety, and exposure to risk. It will examine the environment in which the partner operates, 

and the environmental practices it employs in operation. It will look at the partner’s ability to attract, develop 

and retain the best people and how employees of the company are treated. 

It will look at the company’s reputation, it’s competition, and its place in the market amongst others providing 

similar service. It will look at who is making use of their services and how happy they are with that choice. 

They will use traditional means of assessment, meetings, presentations, questionnaires, long lunches, and 

audits, but they will also use social media, digital communities, business reviews and in some cases, 

engage firms and specialists to investigate technology effectiveness, financial history, key employees and 

criminal history and behavior.   

Red flags are often raised in examining a company before establishing a business to business relationship. 

Before pen goes to paper and contracts are signed is the time to assure that the partnership is a fit, and 

that the raised red flags are not sufficient to obviate the business benefit in taking on the risk of partnership.  

As much as evaluating the positives of a relationship, in due diligence companies look for indicators of poor 

performance, inadequate practice and insufficient safeguards and controls.  

Where stakes are high, or information is sensitive, and as a requirement in most relationships with 

government entities, they will also look for indicators that are suspicious of criminality, theft, corruption and 

bribery, coercion, money laundering, terrorist financing, identity theft, executive misbehavior, and the 

improper management and treatment of human resources. Of course, most often none are found, and this 

is not surprising. With few exceptions, most companies are in business to do the right thing. They are in 

business to bring value to ownership, employees, investors, and clients. The success of the relationship is 

as important to the provider of services for whom this is core business, as it is to the client engaging them, 

or the business considering partnership with them. Most businesses are focused on success, work hard for 

a successful outcome, and to assure client satisfaction and retention. 

Still, not all partnerships are a fit, not all priorities align, and not all operating styles and cultures mesh. 

These are the areas where relationships and partnership break down. And regardless of all best intent, 

failure or poor performance by a partner reflects less on the partner, but on the reputation, client satisfaction 

and legal responsibility of the business that engaged them. So, it falls to every company to make best 

efforts at assessing the future of a proposed partnership with a prospective provider before contracts lock 

them together. Up front is the best time to exercise care. 

Due diligence and the management of third-party risk helps to assure that the engaging company is 

protected from ethical, legal, and operational issues. They do this through revealing questionnaires, client 

and bank references, proof of insurance and credit, direct and independent audit, inquiries and 

investigations, evaluation of history and reputation, and by the strength, enforceability, and clarity of the 
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agreement and specific provisions put in place with the third party. Verified letters from the provider attesting 

compliance to law, regulation, privacy statutes, internal policies, and prudent and acceptable practices as 

well as both industry and professional standards have become critical to assuring that internal and audited 

external controls are in place governing the third party.  

Often, we attempt to stipulate the right to perform on-site inspections. Except for the largest of companies 

in the most attractive of deals to a provider these requests are typically re-buffed. Review of independent 

audit results and the attentiveness demonstrated to clearing past audit exceptions are often the only means, 

even if indirect, to examine a company. In fairness, if each client requested and exercised the right to 

perform on site audits of a business the impact would be overwhelming.  However, independent audits are 

a reasonable measure.  

All this said, risk can only be reduced, and any assessment is true only for conditions as of a snapshot of 

time. The best assessment has a freshness date and short shelf life. It needs to be continually managed. 

When is a vendor, provider or other third-party risk assessment required? A disciplined assessment is 

applicable whenever there is the establishment of new partner relationships. This may be when evaluating 

or provisioning for a significant product, resource, or service, in leasing, licensing, or procurement deals, 

for proprietary development and sponsorship initiatives, with the outsourcing or offshoring of functions, and 

in merger or acquisition. The success of the assessment is dependent on the capabilities and credentials 

of those performing the oversight and investigation. It is also a matter of the cooperation of the prospective 

partner, effective audit, written assurances, and diligent review of operations, financials, human resources, 

security, and the demonstrable compliance with law, regulation, policy, and standards. Shared Assessment 

Program/Standardized Information Gathering (SIG) questionnaires help companies to review and share 

their vendor experiences. 

Due diligence does not stop once contracts have been signed and an engagement or relationship is in 

progress. All relationships should be nurtured continually and all contracts, relationships, and performance 

against agreements in place at least annually reviewed. 

Monitoring of adherence to agreements and challenge of performance should be ongoing, and performance 

should be measurable. 

Managing Contracts 
 
Without doubt, leverage decreases once a contract is in place and payments are being made if adequate 

safeguards are not built into contracts for satisfaction. These include provisions in a longer-term agreement 

for exit with cause, exit at review points, or missed milestones, or exit for convenience, or as sometimes 

called, at pleasure.  

Alternatively, if the contract term is sufficiently short, the client’s discretion at the end of term often provides 

the leverage needed. Partners don’t opt to invest the effort of negotiating a relationship that will be short 

lived. The shorter term affords a client opportunity for more frequent review of available competing choices, 
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better priced alternatives, and consideration of continually emerging technologies and operating models. It 

also affords an opportunity for renegotiation at advantage and assures continued pressure to maintain 

consistent and acceptable performance.  

Recognizing this, providers are less compelled to be accommodating in overly one-sided agreements. 

Shorter terms are less financially beneficial and provide less opportunity to develop a committed 

relationship. With that a provider frequently provides greater incentives for a longer-term contract. These 

incentives can be attractive and often the longer-term commitment allows the partner more flexibility in 

accommodating the client with favorable terms. Negotiating an agreement is time consuming and often 

discounts and better terms are easier to sell upstream for a longer lock-in of a perspective client. 

Agreements that are overly porous and easily terminated (as with exits for convenience) also are less 

compelling for incentives. Contracts are most successful when both parties feel satisfied with that which 

they have accepted and agreed. 

In any agreement, price caps, protection of pricing on renewal, and other protection of price and terms are 

often sought client-side protections. We negotiate hard for these and should. We also fight hard for 

adequate indemnifications, uncapped, or with sufficiently high ceilings to protect against liabilities and 

exposures that engaging with a partner for product or services may bring. These seemingly one-sided 

protections also benefit the service provider. A well-structured contract with beneficial terms and protections 

provide comfort, encouraging renewal and the longevity of a relationship. These provisions do not prevent 

renegotiation of terms at renewal to improve pricing and terms, and I think that is healthy. It assures both 

parties are incented to refresh and continually reexamine their relationship.  

Transferability and provisions for changes of ownership, or changes in company structure should be 

anticipated in an agreement to assure that a contract doesn’t penalize a company pursuing strategic 

objectives, whether merging, acquiring, being sold, spinning off a new entity or starting a subsidiary 

business. These provisions recognize that businesses are not stagnant, entities morph over time, and 

prevents unexpected changes in structure from impacting pricing or terms greater than anticipated in the 

agreement, hindering or inhibiting business options. This enables the client to predict cost, parties being 

pulled in through strategic changes to have clarity and enjoy the contract benefits. It allows the provider to 

continue to forecast revenue and longevity, and for all parties to know what is expected of the relationship. 

Relationships are better than contracts, and good contracts protect and make relationships better. The best 

relationship is expressed in an agreement that clearly defines needed protection, anticipates growth and 

transformation, unifies objectives, and satisfies the goals of all parties. 

Even the best of relationships end. When they do it is important that the agreement in place provides 

protection against forced dependency. When entering an agreement or partnership with a partner, process 

or technology that is proprietary, protection needs to be in place against limitations or obstruction to the 

guaranteed return, assistance in return, and assurance of portability of accumulated client data in a usable 

format. This is particularly true in the use of SAAS services where the data held may only be of use in the 

SAAS application or on the platform or technology that supports it.  
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The same is true as to the transferability of knowledge or process. Contracts should provide for knowledge 

support on exit from the relationship. This support should be sufficient to establish independence and 

restore operations. Of course, this likely comes at a cost, but is a sensible insurance. 

Equally, contracts should identify the use of proprietary technology, formats and approaches, and stipulate 

avoidance of arbitrary or intentional approaches that hinder exit from the use of the product, service or 

provision, or limit migration to an alternate product for continuity of operation. Transition should be assured 

by contract, assisted till complete and successful, and neither impeded, nor delayed.  

If a license there should be provisions made for uses apart from day to day production, for instance in 

disaster recovery testing, and in stand-by or active parallel operation in disaster. Terms should permit usage 

that are neither restrictive, limiting in duration, or onerous in costs if any, and this should stipulate an 

allowance for periodic testing that doesn’t impose limits on scope, participants or frequency. 

Lastly, in this context where data is stored by a SAAS or platform provider, contracts afford some minimal 

protection of the dispersion of company data across geographies, facilities, structural elements, virtual 

systems, and operating partners. They also may provide the provisions that assure data is properly 

encrypted in transit, and at rest, protected with suitable controls when administered, and dictate the holder 

of the encryption credentials. It determines if as a client, a separate and unique key (layered encryption) 

could be used to assure confidentiality. Provisions can also to some degree dictate or at least bring visibility 

to the response process to law enforcement or government ‘Demand Letters’ for access to the stored data, 

and the timeframes and procedures in which notification or other responses must be provided on breach, 

damage, or data loss by the service.  

 

 
We live not just with changing climates, but in a climate of 

change. Threats are everywhere, they are technical, social, physical, legal, 

natural, regulatory, man-made, financial, and yes, the climate in which we 

do business 

 
And it is diligence, prudence, a focus on quality management, effective 

peer partnership and information sharing, and an effective program of 

review, continual monitoring, testing, and remediation that assures that 

amidst all distractions and inherent risk, we stay on course 

 



81 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

RED FLAGS   
 
In engaging with a potential partner often there are glaring inadequacies or misfits that arise as RED Flags. 

These Red Flags might dissuade the client or raise concerns about proceeding into a potential relationship 

with an external party or provider of products or services. Sometimes, these are less than glaring, and only 

revealed through research and investigation.  

What is considered a Red Flag by one company may not be a concern, or as great a concern, to another. 

Third party risk and concerns vary by industry, size, and resources of the company, whether domestic or 

multinational, localized or decentralized, public sector or private, and the proprietary nature of the service. 

They are dictated by laws under which the company is regulated, and stipulations in major client 

agreements, particularly in government or municipal contracts. The need for the product or service offered, 

and availability of competitive alternatives also are factors in the risk a company is willing to accept. 

Some of these red flags will arise from answers to a provided questionnaire, others to due diligence, 

research through contacts, inquiries made to other clients, and references of the provider, and online 

sources. Red Flags as to reputation, ethics, performance, and stability of the company may suggest caution, 

raise specific questions, prompt additional scrutiny, dictate terms to be included or stressed in the 

agreement if it goes forward, dissuade moving forward with a third-party relationship under consideration, 

or require termination of a relationship in process. Red flags may arise up front in due diligence or over the 

course of the agreement.  

 

 

 

 

As much as due diligence evaluates the positives of a relationship, 

companies also look for indicators of poor performance, inadequate 

practice, and insufficient safeguards and controls 

Most often only little is found, and this is not surprising. With few 

exceptions, most companies are in business to do the right thing 
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These 10 categories of potential Red Flags should be considered in assessing Third Party Relationships. 

Others may be appropriate specific to a business, industry or mode of operation: 
Figure 5 Third Party and Service Contract Red Flags 

 
1. Inability to demonstrate solvency, financial and operating health of the company 

• Insufficiency or non-disclosure of financials and inadequacy of credit and unwillingness to provide 

supporting bank or reference clients 

• Poor narrative as to business plan, market penetration, potential markets, and competitive 

landscape  

• Inadequacy of insurance either for direct compensation on failure to provide services, or to assure 

the ability and resources to continue provision of services. 

• Poor reputation for services or performance and negative comments by other users 

 
2. Inadequacy of contract terms and inflexibility in the modification of terms 

• Unwillingness to provide indemnification and protection from claims against the provider, 

technologies, processes, or patents, for ownership, infringement, licensing, or use 

• Unwillingness to provide adequate price protection and lock in caps with growth, renewal, or 

change in entity size, structure, or ownership (spinoffs, sale, merger, or acquisition) 

• Lack of an acceptable SLA (Service Level Agreement) for provision of services, upgrades, 

replacements, or support 

 

3. Concerns about staffing, capacity and skill sets  

• Layoffs, turnover and poor longevity of provider staff, account representatives and specialists 

• Team credentials, experience, and knowledge in projects of comparable type, scope, and size 

• Lack of key team engagement, enthusiasm, and motivation  

• Inadequate process for recruitment of new talent and training for new and existing staff 

• Neither commit key resources to your project or assure they will not be diverted 

• Unrealistic portrayal of experience, capabilities, competencies, and timeframes 

 
4. Insufficient Oversight and Management 

• Insufficiency of executive attention to product or program 

• Lack of alignment of product or program to core mission of company 

• Company has acquired product but has not integrated it into core offerings or provided adequate 

promotion or support 
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5. Poor Administrative and Operational Controls 

• Doesn’t perform effective identity management or use adequate means of authentication 

• Doesn’t provide effective permissions, access controls or authorization  

• Doesn’t implement a program of end user awareness or responsible behavior 

• Ineffective account administration (add, modify, suspend, terminate) 

• Doesn’t have a program for administrative segregation of system responsibilities 

 
6. Proprietary Technical, Cloud or SAAS Design 

• Poor alignment of technology or service to data or requirements (i.e. provide PCI compliant 

infrastructure and controls for PCI data) 

• Does not assume liability and provide transparency to n-tier providers (SAAS provider uses other 

cloud providers or hosts, but doesn’t accept responsibility for their performance and risk) 

• Doesn’t assure return of data on exit from the contracted engagement in a timely manner or usable 

format outside of the context of the application service 

 

7. Inadequate Recovery and Continuity 

• Provider doesn’t have an effective backup strategy including periodic snapshots, backup to 

alternate media or locations, and encryption and protection of archived data. Does not have a 

means to rapidly restore data that has been compromised. 

• Provider doesn’t have an effective means, facility, and strategy in place to rapidly restore systems 

and applications or data centers lost to crisis events. 

• Provider doesn’t have an established business continuity program and does not perform scheduled 

recovery tests or continuity exercises 

 
8. Non-Compliance with Regulation 

• Failure to conform to obligations as required by standards, policy, agreement, convention, or law 

• Failure to meet regulatory requirements for oversight, reporting or controls 

• Unresolved significant audit exceptions 

• Disciplinary or regulatory sanctions  
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9. Inadequate Data Safety and Privacy 

• Provider doesn’t perform effective data access and entitlement reviews 

• Provider doesn’t have a privacy policy that assures data with specific sensitivity (PCI, PII) 

appropriate levels of protection in keeping with regulatory requirements or standards. 

• Provider is insensitive to the location of data and may move active data or backups to storage or 

virtual storage as needs demand or to lower cost irrespective of location including crossing national 

borders. 

• Provider takes no responsibility for the breach and loss of sensitive data entrusted to their care and 

has no policy requiring notification in such an event. 

 

10. Inadequate Technical Security and Controls 

• Absence of system segregation and production controls; change controls including OS updates 

and patch management; hardened systems; or protected build images 

• Is not in compliance with specific regulation if required and is not effectively guided by or working 

towards any recognized standard or guidelines including ISO 27001, NIST, SANS 

• Lacks endpoint controls including appropriate use of malware detection, white listing, encryption of 

consequential data, and heuristic protection 

• Lacks adequate, redundant, and diverse perimeter, virtual and extended perimeter controls and 

defenses including firewalls, intrusion detection/prevention 

• Inadequate application and system vulnerability assessment, penetration testing and remediation 

process 

• Insufficient capability in threat detection / management / awareness 

• Inadequately trained teams for monitoring, response, and coverage 

• Does not regularly examine logs or view real time alerts to systems and infrastructure or aggregate 

or correlate these for intelligent management and response 

• Inadequate management and protection of highly consequential system and data inventory 

• Hasn’t formalized crisis response team and procedures and there are insufficient formalized breach 

response procedures and notification provisions 

 

 

 

 

Controls mean little out of context to a business objective and a defined risk  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 6.    LANGUAGE, CULTURE AND CONTROLS 
 
 
Over my career, I had the opportunity to work for, and with, many very good people. I had the privilege to 

lead a very great team. When discussing culture, one CEO stands out more than any other in his efforts to 

foster a community, a culture, and as an exceptional leader. He led a company based on strength of 

character and concern for people.  

 

He made this paramount. It was simple things. He would start each day by walking every floor to say good 

morning. It was a small thing, and a small company at that time, so covering the floors in an hour was 

certainly doable. But it was the message being sent, the signals, and the response from the staff that were 

telling. He cultivated a sense of belonging. A sense of shared interests. His message was one of ethics. He 

would say, and I paraphrase, ‘I’d rather that we walk away from business, than do business in a way that 

we wouldn’t be proud of’’. It was a tone that he wanted more from us than just productive business, he 

wanted business we could respect. Whatever any other did, he wanted us to stand apart and above in that 

way. He wanted a company of leaders. He would deliver a message of individual importance and shared 

contribution. All roles were important, and all roles were respected and valued. He would periodically stop 

at an office or desk at random and strike up a conversation. He wanted a feel of openness and community 

and conveyed an importance and value in his employees. He was establishing a culture, and it was 

immediately felt in how individuals worked with each other, and how departments worked together, and 

how we were perceived by the industry and business partners. And as the company grew globally, of course 

there were no more walks, but that culture of contribution and pride in belonging persisted. So, did the 

message of ethics. So, did the pride in leadership and participation that he instilled. It was a privilege and 

an education to have worked for him. 

 

There are many excellent leaders in business. More than any adopted platform or approach, it is a tangible 

corporate vision, and a commitment by leadership to a culture that embraces excellence and common 

interest that defines success in corporate governance. A culture of ethics, and a concern for people and 

their interests as individuals. A commitment to responsibility, accountability, oversight, and management, 
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and prudent controls and practices. The tone set at the top, messages sent, and clarity of signals. Each 

alone are attributes worth pursuing, and together the building blocks of a better protected and more effective 

business. This is true regardless of size of company, industry, name recognition, or any other parameter. 

These are signs of maturity in a well-run company. The best of companies strives to attain these qualities. 

Some may achieve exceptionalism in a few of these, few in all, but most would likely confess to the want 

and willingness to do better. 

In this chapter, I will talk about the ‘House Rules’. I developed the 'House Rules' early in my career as a 

CIO to define operational parameters and help promote a service, value, performance, and ethics-oriented 

IT culture. I wanted a culture defined by quality management, continuous improvement, and effective 

business protection. Even within IT, it was clear that there was a language gap. Engineers spoke a different 

language than did developers, or analysts. Desktop specialists from those that supported the network. I 

wanted a common language established so that we each heard the same things. The House Rules proved 

to be effective even beyond the needs of the department. They codified our mission and helped others 

across the business and third parties with which we engaged to both understand, and to take part. It 

established what we considered important. It removed ambiguity. It helped engage the company to assume 

responsibility and participate as an informed first line of defense. It removed fear and embarrassment in 

reporting problems and mistakes, encouraging and incentivizing participation and personal accountability. 

It encouraged participation in committees and working groups with a sense of common goal.  

What rules do we live by? How do we define the culture and values we want in our IT department, security 

group, or business overall? Each of us as CISO will confront the questions of language, and culture and 

grapple with what that means regarding controls, which we select to implement, and how we implement 

them. Where does ethics sit in governing our actions? How do we balance oversight and trust, or the 

interests of security and privacy? These will set our priorities as we define our teams and establish 

relationships across the enterprise. We are an integral part of the business. But how do we assure that we 

are targeting those most important elements that we as CIOs, CISOs, IT or other executives, believe brings 

out our best, and delivers the greatest value to our companies?  

We each hire the best talent. We all embrace diversity in people, skills, and ideas. We each come from 

different backgrounds and experiences, face different corporate, budget, market, and industry challenges, 

and have our own ideas of what construes excellence. We each in common face the constant challenge of 

technology change, new threats, and consumer empowerment. We are challenged to find the best people, 

to engage them, and to keep them. We engage in new markets and approaches to business. We face the 

ever-shortening shelf life of opportunity. These are all pressures with which we must contend, adapt to, or 

embrace, and which continually redefines our approach to business, the use of information, and its 

protection. 

Prudent IT has always been about balancing operational effectiveness, innovation and advantage, risk 

management, and cost control. It has always been the safety net to the decisions we make. It is precisely 

the grounding of "prudent" IT and effective security controls that empowers "innovators" to play safely on 



87 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

the busy streets of this new, exciting, but less than friendly world.  

There has been a shift over past years that relegated much of what used to be an extremely important 

focus, operational effectiveness, cost control, and management of risks, to being ‘table stakes’ for a CIO, 

the minimum requirement of the job, while innovation and digital transformation, and the disruptive elements 

we call upon and that define us as ‘change agents’ has become the basis on which grades are given, and 

careers flourish, or jobs are lost.  

Much the same is happening with the CISO, but paradoxically it is the technical capabilities that have 

become table stakes, and the ability to engage, lead, and address transformative risk in all aspects of the 

business that has become the metric for the high performing CISO. 

 

Every company assumes the responsibility of developing and enforcing safeguards, processes, and 

policies to protect the consequential data they collect, store, or steward on behalf of others, particularly so 

if sensitive or confidential.   If we are to protect our data or ask our employees to share in the responsibility 

of protecting our data, a culture of care and responsibility needs to be fostered.  

 

Business leaders know the formula. Success requires that we find, hire, grow, and support the best talent, 

use that talent in new ways, build the right organizations, motivate, and encourage success, and foster 

contribution of ideas. We need to properly structure investments, leverage innovative approaches, and 

adopt the best of emerging technology. We need to participate in new communities, media and means to 

engage our clients and markets. We need to pursue proximity to our consumers wherever they are, on 

whatever platform, and will partner globally to achieve this. We will need an innovative and forward-thinking 

executive tier, bold steps, and new ideas.  

 

Our rules define us. They are the framework that defines our culture, but in a sense our culture is being 

redefined for us with the speed of new expectations. Changing markets, demanding business, digital 

communities, and rabid technology adoption is now the price of entry. 

.  

Culture is based on a common set of values clearly communicated. A lexicon of shared interests. The CISO 

needs to be a master of language and will be called upon to speak many on any given day communicating 

with executives, developers, engineers, line of business, attorneys, regulators, and law enforcement. A 

common vocabulary assures a clear understanding of goals and expectations. Establishing a 'vocabulary' 

of commonly accepted concepts and technical terms is remarkably difficult, even amongst highly technical 

people. They often see and hear the same words differently and approach problems from very different 

points of vantage.  

 

By example, if you bring two lines of code to the attention of a developer and say that these are redundant, 

they would recognize it as a problem, an inefficiency, or at the very least unneeded and correct the problem. 

If you review the architectural designs of a network with an engineer and point out the redundant telecom 
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lines, firewalls, and high-performance servers, it will be a point of pride that redundancy of critical 

components protects the major infrastructure of the network in a high availability design. Redundancy to an 

executive distant to the needs might suggest duplication, that somebody is not minding the shop, in either 

case might inure negative connotations. 

 

A common language of threat, vulnerabilities, risk and defenses is critical if involving disparate disciplines 

and stake holders in threat modeling, threat hunting and assessment of vulnerabilities, and advancing a 

culture sensitive to risk. In this regard, there are considerable resources technical communities, tools, and 

guidelines can offer. But it comes down to language. 

 

These are useful resources and help define terms and establish common language: 

• OWASP (Open Web Application Security Project) 

• CWE (Common Weakness Enumeration) 

• NIST NVD (National Vulnerability Database) 

• Center for Internet Security (CIS; SANS) Critical Security Controls 

• UCF (Unified Compliance Framework) 

• DISA STIGs (Defense Information systems Agency - Security Technical Implementation Guides) 

• NIST 800-53 

  

It is also about establishing culture. A culture and community that believes in the mission, internalizes the 

goal, and understands their purpose. It is a shared interest. A community that understands that their 

participation advances the culture and that inclusion, advocacy, and education encourage its success.  

 

So, where the goal is a culture of excellence, an ecosystem of controls and practices can assure that the 

business is protected while helping to meet corporate obligations under the law. It is about a culture of 

respect, responsibility for our decisions and actions, and a concern for the company and each other. A clear 

message from leadership that wherever we are now, we are going to be better, focused on excellence, our 

people, what we do, and the way we do it. On making business safer, cleaner, and assuring our continuity.  

 

There are no security investments. There are only business investments. The ROI of security is the 

business. And an ecosystem of excellence and best practices, of prudence and effectiveness is vital to a 

healthy business, vital to its participation in the community of businesses, and in the receptivity of clients 

and markets. They derive from leadership, ownership, oversight and accountability and from an 

encouragement of shared purpose across the company, with partners, and in the markets, we serve.  

 

The rules as illustrated in the list below and their associated defined vocabulary have evolved, changing, 

reissued and presented with celebration year after year. I expect as technology, law, and the environment 

of threat changes, the rules will continue to do so too.  
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TABLE:  21 House Rules for Quality Management and 
Effective Business Protection  

 

1 Availability Are data, applications, systems, and connectivity servicing business 
needs? 

2 Scalability Do we have sufficient capacity to store, process, deliver and grow? 

3 Operability Do we have the skills, documentation, and readiness for support? 

4 Redundancy Do we have alternatives on loss of storage, processing, delivery, or 
service? 

5 Diversity Do redundant systems or paths have common risk elements? 

6 Recovery If one or more critical components fail is there a means to restore 
functionality? 

7 Privacy Is collection verifiably limited to that which is required, and processing for 
that consented, for the term and use intended? 

8 Compliance Do we adhere to standards of practice, law, and regulation, domestic and 
global? 

9 Security Are all physical, technical, contractual, continuity, identity, access limits 
and integrity safeguards in place? 

10 Policy Have we communicated expected and mandated behavior and practice? 

11 Inclusivity Does security, privacy, compliance, and quality govern both internal and 
external relations? 

12 Integrity Can we affirm all systems are secure, managed diligently with operational 
cleanliness and prudent controls? 

13 Liability Can our licensing, use, ethics, actions, practices, or intentions ever be 
questioned? 

14 Accountability Are actions that affect us visible, traceable, measurable, and 
consequential? 

15 Continuity Can contracts, relationships, technologies, process, and entities endure 
crisis and change? 

16 Quality In all aspects of planning, procurement, execution, and operation is 
excellence our goal? 

17 Ingenuity Are we leveraging the best new ideas, information, innovation, and 
approaches? 

18 Reliability Are we there when needed, ready, skilled, current, and capable for 
support and as a partner? 

19 Visibility Do we demonstrate value that is business focused, goal directed and 
measurable? 

20 Adaptability Do we meet business need and change with ideas, innovation, speed, 
service, and effectiveness? 

21 Community Are we leaders, improving, guiding, enabling, and contributing to team, 
business, and community? 

Figure 6 House Rules 
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I recall being on a computer networking panel with a colleague from Britain, 

discussing the limitations of building 'Trusted Networks', a technical term 

for connecting networks that allow the flow of data between partners and 

companies as if one company  

 
I commented that even if business partners, given the lack of visibility as to 

where else they might connect, our policies would not allow a trust between 

our networks  

 
It wasn't long before I came across an article in a publication attributing to 

me the comment,  

 
"We Cannot Trust Our British partners!" 
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The CISO lives in a world of controls. Whether laws, regulation, standards, guidelines, advice, example, 

management, or policies, it is always about controls. I searched for a definition of controls, and of course 

there are thousands, but I chanced upon and lifted this directly from a University of Toronto document of 

Sept 3, 2016 that was posted on the internet, in that I thought it was as nicely put, appropriate, and as 

succinct a definition of controls as any I have come across:  

 

 

A control is “any policy, procedure, practice, or mechanism designed to provide reasonable 
assurance that the organization's objectives will be achieved. This includes controls designed to 

safeguard assets, ensure the timeliness, accuracy and reliability of financial and management 
reporting, and to promote operational efficiency, effectiveness and compliance with all applicable 

laws, regulations, policies and procedures.” 
 

 

 

Whether wholly or in part home-crafted, or pulled in entirety from an authoritative source, it couldn’t have 

been said better. Hovering on the first sentence, I feel it is worth repeating:  

 

“A control is “any policy, procedure, practice, or mechanism designed to provide reasonable 

assurance that the organization's objectives will be achieved.” 

 

I would add that controls can be: 

 

 

‘any technical, operational, organizational or administrative mechanism, policy, procedure, 

process, product, or practice, that acts to reveal, safeguard, enhance, or provide a measure or 

counter measure, in defense or response, for the detection, prevention, correction or other 

mitigation of specific risk to any potentially exploitable vulnerability, or for the improvement of a 

function, or the steering or provision of guidance (signs, instruction books, policies, education 

and training) that effect results or dictate or encourage appropriate actions or behaviors’      

- Gomberg 
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Controls come in all flavors: 

 

• an enlightened manager walking the floor to assure people are comfortable, engaged and happy 

• a less astute manager walking the floor to assure everyone is hard at work 

• a guard trying the door knobs of offices to assure they are locked 

• a secure data center facility on a hill, unmarked, separated from the road by a ravine 

• a security system, router, or anti-virus program 

• an employee policy and handbook  

• a network shut down for maintenance 

• a review of a developer’s application code by a second developer 

• a recurring budget entry for investment in a security program 

• a bug bounty 

 

Controls in context 
 

In a prior position, I oversaw a small, localized, high availability data center with redundancy and replication 

processes in place and extensive monitoring and alerts. Still, I asked a team of network engineers to do a 

walk-through of the data center each morning before start of day.  

 

They worked through a checklist physically looking at machines, and the color of LED lights, status of 

backup jobs, lifting tiles to check the water levels in the drip pans under the air conditioners, and to get a 

feel for the general conditions in the room. (OK. It’s old school, but I’m like that). 

 

This was effective, if not efficient, and probably not possible today, but it served a purpose much greater 

than the task being performed.  

 

 
 
 
 
 

Security and the business are not different or apart. Considering them as 

separate does not take us to where leadership needs the business to go 
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I wanted to encourage a perception of ownership, care, and importance.  

 

• The data center was important in that It supported everything.  

• The task was important in that people perceive differently than systems, and intuition, senses, and 

observation see what online monitoring and diagnostics may not.  

• The engineers doing the work were important for the success of the effort, improving the quality of the 

inspection as they learned more and added creativity to the approach, adding tasks to the checklist, 

modifying or removing others, enhancing the protection of the room and its systems. Creativity is a 

control only people can add. For example, the engineers added a scheduled test call to an ‘emergency 

message hotline’ to confirm it was active, and that the default message was current and correct. This 

was a distinctly ‘human’ test. 

Practicality and efficiency would dictate that I rely on the automated monitoring and alerts. That certainly 

would be more efficient and would make better use of staff time some might argue. And they wouldn’t be 

wrong. Given the size, complexity, globalization, and virtualization of the modern data center, and that so 

much of our systems are in the cloud, we all are dependent on automation, diagnostics and alerts. We live 

by predictive analytics and heuristic feedback. Our interaction is with dashboards, SIEM consoles and 

queried Data Lakes. Physical examination is anything from not practical to impossible. Many of our security 

organizations have never seen the systems they protect. But if I leave it at that it will ruin my story, which 

in fact is not intended to be about managing data centers and systems at all, or about security, but instead, 

I am using subterfuge in introducing the relationship between controls. So, my secret is out, and with that 

said, I continue. 

  

It was an established policy of mine, in line with the House Rules introduced earlier in this section, that 

despite an automated inspection, a manual inspection be conducted daily. 

  

Most controls are classified as process (production), administrative, detective, preventive, corrective, 

enhancing or steering. The list is not constrained to these (offensive or harassing controls come to mind as 

two more), but these do subsume most we consider that are lawful. Controls can be primary or supportive. 

They can be technical, operational, administrative, physical, legal, or other in origin. Controls can be applied 

as direct controls, compensating, layered, or interlaced. I will get into the definitions of these a little further 

down. 

 

My policy was a ‘steering control’, (a guiding direction, rule, plan, advocated approach, vision, or attitude), 

a policy that in this case encouraged both human attention to an otherwise automatable process, and 

redundant inspections, each bringing different capabilities and benefits.  

 

If a policy goes into effect, but nobody knows, did it really go into effect? 
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The walk-through process was an ‘operational detective control’, operationally examining the data center 

and systems to detect potential, pending or recognizable weaknesses, exposures, or failures. Of course, 

all the automated monitoring and alerts were ‘technical detective controls’, probably more effective, and 

infinitely more efficient, but you don’t get to touch stuff directly by looking at a report, a dashboard, or a 

screen, and you don’t get that same feeling of engagement and ownership. When you get a new car, what 

do you marvel at, that new car smell, looks of admiration from people passing, and how it feels taking 

corners, or the odometer reading and measured depth of your tire tread? 

 

Engendering and reinforcing that feeling of engagement and ownership in people and elevating the 

importance of the people in the roles they perform itself is a ‘motivational control’, improving the organization 

and enhancing a sense of personal responsibility, in this case bettering an already exceptional team that 

had been tasked with detecting technical risk. In any case, those two needs, inspect the data center, and 

improve the team responsible for inspecting the data center, were interlaced controls. Together they had 

the synergistic effect of detecting technical problems, and having a better and more engaged team, with a 

greater affinity to the systems they were tasked to safeguard, detecting technical problems, creating that 

much better a control overall.  

 

It was rare that the walkthrough would uncover a failure impactful to the start of day in that so much was 

invested in high availability, (a preventive control). And should something be uncovered it could be quickly 

‘corrected’ before start of day, a mitigating (corrective) control for technical risk.  

 

Types of controls 
 

Some controls are ‘direct’ in covering a specific need. High availability systems for example are a one to 

one relationship between two or more systems where if one became vulnerable or failed, another could 

assume its function. 

  

Some controls are supportive, ‘layered’ on top of others to enhance them, like setting an alarm clock for a 

time to assure that you get out of bed, and then using the snooze feature to assure you get out of bed. Or 

having a well-defined coding policy, training developers in secure coding practices, but still doing two party 

code reviews, or automated code scans, to assure the viability of the code produced.  

 

Some controls are ‘interlaced’ and provide a greater added value when used together. This was my 

objective in sharing the story. Supplementation of automated monitoring with a human element, motivating 

and elevating already good people, engaging them further with a sense of responsibility, and encouraging 

a human perspective and the introduction of learning and creativity to an otherwise automatable technical 

task, is an interlaced control process, the whole being greater than the sum of its parts. We use firewalls in 

front of intrusion prevention systems. That would be a technical example of an interlaced control. Dogs 

patrolling a well-lit, fenced yard would be a physical example.  
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I am a strong believer in people. If you haven’t read it already, Transforming IT Culture by Frank Wander is 

worth seeking out. The sub-title is How to Use Social Intelligence, Human Factors, and Collaboration to 

Create an IT Department that Outperforms. That pretty much says it all. Some controls work to address the 

deficiency, insufficiency, or absence of others as ‘compensating’ controls. Those familiar with PCI DSS may 

recognize the term. It is explored in greater depth below. 

 

Categories of controls 
 

Direct – A direct control is a risk mitigating measure whether detective, preventive or other, that specifically 

targets a given risk or exposure. A low light CCTV camera is a direct detective control focused on detecting 

intrusions.  

 

The effectiveness of a direct control should be clearly demonstrable at introduction. It also should continue 

to provide that protection with the same effectiveness with change over time. That test failing, in this 

example, if the area it was intended to cover is expanded such that visibility is incomplete, the control 

ceases to be sufficiently effective to remain a direct control (although it may still be a primary control), and 

needs upgrade, replacement, or the support of compensating controls to address the deficiency.  

 

In the CCTV example, the camera might still be used as a primary detective control in the expanded yard, 

with those areas uncovered by camera addressed by compensating controls including enhanced lighting, 

dogs, and guard patrols. The same would be true of preventive controls like walls and locked gates. They 

are only effective and can only be considered Direct Controls if adequate to meet the stated intention of the 

control. 

  

Compensating – In accordance with PCI DSS appendix C, when an ‘entity cannot meet a control 

requirement explicitly as stated’, and where there exists a ‘legitimate constraint’ against satisfying the 

expected requirement for a control as dictated by the PCI DSS standard, or a direct control is impractical, 

infeasible or unavailable to satisfy a specific security requirement, one or more correlated controls can be 

applied that offset the risk left uncovered by absence of the direct or required control.  

In accordance with the standard, a compensating control or controls must provide the same ‘intent, rigorous 

protection, and defense’ as required by the original PCI DSS required control for which it is compensating, 

and be ‘commensurate’ to the unaddressed risk that the absence of the required control leaves in place, 

and neither introduce additional, or permit residual risk to remain uncovered by other direct or compensating 

controls. A compensating control or controls must be tested to assure it meets the objectives as intended 

of the required control both when introduced and maintains its effectiveness in meeting the originally stated 

objective over time. 
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Layered – Layered controls are redundant controls. A layered network uses mutually reinforcing redundant 

control (two separate routers individuate the layers). A network configured in a three-tier design with one 

router connecting the outer network to the internet, and another router to the inner corporate network, is 

layered. 

Interlaced – An interlaced control uses mutually reinforcing, and often diverse controls, where the interplay 

of supporting controls is a control greater than the sum of its parts. Two routers of different make and 

characteristics, or a router, and a firewall, or intrusion protection device, when used together, interlace 

defenses synergistically in the design of a network.  

Where mitigation of a risk whether by direct, compensating, interlaced, or layered controls is not considered 

prudent, cost fit, or appropriate to the risk or the needs of the business, then in the judgment of the business, 

alternate approaches to the management of risk may be warranted. The decision to distribute the risk 

through purchase of insurance is an option in some cases. Reasoned acceptance of risk may also be 

appropriate accepting the responsibility to fund the response to risk and deal with the consequences if an 

event occurs, a Just-In-Time risk management model. A controls table is often used as a sub table in 

performing a risk assessment and constructing a risk mitigation plan. 

International standards (ISO 27005) and U.S. Federal Guidelines (NIST SP 800-30) provide widely adopted 

guidance as to the management of risk.  

 
 
Simplified example of a controls table 
 
 

Risk Direct Controls 
Layered 
Controls 

Interlaced 
Controls 

Compensating Controls 

Theft Locked Doors Security Lighting 
Guards Patrol with 

Dogs 

Move most valuable assets 

to bank vault 

Figure 7 Simplified Example of a Controls Table 

 
 

The validation of the integrity of a control, protecting an available, 

vulnerable, and consequential asset, defines a secured system 
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The ‘intelligence’ behind the CIA  

 CIA (Uncloaked)  

 Availability Security Integrity Validation 

 Presence Functionality Adequacy Primary Supporting Compensating Proof Risk 
Tolerance 

Frequency 
of 

Sampling 

 Direct Layered Interlaced  

 

Augmented CIA controls mapped to objectives 

 CIA (Uncloaked)  

Objective Availability Security Integrity Validation 

 Presence Functionality Adequacy Primary Supporting Compensating Proof Risk 
Tolerance 

Frequency 
of 

Sampling 

 Direct Layered Interlaced  

Home 
Access 

Install a 
door 

Add a door 
knob 

Size and 
type of 
door 

Install a 
door lock 

An 
additional 
lock 

Add peek 
hole and 
porch 
light 

Neighborhood 
guard patrol 

Install 
alarm 
system 

Low 
tolerance 
for risk 

Test alarm 
on every 
activation 

Secure 
Perimeter 

High 
Fence 

Force access 
to entry gate 

Gate is 
only entry 
point 

Gate is 
guarded 

Credentials 
or escort 
required 

Locked 
after 
business 
hours 

Well-lit yard, 
CCTV 
cameras, dog 
patrols; trench 
protects fence 

Access 
logs 
reviewed 

Secure 
facility – 

very low 
tolerance 

Dog 
patrols 
hourly 

Secure 
Network 

Firewall Next Gen Works at 
line speed 

High 
availability 

redundancy 

Diverse 
firewalls 

NAC / 
PNAC 

Access 
Controls 

 

Hardened 
servers and 
endpoints 

Pen Test Moderate 
risk 

Quarterly 
Pen Test 
Program is 
adequate 

Figure 8 The CIA Uncloaked  
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Cyber Insurance as a control 

Mitigation of risk is not always possible. The establishment of effective defenses and adequacy of detective 

capabilities are often beyond the resources of many companies for many reasons irrespective of size. And 

even where adequate attention is given to assets, risk inventory, staffing, training, assessment of third-party 

risk, technical defenses, operational management, testing, and other initiatives for cyber event 

preparedness, and even in our largest and best prepared name companies, we succumb to intrusion, 

breach and attack.  

 

Some companies recognize the need for supplementation of capabilities and turn to managed service 

providers. The best of these can bring considerable depth of knowledge, process maturity and experience 

to the defense of a company. Some companies might opt for acceptance of the risk, limiting, or taking only 

the most basic of precautions to mitigate exposure, with the intent of dealing with the unforeseen should it 

occur. Several recent Cyber events make that strategy questionable. Regardless though, we all recognize 

that defenses will fail, and we can’t watch everywhere or detect everything, regardless of whether managing 

threats internally, outsourcing support to specialists, or in any format in between. Many companies have 

turned to Cyber Insurance to ameliorate the cost of an event, or supplement preparedness efforts. Cyber 

insurance cannot remove the risk but can remove some of the financial impact of an attack or loss and has 

become an important part of a complete defensive strategy.  

 

Corporate interest in the addition of insurance provisions as a component of Cyber defense has increased. 

Actuaries and underwriters are gaining experience, more offerings are available, and prices are continually 

improving. That said there are substantial differences in available Cyber coverage plans, whether 

specifically offered as a cyber policy, or as a rider or addendum to other existing corporate coverage, or as 

line items within existing plans. Coverage will vary as to the types of incidents they cover, coverage 

thresholds for specific impacts, cost, terms, and incidents or impacts they exclude. There also may be 

differences in what they require of the client in terms of safeguards, requirements for notification of an event 

to the carrier, and may require prior authorizations for engagement of external responders and other costs. 

Some may have preparedness requirements including voluntary adherence or certifications to standards. 

There may be requirements for demonstrable or certifiable adequacy in detection and response capabilities 

and a well-defined crisis response plan.  

 

Application for cyber insurance often includes detailed audit questionnaires and other due diligence. 

Misrepresentations, inadequate detail, and omissions may each be disqualifying, and insufficient 

adherence to minimal standards may be sufficient to void coverage. It is important to determine in advance 

what may constitute a disqualifying condition in a specific claim or event. (Corporate Counsel, Cooney, 

Young & Logan, Untangling the Mystery of Cybersecurity Insurance, Feb 2017)   
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Controls are often classified as process (production), administrative, 

detective, preventive, corrective, enhancing or steering. The list is not 

constrained to these (offensive or harassing controls come to mind), but 

these do subsume most we consider that are lawful. 

 

 

 

There also may be differences in what is considered valid for coverage and whether this includes the cost 

of investigating the incident, incident response, repair and replacement costs for damaged equipment, and 

recovery of compromised data and applications. There also may be differences in coverage for the 

correction of the deficiencies or exposures that led to the breach or incident. As Richard A. Guida points 

out in his book entitled The Entropy Police, which by the way is a book I highly recommend to any serious 

CISO or CISO candidate, cyber insurance “does not cover the cost of damage to the brand; it just covers 

the costs a company incurs in responding to the breach, and possibly costs associated with subsequent 

litigation”. This will likely vary depending on the provider and the policy. 

 

 

 

 
Controls are any technical, operational, organizational, or administrative 

mechanism, policy, procedure, process, product, or practice, that reveals, 

safeguards, enhances, or provides counter measure in defense, or 

measures in response, for the detection, prevention, correction, or other 

mitigation of specific risk to any potentially exploitable vulnerability, or for 

the improvement of a function, or the steering or provision of guidance that 

effects results, actions, or behaviors 
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There are other questions to be considered.  

 

• will it cover imposed domestic or global regulatory penalties, court mandated sanctions, notification of 

clients, provisions for identity protection, or other make good requirements?  

• will it provide coverage for the products, hardware, and services required to restore to required 

regulatory, industry or policy mandated standards?  

• does the denial of a claim for one type of policy poison the well, negatively influencing the outcome of 

claims against other corporate policies? 

 

There is significant variability in policies and these differences should be considered carefully. Insurance is 

complex. It is important to get clarity as to the cross points or overlap with other existing policies for business 

interruption, general liability, errors and omissions, director and officer protection, or fire, theft, and casualty. 

These may provide some overlap of coverage for cyber events. 

 

These questions need to be addressed in interview of potential providers so there is clarity as to what you 

are buying, what they cover and will not, and to assure that you understand and meet your obligations 

under the contract.  

 

When we will be attacked, whether defenses and mitigation capabilities will prove sufficient, and the cost 

of attack, breach or loss are all difficult to predict. Cyber insurance is an important element in a 

comprehensive cyber strategy. 

 

 

 
Many companies, even well-known name companies, have not undertaken, 

completed, or maintained an inventory and catalog of the location and 

classification of the data in their environment, and therefore have not 

assessed the value and sensitivity, or the business confidentiality, of the 

data assets they collect, store or process in house, or are held, or are 

serviced on their behalf by third parties 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 7.    STAFFING A CYBER ORGANIZATION 

 

Every business whether stated or not has a mission. A tangible executive vision defines the mission. 

Leadership establishes a defined organization, business activities and structures to assure it is supported. 

It falls to each member of the organization to understand the mission and to do their part.  

 

Threats change, business priorities shift and compete, new technologies emerge, and investment 

opportunities vary with budget cycles. Within this context, it falls to the CISO to develop an organization 

appropriately fit to the challenges and priorities of business, structured and targeted to fit the mission, while 

addressing the climate of threat. Businesses differ, as do their concerns, structures, and their capabilities. 

So, more specifically, it falls to the CISO to develop an organization targeted to the risk concerns of the 

specific business they have been tasked to protect, prioritized within their capacity for the most likelihood 

of success.  

 

A business capturing sensitive data is concerned about breach. Those that have high value assets, theft. 

Those that live by access, E-commerce, electronic fulfillment, or transmission of signal, service, or 

broadcast, concern for electronic interruption or denial of service (DDOS). Most or all businesses, if they 

are to thrive, do so by concern for reputation, and for revenue, and so by concern for image, availability and 

continuity. Of course, protecting business requires attention to all threats, but the structure of the security 

organization and priority of staffing should reflect the stated mission and the business risk of greatest and 

most imminent concern. If in an active flood zone, you probably don’t need to spend too much time on 

procedures for addressing sand storms. You can buy that knowledge should the need arise, and better 

focus the headcount. 

 

Of course, most companies recognize that if undertaking the build of a security organization, it needs to be 

effective, staffed with the most capable people, in the right positions, with the skills fit to the roles they will 

perform. It needs to be the right organization to address current and future challenges. It needs to be 

improvable through training to stay current, compliant, and motivated.  
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It also needs to be correctly structured and defined as to reporting lines, titles, responsibilities, job 

descriptions, and clear growth paths to be attractive, and to enable resourcing specialists, and available 

talent, to understand and seek out the roles available within the organization that need to be filled. There 

needs to be a commitment to its success through adequate budget and resources and the sharing of 

information needed, when needed, sufficient to enable actions. 

 

Finding qualified staff in a limited pool of talent is always difficult. So too is knowing what capabilities are 

needed, which positions are most important to fill, and which should be given priority against budget. Some 

opt to absorb cyber security within existing IT operations and augment the specializations needed or provide 

training to existing staff. Others choose to ‘matrix manage’ access to resources across the organization, 

perhaps from IT, Legal, Risk, Digital Communications, and other departments. Some invest in a dedicated 

team, and not all fall within Information Technology. As mentioned earlier, according to the 2017 IDG 

Security Priorities Study, two-thirds of enterprises have appointed a dedicated CISO or CSO. More than 

half of these are likely to be part of a dedicated security organization apart from IT. This is as compared to 

small to medium businesses which have either not dedicated the role, and where they have, it is as an 

embedded IT function. 

 

Even where a dedicated security function and team is established some allocate the cost across the 

business. Others, depending on reporting structures, localize the cost within IT, or a dedicated security 

budget, or more granular divisions of security (Cyber, Enterprise) and manage P&L (profit and loss). Others 

charge back to specific risk centers (typically departments, divisions, or lines of business) and engage as 

a service provider.  

 

For some the CISO is a hands-on technical specialist. For others, a non-operational advisor. For some the 

leader of a security function staffed with specialist engineers, analysts, educators, and project managers, 

each reporting through varying structures to the CISO, or embedded in the business, or as members of 

other operational support areas that have a ‘dotted line’ responsibility to the CISO for oversight and 

guidance. Still others elect to outsource the function to a ‘managed service provider’, or procure secured 

cloud based ‘platform as a service’, or ‘application as a service’, or ‘content delivery networks’, where 

security of the platform is embedded in the contracted service. For many, and increasingly, it is a mix. In 

each, the CISO typically assumes the lead, or at a minimum, plays a significant role in providing guidance 

and managing risk. Where the business model is federated, there may be numerous, semi-autonomous 

CISO roles, with CISO title or other (Information Security Officer for instance), and these may or not report 

to a global, corporate, or executive CISO responsible for over-all enterprise security direction. 

 

And now, the elephant in the room.  

 

There has been considerable discussion over the past few years about CISO reporting. Mostly this has 

been a discussion about whether the CISO should report to the CIO or elsewhere in the organization, 
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whether the CISO should support operational security and administrative functions, and whether the CISO 

is a strategic role. The discussion is usually highly charged. Perspectives largely differ about the CISO role, 

as they do about the changing role of the CIO and where that role is going. They differ over changes in the 

technology deployment model to Cloud and As a Service. And if the question is asked of leadership, they 

differ in their views about IT, technology and technical security threats, and their concerns about personal 

accountability in cyber issues.  

 

I could weigh in with opinion, and likely inflame a few readers, but in fact it is likely less relevant an opinion 

than it was before. This discussion is being resolved in emerging law. The release of new cybersecurity 

regulations by NYDFS (New York Department of Financial services), has made clear that for businesses 

falling under this regulation, leadership is accountable for cybersecurity and business protection. They must 

employ a CISO dedicated to oversight of business protection, and leadership and the board must be briefed 

directly by the CISO, in writing, or by advisement and report, and at least annually, as a fiduciary function 

of corporate leadership. Without doubt, this will be replicated and exceeded in emerging states law 

elsewhere in the country. The President’s signing of the ‘Strengthening the Cybersecurity of Federal 

Networks and Critical Infrastructure’ Executive Order discussed earlier also holds leadership and agency 

heads accountable, elevates the importance of the CISO, and this will trickle down as an expectation to the 

businesses that depend on Federal contracts. And with the GDPR fully in place, the autonomy and 

obligation of the DPO or Data Protection Officer for privacy, a very compatible role, is a model.  

 

The CIO role has been evolving for at least the past ten to twenty years in most companies as a leader in 

innovation, business alignment, and digital transformation, a strategic role, often in partnership with the new 

Chief Digital Marketing Officer. Technical operations and the management of technical security may still fall 

under the CIO, perhaps under another role and this will vary, but these technical and technician functions 

likely should go wherever those responsible for account administration, server and firewall configuration 

and similar functions are conducted. 

  

The CISO is emerging in a strategic and policy oversight role for business protection. If the DPO model 

serves as an example, and rightly it should, the CISO should provide guidance and oversight to the business 

protective policies developed. The CISO should also provide guidance to implementation, not direct 

management, assuring in oversight the effective execution of security policy. In either case this would be 

difficult if not independent.  

 

Security operations and the CISO role should be separate if aligning with the direction of emerging law. 

The CISO establishing policy, signed off by corporate leadership, implemented in operations. As one 

attorney put it to me, you cannot create security policy on Monday, be the one to implement and execute it 

on Tuesday, and then for the rest of the week be in charge of its review, acceptance and final sign off. A 

fox and a hen house come to mind.   

 



104 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

I also believe that if regulations are an indicator, at least in the U.S., the CISO role will broaden in oversight 

of business protective responsibilities, with oversight of security, governance, privacy, continuity and other 

areas of business protection. And the CISO will be responsible for the protection and advisement of an 

accountable leadership and corporate board. 

 

The requirements, compensation, and optimal structure for staffing of a cyber security organization in the 

private sector are often unclear and organizations struggle with the priority and order in which to staff them. 

This is not surprising as business concerns vary, risk tolerances differ, and threats change, and the 

understanding of cyber by those in the position to approve staff investment is often limited. This is 

particularly so in less resourced companies that need to work with smaller teams, expect more of each hire, 

and prioritize focus.  

 

There is a natural process for managing the threats we encounter, from establishing a process, to the 

vigilance and awareness where our efforts begin, to an ultimate response. Best practice recommendations 

for establishing an enterprise technical security function, and specifically an effective cyber security 

organization, with defined roles, standardized titles, and clearly detailed functions, have been published 

under the direction of U.S. federal agencies, largely as inter agency guidance. NIST has taken much of the 

lead in providing guidance, and sponsorship of the National Initiative for Cyber Education (NICE). The 

Department of Homeland Security has similarly sponsored the Council on Cyber Security of the Homeland 

Security Advisory Council ‘Mission Critical Cybersecurity Functions’. The priorities and structure of these 

are compared below. 

 

Emulating these federal agency guidelines allows companies in the private sector to define an appropriate 

organization, identify the roles required, and provides support in making the case to company management 

when staffing a team for cyber security. These set out standardized titles in attempt to push consistency 

and define the competencies and characteristics of the cyber roles, in the hope of gradually bringing clarity 

to titles and functions as each build on and reconcile to prior frameworks. Still, if you do a jobs search on 

LinkedIn or any online job board for ‘vulnerability’ or ‘information risk’, it is obvious that there is still 

considerable room for clarity in title, level, and reporting structure, and this dictates compensation, and so, 

budget. 

 

Well-funded agencies, large domestic enterprises, or multi nationals with the resources to adhere benefit 

from these guidelines. Smaller companies face the same challenges and have the same requirements in 

scope, if not in magnitude, but often do not have the resources to staff all the positions defined in these 

best practice recommendations or need to grow into an appropriate position with investments in staffing 

over time. In many cases, they need to make best use of existing staff and skills by broadening roles and 

providing training, prioritize new hires for maximum gain, leverage operational spend on consultants and 

external services, and matrix access to talent elsewhere within the organization that might fill in the gaps. 



105 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

It is challenging to meet the requirements of a strong protective posture with inadequate capacity, and not 

overwhelm staff or dilute their focus. At the same time, the opportunity to provide reach and new skills and 

training can be engaging, and an advantage in achieving employee growth and satisfaction, and keeping 

teams motivated. We need to strike a balance. In fact, many of the functions we define and require may not 

be needed all the time, and the effective use of consulting, purchased services, peer organizations, and 

smartly managed budgets can go a long way in supplementation and in filling in gaps when required, 

allowing companies to do more with smaller teams, provide time and room for the development of new 

skills, and still provide adequate protection. 

 

NIST NICE FRAMEWORK 
Many of the largest U.S. government agencies use the NICE Framework because it is comprehensive, 

defines an effective cyber organization, standardizes job titles, and clarifies needed cyber roles. It should 

be noted that even with as extensive a catalog of functions as NICE, privacy and business continuity are 

not addressed and would fall outside this structure. This differs from that which is increasingly the pattern 

in private sector organizations. This is also currently true of the DHS Mission Critical Cyber Security 

Functions discussed below, but the need for Business Continuity and Disaster Recovery, and specialists in 

Big Data security and Industrial Automation are acknowledged, and planned for inclusion in subsequent 

revisions. 

 

The NICE framework defines seven categories for cyber organization structure. These include secure 

provisioning, operations and maintenance, protection and defense, investigation, operations and collection, 

analysis, and support. These categories are subsequently broken down into 31 distinct sub categories. 

Many of the functions described in these sub categories would require more than one individual in the role 

for depth, or if a 7x24 operation; in short, a substantial organization. Most outside the government, and all 

but the largest of companies, would likely be overwhelmed.  

NIST SECURITY LIFECYCLE 
 
The NIST Security Lifecycle model offers a more constrained structure defining five categories of Identify, 

Protect, Detect, Respond, Recover, and fewer sub categories. This is an effective approach in planning a 

security team by aligning each area of focus to the positions required to fulfill that function specific to the 

priorities of a business and defined mission. 

 

A community that believes in the mission, internalizes the goal,  

and understands their role and how they participate advances a culture.  

Inclusion, advocacy, and education encourage its success   
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DEPARTMENT OF HOMELAND SECURITY (DHS) MISSION CRITICAL CONTROLS 
 
The DHS Mission Critical Functions is approachable for many companies.  Within the ‘Mission Critical 

Functions’, the Council on Cyber Security proposes and describes ten positions targeted to the Top 20 

Fundamental Controls. The goal is simplification, where less is more. The goal is to define the specific roles 

that organizations should put into place in addressing most of the cyber threat mitigation skills and focus 

needed.  

Mission Critical Functions of the Council on Cyber Security 

DHS Mission Critical Functions defines positions in four groups including Securely Provision, Operate 

Maintain and Monitor, Analyze and Investigate, and Repair and Update. The positions defined include: 

• system and network penetration tester 

• application penetration tester 

• security monitoring and event analyst 

• incident responder in-depth 

• counter-intelligence/insider threat analyst 

• risk assessment engineer 

• secure coder and code reviewer 

• security engineer/architecture and design 

• security engineer/operations 

• advanced forensics analyst 

Compatible with the capabilities and resources of most companies, I would note however that these 

designated positions are largely operational and don’t speak to oversight, governance, policy, or other areas 

that are addressed in NICE, and do not address privacy, continuity, and other business concerns.  

In my experience, every shop will differ in need and solution. Penetration testing of networks, systems and 

applications, and advanced forensics are all purchasable services available from experts and may not need 

to be staffed, or staffed full-time, where security monitoring, including a managed service, incident response 

and engineering may benefit from additional depth and maximum coverage. That said, if opting to purchase 

penetration testing it should be a program so that vulnerabilities are routinely assessed, identified, and 

corrected. The frequency of the testing will vary based on need and resources. 
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I am certain that most would not be surprised that in our largest and most capable companies, redundant 

roles and efforts are in place, each in different functional areas, each addressing the same or similar issues, 

going about it in different ways, duplicating spends, and yet often do not talk to each other. More than likely 

in most cases, they are only peripherally aware of each other, and minimally aware of what each other is 

there to do. It equally should not surprise most of you that in small to medium sized companies, and even 

in some major named companies with the capacity to do better, these efforts are ad-hoc, performed by far 

fewer staff than needed to manage them competently, and either taken on inadequately, or barely sufficient 

to say that they are being done at all.  

 

If establishing a cogent and comprehensive security ecosystem to assure that the needed activities have 

been implemented and are performed adequately, it falls to the CISO to engage and establish relationships 

and begin to organize a comprehensive security fabric addressing any gaps. That said, it is common that 

much of the environment the CISO is tasked to protect is managed by others, and priorities and incentives 

don’t always align. 

 

The threat of compromise by cyber or other means increases if identity management and authentication 

are insufficiently managed, access to systems ineffectively controlled, and the administration of accounts 

and the privileges they carry are not properly addressed. Risk is reduced substantially if these issues of 

operational hygiene are correctly and diligently managed. However, these are typically operation issues 

within IT and the resources that address these typically report outside of the CISO’s organization. There 

are often too many systems, and too few system administrators, and administrators are given access to 

more systems than preferable.  

 

Often the same credentials are used across systems for convenience, and there are few controls if any 

securing or restricting changes to administrative passwords as part of the privileged credential control 

process. At the same time, employees come and go or move between departments and the process of 

shutting down accounts no longer needed, transitioning work to temps until a new hire replaces a departed 

worker, or revoking access from employees that have left one role for another in a different area is often 

not cleanly managed and is a significant exposure. Administrators try to address this, but volume, requests 

for exceptions from the business, and lack of clarity and communication makes this challenging. Privileged 

Account Management Systems and Access Management Systems can assist in managing much or all of 

this, as can increased management scrutiny and clear policies, but are not always or effectively employed. 

 

Similarly, management of desktops, mobile devices, servers, network infrastructure, application 

development, wireless, and data management typically fall to information technology or technical units 

embedded in the business. Often decisions made to benefit operational performance, (disable logging, 

delay patch application, allocate alert log archiving space to other needs), though typically for very good 

reason and with the best of intent, are at odds with those required for effective security and incident 

forensics. 
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There are challenges for the CISO. Some of these are structural, some organizational, some cultural. 

Transformative shifts and business realignment may address some of these, advocacy some, and the shift 

to new operating models in the cloud and other external operating spaces will address others.  

 

Comprehensive ITIL and COBIT frameworks and other management and governance models like Three 

Lines of Defense provide structure and direction and a framework on which to build, and ameliorate some 

of the communication barriers and lack of clarity that exposes our business and increases operating risk. 

These structures are often pursued in our largest companies and most matured programs but do require a 

commitment and resource to implement effectively.  

 

The most effective of CISOs recognize that engagement is the path to success. Wherever these functions 

role up, it falls to the CISO to engage these critical performers, on earth or in cloud, and assure the controls 

required to establish adequate security are in place, adhered, properly managed, verified, and are ultimately 

demonstrable through audit and reporting. 

Private sector 
 

In the table that follows I have attempted to capture the major activities that most or many in the private 

sector address, or need to address somewhere in the organization, or as a contracted service, and if not 

now, will, regularly or periodically. These are functions to be performed within a role, not necessarily 

dedicated roles. 

 

I have divided these in ten categories. These likely are being performed within corporate IT, a formalized 

security team, other risk management organizations within the enterprise (Audit, Compliance, Risk 

Management), operational business units (HR, Finance, Legal, Corporate Communications), by 

consultants, managed services, and outsourced functions, and may in some manner report to, or inform 

the CISO, or not. Agency and standards bodies offer similar guidance, but I have attempted to reflect 

coverage omissions, and activities procured externally, so not typically reflected.   

 

Not all organizations will address these needs in the same roles, or in the same way, and separation of 

responsibilities and accountabilities are important. Obviously, the depth and scope of coverage 

implementable by many of our largest companies, municipalities and agencies will be beyond the 

capabilities of most small to medium businesses.  

 

 

Assessments are a statement in time. Validity of the assessment changes 

because things move and risk changes  
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 FUNCTIONS ROLES / ACTIVITIES FOR TECHNICAL SECURITY AREAS OF FOCUS 

Information Risk 
Management 
and Oversight 

1. Governance, Policy, and Planning 
2. Security and Information Risk Architecture 
3. Asset Inventory  
4. Third-Party Risk Management Policies 
5. Legal Oversight, Risk Advisory, Audit 

1. Provide Oversight 
2. Ecosystem of Security & Compliance 
3. Develop Architecture 
4. Develop and Advocate Policy 
5. Validate Success 

Detection and 
Response 

6. Threat Intelligence,  
7. Malware, and Threat Vector Analysis 
8. Vulnerability Management  
9. Testing and Controls   

a. Penetration Testing system and 
network 

b. Penetration Testing application and 
database 

10. Application behavior and code review 
11. Emerging threat analysis, counter measures 
12. Hunt Teams and Threat Inventory Analysis 

1. Monitor environment 
2. View baselines, history, and alerts 
3. Integrate and correlate 
4. Test strategies 
5. Test adequacy of controls 
6. Respond to incidents 
 
 

Vulnerability 
and Threat 
Management 

13. Security Monitoring and event analyst 
14. Intrusion Detection and Analytics 
15. Incident Response 
16. Forensics 

1. Inventory Asset Risks 
2. Mitigate Asset Risks 
3. Respond to Incidents 
4. Evaluate Impact 

Administration, 
Infrastructure 
Protection, and 
Configuration 
Management 

17. Identity mgmt., access control (Sec Ops Eng.) 
18. Network admin and protection (Net Ops Eng.) 
19. FW, Router, IPS mgmt. (Net Ops, Sec Ops) 
20. Server admin and protection (Sys Ops) 
21. Endpoint administration and protection  
22. Mobile device management and controls 
23. Application admin and protection (App Eng.) 
24. Storage mgmt. and protection (Sys Ops) 
25. Database mgmt. and protect (App Eng., DBA) 
26. Special environment mgmt. and protection 

1. Install and configure Infrastructure 
2. Install and configure Defenses 
3. Install and configure Endpoints 
4. Install and configure Systems and 

Storage 
5. Install and configure Access 
6. Configure cloud and cloud defenses 

 

Data 
Management 

27. Data Inventory and Protection 
28. Privacy Assessment 
29. Breach Management 

1. Inventory systems and data assets 
2. Inventory apps and licenses 
3. Assess consequential risk 
4. Develop mitigation strategy 
5. Manage breach 

Compliance 
Management 

30. Documentation and reporting 
31. Risk and Compliance 

1. Assess regulatory environment 
2. Understand obligations 
3. Assure conformance 
4. Reporting, Documentation 

Business 
Protection 

32. Encryption 
33. Data Protection, backup, and archives 
34. Disaster Recovery and Business Continuity 

1. Assure data is secure 
2. Back-up data, aps, images 
3. Operational continuity  

Recovery 

35. Restoration 
36. Testing 
37. Briefings and post mortem 
38. Post incident monitoring and management 
39. Return to normalcy 

1. Process, teams - tech recovery 
2. Detection, Assessment, Notification, 

Mobilization, Ops, Recovery, 
Normalcy 

 

Education and 
Awareness 

40. Information and awareness 
41. Training 
42. Specialist training (developers, security) 
43. Testing 
44. Certifications 

1. Awareness advocacy 
2. Ad Hoc Information 
3. Formal training 
4. Certifications 

Project 
Management 
and 
Improvements 

45. Research 
46. Proposals, Vendor Assess, and Procurement 
47. Contract Management 
48. Project planning. Analysis and implementation 

Research, Identify, Propose, Plan, 
Procure and implement 
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Mapping Protective Security Organizational Workflows 

Irrespective of the business or authority, most align the staffing of cyber organizations in accordance 

with a structure representing the activities performed by a specific individual or group, whether 

performing detection, analysis, response or other. The chart below compares the authors approach, 

a ‘common business protection flow’, to that of NIST, NICE and the DHS. There are marginal 

differences, but as the goal and needs are the same, overlap. The goal is a structured security 

organization, and each achieve this. How achieved is largely dogmatic. 

 

Authority 
common business 

protection flow 

NIST  

Security 
Lifecycle 

NIST  

National Initiative 
for Cybersecurity 

Education 

(NICE) 

DHS  

Mission Critical 
Functions 

Components 

Oversight Identify 

Secure 
Provisioning 

Securely Provision 

Operations and 
Maintenance Operate, Maintain, 

Monitor 
Monitoring Protect 

Protection and 
Defense 

Detection Detect 

Investigation 

Analyze and 
Investigate 

Operations and 
Collection 

Analysis and 
Assessment 

 Analysis 

Respond, Review 
and Adjust 

Respond 
Support Repair and Update 

Recover 

 

 

I just taught my dogma to roll over  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 8.    AN ECOSYSTEM OF COMPLIANCE 
 

 

The purpose and mandate of most programs of compliance is the assurance of the ability to measure, 

report, demonstrate and prove conformance with federal, state, professional, industry, or activity specific 

codes, or regulatory requirements, as well as internal corporate policy.  

 

Most programs of compliance assure adherence to prudent operating practice. They assure oversight. They 

also assure attention to security controls and safeguards. They address individual privacy, data protection, 

ethics, product and information quality, integrity, incident response obligations and continuity of business. 

There is often a requirement for enhanced scrutiny and independent verification through internal audit, and 

for external validation. 

  

Many regulations impose penalties for non-compliance. Ineffectiveness or intentional neglect in the face of 

increasingly high regulatory standards and law, domestic and global, can result in imposed oversight, 

monetary fines, sanctions and operational cessation. In some cases, criminal penalties can be imposed for 

failure to implement and effectively execute, monitor and report as regulations require.  At a minimum, 

failure to comply with regulations can result in a loss of investor, partner and consumer trust. 

 

Building an effective program of compliance is not trivial. There is no one security standard for instance, 

that by itself addresses the broad requirements needed to achieve compliance with the regulatory concerns 

for business, as well as operational effectiveness, stability, legitimacy, and safeguards across industries. 

Multiple regulations, laws, and requirements bind most companies and many of these are overlapping in 

scope. Some perhaps with cross border, or other complexities, or with conflicting interests. These all 

mandate specific reports impose the use of dedicated forms, command response dates, require time, 

resources, and focus. 

 

So, where does this leave us? Whereas the specifics of individual laws, regulatory certifications, mandated 

filings, and required documentation must be addressed for compliance, focusing on common concerns, in 

specific, ethical behavior, oversight, administrative controls, and safeguards, can help in developing an 
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effective and protective 'ecosystem' on which to build. Most of these are common sense practices of good 

hygiene and effective management that whether driven by regulation, standards, or just running a sound 

business, we should be doing anyway. 

  

The need for a framework 

U.S. Federal, state laws, and governing agency regulations increasingly demand a comprehensive 

managed program governing risk. This is increasingly true in regulation globally. Structuring a governance 

program for corporate compliance with law, regulation and good policy typically requires a framework to 

categorize corporate goals, objectives, and risks, against which to apply standards and controls, measure 

success, and advocate behaviors to be encouraged. They each seek to assure engaged management, 

adequate oversight, responsible behavior of both executives and employees, and external partners, assure 

adequacy of general safeguards, and the prudent management of processes, commerce, and records. 

 

CEOs and CFOs of public companies in the U.S. and many abroad annually attest to business health and 

impacting events. They are asked to detail and often externally audit the effectiveness of controls in place, 

and progress against concerns, mostly financial, but including those regarding information technology.  

 

Executive accountability is critical to the success of any program of effective business protection and this 

is being recognized. Boards and executive leadership define and tune the company mission. They define 

the organization and commit the resources available to support it. They set the priorities for company focus. 

They establish the tone that will be reflected in the corporate culture. If appropriate controls and safeguards 

are to be met, and regulatory compliance mandates this, it is the accountability of leadership that assures  

this mandate is owned, implemented, integrated and assured. 

 

There is increasing pressure for executive accountability in legislation and regulation, from the Sarbanes 

Oxley Act, to President Trump’s recent Cybersecurity Executive Order, to the New York State Department 

of Finance Cybersecurity Regulation, to the GDPR mandating data protection controls across the European 

Union, and more. 

 

Although this is not intended as a discussion of laws or governance frameworks, several are useful in 

making the case for prudence, controls and ethics, and in defining an ecosystem of compliance. 

 

Relationships are better than contracts, and good contracts protect and 

make relationships better. The best relationship is expressed in an 

agreement that clearly defines needed protection, anticipates growth and 

transformation, unifies objectives, and satisfies the goals of all parties  
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The Sarbanes Oxley Act mandates accountability for public companies. It also establishes some prudent 

guidance, not just important to SOA compliance, or to public companies, but generally worth highlighting in 

establishing an ecosystem of controls:  

 

• establish an effective environment of correctness, performance, and integrity  

• adopt a framework for risk, security, and administrative controls, against which progress can be 

reported 

• affirm the adequacy and effectiveness of implemented controls by audit  

• designate accountable executives for oversight, establishing a clear message and an appropriate 'tone-

at-the-top', advocating ethical and responsible behavior, leadership, and a 'culture of compliance'  

 

The SOA also mandates the use of a framework of control. COSO is one such framework. Under COSO 

the primary objectives of the control system are defined as “ensuring effective and efficient operations, 

accuracy in financial reports, and regulatory and legal compliance”. COSO is useful in examining the 

controls on business strategies and objectives. It does this by mapping business 'strategies' against 'specific 

control objectives' to determine whether the goals of the strategy have been achieved. It is used to examine 

the success of control strategies within an entity, compare divisions within an entity, and to gauge 

differences in success for the specific strategies being assessed. COSO helps to assure oversight, 

recognize risk, standardize reporting and communications, measure performance, and effect quality 

management and improvement. It is applicable to one, some, or all structures in an organization, for current 

assessment or comparatively with performance in prior years, and to determine directional progress over 

time. COSO lists the following goals for establishing an ‘environment of control’.   

 

• “evaluate risks to corporate objectives, and the protection of objectives through controls”.  

• “establish a format for assessment of performance within each entity or structure in a company”  

• “report results in a manner that can be ‘continually monitored through internal checklists, review 

processes, and audit”. 

 

 

COSO sets as three primary objectives, Operations, Financial Reporting, and Compliance. It examines the 

performance of these to five categories of control: (1) Control Environment, (2) Risk Assessment, (3) 

Control Activities, (4) Information and Communication, and (5) Activities for Monitoring. COSO has recently 

been updated with 17 specific principles mapped against the categories of control, for the three primary 

objectives. For each principle, points of focus are identified. COSO allows corporate leadership to assess 

effectiveness in determining action.  

• https://www.complianceweek.com/blogs/jose-tabuena/internal-auditors-are-you-ready-for-the-

updated-coso-framework#.WLwfKCYo670 

https://www.complianceweek.com/blogs/jose-tabuena/internal-auditors-are-you-ready-for-the-updated-coso-framework#.WLwfKCYo670
https://www.complianceweek.com/blogs/jose-tabuena/internal-auditors-are-you-ready-for-the-updated-coso-framework#.WLwfKCYo670
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Boards and executives are now accountable. Few will want to submit a 

report under signature stating ‘yes, we have met the bare minimums 

required, but not more’. Even if they get a passing grade under the law, 

investors, creditors, insurers, consumers, markets, and the employees and 

prospects that define great companies may see this differently 
 

I am neither expert or an advocate of one platform or another, but COSO derived models I have seen are 

particularly useful in illustrating how the effectiveness of a control might be audited and evaluated. A 

Business Objective, in this example the ‘Preparation of Annual SOA Filings’, which is a Financial Reporting 

obligation under the SOA, can be examined against the first category of controls, a Control Environment. 

In this category, the first enumerated Principle to be tested is the Commitment to Integrity and Ethics. In 

doing so, specific Points of Focus are evaluated for that principle including ‘setting tone at the top, 

establishing conduct standards, monitoring adherence, and addressing conduct deficiencies and 

deviations.” These can each be evaluated and tested for effectiveness in meeting the specific business 

objective or detailed further. Additional principles within the category would be examined, and then for each 

of the remaining categories. Strategies can then be implemented to influence the objectives based on 

effectiveness. The obtained results can be responsive to evaluating current years objectives, compared to 

effectiveness in meeting this same objective in prior years, or used to set improvement targets to be 

budgeted in subsequent years for identified gaps.  

 

FINANCIAL REPORTING 

BUSINESS OBJECTIVE: Preparing Annual SOA filings 

CATEGORY PRINCIPLE POINTS OF FOCUS EFFECTIVNESS 

CONTROL 

ENVIRONMENT 

Commitment to 

Integrity and ethics 

Setting Tone at the top • Effective  

• Partially effective 

• Ineffective 

  Establishing conduct 

standards 

• Effective  

• Partially effective 

• Ineffective 

  Monitoring Adherence • Effective  

• Partially effective 

• Ineffective 

 

For authoritative information about COSO I refer the reader to the official website:  

 

https://www.coso.org/Pages/default.aspx 

http://www.coso.org/audit_shop.htm 

https://www.coso.org/Pages/default.aspx
http://www.coso.org/audit_shop.htm
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Frameworks of control 

It is not uncommon for a large enterprise to employ more than one GRC (Governance, Risk, Compliance) 

platform or process in different areas of the business or for different purposes. Each is as good as a 

company’s ability to absorb them, purpose for adoption, and their ability to meet the needs of that company 

in context of fit, cost, usability, environment, reporting, and culture. Often it is simply a matter of comfort 

and familiarity or the prior experience of decision makers or key players that drives the selection. Whether 

COSO, COBIT, Three Lines of Defense Model, Unified Compliance Framework (UCF), or other, each has 

adoptees, devotees, areas of excellence, and a place in addressing the needs of corporate governance 

and management, or technical safeguards. Testing Controls against Risks and Objectives is not limited to 

any one framework. In fact, it is a requirement of most regulation. I offer some conceptual models in the 

pages that follow. Any company, of any size, regardless of the framework they use, commercial grade or 

internally developed spreadsheet, can incorporate these concepts, and we can all get to the same place by 

different paths. 

 

Security Technical Implementation Guides are at the same time framework and guide. These are most 

frequently developed by government agencies including the Department of Defense (DOD), Defense 

Information Security Agency (DISA), NIST, Homeland Security, or other, typically for government use, but 

support both classified and unclassified controls, the latter suitable to use by the private sector. STIGs 

define, organize and effect controls to meet objectives. They provide detail, prioritized listing, and 

explanation of controls. Included in this group would be specifically technical frameworks like the CIS 20 

Critical Security Controls. These STIGs are published and the UCF (Unified Compliance Framework) offers 

a STIG viewer that aggregates many of these. 

 

 

 

 

 

 

 

 

 

 

Homogenization works well for milk products, not security. Whether 

systems, applications, or concerns for privacy, all data are not 

created equally when it comes to sensitivity or risk, nor do all need 

the same level of vigilance and controls 
 

  



116 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Assessing Prior State to Current Plan for a Defined Objective  

 PRIOR STATE PRIOR PLAN DEFICITS (A) 
aggregate of prior deficits 

TOTAL DEFICITS (B)  
prior plan deficits + newly 

identified targets 

Oversight and Accountability   

Environment and Culture   

Controls and Metrics   

Policies and Practices   

Technology and Infrastructure   

Compliance / Communication   

 

CURRENT PLAN 

CURRENT PLAN (C) Stock of 
projects from (B) to address 

(budgeted priorities) 

TARGETS AT RISK (D)  
unaddressed of (B) and at-risk 

current (C) 

Oversight and Accountability   

Environment and Culture   

Controls and Metrics   

Policies and Practices   

Technology and Infrastructure   

Compliance / Communication   

Figure 9 Targets for Control Objectives 

I find a chart of this type useful in categorizing control deficits (gaps), and highlighting targets for 

improvement. It can be used by the smallest of shops. This approach is framework neutral, and agnostic 

as to objectives considered. This can be equally tested to privacy, continuity, security, or other. This 

structure works well to assess and report success or emphasize challenges to activities or implementation 

goals. It lends well to an assessment of current state, to address progress against prior state, in establishing 

milestones for achievement and benchmarking in a multi-year plan of effort and investment, and to the 

CAPA" principle (Corrective Action/Preventive Action) – assess root cause, correct, and prevent. 
https://www.fda.gov/iceci/inspections/inspectionguides/ucm170612.htm 

https://www.fda.gov/iceci/inspections/inspectionguides/ucm170612.htm
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Prudent controls and practices for corporate ethics, business protection, asset and personnel safety, 

quality, integrity, privacy efforts, and technical security reflect good governance. These are measurable as 

parameters of success in highlighting accomplishment, defining areas of focus, or reporting status for any 

operating business.  

 

I spoke earlier about establishing an ‘ecosystem of security and practices’ for business protection and 

compliance’. What does that mean? Effectively, not much if not in context of the business, or in context of 

the risks to the business. Without context, it is at most what some might tout as ‘best practice’.  

 

Frameworks provide the context, and a means to gauge the success and performance of controls 

independently, or synergistically in meeting a specific objective, or set of goals. They put objectives in 

context of the specific risks identified for a company and the effectiveness with which these can be 

addressed. A framework provides an opportunity to compare the effectiveness of the controls in one area 

over another, or as implemented by one group or another, or in any other comparative context. They provide 

the ability to assess the improvement or change in state of effectiveness from one point of measurement 

to another. They provide the ability to see gaps in need of correction, or direction in need of change.  

 

Frameworks provide the opportunity to simply compare the efficacy of controls, one to another, and to 

examine the synergistic effect of layered or compensating controls in satisfying an objective. But all that 

said, how can we know that controls are adequate unless they can be tested and verified? Let’s test one.  

We will use a test case from the perspective of business protection or security.  

 

TEST: Is ‘Validation of Integrity’ required to improve the effectiveness of ‘Confidentiality + Integrity + 

Availability’ as a protective strategy to meet this specific business objective.  

 

• The Business Objective or strategy is to continually protect a critical data center from breach.  

• The Control Objective is to determine the sufficiency of C I A controls for this purpose  

 

I spent nearly an entire chapter talking about a door. I did that to explore the validity of controls. I 

determined, and if we agree that ‘availability is a yes or no condition, security is a statement of condition, 

in a context, over time, and integrity, a statement of condition affirming security at a given time’, that would 

prove an insufficient control. Although likely secure, we could not affirm the integrity of the controls except 

at the time they were tested. This would fail to meet the business objective of ‘continual protection’.  

 

Conclusion: 

Validation of Integrity is required to improve the effectiveness of C I A for this specific business objective. 

Even this is limited within levels of risk tolerance which determines the frequency of sampling for 

validation. 
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There is often just too much data, of too many types, in too many locations, 

or the premature disposal or cycling due to storage insufficiency 

makes correlating a full picture of corresponding events across 

systems at a given time difficult to establish 

Validation, that which I called the unnamed control in the C I A Triad, I defined as an ‘accepted proxy for 

proof of integrity, through sampling, at points in time’, for which I said the ‘frequency of sampling, which 

determines effectiveness, was agreed upon for convenience’. The frequency of validation could be from 

0% to 100% assurance sampled over time. It is in fact a measure of risk tolerance, how much dirt we can 

accept in the system, how much uncertainty about the state of our controls we are willing to 

accommodate.  

 

Validation also introduces a quality management component. Frequency of testing can be adjusted to 

improve effectiveness immediately, or throttled over time, and this is a determination that is made by the 

business in satisfying their objectives. Where the tolerance of risk is low, by necessity investment in 

validation will increase. So too might the investment in synergistic layered controls. Of course, the integrity 

of these too would require validation. Continuous validation of the integrity of all the security controls 

protecting all parts of a system, supplemented by synergistic layered controls, similarly validated, would be 

both extremely effective and expensive, and I suspect very rare except in governments and the largest of 

companies. Even with this level of controls, risk will never be zero, the likelihood of attack or even successful 

breach will probably never approach zero, and we will never be immune. Validation is used as a term by 

the FDA that requires that a system, drug, device or other behaves in predictable ways. Failure is 

acceptable, if consistent and predictable. Our use of the term though differing, is not incompatible, assuring 

the consistent behavior of an integrity control over time, but for us, failure invalidates the control. The level 

of integrity in a validated system as used here must remain as predicted, performs as is expected, and must 

satisfy risk tolerance for the frequency of sampling defined, or fails. 

 

For air gapped systems, computers that are completely isolated from the internet, erased and rebuilt on 

demand before every use, risk might near zero, but still not be completely immune from harm. A researcher 

in Israel demonstrated exactly this by showing that data can be read off the flickering of the hard drive LED, 

like a signal in Morse code, interpreted by a spying drone hovering near the window. Similar experiments 

have been tried measuring power fluctuations read off building wiring synonymous with hard drive activity. 

http://www.computerworld.com/article/3173346/security/a-hard-drives-led-light-can-be-used-to-covertly-

leak-data.html 

We implement prudent controls and practices to manage our risk, and to contain the cost of risk, not to 

eliminate it. Security can never be pristine. People are not flawless. That alone adds dirt to the system. 

http://www.computerworld.com/article/3173346/security/a-hard-drives-led-light-can-be-used-to-covertly-leak-data.html
http://www.computerworld.com/article/3173346/security/a-hard-drives-led-light-can-be-used-to-covertly-leak-data.html
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For a culture of compliance and adherence to prudent practices with the best interests of the company and 

Its employees to be established, it will need to be nurtured and encouraged. That will require examination, 

critical inquiry, some tough love to assure it takes hold where weakness or disinterest shows, and a bit of 

science. Ethics, privacy, security, inter-personal conduct and conformance with corporate obligations for 

compliance are qualities to be encouraged.  

 

Properly and consistently applied, whether an enterprise class commercial governance framework as used 

by the largest of companies, or a simple spreadsheet by the smallest, a framework for asking questions of 

the enterprise in a consistent format with defined objectives allows information to yield intelligence over 

time and permits an organization to ask:  

 

• how effective are we at ‘monitoring adherence’ to ‘integrity and ethics’ in each of the operating units 

that we have examined through audit; in each that have self-reported? 

• what controls are in place to assure adequate monitoring of adherence to ethical behavior? 

• how well are those controls working; do we need better or more comprehensive controls? 

• which operating units need improvement and what action do we need to take? 

• have we seen improvement in adherence to these controls since last measured? 

• have we identified new, better or additional controls that should be implemented? 

• Where should we invest for maximum improvement?  

 

And as Rich Guida points out paraphrased from personal discussions and in his book, The Entropy Police: 

• do we thoroughly investigate our failures and learn the right lessons? 

 

 

 
The purpose and mandate of most programs of compliance is the 

reasonable assurance of the ability to measure, report, demonstrate, and 

prove conformance, with Federal, State, City or other municipality, industry, 

professional, or activity specific codes, or regulatory requirements, as well 

as internal corporate policy  
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Establishing a Roadmap for Compliance 
 
Some time ago I met an attorney at a party and as always happens when in a relaxed setting with a glass 

of wine in hand, we talked about the weather, cars, and the 1999 U.S. Federal Sentencing Guidelines. I am 

sure this happens to most of you from time to time.  

 

Why are the guidelines interesting to us in a discussion of a business protective ecosystem? The guidelines 

introduced several structural concepts that have reemerged in many current laws and regulations. They 

encouraged businesses, non-profit, and government entities to avoid or minimize potential penalties by 

demonstrating a good faith effort to reduce corporate, entity or agency risk. They advocated demonstrating 

directional progress toward compliance goals, not through prescriptive steps, but through adoption of 

accepted ‘best practices’, appropriately fit to the business. They advocated self-determination in satisfying 

compliance goals. They encouraged a culture of compliance supported by effective safeguards. They 

required risk assessment and mitigation, a program of education and awareness, monitoring, and the 

measurement of reportable progress. They mandated background checks to assure bad actors didn’t 

assume managerial or executive roles. The flexibility of the Guidelines in conforming compliance to the 

specific needs, capabilities and characteristics of a business have in large part set the tone and structure 

for much of the current regulatory approach in the U.S. and elsewhere. The key tenets on which they focus 

are: 

• encouragement of a culture of compliance and an executive tier providing oversight 

• advocacy and education  

• implementation of an established code of conduct  

• clear and documented policies  

• a capable team for oversight, administration and operations 

• a community that is made aware, accepts, and supports it, and is willing and free to raise concerns of 

misbehavior, fraud, waste, and abuse without reprisal when reporting violations 

The Guidelines have established a road map. With limited exception, most bodies of current regulatory law 

that require implementation of safeguards are similarly risk based. They recognize that companies differ, 

the risks they face differ, and their capacities differ. Some regulations establish a framework of safeguard 

objectives to be adequately met; develop an incident response plan, establish a cybersecurity policy, or 

establish a data retention policy. They mandate oversight. Some specify that key administrators be named, 

trained and certified, but generally not how programs are staffed or organized. Few are entirely prescriptive 

in the specifics of how to provide continuity, security, or privacy safeguards, or organize a program for 

incident response. Typically, the nature of the incident response plan or cybersecurity policy are non-

specific and for the business to define. Still, some requirements might be very specific, for instance defining 

a requirement to retain data for a specified period or report a breach of data to authorities within a specified 
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time. There are also requirements that are absolute in some; a mandate to fill the CISO position or engage 

a Data Protection Officer.  

 

How a program of safeguards meets the requirements of the law are often not spelled out. They are left to 

the enterprise to pursue in accordance with risks and a mandate to adequately meet objectives for 

compliance. They are left to the enterprise to demonstrate effective in accordance with standards and 

practices best fit to their environment and common practice. They are left to the enterprise to pursue 

appropriate to size, resources, and capabilities, such that would be operationally effective, cost prudent, 

and when scrutinized by audit, would be satisfactory, and withstand external review. They often call for 

conformance to NIST guidelines or adherence to other professional standards or frameworks. 

 

The U.S. Department of Health and Human Services (HHS) Office of the National Coordinator for Health 

Information Technology (ONC) provides extensive downloadable tools like the Security Risk Assessment 

tool for HIPAA against which a covered entity can test whether implemented controls are sufficient and 

where there might be gaps. Tools address administrative controls, technical security controls, and physical 

security controls. Use is voluntary, and in the end, it is up to the organization to assure adequacy of controls 

for compliance.  

 

Let me take a moment to return to the Guidelines and at the risk of dwelling on what to most is history and 

irrelevant to your day to day, please indulge me for just a few more paragraphs. I think you will find this to 

contain some of the secret sauce in implementing any effective risk program or policy.  

 

The Guidelines advocate a means of 'incentivizing good and disciplining bad behavior', and tuning and 

tightening code, policies, practices, and behavioral compliance expectations in response to situations 

experienced and lessons learned, and as requirements change over time. 

 

If you haven’t read the statement highlighted in the rectangle above, please do. This perhaps is one of the 

most important of the contributions of the Guidelines and to our use of it as a model for constructing an 

ecosystem suitable to protective needs and legal requirements, both of which continually evolve. It is 

adaptive. The Guidelines advocate a progressive focus on continual ‘operational quality management’. 

 

'A progressive focus on Continual Operational Quality Management' 

Let me ask you to hover on this above statement for a moment. The tangible manifestation of the 

compliance auditor, the financial auditor, and even the security auditor has become the dreaded 'checklist'. 

This is unfortunate and a missed opportunity. As a CIO, I always welcomed the audit process as an extra 

set of eyes, not about satisfying a checklist, but as an assessment and affirmation of prudent management 

of operations and controls, and assurance of good practice. These are traits in the modern organization 

that are critical if we are to make continual progress toward quality as we grow, transform operations, and 

test new business models. We need to instill a progressive focus on continual operational QM in all we do. 
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'Problem is often we are solving the wrong problem'  
 
We cannot protect everything, particularly as cloud, mobility and virtualization and shadow IT extend the 

assets we are asked to protect beyond our visibility and reach. And we often get too caught up on technical 

defenses. 'There is no box or application that can be implemented that can protect us in absence of clean 

operations and prudence'. Name companies are successfully breached every day despite the best of 

technology, staff, and budgets. We need to inventory and understand our data environment, assets and 

risk and focus our capabilities on that which is most consequential, targeting our efforts and spend and 

properly manage our organizations and operations. The compliance audit, and the checklist, help assure 

we are on track, doing the things that we need to do, in the right places, and are making the investments 

we need to make. 

 

'We can't follow, detect or respond to enough threats or close enough holes'.  

With an increasing cyber threat, failing legacy defenses, complexity of new tools emerging, a shortage of 

skilled staff, increasing litigation and regulatory penalties for failure to provide effective data stewardship 

and care, and a concern for the growing social, geopolitical, and physical threats to business, we need to 

welcome all perspectives that improve effectiveness.  

 

I would add that few companies are as effective as they need to be in knowing assets, access, whose data 

they have, or mapping back to where they have it. This alone puts many at risk, both from a security and a 

privacy perspective, exposed to litigation, and in violation of the standards of care that most regulation is 

pressing to achieve. Let me return to a statement I made earlier. 'Most of what we need to do for any, is 

what is required by most'. The requirements of many regulations overlap, and the requirements of securing 

most applications, networks and systems do as well. We can leverage commonalities.  

 

The security maturity model 
 

Homogenization works well for milk products, not security. Whether systems, applications, or concerns for 

privacy, all data are not created equally when it comes to sensitivity or risk, nor do all need the same level 

of vigilance and controls. Imposing the same strength of controls for all systems and data, typically dilutes 

that which is needed for our most critical and overspends on our least. Over control where not required 

inhibits data sharing, collaboration, and innovation. 

 

A blended approach that meets in the middle neither protects the critical, nor protects against the spend on 

that of lesser concern. A security maturity model helps in identifying the level of applicable controls for an 

entity to maximize safety. It may be as simple as two classes of data, generally accessible unsecured public 

data, and secured non-public data. Non-public data can be a classification to itself, or further delineated as 

to category of risk as in the model illustrated below. Once data is categorized and classified best fit controls 

can be established, gaps determined and addressed, and policies established for approved use and 

required authorizations for specific data classes based on risk.  
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 Classified 
Intelligence, 

Vital 
Systems, 

Apps, Data 

High Risk 
Systems, 

Apps, Data 

Moderate 
High-Risk 
Systems, 

Apps, Data 

Moderate Risk 
Systems, Apps, 

Data 

Low Risk 
Systems, Apps, 

Data 

Negligible Risk 
Systems, Apps 

Public Data 

Validated 
Secure 
Controls 

      

High Risk 
Controls 

      

Moderate 
High Risk 
Controls 

      

Moderate 
Risk 
Controls 

      

Low Risk 
Controls 

      

 
Negligible 
Risk 
Controls 
 

      

 

There are some validated secure systems or processes vital to life, liberty, property, national defense and 

intelligence requiring absolute protection. Most of us will never deal with these or the controls they require. 

Most however will be required to effect high risk controls. As will be discussed later, High Risk is a broad 

category and implemented controls will vary. Data, systems, processes or activities may be at high risk 

because of the breadth of attack surface they expose, insufficiency or inadequacy of controls, attractiveness 

as a target, means of process or processing, vulnerabilities of the populations impacted, or the nature of 

the data or consequential asset exposed.  

As one attorney said, you cannot create security policy on Monday, be 

the one to implement and execute it on Tuesday, and then come 

Wednesday, certify it and provide oversight. A fox and a hen house 

come to mind.  
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Control Matrix Example 
 

This example expands on a specific entry area in the security maturity model preceding, in this case ‘High Risk’. 

Whether focus is on asset security, information risk, privacy or others that which will be exposed as critical areas 

of focus (systems, processes, data, etc.) will differ, as will controls.  

 

Specific controls appropriate to all applications within a given class of risk would be mandated and described in 

the security maturity matrix. The specific controls would be dependent upon the needs and requirements of the 

business and its tolerance for specific risk at a given level. 

 

Risk Level Systems in Risk 
Category Examples of Controls Designated for Risk Category 

 
High Risk 

 
General Ledger 
 
Sales Planning 
 
Human Resources 
 
Engineering 
 
 

 
Redundant and diverse detective and protective perimeter 
 
Multi-tier network architecture  
 
Hardened facilities or secure cloud service 
 
Effective identity management and authentication.  
 
Limits on access, rights and privilege 
 
Privileged and administrative access controls 
 
High availability configurations. 
 
Application testing and peer review  
 
Scanning and firewalls 
 
Secured and diverse backup protection 
 
Recovery provisions 
 
Active monitoring and logging for forensics 
 
Preventive, detective and corrective controls 
 
Authorization and use controls 
 

Figure 10 Controls Matrix Example - High Risk Systems Controls 
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Industry models to follow 
 
Health, aviation, energy, finance, chemicals, transportation, and communications amongst other industries 

are all considered critical infrastructure, and each are strongly regulated, and where operating globally, may 

be regulated under multiple authorities, and national laws. Each address compliance through 

comprehensive government, inter-agency or industry frameworks, certifications, use of standards, and/or 

industry specific workbooks. These define or identify best practices, implementable controls, and 

standardize forms and templates. In the U.S. examples include HIPAA, HITRUST CSF, NERC, and the 

Federal Financial Workbooks (FFIEC). 

 

The regulatory framework for protecting critical infrastructure mandates effective safeguards. It recognizes 

the pervasiveness of risk, and pooled professional and expert knowledge spanning industries, geographies, 

and experiences is reflected in the safeguards and controls embedded in current regulation. Most have built 

on precedents in existing law and standards of practice. In some cases, these are ‘codifications of the state 

of existing practice, or best practice’ as defined in STIGS, Standards and Guidelines, and with each new 

law emerging much of the best of that which preceded is carried forward. Evolving law tries to keep pace 

with changing risk.   

 

Without doubt there are commonalities, and this overlap contributes to the modeling and development of 

an ecosystem of safeguards and practices. We see it in language in common across laws spanning 

concerns that address: 

 

• oversight and operational controls 

• consumer and employee safety 

• infrastructure and asset protection 

• technical and cyber security 

• product safety and controls 

• financial stability 

• adherence to privacy 

• incident response and continuity of operations 

• audit and reporting, ethical management, and employee behavior 

 

These can be leveraged, and an ecosystem established reflecting culture, controls and business objectives, 

that helps comply with law by advancing the safety of the business. 

  



126 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

So many laws, so little time 
 

In a practicable sense, there is a lot to do, but much is just good governance and clean operations.  

 

An effective ecosystem of prudent controls, security, and compliance begins with appointing a capable and 

engaged executive for oversight, designating and certifying qualified, ethical people for required or 

mandated positions, segregating responsibilities, and removing conflicts of interest or authority. With that, 

assessing and prioritizing business risks, promoting and implementing good policies, sound procedures, 

and the use of best practice standards, regularly tested, addresses much of what is required to satisfy many 

or most regulatory safeguards.  

 

Additional controls include conformance to a risk governance framework, inventory, and classification of 

assets and consequential data, performing initial baselines, and subsequent progress measures. 

Implementing effective controls governing external partners, regular assessment, audit, and reporting, and 

monitoring of performance and effectiveness also defines an effective ecosystem.  

 

Lastly, an effective ecosystem of prudent controls and practices assures the confidentiality, integrity, and 

availability of data through care in the selection, access, and protection of facilities that house sensitive 

systems and protected data, and the application of effective technical defenses, administrative, and 

operational controls. With that, the prudent use of services for training, testing, external examination, and 
validation through audit.  

 

I should add that not all defensive regulation concerns are for protecting data confidentiality, integrity and 

availability alone. FAR, a federal procurement regulation for instance is equally protective, but focuses on 

process, protecting against fraud, waste, and abuse, providing standardization of the procurement and 

purchase process across agencies. If not already, it is anticipated that breach notification provisions for 

companies doing business with the government and their agents will be defined in FAR in the not too 

distant. 

 

Several industries have assumed the initiative to self-regulate and lead the law. Others to be responsive to 

the common impacts of numerous regulations. As an example, whereas there is no single framework for 

the Banking and Finance industry, the FFIEC Workbooks are a formalized inter agency initiative of the 

Federal Reserve Bank (FRB), Federal Deposit Insurance Corporation (FDIC), Consumer Financial 

Protection Bureau (CFPB), and several other regulating agencies.  
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As stated earlier, compliance as a discipline in the business environment is complex and developing an 

ecosystem advocating compliance is not trivial. The control objectives defined will need to reflect maturity, 

or a process of continual maturation for security, privacy, continuity of business, and other, and be 

responsive to numerous sources of authority. And where attestation, or audited certification of compliance 

to specific regulation is mandated by law, regulation, contract or license requirement, meet these for:  

 

• federal, state, and agency regulations and international laws 

• general guidelines, licensing, and professional competency standards  

• industry specific self-regulation standards  

• internal company policy  

• inter-agency governing and oversight councils, and trade and work councils in regulated industries, 

for multi nationals, and for critical infrastructure 

• regulatory environment specific to the industry for which the program is being developed  

• employment, confidentiality and other contracts 

 

 
 

 

 

 

 

 

 

 

 

Prioritizing consequential loss ahead of other data risk, limits exposure, 

targets investments, and reduces legal liability, while increasing the safety 

of the most sensitive and consequential of data assets 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 9.    NYDFS CYBERSECURITY RULE IN CONTEXT 
 

Although I said earlier that I would mention a few laws in passing, I have gone a little further with the New 

York State Department of Finance Cybersecurity Regulation than I had said that I would, and so its own 

chapter. This is still a partial characterization of the depth of the new rules, but I do this for several reasons.  

• first, it sets a new standard, a model for others in imposing technical, operational and investigative 

controls; it defines who in the finance industry must adhere to the law; applies to solution providers 

serving NY financial entities; and for in-scope providers applies ‘regardless of where they are located’.  

• It codifies obligations of the CISO to the board; It designates the board and corporate leadership as 

accountable signatory parties in attesting and committing to corporate cyber security effectiveness. 

Overview: NYDFS Cybersecurity Regulation 23 NYCRR 500  (New York State Department of Financial 

Services Cybersecurity Regulations), touted to be some of the most stringent in the nation took effect on 

March 1st, 2017. These rules set a high bar in cyber readiness for reasonably sized financial institutions, 

banks, and insurance companies, and other financial entities, excluding those with fewer than 10 

employees, less than $5m in gross annual revenue, and less than $10m in assets. NYDFS governs all 

banking, insurance and many financial services firms chartered in New York. It also extends to those 

working with or providing services to those entities covered under the regulation, regardless of where 

located. This is to assure that services provided to institutions are afforded the level of protection required. 

This is exceptional compared to existing law. It is not unlikely that financial regulators in other states, and 

regulators of other industries, will follow similarly. I have characterized some aspects of the law below. 
https://www.protiviti.com/sites/default/files/united_states/insights/decoding-nydfs-part500-protiviti.pdf 

Applicability: According to the Orrick Financial Industry Review, entities covered under the new 

regulation include “any individual or any nongovernment entity that operates under or is required to 

operate under a license, registration, charter, certificate, permit, accreditation or similar authorization 

under the New York State Banking Law, Insurance Law, or Financial Services Law. Accordingly, covered 

entities include, among others, New York branches and representative offices of foreign banks, but do 

not include “investment advisers” and “broker-dealers.”” (Orrick Financial Industry Review Feb 21, 2017) 

https://www.protiviti.com/sites/default/files/united_states/insights/decoding-nydfs-part500-protiviti.pdf
http://blogs.orrick.com/financial/2017/02/21/new-york-department-of-financial-services-promulgates-first-in-the-nation-state-cybersecurity-regulation/
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Focus: NYDFS Cybersecurity Regulation 23 NYCRR 500 of the New York State Department of Financial 

Services has been described as a Cybersecurity Regulation applicable to covered entities, and specifically 

non-public electronic data, but is a much broader rule regarding overall business protection. 

 

• It is risk aligned to the business, but comprehensive in expectation of controls  

• it incorporates a responsibility for technical, operational, environmental and physical safeguards  

• it requires the protection of consumer risk and privacy interests; personal, financial and health data 

• it requires a defined, focused and scalable crisis response, crisis response exercises, and testing 

• it requires business continuity preparations including effective backup and recovery 

• there is a focus on identity and access, encryption in transit and at rest, and strict rules for retention 

• understanding of interdependencies in transactions, data movement and data archiving for forensics 

• there are rigorous requirements for notification in breach or other ‘triggering’ events 

 

Executives: The NYDFS focuses on executive cyber competency and accountability. Specifically:  

 

• awareness, attention, and accountability of executives, and the board, regarding cybersecurity 

• designation of an accountable executive for oversight of the cybersecurity program  

• that the board or a senior officer submit an attestation of compliance February 15th annually. 

• that the board and senior officers engage or appoint and are briefed by a CISO in writing once yearly 

 

CISO: NYDFS imposes an obligation of financial institutions to professionalize and mature their approach 

to cybersecurity by engaging and leveraging a skilled and competent security executive on staff, as a new 

hire, an affiliate, or as a retained service. The CISO, the Chief Information Security Officer, or an officer 

overseeing a third party performing that function, is now responsible to interpret the risk of the business in 

security terms, oversee the development of a cyber security program to address that risk, and to elevate 

leadership awareness in support of their signatory responsibilities and accountability. The CISO is also 

required to submit a written report at least annually. The regulations are not prescriptive, but adherence to 

professional standards and practices enable the CISO function to assure and demonstrate: 

 

• an effective cybersecurity program (people, process, technology, oversight, and reporting) 

• confidentiality, integrity and availability of information systems 

• that a cybersecurity policy aligned to business cyber risk is developed 

• that confidential and sensitive assets and data are identified, assessed, classified, and prioritized 

• technical and operational safeguards meet the requirements of the cybersecurity policy  

• proposed or implemented controls, internal and third party, are assessed for effectiveness 

• compensating controls satisfy where implemented controls are insufficient 

• all controls are properly implemented, tested, monitored, and corrected, and periodically audited 

• cyber risk and vulnerabilities are assessed, and penetration tests performed, and reevaluated over time 
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A primary responsibility of the CISO under the regulation is to report to leadership in writing at least annually 

addressing the cybersecurity program and material cybersecurity risks. This should address the basis for 

prioritizing and means to assuring confidentiality of non-public information. It should assess the security of 

information systems, review cybersecurity policies and procedures, highlight the material cybersecurity 

risks that the policies and procedures defined in the cybersecurity program address, gaps, exposures, and 

effectiveness, and material events that occur during the period covered by the report (since prior report). 

 
Requirements: NYDFS 23 NYCRR 500 rules require the development of a cybersecurity program. This 

program will address people, process, technology, oversight, and reporting. It will define the means, scope 

and frequency of review, testing, audits, internal briefings, formal reporting, and annual filings to the 

Superintendent. It defines how data is retained, related to events, and events investigated. An entity may 

choose to adopt the cybersecurity program of a conforming affiliate, or third party. As specified in the 

regulation (see section 500.01 for definitions and terms), NYDFS requires a covered entity to: 

(https://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf; Sphere Technologies Webinar, other sources) 

500.02 define and implement a comprehensive cybersecurity program approved by company leadership 

500.03 develop, maintain, promote, and enforce a risk-based cybersecurity policy 

500.04 designate a qualified CISO or engage a third party under the oversight of a senior staff member 

500.05 perform vulnerability assessments and annual penetration tests 

500.06 establish an audit trail of transactions and material events for investigation and forensics  

500.07 define, limit and periodically review access privileges both for user and for privileged accounts 

500.08 implement and assure application security (code controls, static and dynamic testing, firewalls)  

500.09 assess internal, third party provider, and external cybersecurity risks, documenting results 

500.10 define, manage and implement staffing, roles and capabilities 

500.11 assess third party information security policies (and review / correct relationships and contracts) 

500.12 use multi factor authentication in identity management (particularly for privileged accounts) 

500.13 follow data retention / disposal requirements, five years for transactions, three for supporting data   

500.14 provide adequate staffing, training, testing, appropriate certification, and employee education 

500.15 encrypt non-public data in transit and at rest (data field, record, database, message, file, device)  

500.16 develop an effective incident detection and response capability (testable and scalable) 

500.17 comply with the obligations for reports and filings 

 

500.03 cybersecurity policy requirements include: (1) information security, (2) data governance and 

classification, (3) asset inventory, (4) device management (5) access controls (6) identity management, (7) 

business continuity and disaster recovery (8) system operations and availability (9) system and network 

security (10) monitoring (11) system and application development (12) quality assurance (production 

controls), (13) physical security (14) environmental controls (15) customer data privacy (16) vendor and 

third-party management (17) risk assessment (18) incident response. Policies are required that 

demonstrably protect confidentiality, integrity and availability of information systems, and provide the ability 

to detect, respond, recover, and report in all cyber events.  

https://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf
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Notices: There are three types of notice identified under the law, notices attesting compliance, exemption 

from applicability, and notices of events. 

 

• A notice of compliance is submitted annually reflecting the year prior. Records, plans, certifications and 

evidence of remedial actions or updates including plans for correction of deficiencies that have been 

identified, should be maintained for a period of five years in support of this attestation.  

• Exemption in whole or part may be asserted based on specific conditions defined in the law. To claim 

these exemption filings representing this need to be made. Determination of whether and which apply, 

when the filing needs to be made, and what actions should be taken if the required filing date is missed 

should be addressed by attorney or with the New York State Department of Financial Services. 

• Any potentially harmful cybersecurity event, or event that would trigger notification to any regulating 

body, domestic or global, and regardless of why, triggers the obligation to report to the NYDFS Office 

of the Superintendent. This must be done as soon as possible and not later than 72 hours from the 

realization that an event has taken place.   

 

Managing Material Risk: 23 NYDFS 500 raises specific concerns, responsibilities, and required actions 

as applies to realized and potential ‘material risk’. Material risk, whether potential or actual, applies to 

customer transactions and customer personal data. It applies to risk to affiliates of the covered entity when 

such risks threaten or impact the information systems or non-public data of the covered entity. It applies to 

the normal operations of the covered entity, whether attempts at compromise of systems, data or 

communications are successful and impactful, or not. It does not apply to routine or mundane events. 

This requires an entity to plan, monitor, detect, assess, and respond to realized risks, when material, and 

invokes the obligations to report within the 72-hour window following realization that an event has taken 

place, regardless of whether the event was successful. The same is required if the reporting obligation 

under any other regulation, domestic or global, is triggered by an event. The 72-hour obligation should 

apply regardless of the reporting threshold allowed by any other regulation that has triggered the reporting 

requirement. Unsuccessful attempts, if material and of significant concern, and not routine in the judgement 

of the covered entity, should also be included in the annual report submission. Identified potential risks 

should be included as well. For instance, port scans which occur regularly seeking unsecured vectors for 

entry that do not result in a successful attack would be considered routine and not reportable. A data breach 

that succeeds, or a clever social engineering attempt whether successful or not, should be reported.  

Risk to customers include both events that impact the performance of transactions, a denial of service event 

that impedes the ability of a customer to perform or complete online transactions, or that might result in 

harm to the customer (identity theft), or to customer data. This latter would include data breach, and likely 

would conform to the same broadened definitions of breach as is emerging in the EU under the General 



132 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Data Protection Regulation. This would include breach where there is exfiltration (removal) of data, isolation 

(ransomware), manipulation or alteration, or data destruction. 

Affiliate concerns would specifically be raised when an event or potential risk to the affiliate is impactful on 

the covered entity, or the non-public data that it captures, processes, stores or transports. This would be 

the case where a third-party payment processor, an affiliate, engaged to handle credit and debit card 

transactions on behalf of a merchant bank is impacted, potentially threatening both the completion of 

customer transactions, and the personal data handled in the process. The affiliate may be engaged at the 

front or back end of the process, and in either event, material risks to the process or to the data due to an 

impactful event are reportable. 

Important transactions and functions performed by the covered entity that are impacted by cyber activities 

are reportable. This would include denial of service events preventing the accepting of transactions, 

fulfillment of processes through affiliates, or the acquisition or retrieval of customer data and account 

information. It would include impactful malware or ransomware that compromises processing. It would 

include all cases of breach. It likely would include successful phishing and social engineering campaigns 

that raise risk concerns for the safety and fidelity of information systems and non-public client data. 

The NYDFS regulation is not prescriptive, and every covered entity should develop a program appropriate 

to the risk it has identified as consequential, but there needs to be adequate and demonstrable 

preparedness and mitigation for all identified material risk.  

For instance, to protect against denial of service, a meshed communications infrastructure, or a CDN 

(content delivery network) might be employed or other means used to restore WAN transport and client 

access, in addition to web application scans, monitoring and filters, and other protective technology.  

There need to be appropriate infrastructure safeguards and perimeter controls, for example providing 

hardened servers and diversity and redundancy in the deployment of routers, firewalls and intrusion 

detection.  

Effective identity management, authentication including multi-factor, authorization of rights and access 

typically through a directory service, and network and port-based access control systems are all 

appropriate, and all limit what an individual account has the right to touch, access, or store and where an 

individual can go. Operational, administrative and technical controls should be placed on privileged 

accounts and account administration, and privileged account management systems used to enforce these.  

An effective program of non-public data encryption, particularly for credentials, important files and 

consequential transactional data is protective in breach, more so when coupled with adequate defenses 

and is required.   

White listing would be an appropriate defense against unapproved and deleterious code entering or 

propagating across the network. And finally, and often most importantly, a comprehensive program of 

backup and recovery.   
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A calendar has been established for obligations (partially listed here) to which covered entities must comply, 

some with assigned dates, and grace periods of 6, 12, 18 and 24 months defined for specific activities.  

 

• As of March 1, 2017, NYDFS (23 NYCRR Part 500) is in effect. 
  

• August 28, 2017, the six-month initial grace period ends, and covered entities must complete all 

milestones for which a 180-day transformation period was allowed.  According to Sphere Technology 

Solutions there are several deliverables due with this milestone: 

- engagement of a CISO, a Chief Information Security Officer, or someone to perform that role 

- a cybersecurity program planned and a document describing it developed 

- a cybersecurity policy 

- defined access privileges 

- an incident response plan 

- cybersecurity personnel 

- initial notices on readiness to the Superintendent of the NYDFS 
  

 August 28, 2017 NYCRR 500.19(a)-(d) provides for limited exemptions which must be filed 
 

 September 27, 2017 - 23 NYCRR 500.19(e) filing of notices of exemption 
  

 February 15, 2018 - Initial certification letters are due, and on this date annually 
  

 March 1, 2018 - the one-year transition period ends, and specific obligations are due. These include: 

- The initial report by the CISO to corporate leadership has been delivered in writing 

- Penetration tests and vulnerability assessments have been conducted 

- A risk assessment has been performed 

- Multi-factor authentication or another acceptable means of security is in place for access to 

internal resources from outside, and where data is sensitive, for access from anywhere.  

- A risk prioritized program of cybersecurity education and awareness has been put in place 

- Cybersecurity teams are appropriately trained 
 

• September 3rd, 2018 - the eighteen-month transitional period ends on.  

- Establishment of an effective audit trail and data archive for purposes of forensics providing for 

reconstruction of material multi-part financial transactions, and to detect and respond to 

cybersecurity events that may be materially harmful. The former will be archived for five years, 

the latter three. 

- Written secure development practices that is reviewed and updated including a program of testing 

- A plan for limiting retention and assuring secure disposal of data that is no longer needed 

- Plan, policies and controls for monitoring and management of authorized users 

- Encryption of data in transit and at rest  

• March 1, 2019 - Two-year transitional period ends. Covered Entities are required to adhere to the 

requirements of 23 NYCRR 500.  
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Discussion 
 

NYDFS 23 NYCRR 500 is new regulation governing much of the finance industry with only few exceptions. 

It is also applicable to service providers to the industry regardless of where they may be. Much of the 

demands of the new regulation have been anticipated in other law, agency, and industry regulation 

applicable to the finance industry, GLBA, FFIEC, SOA, PCI-DSS, NAIC, and therefore for some, much of 

what is required of them in addressing identified risk has largely been satisfied. There are gaps, some 

substantial from what is now required. Typically, these will be in identity controls, specifically multi factor 

authentication. Multi-party authorization for privilege accounts is not a requirement under NYDFS but should 

be considered. There will be gaps in the use of encryption. Also, the mapping of processes needed for 

effective audit, transaction tracking and defensive archive. There are also very specific requirements for 

data retention which will need to be addressed for cyber transactions, with five-year retention being required 

of all transactional data, and three-years for all supporting or informational data for the data transaction. 

Archived data should facilitate the end to end examination of a completed transaction or event for forensics. 

This should permit investigation from the time, date, IP address, and other identifying and authorizing data 

that initiated a transaction, to instructions, processes involved, link points, participating systems and 

processes, and ultimate status. This will be a challenge for many.  

 

Many service providers likely have not been similarly regulated. Some not at all, and many will need 

significant effort and investment to catch up and to conform to the new regulation. Whereas this is ultimately 

helpful and beneficial to them and to the clients they serve, for many it will prove difficult. This all said, many 

service providers have self-regulated. These may already well exceed the requirements of the law in 

substantial areas having positioned themselves to demonstrate excellence to clients, or in pursuit of 

government or major industry contracts requiring demonstration or certification of competency. Further, 

many provide a specific service, and disciplining the processes and maturing the security for that singular 

service is often more controllable and achievable a task than with broader offerings and lines of business 

typically found client-side. 

  

The NYDFS 23 NYCRR 500 regulation requires a cybersecurity program, defined cyber policies, and the 

implementation of a plan based on an assessment of risk. This requires knowing what we have and where, 

gaps in protection, where the business is exposed, and where the clients of the business may be exposed. 

It requires building a plan and specific policies that address the gaps in each. A risk-based solution is not 

prescriptive. There are many ways to meet the intended objectives. The key is that they be effective, 

demonstrably so in testing, and explainable in an audit. Frameworks are used because they help assure 

that the best of professional thought is being used as a model in defining the needed controls, these have 

been tested elsewhere, and auditors understand them. Whether using the NIST frameworks, ISO 

standards, or other, they need to be fit to the environment they are applied for a meaningful and supportable 

result. This is important in defining the correct protection, closing any gaps, and demonstrating competency.  

Let me return attention to the 500.03 focus on policy requirements highlighted a few pages back.  
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Although a phased transition is underway for most, full compliance is expected by March of 2019. This 

remains an extremely aggressive agenda. Given the time frame to achieve complete conformance, even in 

well-resourced companies that have developed competencies in some areas, this may be difficult. For 

many, this may not be possible. Technologies will need to be considered. There are significant changes in 

processes. Some application structures will prove impediments requiring redesign, rebuild or replacement. 

Staffing may need to be augmented and capable performers identified, recruited and hired, or internal 

specialists developed. In some cases, organization changes will need to be made. Existing contracts will 

need review, and new contracts for products and services once identified, tested and piloted will need to 

be negotiated. Partners that cannot, have insufficient capacity, or are unwilling to conform to the new 

requirements within the given timeframes will need to be replaced. New products and processes will need 

to integrate smoothly with existing infrastructure, technical, and operational environments. Staff will need 

to get up to speed on their use. Where the management of processes are outsourced to service providers 

or moved to cloud, there will be new risks introduced which will need to be evaluated and addressed. 

Enterprise technologies and processes will need to be reevaluated, but so too those that are online, in 

digital communities, virtual, as-a-service offerings, and mobile. There is big data and analytics and the 

internet of things. Newly emerged containerized apps and micro-services. Software defined everything. 

Awareness programs for the business community will need to be supported with advocacy, education and 

resources including helpdesk. Each need to scale. Divergent internal priorities and perspectives will need 

to be managed and focused, and budgetary attentions aligned. And business is not standing still nor is this 

the priority in a climate of competition and transformation. There are active engagements, new projects and 

products, and business. Each introduces new risk that needs to be fit to the conformance goals of the 

regulation. And executives are being asked to assume accountability for an area of risk they often do not 

understand, is outside of their comfort zone, and is a concern, but a distraction from business priorities. 

The opportunity to delegate accountability has been removed. They need to refocus, and many will 

reluctantly, or by lack of experience, frame of reference, and grasp of technical fundamentals, will be 

unable.  

 

It is often the case that multiple departments or individual teams are involved in the support of information 

technology systems and networks, from account administration, to network support, to desktop, helpdesk, 

and more. A comprehensive cyber program often requires that the efforts of varied stakeholders and 

support contributors be coordinated, the varied parties educated as to the regulation and their obligations, 

and that their compliance be assured by review and audit. This includes the assurance of backups, proper 

system and data protection whether at the server, endpoints, mobile devices or in data bases, assurance 

of clean account and rights administration, effective operations and production controls, and the assurance 

of security, monitoring, secure development practices, and system implementation. The requirement of an 

annual review, testing of controls, third party assessments, and annual penetration testing are prudent 

practices and each a requirement under the law. For purposes of availability, continuity, and restoration of 

compromised data, (for instance restoration of data impacted by ransomware) an effective backup strategy 

is critical. 
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NYDFS requires that all non-public data should be encrypted whether at rest or in transit. To protect access, 

strong passwords and multi factor authentication are also required. Much of this may already be in place in 

the largest of our banking and insurance institutions. This may be less true regarding less well-resourced 

financial institutions and third-party service providers and partners. These need to be assessed and 

corrected. Where these require system modifications to accomplish, there is a grace period of 180 days to 

complete needed changes or replacements. To be clear, it is a grace period of 180 days from March 2017 

when the law went into effect. Where this is not possible, compensating controls can be put in place, 

approved by the CISO, but these need to be defensible.  

A risk aligned program requires an assessment of assets and processes. It requires a prioritization of 

consequential data, individuating, regulated, transactional, business confidential, privileged, keys and 

credentials, and crown jewel creative and intellectual property. It requires a mapping of where these exist 

and how they are protected. It requires an understanding of potential and impactful risks and where 

vulnerabilities might be compromised.  

 

NYDFS has not defined material risk despite requiring it be identified, mitigated and material events 

documented and reported. As an operating definition I consider as material all risk to the covered entity that 

is impactful to consequential data or its processing whether through financial transactions, systems and 

technology, contracts and agreements, or operational processes and whether involving customers, 

systems, internal activities and controls, third parties, or compliance and reporting obligations. Others may 

define it differently for this need. Understanding how risks to assets or data impact specific business 

objectives satisfies much of the overall business risk assessment and prioritization process.  

 

Implementation of a risk aligned program requires stakeholder engagement. It also requires a mapping of 

process with process interdependencies. It is important to know with which systems each interact, 

transactions in which they might participate, and where data travels. This is important both for documenting 

the process, and applying the appropriate risk measured protection in a maturity approach. It is also 

important for addressing the linkages between processes, maximizing traceability, and auditability. 

 

Identified risks, control objectives, and the effectiveness of controls need to be documented. The method 

or framework by which risk was assessed, and specific controls applied, explainable and supportable in 

audit. It will be a plan for protection. And it requires that appropriate controls be implemented to mitigate 

identified risk, and these tested for effectiveness. It will require an inventory, analysis, and management of 

business, operational, physical, and technical risk, particularly from threats to internet facing transactions, 

breach, and other cyber compromise or exposure, but not only. A cyber-attack can be as much the result 

of a link in an email, or malware delivered on a flash drive or other physical media, or by phone through 

social engineering, as from the internet.   

 

Mark Clancy, former CISO for the Depository Trust and Clearing Corporation (DTCC), and an IANS 

colleague says that the “challenge is (that) you must have a risk assessment process that allows you to 
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justify the decisions that you made” and paraphrasing, “whether your assessment accurately reflects the 

risks, and (can) survive a ‘post incident’ or ‘after the fact look back’ in defending the decisions made and 

approaches taken when asked by regulators”. The program of controls and safeguards must be 

appropriately fit and adequate to the risk. (Tackle the NYDFS Cybersecurity Regulations, Mark Clancy, 

IANS, AAE ANSWERS, July 20, 2017) 

 

The needed investment for some will be high if the readiness and attention to data safeguards, 

documentation of processes and workflows, and mapping of transaction relationships is less than needed. 

The investment and effort will also be considerable for institutions that use legacy technologies or are 

dependent on service providers for which accommodating the requirements of the rules would be 

problematic. In either case these might require replacement or acceptable interim compensating controls. 

Architectural decisions that have removed the business from an intimate awareness of how its data is 

managed or the ability to influence controls will also be problematic. This is particularly so if the architecture 

or process interferes with required archiving, encrypted data storage requirements, provisions in contract 

for data portability and return, and the performance of forensic investigation. The investment is much less 

so if already maintaining a clean and secure operation, process, and an ecosystem of safeguards, controls, 

and prudent practice. It is also less so if in compliance with prior existing regulations and if maintaining full 

visibility and control of all material business processes.  

 

A comprehensive program of protection, active monitoring, detection, and response, including a forensic 

capability is required, and needs to be adequately staffed, trained and managed. It requires that there be a 

defined and scalable response when incidents in process are detected, how that is done, how quickly, and 

who is involved. It requires an investigative process. There is a requirement for regular vulnerability testing 

including annual penetration testing. There is also a requirement for internal review, an examination of 

effectiveness and compliance, and external review through audit. Third party relationships and contracts 

need to be examined and will need a program in place that assures their compliance.   

Although New York is leading by example with this far reaching and broadly sweeping regulation, it is likely 

that similar cyber security laws will emerge in other states relatively soon. NYDFS raises the bar. There is 

specific requirement for board oversight and executive assurance. There is also a requirement for the 

appointment of a CISO, or the performance of CISO functions through other designated roles, or the 

function engaged externally. 

 

Some years back I was engaged in the systems and operations side of a debt reconciliation and subsequent 

restructuring for a debtor nation in Latin America on behalf of a consortium of lender banks. We started with 

what the banks showed on the books and compared it to that claimed owed according to the records of the 

debtor country. The amounts were different, currencies different, debt instruments did not align, nor did 

transaction dates or the participants in the obligation on record. Debts change hands, are broken into parts 

or tranches, refinanced, converted into different currencies, and different instruments over time. That was 

the ‘good old days. Things were relatively simple then. With electronic trading, online banking and the 
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internet, and now the integration of mobile banking, things are infinitely faster, more immediate, and more 

complex. Without doubt, despite tremendous capabilities in detection and defense in place for the best of 

our financial institutions, the opportunity for compromise and the difficulty in retracing compromise is also 

greater.  

Much of banking for instance involves collecting information and instructions regarding a transaction to be 

performed. In a simple case, “I would like to make a deposit”. This likely is captured in a branch based 

‘deposits’ system, or through an ATM interface. There is a correlated back end process where the 

transaction is executed or settled, in this case my balance adjusted. This could happen instantly, or 

overnight in batch. This would reflect deposits to my account from multiple branches, reconcile withdrawals, 

transfers, payments, interest, and other branch or online transactions, and involve numerous systems in a 

workflow that completes and validates this process. Obviously, banks do this all the time and are very good 

at doing so.  

There are also other systems that may engage in the process, or have dependencies, as well as processes 

for monitoring and reporting. Some of these are people based, others electronic transactions. There are 

third party service providers and clearing houses. The data on each of these systems and the records of 

each transaction are all backed up and archived under requirement of existing laws, but linkage between 

the different parts and interrelated transactions, systems and diverse technologies may be difficult to 

establish at any one time, making it difficult to effectively trace the order of events. The supporting data for 

some will come from a card swipe, in branch, or at an ATM, but others from online transactions. This is a 

concern for auditability, and with so many moving parts, where compromise is suspected, there is a concern 

for the ability to perform forensics.  

IANS faculty member Mark Clancy provides an example where “you might have a front-end web application 

that initiates transfers and includes all authentication events, source IP addresses, second authentication 

factors evaluated, risk-based decision values, … etc. An action within this front-end application may have 

led to a back-end system conducting a batch transaction to move the funds based on a particular instruction 

set” ... (and to comply with section 500.06) “the ability to tie the front-end user session and instructions to 

the back-end transfer is what is needed” (Tackle the NYDFS Cybersecurity Regulations, Mark Clancy, 

IANS, AAE ANSWERS, July 20, 2017) 

We need to have immediate and constant visibility into the swim lanes where data is expected, and where 

specific transactions operate, and instant notice permitting intervention when unexpected deviations occur, 

regardless of where in the process, or the technologies operative. There is a need to understand workflows 

permitting the linkage or tracking of processes that span multiple steps and technologies. This is important 

both in the implementation of safeguards and in the management and usefulness of archived workflows 

and process data.  

 

This will likely have an impact on infrastructure. It may have an impact on transactional data monitoring as 

well. Workflows will need to be well documented in the risk assessment to determine that which is ‘material’. 
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Policies will need to be reviewed and updated to reflect the new requirements of the law. Where these 

policies have been enacted in automated processes this will need to be addressed. There are specific 

requirements for the archiving of data, and associated transactional information and instructions, and event 

logs, and how long these are retained. There is a new five and three-year rule requiring that transactional 

data be archived for five years, and all the supporting instructions and correlated data for three years. This 

has implications for storage, data management, and existing retention policies. 

  

Under the NYDFS regulation section 500.06 the ability to reconstruct transactions is now required. This is 

particularly important where there is a material risk of compromise, fraud, or intrusion against a 

consequential data asset. Accomplishing this requires knowledge of the assets which are consequential, 

understanding of process and data flows and the systems involved in these, documentation and correlated 

event logs, and should be considered broadly to support minimally these following purposes: 

  

- forensic review and reconstruction of both recent and archived transactions  

- examination of transaction failures occurring in normal operations for indicators of compromise 

- detection and analysis of suspect events  

- active monitoring, in-process controls, input and output validations, and dynamic fault checking of 

transactions in flight to identify and log indicators of compromise in real time, both to respond 

defensively, and to reconstruct the event and assess what may have been impacted 

 

This is not trivial. It might include reconstruction of events passing control from front end to backend 

systems, involve processing partners, or processes that may not occur contemporaneously, a morning front 

end data capture reconciled or completed in an overnight batch process.  It will require adequate storage 

and immutability of transaction and event logs in keeping with retention rules. It will require process maps 

and documentation. For all I have described above, in the near term, this may be a challenge even for our 

largest and best run institutions. It is a requirement now, specifically where risk assessment has determined 

a process or transaction is material. Institutions were given 18 months from March 1st, 2017 to put this into 

effect. 

 

Meeting the requirements of NYDFS will go a long way toward satisfying the requirement for safeguards 

required by other governing law with which NYDFS covered entities may be required to comply. That said, 

if already giving safeguards the rightful attentions required under SOA, GLBA, FFIEC, and other law to 

which they are obligated, many of the requirements to satisfy NYDFS are well in progress. Attention to 

sound procedure, good practice, proper documentation, and adequate safeguards and controls, go a long 

way. NYDFS enumerates a broad range of concerns to be addressed for compliance, from information 

security, to data classification and governance, to incident response, and others. For a comparison of the 

new regulation to prior obligations under GLBA or FFIEC I found this reference from Delta Risk, a Chertoff 

Company, useful: 

 https://deltarisk.com/blog/uncovering-the-differences-between-23-nycrr-500-glba-and-ffiec-regulations/ 
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Lisa Sotto, Partner and Head of the Cybersecurity and Privacy practice at Hunton & Williams LLP, stated 

in a webinar hosted by AllClearID, that “although the regulation is effective March 1st, 2017 there would be 

a grace period of 180 days for demonstrated adherence with some additional leeway in some areas. The 

180 days grace period allowed for the establishment of a policy for data retention and disposal, 

implementation of forensic capabilities, an audit trail of material financial transactions, and a policy for 

managing information security events”. Covered entities had up to one year to complete required 

cybersecurity training for internal specialists, and to encourage overall cyber awareness within the 

company. One year was allowable to complete risk assessments and penetration testing required at least 

annually. Service provider adherence was to be established over 2 years of the date the regulation went 

into effect or new relationships needed to be established. March 2019 requires this all be in effect. 

 

NYDFS sets new ground on notification and notification triggers. Like breach notification requirements 

under the GDPR emerging in Europe, on breach or suspected compromise, notification must be given the 

NYDFS within 72 hours of becoming aware of the event, even where the event is only partially understood. 

Given the similarity to EU law, it is equally likely that the expanded definitions of breach as emerging in EU 

law will apply broadening the incidents requiring notification. There is also a requirement that the NYDFS 

be notified regardless of any event that triggers the notification requirements for any other agency or law, 

domestic or global, regardless of basis.  

Perhaps one of the most considerable requirements of the new regulation is the mandatory reporting in 

writing by the CISO to the board at least once yearly, a responsibility for the CISO, but holding the board 

and executive management accountable. Lastly, based on this report, there is the requirement that a 

covered entity submit an annual written statement of compliance to the NYDFS with executive signature, 

attesting to having reviewed and understood the informed advisement provided by the CISO, and 

acceptance of accountability for the Cyber Security program.  

Leveraging an ecosystem of controls and sound practices, using standards, and adopting a risk-based 

strategy gets you closer to an environment of compliance. With mandated leadership accountability, 

compliance is in the spotlight. A protective ecosystem compliant with the new law protects business overall. 

 

 

 
Excellence and quality in governance should be the goal, compliance 

should be just one outcome. A maturity focused approach to security, 

privacy, continuity, ethics, compliance, and other critical domains, sharpen 

our efforts and investments  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 10.   RISK, HOLES, HUNTS AND MODELS 
 
 
I have said before and again, there are only so many holes you can plug, and only so many threats you 

can detect, track, or correlate, postulate, investigate, or model, before chasing ghosts or encroaching on 

the impractical, unlikely or irrelevant. Understanding the consequential, focusing where these are 

vulnerable, on threats that will have a meaningful, likely, and imminent impact on assets and information 

with a potential for negative effect ‘risk aligns’ efforts, and guides investments in implementing mitigating 

controls.  

 

Assessment of vulnerabilities, threat modeling, and threat hunting are all components of an effective 

program of risk inventory and management and critical to a successful security program if focused where 

the pain is, or is likely to be, and where attack, loss or damage would be consequential.  

 

Vulnerability assessment and threat modeling sessions are some of the best ways to drill deep into the 

structures in our environment, understand strengths and weaknesses, bring together disparate 

perspectives and areas of expertise, grow and leverage knowledge, stimulate team interaction, and get a 

bottom up focus on risk and risk priorities. Threat hunting focuses our best efforts and aligns organizational 

interests in maintaining a clean operating environment. 

 
Threats morph and new threats emerge, but often it is those with which we are or should be familiar that 

does us harm. Sometimes this is because we have been effectively targeted or tricked into traversing old 

paths and revisiting old pains, but more often it is because we are either slow to learn, repeat mistakes, 

don’t know our environment, or through the course of our day to day, we change, and with change create 

new paths for compromise.  

 

 

Courts, cases and cultures decide what is valid for a given body of law. 
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Risk Soup and the Threat Hunter 
 

A program of controls and policies, detective and protective technologies, defensive coding practices, and 

awareness training programs for our communities provides a best path to effective security. There are no 

guarantees however, security can be compromised, and the prudent business will want to assure the 

integrity of the program with testing. Threat hunting, bug bounty programs, peer code review and bug hunts 

are all integrity controls that test the effectiveness of security measures and assure that they have not been 

compromised and are in themselves detective controls.   

On any given day, new hires begin work, new equipment is rolled out, and firewalls and systems are 

reconfigured to support new business needs. Developers create new applications or build on those existing 

or being readied for launch, often under deadlines. New network segments are created, and older 

equipment is shut down and retired. People work, read, write, click, visit, access, alter, and explore as 

business pursues new relationships, and sometimes deploy new applications, or move data to the cloud, 

with the awareness of in house technical and security professionals, or sometimes not. All this is with the 

best of intentions, except when it is not, but in either case, dependent on that taken or moved, there is new 

risk and the potential for harm.  

In most companies, technical operations and security report differently and their interests don’t always align. 

Security systems, new servers or services, end user rights and credentials, and administrative privilege all 

carry risk, and in our best companies changes to these are governed closely by policy and process controls. 

That said, even our best companies are not at their best all the time.  

Every morning newspaper highlights yet another breach and many of these are to our best companies, all 

names most would recognize. In some of our largest companies there may be numerous technical 

organizations or Infosec teams and these may not communicate effectively, may take conflicting paths, or 

may differ in priorities. Administrators take short cuts cloning the profiles of departing employees to set up 

the temps or staff that replace them. Business units engage temporary staff to cover gaps left by departing 

or vacationing employees using the employee’s credentials. Passwords are unchanged. We procure new 

security and protective tools, devices, and applications with which we are less than fully familiar, and 

frequently there is a learning curve before we are effective. Management changes, and with that 

perspectives, knowledge, approach, areas of interest and focus, and vendor relationships and preferences. 

We make decisions, often motivated by budget priorities or staff resources, as to which doors we will watch, 

where we will scan, and what tools we will use where, and what roles we will cover.  

This is risk soup, most of which is normal and well-intentioned day to day business, but also the primordial 

broth from which most of our security problems emerge. Anyone who doesn’t believe that the above is true, 

and likely at every company, needs to look harder. Business is about change and movement, change and 

movement create or exacerbate vulnerabilities, and threats succeed. Risk evolves with the decisions we 

make, and with the things we touch, it is cumulative, and it is compounded, and we have been walking 

upright for some time. It is only continual suspicion, shared perspectives, and reiterative examination of our 
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environment and the changes that we have made to it, in all the above, that can ferret out the threats that 

have compromised us or reveal the holes we have created that might make compromise possible.  

Many companies narrowly define the role of the threat hunter to technical threat, and specifically, cyber 

incursion, data theft, and malware. Some deploy their threat hunting teams to examine their ‘attack surface’, 

examining the technical infrastructure that might be compromised, validating server and endpoint 

inventories and that configurations are sufficiently hardened. Some are targeted and focus on threats to the 

most consequential of assets, a maturity approach.  

But threats to business are not just technical, and not just the result of how things have been deployed, or 

what may have skirted by defenses, but equally how resources are used and how people and processes 

operate. For the CISO this can be an opportunity to engage the business to join in unearthing threats 

beyond the outbound theft of data, or the incoming nasty, beyond the technical, but those that are 

operational, structural, legal, physical, and cultural. So, from that perspective, tracking the footprints of the 

nasty things that may have come in from outside, but also all the above, is the realm of the threat hunter in 

the best hunt programs.  

Hunters should not only be our technical best, but also our business brightest. There is opportunity and 

upside in establishing shared understanding and ownership of risk if we partner with the business in finding 

the holes, working through the scenarios of concern, the models, and in turning over the rocks together as 

we hunt to find hidden threats. They may be violations of policy or license limitations, improperly configured 

or sized systems, poorly defined functions in applications, insufficient protection or continuity measures, 

inadequate or inappropriate alignment with business cycles, expiring agreements, poor understanding of 

the environment, third party behaviors, or they may be potential failures or attacks, and malicious or 

intrusive cyber threats. They are all potentially threats and the best team to expose them is drawn from 

technology, security and the operational lines of business and support working together, meeting together, 

and identifying exposures together, pooling knowledge and diverse areas of experience. And if the CISO is 

to be effective, it is with the recognition that threats live where the business lives, that there are no threats 

to technology, all threats are to the business, and the greatest threat to the business is not recognizing this. 

Except in the largest of companies, dedicating resources to retrospective examination of change even 

where consequential, is difficult. Some companies have the resources to dedicate to threat identification 

and forensics, and build comprehensive programs, but many do not. Often the same team members 

responsible for the monitoring of the environment and current events are the ones tasked with forensics 

and the discerning of past events from archived data. Sometimes specialist hunt teams can be brought in 

from the outside with the expertise and tools to be successful. But even there, success is proportional to 

the information that can be provided to them based on the awareness of what is consequential in our 

environments, and the mapping, documentation, and inventories we have conducted in assessing risk.  

That said, it is almost a given that even without direction or adequate guidance threat hunting specialists 

will find something, often something that has been lingering for months to years, and the investment will be 

worthwhile. If nothing is found it might be due to the inadequacy of the information or limited access or time 
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provided them, selection of the wrong team, or a very good day that confirms either that your defenses are 

fully effective, or the bad guys simply don’t find you interesting, either a good outcome, both unlikely. 

Vulnerabilities and Threats 
 
In addition to active hunting, vulnerabilities can be highlighted, and potential threats discussed and 

prioritized in table top exercises and brainstorming sessions. When done properly vulnerability 

assessments and threat modeling are effective components of any risk evaluation. These are opportunities 

to inventory weaknesses that are exploitable. It is also the opportunity to mentally walk through the attacks, 

hazards and conditions that maliciously exploit, or through accident or incident impact at these points of 

weakness. It is an opportunity to ‘group think’ about every possible hole in our defenses, gaping, transient, 

conditional, opportunistic, or other, and every threat we might encounter and to get these onto a list. It is 

an opportunity to bring diverse perspectives as a room full of area experts and specialists focus on potential 

exposures. That said, of course we will neither encounter every possible threat, nor will every threat be to 

an area where we are vulnerable, and even there, if the vulnerability is exploited, result in consequential 

impact. Threat modeling is most effective when prioritizing the effort with all of this in mind for context. For 

this reason, I prefer to start with an examination of possible threats to our most consequential assets, and 

even there focus on areas where known vulnerabilities or insufficient controls increase our risk. 

So, a few things should be obvious whether for threat hunting, or for threat modeling, or looking for 

vulnerabilities. To be most effective we need to know our assets, our data, our access, our processes. We 

need to know the on ramps and off ramps where data moves. We need to understand the state of 

technology, both available to procure, and that already in place, where we are current, and where we are 

behind. We need to discern that which is most exposed and that most important. We need to know our 

stake holders, who knows the business best, how things work, and in their opinions, where the exposures 

live. We need to know our business, our relationships, our business cycles. A threat or inadequate control 

that permits a selling season to be interrupted, is always of concern, but likely is of greater concern at 

specific times of the year. Downtime for financial systems before the close of the quarter is completed is 

more impactful then it may be a few days after. A manufacturing disruption may be less immediately visible 

and consequential to a company after product is built and warehouses are stocked then it would be to a 

Just-In-Time Manufacturer. With that information, we can begin an effective risk aligned assessment.  

Our businesses do not exist in a vacuum. They exist in a context of markets, competition and objectives. 

Cultures vary, organizations differ and the personalities in leadership set the mission which drives our 

course. Our business has priorities. They vary with revenue cycles, with budgets, regulatory reporting 

events and requirements, and with variance in consumer demands for products and services, and the 

priorities of investors. The tone set at the top defines the speed at which we move and in which direction, 

where investments will be made, where line of business management will give focus, and the initiatives that 

will be funded, and how budgets will be applied. The tone set by leadership is either a breath of fresh air or 

depletes all the oxygen in the room.  
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Our overall assessment of risk lives and is conducted in that context and our analysis of threats and 

inventory of vulnerabilities are part of this. It is as important to look at leadership, business and culture as 

it is to focus on endpoints and cyber-attacks. This should be reflected not just in the approach to assessment 

and modeling, but also the team assembled to participate. They should be senior, but close to the ground. 

They should be representative, diverse in knowledge and inclusive in role and function. They should be 

broadly encompassing of the technical, operational, supportive, and managerial. They should be drawn 

from both internal and partner, and include specialists in oversight, audit and risk. They should have the 

backing of executive authority giving them the freedom to ask questions and to get answers when needed. 

The CISO that pulls together management, operational lines of business, and those responsible for funding 

and financial approvals has moved the needle. Pulling in risk and audit, human resources, physical security, 

legal specialists, as well as technical engineering, development, analysis and operations takes this further. 

If bringing privacy, continuity, risk and security specialists, and engaging them all in the process of thinking 

risk and identifying exposure, the CISO has gone a long way towards achieving good governance, has 

aligned the business toward protective goals, engaged the business in security as a mutual and shared 

responsibility, and has succeeded where many have not.  

For some time and increasingly in the past several years, house legal counsel has been responding to 

executive demands to identify enterprise privacy' risk and to develop comprehensive privacy policies. There 

has been an increased awareness and concern for breach, legal exposures, penalties, and reputational 

impact. Data, whether owned by business, legal, or elsewhere in the organization, ultimately is managed 

by technology and technical operations, and so increasingly, and sometimes predominately, the CISO has 

a role. That said, it is a joined trust. Sensitive personal 'PII, PHI, PCI' data, regulated data, 'company 

confidential' data, privileged communications, and critical 'crown jewel' intellectual property fall to IT 

management, security, legal, risk, business leadership and informed employees to protect and assure 

together. 

 

Ultimately, any company can be breached. Reduction or mitigation of the risk of breach and data theft 

requires prioritization of focus, analysis of exposure, and targeted protective investments, but we as CIOs 

or CISOs are often not as intimate as we need to be with the data we collect and store across our lines of 

business, where that data resides, and how it is or needs to be protected, or for that matter, the 

consequences of its loss or theft. This is even more an issue as access to the cloud permits the capture 

and storage of data by varied lines of business without IT involvement, so called shadow IT. 

 

For all the exceptional benefits of cloud and cloud services when used correctly, mobility, cloud and storage 

virtualization has moved our data beyond our physical control and challenged our ability to effectively 

monitor and protect our data assets.  

 

 

Complexity exacerbates risk 
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Cloud providers themselves use cloud services downstream, as do their providers in turn, making 

contractual assurances of compliance and protection less binding and enforceable, and the ecosystem on 

which we depend less visible. Failure to select the appropriate cloud provider to house specific types of 

data (a PCI compliant provider for PCI data for example) or to activate or properly configure offered cloud 

security controls increases exposure. Whether ownership rests with the business, risk policy with legal, 

protection with the CIO, or housing and data management with the cloud service, on breach with data loss, 

regardless of how or where it takes place, to be sure, the company is accountable. 

 

Again, anyone can be breached. That said, mitigating the risk in data breach also demands recognition of 

a weakness in the data protection strategies of too many of the very large and competent organizations 

that have suffered breach at significant cost. They have emphasized the deployment of technologies to 

broadly target 'enterprise vulnerability' to threat preferentially, although probably not intentionally, over the 

implementation of effective administrative controls and operational hygiene. It is easier to buy a box than 

to fix a process. And often resources responsible for the management of administrative controls and clean 

operations report organizationally apart from the CISO. Monitoring tools and vulnerability mitigating 

technologies are a critical component in awareness of compromise and effective defense, but without the 

more mundane attention to operational cleanliness and prudent controls, and accountability for its 

assurance, a component with diminishing returns relative to the increasing and pervasive threat 

environment. 

 

For some it may be more appropriate to consider a prioritized risk approach focused less on 'overall 

enterprise vulnerability' from the perspective of breach mitigation, which for all but the largest companies 

may be too broad and expensive to effectively address, and may be impossible to achieve, but instead 

limiting focus to the consequence of breach of specific high-risk data. 

  

Accomplishing this will require attention to architectural segregation, needed controls, mitigation of specific 

vulnerabilities, and reduction of the consequence of exposure for that data particularly considered most 

sensitive, whether it is regulated, or entrusted personal data stewarded with an expectation of privacy, 

concerns for corporate confidentiality, privileged communications, or crown jewel intellectual property 

assets. It requires that our most important data be made less obvious to find, harder to steal, disrupt or 

damage, and made less attractive to theft. Lastly, it requires diminishing the impact of the loss itself by 

rendering the data less exposable, vulnerable, and less exploitable using encryption, digital wrappers, etc. 

 

Prioritizing reduction of consequential loss ahead of other data risk, limits exposure, targets investments 

and reduces legal liability, while increasing the safety of the most sensitive and consequential data assets. 

  

This is not to say that investment in detection capabilities, testing, technical safeguards, investigative 

capabilities, threat management or threat intelligence sharing for the enterprise overall should be given any 

less attention where the resources are available, and the organization can leverage that investment, but 
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not all organizations can. It requires supporting the investment in enterprise security with appropriately 

skilled staff, ongoing staff development, or an effective managed onsite or cloud service, but foremost for 

breach concerns, prioritizing and maximizing attention on the data considered most sensitive. 

 

There are transformational projects in security, the 

importance of which would be immediately understandable by 

anyone, regardless of technical sophistication. They are foundational to any 

attempt at a protective program. 

 

They drill deep into what assets we have, who has access to what, what 

data is important and consequential if lost, taken or damaged, and what we 

are doing as a business for protection, and where. 
 

Risk and the prioritization of risk is an inclusive discussion with executive, legal and business stake holders, 

allowing the CIO and CISO to adopt a powerful and positive position owning the narrative for success, not 

just accountability. This will permit both the CIO and CISO to assume leadership and partnership with legal 

and operational executives, in defining, identifying, and codifying exposed 'consequential' data, and in 

communicating steps towards mitigation and shared ownership of best possible outcomes. It is a discussion 

on effecting a prioritized risk-based strategy, carefully defined policy on data usage and care, and data 

specific protective investments. Not all data is created equally. Corporate secrets deserve better protection 

than the lunch menu. 

 

It cannot be repeated enough, there is no approach that eliminates all risk or the possibility of attack, breach, 

or compromise of systems or data, even with the best of hunt programs and vulnerability assessments. We 

can’t track enough, detect enough, stop enough, or close enough holes regardless of investments and 

diligence. Success in managing breach is measured by the minimization of consequence, and the brief and 

uninteresting press coverage, if any, which follows. 

Virtualization, Segmentation, Clustering … Partitioning and Containerization…             

Inter-Process Communication, Security and Resilience, Performance and Scalability, 

Functional Specialization from client server to applets to microservices 

These are the tools of architecture. Approaches and products differ, but the concepts 

are not new. They drive cloud innovation today just as they have desktops, networks, 

mobile devices, storage, and telecom for decades 
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PROTECTING OUR MOST SENSITIVE DATA 

 
• Executive ownership and the commitment to drive technical and operational investments 

• A well-managed process, and skilled security team, not a guarantee of safety, but absent, failure is 

assured. 

• Understanding of data inventory, ownership, and stewardship, what we have, its sensitivity or regulatory 

restriction, where it is kept, how it is used, how long it is needed and how it needs to be protected, and 

the process assurances that keeps this knowledge current. 

• Effective operational hygiene including identification, authentication, authorization, access 

management and limitations, and protection of administrative credentials.  

• The management of account, software, system and data life cycles, all basics, but weakly implemented 

by many. Don’t keep what isn’t needed. What you don’t have cannot be taken or lost. Where data is 

most sensitive, these need to be maximized. 

• Fitting the best technical protections to the specific requirements of an organization or industry, and in 

specific, the data and assets it most needs to protect. This includes tools for detection, protection, 

mitigation, 'white listing' of technology and applications, and policy driven data loss prevention 

• Effective operational controls, managed with knowledge, prudence, and expertise.  

• An effective mapping of exposure to controls (a maturity model). 

• Policies and approaches evidentiary of due care, that reduce liability, and enable better decisions as to 

spend, aligning requested security investments to budget.  

• Backups, disaster recovery, and continuity safeguards for that data considered most critical 

• Insurance responsive to data breach or loss liabilities and residual risk. 

 

 

 

 

We live in a data driven world. Data shapes culture 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 11.   THOUGHTS ON PRIVACY 
 
 

Digital footprints, virtual communities, and the pressures of security, have made privacy, or any hope for 

preservation of identity, and lives individuated, and in quiet, vital. The right to a quiet life is so important to 

us, a life without intrusion, it is legislated throughout our operating democracy, is an inherent human right 

under European law, and is emerging as a protected right in countries on every continent across the globe. 

It is a broad topic of thought and discussion in business, and for quality of life, of great importance to each 

of us.  

 

Privacy for business and individuals 
 

Business struggles with privacy. It has been said and repeated so often that although I am quoting, I don't 

know who, or from where, that "you can have security without privacy, but you cannot have privacy without 

security". It should also be added that without effective privacy and data protection controls, conforming to 

the requirements of statutory privacy regulations and laws and directives, domestic and overseas, is not 

possible. So, without security you can't have privacy, and without privacy you can't have compliance with 

most of the bodies of law that safeguard the sanctity and respect of individuals, of workers, clients, or 

prospective consumers, and the right to a life in quiet without unwelcome intrusion. 

  

Unfortunately, you can't have security without getting a lot else right in organization, operations, education, 

and infrastructure, also knowing what you have, why, where it is, if you need it or have the right to have it, 

and how you need to protect and manage it, and that is where most fail, and downstream, privacy, and by 

extension, compliance suffers.   

 
Individuals struggle with privacy as well, mostly in the tacit acceptance of its violation. In the U.S, through 

the Constitution and Bill of Rights, we have what is sometimes called an endowed privacy of 'Quiet 

Enjoyment', unenumerated in law, but implied and accepted as the right for individuals to peacefully go 

about life without government encroachment without cause. This is fragile, precious, and concerning, as 

fear of threat and harm drive us to increasingly forgive our liberties in favor of security. Europeans far less 
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so as they struggle to preserve privacy as an individual inherent right, but with the increase of terrorism, 

that too is fragile. Our travels are scrutinized through PNR (Passenger Name Records) and ‘no fly’ lists. We 

succumb to annoying body scans at the airport and are photographed from every view as we walk along 

the continual turning rope line to the security scanner. Where public interests of security, safety and the 

effectiveness of law enforcement are a concern, the privacy of individuals, a last bastion of hope that we 

might maintain some semblance of individuality, dignity, and anonymity amidst the digitization of our 

persons and everything about us, struggles to keep hold.  

 

People accept change and culture adapts. Increasingly, across the western world, and in fact over much of 

the globe, as a matter of choice and for very small returns, we relinquish our privacy daily for convenience 

and personalization. We share contact information, likes, and preferences for a personal greeting, products 

customized to our tastes, and avoidance of waiting lines, and do so freely and willingly, online, and in 

person. We hand over our credit cards with no concern for whether our information is photographed or 

recorded for subsequent misuse, offer up our social security numbers or other personal identifiers when 

asked, allow apps to access our location with little thought, and are compelled to discuss prior salaries on 

job interviews even prior to hiring commitments, in short, for nothing in return. And with each bit of privacy 

handed away, it gets easier. Whether out of fear, security, or convenience, as we chip away at privacy the 

argument for its preservation becomes increasingly difficult to make.   

 

It is a slippery slope. Laws, regulation and sizable penalties compel business to do the right thing and to 

assure privacy holds amid the forgiving and relaxing culture of convenience, and is not overly exploited for 

advantage, despite it being easy to do so. Successful business, good faith concern for customers, 

compliance with law, and avoidance of costly conflict challenges business to understand and respect all 

above, and continually strive to protect privacy, even at a cost, wherever we operate.  

 

Security and privacy are in a tug of war. Who wins, where, we'll wait to see.  

 
What determines that which is private, and personal, may derive from the demands of the person. It may 

derive from sovereign laws protecting the rights of the individual. Or, it may come from concerns less for 

the privacy and sanctity of the person, but for the contribution of the individual to a specific activity or group, 

or religious doctrine.  

 

For corporations operating globally, managing privacy can be complex. Laws differ, and what is defined as 

personal, and therefore private, varies. So, does ownership, standards of care, and the rights of data 

owners. So, does the basis for the need of privacy. So, does what will constitute private information.  

 

Privacy is emerging as policy around the globe, on every continent, but the drivers of concern for data 

protection are not the same, and privacy doesn’t mean the same everywhere. The terms Privacy in the 

U.S., and Personal Data Protection in the EU, and elsewhere, are often used as synonymous, but in fact 

are different and treated so globally, as is the concern for its violation, and how it is protected. 
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So, what is privacy? 
 

Along with anonymity, modesty, and sanctity of body and mind, privacy is a derived right. It is derived from 

the willingness of others, compelled or not, to grant it. It is the right of the individual to have and protect that 

which is personal.  

 

From the perspective of data protection, it is the privacy of an individual’s personal information. It is 

protecting a persona, and that which describes or relates to it. 

 

Privacy is a personally asserted, legally affirmed, culturally expected, or natural human right, but as a right 

derived from compliance, it may not be all at the same time, in all places, or all times, and it may not apply 

equally to everyone.  

 

Privacy is as much a human need as it is a right. As much as it is the right of a person, it can also be the 

right of a group, extrapolated from the collective rights of individuals.  

 

It is a fragile and precious right and must be protected. 

 

Personal Information can mean different things in a global context: 
 

• It may be a name, ID or other individualizing assigned information  

• information that describes, is associated with, or is about a person 

• a reputation, or related data or activities that would help identify an individual from behavior, custom, 

context, or association  

• an attribute or unique characteristic of the physical person 

 

The mandates and mechanisms governing the protection of individuals with respect to privacy and the 

rights and interests of people as citizens, as consumers, and as employees differ. They differ at work, in 

marriage, in transactional relationships and business disclosures, in collective rights, and in context of 

affinities, activities, and behaviors. They may be dictated by omnibus governing law as will be the case 

across much of Europe under the GDPR, or as federated regulation enforced by states, municipalities, 

governing agencies and industry bodies as is the U.S. model. They can be governed under contract, policy, 

custom and culture, accepted practice, or under religious doctrine. In some cases, more than one of these 

will dictate concurrently. 

  

Privacy and Business 

With considerable variance by country, as a generalized statement, and to varying degree, corporate 

adherence to privacy requires a respect for the rights of the individual within the context of the business 
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relationship. It also requires operational and technical practices that conform to state and national laws 

protecting the interests of the individual, as applicable here, across borders, and overseas. These practices 

vary widely. http://www.dlapiperdataprotection.com 

 

A discussion of personal data protection from a business perspective means a policy, plan, technical, and 

operational framework for identifying and mitigating risk to captured, stored, and stewarded data. This is 

the case whether sensitive and individuating personal data (PII), health (PHI), or credit information (PCI), 

or identifying, affinity, behavior, and affiliation data for individuals, and social, exploitable, and vulnerable 

communities, including children.  

 

Managing this requires implementation and oversight of technical and operational safeguards.  It requires 

a sensitivity to local culture and an understanding of sovereign laws, secular and religious. It requires the 

limiting of data exposure and risk through prudent control practices. 

  

In the U.S., Europe, and increasingly elsewhere, as technology advances, data protection and personal 

privacy will mean amongst other controls the use of encryption, or with Big Data, the anonymizing or 

pseudonymizing of individuating data as a prudent safeguard. In some countries, law dictates where that 

data can be held, how used, managed, and by whom.  

 

Corporations concern for other consequential data as well. This is data that is not personally sensitive or 

impactful to the rights and freedoms of individuals, but important to protecting the interests of the operating 

company. This includes company confidential, privileged communication, regulated data, keys and 

credentials, and crown jewel intellectual property (IP).  

 

These all need to be addressed through a process of inventory and classification, assignment of risk and 

priority, and appropriate protection and mitigation. This is less an issue of concern for privacy, but for 

confidentiality, and the securing of material and intellectual assets. 

 

Business in the context of privacy 

Corporate adherence to privacy requires a responsibility and respect for the care, use and dissemination 

of the individuating information collected about us. About the products we research and consume. About 

the inquiries we make, and the personal information that we reveal. This is the personal information 

captured and retained, whether in finding and engaging us as customers, or satisfying us as consumers 

through personalized service, or in the provision of ordered products. It equally applies to disclosures 

required and the questions that can be asked of applicants in job interviews, or of employees hired to serve 

and to advance business interests. 

  

Privacy requires a respect for the wants and interests of the individual, whether customer, employee or 

other. It requires a respect for their interests in how we as businesses interject, and with what purpose, 

http://www.dlapiperdataprotection.com/
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authority, or needed and obtained permissions into their day, or whether we do at all. This includes 

provisions for specific or implied consent. It also includes the means of establishing informed use, policies, 

privacy statements, banners, pop ups, and EULA agreements, opt-in consent for collection and use of 

sensitive information, opt-out for less sensitive information, and the ability to request removal from contact 

lists, product marketing, and promotional activities. It includes provisions for limiting annoyance and 

unwanted targeted communications by phone (do not call lists), mail, email, or text message, assuring that 

the right to stop, limit or control intrusion is specific, respected, and can be asserted.  

 

By extension, corporate adherence to privacy requires that any business engaged in partnership with an 

affiliate or third-party provider assures that the engaged partners respect and reflect its policies and 

interests. That they provide an equally appropriate plan, technical, and operational framework for data 

protection and the safeguard of personal privacy rights.  

 

In a global context, if a U.S. company serving clients that are foreign nationals and live overseas, live 

domestically, but are foreign nationals, have placed employees, U.S. citizens, overseas, or are employing 

staff that are foreign citizens or maintain dual citizenship, there is an expectation and may be a legal 

requirement of adherence to the protection of privacy and labor rights in accordance to foreign and specific 

jurisdictional laws. This obligation differs with sovereign privacy statutes across the globe. Where U.S. 

citizens, and perhaps even in other cases, the protections of U.S. Federal, State and municipal laws and 

agency regulations may apply as well.  

 

Managing privacy globally is not a trivial matter regardless of which pond or border we cross. It requires 

careful consideration of unique differences in law and context and local interpretations of how these laws 

apply even beyond the written law. By example, Russian privacy statutes disallow anonymous access to 

the internet by individuals and require an authenticating ‘login’. They also require data captured by foreign 

companies that buy or sell to Russians in Russia be localized in Russia Local interpretations of regulation 

are important, and missteps impede progress, cost time and money, or can in some cases violate law.  

https://www.theguardian.com/world/2015/sep/01/russia-internet-privacy-laws-control-web 

 

Michael Tan and Yang Cui of Taylor Wessing reviewed draft regulation recently introduced by the 

Cyberspace Administration of China which proposes restrictions on personal and other classes of critical 

data. It would require that such data be stored locally by Critical Information Infrastructure Operators (CIIO) 

and restricts unapproved outbound transfer of ‘personal data where consent has not been granted, or where 

subject interests might be compromised, or if data is considered of importance to national security or 

belonging to one of several classes of data barred from export by Chinese authorities.  

 

https://united-kingdom.taylorwessing.com/globaldatahub/article-china-to-regulate-data-

exports.html?utm_source=Email&utm_medium=Email&utm_content=GDH&utm_campaign=Email  

 

https://www.theguardian.com/world/2015/sep/01/russia-internet-privacy-laws-control-web
https://united-kingdom.taylorwessing.com/globaldatahub/article-china-to-regulate-data-exports.html?utm_source=Email&utm_medium=Email&utm_content=GDH&utm_campaign=Email
https://united-kingdom.taylorwessing.com/globaldatahub/article-china-to-regulate-data-exports.html?utm_source=Email&utm_medium=Email&utm_content=GDH&utm_campaign=Email


154 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

How privacy is managed and overseen globally often differs. The rights of individuals differ. Data protection 

laws vary as does the stringency of their enforcement. The CISO needs to navigate carefully with the benefit 

of counsel in developing technical, operational and monitoring strategies, and to protect against negative 

impacts to business, often severe. Commonly there are: 

 

• differences in rights of notice and consent to the collection, use, and retention of data  

• restrictions on how, where and what data is collected and requirements for localization of data, systems 

and support 

• restrictions or prohibitions on data transfer between countries and for what purposes  

• limits on subsequent forwarding to other countries after transfers occur  

• specific restrictions on data transfer in response to foreign legal or law enforcement requests  

 

For the CISO overseeing the applicability and appropriateness of out of country technology and operations 

in accordance with sovereign law, all this can have an impact on:  

 

• the design of websites and portals established for data collection and tracking (cookies) 

• systems used for processing of data  

• business processes and technology deployed  

• where and how employee records and payroll systems are operated and maintained  

• roll up of subsidiary systems in varying countries to corporate systems out of country 

• use of cloud or distributed services 

 

http://www.independent.ie/business/technology/data-commissioner-must-halt-transfers-to-the-us-court-

told-35458076.html) – Tim Healy Published 17/02/2017  

Increasingly, companies are looking to technology as a safeguard for sensitive and confidential data and 

for the protection of their operating environment. As cyber and other digital threats increase, and the 

demand by regulators for more effective data stewardship, and the penalties for inadequate safeguards 

also increase, more companies look to technology to anticipate, detect, identify, and mitigate threats, target 

misbehavior, and safeguard against data loss. Driven both by the increasing intensity and multiplicity of 

threat, and an expanding need and market for the use of these defenses, new technologies and capabilities 

continually emerge. Corporate clients welcome these and look to their potential fit to the protection of data 

and operations. Where operating globally, consistency in the use and application of these technologies 

across the global enterprise, from corporate headquarters, to manufacturing centers, to the smallest of 

sales offices is desirous for simplicity, and so that multiple tools and skill sets do not need to be managed 

and the data can integrate cleanly. But this has been and still can be problematic, and in some cases, 

monitoring of individual activities and personal behaviors are illegal. 

  

http://www.independent.ie/business/technology/data-commissioner-must-halt-transfers-to-the-us-court-told-35458076.html
http://www.independent.ie/business/technology/data-commissioner-must-halt-transfers-to-the-us-court-told-35458076.html
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Is it personal? 

Privacy laws vary and interpretation of them can be complex. Most would recognize personal data in its 

most obvious form, name, address, contact information. Other data may also be personal, data associated 

to an individual, contextual data such as an individual’s relationships, locality, affiliations, affinities, 

characteristics and behaviors. Also, referential data, keys and IDs allowing data location and association.  

Personal data is most recognizable when found in structured files, databases and spreadsheets. Some 

personal data is less easy to find, particularly data in less structured environments, documents, contracts, 

paper, voice and video. Data found in these contexts may be difficult to identify as personal. Laws vary by 

country, more than one may be operative and interpretations vary. Careful interpretation in context of 

specific governing law may be needed to determine if data found in these common scenarios is personal 

and in these scenarios may differ or be nuanced in their interpretation by law:  

1. An individual makes a statement of fact – Does an individual stating a fact make the fact personal 

data? ‘It has been reported that our revenue numbers exceed last year by 20%’. For most this would 

be viewed as business data, not personal, even having been stated by a potentially identifiable person.  

2. An individual’s affiliations and beliefs are revealed – Commonly, although not always, revealing an 

individual’s affiliation to a group or an espoused doctrine of belief is a disclosure of personal information. 

Quoting that “Jones states he is a member of the self-proclaimed ‘growth advocates’ and supports the 

shared view that ‘wages should be suppressed as employees age to contribute to overall growth” is a 

reference to a 1st party statement. The personal statement certainly reveals affiliation, membership, 

and a shared philosophy or view. Restating this quote provides attribution to an individual, verifiable 

affiliation, and an espoused doctrine of belief. It references a statement made by the individual. The 

source of the reference may be publicly available information or a limited or private disclosure. 

3. A rendered opinion - A third-party rendering a personal opinion or making false or unsubstantiated 

statements about the affinities, beliefs and behaviors of another is expressing nonsense, opinion or 

worse. But is this a disclosure of personal information if ascribed to an individual but not in fact true? 

Likely not. This may not in most cases be governed by privacy regulations. Other laws and remedies 

would apply. That said, an observation might be different. Making the statement that ‘Of the three 

parties of opinion regarding the direction we should take to increase revenue growth, he seems to have 

aligned with the last group’ may be considered a disclosure of an individual’s affiliation or belief. 

4. Non-personal data is used to discover personal data – ‘Jones has reported that our annual revenue 

numbers exceed’ and ‘Jones states he is a member of the self-proclaimed ‘growth advocates’ makes 

findable both a statement of non-personal business fact, and personalizing data discussing the opinions 

and affinities of an individual. Where a statement of business fact attributable to an individual can be 

used to discover personal data about an individual it is less obvious whether the non-personal data 

would remain non-individuating. This is particularly in question where an electronic search of the non-

personal data could be considered a referential key to the personal data.  
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5. Non-personal data, Big Data and AI – Non-personal data as a referential key becomes particularly 

problematic in the context of Big Data, and in the use of sophisticated query, analytics and AI. Non-

personal, readily obtainable public, and low risk personalizing data can be associated to more sensitive 

personal data, perhaps used in rendering automated decisions or developing contextual intelligence. 

Associated information provides the opportunity to develop a more intimate perspective of an individual 

increasing risk of exposing sensitive data. This also may further align an individual to others professing 

similar views or expose others associating them where the views and philosophies serve as a referential 

key to their beliefs and affiliations in potential violation of their privacy. 

6. Additional data disclosed by search – Home ownership, contact information, family data, travel. 

7. Monitoring – Video, sound, file and web access monitoring are used for productivity management, 

security, theft control and traffic management amongst other uses including recognition of individuals 

for personalization of service. Associated metadata may be findable in context of Big Data.  

8. Localization and demographics – An epidemiologist reporting that ‘the incident of infectious disease 

has risen 10% in the past six years’ is seemingly issuing a statement of documented fact, not disclosing 

PII or PHI. However, making the statement that ‘the incident of infectious disease has risen 12% in my 

neighborhood of Chelseadown Mews, and on my block alone, STDs have impacted twelve of my 

neighbors’ is different. Chelseadown Mews localizes the author (associated to a zip code), and the 

authors statement identifies that there are potentially identifiable individuals within that locality revealing 

potentially private information about their health. On its own it would seem to be hearsay, expressed 

free speech. But dependent on the governing law, the way in which the author, an epidemiologist, not 

a health care provider, obtained that data, and the professional obligations to confidentiality that may 

exist, this still might be problematic. Adding the statement that ‘what makes this of increasing interest 

is that of those in my neighborhood, 80% are in the 50 to 70 age range increases the probability of 

individuating the impacted persons based on that demographic disclosure. 

There are considerable differences in privacy laws and interpretations of their applicability. This exercise 

was not focused on applicability of specific law but intended to demonstrate the difficulty in determining 

what constitutes personalizing data in non-structured data. Perspectives vary. Identifying individuating data 

in documents, contracts and other free form media where data in context combines non-individuating and 

personal data is challenging, interpreted differently by individuals, under specific law and varying 

circumstance. Codified law, courts, cases and cultures decide what comprises personal data, its sensitivity, 

how it can be used and shared, and too, what constitutes a disclosure violation and the ramifications of 

such under a given body of law. The guidance of expert counsel is often required. 

Source, whether unverified opinion or a disclosure of verifiable fact, cultural perspectives, and potential 

effect or harm may each be factors in determining if specific data is PII, and if protected by law. Companies 

will need to be cognizant of differences in domestic and global law, state, and local jurisdictional variances. 

Extraterritorial scope is extending the reach and applicability of some laws globally, and for digital data, 

virtually in cyber space. And certainly, Big Data and AI will increase data access and exposure.  
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Use of Technology 

Many of the technologies for detection of threat and anomalous behavior, theft protection, data loss 

prevention, and access monitoring, tracking, or filtering, operate to scan, inspect, and interpret data. They 

may identify the presence of harmful or malicious content, flag inappropriate use or destinations, violations 

of data policy, indicators of uncharacteristic behavior by employees, or criminally suspect activities. They 

look for the carriage or presence of content that is deemed sensitive, confidential, or in some way generally 

restricted from unauthorized egress. They act to log, prevent, require authorization, or limit the performance 

of actions or access to specific data or websites.  

 

In most of Europe, and increasingly many other locations around the globe, the protection of personal 

information is considered or is emerging in law as a fundamental right. This often and typically extends to 

the workplace where the thoughts, intentions, movement, affiliations, and behavior of the individual is 

protected under both privacy and labor laws broadly, and specifically under local and jurisdictional codes 

by country. This often raises questions as to the legitimacy of the use of technologies and monitoring 

practices that may be considered intrusive.  

 

There is a concern for the violation of fundamental privacy through behavioral monitoring, tracking of 

access, and the inspection of content. Automated assessment and interpretation of individual intent, 

exposure of interests and affiliations, individually targeted measurement of performance, and monitoring of 

individual behavior, may impinge upon fundamental rights to privacy. This impingement on privacy is 

particularly problematic where such intrusion or monitoring has implications, such as impact on 

compensation or promotion, sanctions, negative reviews, or dismissal. This is particularly the case where 

adequate notice of the monitoring practice has not been given. 

 

Considerations of privacy across the European Union and much of greater Europe and the U.K., dictate 

that individuals be informed of actions that impinge upon or limit rights to privacy. Adequate and proper 

notification must be provided to the individual of intentions, goals, ramifications, and purpose. When privacy 

is encroached, even with legal basis, it requires that the purpose be legitimate, and that any infringement 

with respect to the rights of the individual be minimal and proportionate to the achievement of the ‘stated 

and legitimate purpose’ for which the action is being considered. Unless informed, legitimate in purpose 

and application, and proportional to the need, implementation of security measures may be considered 

intrusive, and be considered abusive of individual privacy, and disallowed, or considered illegal.  

 

Privacy and security often are in conflict, and naturally so, as one imposes limits, the other assures 

freedoms. As stated earlier, one can have security without privacy, but cannot have privacy without security. 

It is a challenge to the CISO operating multi-nationally to understand that which is allowed as a safeguard, 

and that which is not, often a very local mandate, and where allowed with what imposed limitations or 

restrictions on use. In general, best guidance is to work closely with local attorneys, security, and privacy 

specialists. 
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I should add that even when deploying specific safeguards within the domestic United States we need to 

be cognizant of what these technologies do and how they operate. There are some prosecutors that have 

suggested for instance, that a case can be made for violation of the U.S. Wiretap Act by technologies 

including DLP (Data Loss Prevention) systems that scan, interpret, and identify data moving across the 

network if implemented without proper notifications and advisement of policy. I don’t know if ever such a 

case has been brought to the courts although I have not researched this extensively.  At first thought, if 

automated scanning were not seen as different than wire-tap monitoring, I would assume that not only data 

loss prevention monitoring for specific terms and trigger content, but anti-virus systems that scan personal 

email content for embedded code and signatures as the message traverses the network would potentially 

also be in violation. Anti-virus software has been around for at least 30 years. I am certain that this would 

have been an issue challenged and addressed long before now. At any rate, again, I am not an attorney, 

and if for no other purposes than an interesting conversation for breaking the ice, and to establishing a 

relationship with your internal General Counsel, you can raise this with yours. 

 

Risks to data privacy are present throughout the lifecycle of any data processing relationship. Technology 

is often complex, and complexity exacerbates risk. And the more complex the relationship, the greater the 

risk to individual rights and privacy. This may be between an individual and another, or in disclosures about 

an individual by another, and whether the individual in the role of controller is an individual, group, corporate 

entity, utility, or government. Risks are present from time of collection, processing, distribution, transfer, 

dissemination, or use of an individual’s data. They are present in any imbalance of power and authority. 

They may be introduced through misrepresentation or misunderstanding of intended and agreed purpose, 

abuse, insufficient care, or interference in the rights and freedoms of an individual by any other.  

 

 

Operating under the GDPR and EU member state privacy laws together 

many technical cyber defenses and security tools for monitoring, tracking 

and deep traffic inspection permitted and used in the U.S., including the 

use of CCTV cameras for workspace surveillance, biometrics used for 

identification, business processes that employ impactful automated 

decision making, and human resource processes including 

background checks, and other employee engagement, 

management, discipline, records confidentiality, investigation, and 

dismissal procedures, may be disallowed, require alteration, require 

specific approvals of Data Protection Authorities, require DPIA studies for 

justification, or in some cases may simply be illegal 
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Individuating data 

That which is defined as personal data globally varies, and may change with adoption of new law, 

reinterpretation of existing law, reevaluation of potential harm from an exposure, or a reduction in the 

effectiveness of defenses typically a result of new threats that render prior protection insufficient.  

A business is expected to secure data considered personal data, but not necessarily all other data, or at 

least not for the same reasons, and perhaps not to the same degree. Which data is sensitive and personal 

is not always obvious. When we as individuals visit a website, or use a web service, although we likely give 

it little thought, we have an expectation of anonymity. We assume that providing a website with a login ID 

or screen name is safe enough. It would be sufficient to individuate us for interaction with the site, but still 

conceal our identity. We also don’t get overly concerned if an IP address, machine ID, or similar data, is 

acquired by the website through cookies or other technical means making it more convenient for us to 

traverse the site or follow its links elsewhere.  

Some businesses might think they are providing a convenience, believing that obligations to secure screen 

names and IP addresses, though prudent for other reasons, would not be needed. Largely where this may 

have been true broadly in the United States, increasingly this is being questioned, and may already be 

reflected to varying degree in some states at least when combined with other individuating data.  

In a blog entitled Is IP address still considered non-personally identifiable information in US? Cliff Gilley, 

JD, challenged the likelihood of IP addresses being considered PII. IP addresses are often ‘dynamically 

assigned (DHCP), weakly determinate of a source location, and publicly accessible’. Also, in his opinion, 

they provide insufficient specificity to ‘tie an individual to an infringing activity for a preponderance of 

evidence’ as required to meet most legal standards.  

That opinion is not globally accepted. According to Mark Vincent and Brett Winterford, as defined under 

Australian Privacy act, PII is information or an opinion about an identified individual — or about an individual 

who is reasonably identifiable from the data. If data can be matched with other easily obtained data to 

establish an ID as is the case for a car license, an IP address or MAC ID, it would be considered PII. 

http://www.mondaq.com/australia/x/291476/Data+Protection+Privacy/Is+your+IP+Address+Personal+Info

rmation  

And in the European Union under the GDPR (General data Protection Regulation), the ECJ (European 

Court of Justice) and numerous GDPR experts have reached a similar conclusion. A screen name, IP 

address, or similar data provided to a collector or acquired by technical means is personal data. The court 

concluded that an individual or data subject need not be identified by name if that individual’s identity 

potentially can and likely would be discovered if:  

• There is a relation to other data already collected that can be made 

• Related data is likely to become available to the collector 

• There is a likelihood of discovery from other sources given reasonable intentional effort 

http://www.mondaq.com/redirection.asp?article_id=291476&author_id=867926&type=articleauthor
http://www.mondaq.com/content/author.asp?article_id=291476&author_id=1144580
http://www.mondaq.com/australia/x/291476/Data+Protection+Privacy/Is+your+IP+Address+Personal+Information
http://www.mondaq.com/australia/x/291476/Data+Protection+Privacy/Is+your+IP+Address+Personal+Information
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As a frequently used example, a website operator might contact the ISP from which the connection 

originated to make the association of who or what company owns the specific address.  

https://www.whitecase.com/publications/alert/court-confirms-ip-addresses-are-personal-data-some-cases 

Each of these require a reasonable intentional effort, but not a disproportionate effort, and so, an IP address 

would according to the ECJ be considered personal data. This will certainly be true under IPv6 where a 

specific machine address (MAC ID) is concatenated to an IP address, the MAC ID designating a specific 

machine typically used by one to few individuals. Given that, it is important to recognize that seemingly 

anonymous data may still be considered personal data, and the improper collection and handling by a 

collector (data controller or processor), can still fall afoul of the law.  

There are also several categories of data that would not likely be considered individuating under the GDPR.  

Per a recent decision by the ECJ (European Court of Justice), data that could link to an individual, may not 

be considered personal data if:  

 

• ‘illegal to obtain’  

• requiring a ‘disproportionate effort or expense to obtain’  

• ‘current technology would render the effort needed extraordinary’  

 

Under the GDPR, both encrypted or hashed data would be exempted. This is because a disproportionate 

effort would be required to unencrypt that data and relate them. However, technology moves at a very fast 

pace, and this exemption only remains true until a viable means is developed to break the encryption or 

any other similar protection. This however forces an obligation for continual reevaluation of technology, and 

the law, a point raised by Giulio Coraggio. If data formerly illegal to obtain was subsequently made legal, 

or barriers to individuating data requiring a disproportionate effort in relating data to an individual removed, 

exempted data would again be considered personal data protected under the GDPR. 

  

http://www.gamingtechlaw.com/2016/10/best-personal-data-privacy-

regulation.html?utm_content=buffer0d57f&utm_medium=social&utm_source=twitter.com&utm_campaign

=buffer  

For the most part U.S. law has not considered encrypted personal data as PII. It has been common practice 

to consider encrypted data protected, or at least less exposed, even if lost or stolen. This likely will change. 

Even now if breached, liability would likely be considered in context of other care and protective practices.  

 

Operationally, that which can be encrypted, can be decrypted, if one has access to the decryption key 

legitimately, or can gain access through subterfuge, social engineering, improper care by data owners, 

recipients, or administrators, or the use of malware. Encryption as a means of protecting PII from exposure 

is only as useful as the current state of effectiveness for that mode of encryption permits it to be, and time, 

and context. The longer data remains in the hands of those with bad intent and the resources to invest, 

https://www.whitecase.com/publications/alert/court-confirms-ip-addresses-are-personal-data-some-cases
http://www.gamingtechlaw.com/2016/10/best-personal-data-privacy-regulation.html?utm_content=buffer0d57f&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.gamingtechlaw.com/2016/10/best-personal-data-privacy-regulation.html?utm_content=buffer0d57f&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.gamingtechlaw.com/2016/10/best-personal-data-privacy-regulation.html?utm_content=buffer0d57f&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer


161 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

encrypted or not, the greater the exposure to the data they hold. And in absence of sound overall protective 

practices to resist breach, encrypted data may not in itself be considered sufficient to meet standards of 

care as defined under emerging regulations, whether here or elsewhere. Laws and standards differ globally 

and change over time. No truth is ever lasting. Encryption is an important piece of a protective strategy, but 

one piece, which along with other tools, means, and processes for breach mitigation, comprise a strategy, 

not a statement of sufficiency. It is also not a guarantee, that if compromised it is in fact, or will be considered 

adequately protective when evaluated for due diligence in court, by regulators, or for purposes of insurance.  

 

Sovereign policy in confronting terror is also at issue. The EU is clearly averse to the inclusion of ‘backdoors’ 

to bypass encryption, protecting privacy and security. This contrasts with some governments and bodies of 

law enforcement, and perhaps is at odds with some of its principle members. The UK is pressing for 

provisions to provide counter-terror investigators access to encrypted data to facilitate investigation for 

security. France maintains the right to hack pre-encrypted data on suspect systems. In the United States, 

we have confronted this several times, primarily for mobile devices, but have not defined clear policy. As 

we continue to confront terror, this discussion continues.      https://euobserver.com/justice/138223 

 

Security risk and privacy risk, or more specifically in a global context, data protection risk, are not the same. 

The controls for each, though often complimentary differ, and differ in respect to their concerns in protecting 

personal data. The emphasis on protecting privacy and data using security controls focuses on encryption 

and other access controls including multi factor authentication, and breach mitigation, through detection, 

technical defenses, and preventing data exfiltration. Privacy specific controls in a global context often focus 

on an informed data subject through notice, transparency, and options for choice, allowing specificity of, 

and minimizing the data permitted for processing, modifying data to assure accuracy, or requiring its 

deletion. It includes the ability to opt in, often at a very granular level, opt out, and to proceed with anonymity.  

In Privacy by Design (PbD), system developers should consider both notice and choice, but also when 

unneeded, avoid the collection of personal data. When personal data or other unique identifiers must be 

collected, they should avoid its persistence beyond the session during which it is used, or the 

communication and linkage with other systems or processes where it might be captured and retained.  

Privacy introduces new risk concerns including distortion, misuse, mischaracterization, impact on decision 

processes, exclusion from opportunities, leverage, fraud, intimidation, and more as suggested in part in the 

excellent IAPP Whitepaper ‘Check or Mate? Strategic Privacy by Design’, by R. Jason Cronk. I have opted 

to include this prior paragraph in discussing privacy globally and generically, rather than in a specific 

discussion of GDPR, despite it being GDPR centric in tone. GDPR is a model on which much emerging law 

will be based. It is also the model to which much existing law will aspire and evolve. 

 

Earlier in this book, I devoted a chapter to the uncloaking of the CIA Triad, Confidentiality, Integrity and 

Availability. The underlying CIA framework is very appropriate to questions of technology, infrastructure 

protection, physical security, operational performance, and business continuity. That said, although security 

and privacy risks differ, CIA is equally appropriate when examining privacy and the protection of personal 

https://euobserver.com/justice/138223
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data. In fact, I would posit that a company cannot effectively meet the requirements of the GDPR or similar 

regulation without an adequate reflection of CIA principles in their implementation. Not just for technology, 

but for process as well. This is particularly so when examined more granularly, drilling down into the often-

neglected component controls that I view as comprising CIA. As an example, to say that a system is 

‘available’ to use is less meaningful then to demonstrate that a system is not only available because it is 

present, but also because it is functioning fully and properly, and is adequate for the need, and therefore, 

satisfying these three granular component controls, is ‘available’ to use.  

 

Let me give an example, Satisfying the GDPR requires an individual be an informed participant, given 

choices, or at the very least awareness, as to the data held about them. A prudent and forward-thinking 

business might elect to provide the subject with a self-service portal. They would make access to that portal 

a feature of compliance and of good customer service. They would promote it as a customer focused service 

that is always available for the individual to access and use.  

 

Ideally, this portal would enable subjects to see what data is held and affirm that it is correct and current. It 

informs them of the purpose for holding and duration of the need of that data, and the basis on which it is 

held, and whether their authorization is required.  

 

For data requiring consent it would enable them to provide it or revoke any given prior. It allows each subject 

to make choices as to what should be changed, updated, or erased. It would allow specified data to be 

downloaded in a format that can be readily ported for use in other applications or brought to another service 

as the subject prefers. It would provide guidance as to subject rights allowing informed decisions. This 

portal would provide instant subject access to the data held about them, a benefit to the subject, a 

competitive differentiator to the company holding the data, and an effective means of satisfying the law. 

The use and purpose of the system would be easily demonstrated to auditors. 

 

In many public, legal, transactional, or contractual relationships processing may be necessary and may not 

require authorization, or further authorization once an agreement is in place. Under the GDPR it is 

considered reasonable and legal for a business, utility, or public entity to process data without requiring 

additional or ongoing consent in specific cases. It may be for the performance of a contract. It may be to 

meet the legitimate business interests of the data controller if it can be shown that the collection and 

retention of that data is proportional to the legitimate interests of the business they perform. It may be 

performed in the public interest, in the interest of the data subject, as an obligation under the law, or 

performed for other reasons, quite specific, and none requiring consent. That said, even where consent is 

not required, or a choice is not available, or is available only at specific times as in the renewal of a contract, 

notice of the basis for collection informs the data subject, and permits them the opportunity to assure they 

are being treated fairly and afforded their rights under the law for that basis of data collection. The prudent 

and progressive company seizes the opportunity to engage and empower their customer. Tools for self-

management of personal data, awareness, and informed choice are good client service, and competitive.   
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As said above, the prudent and forward-thinking company empowers their customers, building consumer 

trust, and doing so derives the benefit of the relationship with the consumer, an offload of manual effort 

through automation and self-service, and adheres to the requirements of the law. That is an effective 

strategy, but only so where the implementation of that strategy is effective. Any strategy is only as effective 

as the controls which assure it. 

 

GDPR and similar laws typically require timely access to data held about a subject. This portal application 

provides instant access, and so would more than meet that requirement, if it is available. But being available 

as a service requires that all the components required for its operation are ‘available’. These include not 

only the portal application and the technologies that host it, and the telecom needed to reach it, but the 

features that meet its purpose and provide the ease of use that makes for a satisfying user experience. It 

would include a means to provide appropriate notice to data subjects of the existence of the portal and 

education in its use. It would require well trained customer support available when additional help is needed. 

It would require the marketing and promotion needed to make it an effective service ongoing. And each of 

these components need to be more than just present. They must function as required, offer an intuitive and 

pleasing interface and provide the full range of capabilities the subject is likely to require, accepting subject 

feedback for continual improvement, while keeping pace with changing regulatory, technical, and 

operational requirements. They must perform adequately to be effective as a means of addressing the 

access and data management needs of the subjects that use it, be responsive, and capable of scale to 

meet the volume and demands on the system, and the data subject requirements for access to it. 

  

And the system in entirety must be designed to be secure, and if breached, it should be detectable and 

traceable so that damage can be limited, reporting obligations can be met, and corrections made. Where it 

involves external ‘processors’ there must be an effective means of communication and a coordinated 

response governed under agreements defining roles, responsibilities and obligations in accordance with 

‘controller’ policy and the law. These would be supported by effective capabilities for rapid detection, 

diagnostics and response. And if notice is required to the community of data subjects that may be impacted 

by a breach, the capacity to scale sufficiently to meet those obligations, handle calls and emails from 

concerned subjects, coordinate with counsel, provide reporting and update to supervisory authorities, and 

appropriately respond, all must be in place.  

 

To satisfy the CIA of a system requires more than the examination of component technologies, processes, 

partners, agreements, or controls, but examination of them as a functioning system, all parts meeting the 

needs of the data subject in satisfying their rights under the law. Examining the ‘availability’ of a system 

looks at all parts, whether the server hosting the portal is powered on and will load the application and run 

(presence), provide the services and processes needed within the portal application as expected 

(functionality), and perform with sufficient speed to be usable (adequacy). If not, is there a standby server 

(direct security control), or other means to rapidly restore operation in failure including data backups, 

hardware spares and service contracts (compensating controls), or does another server recognize the 
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failure by continuously monitoring and activating automatically? Is there a means to test the operational 

integrity of this system end to end? A program of inspection, monitoring and ongoing validation?  

 

The same questions can also be asked of the application allowing the subject access to their personal data.  

 

Has a portal application for self-administration and review of data been developed and implemented? Does 

it provide needed functionality? Is it adequate to provide access with sufficient performance and scale to 

be of use? And are the security mechanisms in place to assure each of these requirements, are they 

adequately tested, and then monitored ongoing to assure that the qualifications that defined the system as 

acceptable and in compliance when implemented, still do as the laws, environment, needs, and context in 

which the system operates changes over time?  

 

Let me close this section with a few words on GDPR which I will expand upon in the chapter following. 

GDPR is good law in its intentions. It is about protecting the rights of the individual from powers greater and 

preventing the loss of control of an individual’s data through rampant data leakage, sharing and abuses. 

There is considerable angst over the potential penalties for non-adherence. Not all businesses have the 

same risk under GDPR, and the preparation and where focus is placed will be different. A company in the 

B2B space, without a direct to consumer involvement, and no interactions with individuals, either directly or 

through their information only websites, clearly has a smaller risk footprint than does a B2C business with 

direct consumer exposure, collecting information about data subjects through a subject aware web 

presence, serving targeted advertisements based on interests and demographics, and certainly where 

sharing individuating data with data brokers and others. And any business without an informed and 

consenting subject relationship that feeds itself off the valid relationship of another business to its consumer, 

increases the risk to both. Of course, any business that has employees has risk, and needs to assure that 

the employee’s interests are protected under the law. But planning for the GDPR will be different for each, 

as is the risk we need to mitigate in seeking conformance. Our benchmark is not each other, our 

competitors, or our industries. The only meaningful benchmark is how we look today in comparison to our 

readiness posture in days prior. 

In a global context, if a U.S. company serving clients that are foreign 

nationals and live overseas, live domestically, but are foreign 

nationals, have deployed U.S. citizens overseas, or are employing 

staff that are foreign citizens or maintain dual citizenship, there is an 

expectation and may be a legal requirement of adherence to the protection 

of their privacy and labor rights in accordance to foreign and specific 

jurisdictional laws   
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Global privacy and data protection can be complex and often the laws of more than one sovereign entity 

can apply. For many operating in healthcare or as healthcare business associates serving US citizens 

resident in Europe, or for EU based associates of US businesses, agencies or institutions in scope for 

HIPAA, both GDPR data protection laws, and US HIPAA requirements for protected health information, in 

all media, electronic and not, will apply. These may interpret risk and the assignment of risk, define 

individuating data, records and data care, applicability of encryption and protective measures, and what 

constitutes reportable breach differently, and the requirements of both will need to be met. For some in the 

finance and banking sector based or operating in the EU and in-scope for GDPR but doing business with 

New York banks and other financial institutions, New York Stated Department of Financial Services cyber 

regulations may be applicable imposing obligations for operational process, forensics and reporting.  

 
Safe harbor method of de-identifying HIPAA compliant data requires removal or rendering the 
following data unusable, unreadable or indecipherable to unauthorized persons:  

• Names 

• Geographic subdivisions smaller than a state 

• All elements of dates (except year) related to an individual (including admission and discharge dates, 

birthdate, date of death, all ages over 89 years old, and elements of dates (including year) that are 

indicative of age) 

• Telephone, cellphone, and fax numbers 

• Email addresses 

• IP addresses 

• Social Security numbers 

• Medical record numbers 

• Health plan beneficiary numbers 

• Device identifiers and serial numbers 

• Certificate/license numbers 

• Account numbers 

• Vehicle identifiers and serial numbers including license plates 

• Website URLs 

• Full face photos and comparable images 

• Biometric identifiers (including finger and voice prints) 

• Any unique identifying numbers, characteristics or codes 

• First three numbers of any zip code where the population is less than 20,000 must be set to zeroes using 

only the last two digits as identifiers. Otherwise the last three of five numbers in the zip code can be used.  

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard 

Figure 11 Safe Harbor HIPAA De-Identification  

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard
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Vulnerable communities 
 

In the United States, federated privacy and labor laws protect our citizens from exposure, abuse and 

exploitation. Compliance with State Privacy statutes, and Federal law including COPPA, FERPA, ADA, 

HIPAA's Privacy Rule, and similar regulations, provide protection of sensitive and vulnerable communities 

from exposure of personal, health, and financial information, as well as unapproved disclosure of affinity 

and affiliation (military, education, religious, sexual, political, criminal, and organizational) data. In Europe 

and elsewhere overseas these affinity and affiliation categories are considered highly sensitive requiring 

explicit controls and even greater attention often than do financial or transactional data, account numbers, 

bank routing numbers, or personal ID. 

 

Law enforcement and transparency 
 
There is a bill currently before the New York City Council proposed to increase transparency as to the tools 

and means for surveillance and monitoring in use by New York City police for public safety. Developed by 

a privacy focused group, this bill has been presented for consideration to several major cities across the 

United States. One aspect of this bill is a concern for data captured for the purposes of public safety, and 

how it is stored and protected. It is hard to contest the value of that. We all want to know that if our 

information, our likeness, our whereabouts, or our activities are captured for the benefit of the public good, 

that our data is adequately protected. According to John Miller, Deputy Commissioner of Intelligence and 

Counter-Terrorism for the New York Police Department, the bill also asks for exposure of the means and 

methods by which the police acquire data be exposed for transparency. The bill not only advocates 

disclosure of the data that is captured, but purportedly why it is captured, from where, when, and how it is 

used. We touch a fine line. If our means of surveillance are exposed, criminals, organized crime and 

terrorists are at advantage. If they know our defenses, they can avoid them. This is an important discussion 

and will be repeated from state to state, in municipalities across the country, and without doubt across all 

western democracies striving to protect open society. How much security do we relinquish for transparency, 

and what cost do we accept in loss of security and safety to enhance our privacy? Even the courts are 

wrestling with outdated laws given the pervasiveness of digital data available to law enforcement. I just read 

the New York Times article ‘Justices Seem Ready to Boost Protection of Digital Privacy’ by Adam Liptak, 

November 29, 2017 and recommend it. I said it before. Security and privacy are in a tug of war. 

 

 

 

Encryption is an important piece of a protective strategy, but one piece, 

which along with other tools, means, and processes for mitigating breach 

impact, comprises a strategy, not a statement of sufficiency  



167 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Even at home 
 
There are traffic cameras installed at almost every major intersection in the city. They were installed both 

as a means of traffic control, an incentive to assure that drivers stop at the red light, or risk a ticket if they 

fail, enforcing public safety.  

 

These make perfectly good sense. It is a small city, but the police can’t be everywhere, and the cameras 

do sometimes prevent people running the red lights (except those that speed up to get through when yellow 

before the camera records them). I am certain that they can and do reduce traffic accidents. 

  

A privacy claim was brought against the city.  

 

The claim I have been told was that the cameras not only captured license plate numbers which were 

associated with individuating information about the car owner, who it is, where they live, and more, but 

could be used in ways other than determining if they crossed the intersection at a red light committing a 

traffic violation. There was concern not just for the information captured, but for that which might be inferred 

or derived. 

  

In fact, they may be right. The cameras time and date stamp the violations. Perhaps they do so for all 

passing traffic, violation or not. We can’t be certain. The time it takes to cover the distance between two 

cameras can determine the speed of travel and knowing the time and posted road speeds between two 

locations can infer a speeding violation even if not observed. Even prior to arrival at the destination, the 

specific cameras traversed would indicate the route travelled. If consistent day to day a pattern for 

movements are determinable.  

 

For purposes of argument, not inferring intent or actuality, or that this ever occurs, potential exposures and 

abuses can be envisioned. We know that license plate numbers, vehicle ownership records, and address 

are stored by motor vehicle authorities. That is reasonable and necessary, However, it is not clear where 

the information captured or derived about who we are, matched to where we have been is held, for how 

long, how secured, or how used. It is not clear whether that information is shared, and with whom, if it is 

sold, or if collected with the most benign intentions if it is well protected from breach or prying eyes.  

 

For a moment, let’s entertain the preposterous. Knowing the neighborhoods frequented by specific drivers, 

when, and how often, might suggest the stores and restaurants they use. Knowing wealthier consumers 

access specific shopping areas or neighborhoods, and the duration of activities while there might suggest 

to municipal planners a commerce and revenue advantage to be had if the traffic lights along these routes 

were made shorter, speeds slowed through town to encourage store front browsing, and if parking 

restrictions were relaxed for convenience and to encourage shopping and other activity. Investment in well 

landscaped roads, manicured parks, and clean well-lit streets would make the area attractive. The well-

tended streets and roads, attracting wealthier shoppers, attracts more upscale businesses, a tax benefit to 
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the municipality. I don’t know or suggest that this happens, or realistically would, but for the sake of 

argument, and because I need an example, however outrageous, this would effectively shift municipal 

improvement budget penalizing those who don’t or could not afford to shop at these locations. They would 

be denied the benefit of the traffic pattern and neighborhood improvements. And even for those deriving 

benefit, it is at the cost of a forfeit of privacy. Does this happen, and would traffic cameras be the driver of 

all this? Who knows, but the motivations are clearly there to encourage this slippery slope toward abuses. 

We live in a data driven world. Data shapes culture. 

 

And even if held data is not abused by the municipalities and governing agencies that collect that data, if 

shared, or if insufficiently protected, it may be abused by others. If in the wee hours your travel is recorded 

regularly, assumptions might be made as to what you do for entertainment. If the information were 

improperly used, profiling would allow unwelcome advertisement and product promotion or other intrusions 

into one’s life. 

  

The argument for traffic control and public safety is strong. A privacy argument against is equally strong 

and frighteningly compelling. Anyway, the cameras were disconnected. Should we talk about the new 

parking meters? 

 

We leave a digital trail from the time we wake, and increasingly before, in digital media, social communities, 

email, messaging and phone. It is inescapable. We take photos revealing presence, context, time and 

place. We carry addressable and locatable smart phones, watches, and increasingly other wearable 

technology that monitors movement, behavioral and biological activities. Some of these wearables record 

patterns and intensity of activity, awake and not. Some smart mattresses record and remember our 

preferences for comfort, and those of our partners. I believe that some of these can record these patterns 

in the cloud to analyze how well we slept or didn’t. If developing a profile over time, these may detail time 

and date matched episodic deviations in sleep patterns and activity from the norm. These may be used to 

improve sleep, but I can only imagine as an unexpected consequence of these wonderful enhancements 

in individuation and personalization, before too long, in the hands of a good lawyer, also providing 

incriminating testimony.  

  

We are recorded and tracked when we leave for work, school, or fun, and as we go about our day, and our 

night. Our image is captured on cameras, our presence recorded at tolls, our spending patterns are tracked, 

we pass through turnstiles, gain access to floors using ID badges or biometrics, sign on to networks, order 

products online, use our credit cards, and give our names and email addresses just to buy coffee. Where 

we are picked up and dropped off, our behavior, and the areas we go are recorded by the car services we 

use to travel.  

 

A recent contested class action filing claims that an app associated with the digital headphones of a major 

manufacturer collected information about listening preferences and shared these along with personally 
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identifiable information. The claim implied that which we listen to could be revealing of sensitive information 

about us. Our thermostats adjust the comfort level in our homes based on preset preferences, presence 

and proximity. Some learn our behavior adjusting the environment in our homes in anticipation of our 

arrivals and based on data patterns recorded and analyzed somewhere in the cloud. A new camera and 

several apps have recently been released that help make decisions as to which outfits you choose that will 

look best. Innocuous enough, they will take pictures or videos when you request, and these will be uploaded 

to the cloud, analyzed, and an opinion offered as to the outfit most flattering. Harmless. Everyone will love 

it. But what of the other images captured in the photo submitted, the stuff in the background. The magazines 

for expecting mothers on the dresser, the pill bottle, the airline tickets and travel brochures. Would this be 

considered an acceptable use or a violation of trust if captured, analyzed and used for targeted ads and 

vendor promotional calls? Even in the safety of our homes, when we pour a drink and sit down to watch 

television and talk to our families, our Smart Televisions may be listening and profiling us for services. There 

are even more sensitive intrusions. Privacy is important.  

 
Along with anonymity, modesty, and sanctity of body and mind,  

privacy is a derived right. It is derived from the willingness of others,  

compelled or not, to grant it  

 

Privacy is the right of the individual to have and protect that which is 

personal. From the view of data protection, it is the privacy of an 

individual’s personal information.  

It is protecting a persona, and that which describes or relates to it 

 

Privacy is a personally asserted, legally affirmed, culturally expected, or 

natural human right, but it may not be all at the same time, in all places, or 

all times, and it may not apply equally to everyone  

 

Privacy is as much a human need as it is a right.  

As much as it is the right of a person, it can also be the right of a group, 

extrapolated from the collective rights of individuals.  

 

It is a fragile and precious right and survives only if protected  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 12.   GDPR - GENERAL DATA PROTECTION REGULATION 
 
 
Privacy in Europe is viewed as a fundamental and inherent right. The GDPR is as much an expression of 

that philosophy as it is a body of law. It is a pervasive philosophy that starts with privacy and the control of 

personal information as a right, how it is expressed, how it is claimed, and how it is protected. It understands 

the need for business to succeed but obligates that it does so while protecting the rights and freedoms of 

the individual, designing the protection of the individual into the fabric of how business is done. It addresses 

the role of government in protection of the individual. It assures that adequate protection and redress for 

grievances is provided by other nations as a condition of open data exchange. It assures that the individual 

is protected from abuses of personal data and intrusions on privacy from even the largest of data acquirers 

and repositories, government, health systems, utilities, telecom providers, direct and mass marketers, and 

without doubt, the internet, it’s digital communities and social spaces, and this applies globally. It assures 

that intrusive technology and digital communications don’t undermine or outpace rights to privacy.  

Doing business in the EU, whether employing, targeting, monitoring, or marketing to EU residents, requires 

understanding and preparation for the GDPR, the General Data Protection Regulation. As of May 25th, 

2018, GDPR became enforceable EU law across the European Union, and applies to all those in-scope 

under the law, wherever they may be. 

Companies have been actively assessing what needs to be done and preparing since the GDPR was 

approved in 2016, but for many preparations remain incomplete. The GDPR (EU 2016/679) ‘General Data 

Protection Regulation’ replaces the EU Privacy Directive (95/46/EC), embodying much of the concepts and 

requirements that have established a culture of personal data protection these past 20 years. The GDPR 

in many ways codifies and builds upon existing practice, establishing law while recognizing new business 

strategies, technology, public safety concerns, and global relationships. The Directive which preceded the 

GDPR was not law, but a standard, locally interpreted and embedded in the privacy laws of each member 

State. This resulted in differences in implementation, tone, and execution, and often a lack of clarity as to 

allowable technology and practices, a difficulty when operating in multiple countries. GDPR is binding on 

all members of the EU, homogenizing and reducing the variance in enacted in-country data protection 

regulation but allowing for enhancement and derogations by individual states.  
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The GDPR is a significant body of data protection law. It will influence what personal data is collected, 

where, why, with what authority, and how cared for and maintained. It will influence how long data is kept 

and the reasons, legitimacy and legality of doing so. It affects governments, municipalities, agencies, and 

utilities; EU resident and foreign business enterprises; business partnerships, affiliates, small businesses, 

and specifically, how each relate to the individual and their personal data rights. 

 

There are some aspects of the GDPR that will dictate evaluations that you will need to perform, first of 

which is whether the GDPR applies to your business or not. It will direct decisions that you will make, 

guidance and education that you will need to provide or impart to executives, employees, and operating 

business units. It will influence ongoing strategies for applications and processes that interface with and 

collect data from residents of the EU while seeking, developing, promoting or doing business.  

If it is determined that you should comply with the GDPR, you will need to know the communities you serve, 

your employees, customers, partners, and prospects and how you relate to each. You will need to know 

your role in managing their data. You will need to examine your business workflows, processes, systems, 

portals, and applications, finding all means and locations where personal data is solicited, captured, 

processed or stored. You will need to assure that these are required, limited, lawful, and properly 

implemented. You will need to understand the rights of individuals, and how these ‘data subjects’ are 

monitored, targeted and solicited. You will need to assure that relationships are established and serviced 

in a means that is fair, protective and transparent, and demonstrate proper care of data once captured.  

You will need to consider the linkage of the data held to the data subject. It is important to relate all data 

captured about or provided by that subject in both current and prior relationships, assuring traceability, 

portability, and severability. If you don’t know what data you hold about an individual, or can’t locate it with 

reasonable effort, you cannot respect the rights of the individual to access and control the use of their data, 

and you cannot comply with the law. This will prove a challenge for many companies. As I have said 

elsewhere, most of the systems we use have not been built to accommodate this. That said, under the 

GDPR, the right of the individual to assure data held is current, complete and correct, and at their discretion 

can be modified, erased or returned in a usable electronic format for portability requires ready access and 

availability of the data we hold about them. We can minimize exposure through hygiene, discarding what 

we do not need or should not have. We limit data risk by collecting data we need, not everything we want. 

GDPR with minimal exception requires the ability to demonstrate compliance through documentation. A 

register (process inventory) of all activities that involve the processing of EU subject data should be 

maintained, a list of the processes, purpose and type of data they process, degree of risk, and implemented 

controls. It will be necessary to determine which processes infer the greatest risk to the rights of individuals 

and prioritize these for examination and needed corrections. Where significant exposures are suggested 

you may need to perform data protection impact studies, make corrections where deficiencies are identified, 

verify that risks have been addressed, and document actions. You will also need to examine the 

partnerships that you have in place with other companies as service providers, or more specifically 

‘processors’, and whether the data you share and the activities they perform are controlled for GDPR risk. 
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Does the GDPR apply to your business? 

 

GDPR applies if: 

• Your company is based in or has facilities in EU 

• Your company has employees in the EU 

• Your company processes EU personal data on behalf of another company wherever located 

• Your company monitors behavior or tracks the activity of EU residents while in the EU 

• Your company solicits, markets, or provides goods or services to EU residents 

• A company engages EU residents or processes their data on your behalf 

• A company monitors the performance or tracks the behavior of EU residents on your behalf 

(polls, profiles, use of tracking cookies or beacons)  

• You service EU based retirees, ex-pat employees, research associates, contractors, consultants 

• In an inextricable relationship between one or more companies processing data of EU residents  

Less obvious, GDPR and other protections may still apply if: 

• Your company is not based in the EU, but one of the above listed conditions is true 

• Your company routinely collects data or monitors behavior of individuals (data subjects) through a 

website that may include residents in EU or other countries in the European Economic Area 

• Your company contracts data acquisition or utilizes the facilities of another company or partner to 

collect data about individuals from varied locations globally that may include the EU 

• You do business with the overseas territories, protectorates, and collectivities of EU countries 

• Are an Int’l org with privilege and immunities, but remedies are court imposed under national laws 

• EU data collected for statistical purposes is inadequately de-identified to protect data subjects 

• EU data archived for journalistic purpose is injurious, and incorrect, out of date or irrelevant 

• You process the data of self-promoted celebrities and public personas 

• Your household business periodically processes sensitive data or data in high volume 

• You maintain a stable facility, full or part time, or a local phone number or PO Box in the EU  

GDPR likely does not apply if: 

• A non-EU company providing services to non-EU residents or an EU national not resident in EU 

• You collect limited, low sensitivity data infrequently for use by a household business 

• You collect personal data for personal household use only (maintain lists to send out holiday 

cards, send meeting announcements and group invitations to social club members) 

• You collect or process data for the purposes of law enforcement or national security (other 

specific laws apply) 

Figure 12 Does GDPR Apply to Your Business? 



173 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 
  

Figure 14 Territorial Scope of the GDPR Flowchart Figure 13 Territorial Scope of the GDPR Flowchart 
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Processors of personal data working on your behalf will be bound to process only as you dictate in signed 

contract and make attestations and provide assurances as to whether they are compliant, and cover all 

required of that relationship under the new European law. This is the case even if these partners do not 

directly deal with Europe or European clients, but simply process on your behalf. Sub-processors they 

engage will similarly be bound, as will theirs, and the use of sub-processors be disclosed and accepted. 

You will need to examine all means of data egress and provide adequate resistance to compromise, 

effective data protection, and assure event visibility. The latter is needed both to assure rapid detection and 

response, and to meet notification requirements to supervisory authorities, and if required, an impacted 

community. Where notification is required, it needs to be timely to meet reporting obligations under the law. 

It also needs to scale, able to reach what may be a very large impacted community, and manage the 

questions, concerns, and irate reaction of concerned individuals, as well as partners, press, investors and 

authorities for multiple jurisdictions. You will need to examine all means by which personal data is shared, 

communicated and where it is transferred or forwarded to assure that exchange of data is permitted under 

the law. Appointment of a DPO or Data Protection Officer may be required. 

Stewart Room, Global Head of Cyber Security and Data Protection Legal Services and UK Data Protection 

Practice Lead at PwC cautioned that many companies lack a clear plan for adoption of the obligations under 

the GDPR. They also lack understanding of the risks they will undertake or accept in the process. He 

stresses that it is important to consider vision, strategy and structure and the targeted end state that would 

be considered success. He also advises avoidance of compliance focused efforts without a clear 

understanding of why these are being pursued. 

http://www.computerweekly.com/news/450417764/Many-companies-lack-GDPR-plan-PwC-data-shows 

GDPR is a comprehensive body of law, some articles highly nuanced and best left to courts and attorneys 

to interpret. Some aspects however are very clear in intent, that being to protect the rights and freedoms of 

the individual over other competing interests of business and government, while providing needed 

exceptions for public safety. For our purposes as CISOs, and in the business context, we need to 

understand the expectations of the GDPR, the culture it defines, and our role and expected behaviors in 

the context of that culture. We also need to understand the changes that need to be made to conform to 

the law, and then operate within it, for competitiveness, EU market access and avoidance of penalties. 

  

GDPR is an omnibus law, applicable across the EU with little to no difference in implementation, but with 

provisions for local enhancement. This differs from the federated design employed in the U.S. allowing each 

state self-determination in the privacy laws they develop and how they are applied, with few alike. 

That which we call Privacy Law falls under the broader heading of Data Protection Law in Europe. It is less 

about protecting specific sensitive data elements and combinations of private data from exposure, and more 

about context. It is about maintaining a culture of privacy rights and freedoms, and respect for the concerns 

of the individual. This applies particularly in the context of individuating physical, social, mental, economic, 

or other identifying characteristics, affinities, affiliations and behaviors.  

http://www.computerweekly.com/news/450417764/Many-companies-lack-GDPR-plan-PwC-data-shows
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Figure 14 Developing a GDPR Program 
GOALS DEVELOPING A GDPR PROGRAM 
EVALUATE Get educated 

• determine if the GDPR is applicable (are you in-scope and why) 
• risk align exposure; define goals; is a DPO or other Data Protection specialist required? 
• understand the business and its data needs; plans and strategies for growth, new markets, globalization 
• know your territorial footprint, current and planned, physical, affiliate, and virtual 
• know your role: controller, processor, other – obligations differ 
• reason for collection and use of data: statistical; goods, services, monitoring 
• nature and volume of data collected and used; understand which data is ‘high-risk’ and why 
• know the rights of data subjects you employ, solicit or serve, directly or through partners  

ADVOCATE Build awareness - explain the purpose - develop the message – secure the budget 
• mobilize management; raise executive awareness – oversight, accountability, tone from the top 
• assure business partner awareness, attestation to strategies, efforts, progress and status 

EDUCATE Educate key participants; stake holders; partners 
• educate, motivate and inform employees / data subjects / B2B Partners (clients and processors) 
• train designers, developers, testers, assessors 

PLAN Assess timeframes and set reasonable expectations and goals 
• develop a prioritized plan based on risk aligned objectives 
• Select tools; methodologies; specialist partners, legal advisors, consultants  
• determine needed resources and identify business SMEs (subject matter experts) 
• build teams; train the trainers 

ASSESS AND 
IMPLEMENT 

Do the research; engage experts 
• identify the data subject communities you serve, who they are, where they are, how you interact 
• inventory personal and sensitive data, what you have, where, why, if you need it, and how it is protected  
Assess readiness and find gaps  
• assess legitimate basis for activities; adequacy and appropriateness of consent (opt/in, opt/out) 
• assess marketing, tracking and communications practices to assure they are proper (B2B / B2C) 
• assess data use and care disclosures and policies (privacy, TOS, cookies) for form, content and adequacy 
• assess data collection limitations, retention practices and protection effectiveness  
• examine security, organizational readiness, and conformance to protective standards 
• analyze processing / processes / what data moves, how, and the processes it moves between 
• assess processing partners / contracts / required EU representative presence 
• assess mechanisms for transfer and EU / International operation, data protection adequacy 
Perform remediation – conformance must not only be attained, but engrained and sustained 
• assure practices promote transparency, minimization, proportionality, disclosure, choice 
• assure data subject rights are protected – subjects; children, vulnerable populations 
• assure processes, applications, workflows adhere to GDPR principles  
• evaluate, correct or implement systems that enable ‘subject to data’ linkage 
• assure (SAR) subjects access rights for awareness, access, correction, portability, erasure 
• implement controls to mitigate technical, cyber, operational and privacy risk; a DPIA process 
• implement technical defenses - encryption, hashing, anonymization and pseudonymization  
• consent and legitimate processing, processor agreements, legal basis for transfer, Privacy Shield 
• implement ‘Privacy by Design’ in approval, planning, development and production 

OPERATE Document systems, processes, controls, incidents, actions, data flows – build a repeatable compliant process 
• Obligatory reporting to Supervisory Authorities; Breach notification to scale;  
• Audit, assess, test, tune, detect, correct, map and document for ongoing compliance through change   
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In the U.S., data protection concerns are embodied in federal agency regulations, protecting veterans, 

children, elderly, disabled, and other vulnerable communities. The new California Consumer Protection Act 

planned to go into effect in 2020 will be the first US state privacy statute to address privacy contextually 

and comprehensively as in the EU model. 

There are new terms that describe the roles and relationships of businesses and agencies to each other, 

and to individuals, with which you may not be familiar. These are Data Subject, Data Controller, Data 

Processor, and Personal Data. There are also derived relations such as co-controllers and sub processors. 

There is also a new position defined, that of Data Protection Officer or DPO, and a responsibility, the Data 

Protection Impact Assessment. 

Data Controllers, dictate the means and purpose by which Personal Data is captured, processed, used or 

stored, whether on their own, or partnered with a Processor acting on their behalf and under their direction 

in the performance of services. Personal data is any data related to an identified or identifiable individual, 

or Data Subject. Data Subjects are the natural owners of the personal data related to them. GDPR assures 

Data Subjects specific rights as to how and if that data is used by others. 

  

In-scope companies, wherever from, will be required to have a formalized presence in the EU. It may be 

an affiliate, or even a single employee or representative, under contract. Most EU member states will not 

require businesses to register with the governing supervisory authorities for data protection. Some will, and 

at least the UK will require a fee be paid. Instead, internal oversight, and for many an internal privacy 

specialist, the DPO (Data Protection Officer) will be responsible to assure the business is executing its 

obligations to privacy, the protection of Personal Data, and the communities of Data Subjects they serve 

as clients appropriately under the law. As will be discussed further, a DPO is not mandatory for all 

companies, need not be an employee, may be an affiliate, consultant or contract service. Sensitivity and 

volume of processing dictates whether a DPO is needed, but in some specific industries, or cases, it is 

required. Where processing performed is highly sensitive or impactful there is a need for a Data Protection 

Impact Assessment, a comprehensive analysis of risk with documented results and remediation guidance.  

 

Data Inventory and Identification 
Not all data carries the same level of risk, requires the same degree of protection or controls, or is likely to 

be governed under the same regulation or mandated obligations for reporting if breached. Where all data 

to varying degrees is important, not all data is confidential, or consequential, and of that which is, not all 

data is individuating, or personal, and governed under privacy regulations. A specific application or system 

may manage varying classes and types of data, domestic and global, some private, some not, and reporting 

and data management obligations can be in-scope under the mandates of multiple regulations.  It falls to 

each business to identify and inventory the data they hold, know where it is and why they have it, what 

controls are in place to protect it and to which regulations they must be responsive. The GDPR is a data 

protection (privacy) regulation and as such a GDPR data inventory should consider in-scope all classes of 

data risk that may expose personal data of varying levels of sensitivity. 
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Identifying In-Scope Data Under the GDPR 
 

 

 

In Scope Individuating Data 

• Personal Data (data that identifies, describes, is associated with or individuates a person)  

• Sensitive Personal Data (a special class of high-risk data governed under GDPR articles 6 and 9) 

• High-Risk Personal Data (defined by the sensitivity, volume, risk and exposure of personal data) 

 

In Scope Contextual Data 

• Family and Family Attributions 

• Individual Affiliations (church, military, sports team, union, club membership) 

• Individual Affinities (sports, political opinions, philosophies, religious beliefs) 

• Self-Definition and Behaviors (gender identity, sexual orientation, sexual activity) 

• Identifying Characteristics (appearance, genetics, biometrics, morphology) 

• Referential Keys and Credentials (email address, login ID, IP Address) 

• Associated Individuating Technologies (machine ID, addressable or serialized body implants) 

• Associated Tangible Assets (financials, investments, auto, home) 

 

Business Consequential Data That Likely Does Not Fall Under GDPR 

• Business Confidential Data (not associated with individuals) 

• Crown Jewel IP (Corporate Intellectual Property) 

• Company Financial Data (aggregate, not associated with individuals) 

• Corporate Vision and Strategies 

• GDPR plans themselves are business data as are involved systems, processes, data elements, 

reports, and project status, a business risk if exposed, but without associated PII, not a GDPR risk 

 

Data Typically Rendered Out-Of-Scope Through Law or Protective Controls  

• Encrypted Data 

• One-Way Hashed Data 

• Anonymized Data 

• Pseudonymized Data 

• Some data revealed or processed in the public interest (historic, scientific, journalistic exceptions) 

• Data that is exposable only by extraordinary means 

• Data exposed or shared for reasons of law enforcement or public safety 

• Personal data collected or processed purely for personal or limited household business use 

 

Figure 15 Identifying In-Scope Data Under the GDPR  
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Assigning Risk to Personal, Regulated and Business Data 

Low to Moderate Risk Data 
• Data that is generally shared, publicly available or of limited consequence if disclosed 

• Data that is adequately protected (encrypted, hashed, other) such that disclosure is minimal risk. If 

loss is due to malicious breach, potential risk increases with time until recovered or resolved, and with 

the sophistication and intent of the attackers, even if the data is protected. 

High-Risk Data 
• Data that is sensitive, impactful or discriminating in nature (genetics, race, affiliations, orientation) 

• Special vulnerable population categories (children, disabled, medical afflictions, criminal records)  

• Accounts, keys and credentials (login ID, passwords, domain memberships, application group) 

• Privileged communications (what is considered legally privileged is not the same everywhere) 

• Data and disclosures damaging to personal reputation by itself or paired with other data 

• Results of impactful automation, prejudicial processing and artificial intelligence in decision making 

• Voluminous loss of individuating data (PII) irrespective of sensitivity 

• Protected data classes including health (PHI) or financial and credit (PCI) information  

• Consequential data that has or can be breached, compromised, disrupted, or lost through inadequacy 

or insufficiency of controls, lack of compensating controls, vulnerability of the attack surface. This is 

an issue of high risk for company confidential data, proprietary intellectual property, technical 

specifications, or trade secrets as well as individuating personal data.  

Very High-Risk Data 

• Data which if exposed would be impactful to life, health, property, or the rights and freedom of 

individuals (high-worth executive travel, critical asset plans, security threat intervention strategies) 

• National and military secrets (data under varying levels of ‘classification’)  

 

The chart above is not specific to GDPR, but overall data risk. 

Not all data falls under the GDPR, only personal data, but all data is at risk and laws vary globally. Data 

should be secured, managed or discarded appropriate to its risk. Cleanup of data is good hygiene. It should 

be done irrespective of the GDPR. The retention cycle for archived data and data backups should be visited 

and data stored should be deleted in accordance with company policy or law. A documented policy reduces 

the opportunity that stored personal information lingers longer than it should or persists on media and in 

places not obvious or is erased for reasons that are unexplainable. GDPR and member state labor, contract, 

and other civil law, each may have specific requirements for retention or erasure. The legal basis and 

appropriateness of retaining personal or individuating data should be determined, and if the conditions for 

holding that data are suspect then the basis for its retention should be reevaluated and addressed, or that 

data purged. Backups and data archives should be stored and transported protected and encrypted 

reducing the opportunity that compromised storage can expose personal information. 

Figure 16 Assigning Risk to Business Data 
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Profiling Corporate Data Risk Classes of Consequential Enterprise Data 

CHARACTERIZATION OF RISK  

Figure 16 Profiling Corporate Data Risk 

Personal 
Data 

Company 
Confidential 

Data 

Crown 
Jewel 

Intellectual 
Property 

Privileged 
Data 

Technical 
Configs 

and Specs 

Keys and 
Credentials 

Very High 
Risk 

Impactful to life, 
health, property or 
freedom 

      

High Risk 
Inadequate controls or 
vulnerability of attack 
surface 

      

High Risk 
Attractive target (high 
worth - high profile 
exploits) 

      

High Risk 

Impactful or 
discriminating data 
(health, race, 
affiliations, 
orientation) 

      

High Risk 
Nature of processing 
(impactful 
automation) 

      

High Risk 
Exposes vulnerable 
population 
(children) 

      

High Risk Sensitivity of data       

High Risk 
Volume of potentially 
exposed data 

      

Moderate 
Risk 

Moderate to low risk 
data and adequately 
protected 

      

Limited 
Risk 

Limited consequence, 
short term impact, 
data is unprotected 

      

Negligible 
Risk 

Data is generally 
shared data of limited 
to no consequence   

      

This chart is not specific to GDPR, but can be used to visually map systems, processes or data elements 
for classes of consequential data and characterize them appropriately as to overall business risk.  
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GDPR and the Rights of the Individual 

GDPR is law that exists to protect the individual from abusive and intrusive practices, both in the information 

targeted to them, and in the information solicited and collected from them. GDPR assures that transactions 

involving the exchange or collection of personal information are fair, transparent and lawful, and defines 

remedies and recourse to protect individuals in the privacy they relinquish, and the information they share.  

Whether being solicited by phone, shopping on the internet, at a job interview, doctor’s office, or applying 

for a loan, people surrender data when asked. Without this exchange of data, individuals could not get the 

conveniences, services and products they want, or succeed in transacting for the opportunities they pursue. 

The GDPR protects individuals from excesses, annoyances, and abuses of privacy, and affords these 

protections towards any individual that is EU resident, irrespective of whether the affected data subject is 

an EU citizen. All data subjects within the EU, regardless of nationality, permanence of residency, or status 

of citizenship, are afforded the same privacy protections under the law. GDPR does not apply in most cases 

to citizens of the EU if located or are travelling outside of the EU geographically. In this sense, the GDPR 

applies based on EU residence, not specifically on citizenship.  

GDPR (and supporting laws and directives on electronic communications) recognize that there is a life cycle 

to each transaction and that there is a requirement to assure the individual is protected throughout.  

First, it prevents aggressive marketing without recourse. It assures that individuals are not inappropriately 

targeted with unwanted solicitation. It prevents the installation of cookies or other means of ‘profiling’, 

determining, or tracking the individual’s interests and behavior without specific, informed, and unambiguous 

consent, whether that capture is performed either by the collector, or in third-party processing. 

It assures individuals have the right to enjoy and participate in online activities, purchases and activities 

with the knowledge that the collection of their personal information is fair, transparent, and lawful, limited 

by what under the law is termed data minimization to only that data required for the completion of the 

transaction or establishment of relationship. It also assures that the information surrendered is properly 

cared for and protected. It prohibits use beyond that which was specified, and beyond the term for which 

the data is needed, or apart from the purpose for which approval for use was given. It assures that the data 

provided will not be shared except for agreed processing by partners or be subsequently sold or misused.  

Lastly, amongst other rights, it assures the rights of individuals to see, change, be guaranteed accuracy, 

erasure and timely removal in entirety (right to be forgotten), and to conveniently port (right to portability) 

their personal data elsewhere. These latter operationally will present the greatest difficulties for compliance, 

the Right to Be Forgotten requiring an awareness of where such data is stored, and the Right to Portability 

a potential obligation for support as well as delivery in a format allowing the data to be moved and reused. 

In protecting each of the above, the GDPR provides that there needs to be a legitimate basis for the 

collection of an individual’s personal data, and one of those most basic is consent. There are some issues 

with consent which I will discuss later in this section. Suffice it for now to say that the GDPR assures that 
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consent is informed, and unambiguous when granted, and consent and personal data exchanged are both 

revocable on request. Also, consent must be given freely, and so can only be granted in a balanced 

relationship where the party seeking consent is not in a position of leverage or authority. Consent as a legal 

basis for requesting personal data in an employer to employee relationship would be suspect. It might be 

coercive, and balance would be questioned. Children under the age of sixteen are provided additional 

protection and cannot be targeted or grant consent in absence of a parent or guardian. There may be some 

variance in age of consent in different member States. There is also a process by which subject access 

rights or SAR, are expressed and respected. 

 

Subject Access Requests (SAR)  
 

Data subjects have the right to request of a controller, and to be informed in a reasonable 

timeframe and at minimal cost if any: 

• Whether their personal data is being held and processed  

• Type or category of data about them being processed 

• Purpose of the processing 

• To whom the data is being disclosed 

• If their personal data has been subject to automated processing in any decisions rendered 

pertaining to them 

• If the data held is current, complete and correct 

• If their data has been transferred cross border 

And to: 

• Revoke previously granted consent to processing 

• Request restrictions be applied, or that data be modified or corrected 

• Request that data be erased or if appropriate returned in a usable electronic format 

The data subject also has the right to have that information provided to them in an easily accessible and 

understandable manner. There is some variability country to country as to request methods and formats, 

whether confirmation of identity is required, how that confirmation is provided, and the time limits 

allowable for the controller response. Controllers are generally subject to penalties for inadequate 

response or excessive delays. Minimal age of consent varies across member states. SAR requests may 

be issued by parents of minor children, guardians of those incapacitated, legal proxies, and courts or as 

an indirect exercise of individual rights by supervisory authorities.  https://gdpr-info.eu/art-15-gdpr/ 

 

 

We limit data risk by collecting the data we need, not everything we want 

Figure 17 Subject Access Requests (SAR) Requirements 

 
 

https://gdpr-info.eu/art-15-gdpr/
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Privacy Policy  
The fundamental obligation of any company in-scope for GDPR is transparency and disclosure. That 

disclosure is the obligation of every data controller to the data subjects it serves. It binds every processor 

and all related parties to perform in accordance with the disclosures made by controller to subject, and this 

is set in contract. It is the first line disclosure offering tangible assurance of compliance with the law. 

 

The fundamental principle underlying the GDPR is ‘Informed Choice’, allowing the individual to be informed 

by transparency and full disclosure in support of the decisions they make. And there are decisions to be 

made. Under the GDPR a company does not have the right to an individual’s data. It is a privilege granted 

by the individual or in satisfaction of an interest granted by the law. Full disclosure and transparency include 

clearly worded and easily found terms of service, notices, pop-ups and banners, data retention policies, 

data handling and care policies, but most importantly, the Privacy Policy, describing how we obtain their 

data, why we need it and what we plan to do with that data if permitted. It details their rights in allowing the 

use of their data. If fully disclosed, all decisions made with regard to the use of system and services, and 

the provision and ongoing use of an individual’s personal data are clear and deliberate, an informed choice. 

 

 

PRIVACY POLICY 

There isn’t one standard defining what to include or a specific format required for the privacy 

policy. In simplest terms and in the clearest non-legalese language, minimally most should address: 

• Who we are (business name, ownership, corporate headquarters, EU locations) 
• What we do as a company 
• Who are our clients 
• The type of data we collect 
• How we obtain data, why we need it, and for how long 
• Processing we perform 
• Security and protection of your data 
• Third parties with whom we share your data and why 
• Personal data disclosed, how and how frequently 
• Cross border data transfers 
• Opt-in, Opt-out and setting preferences 
• Use of cookies 
• Rights to access, instruct and assure proper care 
• How policy changes are handled and communicated 
• Who to contact for requests, concerns, or complaints and how to reach them 

o Within the company 
o Data Protection Authorities 

Figure 18 Elements of the Privacy Policy   
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GDPR and the Obligations of Business 

In protecting the rights of individuals, GDPR defines the responsibilities of data controllers. For our 

purposes, and as commonly defined, that is any business, agency, municipality or other entity defining the 

purpose, or controlling the collection, use or processing of personal data. It also requires the data controller 

to provide oversight and accountability of processors (business or operational partners) that are engaged 

to provide supporting services on their behalf. Any ambiguity as to processor responsibilities to the 

controller under the law that exists in agreements will need to be revisited. 

 

Under the GDPR, data controllers are required to engage individuals through practices that are fair, legal 

and transparent. That is the basis of the law. They commit to respecting the rights of the individual. They 

assume responsibility for the care of the data they steward on their behalf. They assure that while in their 

custody, all employees, systems, processes, and partners that may perform services responsible for that 

data do the same.  

 

The agreements put in place between data controller and processor regarding the performance of data 

protection functions should clearly stipulate the responsibility of the processor in performing the functions 

for which they have been contracted. These should include data care, privacy controls, data deletion or 

provisions for data portability and return. These should also include business continuity, incident response, 

and breach notification. Likely, the controller will demand GDPR compliance of all processors they engage, 

or specific stipulations in the agreements between them, whether directly involved in the management of 

personal data, or not. Processors can be fined for violating the law. Under the GDPR, data processors 

cannot subcontract processing to other processors without the approval of the data controller. (Ten 

Implications of the New EU General Data Protection Regulation, Daniel Solove, Teach Privacy, December 

2015). This includes processor use of cloud for storage or processing not directly addressed in disclosures 

to or agreements with the controller. Processors may require a representative presence in the EU. 

 

According to Siarhei Varankevich, (Author of the Territorial Scope of the GDPR Flowchart that has been 

included with his permission in this chapter), under the GDPR, “companies must be ‘accountable’, and 

adhere to the provisions embodied in the GDPR when soliciting, collecting, processing data about, or 

targeting data subjects in the EU, specifically with the intent to offer goods or services, or to monitor the 

behavior of EU located data subjects”.  

The above is true if the company (data controller) is an EU resident company, partners with an EU affiliate 

acting as a data processor for facilitation or has operating facilities within the EU. This according to 

Varankevich may apply if the company has a business representative or has established basic operating 

infrastructure including bank accounts, postal address or phone. It also would apply to any ecommerce 

service or website that collects personally ascribable data. This would be true for direct to consumer 

marketers or promoters, subscription media firms, or any other business that acts as a data controller and 

uses individuating data to target EU resident data subjects. This would also apply to any company, service 
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or agent acting as a processor on behalf of these entities in procuring, analyzing, or handling this data, 

providing data storage, data backup, purchased demographic analysis, telemarketing, or customer mailing 

lists, or similar.  

GDPR impacts non-electronic direct marketing, solicitation and sales, but also digital modes as does the 

current Privacy and Electronic Communications Directive 2003 (Directive 2002/58/EC), and as do 

numerous local member state electronic privacy directives, and as will the upcoming ePrivacy Regulation, 

omnibus law governing direct electronic marketing. The new ePR regulation is expected late 2019 and in 

addition to targeted electronic marketing, should address the use of cookies or other means of behavioral 

tracking or electronic influence, and the sharing or sale of ’likes, follows, location, links and preferences’.  

Marketing and Sales Contact in a B2C Context 

• Where an existing relationship exists with consumers (those that have unambiguously and freely 

subscribed to a service, requested to be on mailing list or be contacted regularly with coupons or notice 

of specials or events, or are active purchasing consumers with existing accounts):  

- Ongoing contact should be related to the services requested and identified areas of interest for 

which consent had been given for contact and/or preferences had been established. 

- Provide a means to opt-in expressly for additional services or to opt-out of some or all of the 

relationship at any time as well as the ability to easily review and update preference settings.  

- Information should not be shared with business partners or affiliates unless the consumer was 

informed and agreed by acceptance of the privacy policy and/or has specifically agreed through 

the provision of consent and/or setting of preferences elsewhere.  

• Where an existing relationship does not exist, unsolicited B2C communication is disallowed under the 

GDPR, a protection to consumers from unwanted intrusion. New consumers must be attracted by an 

engaging website, through bulk or mass media marketing, and social media, not solicited directly.  

• For new clients, an unambiguous and documented ‘opt-in’ establishes a relationship, the terms of which 

are dictated by the preferences they elect, and by the privacy policy. Processing and data held is limited 

to that required unless further consent is obtained. Local law may require double opt-in, a confirmation 

of consent. A means of opt-out of some or all subscribed services should always be available.  

(Author opinion may not apply in all circumstance. There may be a legitimate interest in direct marketing. Check with attorneys before proceeding). 

Figure 17 Marketing in a B2C Context 

The rules for B2C marketing and solicitation apply to individuals, but also may apply to sole proprietors.  

https://www.sonovate.com/blog/key-differences-b2b-b2c-gdpr/. There are often questions asked as to 

whether a charity reaching out to a high-worth donor, or a business soliciting a celebrity for paid 

endorsement, or for the guidance of a self-promoted expert that frequently appears on television talk shows 

or as a speaker at conferences, are B2C or B2B contacts. These are public persona without doubt. 

Regardless, these are B2C contacts. Without a prior relationship they cannot be solicited directly but better 

through an agent where a relationship governing contact does exist. Newsletters to existing donors 

informing them of the good that their contributions have done is appropriate if they have agreed to receive 

them. Unexpected contact for further solicitation is not. 

https://www.sonovate.com/blog/key-differences-b2b-b2c-gdpr/
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The rules for B2C also apply to the recruitment of talent by HR departments. Unsolicited contact of 

individuals is disallowed, as is the ‘clandestine surveillance’ required to investigate the fit of targeted 

prospects without their knowledge and consent. Social media, job boards and electronic posts are viable, 

but care should be taken in the use of unvalidated prospect lists. Some may use inadequate means for 

capturing or expressing consent or include individuals that had requested opt-out of further contact. 

 

Marketing and Sales Contact in a B2B Context 

• Where an existing B2B relationship exists, operate on that basis. Otherwise, with legitimate interest. 

• Targeted contact lists, business contact repositories, business card catalogs, clean purchased lists, 

consenting event participant lists, or online research may be appropriate in a B2B context 

• Where prospecting for new business a few conditions must be met:  

- it is reasonable to identify potential business contacts in an appropriate role (purchaser, buyer, etc.) 

and to reach out to them for legitimate business interests.  

- the individual contacted should be in a position that should expect to receive such contact 

- any contact made should be regarding information and business offers that the individual should 

normally expect to be contacted about 

- allow opt-out of current and future contact and request to be removed from contact lists 

- assure they had not opted-out prior in which case they should not have been contacted at all 

- adhere to electronic marketing directives, ePR and local member state laws 

(Author opinion may or may not be appropriate to all or in all circumstance. Check with attorneys before proceeding with B2B contact or processing) 

Figure 20 Marketing and Sales in a B2B Context 

Cookies are often used, and in some cases required by websites to establish a structure or communication, 

shape an experience, or as a means of monitoring the interests, activities, frequency, and purchasing habits 

of website visitors. They may be implemented by the website or by third parties where the information 

collected is not directly controlled by the website visited. Privacy policies should disclose the type and use 

of cookies. Tracking cookies and beacons and other means of behavioral monitoring requires unambiguous 

consent before these should be deposited or used. There may be discretion as to infrastructural cookies, 

or those implemented for security (session management), but safest practice is to provide notice and obtain 

consent prior to depositing any code, for any purpose, to the client device or browser.  

 

Data accuracy is the responsibility of the data controller. Where and how data is captured is important to 

its integrity, currency, and accuracy. Generally, data input directly by an individual filling an online form 

would be more accurate than data pulled from public records or purchased from a third party. And it is the 

responsibility of the data controller to correct the accuracy and integrity of the data they hold about any 

individual if an inaccuracy is detected, or reported, and it is the right of the individual to confirm this. 

Additionally, it is important that the data held, however it is received, be documented to reflect the consent 

of the individual if that is the basis on which it is used. This is being operationalized by many companies 

allowing individuals to manage the accuracy and quality of their own data through self-service portals.  
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It is also important that all the data captured and kept about an individual can be readily linked to the 

individual to whom the data belongs. As mentioned earlier, this is perhaps one of the greater challenges’ 

companies will have in conforming to the GDPR. Portability and the Right to be Forgotten assures a subject 

the ability to request all personal data about them be reviewed, returned, or that it be deleted, and that proof 

is provided. To meet this requirement a company needs to know and track what it has and where it is. This 

is true for personal data held locally by the controller, with a processor, virtualized in the cloud, or elsewhere. 

It may be a URL linked to data that is incorrect or no longer relevant. It may be data remotely carried on 

laptops or flash drives. It also may restrict the use of proprietary technologies or formats for storing data if 

these inhibit the ease by which data is returned, or potentially infer a requirement to perform needed 

conversions and to provide transfer support. This may be an added complexity for controllers contracting 

SaaS (Software as a Service) platforms as processors. If the applications are proprietary, or linked to a 

specific operating environment, data portability may be difficult or not possible, or require a disproportionate 

effort to accommodate. 

 

In a blog hosted by Veritas it was rightly pointed out that both structured and unstructured data should be 

evaluated and purged of records or files that are no longer needed. These would include accumulated ROT 

(redundant, obsolete, trivial data) whether held by the controller, or by a processor, and whether active or 

archived. This will help to reduce the scope of the data that will need to be assessed for risk in preparing 

for compliance with the law and going forward. 

 

In a webinar by Coalfire, a cyber risk management and compliance specialty firm, a presenter cautioned 

that records of the disposition of personal data determined to no longer be needed, or that had been purged 

as part of the normal data retention and deletion policy, should still be maintained. He posed the interesting 

scenario of a ‘Right to be Forgotten’ claim being made asking that held personal data be returned or 

destroyed, and the complexities that might arise if that data had already been destroyed as part of normal 

data retention and disposition policies and practices, and no record kept of the history. 

 

The GDPR also designates the SA or Supervising Authority for Data Protection assuming jurisdiction based 

on location. Under the GDPR, a company that operates in multiple EU member States, falls under the 

jurisdiction of the SA at its primary or main location or facility, or in a state where it has representation, and 

that SA coordinates with authorities in other jurisdictions. 

 

 

 

Laws differ globally and change over time. 

No truth is ever lasting  
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GDPR and How We Do Business 

Fortunately, many of the companies that have been working under the prior Directive these past 20 years 

have implemented practices, imbued awareness within their corporate culture, and built applications 

compatible with much of the requirements of GDPR. Even so, some of the newly introduced or redefined 

concepts under GDPR will require considerable work to conform. I have already mentioned a few of these. 

Amongst others, including record keeping and documented processes, several areas require focus: 

• Consent 

• Right to be Forgotten 

• Right to Data Portability 

• Privacy by Design 

Consent is not a trivial matter under the GDPR. It must be unambiguous, informed and cannot be inferred. 

It is also not easy to apply. It needs to be received, handled properly, managed, documented, and made 

reviewable and revocable. This might require altering the design of systems or business processes to make 

that possible. For this reason, where a legitimate basis for the collection and processing of data apart from 

consent is feasible, many opt to use it. Processing required for the execution of a contract, conformance 

with legal obligations, public interests, interests of the data subject, or the exercise of other defensible 

legitimate interests would be examples of an alternate basis.  

An individual from whom data is requested, or solicited, for any use other than the gathering of ‘en masse’ 

statistics where the individual is unidentified, must freely give informed and specific consent to have their 

personal data collected, processed, and used, or there must be another legitimate (and defensible) basis 

for the acceptance and handling of that data. There are special considerations afforded historic, scientific, 

journalistic, and health research, and these often do not require consent for anonymous processing.  

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/key-areas-to-consider/  

Specific rules govern consent under the GDPR. Consent cannot be inferred from absence of a needed 

action. It is insufficient for a website to post a banner stating that by using the website consent is deemed 

granted. It is inappropriate to set acceptance and consent as a default condition using ticked boxes, 

approval granting language, or other means that require action to revoke (an opt-out).  

The right to freely given, informed, and unambiguous consent should not be obscured or buried within 

EULAs, Terms of Use, or other legal text requiring significant effort to find. There must be an unambiguous 

‘opt-in’, or other clear and undisputable indicator of acceptance that is recorded and can be tracked. That 

information should be easy to locate. A means to revoke prior consent and opt out is also needed, equally 

easy to find and access. Use of a service can’t be conditional on consent being granted or it cannot be said 

to have been freely given. Consent must be clearly informed. There should be an obvious pop up, link or 

policy page provided that explains the basis for collection, rights of the individual, and provisions of care for 

the data collected. And it must be unambiguous for what consent was granted and intended.  

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/key-areas-to-consider/
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Example of a SAR (Subject Access Request) Workflow using a Ticket Tracking System as a model 

ACTION Group Flow Procedure 

Notify 

 

Notify Notify requestor of status or completion 

Document 

 

Document actions Document action taken, by what authority, and 
when 

Act 

 

Satisfy request Perform needed actions to satisfy or deny the 
request 

Approve 

 

Not all requests can be satisfied. 
Some may need approval. Some will 
be denied or delayed with a 
reasonable explanation provided for 
the delay or rejection of the 
request. 

SARs may be rejected if the request is not reasonable 
or the effort is not proportional. They may be 
rejected if data processing is based on a valid means 
other than consent and the request would be 
inappropriate. Provide a path for complaint 
escalation internally and to the supervisory data 
protection authorities with contact information. 

Present 

 

Compile results Aggregate findings and if needed get authorization to 
take the requested action 

Investigate 

 

Research the data being held or 
processed 

Data may be in internal systems, partner systems or 
in the cloud.  

Acknowledge 

 

Requests should be acknowledged. 
The clock is started, and response 
must be timely as dictated by law. 

Email and or paper mail (or both) in 
acknowledgement of request. Verify requirements, 
format, and time to respond under local law. 

Request / 
Provide 

 

Prospective, new and existing 
clients have the right to know the 
data that is being held about them 
or being processed and to opt/In, 
opt/out, make corrections or 
otherwise express their intentions, 
submitting a request called SAR. 

Prepare to accept these SARs by phone, email, text, 
paper or other means and to document actions 
taken. Allow data subjects to verify, view, request 
data held, modify, delete, port, erase, change 
preferences and to update consent. Subjects making 
requests must validate their identity or right to make 
the request if for another party.  

Describe 

 

Build the policy documents that 
inform individuals of their rights 

Use the privacy policy, terms of service, and other 
GDPR notices to inform individuals of their rights and 
help them exercise them. Provide access to the 
policies through all online interfaces and 
communications. Provide contact information. 

Define 

 

Internally define how Subject 
Access Requests (SARs) will be 
received, addressed, and 
documented. This can be a manual 
process, a portal, use an existing 
system, or a purpose-built 
commercial platform. 

Most companies have a Helpdesk Ticketing Platform 
or other means of addressing client requests. For 
some, this may be a means to accept subject 
requests, acknowledge them, forward for needed 
approvals, and to report status. The dated email 
chain may be enough for most to document the 
handling of the request. We’ll use this as a model. 

Figure 21 Subject Access Request – A Process Example  
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Once consent or other legitimate basis of approval for the processing of data is provided, a data controller 

is responsible to assure that data is collected only for specified and legitimate purposes, collects only the 

data that is needed, it is kept accurate and up to date, held for no longer than needed for the purpose 

collected, and that the reason for the collection of the data be lawful, fair, and transparent. It is also the 

responsibility of the controller to assure that the integrity and confidentiality of that data be protected against 

error, unlawful processing, theft, loss, or damage.  

Right to be Forgotten is a comprehensive right, new to the EU.  

The Right to be Forgotten is often directed at websites for the removal of URLs and digitally persistent 

documents, stories, purchasing records, and images. An individual can demand that links to information 

held about them be deleted, and the removal of that data be proven on completion, all in a reasonable and 

timely manner. This is a challenge to even the largest of digital service providers in balancing the rights of 

an individual with the public interest. It is a challenge to validate the legitimacy and basis for the request. 

And it is a challenge technically as sites are crawled, cached, content scraped, and links propagated across 

the web.  

The Right to be Forgotten is generally less applicable to data held by a company with legitimate interests 

(contracts, applications, tax records, loan records, pensions, security and system access logs), an 

employer, or to academic institutions that keep student records.  

Businesses often collect data numerous times from the same individuals. It is used in numerous systems, 

participates in varied work flows and processes, some under direct control, some through partners or 

affiliates (processors). It may be stored on site or in cloud, distributed across an array of virtual servers and 

storage, and incorporated in backups and archives. Few companies have systems in place that map an 

individual to all data about them and where that might be located. This is particularly true when the complete 

relationship of the subject to the controller is not obvious. Companies must respond to inquiries about the 

data held about them and subject requests within 30 days and in most member states do so at no cost. 

There is a close relationship between a company and an employee. An employee of a company expectedly 

will have information stored about them in the human resource system, payroll system, perhaps in a system 

tracking retirement investment, or benefits, in facilities and building records that list where they are located, 

and in an asset register if they have been given equipment to use. Some employees may elect to take part 

in some services, but not in others. Some may sign up for voluntary programs, sports teams, or other 

activities sponsored by the company. They may have opted to get the company magazine, promotional 

materials, discount announcements, or not, some as an employee, some as a consumer. They may take 

part in the company fitness program and health, medical release, and emergency contact information 

provided to do so. They may be listed in an incident response system, so they can be contacted in crisis, 

and then of course, in the phone system. The basis for held data will span consent, legitimate interests, 

processing on behalf of the data subject, and the execution of the employer / employee contract. An 

employee providing health data to participate in a sponsored sports team, does so with consent, not as a 

stipulation of the employee contract.  
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Despite the intimate relationship between employer and employee, few companies link an employee to all 

the potential personal data that may be held about them in any comprehensive way because information 

held, particularly with older or legacy systems or resources, is in context of systems that grant rights to 

individuals through accounts, and not always the other way around where individuals adopt systems or 

programs as objects associated to them. Sometimes, it is both.  

And when an employee leaves the company, some internally stored data will be more locatable and easily 

addressed, but some would need to be researched. Where the data is externally stored or managed, 

requests will need to be made of third parties. And of course, some information cannot be removed, or 

there may be legal requirements for its retention. There may be dispute as to ownership between company 

and departing employee that will need to be resolved. And there may be some services or benefits that the 

departing employee does not want terminated or transferred elsewhere, insurances, managed investments, 

or services subscribed as a consumer, magazines, discount programs, so each case may require some 

manual processing to assure individuals rights are protected. Generally, the right to be forgotten won’t apply 

to most employee data beyond removing references or pictures from online marketing materials or use of 

name in promotional or representation activities without consent. 

If the relationships to a data subject with which there is as close a relationship as with an employee is 

difficult to track, one can imagine the difficulty of tracking and mapping relationships with a more removed 

subject, a consumer, across all the possible businesses and systems that may have touched them in a 

complex business enterprise over several years. A publisher might find a specific consumer with numerous 

magazine subscriptions, some subscribed directly, some through channel partners, be found in different 

loyalty programs, as a participant in sweepstakes, in the marketing data bases, having submitted letters of 

complaint, or even as a job applicant, former employee, or more. They may track the consumer through 

installed cookies or other electronic means. This exacerbates the already considerable difficulty of tracking 

consent, a revocable right, and is one reason why consent is not the preferred mechanism for approved 

use. The Right to be Forgotten as introduced with the GDPR, is a broad reaching provision, and technically 

and operationally perhaps one of the more significant challenges to companies in complying with the new 

law. For many of the same reasons, and the potential requirement for system modifications and the need 

for a company to provide transfer support, I see the Right to Data Portability similarly, an operational 

challenge. 

Privacy by Design (PbD) is a commitment to quality management in the development practices for 

applications and websites, mobile apps, portals and operational processes. I spoke about this earlier. It 

commits to an evaluation of privacy and controls for informed choice and exercise of preferences at the 

start. It considers obfuscation through technology, and minimization in data collection, processing, retention 

and transfer. It associates data captured, stored and processed to the data owner, not a system orientation, 

and not the design of most traditional systems. It allows individuals to exercise decisions about their data 

and its use. Although this is very likely a change in process for many businesses and will require investment 

and thinking, it is applicable on a go forward basis. R. Jason Cronk is well known for expertise in this area 

and has written numerous articles, and a brilliant book, Strategic Privacy by Design.  
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RIGHT TO BE FORGOTTEN 

Basis for exercise of the Right to be Forgotten (Erasure) 

• Data collected is no longer needed or applicable to the purpose for which it was collected 

• Consent for its use is withdrawn 

• Legitimate basis argument is insufficient to override data subject’s objection 

• Processing was unlawful and should not have been conducted 

• Data has been improperly used, sold, marketed, represented, or transferred 

• Agreed term of use has expired 

• There is a legal requirement or court mandate that the data be removed 

Exemptions to the Right to Erasure 

• Where it unfairly restricts or conflicts with the rights of expression of another 

• Impedes archiving of data in the public interest (i.e. journalistic purposes) 

• Impedes archiving performed in the interest of historic or scientific research 

• Interferes with the ability of another in filing or exercising a legal claim 

Extrapolated from a very excellent article by Mark O’Halloran:  

GDPR and the right to erasure, ComputerWeekly.Com 

Figure 18 Right to be forgotten 

GDPR in the Cloud 

It is increasingly the case that software, storage, platform, security and services reside in the cloud with 

any of numerous providers. These can be public, private, or hybrid clouds by design, or a multi-cloud 

strategy involving more than one provider, the distinction being where and how assets, processing and 

storage are owned and shared between enterprise and provider, in this discussion most often, controller 

and one or more processors. It is also about how structural elements like physical segmentation, 

virtualization, containers, micro services and other mechanisms are used, impacting how and where 

systems for processing are established, and where and how data is processed, stored, managed and 

supported, and where risk lives. Any of these elements may be globally distributed by cloud providers 

allowing them to leverage time zones for continuity of service coverage, to achieve overall efficiencies, and 

reduce costs, a follow the sun, and follow the exchange rate business strategy. Data, data access and data 

support may span servers and storage systems, diverse infrastructure, differing support organizations, and 

varied providers working in partnership, crossing borders, sovereign, and legal entities. This has obvious 

ramifications as to locating and tracking the data we hold. It also has implications as to conformance with 

GDPR and imposes challenges in achieving and demonstrating compliance and offering credible 

disclosures to data subjects.  
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Processing data in the cloud moves and distributes only processing, not accountability. Respect for the 

rights of data subjects, effective data management, and legal obligations for conformance to GDPR remain 

the responsibilities and a commitment of the controller. Effective data processing contracts obligate 

processors and third parties in the performance of their defined roles in support of the controller. So, does 

the law. 

Territorial scope dictates who is impacted by the GDPR, and this applies everywhere in the world, and 

applies virtually in the cloud. Any company soliciting, marketing to, monitoring the behavior of, or providing 

products or services to EU residents, operates in the EU or employs EU residents is in scope for the GDPR 

wherever located, through whatever relationship, and for the most part, however implemented. Typically, 

businesses engage cloud providers as processors, each providing specialized services, or providing 

rapidity of establishment or deployment, often on demand and at scale, for consumption of technical 

resources.  

Under the dictates of GDPR, a processor requires instructions from the controller as to what processing to 

perform. For some that ‘instruction’ is limited to the specific service option selected off a menu of services. 

There may not be provisions to control localization of processing or storage, cross border data movement, 

or to define specific arrangements for support. There may not be the specific required levels of security and 

data protection or the appropriate implementation of controls for data privacy in the offerings by default, or 

at all, or require specific additional services be selected, purchased, or enabled. There may not be the 

commitments to notification on breach and disruption or the mechanisms to assure availability that GDPR 

requires. That all said, some of the best of providers have certified to numerous protective and security 

standards. These processors comply with the most stringent of regulations, operate hardened and tested 

facilities, and have the resources and capabilities to support compliance with GDPR and other law allowing 

clients to focus specifically on other areas of their business processing knowing their processing in the 

cloud is conforming and effective. 

Actual use of platform and infrastructure may be self-service, through contracted hands offered by the 

provider as a service, or though engagement of third parties to perform specific functions including 

administration, support, operations, security monitoring or development. Where several parties are 

engaged in different roles, each is performing an individual processor function. Data Processor Agreements 

between controller and the processors on which they depend for provision of services may be negotiated 

agreements with specific and defined terms, or detailed compliance addendums to individual enterprise 

contracts, or they may be offered as ‘pay-as-you-go’ just in time services with any needed commitments 

defined in the terms of service and privacy disclosures. GDPR requires a binding processing agreement. 

Not all cloud providers are appropriate to GDPR and some are inadequate in the privacy and security 

commitments that are made in the online terms of service or privacy policies published, with little or no 

opportunity for revision or modification. Others are fully compliant with GDPR and conformance capabilities 

in their service offerings exceed that which many companies can attain in house. It falls to the controller to 

evaluate capabilities, commitments, credentials and resources in assuring the selection of an appropriate 

processing partner. This is particularly so in a multi-cloud strategy. 
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As stated above, GDPR requires that a business engage cloud providers or any processor under a ‘Data 

Processing Agreement’ or other binding mechanism dictating the terms of processing and controller 

instructions. Of course, with very large providers offering a specific business or technical function and acting 

in the capacity of processor on behalf of multitudes of controller clients, variance from standard offerings or 

customizations may be limited or constrained by the underlying infrastructure, deployable micro services 

and the demands of support. The cloud business model depends on the shared use of services and support 

capabilities across multiple tenants.  

Compliance offerings are however good business for the cloud, and very compatible with the shared use 

model, all in scope clients having similar needs. As such, compliance is not just a minimal price of entry, or 

an inconvenient must, it is a competitive differentiator for cloud providers, those making the smartest 

investment in capabilities, resources and knowledge are capable of providing richer services supported by 

extensive controls and features, controller selectable options, comprehensive contractual assurances and 

addendums, and the provisions and capabilities to provide a competent GDPR offering to those that have 

that requirement.  

With the benefit of a competent processing partner or partners in the cloud compliance can be achieved for 

specific processor managed functions. But there is much more to GDPR success than outsourcing 

processing and managing third party relationships. It remains for every in-scope controller to assure it is 

compliant in all other aspects of its operation and business functions, understands its data, and is meeting 

the expectations of the law with regard to data subject rights. 

 

Figure 19 Controller / Processor Relationship 

CONTROLLER – PROCESSOR RELATIONSHIP under the GDPR (See Article 28) Requires: 

• Processor must process data in accordance with the dictates of the controller 

• A processor does not dictate the ‘means and purpose’ of processing 

• A binding agreement should be implemented between controller and processor  

• Processor should attest to GDPR compliance for each of the services for which it is performing  

• Processor must provide assurance of technical and organizational protective measures 

• Processor should provide transparency for approval regarding types of sub-processors used 

• Processor should obligate staff and third parties to confidentiality and controller intentions  

• Processor should provide notice to controller where processing would be in violation of law 

• The processor will promptly notify the controller if breached to support reporting obligations 

• The processor will assist the controller in meeting its data subject obligations (i.e. SAR) 

• The processor will comply with requests for audit or provide the results of third-party audit 

• Assure that a legitimate and legal basis for transfer is implemented (i.e. Privacy Shield) 

• Assure complete erasure or port of data back to controller if requested 
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GDPR SECURITY CONTROLS, though generally not prescriptive, amongst other requirements, are 

discussed in articles 32-36 of the GDPR. A few are characterized below: 

• The controller will engage processors capable of providing needed protections 

• Will assure the confidentiality, integrity, availability and resilience of processing systems / services 

• Make risk-based decisions in implementing encryption, pseudonymization, controls 

• Assure that there is a mechanism to restore data availability in the event of an incident 

• Assure that the integrity of the controls in place are regularly tested to verify effectiveness of 

technical and organizational measures 

• Is advised to demonstrate conformance through adherence to a professional standard 

• Assure effective testing, monitoring and breach response 

• Provide adequate protection and management of electronic and printed personal data and records 
Figure 20 GDPR security controls 

Breach is very broadly defined under the GDPR to include malicious data exfiltration, data loss, data 

isolation (ransomware) and impactful loss of access and availability. Not all security breaches impact 

personal data. Not all breaches are significant reportable events (i.e. port scans). These do not impact 

personal data. The GDPR has mandated a 72-hour breach notification requirement for all those subject 

to GDPR for reporting to Data Protection Authorities on awareness that a significant event has taken place 

and it has impacted personal data. There may be a requirement to notify the impacted community where 

the public is significantly impacted (a high risk to the rights and freedoms of natural persons), or at risk of 

potential harm. In accordance with guidance from the Article 29 Working Party, that notice is triggered on 

a reasonable degree of certainty that a breach impacting personal data has occurred. 

72 HOUR BREACH NOTIFICATION REQUIREMENT 

GDPR (and stipulations under local law) dictate the reporting to Data Protection Authorities (and in some 

states other jurisdictions or impacted individuals), what needs to be reported, how frequently, and under 

what circumstances. A standardized template should be used for consistency, records maintained of all 

events, and prompt notice provided to supervisory data authorities with jurisdiction including: 

• what happened (breach laws may vary by country – consult local counsel) 

• what data and how much data has been affected 

• who was impacted (type of subject) and how many were impacted 

• severity, likely consequences, measures taken, or actions planned 

• name and contact details of the DPO or other party in authority that can provide updates and information 

• if necessary, provide partial information as it is known to avoid reporting delays 
Figure 21 Breach Notification Requirement        

 

Any strategy is only as effective as the controls which assure it 
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Some thoughts for DPA and Cloud 

A cloud engagement can vary in purpose, services procured, and operating model. The agreements put 

in place will depend on the engagement and the provider selected as processor and will vary in language 

as determined by business need and legal counsel. Some elements that might be considered include in 

no particular order:  

• Processor attestation to GDPR conformance 

• Standards and regulations to which the processor has conformed or certified  

• Processing basis, scope, purpose, data types, duration and limits 

• Define how data will be transmitted and accessed and by whom 

• If direct subject access is provided, describe means, support, and appropriate disclosures 

• Effective identity management, granular data access controls, multi factor authentication in place 

• Define the systems, resources and tools to be provided by the processor for the controller’s benefit 

• Define staff resources to be committed if any, how often, in what role, skillset, and level of capability 

• Processor must maintain the needed expertise and training to meet its service commitments 

• Define the roles and obligations of controller and processor in data administration 

• Define the roles and obligations of controller and processor in assuring security and controls 

• Protection of privileged accounts and administrative controls 

• Define provisions for reporting and dashboards if any, self-administered or processor provided 

• Data will be stored in location as agreed in the DPA 

• Data will not be accessed or transported in a non-conforming manner for support or other purposes 

• Protective, detective and corrective controls in place. A program of continual monitoring 

• Identify any appliances needed, how they are to be managed, secured, upgraded or replaced  

• The means and frequency by which security testing takes place is defined in a written policy 

• Commitments for Subject Access Requests, audits, notice of events, termination provisions  

• Means and frequency of data backups, offsite data storage, media disposal 

• Written retention/purge policy  

• Assure there is an incident response and disaster recovery plan, it is reviewed and appropriate  

• Notification of security incident or breach will be provided to the controller once aware of the event 

• Processor should assure that data stored will be adequately encrypted at rest 

• Data will also be encrypted in transit (including wide area replication for backup) 

• At the controller’s discretion, second level encryption can be performed, and keys held by client 

• Adequate storage for performance and event logging provides for forensic investigation 

• Transparency of third-party processing activities 

• Handling of law enforcement requests 

• Costs if any for end of engagement support, conversions, replication or transport for data portability 

• Conformance with CISPE (Code of Conduct for Cloud Infrastructure Service Providers) or other 

professional, industry, or emerging guidance, oversight or standard setting organization 

Figure 22 Data protection agreements and cloud  
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GDPR, Transfers and Transfers Forward 

The EU grants the right to data transfer by a finding of ‘adequacy’ following review of the data protection 

principles, practices, and assurances of a country. These findings are reviewed and renewed every four 

years to assure adequacy in behavior remains unchanged. It enables the exchange of data based on the 

native levels of privacy protection inherent in the laws of a country, or the commitments it has made in 

fostering privacy protection. A finding of adequacy means that safeguards are appropriate and data 

transfers can occur between the EU and an adequately protected country without further concerns. 

http://ec.europa.eu/justice/data-protection/international-ransfers/adequacy/index_en.htm 

Outside of a determination of adequacy or a legal certification mechanism as in the Privacy Shield, the 

primary mechanisms for implementation of approved transfer are two, model contractual clauses of two 

types, one standard clause governing transfers between EU and non-EU/EEA controllers, and the other 

clause addressing EU controller and non-EU/EEA processors (C2P) and binding corporate rules. Of these, 

the legitimacy of some model contractual clauses has been challenged (primarily that governing transfers 

to non-EU processors) and is now pending decision in the EU Court of Justice as to continued legitimacy, 

Revisions are a likely outcome.  

 

 

DATA TRANSFER EXEMPTIONS UNDER THE GDPR 

There may be allowances for transfers of data to countries outside of the European Economic Area even 

if not deemed adequate under specific conditions including: 

- explicit consent has been provided by the data subject for the transfer  

- the subject has been informed of the risks of transfer 

- it is required in preparation, execution or in conclusion of a contract between the controller and 

data subject (transfer is made at the request of the data subject) 

- public interest 

- legal claims (establishment or defense) 

- protecting the vital interests of the data subject (if incapable of providing consent) 

- exercise of the legitimate interests of the controller if not impactful to the rights and freedoms of 

the data subject 

There may be exemptions, requirements or conditions imposed under individual member state law.  

This is an area of complexity and high-risk processing and should be evaluated with guidance of legal 

and in-country specific counsel.  
 

Sources: Data Guidance; GDPR Article 49 

 

                                                                                                                                      Figure 23 Data transfer exemptions and GDPR 

https://www.mwe.com/en/thought-leadership/publications/2017/10/irish-court-casts-serious-doubt-eu-

model-clauses 

http://ec.europa.eu/justice/data-protection/international-ransfers/adequacy/index_en.htm
https://www.mwe.com/en/thought-leadership/publications/2017/10/irish-court-casts-serious-doubt-eu-model-clauses
https://www.mwe.com/en/thought-leadership/publications/2017/10/irish-court-casts-serious-doubt-eu-model-clauses
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Adequacy is applicable to all EU member states as well as Norway, Iceland, and Lichtenstein. Additionally, 

Andorra, Argentina, Faeroe Islands, Guernsey, Israel, Isle of Man, Jersey, New Zealand, Switzerland, and 

Uruguay have been listed as countries found adequate in implementations of protection sufficient to support 

data transfer. As mentioned above, adequacy is a process of periodic review and current state should be 

verified before establishing transfer policies or practices. Canada has been determined adequate in 

commercial applications. A mutual adequacy decision has been reached with Japan.  

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-

personal-data-non-eu-countries_en 

The laws governing privacy in the U.S. are not considered adequate and require standard contractual 

clauses between specific cross border entities operating under terms of a governing agreement, binding 

corporate rules for ‘cross border intra-enterprise’ transfer, or the EU – U.S. Data Privacy Shield agreement, 

allowing data transfer as a mechanism of demonstrated adequacy for a certified US entity and entities in 

EU. Privacy Shield, a self-certification and attestation to the US Department of Commerce assures 

compliance under legal penalty if certification is granted and offers greater remedies and individual 

protections than did the ‘Safe Harbor’ agreement it replaced.  

National Security provisions are governed apart from the GDPR and many countries monitor 

communications and the flow of data as a means of securing borders and protecting the citizenry from the 

threat of terror. Sharing of law enforcement data to provide intelligence in counter terror operations, fraud, 

and crime is governed under the Law Enforcement Directive, a provision to ensure that there are no 

impediments to needed public safety information between allies and cooperating sovereign entities. 

Security or law enforcement transfers of data are specifically addressed under PNR (Passenger Name 

Records) and TFTP (Terrorist Financial Tracking Program) agreements and are governed by those 

mechanisms and agreements and not the GDPR. 

Italian DPA’s Plan for Privacy Inspections 
According to Giulio Coraggio, a partner at DLA Piper in Milan, Italy and a frequent blogger, the Italian DPA 

plan for privacy inspections posted end March suggests the types of businesses and the business activities 

that will be in focus for the first half of 2019. These include banks, marketing companies, those with loyalty 

cards performing profiling and public institutions with large databases. Both private and public companies 

will be looked at for lawfulness of processing and consent, privacy disclosures, security measures in health 

data processing, and conformance with data retention specifications.  
www.gamingtechlaw.com/2019/03/italian-privacy-inspections-plan-1st-half-2019.html  

Figure 24 Italian DPA's Plan for Privacy Inspections 

And it is diligence, a focus on quality management, and an effective 

program of review, that assures that amidst all distractions we stay on track 

whether implementing, examining, or enhancing a program of compliance 

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en
http://www.gamingtechlaw.com/2019/03/italian-privacy-inspections-plan-1st-half-2019.html
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Data Protection Impact Assessments 

In accordance with the European Commission, a DPIA, a Data Protection Impact Assessment is a process 

intended to evaluate risks to the rights and freedoms of individuals. Specifically, it is intended to assess ‘the 

risks origin, nature, particularity and severity’, and to assess the ‘measures, safeguards, controls and 

mechanisms’ that are intended or are in place to address these risks in protection of individual rights and 

personal data. The assessment is intended to describe the processing and its purpose, necessity of the 

processing, and proportionality of the risk introduced in attempt to achieve the intended purpose served by 

the processing. The means for mitigation of the risk if indicated is then defined and detailed. 

The Article 29 Working Party (since May 25, 2018 replaced by the European Data Protection Board), 

defined criteria to be used in determining if specific processing introduces “high-risk to the rights and 

freedoms of a natural person”. If it is determined that high risk is introduced a DPIA or Data Protection 

Impact Assessment is required to be performed.  

The DPIA is a carefully considered process used to examine process risk through thoughtful evaluation, 

serves to demonstrate that a process is not harmful to individual rights, and that the process complies with 

the law. It is not intended to be a checklist, but a well-developed risk-based assessment. In general 

guidance, where more than one of nine (originally ten) specific categories are impactful, or one is likely to 

produce consequential impact to the rights and freedoms of individuals, a DPIA should be performed. The 

number of triggers is in debate with as many as 30 proposed and there may be variances by member state. 

New guidance has been provided removing the requirement that an evaluated process be reassessed every 

three years recognizing that risk should be continually monitored. The frequency of reassessment should 

be determined by the indication or degree of risk increase, business concerns, or on advisement by the 

DPO, or by the CISO. It is typical that the DPO and CISO would assist in defining the methodology of the 

assessment to be performed by the process owner and participate in evaluation of the outcome.  

HIGH RISK PROCESSING AND DPIA 

The following are categorized as high-risk processing by the Article 29 Working Party. They are likely to 

impose significant risk to individuals and trigger the need to conduct a DPIA. Local law defines others: 

1. scoring, profiling or predictions based on personal aspects 

2. automatic decisions which lead to legal consequences for those impacted  

3. systematic monitoring  

4. sensitive data (special category personal data and data that potentiates harm (financial, location)  

5. data which is processed in a large scale  

6. the merging or combining of data which was gathered by various processes  

7. data about incapacitated persons or those with limited ability to act  

8. use of newer technologies or biometric procedures 

9. data processing which hinders those exercising their rights, using a service, or entering a contract 
Figure 25 High risk processing and DPIA  
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PIA / DPIA 

Privacy Impact Assessments (PIA) and Data Protection Impact Assessments (DPIA) although similar in 

name are intended to be different and to serve different purposes.  

A PIA is a brief document and is not unique to the GDPR. There is no standard format, but to be effective, 

a standardized template should be developed and used across all projects within a company for ease of 

review, audit and approval. Although focused on the privacy implications of business opportunity or risk 

mitigation projects, innovations, or initiatives, a PIA is not overly different than the ‘one page’ project kick 

off or progress assessments we have used in information technology and process operations since the 

beginning of time. It was a signoff document.  

All projects or initiatives in business address a risk or pursue or explore an opportunity. As was the purpose 

of the one sheet, the PIA describes the risk or opportunity, and at a high level, documents the project. 

Typically, it addressed what the project is called, who has requested and sponsored it, its start and 

estimated duration, milestones, likely useful life, and end of life provisions. It defines the user community, 

any risk they might incur, and how they will benefit or be otherwise impacted, and the proportionality of the 

risk to the gain. It addresses requirements in people, technology, space, dollars, and operational care. Of 

course, it also addresses the purpose, how effectively it will meet the need, implications of not taking on 

the effort or its deferral, if a residual need remains unaddressed, and the means or metrics that will 

determine its effectiveness or success. It defines the needed teams, tools and methodology that will or has 

been used (if reviewing an existing project), and what is in place or additionally required for effective 

security, adherence to privacy, and operational controls. It should define how they will be tested, maintained 

and validated effective. It is an executive appropriate document and requires signoff at the appropriate 

levels of privacy management or leadership to be funded and approved. It also provides all of the basic 

descriptive information which then can be tested by use of a DPIA at a more granular level to determine if 

there are risks or impacts, potential negative consequence, unintended exposure, misuse or abuse of 

private information, or harm, to the ‘rights and freedoms’ of individuals. 

A DPIA is a risk testing assessment. A DPIA is also a process for compiling the ‘proof of test’ documentation 

appropriate to present to auditors and regulators. It demonstrates deliberation in conformance to proper 

practice and adherence to the protective requirements of the law. As with the PIA there isn’t a standard 

format or methodology for DPIA performance. Although specific conditions in general trigger or suggest the 

need for a DPIA to be performed, derogations of these under local law of member states introduce additional 

triggers and may require specific formats. Commercial tools are available to address DPIA. Although the 

ICO, CNIL and other privacy bodies offer guidance as to the performance of a DPIA, and there are bodies 

setting best practice guidance, the major requirements for the DPIA require four elements: 

• A description of the processing being performed defining why the personal data is being processed 

• The proportionality or necessity of the data processing being performed to the purpose intended 

• Who will be impacted and the risks and potential impacts on the individual data subjects and their rights 

• Measures and safeguards in place to control any risks and assure compliance to rights under GDPR   
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GDPR and the Data Protection Officer 

Notification of processing to the supervisory authorities as previously required under the Directive is not a 

requirement under the GDPR (Recital 89) in most cases and has been replaced by the requirement to 

provide effective procedures and mechanisms where processing is “likely to result in ‘high risk’ to the rights 

and freedoms of natural persons”.  There are member state exceptions to this. Finland for instance requires 

advanced notice to the Office of the Data Protection Ombudsman when automated processing is planned 

and launched and in debt or credit processing and other specific instances. Bosnia & Herzegovina requires 

notice to the AZLP on compilation of personal data filing systems. Iceland requires prior notice when 

electronic technology will be used in the processing of personal data or in the processing of data for genetic 

research (Data Guidance). Companies must implement appropriate safeguards to assure that the privacy 

of individuals is maintained and there is oversight. For many companies and particularly public authorities 

or public or private entities that monitor or process data on individuals in large scale (phone companies, 

hospitals, banks, utilities, etc.), this will require the appointment of a DPO, or Data Protection Officer.  

 

This appointment is particularly required if a company collects, stores or processes personal data 

considered sensitive, in specific, individual characteristic, affinity, affiliation, and behavior data. This would 

include physical, mental, religious affiliations, sexual preference, philosophic beliefs and political alignment. 

It would also include information regarding criminal offenses, charges, convictions, or records of 

incarceration. Whether the DPO is an employee, or the function is performed by an external service, or an 

advisor, and whether the function is performed by an individual or team, anyone designated to perform the 

function of DPO needs authority, direct executive access, and should not be encumbered by distracting or 

conflicting interests. EU employee status is required to hold the title of DPO, although the function can be 

performed by others. As a non-employee of our Italian affiliate operating remotely in management of privacy 

and security, I had the title of DPSA or Data Protection System Administrator to reflect my responsibility to 

perform these functions.  The appointment of the DPO affords a company some leeway. Decisions that had 

required the approval of Data Protection Authorities can more often be made locally under watch and 

direction of the DPO. There has been considerable discussion as to whether the CISO can assume the role 

of DPO or whether one could report to the other. To the best of my knowledge no opinion has been rendered 

on either. Some feel a dual role would present a conflict of interests. Others, a unique blend of 

competencies. 

 

The DPO will weigh in as to whether a Privacy Impact Assessment (Data Protection Impact Assessment) 

needs to be performed before introducing new technologies or new business processes to determine if they 

‘run a high risk of interference or impingement upon the rights and freedoms of individuals. 

http://www.gamingtechlaw.com/2016/04/privacy-impact-assessment.html.  

 

 

Attain – Engrain – Sustain. Change requires a long-term perspective 
 

http://www.gamingtechlaw.com/2016/04/privacy-impact-assessment.html
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Penalties for non-adherence with the GDPR or failure to provide adequate safeguards and protection of 

stewarded data are severe. Fines, the greater of Euro 20,000,000 or 4% of annual turnover for an operating 

company are possible, for performing activities in defiance of the law, as well as enduring significant events 

resulting from poor conformance. These fines are enough to get the attention of companies that want to 

engage or provide services to EU residents, while anywhere in the EU, whoever they are, and wherever 

they may be. Engaging a DPO is a protective decision for a company. Guidance, advisement, and 

education, and appropriate monitoring of compliance, responsibilities of the DPO, can help avoid costly 

missteps and failures. The DPO is not an implementor, but will serve an audit and check role, advise and 

monitor Data Protection Impact Assessments, cooperate and liaison to supervisory authorities, workers 

unions, and other jurisdictional authorities, and assess the overall risk of processing operations. The role 

would include liaison with those managing internal corporate risk and security functions, human resources, 

processes and policies, breach notice obligations, and review of processor contracts for conformance. The 

DPO is a reviewer, not responsible for the program, and as such, not liable under the GDPR. In fact, the 

DPO may be fined if too operational, a conflict of interest. It remains unclear whether the DPO may be liable 

for failure, negligence, inadequate guidance or performance under local laws. This has prompted one writer 

to suggest the need for officer insurance. (Jose Belo https://www.linkedin.com/groups/1243587).   

In past years, there has been considerable confusion as to what technology might be deployed in different 

states across the EU in accordance with law for the purposes of assuring information security, and what 

would be disallowed. Whereas under the Directive laws varied by interpretation for each EU member state, 

GDPR acknowledges legitimate interests in processing personal data for prevention of fraud, and for 

purposes of maintaining information security. This clarification and its application across the EU will 

certainly ease some of the decisions that need to be made as to technology deployment for the purposes 

of security, and reduce the cost and research required in developing a deployment plan that spans more 

than one EU member, or the EU in entirety. That said, any monitoring performed must be informed, typically 

by information provided at time of hire, time of deployment, or by information provided on the employee 

website, privacy policy, or in the employee handbook, and if needed, assessed by DPIA and approved by 

the DPO. In all cases the benefit needs to be proportionate to the stated purpose or concern for which it 

has been deployed, and in accord with the legitimate needs of the company. When informed of the use of 

monitoring technologies, and advised as to the purpose for its use, employees also need to be informed of 

potential consequences. 

 

Earlier in this chapter I presented a sample plan built from the perspective of a CISO tasked with oversight 

of a GDPR readiness project. It was designed to illustrate the major areas of effort that would be required, 

from establishing a position and developing a message, to being advocate and educator, to mobilizing a 

business. It listed specific projects that support each effort, from getting educated to raising executive 

awareness, to assessing readiness, gaps and establishing goals. It identified stake holders to be tasked 

with evaluating their business, mapping steps needed to conform to the law, and driving success forward. 

It was not a complete plan. An example. It needed to fit on one page. It did however demonstrate that 

although the enormity of the effort seemed staggering, it is achievable, and the process is manageable. 

https://www.linkedin.com/groups/1243587
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Preparing for the GDPR 

 
Most executives will be acutely aware of the GDPR by now. Some however, may still only peripherally be 

aware of the impacts of the law in breadth and scope, and in the investments in reengineering that likely 

will need to be made, and will need to be coaxed to designate leadership, mandate cooperation, and align 

budget. The GDPR will impact people, technology, process, controls, and agreements. It will impact culture 

and fundamental business practice. This is often understated when discussing the law.  

As the CISO, it is not unlikely that you will be tasked to put the GDPR in context for executive leadership, 

business and operational divisions, and for staff. This requires clarification of obligations, and setting of 

expectations, regarding preparation, alignment of organization, and business impact. It requires fitting the 

GDPR in context of other legal obligations and technical standards, particularly those that define safeguards 

for data protection. This will include data retention policies, backups, and business continuity provisions. 

It will require targeted education for specific groups including human resources, and finance, as both are 

intimate with the personal information of employees. Processes may need alteration for compliance, 

background checks and maintenance of recruitment files for instance, or at a minimum, specific procedures 

and policies enacted. For those prior under the EU Directive, much is still familiar. 

Representatives of each business unit should be engaged to assure that the impacts on their business are 

understood and accommodated, and that needed information is brought back to their teams. These should 

be advocates and assure that department obligations to the process are met. The specific competencies 

of each area should also be leveraged. Marketing will be invaluable in communicating to the customer 

community. The legal department for working with processor contracts. And if a processor business to 

business relationship is in place, can assure that appropriate and required attestation of compliance is 

made. 

IT application developers and database teams will also need to be educated to understand and recognize 

personal data, identify repositories that exist, and the places and means by which processing or collecting 

occurs in existing systems. They also need to be taught to incorporate proper handling of personal data 

when retrofitting existing systems and processes, and in building new. Service tickets should be adapted 

to capture privacy issues and concerns, so these can be investigated and properly resolved while 

maintaining a record of the activity.  

A subsequent but no less important effort will be in communicating expectations to business partners that 

participate in data processing (processors). There should be an immediate request for assessment and 

attestation of compliance, intent and policy regarding compliance, and an expectation set that contracts will 

be revisited to satisfy GDPR. 

The employee community will also need to be informed about the GDPR, and specifically how it may affect 

the way they work and what is expected of them. They need to understand why specific systems or 

processes will be changed. They need to be brought current with human resource policies changed to meet 

the law. 
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Lastly, where business process is changing, and customer information handling is being changed, the 

customer community should be informed. They are all aware to be sure, at least we should hope, but should 

be informed of their rights, and your responsibilities to them under the law, and how you plan to achieve 

compliance. Keeping clients informed minimizes the managing of incidents, reduces complaints and 

confusions, and engages the customer in the process. 

 

Beyond the egregious potential for fines of 20 million euro or 4% of total annual worldwide turnover for 

major infractions, half that for lesser infractions, or judicial remedies for harm (Daniel Solove), GDPR will 

have a massive impact on business, corporate governance, interaction between companies and individuals, 

and the exchange of data across borders. Although not limited by them, Dutch authorities have issued 

tiered guidance on the basis for fines, these influenced by the duration of the event, number of individuals 

impacted, type of data, and speed to address (https://thenextweb.com/eu/2019/03/14/the-netherlands-

premieres-the-first-gdpr-fining-policy-in-the-eu/). The enormity and breadth of the law seems staggering. 

From executives to legal, finance, risk and compliance, IT, marketing, and human resources, how to 

respond to the new law will be viewed with as many different perspectives as there are constituencies within 

an impacted business. It addresses the borders we traverse and information we share, processors with 

which we partner, markets in which we operate, data we collect and use, and consumers that drive our 

business.  

It will drive the focus of IT analysts, engineers, system administrators, database specialists, helpdesk, and 

application developers. Project managers, privacy specialists, security experts, continuity teams, and 

business operations. Its impact will be felt by almost every employee regardless of line of business activities.  

 

It is not uncommon to see articles talking about some number of steps to GDPR compliance. There is 

nothing wrong with that. There are areas of focus in the law, and we all need a framework. But it is often 

from a perspective, an area of expertise. And an expert in one area, is not typically an expert in all areas 

touched by the law. I am certain that when an attorney, or a privacy specialist talks about protecting data, 

the breadth of that statement, though easily made, eludes them. As much so when the CISO talks to the 

changes in marketing and customer interaction. As much when any outside of legal discusses the intricacies 

and problems with establishing a legal basis for data collection or binding corporate rules. The CISO faces 

different challenges than does the GC and the head of corporate risk, will see the problem differently, will 

approach it differently, and needs to view it from a unique perspective to succeed.  

 

Of course, ultimately the plans will need to come together, not likely as a super plan, but as an achievement 

of coordinated, but disparate efforts, a set of swimmers each in lanes, each headed in a common direction. 

Sometimes one will cross another’s path, sometimes one or some spurt ahead of the rest, sometimes lag, 

but all working toward a collective vision of success. GDPR conformance for every company will be an 

adaptive, uniquely individualized, and reiterative process, working towards a common set of goals, but with 

a finish line that differs for each of us. Surprisingly, for many companies, compliance is a target still ahead, 

and for some the work has not even started.  

https://thenextweb.com/eu/2019/03/14/the-netherlands-premieres-the-first-gdpr-fining-policy-in-the-eu/
https://thenextweb.com/eu/2019/03/14/the-netherlands-premieres-the-first-gdpr-fining-policy-in-the-eu/
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Businesses have a short-term focus. A tremendous amount of energy has and is being expended. There 

will be very few that will fail to achieve some measure of success in compliance with GDPR. That said, 

there will be equally few that successfully internalize a privacy focused culture and sustain the focus and 

energy to operationalize GDPR compliance, to attain, engrain, and sustain, and that is where without care 

many will fail. 

 

Despite being law, and in a global context, GDPR is fundamentally not a legal problem. It is also to most 

astute corporate leadership not only an issue of penalties and fines. It is an issue of internalizing a pervasive 

and complex regulation into an operating business amidst a digital transition, globalization, an environment 

of cyber risk, competing agendas of personal privacy and security, other regulation, and the pursuit of 

competitive innovation. It is about oversight, culture, education, practice modification, technology, staffing, 

aligning the business interests, systems, and operations of a company, utility or municipality with those of 

our markets, and the consumer, in a way we haven’t before. GDPR is about business. The CISO should 

view it in that context.  

 

The ICO or UK Information Commissioners Office is an independent authority mandated to protect and 

uphold public rights and interests in individual privacy. They have provided a 12-step guidance for GDPR. 

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf. Also look to the tools for self-

assessment provided at the following link. https://ico.org.uk/for-organisations/resources-and-support/data-

protection-self-assessment/data-protection-assurance/.  

 

Privacy and labor laws protect our citizens from exposure, abuse, and 

exploitation. 

 

In the US, compliance with COPPA, FERPA, ADA, HIPAA's Privacy Rule, 

and similar regulations provide protection of sensitive and vulnerable 

communities from exposure of personal, health, and financial information, 

as well as unapproved disclosure of affinity and affiliation (military, 

education, religious, sexual, political, criminal, and organizational) data  

 

In much of Europe and elsewhere overseas, these affinity and affiliation 

categories are considered highly sensitive, requiring explicit controls, and 

even greater attention often than do financial or transactional data like 

account numbers, bank routing numbers, or personal ID 

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/data-protection-assurance/
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/data-protection-assurance/
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GDPR MESSAGING 

 

Sample Notification Statement to Employees, Customers, and B2B Partners 

 

The language provided below is intended as an example of the type of statement that may be appropriate 

to communicating to employees and clients about GDPR. It is intended as an example only and should be 

reviewed and evaluated by in house counsel and adapted as needed to fit to the needs of your company 

and the intended goals of the communication. 

 

 

On May 25th, 2018 new privacy law went into effect across the European Union. It is called GDPR or the 

General Data Protection Regulation. Any company that does business in the EU or with EU residents is 

required to adhere to GDPR.  

 

GDPR is law that exists to protect the individual from abusive and intrusive practices, both in the information 

targeted to them, and in the information solicited and collected from them. It assures that transactions 

involving the exchange or collection of personal information are fair, transparent and lawful, and defines 

remedies and recourse to protect individuals in the privacy they relinquish, and the information they share. 

It assures individuals have the right to enjoy and participate in online activities, purchases, and activities 

with the knowledge that the collection of their personal information is limited to only that required for the 

completion of the transaction, or establishment of relationship. It also assures that the information 

surrendered is properly cared for and protected. The GDPR protects individuals from excesses, 

annoyances, and abuses of privacy, and affords these protections towards any EU resident.  

  

GDPR improves business practices, assures that employees and customers are informed and given 

choices in the information collected and kept about them, and makes the conforming business, a better 

business. We as a company are obligated to comply and are undertaking the needed studies, gathering 

information, and making the needed investments as required by law. The improvements we make though 

targeted at the protection of EU residents, will improve the handling of information across the company to 

the benefit of all employees and customers, address our responsibilities under the law, and demonstrate 

our commitment to our employees, customers and business clients.  
 

Figure 26 GDPR messaging to clients 

 

Privacy benefits from technical controls but is not in its entirety 

addressed by them 
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SECTION 12a. CCPA - CALIFORNIA CONSUMER PRIVACY ACT  
 Figure 27 Notes on the California CCPA 

The CCPA or California Consumer Privacy Act is the first comprehensive ‘contextually cognizant’ 

privacy law to emerge in the US. Similar to GDPR, the CCPA considers not just personal 

information specific to an individual such as name, contact information, health, financial, 

employment or educational records, but the entire personal context of an individual, behaviors, 

traits, affinities, affiliations, purchasing patterns, browsing histories, and other information permitting 

association, individuation and attachment to household to be protected. Dissimilar is the focus on 

consumer data, exclusion of employees, data classes protected by other law, charities and more. 

   

Information generally available to the public is not considered personal information under CCPA if 

lawfully available from federal, state or local records. Also excluded from CCPA are commercial 

processing activities involving individual data collected outside of California even if collected from 

California consumers while outside of California. Data collected in California maintains its protection 

under CCPA even if the consumer no longer resides in California. Personal data used for 

commercial purposes within California regardless of where acquired is protected. Some commercial 

uses of data are excluded, or activities permitted for business interests without requiring consent. 

The CCPA goes into effect January 2020, but with a one year look back period. This ‘look back’ 

requires that companies focus on its provisions well in advance of the effective date, and 

specifically, linkage of individuals to their contributed data or data held about them. Similar to GDPR 

in some respects, extra territoriality for instance, there are considerable differences in focus for 

CCPA, to data in scope, commercial uses with consent or incentive, business definitions, exclusions 

from protection, deference to other law, rights, reach, minors, and preparations needed to conform. 

There is no cap to penalties under the CCPA. They range from $2500 per impacted individual per 

violation to $7500 if the violation is willful. There is also a private right of action granted under the 

CCPA. This private right of action allows additional potential penalties of up to $750 per individual or 

actual damages for disclosed, stolen, or inappropriately accessed information that had not been 

encrypted or rendered de-identifiable or adequately protected by security measures. A 30-day 

period to cure is permitted to avoid assessment of penalties or private right of action under CCPA. 

The CCPA grants the consumer specific rights and sets specific obligations for businesses to 

conform. An authenticated consumer may without fear or concern for discrimination, unfavorable 

treatment, terms, pricing, or denial of goods or services, twice in a twelve-month period request 

disclosure of the categories and specific information collected about them, categories of sources 

and third parties or types of third parties with whom it is shared, and the business or commercial 

purpose for its collection. They may request information held about them be deleted, or returned to 

them, and if returned electronically, in a usable format permitting the port of that data elsewhere. 

Where that data is collected for sale the verified consumer may request disclosure of the categories 



207 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

of information that are sold, and at their discretion opt out, disallowing the sale of their data. A third-

party receiving data whether purchased or shared with them may also not re-sell that data unless 

the consumer has been provided an explicit notice of that intent and an opportunity to opt-out 

disallowing resale. Businesses must comply with these rights, but the CCPA does provide for 

exceptions. Children must be 13 years of age or parental approval verified for sale of their data. 

Unlike GDPR, it is not sufficient to simply be a California company or have California based 

employees to be in-scope for the CCPA. Employees of a company, in California or not, are not in in-

scope for the CCPA. Companies are obligated to comply to the CCPA if they directly, or through an 

entity they control, or if an entity they are controlled by directly or indirectly, collects, receives, or 

processes the personal information of California residents. They also must meet any of three litmus 

test conditions. I have labeled these a size test, a volume of activity test, and a derived benefit test: 

Size Test gross revenue of $25 million or greater 

Volume of Activity 

Test 
buys, sells or shares the personal information of or from 50,000 or more 

California households, individual residents, or from the devices they use, 

whether directly or indirectly 

Derived Benefit 

Test 

50% of its revenues is from the sale of the personal information of or about 

California consumers 

 

Many companies doing business or soliciting markets in the EU and required to conform to GDPR, if 

also conducting business activities in the state of California will also require they be responsive to 

the CCPA. The positive of this is that much of the preparations made and focus given the GDPR 

with regard to data inventory, process work flow, data protection, incident response, and respect of 

the privacy rights of individuals which should already have been done will be applicable, at least in 

large part, to that required by the CCPA. That said, there are some significant differences and 

efforts needed to meet CCPA specific requirements of which a few are highlighted here. 

• GDPR identifies in-scope all personal information related to an identifiable, natural person. 

CCPA broadens this to include households that purchase or use products/services jointly. CCPA 

is not limited to electronically collected data, but any data from (about) a consumer 

• Requires an annually updated privacy policy or website describing consumer rights, methods for 

submitting requests, the categories of information collected or sold over the prior 12 months. If 

data is not sold that too should be disclosed. Clearly display a button or link entitled “Do Not Sell 

My Personal Information” describing the right to opt-out and enabling opt out via web page  

• Requires fulfillment of verified data requests within 45 days for the prior 12 months activity. For 

this an inventory and data tagging is needed to effectively associate the verified consumer with 

all information previously collected about them. Identify the categories of data that has been 

sold in the prior 12 months using 11 category labels specified in the CCPA matched to third-

party categories (also specified) in the CCPA 
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• Requires multiple means for requests or obtaining information, a website, toll-free number, etc.. 

• If offering financial incentives for the capture, use or sale of data, disclose those incentives. Any 

financial incentive program will require opt-in participation and a means to opt-out any time 

• Communicate requests for deletion (correction, modification not covered) to service providers. 

CCPA does not dictate data currency, correctness or completeness controls or establish a right to this 

• Effective security and de-identification including encryption are defensive to damage clams.  

• Breach notice requirements. 

• CCPA governs as statewide law superseding lesser jurisdictions but is preempted by federal law. 

Where other laws governing privacy intersect, law granting the greatest protection controls 

• CCPA will not apply to data protected under the Confidentiality of Medical Information Act, HIPAA, 

and comparable laws, or to a medical provider governed under such statutes, or with the possibility of 

exceptions, to data collected in conducting a clinical trial or to charities and non-profit organizations. 

 

Consequential data can be breached, compromised, disrupted, or lost 

through inadequacy or insufficiency of controls, or the vulnerability, extent, 

porosity or complexity of the attack surface we present, or where the 

exploit is attractive due to target recognition or profile.  

This is as much an issue for high-risk company confidential data, 

proprietary intellectual property, privileged communications, technical 

specifications, or trade secrets as it is to individuating personal data.  

But although each may be business mission critical and similarly secured, 

only the latter is governed under the GDPR or CCPA 

 

An excellent searchable compilation of the articles of the GDPR online 

https://gdpr-info.eu/ 

And then at the intersection of law and just exceptionally cool there is Prisca … 

http://www.gamingtechlaw.com/prisca-gdpr-chatbot-dla-piper 

Creator: Tommaso Ricci, Founder, TechnoLawgy   

https://gdpr-info.eu/
http://www.gamingtechlaw.com/prisca-gdpr-chatbot-dla-piper
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 13.   INVENTORY, CLASSIFICATION AND DATA RISK 
 
 
As stated earlier, where you can't have privacy without security, implementation of any effective program 

of privacy or data protection is dependent on understanding areas of consequential risk, so that an effective 

plan can be developed to address it. Compliance reviews should assure that an effective program of 

consequential data identification, inventory and classification is in place, and that there is appropriate 

prioritization of risk, directed spend, and risk mitigation efforts. An understanding of risk and an appropriate 

classification of data also permits the establishment of a program of authorized and acceptable use for 

specific data types.  

 

Technology is emerging for the search, inventory, cataloging, and protection of specific classes of data, 

and the automation of privacy studies. Some of these couple the capability to locate sensitive data stored 

at rest, with the ability to detect, apply policy and take appropriate actions when sensitive data is in transit 

across the network, encrypting PII copied to flash media or requiring authorization for instance. Ironically, 

some that monitor access and activity to predict malicious intent of insiders or Data Loss Prevention or DLP 

systems technologies in use for data loss protection that 'read, inspect and monitor' the movement of private 

data 'across the wire' in attempt to protect against exfiltration may themselves raise privacy concerns under 

worker’s rights and federal and state wiretap acts and similar laws globally. Healthy skepticism in the 

application of controls is appropriate. Those that impinge on privacy should be scrutinized and not tacitly 

accepted. Security is critical to business success and effective operations. So are people and their privacy.  

Sensitive data elements 
 
In the United States, privacy, and reporting obligations on detection of breach of privacy are embedded in 

federal laws, agency regulations, and in state privacy statutes. Definition as to what constitutes sensitive 

‘personally identifiable information’ or PII varies state to state, and changes over time, making any list or 

compendium of PII data risk elements suspect at the start. In Europe privacy is less tied to data elements, 

and more to the context in which data is collected, cared for, used and exposed, so a list approach is even 

less relevant there. With varied approaches from Canada’s PIPEDA, privacy regulations for Russia, Asia, 

Australia, Latin America and elsewhere globally it is evident that this is a very difficult undertaking.  
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Corporate data including compensation plans, client lists, sales plans, and financials, privileged and 

confidential attorney communications and work products, and crown jewel IP including designs, art, 

formulas, and patentable works, all of which make a company competitive, from a corporate sense are all 

highly confidential. These are private matters of a company, protected at great effort, the exposure or loss 

of which would be disconcerting and often damaging, but impact businesses, less so people. In that sense, 

these are treated more as matters of business protection and less as matters of privacy. These exposures 

though often protected in much the same way technically, organizationally are treated separately from that 

considered personally sensitive, matters managed by Human Resources and Legal Departments and 

protected by law, insurance, and statute.  

 

Sensitive data, (PII, PHI, PCI), is that which is significantly individuating in exposing details about one’s life, 

exposes private and personal matters of health, or credit, for individuals. Sensitive data if exposed, is 

attributable to an identifiable person, sometimes with the test of harm or the potential for harm, or fits to 

categories of personal data as applied to vulnerable communities and protected under US federal regulation 

(HIPAA, COPPA, ADA, FERPA and others).  

 

The data collected, processed, transported, and stored by a business application determines the 

confidentiality and sensitivity classification of that application, not its exposure. More specifically, the 

confidentiality and sensitivity of an application is as high as the most confidential or sensitive data elements 

it contains. If a data element is sensitive, the application that holds or processes it is sensitive. If the highest 

risk data element in an application is of moderate risk, the application is moderate risk.  Exposure is a factor 

of the placement of the application, and appropriateness and effectiveness of controls, for example, whether 

behind multiple firewalls accessible to a limited group, protected by source controls and other access 

restrictions or placed in the DMZ at the periphery of corporate defenses. Equally, it might be in the cloud, 

configured for ease of access and availability to a community at large. Both confidentiality and sensitivity, 

and exposure are important and should be considered in any review of data protection and privacy. 

 

This next section introduces some of the elements required to conduct a privacy study and develop a 

privacy program. These elements are reviewed in some detail in the Taking Steps Towards Reducing the 

Risk of Data Breach Workshop. I will follow with some thoughts on the stewardship of data and responsible 

access in its use. With some of the background behind us, I will then introduce the workshop itself.  

Encryption is an important piece of a protective strategy, but one piece, 

which along with other tools, means, and processes for breach mitigation, 

comprise a strategy, not a statement of sufficiency. It is also not a 

guarantee, that if compromised it is in fact, or will be considered adequately 

protective when evaluated for due diligence in court, by regulators, or for 

purposes of insurance  
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Assessing data risk requires we understand the processes we perform, why they are important, and how 

they are exposed. This requires we know our business as an enterprise, constituent entities, operating 

divisions, the processes each performs, sub processes and component tasks, and if automated, the 

applications involved in the process. It requires we know the sensitivity of the data and how it is exposed.  

If applications and operational processes inherit risk from the data they process, where applications and 

processes are high risk, the workflows in which they participate are high risk. Businesses inherit risk from 

the communities they serve, business they do and the means by which it is performed.  

Data Classification Standards and Guidelines 
 

There are numerous data classification standards in use across higher education, municipal and state 

government, federal agencies, and in the private sector. The chart below details some of the goals for an 

effective classification. 

An effective classification should: 
 

- apply equally to data, applications that engage that data, and the systems and infrastructure that 

participate in that process 

- define and govern access to data 

- identify the ownership and care structure of the data, application, or supporting system and 

infrastructure – owner, manager, steward, administrator, user 

- designate a recognizable risk classification – high, medium, low risk; red, yellow, green; a means 

easily communicated and understandable by end users 

- or designate a pseudonymous classification for tagging, recognizable by internal users, systems, 

and policies, but obfuscates the significance from intruders 

- identify the basis for the classification – confidential, regulated, sensitive, privileged, asset (crown 

jewel intellectual property) 

- assess the impact of compromise to a specific class 

- designate the protective mechanisms required for that class 

- designate the privilege and credentials required for administration and care  

- designate the access privileges required for use 

- activation, duration, and predicted variance over lifecycle of the classification 

- a mechanism for elevation, demotion, or change of classification or ownership 

- designate required authorizations, care, and approved use by class 

- define approved mechanisms, times, and sources in a governing usage policy 
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Tools of the Privacy Study 

1. Table A: PII Sensitive Data Element Risk Chart – A privacy review leads critical stakeholders, DBAs, 

and application developers through the process of learning what PII sensitive elements are, and where 

to find them. It sets them off to identify the applications that contain sensitive data and to identify what 

specific sensitive data is captured. This is used to construct Table A; the PII Sensitive Data Element 

Risk Chart, enabling the ‘grading’ of the risk level with the help of in-house counsel, for each sensitive 

data element captured, or processed, in your environment. I find it visually and conceptually helpful to 

view these data elements as ‘green, yellow and red’ elements, with red elements being those of highest 

exposure. If surname and title are exposed, both lower risk elements offered freely on a business card, 

it is a low risk exposure represented in green. Surname and sexual orientation are very high risks to 

privacy and indicated so as red, a high risk if exposed. 

 

2. Table B: Application Exposure from PII Data Elements - Applications are sensitive if they collect, 

modify, use, retain, or expose personally identifiable information about employees, consumers, 

business participants or any other group for whom privacy of stewarded data should be expected. The 

degree of that sensitivity is dependent on the degree of sensitivity in the data elements individually, and 

an application is as sensitive as the most sensitive of the data elements it captures, holds, or uses in 

this context. An application or process is red if it contains red elements. This chart (see arrows) 

highlights the data elements in an application and the resulting PII exposure.  

 

3. Table C: Data Protection and Approved Use Matrix - Having made the determination that not all 

data or applications are the same, and that some are more sensitive (or in some cases more 

confidential) than others, it is reasonable to assume that the management, handling, and approvals 

required, or the usage allowed for specific applications and data will differ with the degree of sensitivity. 

A data protection and approved use matrix helps define not only how an application or its sensitive data 

elements should be protected and secured, but also the policies, needed authorizations, and approvals 

for use. Functionality of the table can be increased by use of color mapping and behavior codes 

illustrated on the page following (note numeric entries in matrix). This type of chart lists approvals, 

activities allowed, and controls required. We manage red processes differently than green, and they 

need different approvals, requirements for use, and protection. 

 

4. Security Maturity Model – This maps data risk levels to appropriate risk matched controls, so data 

that is high risk, is protected by appropriate high-risk controls. It is where protective strategies are 

defined, and gaps revealed.  

 

5. Taking Steps Towards Reducing the Risk of Data Breach Workshop – This educational workshop 

is designed to walk an organization through the process of identifying consequential data, assuring it 

is properly handled and protected.  
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Table A: Example of the PII Sensitive Data Element Risk Chart 

PII Data 
Element 

When combined with: Risk Action Likely Required 

Last 
Name + 

First Name Low None 

 Title  Low None 

 Company Low None 

 Business Address Low None 

 Photograph Moderate Monitoring 

 Home Phone Moderate Monitoring 

 Cell Phone Moderate Monitoring 

 Login User Name High Possible Reporting 

 Password High Possible Reporting 

 Salary and Compensation Very High Reporting likely required 

 Bank Routing Information Very High Reporting likely required 

 Criminal Records Very High Reporting likely required 

 Medical Records Very High Reporting likely required 

 Sexual Orientation Very High Reporting likely required 

 Physical Characteristics Very High Reporting likely required 

 Figure 28 Risk table example: sensitive data elements 

Note: For illustration, only. Assignment of risk, sensitivity and proposed action is arbitrary, may be 
determined or influenced by the specific combination of data elements exposed, and likely will not be true 
in all companies, states or jurisdictions or under non-US Data Protection Laws. Check with legal counsel. 

Breaking down a complex structure to micro elements through 
segmentation and component specialization is an architectural strategy to 
reduce management risk. But each micro element requires management, 
protection and intra-process communication. Complexity is distributed. We 

cluster and containerize for structure. As organization changes, risk moves.  
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Table B: Application Exposure from PII Data Elements – extrapolating application risk 

Business Owner APPLICATION Employee, 
Client, or 
Vendor 

Data 

PII Data 
Elements in 
Application 

Source Access PII 
Exposure 

Employee 
Services 

Employee 
Support 

Employee First name, 
Last name, 
Email 

Help Desk Staff D - Low 

 

Manufacturing Operator 
Schedule 

Employee First name, 
Last name. 
Email 

Foreman Foreman D- Low 

Information 
Technology 

Assets Employee First name, 
Last Name, 
Phone, Office 
#, Email, 
Asset tag, 
Description 

HR Database IT, HR, 
Facilities 

C - Mod 

Marketing Loyalty Cards Client First name, 
Last name, 
Email, Phone 

Client 
Registration 

Marketing C - Mod 

Marketing Recognition Client First name, 
Last name, 
Email, Photo 

Client 
Registration 

Marketing C - Mod 

Marketing Mailing Client First name, 
Last Name, 
Phone, Email, 
Account ID, 
Interests 

Client 
Registration 

Marketing B- High 

Sales Sales System Client Name, Email, 
Phone, 
Purchase 
Tier, Last 
Purchase 

Sales System Promotions B-High 

Finance Payroll Employee Name, Email, 
Phone, 
Salary, Bank 
Routing #, 
Employee ID 

HR, Finance Payroll, 
Admin, HR 

A   

Very High 

Human 
Resources 

HR System Employee Name, Email, 
Phone, ID, 
Veteran, 
Medical, 
Discipline 
Status 

HR HR, Legal A 

Very High 

Figure 29 Risk table example: application exposure 

Note: For Illustration, only. Assignment of risk and sensitivity is arbitrary. Check with Legal Counsel. 
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In its simplest form in a green, yellow, red world, where red elements produce our greatest exposure, and 

green our least, whether from the perspective of mapping cyber exposures, continuity, or data protection 

risks, this is simply a statement that we are only as secure, and effective, and our efforts only as clean and 

complete, as the greatest of our residual exposure, or as the saying goes, our weakest link in the chain. 

Where one application or process in a workflow is at risk, the workflow is at risk. If all the endpoints in a 

company are protected against malware except one, if exposed, the risk to the company is high, despite all 

other mitigation efforts elsewhere. If one gate is left open, the locks and chains on the others may not 

matter. If one laptop carrying sensitive data unencrypted is lost, the impact is high regardless of how well 

all others were protected. Of course, most protected is better than none protected, but try explaining that 

to the judge if it is the unprotected asset that is compromised. 

 

Every deed will need, feed, lead, or breed another. As much as this is true for individual behaviors, this is 

true of applications, processes, defensive investments, and of business workflows. Just as an application 

or process is as sensitive as its most sensitive element, a workflow derived of sensitive applications or 

processes is a sensitive workflow, and all component processes should be examined and protected as 

such. A payroll system is both sensitive for the financial information it holds, and the personal and sensitive 

data it derives from the Human Resources System that feeds it. Tax, Pension and Investment Systems are 

each sensitive, and participate with Human Resources and Payroll in a sensitive workflow. Each are 

sensitive both because they are, and because they participate in a workflow that is. Examining one part of 

a workflow is insufficient. 

 

 

Intrinsic and Derived Sensitivity in a Corporate Workflow 

Human 
Resources 
System
• Personal
• Sensitive

Payroll 
System

Tax
Pensions

Investments
Insurance
Medical



216 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Personal data participates in numerous workflows and are often not linear 

 

  

Human 
Resource 
System 

RECRUITMENT INTERVIEWS ONBOARDING 

PAYROLL 

TAX 

Pension 

Investments 

Benefits 

Background 
Checks 

Emergency 
Notification 

Third Party 
Investigators 

Business 
Continuity  

Consultants  

Terminations 
& Departures 

 

Asset 
Management 

Facilities 

Phone  

Office 
Management  

Loaned Assets  

Executive 
Protection 

Executive 
Compensation 

Training 
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Policies that dictate approved use and required authorizations in the access and use of data should not 

be overlooked. These behavioral controls, as much as any technology, are protective controls, whether 

applied to personal data, or any other class of consequential data assets.  

Table C:  Data Protection and Approved Use Matrix – authorization and allowed 
use 

 Exec 

Authorization 

Dept 

Head 

Onsite 

Only 

Secure 

Device 

Personal 

Responsibility 

Low risk 

Discretional 

Corporate 

Confidential 

      

Regulated       

Privileged       

PII 

Sensitive 

      

High Risk 

IP 

      

Moderate 

Risk Data 

      

Low Risk 

Data 

      

Promotions       

Cleared for 

Public Use 

      

Figure 30 Data protection and approved use matrix 

This format permits authorizations and allowed uses to be defined in a maturity format, such that specific 

categories of data risk require specific controls. These might include technical controls, authorizations for 

use, permissions, access and transport restrictions and other limitations. Numeric behavior codes can be 

used in the diagram above. A sampling of Behavior Codes is listed on the page following.  
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Coding behavioral policies for the Data Protection Matrix 

 
The list below is an example of a coding model that increases the usability of the Data Protection Matrix. 

Of course, the use of codes is optional, some might opt for a simple check mark or textual comment. The 

coding categories should include all the needed approvals, authorization of behaviors and required 

protections for a given class of exposure. This list is just for example. Each business should fit appropriate 

controls as dictated by internal policy. Input codes or text from table below for each policy category: 

 

1. Yes, access and transport is permitted 

2. Requires password protected media or system 

3. Requires encrypted disk media or system 

4. Requires encryption, password protection for specific file 

5. Requires encryption in transmission 

6. DRM and Watermark 

7. Log, remote track, or remote wipe 

8. Business data owner approval 

9. IT approval required 

10. Legal written approval required 

11. Executive authorization required 

12. Onsite use only 

13. Approved for public distribution 

14. No, unauthorized access is not permitted 

Figure 31 Coding categories for behavioral use matrix 

 
 

 

Whether Cyber, Enterprise, Point of Sale or Industrial Control Systems, 

Data Breach, and other attacks can be difficult to detect or recognize, 

devastate swiftly, and sometimes, wherever they have gained access, 

irreparably, and if uncontrolled or unimpeded, completely 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 14.   TAKING STEPS WORKSHOP 
  
 

 
Taking Steps to Reduce the Impact of Breach 

 
 

Many have made significant investment in technical defenses but do not have a firm understanding of the 

basis of the risk to their business. Regulatory compliance demands a risk assessment so that a defensive 

strategy and mitigation plan can be developed, but knowing risk requires we know our data, its sensitivity, 

vulnerability and the consequence of its exposure. It requires we understand the processes we perform and 

why they are important. To be effective an awareness or risk consciousness needs to integrate to the 

business. 

 

This is a need common to almost all privacy and security regulation. The taking steps workshop is intended 

to be a group exercise in understanding the business and its risk. It is a means to guide the gathering of 

information required to begin developing our risk strategies for security, privacy, and for business risk 

overall. It is just a beginning. The purpose of this as all workshops is to educate and to motivate, and in this 

case, bring an understanding of risk to the stake holders that own it. 

 

Any business is the sum of the processes that it performs in achieving its purpose or mission. In this 

exercise, the group in entirety, or a sub-group selected for their breadth or specific area of knowledge, will 

be asked to identify the ‘material’ processes of the business. These might be processes performed by a 

customer through an online system, an application executed in-house, by the activities of staff performing 

operational tasks for the business, or by an external partner.  

 

The goal for the workshop is education, but also participation and discussion. This is the opportunity to 

share concepts and to pass on information that all parts of the business need to hear and internalize. It is 

also an opportunity for hearts and minds. 
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The basis of this workshop is to collect information from stake holders, operations staff, technical teams, 

management and security about how things work so that these can be documented and mapped, and 

risks assessed. It starts with asking questions like “In your area of the business do you collect information 

that identifies individuals? What kind of information do you collect? What do you do with it? Do others use 

that information? Who?” Develop a dialogue through probing questions. Encourage discussion. Examples 

of discussion are given in the following examples: 

 

Exercise 1. Discuss which business processes are material processes, and why. The end goal is a list of 

the processes of most importance to the business in simple language. Be comprehensive. For example: 

• Customers apply for policies 

• Customers make changes to policies on-line 

• On-line requests are pre-screened for validity and completeness 

• On line requests are submitted from web server to back end processing systems 

 

Exercise 2. For each process, list, name and describe the applications that participate in the process 

• Client portal providing customers access and modification of their accounts 

• Authentication system that validates their access credentials allowing access 

• Back end system that runs underwriting assessments  

 

Exercise 3. For each process inventory the consequential data we capture and use, or start with the 

applications and identify the data types and elements they process or hold 

• Individuating data that identifies individuals where data is of low sensitivity 

• Individuating data that is of greater sensitivity in the data it reveals about an individual 

• Individuating data that puts an individual at potential harm or impacts a vulnerable individual 

• Business confidential data 

• Privileged communications 

 

Exercise 4. List and map the technical assets housing data and applications. IT may take this offline. 

 

Exercise 5. Identify the third parties to whom data is exposed or with which data is shared 

 

Exercise 6. Define the workflows through which data moves, transfers or is shared. Identify the systems, 

applications, departments and third parties that participate in those workflows 

 

Exercise 7. Define potential risks to each business; material process; consumer; system or application 
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Positive outcomes and opportunities that can be derived from the workshop: 
 

• Learn where data risk is introduced to the business. Identify the centers of activity most likely to capture 

and store PII (personal) data. Do the same for company confidential, privileged, or high consequence 

‘crown jewel’ IP assets, both inside the company and with external partners. 

 

• Establish an inventory of the applications that capture or contain PII, PCI, PHI data and specifically 

what specific data elements are captured or stored. List the specific data elements by application. 

Similarly assess the data contained in files, messages, text messages, paper, voice, or other category 

of data to determine if any of these may be more sensitive than others and require specific protection 

or treatment. 

 

• Categorize the data and grade the risk associated with each sensitive data element. Medical 

information is sensitive. Office phone number is less so.  

 

• Assign a risk level to each application based on the risk ratings for each of the data elements captured. 

If data is considered high risk data, an application containing that data is a high-risk application.  

 

• Know what you have and if you still need it. Identify and purge any data and applications that are no 

longer needed or for which you no longer have the right to keep. This will reduce your risk surface and 

decreasing the universe of applications that you need to codify. 

 

• Know what you have and where you have it. Assure that there is an inventory and map of all systems 

and storage for the enterprise with clear knowledge of where all data and applications, sensitive, 

confidential, and not, are housed and processed, and where on the network they reside.  

 
• Build a security maturity matrix mapping risk prioritized applications to required risk mitigating controls.  

 

• Know what you have that is sensitive and confidential and how it needs to be protected. Use the map 

of the inventoried systems and determine where the sensitive and confidential data and applications 

are housed. Confirm that enterprise and incremental specific defenses including technical, operational, 

and administrative controls are in place and are adequate for that class of data as defined by the 

security maturity matrix. Encryption, password, and other means should protect sensitive data to limit 

exposure. 

 

• Define the specific protective controls required to be applied to each class of sensitive data. For 

example, what controls are needed for high risk sensitive data as compared to low risk data. 

 



222 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

• Evaluate enterprise controls in place against the maturity matrix. Identify control sufficiency deficits. 

Determine whether the enterprise protections are sufficient or specific protection is incrementally 

needed.  

 

• Define a usage policy for apps and data. For instance, determine what authorization is needed to 

access high risk data, whether on site or remotely, by mobile device, or for use in the cloud, and under 

what specific controls and authorities these are permitted. 

 

• Develop a plan and process for monitoring and detection of breach. Perform scans, test potential 

vulnerabilities and points of entry, and check logs routinely. 

 

• Develop a policy for response on breach of data by risk class. Any breach may have financial, brand 

or reputation consequences, but some may have legal or regulatory consequences with specific 

requirements and time requirements for reporting breach with data loss (PII, PHI), varying by authority 

and locality. 

 

• Define the Crisis Management Team required to address data breach, manage the process of 

disclosure reporting, manage communication and message, and the decisions and process to engage 

law enforcement. 

 

• Implement a process of change management that assures newly introduced data risk is identified and 

mitigated. 

 

• Leverage insurance protection to lower the cost of breach for specific risk classed data, applications, 

and systems. 

 

• Affirm policies in place and in use for data backup, retention, use, offsite storage, disposition, and 

provisions for continuity. 

• You have an opportunity. You have engaged the subject matter experts and key stake holders of the 

business and you have their attention. This is a defining relationship, an opportunity for partnership, 

confidence and message.  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 15.   INCIDENT / CRISIS MANAGEMENT 
 

 
Calamity periodically disrupts every operating business, from the inconvenient nuisance event, to the 

catastrophic. From weather, building fires, and cyberattacks, to crisis of credit, currency, sovereign seizure 

of assets, or market or supply disruption; from employee abduction, product related crisis, active assailants, 

or implication in fraud, crime, or executive misbehavior. Increasingly, we need to detect, track and manage 

disparagement and assaults on reputation and incitement in digital media and social communities that can 

escalate to protest, riot, boycott, intimidation, threats, or violence.  

 

Malicious breach, data destruction, disruption, alteration, unauthorized access, disclosure, exfiltration, or 

isolation for demands (ransomware), are each a constant threat. So is accidental data loss or unintentional 

exposure. Where protective efforts are ineffective, or data is improperly exposed, we are at risk of violation 

of data protection and consumer privacy laws, some imposing egregious penalties. The same where 

technical defenses or operational practices are insufficient in protecting the identifying credentials, or the 

intimate personal, health, affinity and affiliation privacy of consumers, employees, and others with which 

we engage, and for whom we steward information.  

 

Private, consequential, and confidential data will likely at some point be exposed, whether in data loss or 

compromise events that impact us directly, or that impact our partners, here, overseas, or in cloud. We are 

at risk to services or resources we procure where we are protected only by contract. Breach and loss of 

client data in the cloud is data lost by us, not by the cloud provider, and this will be true in the perception of 

those whose entrusted data may have been compromised and is true under every law and every statute 

without any exception of which I am aware. Regulation is increasingly broadening the definition of breach 

to encompass all the above, particularly in Europe, but also elsewhere, and expanding the circumstances 

that might trigger reporting, penalties, and obligations for compensation and reparations for harm.  

 

Cyber raises the stakes as phishing, social engineering, hacking, and malware permit intrusion, access, 

theft and destruction, denial of service attacks cripple business, ransomware holds data hostage for 

payment, and social misinformation campaigns distort perspectives.  



224 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Modern business does not operate in a vacuum. We are the sum of employees, consultants and partner 

relationships. We do business, local, global, and virtual. We confront and manage business impacting 

incidents and events. Some of these may be external or adversary inflicted. Others will be internal, some 

malicious, some not, but damaging just the same. These will come from trusted executives, employees, 

and contractors, through exploits, intentional misbehavior, careless acts, or accidents, or through the 

actions or vulnerabilities of partners. When considering enterprise crisis management, it should be in the 

context of all of this. 

 

There is often debate about the differences between events, incidents and crisis. I prefer not to get off track 

with that discussion so will spend just a few moments here to clarify my perspective. Consistency in the 

use of terminology is important, but I think we often get too caught up with the categorization. What we call 

any specific situation may be less a function of precision in communication, and more purposeful 

management of perception through crafted language in accordance with the messaging plan.  

 

• From the technical perspective, some view an event as a system recordable activity of significance. It 

can vary from the starting of a device or process, to the logging of an interruption, anomaly or failure.  

 

• Jim Mitchell, a BRP (Business Response Planning) specialist describes an incident as a “disruption in 

operation that starts with the reporting of the incident and ends when operation is returned to its original 

state”.  

• Mitchell also notes that a crisis could be a result of rumors, product defects, adverse publicity, negative 

social media activities, or actions of employees, distributors or suppliers which reflect poorly upon the 

organization.”, defining crisis management as the “plans for and actions taken to protect and defend 

the reputation of the organization, its brand and its products / services”   

https://www.ebrp.net/incident-management-crisis-management-very-different-often-confused/ 

 

 

 

 

 

 

 

 

There are those that hate us, and those we hate, and the math for that 

leaves that condition true for at least the next two generations, and likely 

beyond. Terror has gone digital. 
  

https://www.ebrp.net/incident-management-crisis-management-very-different-often-confused/
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I understand why the concern for accuracy in terminology. Accuracy and precision in terms though is not 

always easy and may be a matter of perspective.  

 

• Often, the lines seem blurred in what flows from seemingly minor technical events, to the component 

failure incidents that follow, to the inevitable operational crisis that impacts business. The speed from 

one to another is often much faster than one could imagine in what seems to be just a miserable day 

with a lot of moving parts, one flowing inexorably into the other, limiting clarity.  

• And, what is an incident to a company of one size, with given resources, expertise and operational 

maturity, without doubt, is a crisis to another that lacks them.  

• Equally, the language used, whether event, incident, or crisis, will depend on the audience. Prudent 

management often avoids use of terms like crisis when communicating to the press or investors, to 

prevent exacerbation of the event, and to manage perceptions. 

How an event is managed and by whom is typically a function of the severity and nature of the event and 

the size and maturity of the company. A large or multinational company will undoubtedly have a formalized 

crisis response team that takes the lead in all but the most sensitive of events.  

 

An Incident Management group assesses and manages the communication and information flow to 

executive leadership as dictated, and the mobilization and coordination of operational, technical, legal and 

business response. A smaller company may not have the resources to dedicate to an incident response 

program and will designate an individual, conscript a LOB (line of business) representative as they need, 

or respond to crisis as they arise ad hoc. Many treat managed incident responses as a component of the 

Business Continuity program along with Disaster Recovery. 

  

In line with the definitions of incident and crisis offered by Jim Mitchell on the previous page, some treat 

enterprise impacting crisis management, as something different and apart from the interruptive, but non-

existential ‘incidents’ they can delegate. An executive or executive crisis management team addresses 

those issues that threaten significant revenue, investor confidence, executive safety, or brand and 

reputation.  

 

In highly regulated companies, or for critical infrastructure, the mandates for an incident management 

program are broad, encompassing physical, technical and operational threats. They need to be to meet the 

requirements of compliance with most regulation and adopted standards or certifications. Boards expect 

competence and coverage, as do investors, partners and clients, and increasingly, laws. At a minimum, 

these designate an executive to provide oversight, identify key internal members and needed external 

parties, service vendors, and specialists. They define roles, testing, training and rehearsal, and 

communication between team members, within the company, and externally. They leverage an 

understanding of assessed and prioritized risk to define a plan for response. 
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The response to an incident will vary. The approach, participants involved, level of authority, and area 

specific specialists required, are largely situation dependent. They are dependent on whether authority and 

area governance are centralized or federated, whether localized or geographically distributed, whether 

multinational, multi-jurisdictional in terms of law and regulations, and the responsible authorities applicable 

to the event. Where executives, law enforcement, legal, insurers, area specialists, negotiators and 

extrication specialists will be mobilized in an executive abduction, and where human resources, facilities 

management, communications, and public health officials will be engaged on a health matter, the response 

to a cyber-attack on a manufacturing facility will require very different resources and expertise.  

 

The approach to an incident is dependent on the visibility and duration of the event, company culture, and 

the potential for negative or criminal implications, ramifications, and outcomes. It may differ if chronic, 

whether the company is operating under mandate for oversight by a managing board, court or regulating 

body, presence of a formalized crisis response group, and the specific personalities of the executives in 

control. The nature of the event very likely will dictate the inclusion, and degree of involvement of the CISO, 

CIO and other executives. Incident response is not one size fits all, but all incident response should be 

managed with oversight, default authority granted to the specialists, with adequate access to the tools and 

resources for response, and leveraging external expertise as it is needed, communicating status, obstacles 

and outcomes through the oversight executive to leadership.  

 
Management of enterprise crisis will involve multiple crisis planning, response bodies, and teams. These 

may be comprised of internal resources at the executive level providing oversight, authority, and approvals 

for disbursement of funds. They will also include internal resources at the operational level for 

implementation, coordination with insurers, and engaging external resources for advice and specialist 

expertise. Both formalized and ad hoc communication between oversight and implementation teams is 

required for coordination and effective implementation.  

 

Delegated or default authorities are often required to respond to fast moving or highly technical events like 

cyber, or active assailant events where there is little time for discussion or consensus opinions. Briefing 

may be after the fact, with the executive body providing review and management of issues secondary to 

the event. This is often the coordination and delivery of message within the company, to business partners 

and investors, press, and civil authorities. 

 

An incident response program requires capable response teams, under an effective structure of 

governance, assessing risks and preparing for them, educating the community, and effectively detecting 

and responding to events that unfold while providing communications properly and timely with a clear 

message to all concerned parties.  It will address incident assessment, mobilization of response, post 

response secondary events which may occur, and post incident evaluations of response performance.  

 

There are some aspects of an incidence response that are required irrespective of the event. These are 

the characteristics that provide structure to the program and ultimately, to the actions, speed and 
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effectiveness of actions taken. These are accountable executive oversight, authority to act, default 

authority, preparation as best possible which may simply be having the best people adequately trained, 

access to needed resources, a clearly defined message for line of business and operational heads, 

employees, and for external reporting, and a protocol for how it is communicated. It will include identifying 

critical partners, negotiating terms and costs in contract and implementing Master Services Agreements 

and Non-Disclosure Agreements in advance of an incident occurring. Specialist counsel, investigators, 

hostage negotiation and extrication specialists, digital media investigators, cyber specialists, facilities 

restoration and data restoration companies should be identified and included in the response planning and 

preparation along with standard utilities (electrical, plumbing, air conditioning and environmental), and law 

enforcement and public safety relationships.  

 

Other aspects of incident response will be specific to the event and require expertise. Destructive malware 

infiltration will require IT and technical security specialists to contain, identify, and eradicate the infiltration, 

and restrict its propagation and spread. They may require specialists from outside or law enforcement 

resources to get control of the attack. The preparation done in advance including identifying and mapping 

of systems and data and knowing what is most consequential, and what has been impacted will be critical 

to any specialist providing response assistance.  

 

By its very definition, regardless of the type of incident, an incident response is after the fact, and too late. 

Something has happened, and now you must respond. Though not implied in the term ‘Incident Response’ 

there is a preparedness component, and it is the effectiveness of that preparedness that determines the 

effectiveness, cost and effort of subsequent response.  

 

There is also an awareness component. An awareness of risk permits actions to be taken, decisions to be 

made, situations to be avoided - minimizing the occurrence and severity of events. Discussions with an in-

country consulate or advisory council about the political climate in a specific country, might determine 

whether a meeting should be held there, or moved elsewhere. Knowing the potential impact of Denial of 

Service on a business that depends on its online presence might suggest the use of a Content Delivery 

Network to distribute the impact of a DDOS event. A concern for ransomware should encourage limiting 

data access available to individuals, implementing multi factor access controls, white listing permitted 

software installation, and diversifying backup strategies. Evaluation permits awareness. Awareness permits 

action. It also permits education. 

And now, an apology. I have treated the rest of this section largely as a thought dump, a share of 

experience and approach, focusing more on checklists than on format. I don’t get poetic. It doesn’t lay 

prettily. It does lend for more rapid access to information you may need for quick reference. 
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Executive Crisis Management 
 
As with the crisis response apparatus in most companies, executive emergency or crisis response teams 

have no typical in how they are structured, and the types of incidents and episodes they respond to. They 

often strike a balance between insulation and accountability. The more severe, safety, business or brand 

impacting the event, the more likely senior most leadership will want, or need to be involved, but where 

unneeded should avoid being pulled into day to day management at the expense of strategic focus.  

 

Depending on the size of the organization, the Executive Crisis Management Team typically is comprised 

of some, and sometimes the entire senior executive tier, or where sufficient formalized structures are in 

place, report through one or more of these channels for authority. A Corporate Executive Response Team 

is often comprised of several key executives with access to the CFO or CEO if the severity of the 

circumstance demands it. Whether an accountable executive or individual is appointed for oversight of crisis 

management, or an executive team performs that function, they are critical in providing the authority to act 

quickly in response to a crisis without the need for further upstream approvals, for decision, authorizing 

unbudgeted spend, and to approve and commit the company to action, temporary closure, procurement, 

relocation, and the execution of contracts.  
 

 

 

 

 

There is no approach that eliminates all risk or the possibility of attack, 

breach, or compromise of systems or data, Success is measured by the 

minimization of consequence, and the brief, and uninteresting press, if any, 

which follows 
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Executive Crisis Oversight Teams 

There is no typical, and no regulatory requirement of which I am aware that guides or designates the roles 

mandatory for participation in Executive Crisis Oversight teams, or that an Executive team be assembled. 

There is however a clear mandate to provide executive oversight, and to appoint an executive with 

accountability. Where the severity of these events is impacting to performance, stability, corporate health 

or where there are significant negative outcomes requiring reports to investors or regulators, it may require 

additional involvement of leadership.  

 

Apart from the Crisis Management executive designated, and the corporate crisis professionals, an 

executive crisis team if convened will often demand broad participation and include executives in varied 

leadership roles. This will differ and vary with the size of the company, depth of executive management, 

resources, industry, and the experience of its leadership amongst other factors, not the least is the exposure 

of key stakeholders. It will also depend on the nature of the event, and the culture and personalities of 

corporate leadership.  

 

Enterprise Executive Crisis Committee participation might include or require: 
 
• Oversight executive (managing board, regulator or court appointed) 

• Chief Operations Officer 

• Chief Financial Officer or delegate 

• General Counsel 

• Chief Information Officer 

• Chief Security Officer  

• Chief Information Security Officer 

• Public Relations Executive 

• Risk / Crisis Management Executive 

• Human Resources Executive 

• Facilities Executive 

• Line of Business Executives as needed 

• And uncommonly, in small companies, or in unusual circumstances, the CEO 
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CERT Support Teams  

Apart from the executive response, a technical, operational, and logistic response will also be required in 

many or most incidents. As a CISO, whether in the private or public sector, or in academia, the 

responsibilities for the formation of a CERT team may very likely fall to you, as will the requirement for the 

protection of computer resources, and response to cyber events. Likely, so will preparedness, and knowing 

what Federal, State and municipal resources are available to call upon.  

 

For many of us, participation in community CERT teams, and counter terror functions like INFRAGUARD, 

(https://www.infragard.org/,  a private sector partnership coordinated by the FBI to promote intelligence 

sharing and preparedness), OSAC (U.S. Department of State Overseas Security Advisory Council, 

https://www.osac.gov) , local PD, and other areas of public safety and law enforcement, will be part of what 

we do as CISOs. Much of what we want to protect our companies from is better kept outside of our walls, 

a case we should all be making to management. We need to encourage their support of work with peer 

groups, industry ISACs, and with the professional security community, and law enforcement overall.  

 

This however is a tangent. There is no typical, and the structures and preparation for crisis, and CERT is 

as varied as there are companies. With that I will be very generic as to the resources that comprise the 

CERT team. You may have separate teams for crisis (CERT) and Computer security events (CSIRT). One 

may be the focus of the CSO, and the other the CISO, or they may be the same team, or fall under the 

same management.  

 

Authority to take the lead in a cyber crisis should fall fully to a designated crisis response leader. The crisis 

response leader requires trust, and the authority to bring down services, applications, external 

communications, close off network segments, remove access by executives or power performers, or bring 

down the network in entirety. An effective Crisis Response leader must be decisive and capable of acting 

without consensus approvals from management. The Crisis Response Leader also understands 

proportionality and can assess when an attack or event requires a dramatic action and when it does not. 

 

However structured, recognize that preparedness, physical events, brand protection and reputation, 

computer, cyber events, and privacy all need to be on your radar, and you need to have the best people 

lined up from across your enterprise to take part. You also need to have external expertise identified and 

included in exercises when feasible. At a minimum, external partners should be periodically asked to 

discuss their capabilities, preparations and resources, how well they might scale to address an event 

impacting several to many of their clients, and how they would participate. Where possible external CERT 

partners should be put under completed and signed contract agreements governing participation and for 

non-disclosure commitments.  

 

Success requires that you have the support of business and management. You will need the right resources 

internally and specialists to call upon. You will also need to have the space, tools and processes to mobilize 

https://www.infragard.org/
https://www.osac.gov/
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quickly, assemble in group physically, and virtually, and to reestablish infrastructure, operations, 

organization, and telecom, and communicate in numerous ways. 

 

Technical attacks, cyber, enterprise, point of sale or other can be difficult to detect or recognize, devastate 

swiftly, and sometimes wherever they have gained access, irreparably, and if uncontrolled or unimpeded, 

completely.  

 

The speed and effectiveness of detection, recognition, and response are often decisive as to the impact of 

the event. Whether the response is with internal security teams, external specialists, or law enforcement 

cyber investigation teams, having a complete and current description of the environment, systems, and 

points of transit in and out of the network, will be critical to managing both strategic and day to day security 

functions, and too, rapidly effecting a crisis response 

 

 

 

What is said to whom, and by whom, is often one of the most sensitive 

issues for management in crisis communications  

Whereas the impact of the crisis is typically short lived and localized, the 

impact of words can be devastating to brand, reputation, customer loyalty, 

and executive careers,  

and will be heard quickly, repeatedly, globally, and seemingly without end 
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With the caveat of the need for a very broad sweeping responsibility what might the CERT team or teams 

look like: 

 

Operational Teams  

• IT Response Area Specialists (Developers, Network Administration, Help Desk) 

• Cyber and Technical Security 

• Business Continuity 

• SOC management 

• Engineering  

• Public Relations and communications 

• Digital Brand Protection 

• Legal 

• Physical Security 

• Facilities protection  

• Human Resources 

• Helpdesk 

• Purchasing and contracts 

• Line of Business Managers and operations 

Law Enforcement 

• Federal (FBI, Secret Service, U.S. State Department, Department of Consular Affairs, Homeland 

Security), State Police, County Sheriff, and Local Police 

• International authorities 

 

Civil Authorities 

• Fire Department 

• Sanitation Department 

• Public Health 

• Public Safety and Municipal Management 



233 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Other CERT External Resources 

• Utilities (power, water, telecom, content delivery networks, fuel) 

• Technical Solutions Specialists 

• Threat Monitors, Investigators, Testers, and Breach Response Teams 

• Reputation Management Specialists 

• Digital Media Investigation Specialists 

• Cloud Security Specialists 

• Value Added Resellers 

• Specialist Counsel 

• Insurance 

• Facilities Support (electricians, plumbing, air conditioning, general construction) 

• Facilities Restoration Services  

• Data Restoration Services 

• Data Storage Facilities 

• Cloud Service Providers 

• Security Guard Services 

• Hostage Negotiation / Extrication Services 

• Movers and Equipment Transport Specialists 

• Temporary power and generator trucks, mobile data transmission units, mobile lighting 

• Mobile office and command center facilities 

• Assembly, work, and accommodation space available (nearby hotels) when needed 
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Incident management program elements 
 
Incident management is a comprehensive program and should address the following: 

 

• Infrastructure, skills, budget and activities to establish preparedness  

• Development of a plan and testable execution procedure approved by management 

• Training, rehearsal and education 

• Tools, procedures, knowledge and resources for detection and response  

• Corrective and restorative actions to reestablish operations 

• Dealing with unresolved issues and secondary events 

• Improvement focused incident review and post mortem  

 

Incident Response Plan Development  
An incident response plan minimizes confusion when confronted with crisis. It is also a requirement to meet 

compliance with the safeguard rules of most regulation addressing effective corporate governance. 

 

• Executive oversight, team leads, teams, plan developers and support resources should be 

identified and established, and roles and response activities defined.  

• Identify needed external resources and execute engagement agreements (MSA /NDA)  

• Establish a communication plan addressing crisis mobilization, internal messaging, public 

messaging, required attorney privilege, engagement of counsel, reporting obligations, and 

interaction with law enforcement. Leverage broadcast notification services, employee notification 

hot lines and websites, emergency wallet cards in the event cell phones disable, alternate email 

systems and other means of assuring communication. Schedule both executive and technical 

briefings. Determine whether helpdesk provisions need to continue and how that will be managed. 

• Develop brief statements describing high level plans for detection and assessment, mobilization 

and response, post incident management, and post incident review.   

• With the above completed, risk assessments and asset inventories complete, draft the incident 

response plan and solicit stake holder review and leadership approval. Don’t leave this open ended. 

Require response within reasonable timeframes and if possible, request follow up reviews or an 

opportunity to present the completed plan. 

• Assure all parties know their place and role in the plan and are prepared to accept it. Provide all 

needed training and testing. 

An executed plan needs an executive signature for approval. 

A plan designated as ‘DRAFT’ may be viewed as no plan at all by regulators in audit. 
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Message and delivery 

In the event of a crisis a clear message appropriately delivered reduces confusion, protects relationships, 

and minimizes potential litigation. What is said to whom and by whom is often one of the most sensitive 

issues for management in crisis communications. Whereas the impact of the crisis is likely and typically 

short lived and localized, the impact of words can be devastating to brand, reputation, customer loyalty and 

executive careers, and will be heard quickly, repeatedly, and seemingly without end, around the globe in 

some cases, so is, and should be, taken very seriously. 

It typically falls to the executive Crisis Team with participation that may include the CEO, Legal, HR, and 

Corporate Communications to define the message in incident. Once the message is developed and 

approved (and there may be several), the following needs to be determined and often is best if decided 

well before crisis impacts. Unless company policy dictates other, there should be no communication about 

the incident, outside of the approved and designated channels. Many companies will address these issues 

as part of the Business Continuity preparedness exercises and plan for the means for these to occur: 

 

• Who handles communication with investors 

• Communications with critical clients 

• Communication with public officials (police, fire, FBI) and specialist responders  

• Communications with press 

• Communications with employees 

• Briefings to executives, lob, technical or operational management  

• Posted notification and broadcast alerts 

• Notification requiring response or action 

• Group planning and communications (conference and bridge lines) 

• Helpdesk and support services 

• Assessment of financial impact and cost of business disruption to insurers 

• Communication with state attorneys, regulatory bodies, or international entities 

• Posting of anonymous source threat data to professional threat registers 

• Public posting on corporate web site 

• Briefings to impacted families where there is death, abduction, isolation, or injury  

• Testing to assure communications to impacted consumers can scale (statewide, nationwide) 

• Testing to assure consumer response can be managed (call volume, website volume) 
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Cyber Attack Ready Response Package 

 

The following documents at a minimum should be at the ready, frequently reviewed for accuracy and 

currency, and made available to the investigation and CERT response. 

 

 
• Endpoint count, distribution, and configuration  

• IP domain map  

• Ingress and egress map  

• WAN and LAN architecture  

• Server deployment map labeled by location, function, principle applications and OS  

• Storage system and data distribution map  

• Database map 

• Map of consequential data 

• Mitigation resource deployment map (antivirus, DLP, Firewalls, etc...)  

• Log inventory and output reports for critical, impacted or detective systems 

• Contact information for critical responders, area and component system specialists, 

and CERT team members 

• Cyber Incident Response Plan 
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Response Procedure for breach or cyber attack 

Immediately on realization of attack or breach of data, theft or data loss engage appropriate management, 

crisis management executive, and/or corporate emergency response team, or as deemed necessary 

respond with the following procedure: 

 

• Detect, assess and identify what happened 

• Manage executive and internal notification 

• Determine what was attacked, or in the event of theft or breach, what was penetrated or taken and from 

where; collect data for analysis 

• Assess the potential impact of the breach or attack based on the sensitivity of the systems and data 

impacted, and whether there are any mitigating controls protecting that which was taken or attacked 

• If prudent and appropriate to the threat, isolate impacted systems from network to prevent spread  

• Sandbox and investigate (procedure will vary dictated by technical assessment of threat) 

• Assure the situation is contained to avoid further internal escalation or spread to external parties 

• Assess effectiveness of default controls and what residual issues remain 

• Identify and execute any additional counter measures 

• Involve or engage critical parties, specialists or law enforcement, and insurers, as needed to manage 

the mitigation and to direct follow up steps required  

• Analyze attack vectors, post mortem response, and implement appropriate defensive controls 

• Communicate findings (anonymized if required) to professional bodies to reduce further risk to the 

community  

• Coordinate with general or internal counsel and engage supporting outside counsel if warranted to meet 

legal obligations for incident or breach reporting 

• Follow general incident response communication plan as to communications with employees, clients, 

investors and press 

• Restore functionality and test 

• Restore connectivity 

• Monitor 

• Return to normal operations when incident is confirmed concluded 

Figure 32 Incident response procedure  
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Post Incident Procedures  

Even after an incident concludes lingering issues may persist, or secondary issues may arise, and that 

mitigation and response efforts may not be finished. 

 

• Continued monitoring of social media and reputation feeds for evidence of anger, dissatisfaction or 

threat affords the opportunity to intervene when reputation and brand identity is under attack 

• Grievance lines should be established (voice and web) 

• Watchdog hot lines should be established for loyal supporters to report threats and disparagement 

• Set up a procedure for addressing harassing, threatening or abusive mail or email related to the event  

• There may be a need for increased or targeted brand promotion campaigns to restore confidence 

• Monitor financial markets as there may be issues of investor confidence to be addressed 

• There likely will be a need to offer consumers some reconciliation in the form of identity protection or 

other means to offset anger and regain client loyalty 

• There may be a reporting obligation to the state attorney for each state in which the business is 

operational, has clients known to have been impacted, or has clients that may have had identifying 

credentials taken or lost whether complaints have been made, verified, or not 

• There may be legal consequences and obligations as dictated by the court, or litigation to be initiated 

against participating parties 

• The financial impact, response costs, and other corollary damages brought on by the event should be 

determined working with risk management and finance specialists in preparation for insurance claims 

 

Figure 33 Post incident procedures 

 
 
 
 
 

Guidance from the NIST 800-61 Revision II Computer Security Incident Handling Guide  

“When reaching out to external parties, an organization can work through US-CERT or its ISAC, as a 

“trusted introducer” to broker the relationship.”  
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Post Incident Evaluation 
 

Was anything learned from the event? Post Incident Evaluation Criteria is important for documenting an 

event, revisiting aspects blurred by the heat of the moment, and to tune responses and preparations. It is 

also helpful in lowering the volume again and returning staff to a place of normalcy. It is helpful to have a 

consistent set of questions, and to pull together the major stakeholders and responders in discussing these. 

 

• What was the nature of the incident, when did it occur, and what systems were impacted? 

• How did it impact the business?  

• Were any specific measures taken to support or protect the business during the incident? 

• How did staff perform; management; external resources; communications throughout the event? 

• Were specialists, external counsel, or law enforcement required or contacted? 

• Were unbudgeted resources required to address the incident?   

• Were the documented plans and procedures accurate, sufficient, and followed?  

• What information was missing, insufficient, unneeded, needed sooner, or in other ways?  

• What resources were missing, insufficient, unneeded, needed sooner, or in other ways?  

• What actions failed, were inadequate, improper, or in any way inhibited the recovery?  

• How can the process be improved?  

• What controls can be implemented, or vulnerabilities reduced to prevent a similar incident?  

• How could an incident like this be better predicted? 

• What evidence did the event display that would be an indicator of this attack if seen? 

• What artifacts did the event leave behind that can better inform others of its impact? 

• What post incident follow up is required or further impact anticipated?  

 

It is rare that we encounter a threat not realized elsewhere before. Threat information sharing groups can 

be an effective resource as suggested in the NIST 800-61 Revision II Computer Security Incident 

Handling Guide. These groups promote information sharing among incident response teams.  
 

• Forum of Incident Response and Security Teams (FIRST)11, 

• Government Forum of Incident Response and Security Teams (GFIRST)12,  

Alternatively, contacting a professional security provider can help not just in assessment, mitigation, 

cleanup, and restoration, but also in coordination of information sharing with sharing facilities and other 

solution providers if requested.   

Figure 34 Post incident evaluation  
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Mitigating malicious or abusive traffic or reporting it to an ISP 

 
I asked a few colleagues for opinions on the best way to address nuisance, aggressive or malicious traffic 

or to engage with ISPs to report abusive or malicious traffic originating or emanating from their space or 

get help in stopping a malicious attack. The responses varied for situations where they were source or 

simply a conduit, and the malicious traffic originated elsewhere. Responses also varied when a foreign ISP 

was involved where there may be a language barrier. Some countries don't respond at all. That said, if you 

don't try, you didn't try. 

 

Of course, abusive, or malicious traffic, or a continual attack can sometimes be blocked at the doorstep to 

your network (router or firewall). It can also be anticipated and proactively addressed by leveraging data 

from a blacklist warehouse. It is not unusual to be notified of malicious or suspicious activity based on 

someone reporting an incident to one of the blacklist warehouses, for example, http://www.SpamHaus.org.  

 

• The consensus is that blocking is the most effective, and the second step would be to file a report with 

a Blacklist Warehouse to note the activity.  

• A CDN (Content Delivery Network) is often effective against a DDOS (Denial of Service) attack. 

Contacting the delivery network for additional capacity may ameliorate the disruptive effects of an 

attack. For some, or under some contracts, this may be automatic. 

• If reporting an abuse to an ISP the guidance was to keep the report short and to the point with a clear 

subject indicating it is for an abuse issue from their network.  You want to include the source IP address, 

the target of the abuse, and what impact it is having.  Maintain evidence including logs or a 'TCP dump' 

to help document what is happening and so the ISP has what they need to respond.   

• Abuse.Net offers the following guidance on their website: "Most abusive mail has forged return address 

information, so the “To, From, and Reply-To” addresses are not the actual source of the message. 

You'll need to adjust your mail program to show you the header information on the mail and look at the 

first few Received: lines in each message to tell where the message came from. - abuse.net"  

You can look up an abuse contact here:  http://www.abuse.net/lookup.phtml . 

 
  

http://www.spamhaus.org/
http://www.abuse.net/lookup.phtml


241 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

Some considerations for preparedness 
 

1. What and how we prepare governs our success but is determined by the risks for which we are 

concerned, our business, industry, geography, size, resources and other factors. We need to consider 

oversight, granting of default authorities, and how well our response capabilities can scale with the 

demands and magnitude of a potential incident or crisis. Much of what is preparatory for the IRP 

(Incident Response Plan) likely is in the disaster recovery or business continuity plans already. 

Compare notes.  

 

2. Appointment of an accountable executive is critical to success. This establishes clarity and ‘tone at 

the top’. The IR executive must be decisive, and bring strength of character, peer respect, needed 

authority and oversight and be empowered to authorize action. This would include the ability to 

commit the company to contract and to authorize spend without further approval, authorize the 

closing of facilities, dismiss employees from work for some part or the duration of an incident, 

require employees to report to an alternate location, or approve disconnect of systems or cessation 

of functions without concern for repercussions. The executive also needs the confidence to 

delegate. 

 

3. Where response to threat requires immediacy, responders require authority to act in absence of 

additional approvals. These are default authorities. Where the executive sets the ‘tone at the top’, 

the delegated team leads at the ‘tip of the spear’. They are there where the incident is unfolding. 

The granting of default authority to team leads empowers them for pre-designating approved 

actions, and pre-approved spend. There will be incidents where there is no time for approvals, or 

the approving authority cannot be reached. Default authorities empower teams to take responsible 

action without fear of consequence within pre-approved parameters. This might mean approval to 

bring down a production system, pull the plug on an executive, or to sign a contract and approve a 

$25k spend to engage a specialist consultant to deal with an unknown malware. Authorities of 

course are capped within reason. A default authority may not permit replacement of all the PCs on 

a floor, or data center equipment that had been damaged in a fire. That might need to wait for an 

executive with authority. However, default authority does need sufficient discretion to avoid an 

impaired response, and different companies, and budgets will interpret that differently. 

 

4. Effective preparedness requires that we establish provisional contracts and execute needed 

MSA/NDA, retainers, or other engagement with specialists (anti-malware, digital investigation, 

reputation specialists, cloud security, negotiation and extrication), cloud providers, telecom or SDN 

services, fuel provisioning, nearby hotels and meeting spaces, car services, specialist counsel, or 

other services that may be needed in crisis to enable fast activation and avoid negotiation under 

duress. It is important to determine if any require confidentiality and if so, engage these through 

General Counsel to establish privilege.  
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5. It should also be understood and built into planning that despite priority service contracts, in a 

regional crisis, power priorities are to hospitals, police, fire departments and other municipal 

services, senior homes, and other critical needs. Fuel delivery services will have the same priorities, 

and even under contract, there may be a lag until these have been addressed. Also, note that fuel 

trucks require powered pumps to refill, and some may be impacted in a wide spread blackout or 

other power impacting event. Increasingly, municipal services and utilities will provide alerts that 

may be helpful in determining the status of repairs or zones being restored.  

 

6. Where it is sensible, provision minimal scalable capacity for cloud infrastructure and platform or 

software services and bandwidth on demand for telecom capacity and to establish connectivity to 

alternate operating facilities. 

 

7. Effective preparedness should also focus on backups, diverse data protection, and offsite archiving. 

The best defenses against ransomware (and other threats) are limitations on rights to systems, 

files, and data shares, network segmentation with access restrictions and source controls, the use 

of white listing at end points, updates and patches, preserved and isolated golden images of 

servers and desktops and multi-factor authentication. A strong backup strategy should include 

diverse backup types, offline, and nearline storage, and isolated media to prevent trickle in 

corruption.  

 
8. Regardless of the type of threat encountered there will be steps that should be taken with the 

understanding that any threat can escalate or morph into another at any time. When possible and 

if appropriate remove existing backup media from premises for safe storage, and if possible and 

time will permit initiate a full backup of critical systems to clean media, not a differential or 

incremental backup to another backup set. 

 
9. Develop a messaging and communication plan that identifies who defines, approves and delivers 

the appropriate messages to constituencies to avoid confusion, disruption, frustration, and 

litigation, and assures that the message is delivered at the appropriate times and place. Messages 

will need to be tuned to specific events when they occur but having some thinking about message 

done when things are calm avoids poor messaging and the consequences that brings, sometimes 

more catastrophic than the incident itself. 

 
10. Prepare to develop a focused message under pressure, for varied constituents (consumers, 

investors, regulators, press, officials and law enforcement), or numerous separate messages, 

sending the messages, and scaling the ability to handle a confused, annoyed, or irate community 

that responds with varying degrees of understanding and civility, by mail, email, phone and voice 

messaging, or website, and how that should occur. 
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11. When confronted by a computer virus, or other attack or rapidly moving malware, there is little time 

to discern whether the attack is focused on a critical system, or one where the impact is not majorly 

consequential. If you have not done the preparatory analysis to know what data is important and 

where it lives, you can’t make appropriate decisions as to what to shut down, what to protect, and 

if you bring in specialists or law enforcement to assist, to direct them appropriately. 

12. Rehearsals, scenarios and threat response sessions are critical to an effective response. Training 

should include walk through of incident response procedures and roles, scripted scenario based 

interactive exercises that lead a group through the incident response process in a controlled setting, 

and if carefully managed, unannounced incidents including red team assaults and phishing 

sensitivity tests, to anything in between.  

13. Consider staff skills, training, and placement as protective and whether redundant specialists in 

critical roles can be separated geographically to be protective of each other?  

14. Make needed investments in monitoring, real time threat detection, threat hunters, monitoring of 

social media and communities, and threat sensor feeds to track threats to company, executives 

and key players. A threat detected early is easier to control. 

15. Make infrastructure investments for crisis resistance. These might include redundancy and high 

availability server and system components, RAID or other resilient storage configurations. These 

might also include meshed telecom or on demand solutions, the use of cloud services with cloud-

based authentication and access control, mobile applications, cloud redundancy and virtualization 

provisions. Use diverse providers for SaaS (software) or PaaS (platform) ‘as a service’ to minimize 

single point event or failure impacts. 

16. Without adequate risk assessment, inventories of data, endpoints and system assets, and without 

a mapping of infrastructure, and without knowing what systems are critical, and data most sensitive 

or confidential, it is not possible to know what to protect, how to protect it properly, or to assess the 

impact of a breach when it occurs. It is also extremely difficult to know what happened. Absence of 

these assessments can result in an inadequate finding by regulators investigating the breach once 

reported in accordance with law. It also may impact insurance payouts if due care or adherence to 

standards is stipulated in insurance agreements. 

17. Specific policies and preparatory steps are both helpful in responding to crisis and demonstrate 

consideration, planning and care to regulators, auditors and underwriters. Establish lines of credit, 

flexible work from home policies, provisions for use of equipment from home, and leverage services 

in the cloud both operationally and for recovery capabilities where it adds value. Meet your insurers, 

review and understand your policies and what they cover. Establish a budget for unplanned events. 

Provision for temporary staff placement, recovery facilities or work from home equipment. 
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18. Conduct training, testing and rehearsals and both blue team and red team exercises. Leverage red 

team assaults carefully to inform the incident response plan. 

19. Prepare for an incident that may require filings to regulators or State Attorneys in numerous States, 

and overseas. Filings may require specific and different formats. Notification may be required to 

consumers in a specific area, for a specific product, in multiple or all states concurrently and out of 

country.  

 

The effectiveness of detection, and the potential to mount a suitable and decisive response, is highly 

correlated with preparedness. In short, where there is a lot that can be done that can thwart crisis, reduce 

its impact or severity, or shorten its duration through planning, rehearsal exercises, and preparation, there 

is very little that can be done beyond taking it head on if preparation is inadequate or has not been done.  

This is particularly critical in cyber events where the speed of the event offers little time to an unprepared 

group to figure out what they are facing, what they should do, who is in charge, and to get the permissions 

they believe they need to act. There is little time to plan during a crisis event, only to react. 

 

 

 

 

 

 

 

 

That which we describe as a value chain is at best a loosely structured web 

constructed of trust and dependency. We build indemnification in contracts 

as an insurance, but in fact it is an acknowledgement of the dirt in the 

system. There are things we cannot know.   
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

Martin Gomberg, CISSP, CIPP/E 

SECTION 16.   PERSONNEL, ASSET, AND BUSINESS PROTECTION 
 
 

In contemporary architecture, buildings are more open and accessible than ever before. Glass is 

everywhere in the massive atriums and lobbies, executive conference and dining rooms, and vast social 

spaces. Lobby security desks have become low profile greeting centers. There are few enclosed offices 

and the sight of young people on scooters traversing the long corridors and hallways between clusters of 

low walled modular furniture for socialization, collaboration and group innovation is commonplace. 

Elevators open to spacious floors and gorgeous designs, and guests walk unimpeded to the beautifully 

appointed reception areas. So, can an armed assailant or active shooter.  

 

It has been a trade-off. Openness creates beauty and increases accessibility. It provides the feel of 

collaboration. it also removes the closed doors and offices that offered shelter, a place to hide, and impeded 

the spread of smoke and flames and the movements of an assailant through the building. The glass 

enclosed street level lobbies expose often unarmed guards and lobby occupants to the threats of cars, 

bombs and bullets coming through massive windows with little defense. Often guards and turnstiles are the 

only barrier between an assailant and full access. And of course, how many buildings in our major cities 

offer underground parking with no means of screening for explosive or incendiary devices? We live in 

changing times. This too will change. Chemical or explosive detectors or the presence of leashed 

shepherds and other trained bomb sniffing dogs walking the garage, or at the entrance, may be evident 

before too long. 

 

Of course, we have defenses, and many companies have recognized the exposure of their facilities. Large 

cement planters, fixed bollards, and removable or powered retractable barriers block entrances, driveways 

and windows from vehicular attacks and accidental crash of cars. Blast and bullet resistant glass reduce 

the threat to lobby and executive conference rooms. Existing glass can be retrofitted with bullet resistant 

films. Exposed lobby guards can be afforded some protection as well with free standing branded barriers 

perhaps displaying a corporate logo. Some are armed, an individual company decision. Distance, barriers, 

use of reinforced supports, smart architecture, and composite column wraps provide some protection to the 

most exposed or sensitive structural supports in underground garages. 
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As said above, we live in changing times. These technologies are widely deployed in high risk consulates 

and government facilities. Increasingly, concern for attack is a focus of private sector business.  

 

Where mitigation of a risk whether by direct, compensating, interlaced, or 

layered controls, is not considered prudent, cost fit, or appropriate to 

the risk, or the needs of the business, then in the judgment of the 

business, alternate approaches to the management of risk may be 

warranted, including insurance, or acceptance 
 

 

 

Figure 35 Fixed bollards protect a park 

 
 
 
 
 
 
 
Dogs 
 

We all love parks, strolling, people 

watching, and walking our dogs. Let me 

take a moment and digress as I share a 

few words about dogs.  

 

By background, prior to corporate IT 

governance and security management, I 

was a forensic anthropologist and 

identification specialist. I worked with law 

enforcement and medical examiners. 

While training in the recovery and 

identification of human remains at the 
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Henry Lee Forensic Institute, I had the 

opportunity to work with a pair of 

Dedicated Cadaver Detector Dogs 

brought in by K-9 Trainer/Handler Keith 

Herron, Sr. out of Kentucky. Keith is a 

good friend and assists Police 

departments in remains location and 

recovery. In one training exercise, to 

demonstrate the effectiveness of the 

dogs, as I remember it, they placed a 

drop of blood behind the tire of one of 

several cars parked in a huge field. He 

released one of the dogs, Vessa, a 

female shepherd and one of several certified dogs that work with Keith. He explains that he can only run 

one dog at a time when doing their detective work. They are highly competitive. As I remember it, she 

circled the field perimeter once, a second 

time in a narrower circle, and then sat 

down next to the car with the blood on the 

wheel. 

  

In the picture at top, Vessa, located a 

small bone dating to a missing persons 

case from the 1940s!  

 

Mid page, Vessa is detecting material 

planted in a tree branch. 

 

In another exercise, I had the opportunity to see dogs trained to detect 

concealed guns. The officer held the leashed dog as nearly an entire 

room of about 40 unarmed people walked around in a procession, 

holding the shoulders of the person in front of them. If there was 

music, it would have looked like a wedding. One officer added to the 

line, unfamiliar to the dog, had a concealed gun. As the armed officer 

passed the dog, the dog detected the presence of the gun and 

jumped up, putting both paws on the identified officer. Well, maybe 

he was just joining the dance. Dogs are amazing. 

 

But not all of them are cut out for law enforcement or security. 

Perhaps an undercover detective? 
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Evacuation, Reaggregation and Shelter in Place 
 

Building evacuations and shelter in place drills should be well rehearsed under advisement of local law 

enforcement, or fire and public safety authorities, and should conform to the written plan for evacuations 

and 'shelter in place' posted by facilities and promoted and reinforced in training drills under direction of 

building management, or public safety officials. All major metropolitan police offer corporate outreach and 

will help in conducting training, consult and drills. In New York, the NYPD offers the SHIELD program 

(http://www.nypdshield.org/public/), and Operation NEXUS which provide invaluable guidance.  

 

Evacuation is not intended to be an uncontrolled event. When possible and in many plans, evacuees are 

responsible to adhere to defined reporting or re-aggregation instructions if not in conflict with personal safety 

or emotional well-being. A re-aggregation location will be designated typically within a short, but safe 

distance from the facility where safe evacuation can be confirmed, or additional instructions can be 

provided. In absence of re-aggregation some companies require that evacuees check in by phone, website, 

or email to affirm they are safe and confirm that they can be reached so additional instructions as to what 

to do and when to return to work can be provided to them. Instructions will be defined in the evacuation 

plan and re-enforced in drills so that evacuees can leave safely and be accounted for. 

  

Above all personal safety is paramount. This should always be true over the protection of systems, data, or 

physical assets. There may be some who disagree and hopefully the process of natural selection won't 

have the opportunity to work that out, but in my opinion which I encourage all to accept, there is no data, 

system, or business important enough to measure against a life. Transfer of business risk to employee 

safety risk is never the right formula. Regardless of the situation employees should take whatever 

precautions or actions are necessary for safety and to assure personal well-being and/or adhere to 

guidance or instructions as provided by public safety officials.  

 
Crisis Briefings 

 
In the event of an incident resulting in extensive injury, abduction, isolation, or loss of life it should be 

recognized that there will be an investigation in progress by law enforcement and other public safety 

authorities, a need for scheduled information updates to concerned family members, and a need to 

minimize confusion.  There may also be a declared crime scene under investigation. Scheduled briefings 

to impacted families and to employees should be announced and held at a facility away from the impacted 

facilities to avoid interference with the investigation in process. A large room at a hotel or other available 

space sufficiently distant, but operationally effective would be a suitable briefing center and would allow 

fixed schedule briefings without disturbing or interfering with law enforcement or public safety officials.  

 

An executive with authority should conduct briefings, often representing Public Relations or Human 

Resources, and advisedly with legal presence. Sometimes it will be a specialist. Briefings should be held 

on a consistent and regular schedule. There is considerable guidance published online from Homeland 

http://www.nypdshield.org/public/
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Security and other sources. The NTSB (National Transportation Safety Board) 

(http://www.ntsb.gov/Pages/default.aspx) may be a valuable source of training for public safety 

organizations, critical public agencies, and private sector companies.  

 

Be cognizant of the need for nearby accommodations, food, water, emergency medical coverage, rest 

provisions, security, and the on and off cycling of staff resources and briefing teams. There will also be the 

need for stress relief facilities (rest spots). These may be required to manage the post traumatic needs of 

employees and impacted families.   

Complex Crisis 
 
Cybercrime, cyber theft, and cyber terrorism are not typically associated with physical damage to structures, 

injury, or loss of life except where system controls for electrical utility power, environmental systems or 

operating processes are attacked, medical devices, or where someone seeking to steal data or damage 

systems does so by gaining physical entry or attempts to obfuscate the commission of a theft of data or 

other crime with a physical act.  

 

The CISO has not traditionally been directly involved in the management of physical crisis events, typically 

falling to the CSO or others in facilities, legal or human resources. In many organizations that is changing 

with the integration of the CISO and CSO functions and the recognition that an attack to one realm may be 

predictive or a prelude to the other. Threats made in social space materialize as acts on the ground. Riots 

and cyber events often have the same triggers. Whether as an integrated function or a partnership of 

specialists the proximity of technical, physical, cyber, industrial and IoT security needs and emerging threats 

require these roles work together.  

 

 

 

 
We should know where our assets are to know what to monitor and protect, 

and what data is consequential.  

The lunch menu needs less protection than does our critical intellectual 

property, but too often they are treated much the same  

http://www.ntsb.gov/Pages/default.aspx
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SECTION 17.   CYBER, POS, INDUSTRIAL CONTROL, MEDTECH AND IOT 
 
Which of these things does not go together? Well, it depends on perspective. They certainly are different. 

The devices they employ, technologies and operating systems are unique, tools and languages for their 

development, monitoring and management differ, and each face different threats. An expert in one is 

typically not well versed in the others.  

 

From the perspective of management however, they are all in the end, just different environments, as 

different from enterprise systems as is the remote sales office, mobile, BYOD, Voice over IP, and digital 

communities. In each case, we need to manage them, and assess, inventory and mitigate our risks, define, 

size, recruit and build the teams and organizations with the specialist knowledge appropriate to the 

environment, expose and correct vulnerabilities, manage procurement and deployment projects, monitor 

for threats, and respond decisively.  

 

We also need to stay current with changes in technical defenses, and our potential pool of partners, 

specialists in the environment that possess the expertise to address its risks, and test and validate our 

defenses, again differing in the skill required.  

 

And we need to appropriately budget for the investments we need to make in assuring effective operations 

and security. Clean operations, effective account management, awareness, education, and other controls 

important to our corporate technology operating environments, are equally applicable, and are the most 

primary safeguards for effective defense. As a CISO tasked with oversight for the care of one of these 

unique spaces the challenge and enormity of the task may seem daunting and intimidating. There are 

unique characteristics in each of these environments, and unique skills required, but recognition of the 

commonalities in the management challenge brings this down to size, an elephant still, but in bite size 

chunks. 

 

And these environments though individual and unique, participate in the whole of the enterprise from a 

business sense as sources of growth, opportunity, and competitive advantage. They also participate equally 
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in contributed risk, and as vectors of attack. Weaknesses of one, exposes the other. The compromise of 

one, is the means to the other. We have all seen less secured remote sales offices leveraged to attack the 

corporate infrastructure of an enterprise, in even the largest, and best defended corporate environments. 

We have seen webcams, DVRs, and routers, and other unsecured or minimally secured Internet of Things 

(IoT) devices mobilized and used as “botnets” in Distributed Denial of Services (DDOS) attacks against 

web properties and businesses. Both Cyber and Point of Sale have been used as vectors of compromise 

for consequential corporate data. And Cyber again in attack on power grids and industrial systems. A PH.D. 

student at the Georgia Institute of Technology, recently demonstrated that the PLCs (programmable logic 

controllers) at a water treatment plant would be vulnerable, and that the PLCs of many treatment plants are 

reachable online, potentially to be attacked or held hostage by Ransomware. This should frighten all of us.  

http://www.cio.com/article/3169569/security/researcher-develops-ransomware-attack-that-targets-water-

supply.html#tk.rss_all 

 

Inadequately protected medical technologies expose individuals to physical harm. Compromised personal 

health information violates us intimately and exposes hospitals and businesses to regulatory harm and 

litigation, both in targeted attacks, and inadvertent loss. Where very personal medical data is transmitted 

for consult, or to inform emergency or critical care, consider that cached web pages can persist as a residual 

trail exposing personal data from server to browser, and all the gateways, proxies, and security systems in 

between. Data moves, and without careful attention, the footprints of data are left everywhere. Corporate, 

Cyber, Point of Sale, Industrial Control, SCADA, Medical Technologies, and the Internet of Things. We are 

a multiplicity of diverse environments contributing to the pool of risk, but in exposure, one system. 

 

And if one system, exposed by its component parts, effective defense of any requires an understanding of 

the touch points for all. It also requires an effective mapping of these touch points, and the identification of 

the controls needed to secure them, in context of each environment, and where they intersect. 

 
In the realm of corporate risks, "Cyber" is certainly the least understood threat before Corporate boards and 

executive management. It gets most of their attention. Often even traditional IT management is ill equipped 

with the understanding, tools, and skills, to counter cyber threats, or even effectively discuss them, 

increasing, and supporting the concerns of management. In fact, it may simply be that cyber is the best 

known of the least understood threats, and so makes more frequent headlines than does point of sale, IoT 

(internet of Things), SCADA (Supervisory Control and Data Acquisition), ICS (Industrial Control Systems), 

or Medical Technologies, and so gets greater attention by corporate boards and executive management. It 

is what is in the newspapers in the morning. And it is in the newspaper just about every morning. And 

perhaps, some of it the press may simply blend together misunderstood, the subtleties of attack sources 

and vectors lost on writer and reader alike, and so in perception, it is all cyber.  

 

Perhaps it’s also that cyber and point of sale attacks have been around longer than the IoT, Scada or Med 

Tech threats. We were addressing computer viruses in the 1980s. As for Point of Sale, most cash registers 
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were local with no capability to connect elsewhere. Low speed modems did connect retail bank branches 

to corporate headquarters and processing centers, well before we had ATMs, and those set to auto answer 

after the bank had closed were ripe for compromise. Industrial systems had been largely manual or a closed 

system until recently, also localized, as were medical systems. Internet of Things? Toasters didn’t speak to 

anyone except by that ding that communicated that your muffin is burnt. It is a changing world.  

 

But cyber is unique. There have been a few publicly visible cyber incidents in the past years that give us 

an indication of how bad things can get and bad is an inadequate descriptor for just how bad that is. It is 

unique in what it attacks, how it attacks, motivations, and impacts. We have seen attacks against domain 

registries, websites, web applications and the web servers they reside on. The same for internet facing 

perimeter routers and the protocols on which they run. Even the inability to clean up lingering TCP 

connection requests has been a source of DDOS attack in widely deployed older routers, these called SYN 

(synchronization request) FLOOD Attacks.  

 

Ports are scanned constantly to find those that are open granting access to unprotected services and 

systems. Excess open services on web servers, passwords left set to the manufacturers default on routers, 

firewalls, and servers, and attacks at onsite DNS, proxies, and browsers are vectors. Insufficient 

boundaries, limits and controls on the volume, format, origins, and nature of data input compromises web 

applications. They are attacked through Cross Site Scripting (XSS), violations of ‘same origin’ policies, and 

buffer overflows, sometimes allowing exfiltration of data or access to data resources otherwise unreachable 

by those outside protected perimeters and corporate boundaries. They also deliver malicious payloads and 

contaminated content. OMG!! I said this would be in non-technical friendly English! Just a little more. 

 

And now we have containerized scaled down OS, database, application and security components in the 

cloud and we are configuring these remotely on virtual machines and accessing these as services. How 

many of our auditors and regulators will be able to check that box any time soon? There is a lot to 

understand, and to get our heads around, probably mostly good, certainly sounds so, but It just keeps 

getting more interesting. We haven’t exactly done a wonderful job with keeping our legacy environments 

safe and tidy. Maybe this will be better. And it’s not the technology, it’s the number of moving parts between 

technology, privacy, compliance, continuity and the digital transformation and our ability to keep up. There 

is a lot to do. 

 

It is the application of best practices, vigilance, and shared knowledge, new 

technologies, and the efforts of CISOs and other security experts 

pushing back against the darker forces globally, that ultimately will 

advance a slow and sliding success 
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The Kill Chain 
 
The Kill Chain is a phrase coined by Lockheed Martin. It describes the phased anatomy of a successful 

malware infiltration. It begins with reconnaissance. This is the research, investigation, and interrogation 

phase of an attack where email addresses for individuals are found, or open ports, services, weak 

protection, visible topography, system names, or other targetable specifics are identified about a site, a 

business, or the individuals that they employ in specific roles, and their relationships to systems, data, and 

other individuals.  

 

Reconnaissance is the goal of Phishing techniques that cast a wide net to identify susceptible individuals 

for subsequent targeted ‘Spear Phishing’ against those most likely to succumb, or the ‘Social Engineering’ 

of a relationship of confidence in person, by phone, or by email communications. These are the means 

used to establish trust, enabling breach.  

 

An email that addresses an individual and makes an acquaintance but asks for nothing only suggesting 

that they will be back later to bring a gift or a link that would be of interest exploits trust. Returning, they are 

familiar, and those that are familiar have earned our trust. I recall an Anthropology course I took once with 

the famed Dr. Elizabeth Langley, an acquaintance of Dr. Margaret Meade, who said that if you want to be 

accepted by the indigenous people in an area, visit, then leave, and then return at some time later. When 

you return, you are an old friend. We accept that which is familiar. This and other means of negotiating 

access with the unsuspecting is social engineering. 

 

Once a target has been identified through Reconnaissance, phases of Weaponization, the packaging of 

microcode capable of creating and opening an exploitable back door takes place. The microcode often is 

designed to do nothing more than install on a vulnerable device and reestablish connection with a malicious 

website. Delivery of that simple package is by email or other means. Once delivered, exploitation of a 

vulnerability on the target is leveraged, permitting the microcode to activate, download, and install additional 

malware from a website, this typically carrying a malicious and deleterious payload. This is the bomb, 

delivered by a very clever mechanism.  

 

The exploitation is a request, but now initiated by the compromised device from within the less well 

scrutinized protected perimeter, a request to a website for the delivery of a new package, this one containing 

the Payload intended to do the damage or effect the compromise. Once this payload is delivered and 

released, finality often involves the establishment of Command and Control, allowing the compromised 

device to be remotely managed, and further activity to take place which might include the compromise of 

other devices within the protected perimeter, the lateral spread of the infiltrated malware.  

 

And traditionally, infiltration has been the goal. The corporate gold has always been buried deep within the 

protected perimeter. Giora Engel, a security expert points out in the Dark Reading post “Deconstructing the 
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Kill Chain”, that the Kill chain concept reinforces thinking that may no longer be current. It encourages focus 

on concepts of perimeter and malware defense that are less the reality of the security concerns today.  

 

With data mobile and device agnostic, in the cloud, in virtual instances, traversing a wider array of globally 

deployed interconnected devices in transit, and created on demand by interrogation of massive data lakes, 

exploits have a much broader range of opportunities to compromise, capture, or corrupt our most valuable 

resources, no longer just behind corporate walls. 

 

The targets of cyber have in the past been both known or random. That itself suggests a wide range of 

motivations, since if you don’t know who you are after, you don’t know specifically what you are after, or 

what you will get. But that has changed and in more recent years, attacks in ‘the wild’ are less a concern 

than are those that are targeted.  

 

Targeting also better defines motivations. And for cyber the motivation remains broad. Damage, theft, 

extortion, compromise of systems, and espionage. Motivation is in large part dictated by the actor, and that 

too for cyber varies, from skilled hackers, script kiddies that borrow code from menu driven sites and launch 

attacks probably for no reason at all, those that want to just break stuff, thieves, organized criminals (steal, 

sell or blackmail), unintentional, misguided or malicious insiders, hacktivists with an agenda, and militarized 

cyber units supporting nation states.  

 

And who they are in large part dictates what they do. That makes sense. If you want to steal information or 

search for bank codes that will take time, you need to linger undiscovered, whether within a corporate 

perimeter, or following the tentacles of partners, resources and remote infrastructure and cloud along which 

it reaches. It is not in your interest to shut down service or break stuff, or for that matter to give away your 

presence and risk being exposed and caught. On the other hand, if your motivation is to send a clear 

message about your ability to shut things down or do damage, that will be very visible and dramatic.  

 

Attackers often opt for anonymity. Most would prefer to avoid getting caught. And most prefer the time to 

linger. In fact, it is more the norm than atypical that once inside an attacker can quietly explore, co resident 

with normal activities, undetected for months or years. They employ steganography, hiding deleterious code 

in normal seeming files, hidden in plain sight. They employ stealth and deception, concealing themselves 

and their behaviors in the normal stream of activity for a company, not touching too much at one time, not 

stealing too much, and not creating excessive or unusual traffic, or anomalous activity. They pass outbound 

traffic through open ports on your routers. They use outbound messaging to establish communication and 

transfer stolen properties, your properties, elsewhere. They employ tools like encryption to assure their files 

and outbound communications remain hidden. They bring their own tools to keep their activities hidden and 

secure, or they borrow yours. 
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It is also often the case that the activities of the uninvited are only detected and brought to the attention of 

those monitoring the cyber activities for a company by people on the outside, typically security specialists 

or law enforcement. FBI, Secret Service, NSA, NCIS or others are unexpectedly made aware, your 

compromise swept up in their surveillance, detecting communication attempts from within some 

compromised network, in this case yours, to sites actively under investigation. 

 

Attackers also opt for subterfuge, spoofing the attack origin so it appears, or in fact through Redirection, 

comes from someone else. A compromised company might in fact not be a target, simply an unwitting or 

even witless victim, their equipment employed or confiscated for an attack on someone other. There are 

many sites, individual homes, small businesses, and large enterprises on the internet, each with insufficient, 

weak, poorly configured, or no security at all. They are carelessly left open for compromise, their systems, 

and routers available for misuse, their processing capabilities abducted and conscripted to form armies, so 

called ‘zombie’ armies, along with hundreds or thousands of others, mobilized together for ‘amplification’, 

converging in an attack. These three mainstays, Subterfuge, Redirection, and Amplification are core to 

many DDOS Attacks.  

 

Legacy defenses like firewalls, anti-virus and intrusion detection are less effective than in the past. New 

technologies to detect and mitigate threats are complex and expensive, we make the investments, but are 

still not confident in our safety.  Security expertise is in short supply. In house investment in developing 

these skills has a short shelf life given the speed at which new threats emerge.  

Keeping our most private, confidential, and critical IP data secure, is a top of mind issue for every digital 

age business that collects, produces, or leverages data and most have the same concerns. Cyberattacks 

and data breaches have become more frequent and more targeted. Successful attacks are occurring 

against our biggest and presumably best prepared companies, despite that presumably they use the best 

technologies and are adequately staffed and hire the best expertise.  

• New devices, apps and cloud services are emerging faster than people or IT departments can absorb 

• Mobility and cloud move operations further from the infrastructure under our control 

• Attacks are sophisticated and increasingly more difficult to detect. We have technical solutions for 

malware, but we don’t for human behavior 

 Technology and the culture are changing too fast for law and policy to regulate.  

• The expense and complexity of needed defenses outpace our ability and organization to absorb 

 The expectation of consumers that data, apps, infrastructure, and social communities go anywhere, for 

access at any time, from any device. The culture of immediacy. 

 Not just law and regulation, but consumers and investors hold us accountable for breach of data. 

Whether in dollars or reputation, costs and penalties can be severe.  
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SECTION 18.   FUTURE THREAT / NEXT ATTACK 
 
 
In one sense, it is our experience with Cyber these past twenty-five years, common attack vectors, the ‘kill 

chain’ model, ‘script kiddies’ using kits available on the internet to modify and launch attacks, and our return 

on investment approach to risk, that focuses our attention on the risks we know, and defenses which have 

worked before, and that has forced us to fight as if the last war. Compliance keeps our focus on the 

regulatory requirements, and our laws limit our ability to take the offensive. 

 

We defend against that which is familiar, because we believe history repeats itself, and in fact it does. With 

minimal variation, we prepare for that which we have seen before, and because most of our adversaries 

have traditionally been of the same generation, experience base, mind-set, and skill set, theirs and ours, 

attackers and defenders both much the same, our approach has largely not been wrong. We look at relics 

of past damage, to predict, plan and justify spend for defense against an unpredictable future. We believe 

our adversaries attack us because they want to take things, break things, or are just curious as to how far 

they can get, or what they can get away with. We believe they think that way, because we think that way. 

Again, mostly, we have been right. There have been some glimmers of true evil, and some of 

exceptionalism, a lot of criminality, and a minimal rumbling of nation state militarization of cyber, but mostly 

it has been the same old, sometimes costly, and dramatic, but much the same.  

 

Sometimes the damage done is significant, we have certainly seen that, but generally not because 

adversaries have been particularly innovative, in fact usually not. It is often our own inadequate attention 

to operational cleanliness or defenses. In many of the most glaring of breaches that I can recall, this has 

been the case. Our improvements have largely been incremental, an upgraded router, firewall, or intrusion 

prevention system, a larger SIEM with better integration and more threat feeds, GRC systems (governance, 

risk, and compliance) with better risk algorithms and nicer reports, some new products, new tools, leverage 

of cloud models, but mostly finite enhancements on that which has come before. There are some paradigm 

shifts, but these are rare. We haven’t seen science fiction yet. And we haven’t walked on the moon in over 

40 years. We and our adversaries have grown comfortable, they advance, we advance, we say we have 
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made progress, they hit us again, we make new investments, and management struggles with what to 

believe. And it has been that way for a generation passed.  

 

Well, I am being just a bit disingenuous. This past year has opened our eyes to the ability of focused political 

manipulation, distortion and trickling of false message, creation of news, and the targeting and timing of its 

assimilation to effect outcome using social media. The impact has been grave, or so we believe, clearly 

there was science and purpose in initiating this, digital espionage, and focused misdirection, and it feels to 

be just a bit more than a minimal rumbling of nation state militarization, at least as far as weaponizing 

influence. In truth, we have had ample introduction to the disruptive and destructive capabilities of nation 

states these recent few years. 

 

But now the Baby Boomers are retiring. Gen Xer’s are getting on to other things in their lives, and the 

Millennials are just coming into their own. And of course, those that will follow, whoever they are, and 

whatever they will be branded, now Gen Z, Centennials, Post-Millennials, next gen whatever, are just 

around the corner. And with each generation passing, new experience, different motivations. And with 

geopolitics being what they are, and shifting world and cultural climates, we can only imagine. Technology 

shifts a moment in time, new ideas, and we are different. The math is the same wherever we are in the 

world, and we and our adversaries both have that in common. Some of us, constrained by the generational 

limits of our knowledge, comfort zones, and the anchors of experience, see the exit sign in the not too 

distant, and will be left behind, true for us, true for adversaries alike. With that, the next reality will be 

created.  

 

For most of this book I have been talking about a changing culture, transformation in business and business 

models. Change is not the purview of business alone. Government, politics, and global relationships are in 

shift worldwide. The threats we face have transformed and globalized. There are those that hate us, and 

those we hate, and the math for that leaves that condition true for at least the next two generations, and 

likely beyond. Terror has gone digital.  

 

Even how we pay for things is different. A twenty-block ride through a major city is emerging as a privacy 

threat, as our drivers capture information about who we are, where we travel, and how we behave, and 

where we exit the car, so that patterns of the places we go can be developed, and we can be better profiled 

as to our habits and the products we might use. It feels as if we are just on the horizon of a very different 

world. 

  

We know what has passed, but what potentially can we predict that may lay ahead for which we may be 

unprepared, but need to be thinking about? The Internet of things, massive Big Data lakes, 3D printing of 

critical manufacturing components and replacement organs, digital surveillance, automotive, home and 

industrial automation, and wearable medical technologies, amongst so much else, all game changers for a 
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potentiated future. The unpredictable future is fertile ground for all possibilities including our next attack. It 

cannot be left unaddressed. 

 

So, there is the question. The twenty-five or so year-old cyber war now has a new set of players. Unshackled 

from the past by generational change, free from the constraints of old experiences, will it still be more of 

the same, or will our adversaries in cyber and terror move from the predictable, to the terrible, and on to a 

different set of rules, unidentifiable, unimaginable, and three wars ahead? Will cyber and social be 

militarized and unleashed as a weapon on populations? Will terror adopt cyber as the new paradigm setting 

the new standard, no longer motivated by what we can take or break, or how far we can get, but measured 

by the ability to disrupt, destroy, devastate, and terrorize? 

 

In this section, I will describe some potential future attack scenarios. The following of course is all fiction. 

So why is it in a book targeting the emergence of the Redefined CISO? My apologies. For one reason, we 

have covered a lot of material and I need a break. I am sure you do too. I’ll never be a fiction writer. This 

may be my only opportunity. And for another, I recall the early days of malware, attempting unsophisticated 

attacks on command executables. Defense was by comparison, easy. We seem to have come light years 

from those early days, and we will move light years ahead of where we are now. What remains ahead, and 

how soon until the new reality of what is to come is here?  

 

I have taken significant artistic license to create drama. Science fiction perhaps. Some will consider the 

picture I am painting as unrealistic. Others may not see this as quite so extreme. Some will chastise me for 

putting these ideas out. We all know that if I can think of them, a thousand capable hackers, bad guys, and 

military cyber units, in every country, already has. 

 

Many areas are exposable to digital harm. I just picked a few. These would not need to be sophisticated 

attacks. Threats that attack through familiar vectors, but in ways not used before, or at least not commonly. 

Threats that use the technical to disrupt the social fabric and terrorize. Threats that use the technical to 

attack that which we trust, attacking society in all aspects of the way we live.  

 

I hope that this brief diversion lends more than a brief raise of eyebrows, or a quick thumb through to the 

next section, but leads us to think about the threats we now face, and potentially will need to think about 

and confront in the not too distant.  

Attacks at home 
 
Like most, I watch a lot of television. Coaxial cable, digital and optical networks enter every home carrying 

television signals in to set top boxes and smart televisions, providing entertainment, data, voice, and 

internet connectivity.  

 

Each set top box is a computer with processors, memory, an operating system, and typically local storage. 

Every smart television is an integrated communications hub and portal for connectivity, wired, wireless and 
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Bluetooth. Increasingly, set top boxes and smart televisions integrate OTT (Over the Top) digital signals 

from diverse sources with broadband delivery. 

 

These networks of smart devices and set top computers are wired back to centralized hubs, and from there, 

signals are carried in from programmers, distributors, and news agencies. Ads are pumped in the content 

stream and updated, sometimes dynamically. It is a closed network, or so it had been, but now so much is 

integrated. There are also a sophisticated set of traditional controls and defenses to minimize service 

disruption or piracy, provide DRM (digital rights management), assure that individuals can’t access more 

than that to which they are entitled, steal programming, and to protect the data stream and equipment. 

There are protections to assure the privacy of the viewer is not compromised.  

 

However, to take advantage of new and emerging services requires a degree of openness and connectivity. 

Increasingly, these systems have become more standards based with Linux as the OS of choice.  What 

has always been a closed, proprietary, and well protected network increasingly seems to grow more porous.  

 

And what is more inviting a target for terrorism and the delivery of a terrorist message than a few million 

unsuspecting and unprotected households? Is TV networking a new vector for digital threats, malicious ad 

substitution, program disruption, and denial of service, and perhaps the next vector for terrorism? And 

Samsung just posted a new warning against revealing any personal information near your Smart Television. 

It very likely may be listening. 

 
Attacks that blur Cyber and Societal 
 
Almost every major company in every major city has abandoned their analog telephone system in favor of 

digital Voice Over Internet Protocol (VOIP) systems or will before too long. They are better, more flexible 

to deploy, less expensive, and better integrated with other business systems. Companies can deploy 

thousands to hundreds of thousands of phones cheaply and quickly. These systems are everywhere.  

 

I wasn’t very surprised to learn that a tool we called a War Dialer that rapidly dialed and tested for auto 

answer on modem lines back in the 80s had reemerged, now available for VOIP systems. It can be used 

for marketing purposes to dial a number, or all numbers in an area, or multiple areas, to deliver a pre-

recorded message. Now we call them Robocalls. “Hi, this is Julia”. We all get them. 

 

As I am sure that many of you would agree, amongst so many, one of the great features about digital 

telephony is caller ID. Caller ID allows screening and blocking of unwanted calls, but on the downside, it 

can also be spoofed. A call can look like it comes from anyone, and from anywhere. It should come as no 

shock to anyone that there is free software available on the internet that allows the spoofing of a caller ID 

such that it replaces the ID of the initiating caller with inserted text. This would be simple to automate and 

be made iterative, spoofing the ID presented, making the call to one person or thousands look like it is from 

whomever we want. 
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Combining the War Dialer that dials a number, or all numbers in an area, or many areas, to deliver a pre-

recorded message, with a spoofed ID would allow ‘fake news’ from a ‘fake source’ to be delivered to a vast 

population. Malware containing the elements of both a War Dialer and the ability to spoof an ID, targeted 

to infect inadequately protected VOIP systems (and many are open or inadequately protected), might allow 

thousands to hundreds of thousands of VOIP phones to call a specific number, a range of numbers, or all 

numbers in an area, delivering ‘fake news’, from the ‘fake source’.  

 

If that call was directed at all of New York, and the surrounding region, New Jersey, Connecticut, and Long 

Island, and came allegedly from the Department of Homeland Security, with the message being ‘Indian 

Point Nuclear Reactor has been compromised, leave the area any way that you can’ imagine the effect. 

There would be panic and confusion. There would be terror.  

 

People would race to pull children out of school and find unprotected elders. They would clog gas lines, 

911 would be overwhelmed, and likely cell services as well, as frightened people attempt to call friends and 

family. Evacuees would jam highways and trains, effectively shut down streets, highways, bridges, tunnels, 

and transportation systems. There would be lines to pull money out of ATMs everywhere, an automated 

run on the banks. This is the ultimate terror attack. There is no actual threat. It is the response that is the 

attack. Malware is the trigger, technology is the vector, and technology was a target, but the impact is social 

and societal, devastating, and effective. Science fiction yes, but the science is simple, and this fiction is not 

too far from the possible.  

Attacks against financial integrity and social order 
 
Ransomware is a business, and if you make your Bitcoin payment, most often data held hostage is 

released. But, ransomware is not just a business, it is big business. As per SonicWall, a Dell company, and 

a leader in advanced network security, we have seen a 50% increase and millions of attempts in 2016. 

Ransomware is changing, both in motivation and impact. Per James Lyne, Global Head of Security 

Research at Sophos, where there was a reasonable assurance that if payment was made, data held 

hostage would be released, this is no longer always true. In “‘Shock & Awe’ Ransomware Attacks Multiply”, 

by Kelly Jackson Higgins, it was noted that increasingly criminals are demanding ransoms, and even if paid, 

are demanding more before data is released. They are repeatedly attacking prior victims, threatening the 

exposure of the data if additional ransoms are not paid, selling the captured data, or simply destroying, or 

rendering it unusable. There is also a frightening development that I found particularly concerning. 

Ransomware loosed in the wild as floating malware, ready to infect and encrypt the data it encounters, but 

with no criminal enterprise to pay for the key to release the data that has been exposed, and no way to get 

the data back. Any of these can be disastrous to an impacted business. 

 

Ransomware can do damage file by file, seemingly at random. It can also be paced slowly over time to be 

less detectable and obvious. If unnoticed, the damage can percolate from live systems into nightly backups, 

and remote copies, over an extended period, as we perform our normal operational procedures of backing 

up data, rendering them useless for recovery.  
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But ransomware doesn’t hold the patent on this means of infiltration. Another malware can be released to 

behave much the same, but without a profit motive, simply destruction. And this need not be sophisticated 

malware. It needs only open spreadsheets, documents, and database files transposing nines and zeroes, 

avoiding changes to dates and times of course, and preserving original file creation dates, so that what is 

being done is less obvious. We’ll call it the Nines Virus. 

  

On the surface, this is terrible enough. But think for a moment about the societal impact of no longer relying 

on the validity of numbers. There would be loss of faith in banking. Credit card balances would be untrusted. 

Credit would cease. Retirement accounts would be decimated, loans rejected for insufficient resources, 

banks could not disburse funds lacking confidence in balances and reserves. There would be disruption of 

our social safety nets as social service and pension payments stop. We would lose the ability to trust 

transactions or contractual agreements of any type. This is a breakdown of trust and integrity in social order. 

I could take this further but will stop here at the risk someone will offer to buy the movie rights. This is 

apocalyptic science fiction only missing the zombies.  

 

Our responsibility to Future Threat / Next Attack preparedness 

This to many will sound over the top, science fiction, or simply nonsense. Maybe it is, but it doesn’t feel too 

implausible. The attacks I have described don’t require too many moving parts. The question remains as 

we look at this, the Internet of things, and all the new world defining technology, knowing that we are not 

the only ones looking, what can we anticipate, and what do we do to prepare? And as much as we may 

prepare for the technical mode of attack, are we prepared for the human response? The world of the future 

threats we might face is a world far too big, and perhaps the next attack too dangerous to be left until we 

see how the movie comes out.  

 

I recall attending a conference where then U.S. Secretary of State John Kerry was asked about the fears 

that kept him up at night. He responded, and I will paraphrase, that more than the threat of conventional 

attack, he feared cyber as the next arena in which our battles would take place. I have heard Admiral Mike 

Rogers, Director of U.S. National Security Agency, and Michael Chertoff, former Secretary of U.S. 

Department of Homeland Security express similar sentiments. 

  

And this is understandable. Even amongst those of us in the profession, knowledgeable about cyber and 

security, few of us know what the experts know or are concerned about or have a view across all critical 

infrastructure and sensitive targets and where they may be exposed. We can only imagine what cyber 

warfare might look like. Attacks against our electrical grid, communications, nuclear power plants, air traffic 

control systems, our ability to pump water or manage pressure behind hydro-electric dams are just a few 

that I have heard named as concerns, whether informed or conjecture. I had never even contemplated 

attacks against the democratic process. Right or wrong as to areas or levels of exposure, clearly, the 

melding of physical threat and cyber threat and threats against the way we live is a reality we don’t want to 

face. 
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A few years back I served as vice-chair of an Overseas Security Advisory Council for the U.S. State 

Department. We brought together resources from numerous law enforcement and Federal agencies, 

attorneys, security specialists, CSOs and CISOs from the private sector to exercise preparedness for 

physical, social and cyber incidents, and to consider future threats. As founder of the Heroes Partnership, 

I sponsored public safety events and supported public efforts toward counter terrorism including the mock 

takeover of a high school by active assailants. I am a strong advocate of public – private partnership and 

cooperation. It is a topic I raise frequently speaking, and on security panels. Many of the threats we face 

are outside our perimeters and beyond our ability as individual companies to address, yet the 

consequences to us are potentially enormous. We depend on the effectiveness of the public sector for 

much of our defense.  

 

That said, the capacity and knowledge of the private sector is critical if those we entrust with our defense 

are to succeed. It falls to us to work together, with others in our industries, our peers, our competitors, and 

to align ourselves with law enforcement and federal agencies. This is both an opportunity and a 

responsibility to public and community, and we should press for acceptance of this responsibility to be 

recognized and supported in our job descriptions.  

 

 

 
In a practicable sense, there is a lot to do, but much is just good 

governance and clean operations.  

 

Appointing a capable and engaged executive for oversight, designating and 

certifying qualified, ethical people for required or mandated positions, 

segregating responsibilities, removing conflicts of interest or authority, 

knowing our data, understanding business risks, and promoting and 

implementing an environment of effective policies, procedures, and use of 

standards, will address much of what is required for safer operations and to 

satisfy ‘most’ regulations  
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SECTION 19.   THE LESSON OF THE GRAND MASTER 
 
 
 
 

 
 
 

 

So, the student turns to the Master of Business Continuity Kung-Fu and says, "master, 

my enemy's kick is too strong - he repeatedly kicks my leg ... what should I do? 

 

The master opens the first book of wisdom which says 

'measure the distance, frequency and impact of the kick to better understand the 

threat it poses, examine the damage resulting from each kick and the duration of 

the disability caused, determine how much damage you can endure, design a 

heavy leather protective boot, construct it, repeatedly test it to assure its 

sufficiency, and then wear it to protect your leg’. 

 

The master then opens the second book of wisdom which says 

'Too much analysis is not useful and takes too long - with the guidance of 

someone with the knowledge, build a boot and then wear it to protect your leg'. 

 

He then opens the final book of wisdom which says 

'move your leg'. 

 

 

Perhaps it is time we think about Business Continuity differently … 
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SECTION  20.  BUSINESS CONTINUITY, DATA PROTECTION AND 

AVAILABILITY 
 
It is the responsibility of any solvent business to operate, survive and optimally thrive, delivering on its 

mission in meeting the needs of clients, partners, employees, owners, and investors at the best of times, in 

adversity, and through change. Business Continuity assessment is a critical lens for examining the 

structural architecture of a business and how it operates, its underpinnings for effective continuity and 

adaptability, how it relates to value chain, and clients, and what it requires at different points in the business 

cycle. 

 

Assessment if properly leveraged presents an opportunity to detect deficiency and limitation, and re-

architect the business for efficiency, effectiveness, and improvement, so that it is at the same time a better 

business, resistant to crisis, and tolerant of change. This is the basis of BC/NT which I will describe in more 

detail further on, and a missed opportunity for many.  

 

An effective continuity program positions the prudent company for crisis through preparedness and 

structure, assures a proper spend tuned to need and risk, and maximizes speed of return to function, while 

minimizing disruption. It plans, performs assessments, and documents not as a goal, but for a defined 

purpose, documents only that needed, and assures that relationships, technologies, business structures, 

and organization are by design sufficiently adaptable to endure crisis, change, and to facilitate swift 

execution when strategic opportunity presents.  

 

Lessons from the meltdown 
 
I asked a group of CIOs at a conference if any felt the steps that we had taken in Business Continuity 

planning had prepared us adequately to respond to the financial and credit crisis of 2007 - 2008, now a 

decade passed, and the Ponzi frauds that had impacted so many companies. Interestingly, several 

responded that “this was not a Business Continuity issue”. 
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 My visceral response was “with companies folding left and right including partners, clients, competitors, 

suppliers and distribution in every industry, staff laid off, budgets being slashed, credit inaccessible, and 

our business structures and priorities disrupted or changed -- if this is not an issue of continuity …what is?”, 

but in fact I was not surprised by that response. Perhaps, in the way many have approached Business 

Continuity they were correct in that statement. Many of us have constrained our thinking to functional 

continuity and line of business activities. Organizationally, we task planners, analysts, coordinators or 

managers with business continuity planning. It is seldom that we see a Senior or Executive Vice President 

or other title with authority tasked directly with that responsibility.  

 

Often, it is treated as an insurance, a check box for due diligence and prudent practice. We create plans 

that address business interruption. We generally plan for events short term to a few months in duration, 

and correctable, maybe at great effort and significant cost, of course a business disruption, a fire, hurricane, 

blackout, building collapse, or other similarly damaging event, but correctable. Most plans for continuity of 

business are silent on positioning for entity preservation or planning for corporate continuance and viability. 

Those that address these matters are not likely given credibility. If these discussions are held, and I suspect 

they seldom are even after the experience of the credit crisis, it is by leadership, at the board and executive 

level, and generally if anything is committed to writing it is limited to a confidential plan for executive 

succession. 

 

But we were discussing the meltdown. Apart from the structural failures, the economic crisis was a crisis of 

confidence in our institutions prompting fear that the actions of individuals and the inability of our 

government to protect us had crippled the financial system irreparably in a manner that we had never seen 

before. We watched homes foreclose, savings melt away, credit access freeze, markets fall, rising 

unemployment, and the dramatic failure of some of the most prominent businesses in our country’s history. 

Companies that were well positioned gobbled up competitors. Some with deep reserves hunkered down 

and decreased spending to slow the ‘burn rate’ of their resources. Some leveraged reserves to capitalize 

on the crisis, pursue new markets, and to diversify. Others dried and died on the vine, unable to secure 

credit, desperate for a ‘white knight’ merger or acquisition to rescue them as their operating resources 

depleted, but in a crisis of credit affecting everyone there were simply not enough buyers in the market, 

even for assets at fire sale prices. Opportunity has a short shelf life. 

 

The inherent strengths and weaknesses in structure and preparedness exposed in companies of all sizes, 

urban and rural, and in all industries, was revealing, not just about the individual companies, but about our 

approach to business continuity as a practice. 

 

At the risk of generalizing, it is often not the severity of the crisis, but the duration and complexity that has 

the greatest impact on business. What we saw during the financial crisis was a laboratory of BC response, 

some effective, some not, as small companies and multi-billion-dollar enterprises equally struggled to 

survive a protracted crisis using all the tools at their disposal. We saw names like Lehman, Thornburg 
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Mortgage, and Bear Sterns fatigue and fail with the same rapidity as we saw corner stores and favorite 

restaurants go vacant in our neighborhoods and watched as other big names waited in the wings.  

 

This was absolutely an issue of continuity being played out in real time everywhere we looked, big and 

small, public and private, domestic and global. Faced with entity preservation the full arsenal of continuity 

measures available to business - cost elimination, reprioritization, workforce reduction, restructuring, 

liquidation, divestiture, merger, and efforts toward recapitalization – all were invoked in a grand scale as 

companies struggled to survive. We also saw leadership in companies positioned to acquire, expand, and 

diversify into competitor spaces and new markets, leveraging preparedness to find and capitalize on 

opportunity in crisis. This was continuity – but without doubt not the continuity response reflected in most 

corporate plans. 

 

Opportunity has a very short shelf life 

In a crisis of credit affecting everyone there may be fewer buyers in the 

market for assets, even if liquid and at deep discount to value  

 
Figure 36 BC/NT Litmus Tests 
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The success of a business is a function of the ability to create or influence positive outcomes in accordance 

with the business mission. These are brand recognition, reputation, reach, profitability, growth, and 

sustainability of operations amongst others. Without this a business cannot survive and thrive. The 

continuity or sustainability of a company is minimally a factor of the balance and pace of consumption and 

replacement of both the hard and soft resources on which the business depends in achieving this mission. 

The hard asset resources of a company are tangible and measurable, income (current and pipeline), capital 

reserves, liquid assets, insurance, and accessible credit. They are also depletable if consumption outpaces 

creation or replacement. Hard asset resources are consumed in one form or another to service fixed 

operating expenses, variable operating expenses, procurement and capital investment, and the 

management of liabilities and incidental costs. The pace of consumption of resources over time is the ‘burn 

rate’. In crisis, some seek to salvage value and decrease burn through disposition of assets. Even for a 

company rich with hard disposable assets, all very liquid, attractive, and fire sale priced to beat the market, 

disposition of these can be interrupted by circumstance. This would be the case (and was) for instance with 

the absence of buyers for otherwise liquid assets, absence of buyers with sufficient cash reserves or access 

to credit, or a market inundated with sellers attempting to dispose of assets to raise capital.  

There are also soft resources on which a company depends to survive. These are employee morale, brand 

loyalty, consumer confidence, reputation, partner viability, investor tolerance, knowledge, skills and 

experience. Just as hard resources, these are equally consumable, and just as depletable with poor 

management, inadequate attention, and insufficient care and investment. The Burn Rate Model which 

follows reflects this.  

 

 

 

 

� It is the responsibility of any solvent business to operate, survive and 

optimally thrive, delivering on its mission in meeting the needs of 

clients, partners, employees, owners, and investors at the best of 

times, in adversity, and through change 
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Figure 37 Burn rate modeling 

It should be clear that priorities for continuity change with events, business cycles, differ for each 

company, size of company, and vary by industry. Some may view or prioritize these differently than I do. 

 

• Municipalities will primarily be concerned for human care, social safety nets and restoration of 

community and public safety services 

 

• Educational institutions about student safety and educational continuance 

 

• Hospitals about patient safety and facility protection 

 

• Research centers concern for preservation of research integrity and subject safety 

 

• Media networks about staying on air and preserving advertising revenues 

 

• Banks about capital, transactional safety and execution 

 

• Retail about inventory, distribution and point of sale facilities 

 

• Manufacturing about facilities and value chain 

 

It should also be clear that regardless of cause or initiating conditions or circumstance, any crisis can quickly 

escalate, and the speed of escalation will also impact companies differently. 
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Planning for potential scenarios like flood, fire, blackout, or a cyber-attack, a threat or causative focus is 

sometimes less fruitful than examining potential outcomes, a business risk focus. The latter prioritizes on 

impacts and catastrophic exposure of business priorities. It is for each business to give this deep thought 

and to assess and list what the greatest impacts to their business might be, where their concerns are, and 

to develop protective strategies for these. I have given a few examples to prime the pump. 

 

• Deprivation of market 

• Deprivation of inventory 

• Denial of distribution 

• Depletion of capital 

• Damage of trust or image  

Most BC certifications address the commonalities in businesses overall, everywhere, and of every size. 

They assure the needed tools are in place, appropriate studies completed, and that risks, needs, and 

resources are documented. They assure that there is oversight, a checklist of best practices, these defined 

by the experience and expertise of others. It is a validation that issues have been examined, thinking has 

been done, scenarios have been tested, and preparations have been considered or made. Yet, 

increasingly, for some, there is a perception of difference between the continuity provisions made to protect 

a company, and that for certifying for compliance with continuity standards, or for regulatory requirements. 

 

Continuity planning as commonly practiced, and as certification (ISO 22301) typically requires, is often 

analysis and documentation intensive. It calls for an inventory, inspection, and analysis of risk (RA), a 

qualitative or quantitative assessment of the impact of risk on the operating business (BIA), defined 

objectives and priorities for recovery of systems and processes (RPO), acceptable recovery time (RTO), 

and the people, process, communication, and technology required to ameliorate, mitigate, or moderate 

identified continuity exposures. As one can imagine the need, scope and magnitude of documentation 

required should differ with the nature, size and characteristics of a company, degree to which it is regulated, 

certifications to standards it requires, resources available to implement the assessment, and the approach 

of the implementer. Plans can be simple checklists, and effective, or copious and detailed to achieve the 

same result. Need and corporate culture dictate that which would be best for a given company, but 

certification typically has specific requirements irrespective of company size, culture and perceived needs. 

 

This is understandable. Industry and government regulation, creditors, and investors, often require a proven 

methodology, framework or structure demonstrating a well-planned posture of continuity, whether requiring 

certification or not. They expect a minimum standard against which to measure readiness and performance. 

Regulatory expectations typically align very closely to the documentation and preparation exercises most 

certifications dictate be performed. Where audits are performed, reviewers expect that the studies they 

expect will have been done, and that the results of those studies reflect adequate provisioning for continuity.  
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Commonly Used Terms for the Tools in Business Continuity Planning and Analysis 

• BCP = Business Continuity Plan 

• RA   = Risk Analysis 

• BIA   = Business Impact Assessment 

• RTO = Recovery Time Objective 

• RPO = Recovery Point Objective 

 

 

Experienced executives respond to difficult situations and make hard calls every day. When faced with 

enterprise crisis, brand, revenue, and market impacting events, or the potential to seize unanticipated 

opportunity where it presents, it is often in an unscripted response, and a trust in executive consensus 

where they are most comfortable. Voluminous plans for continuity often frustrate the executives that receive 

them. Many will reasonably question the practicality, cost and time investment, and maintainability of the 

plans. Some question the usability, continued applicability, and effectiveness of the plans through business 

changes, variance in business cycles, and emerging conditions. They express concern for the rapidity of 

response that would be possible given plan complexity. 

 

As said before, some see the certification process, and the common preparatory methodologies they are 

based upon, and their needs for catastrophic response and BC protection provisions as different. 

Comprehensive plans would of course get them there. Few disagree. That said, some feel reducing the 

exercises and documents and relying on inherent knowledge and an effective read of conditions on the 

ground can get them to the same place faster. Company needs, and capabilities differ, and some do not 

require the onerous documentation or scenario specific exercises. They see business continuity as a 

situational response, a more adaptive or agile response specific to business impacts or circumstances 

faced. Many of the planning and investigatory exercises are thought of as excessive, or at worst, time 

consuming and unproductive, and unneeded. They prefer a plan that is in accord with budget priorities and 

the specifics of the operating environment. They prefer a plan that reflects change and the continuous 

development of an evolving company in accordance with its capabilities and resources, with its interests 

defined by the business, directed by leadership, and those operationally entrusted to protect it. For many 

companies, this would be correct and a best fit. But not for all.  And of course, for some, without a 

compliance compulsion, nothing would be done at all and they would be ineffective. Regardless, of 

approach, rapid return to a state of operation from calamity is or should be the expressed purpose of the 

continuity effort.  

 

That there is a tug of war as to how to view continuity is evident in some of our largest and best run 

companies. It is not uncommon for leadership to view business continuity as an administrative and 

operational requirement. It is often not given its due for the business value of the effort, or as a BC colleague 

once said, is ‘treated as the lesser child of security’. It is sometimes unclear to management whether the 
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goal and impetus of the Business Continuity effort is the development, care and feeding of the plan, the 

accommodation of regulators, and auditors, or the protection of the business. Continuity efforts are often 

under-funded, delegated to a coordinator or planner role with insufficient authority, or deferred, in 

companies that consider it of importance only as an insurance in crisis.  

 

Although some of what is required by certification or regulatory compliance may not be pertinent to all 

situations, and the required studies and assessments may not be the most direct means of getting 

protection in place quickly, planning and documentation and situational response are not mutually 

exclusive. It should also be noted that standards and regulations increasingly do recognize the need for 

security and protective controls to fit the needs and capabilities of a company and that the level of detail in 

planning will differ based on needs, capacity and complexity.  

 

Value of Continuity Efforts 
 

Let me add another perspective in favor of an empowered continuity program and the value of in-depth 

business assessment irrespective of the leaning towards a planned and rehearsed or situational response. 

There is probably no other function performed by a business that provides an opportunity to review all the 

priorities, inter-relationships, and needs of a business by direct scrutiny of all its working components, see 

its pain points, and understand how it will respond under stress, and through change. Continuity 

assessment is a critical lens for examining the structural architecture of a business and how it operates, 

how it relates to its value chain, and what it requires at different points in the business cycle. These are the 

underpinnings of effective continuity. These are the requirements for understanding risk. However, 

examination also presents an opportunity to re-architect the business for efficiency, so that it is at the same 

time resistant to crisis, and tolerant of change. Continuity assessment is a lens that examines and 

documents how a company works, what it requires, its employees, who they work with, and what they do. 

It examines key resources, partnerships, suppliers and markets, technologies, contracts, and licenses, and 

if done well, the structure, priority, interdependencies, and even the liquidity and competitive value of its 

assets.  

 

BC assessments are also of strategic value. They can identify where our markets are too narrow, our 

support base diffuse, our sources too limited, or where manufacturing, production or fulfillment are at risk. 

It can expose where our credit lines are inadequate, our contracts too constraining, our licensing insufficient, 

our staff ineffectively trained, motivated, or deployed, and our facilities and operations exposed. 

 

Of course, continuity provisions are a requirement to meet legal, regulatory, and industrial certifications and 

standards for compliance, and may be required under contract, but they also serve to maintain employee 

engagement and sustain company morale in difficult situations. A well thought out plan for assuring salary 

continuance and contract payments sends a clear message to staff and partners. Effective continuity 
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provisions provide confidence to markets, and to business partners, that we have invested in stability in 

consideration of their interests.  

 

Continuity assessment is a lens on business. It looks at the effectiveness of succession provisions for 

management, adequacy of efforts to promote loyalty and morale, sustain partner confidence, and the 

availability, engagement, and retention protection for key performers, whether in crisis or transformation. It 

is also a lens on brand. It defines what is needed for communication to investors, business partners, 

employees, clients, public sector authorities, and press, when, where, what is said, and by whom, assuring 

the right messages are delivered at the right times and in the right ways. 

 

Business continuity is also a light on exposure. An inventory of assets, processes and line of business 

activities and their dependencies allows these to be prioritized and the sensitivity of each gauged. There 

are things that we do that are critical and others that are supportive and important but can be deferred. 

There are lines of business that are cyclical and generate significant revenue at different points in the year 

when their activities are vital but are far less sensitive outside of these windows. There are activities that 

are interdependent with others inside the company, or with business partners during the work day, or that 

touch clients. These must be performed in prime time – during the day – every day and without interruption, 

and so continuity plans need to account for that. Other activities may be just as important but are self-

contained without the dependencies on other business activities and can be resurrected to run after hours 

or on weekends in a crisis. Still other activities can simply be put on hold. Continuity assessments find that 

which is most important to the operating business, the revenue streams, the activities that sustain image 

and maintain relationships, those things that are core to its mission, and by identifying these, and the time 

sensitivity of these, we can highlight where disruption would be most consequential, and where we need 

the greatest investment in defenses and supportive controls.  

 

In a recent interview by Techtarget, John Masserini, CSO at MIAX Options said that “by understanding the 

revenue generation processes, which are identified and protected under the BC plan, one is able to see 

how various applied security controls can mitigate the greatest amount of risk with the least amount of 

effort”. He added that he would “encourage every security executive out there to take ownership of – and 

understand – the business continuity plan as a foundation for their security program. I fully agree. 

 

http://searchsecurity.techtarget.com/feature/MIAX-Options-CSO-on-securitys-role-in-business-

continuity?utm_content=control&utm_medium=EM&asrc=EM_ERU_75073362&utm_campaign=2017040

3_ERU  

 

Moving people, finding places for them to work or sit, securing space and transportation to temporary 

locations, allocating equipment and targeting support resources at recovery are all difficult and expensive 

processes. Understanding who and what needs to be moved, focused upon, stopped or started helps in 

identifying the best formula for accomplishing all this with some semblance of efficiency.  

http://searchsecurity.techtarget.com/feature/MIAX-Options-CSO-on-securitys-role-in-business-continuity?utm_content=control&utm_medium=EM&asrc=EM_ERU_75073362&utm_campaign=20170403_ERU
http://searchsecurity.techtarget.com/feature/MIAX-Options-CSO-on-securitys-role-in-business-continuity?utm_content=control&utm_medium=EM&asrc=EM_ERU_75073362&utm_campaign=20170403_ERU
http://searchsecurity.techtarget.com/feature/MIAX-Options-CSO-on-securitys-role-in-business-continuity?utm_content=control&utm_medium=EM&asrc=EM_ERU_75073362&utm_campaign=20170403_ERU
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I used the CEAS Corporate Emergency Access System which is available in many to most major cities now 

to pre-credential those resources that are most critical to a technical recovery and to business resumption. 

If a crisis has occurred and movement of people has been restricted so that public authorities can restore 

order and normalcy, but there is not a threat to safety, these systems allow pre-credentialed card-carrying 

individuals, a percentage of a workforce, access to facilities for work resumption even when closed to 

normal area traffic.  

 

Opportunity has a short shelf life. Just as crisis is unpredictable, opportunity may equally be, and advantage 

goes to those that can respond and exploit quickly. These requirements will be called for in assessing, 

preparing, or executing most major transformative or transitional state events, whether to reduce cost 

through outsourcing of functions, partner on process, or transform business structure or ownership in 

spinoff, divestiture, acquisition, or merger, or for the resumption, or resurrection, of a crisis devastated 

business.  

Assessment and Transformation 
 
Anyone who has managed an IT department through transformation or transition, for any purpose, and in 

any manner, will recognize that the same efforts, requirements, and documentation that assure continuity, 

are critical to business transformation, and the pursuit of new opportunities:  

 
• assess staffing, and identify key performers  

 
• inventory skills and resources, documenting roles, and activities  

 
• inventory, group, and prioritize processes, and up and downstream dependencies 

 
• determine business needs, timing, cycles, and priorities 

 
• assess relationships and performance commitments 

 
• identify and review the transferability and value of assets, licenses, and contracts  

 
• define and map architecture, technology, and operations 

 
• assess operating cost, liquidity, reserves, investments, credit, insurance, and burn rate  

 
• remove impediments to change, adapt, restructure, and transform 

 
• prioritize most consequential business in support of mission  
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Strategic Design 
 
There is a strategy built into all the operational and architectural decisions we make in business - but most 

often decisions we make strategically in favor of a specific design, plan, or process, are a tradeoff. A 

strength, convenience, or competitive advantage in one area, may mean an exposure elsewhere.  

 

• Just-In-Time Materials Acquisition might reduce storage requirements, and better utilize credit and cash 

on hand, but also raises the risk of compromised manufacturing if crisis impacts materials supply.  

 

• Just-in-Time Manufacturing assures efficiency and reduces the carrying cost of unsold inventory, but 

risks servicing clients if demand exceeds capacity, or if a manufacturing facility fails, or is damaged.  

 

• Geographically distributed fulfillment brings product closer to the client and is more resistant to localized 

crisis but may be more expensive to support and serve than would a centralized facility.  

 
Risk moves. Each decision we make is a potential tradeoff and part of our operating strategy. The strategy 

that makes a specific decision, also creates, and accepts the associated risk implied in that decision. Other 

decisions need to be made to deal with reducing, controlling, or eliminating that risk, or its acceptance. 

These are no less strategic and equally contribute to the evolving strategy of the company, define its 

operations, and what is needed to protect it. It is for this reason that though two businesses may be similar 

and share common industry and operating models, no business continuity plans, or comprehensive 

protection plans for an operating business are entirely the same. 

 

Each of our businesses, business processes, and critical systems, has an inherent shape or architecture, 

distributed at some points, consolidated at others, redundant and diverse at some points, and with single 

points of failure elsewhere. By example, a production process might source raw materials from a single 

supplier, region, or country, manufacture at several geographically diverse facilities, and leverage a broad 

channel for distribution and order fulfilment. In this example, where there is adequate capacity and 

protection in manufacturing and distribution, supply might be a point of compromise, subject to supplier, 

geographic, currency, sovereign or other localized risk.  

 

The unique shape of our business expresses the evolving strategy of the company, but may vary for 

different processes, or at touch points between entities in our business process, or at different times in our 

business cycle. It likely will have morphed unintentionally over time, or changed with growth, succession of 

management, and decisions made. Careful inspection will expose points of potential failure, architectural 

and process weakness and inefficiencies. It may also reveal competitive and transformational opportunities.  

 

In many companies, it is continuity analysis that provides the holistic and careful inspection of lines of 

business, external relationships, and market risks and opportunities, that allows rethinking of process and 

architecture, hardening of infrastructure to crisis, and the positioning and enabling of strategic change. 
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Business Continuity Plans 
 

Enterprise Business Continuity should not be a plan, but a dynamic program that adapts to the swells, 

contractions, needs and challenges of a viable and vital business over time. In fact, it is a program of 

programs, including Technical Disaster Recovery, Operational Continuity, Crisis Management and more.  

Amongst others it is the sum of programs for in house ‘spare and repair’ of systems, high availability 

architecture, and service and support agreements. Equally it includes adequacy of product licensing with 

clearance for use in testing, crisis rehearsals and crisis. It includes backup and protection of data, training 

and rehearsals, effective communication, and operational plans for resourcing, relocation, prioritization, and 

continuation of line of business activities. Effective continuity preparation and business inspection 

potentiates executive action in pursuit of strategic opportunity, business transformation, and investor 

protection.  

 

Some businesses or functions will require certification. This may be a requirement of policy, a condition of 

contracts, investors, compliance, or a minimum qualification to participate in a government or municipal 

market. For the achievement of continuity preparedness certifications including ISO 22301, there are 

specific prescriptive requirements. These include for instance the production of specific documents, and 

the development of specific plans and reports. These include a BCP (Business Continuity Plan), 

performance of a BIA (Business Impact Analysis) and report, and a formalized Risk Analysis (RA).  

 

In an email from Dejan Kosutic, an expert and exceptional resource on many of the ISO security and 

continuity standards, he detailed some of the major requirements of an ISO 22301 certification in the list 

below. This is a partial list. 

• Address legal, regulatory, and other requirements   

• Scope of the BCMS (Business Continuity Management System) and explanation of exclusions  

• Business continuity policy   

• Business continuity objectives   

• Process for business impact analysis and risk assessment   

• Business continuity procedures  

• Incident response procedures   

• Procedures for restoring and returning business from temporary measures   

(Extrapolated from: Dejan Kosutic, https://advisera.com/27001academy/ ) 

  

https://advisera.com/27001academy/
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As described in the illustration below BCP (Business Continuity Plans) can vary in scope and 

documentation detail.  

 

They vary with the size and nature of the organization, certification requirements if any, and expectations 

of management. There is no one way and the right way depends on objectives. A business continuity plan 

can be anything from the steps, procedures, processes, and resources needed to mobilize the business, 

restore communications, and sustain operations, or they may document job descriptions, and how key staff 

perform critical functions. It may capture detailed manufacturing and product specifications, secure copies 

of contracts and licenses, and gather all the documentation that might be needed to resurrect a failed 

company in a new location, under new leadership, or alternate mode of operation, or to hand over individual 

processes to external parties to run. Or it may be a simple checklist. Typically, it is some point of balance 

between. 
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A tangible product of the Enterprise Business Continuity program is the Business Continuity Plan (BCP). 

You may be asked as CISO to develop a BC plan or oversee the process. Like Enterprise Continuity (the 

program), Business Continuity planning (development of the plan) is also a process. A BCP first defines 

the analysis it will undertake and compilation of information that will be used to construct the BCP document. 

The BCP at this point is simply a list of questions that need answers from management, business, IT and 

other stake holders before significant work is done. These according to continuity expert Dejan Kosutic 

include identifying “what is our goal, are we doing this to meet a regulation, does the regulation impose any 

requirements as to what needs to be produced and in what format, will there be a formalized Business 

Impact Assessment, will there be a formalized Risk Assessment, and will we follow a framework for 

certification” amongst others.  (Dejan Kosutic, https://advisera.com/27001academy/) 

 

Once it has been determined how business needs, risks and tolerances are to be assessed and resources 

compiled, it is a process of interview, analysis, and the preparation of a write up. The write up typically 

includes a title page, a summary statement, a characterization of the study which basically feeds back the 

answers given to the questions asked at the start of the study. It adds methodologies, team members and 

roles, and then the substance of findings including the risk analysis, and inventory of risk, business impact 

statements for each department, mitigation plans, and the resources required.  

 

An effective protocol for analysis is to list the primary processes that drive the business, and prioritize these, 

and within each process identify and prioritize the associated sub processes, and for each find the 

dependencies, the inputs and the outputs of the process. This helps to construct a process map of the 

business and better focuses the continuity plan. The plan is finalized by detailing proposed options for 

continuance of operations in crisis. In better programs, the developed plans are challenged for validation, 

in the best ones, all through the course of development. A summary table listing exposures and mitigating 

controls in place is often a useful finish. 

 

On completion of the analysis and write up, the draft operational BC plan is developed. The documentation 

is submitted for review and approval by management. If approved the BCP becomes the mandated means 

(for some) of coordinating a Business Continuity response assuring the continued operation of the business 

through crisis, change or transition. It is a living document, revisited and maintained over time, and in some 

fashion, and for varied purpose, rehearsed.  

 

Risk is inherent in business. Mature businesses develop an understanding of their capacity and tolerance 

to coexist with known risk. Traditionally, responsible businesses have invested people, time, and dollars in 

continuity analytics to understand and inventory identified risk. They measure tolerance, anticipate the 

potency of these events, and plan for the unanticipated, gauging their ability to respond, tested through 

simulation, and exercise.  

 

 

https://advisera.com/27001academy/
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With that said, how we plan and where we focus is in debate. With the release of 'The Adaptive BC 

Manifesto’, David Lindstedt, and Mark Armour, effectively disrupted the conventional and widely accepted 

approach to Business Continuity Planning, to which has now been ascribed the label of ‘Traditional 

Business Continuity (BC). They developed the new Adaptive BC approach, rethinking the Traditional BC 

practices that have gone largely unchanged since their creation in a time of mainframes and Y2K.  

This was very effective re-branding, whether intended or not. It clearly contrasted the typically 

documentation and analysis heavy traditional approach, often frustrating and resource intensive in its 

demands on a business, to the much leaner, more agile, and more responsive Adaptive BC approach. 

There is truth in this characterization. But only in my opinion as a recognition of difference, not a judgement 

of value. Both approaches still have their place. Traditional BC is not at risk of the chopping block and is 

not going anywhere anytime soon.   

In fact, the 'legacy methods' and analytic processes (Continuity 1.0) are in common practice, are adhered 

to by a preponderance of practitioners, are the basis of plans maintained by many companies, and are 

typically anticipated by auditors. The means and methods of Traditional BC remain very useful if relevant 

to the business, performed for the right reasons, when required, and specifically to suit a purpose, not in 

itself a goal. An example might be where the pursuit of a certification like ISO 22301 is required which 

amongst other stipulations calls for a formalized Business Continuity Plan (BCP), Risk Analysis (RA) and 

Business Impact Assessment (BIA). Another might be where the documents are required in support of 

contracts that require them or in discussions for change of ownership in one form or another. The company 

that has done the thinking, kept up on the changes and compiled the documentation is often at advantage 

when competing for unexpected and rapid moving strategic opportunities.  

Whereas Traditional BC is sometimes described as anticipatory, prescriptive, and often analytics and 

documentation heavy, Adaptive BC is less so, lighter, more agile, and responsive to conditions on the 

ground. It is targeted at delivering continual value, dismissing much of the analysis of risk and business 

impact studies. It instead leverages knowledge of the needs of the business and the circumstances before 

them to guide an appropriately prioritized response. Exercises are performed not for testing, but for 

continual tuning and quality management.  

Adaptive BC Manifesto co-author Dr. David Lindstedt likens the advent and use of Adaptive BC to the Agile 

movement in project management which began with its own Manifesto in 2001.  

“Agile now offers a proven alternative to traditional project management, focusing on the continued delivery 

of value in rapid iterations. Likewise, Adaptive BC now offers a robust alternative to Traditional BC, focusing 

on the continuous improvement of recovery capabilities in lean iterations. Both Agile project management 

and Adaptive BC recognize the need to provide actual business value to leadership, stakeholders, and the 

organization. The creation of such value in an era of Lean, Six Sigma, Motivation 3.0, Bitcoin and Blockchain 
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requires a flexible approach to planning, one wedded neither to a linear path of lengthy analysis nor to an 

emphasis on documentation over capabilities.” (Dr. David Lindstedt, personal communication) 

Although differing markedly, neither approach is wrong, and except in the eyes of the overly dogmatic, are 

not mutually exclusive. Both will be encountered in the field, and dependent on goals, each bring different 

value, and in some cases, or at least for some time, may meet somewhere in the middle. 

 

Adaptive BC will prove for many an improvement, and as stated above, some companies will find 

embracing both traditional BC methodologies modified somewhat to move towards a leaner Adaptive BC 

approach to be a means to get comfortable, educate their stake holders, and absorb the new 

methodology into the  protective strategies of the business. There are also numerous apparent similarities 

to BC/NT, or Business Continuity / New Thinking, an approach I defined and have been using 

successfully throughout my career. BC/NT has been discussed at several conferences and in a series of 

papers entitled ‘The shell of the Egg”. Where Adaptive BC assumes a more agile approach for response, 

BC/NT differs in an emphasis on architecting inherent resistance and resilience by design. The BC/NT 

approach shares some of the conceptual constructs described in Adaptive BC, particularly provision of 

continuous value, and focus on outcomes rather than causes. It differs, I assume, in the focus on the 

proactive mitigation of risk through continual identification and correction. I have not spoken directly to the 

authors of Adaptive BC, and we may in fact be more alike than I presume, but to avoid 

mischaracterization I refer the reader directly to The Adaptive BC Manifesto at www.AdaptiveBCP.org.  

 

I describe BC/NT in the next chapter and compare the approaches in the table below.  

 

Unfortunately, disasters seldom read your plans, or do as they are supposed to do in accordance with your 

exercises and tested scenarios. The ability to respond to the conditions on the ground, and play the hand 

dealt you is critical to business continuation and supportive both of the agile approach in Adaptive BC, and 

the resilience of BC/NT. This is very well expressed in the quote below referring to the conditions wrought 

by Hurricane Katrina: 

 

 

“The biggest challenge was how to operate when, so many management 

employees were not there to pull together in response to the crisis. So, we 

had to create a temporary organization to do the recovery work.” 

Jan Rideout, Northrop Grumman  

Ship Systems Sector  
 

http://www.adaptivebcp.org/
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CONTRASTING ADAPTIVE BC AND BC/NT (BC New Thinking) 

 

 

 

 

 

PRINCIPLES OF ADAPTIVE BC 

 

 

PRNCIPLES OF BC/NT 

1 deliver continuous value BC/NT is a process of continual improvement that 

makes the business better, as we make it safer 

2 document only for mnemonics we document to meet business objectives 

3 engage at many levels in the organization we work as an organization, across LOBs, and 

externally with partners  

4 exercise for improvement, not for testing BC/NT is a lens on business assessed through 

continual engagement and challenge 

5 learn the business BC is the responsibility of each line of business 

6 measure and benchmark five levels of protection work together, each one 

reducing the risk the others confront 

7 obtain incremental direction from leadership resistance to crisis comes from the decisions, 

structures, and strategies that harden the business 

8 omit the risk assessment and business continuity 

analysis 

resilience in crisis is from policies and practices 

that increase flexibility and provides options 

9 prepare for effects, not causes preparation are the additional steps we can take 

knowing what is coming and when 

  response is minimized by the synergistic effects of 

resistance, resilience, and preparation in place  

  position for opportunity with focus on value and 

effectiveness, assets, capabilities, and controls 
Figure 38 Contrasting Adaptive BC and BC/NT 

 

For a detailed understanding of the Adaptive BC doctrine, I refer you to www.AdaptiveBCP.org, where 
you can read the original Manifesto and view other resources. 

 

 

 

The way we make a business more secure, resilient, and resistant to crisis, 
is to make it a better business  

 

 

http://www.adaptivebcp.org/
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BUSINESS CONTINUITY IS A PROGRAM 

 
 

FAILURE RESPONSE 

repairs, spares, vendor response, and service contracts 

 

HIGH AVAILABILITY 

components assume the function of a failed component 

 

DISASTER RECOVERY 

technical restoration of technical infrastructure and service 

 

CRISIS MANAGEMENT 

communication, movement of people and facilities 

 

OPERATIONAL CONTINUITY 

provision of prioritized services 

 

CONTINUITY ASSURANCE 

executive action to protect business interests or seize opportunity 
Figure 39 Business Continuity is a program 
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An effective continuity program positions the prudent company for crisis 

through preparedness and structure, assures a proper spend tuned to need 

and risk, and maximizes speed of return to function, while minimizing 

disruption.  

It plans, performs assessments, and documents not as a goal, but for a 

defined purpose, documents only that needed, and assures that 

relationships, technologies, business structures, and organization are by 

design sufficiently adaptable to endure crisis, change, and to facilitate swift 

execution when strategic opportunity presents. 
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Remember the Joke  
 
 

 “I can tell you the score of the game before it even starts.”  

The answer, of course is “Nothing to nothing.”   

Well in the world of business continuity I can tell you the lessons of a disaster event even before 

the stuff hits the proverbial fan.  And the reason we know the results before any emergency event, 

crisis or planning exercise is because we never “learn” from our mistakes – we just repeat them. 

 

Communications 

The inability to effectively communicate, in a timely manner when normal communications become 

severely challenged or fail completely. 

Roles and responsibilities 

The confusion that results from people not knowing what their crisis role is and the crisis roles of others. 

Access 

The failure to access key files, documents, equipment and systems along with the inability to go into 

impacted work locations. 

Plan activation 

The hesitation to implement documented and tested recovery plans or strategies. 

BCP is a people business   

Focus on people and their needs. The one question all C-level folks ask immediately following a disaster 

event is “Are my people ok?”  So, build a plan around people and the resources they need to do their 

jobs.  Give senior managers checklists to remind them of all the immediate concerns they will face from 

the onset of a crisis event.  Let business managers know that since they are responsible for the success 

of their business. They are also responsible for its failure – including crisis events. 

 

Mark Haimowitz, CBCP, FBCI 
Director, Business Continuity Planning 

Disney ABC Television Network  
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

 
Martin Gomberg, CISSP, CIPP/E 

SECTION 21.   BC/NT - BUSINESS CONTINUITY / NEW THINKING 
 
For any business to survive it must operate, grow and optimally thrive. Companies are obligated to 

customers, partners and investors to protect the availability of the business and assure its continuance. 

Regulations hold public companies and those in specific industries accountable for this. Companies secure 

the availability of the business with maintenance contracts, high availability system designs, backups and 

effective disaster recovery and incident response procedures. Most of you will recognize the use of the 

terms ‘availability, security and integrity’ from my discussion of controls earlier, recalling that I derived them 

from the C I A Triad. It applies as much to Business Continuity governance as it does to Security.  

 

Business Continuity assessments assure the integrity of the procedures that secure the functioning of an 

available or functioning business, by reviewing for the presence and adequacy of the systems and 

processes securing the business. Continuity maps the risks to the business to the controls that protect it 

and identifies gaps. It assures that there are alternate means identified to conduct the business and perform 

the functions of the business if needed.  

 

By assuring that the controls needed to secure the availability of the business are present and adequate, 

continuity planning is itself an integrity control. As you will recall, we defined integrity as a statement of 

condition affirming security at a given time. As such, BC is only valid for the specific conditions it was 

designed to assure, in the state it was at that time, and for which it has been tested. Despite the best of 

efforts and most meticulous attention, if business changes, BC lags, if updates are not continuous. This 

has been a frequent criticism. And this is reflected in how continuity efforts are managed. And it is for all 

the above that some feel they undertake continuity efforts more to satisfy audits and regulations, and less 

to protect the business. This is reflected in BC governance. It is frequently insufficiently funded, 

inadequately staffed, and positioned with inadequate authority. It is viewed as a cost without a return on 

investment; an insurance. Despite the legitimate criticism, this is a mistake. Continuity can be improved 

amongst other ways by making the process continuous. That is the basis of BC/NT. 
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BC/NT is different than traditional approaches to business continuity. It is a commitment to protect the 

business, by assuring quality management for the business, removing risk through continuous business 

improvement. With a focus on quality and preparedness, it continually assesses and looks to identify efforts, 

tweaks, and investments that might enhance and refine the business, making sensible changes where 

opportunities are presented. Where risk or impediments of concern to the business are identified, it looks 

for opportunities to remove them, while advancing business innovations, enhancement, and process 

improvements. Sometimes the removal of a risk is by change of structure, as in changing from a single 

source of supply to multiple sources. Sometimes it is a change in context when moving manufacturing from 

an area subject to floods to one that is not. Where changes are identified to be implemented over time it 

produces a plan, identifying risks and opportunities, moves on the plan, and documents as it needs.  

 

BC/NT validates the integrity of the controls that secure the availability of the business reiteratively. 

Validation as we said earlier is an accepted proxy for proof of integrity, sampled at points in time, agreed 

upon for convenience. The frequency of validation is dictated by risk tolerance. BC/NT philosophically has 

no tolerance for risk. It assumes a frequency for the validation of integrity at 100% meaning assessment 

and improvement are reiterative and continuous, a.k.a. without stop. Business imposes its own risk 

perceptions and determines the resources, budget and speed at which change, inspection and correction 

occurs. This is with the caveat and understanding that the way we make a business more secure, resilient 

and resistant is to make it a better business. BC/NT is not a cost, or an insurance. It is an active program 

of investment in the improvement of the business and the safeguards that protect it. The ROI is the 

business. The degree of investment in BC/NT is the investment in business improvement, enhancement 

and innovation, and the digital transformation. 
 

BC/NT advocates pursuit of opportunities for a better business, and a safer business. It looks to target ways 

to improve operations, provide better service, increase reach to new markets, or potentiate revenue, while 

reducing risk. But businesses do get caught up in their day to day. It needs to become the culture, how 

business is done. This requires advocacy by leadership setting the ‘Tone-At-The-Top’. It calls for ‘line of 

business’ areas, risk management, security, legal, privacy, and continuity planners to engage together in 

examining, tuning and rethinking the business structures, processes, and relationships that exist. It calls for 

them to engage early in considering plans still on the table and those proposed for the future. It calls for 

adopting a culture of cooperation and collaboration in business safety, and adoption of Continuity by 

Design. 

 

I have always believed that if businesses were more ‘self-protective’ and resistant to crisis, we would need 

to respond to fewer crisis, and our responses when needed would be easier and less costly. If I were in the 

slogan business, I would say that ‘an investment in preparedness, is a savings in response’. I’m not 

particularly sure that the slogan will catch on, but I do believe that businesses should be ‘hardened’ to better 

resist crisis. That deserves an explanation. 
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The way we ‘harden’ businesses and make them more secure, resilient and resistant to crisis is by making 

them better businesses. By example, if you as a business buy from one supplier, you are at risk and 

inadequately protected from a crisis of supply. To harden the business to better resist that crisis, find a 

second supplier. If you sell to one market, open another. If there is only one road to reach your 

manufacturing plant, move. If you can’t provide adequate security for a key application in house, put it in 

the cloud with someone that can. These are structural changes for a business. They harden the business 

by changing the business and so doing becoming a better business more resistant to crisis. These are each 

business focused changes. They do protect the continuity of a business as one outcome. But they start 

with how we do business, make it better, then safer. Nick Davatzes,, one of the best CEOs I have ever 

known frequently said “first make it effective, then make it efficient”. A lesson learned. It couldn’t have been 

said better. 

 

Let me drill in for a moment to the prior example. Removing dependency on one source of supply, and 

establishing relationships with several, might reduce cost through competition, increase product choice and 

options, and eliminate much of the risk and forced dependency associated with having only one supplier. 

This is undertaken as a benefit to the business. That it proactively removes the risk of a supplier failure 

assuring business stability and continuity of operations is a secondary outcome of a good business 

decision. Where business may be too focused on the day to day, examination of the business for continuity 

might recognize this opportunity for decreased risk and incremental business improvement. 

  

 

 

‘Barriers to entry’ to new opportunities, and ‘barriers to exit’ from 

constraining situations are often the limitations and restrictions imposed 

by the contracts we sign, and the relationships we choose 

 

Licenses and relationships should be transferable, whether to a new entity, 

or different operating model, and not be an impediment to change 
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BC/NT has two principles and five mechanisms: 

The first principle of BC/NT is “Incremental improvement”. It pursues intelligent design and quality 

management in building, enhancing, challenging, and selectively tuning the existing structures and 

processes of a business over time. It is intended to maximize capability and effectiveness, and to diminish 

risk by design. BC/NT is not an add on. It is just good business. We look at the business, we look at the 

industry, we look at competitors, we look at our options, we get our stake holders onboard. We look for 

ways to improve or enhance business, while removing risk and improving safety. We make decisions. We 

move.  

The second principle is the “inherent ability to sustain sufficiency of service”, and structural and operational 

continuity. This leverages four of the five mechanisms of BC/NT, Resistance, Resilience, Preparation, and 

Response. These are a successive hierarchy of layered and interlaced controls, each progressively 

assuming a diminished role, as the layer before it mitigates some of the impact of a threat event, reducing 

that which remains for the next layer to address. The sum of the layers performs with greater effectiveness 

than would each on its own. The ‘response’ to a crisis event, our lowest level of defense, is much simpler 

if inherent ‘resistance, resilience and preparedness’ incrementally diminish the impact of the threat to which 

a ‘response’ is required. These concepts work together synergistically to provide business protection and 

better assure continuity of service.  

Resistance - The core principle of BC/NT is that resistance to known and potential risk should be intrinsically 

embedded in the business. It does this through the choices we make, locations we select, business we do, 

and the business structures we adopt. It does this through our organizations, contracts and relationships, 

how we deploy and schedule staff, technical infrastructure, and in the strategic choices and changes we 

make over time. Resistance is largely about business structure and context. It is about identifying structures 

that are inadequate, exposed or limiting, and correcting them. It is about identifying contexts that are 

ineffective and changing them. By example, building resistance into technical infrastructure and technical 

operations: 

• meshed telecom infrastructure that assures that if one path is disabled, another exists 

• high availability systems and network components assure that one takes over on failure of another 

• continuous replication of data whether in an active – active or standby design 

And into the physical structure of the business: 

• changing sales or distribution models 

• relocation of exposed facilities 

• removing concentrated risk in geographic or business operations 
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Resilience - At the same time BC/NT pursues resilience even in unanticipated events, and to the extent 

possible, from unanticipated areas of risk and specific threat. Where resistance is about establishing a 

preparedness structure, resilience is about flexibility and options, the procedures, policy, plans, and 

agreements that leverage or enable preparedness. It is the soft stuff. It begins with implementing flexible 

HR policies, work from home, and a distributed work force with redundancy of key positions. This removes 

the exposure and concentration of specific skills at any one location. It encourages staff morale and 

attention to staff needs and interests. It employs shared knowledge policies. It leverages use of mobile and 

remote access technologies, SAAS and cloud, and use of resilient, virtual and on demand telecom. It calls 

for negotiating and assuring transferability of contracts and relationships. Licensing terms that 

accommodate use for testing, and use on alternate systems, or by alternate parties in crisis, and 

transferability of license in sale or change of ownership. It requires adequate lines of credit and needed 

insurance protections. It establishes alternate means of communications and operations. These provisions 

all make a business resilient in crisis.  

• use of application as a service reduces the breadth of impact of a singular event   

• separation of performers in specific roles allows remote specialists to respond if others cannot 

Preparation – Where an event can be anticipated there are incremental activities that can be done, given 

that there is time to prepare. By example people can be moved, data additionally protected, equipment, 

storage capacity, facilities and connectivity procured, hotels arranged to house staff and to provide 

alternative operating space, and credit reassessed, and if needed, additional lines secured. Preparation is 

an incremental effort targeted to a specific and known event. It is a mechanical and operational layered 

control that additionally protects, fills in the gaps increasing comfort, and is called upon if needed in 

anticipation of specific conditions on the ground. Preparation supplements preparedness over and above 

the resistant and resilient design.  

 
Response - There are events that cannot be anticipated (data center fire, blackout) or prepared for, beyond 

the resistance and resilience built into the model. They just happen, and a response is required. The BC/NT 

mitigation response, like that in Adaptive BC, is dictated by business priorities, prior thinking, planning as 

to needs and resources by lines of business, and conditions on the ground. It is however a minimized 

response in many cases as the qualities of Resistance and Resilience absorb and mitigate much of the 

significant risk, leaving response to deal only with the residual issues that remains. If there is a data center 

fire, but many of the applications and services are SAAS (software as a service) in the cloud, and most 

workers are mobile, distributed, home based workers, or road warriors that work while traveling, much of 

the impact of the fire would be diminished by the inherent resistance in the technology and operating model. 

The business, though impacted, would remain operational. People can still do much of the work they require 

and remain productive, and response is only required for the residual impact of the event, the replacement 

of the equipment damaged by fire. 
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Opportunity – Lastly, and atypical of most BC planning processes, the BC/NT recognizes that it has a role 

in strategic opportunity. A wide spread or regional crisis may yield opportunity to acquire a failing competitor 

at fire sale pricing, or to move into another line of business through acquisition, or to be acquired for 

maximum value. There may be an opportunity to merge to form a stronger entity acting from a position of 

power, but often only if prepared to act quickly. Opportunity has a short shelf life and those prepared to 

execute by design hold the advantage. BC/NT is designed inherently to maximize speed to opportunity. It 

is also designed to assure continuity through transition in support of strategic executive options. BC/NT 

does this by advocating a careful and continual inventory and awareness of value and capability. The 

assets, people, processes, and intellectual property of a company give it its value. This is the value portfolio 

that promotes a company, defines its image, and make it competitive and recognizable. It is this portfolio 

of physical structures, investments, trademarks, patents, people, skills, key players, relationships, licenses, 

and brand that makes a company attractive to investors, merger partners, creditors, and potential 

acquisition suiters.  

 

Recognizing under-performing assets or resources also requires an understanding of the value portfolio. 

Attention to this, affords the opportunity to address insufficiencies, and tune the business. This is a quality 

management approach and continually refines the business through inventory and assessment, identifying 

that which delivers and that which does not, tuning and improving and culling the ineffective or obsolete. In 

a regional or industry-wide crisis, or a crisis of credit where pursuit of strategic opportunities is in the interest 

of the company, a clear and attractive representation of value at the ready enables executives to act from 

a posture of advantage. BC/NT assures that by design contracts and relationships are built for transfer and 

price protection, maintaining advantageous terms, and are persistent regardless of the transformational 

event: launch of a new business, acquisition of a competitor, merger producing a larger entity, a divestiture, 

or any other strategic change in size or structure. Continuous review and monitoring assure adequacy of 

credit and cash on hand. It assures systems and organizations built to be flexible with adequate capacity 

for growth. Key man protection and other requirements for sustaining a business through crisis are just as 

advantageous in transition of a business offshore, or to acquire a business in difficulty. It should be noted 

that both value and capability are depletable in crisis. The Burn Rate Model in the prior chapter reflects this.  

  

So often we hear about aligning with the business. If I were to paraphrase from Larry Bonfante in Lessons 

in IT Transformation, he objects to the idea that IT should align itself with the Business. IT is part of the 

Business. BC/NT agrees as do I with respect to all the protective controls that enable a functioning business. 

It is only if thinkers from all parts of the business work together that we can build a business open to 

opportunity, resistant to harm, and readied for change. That is the basis of BC/NT. And that sentiment is 

also increasingly embodied in law. As stated in numerous regulations now, controls, safeguards, privacy, 

incident response and continuity are part of modern business.  

There are other challenges that highlight some of the differences between BC/NT and other approaches, 

and that continuity faces in general. There was a great phrase used by friends in the military - "bring truth 

to power" that talked to voicing an opinion even to those in authority. The phrase has been overly exploited 



290 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

on recent TV News programs and it seems every talking head now uses it; but that aside, it is worth bringing 

up here. In fact, we don’t often see that in the world of business, government, or academia. Often, continuity 

is delegated to those with less authority than needed to be successful, and in many cases, they are not 

given the executive access they deserve and require. This should be changed. Unless empowered to do 

so, far too often, a BC coordinator or managers response and plan may reflect that which they feel 

empowered to say, or what they would be allowed to do, as opposed to that which should be said, or should 

be done.  

In an area that floods regularly each year impacting the operation of a building, annually repeating planned 

mitigation steps, setting up barriers, contracting mobile pumps, or other similar actions, deals with the 

symptoms of the impact event, not the root cause. ‘Move to a different building in a different location to 

eliminate this annual impact' may be a more appropriate response.  Where relocating, or construction of a 

replacement facility may be the right decision, and an obvious decision for an executive in authority with 

budgetary powers, operational discretion, and the ear of others in leadership, it may not be the 

recommendation provided if the authority and executive access of those coordinating the BC process is 

insufficient.  

In stating a concept from Abraham Maslow’s 1966 Law of the Instrument on over reliance on familiar tools 

and the things you know “If the only tool you have is a hammer, treat everything as if it were a nail."  

If trained to respond to threat, and not offered the opportunity or empowered to present more strategic 

options, that’s often our default. As such, remove the threat isn’t always part of the thinking.  

An example of BC/NT in practice 
 
 ‘A recurrent risk (hurricanes in the Gulf) could be anticipated to impact a centralized fulfillment center near 

the coast. If it occurs, it would require a well-planned recovery response to restore business. The cost would 

be high, and the disruption would be visible and potentially protracted, with significant impact to revenue.  

 

BC/NT identifies and removes the threat of a single center failure through “incremental enhancement of the 

business”. It anticipates the risk based on patterns in prior years, or that which can be assumed, or 

evidenced impacting others, and reaches a business-driven decision, advocating, and proactively 

implementing a move, a restructuring, a change in how business is done. Fulfillment will be transformed 

from a single distribution center model, to multiple regional centers. Of course, the hurricanes may not occur 

so why make the investment? Because preparedness is not the only goal. We look for opportunities to 

make the business better, which also make the business safer. We are pursuing incremental enhancements 

as the opportunities present, gradually pulling risk out of the business, hardening it to threats, and replacing 

it with advantage. These incremental improvements make the business more effective and improve 

operations or service.  

 

Continuity is a byproduct of the better design.  
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How does this work? A business architecture leveraging several distributed fulfillment centers would be 

inherently resistant. It is unlikely that the effects of a major storm would impact all centers. More importantly, 

it also brings product closer to the consumer and reduces time and cost to delivery, an incremental 

enhancement to business performance. In this BC/NT design the major threat (the inability to distribute 

product) is mitigated by the inherent ‘Resistance’ of the multiple facility design which addresses most of the 

significant risk. Any residual risk (delayed delivery) is now manageable by ‘Response’, and the response 

plan would be focused on adjusting delivery routes and coordinating supply, rather than the complex and 

expensive recovery of a facility, replacement of merchandise, cancellation of orders, and loss of clients. 

And with the investment, a significant business improvement is achieved. 

 

BC/NT provides an ‘inherent ability to sustain sufficiency of service’. In a business impacting event, it 

assures continuity of operation, sometimes with deficiencies or increased cost for a period, but that is often 

seen as an acceptable risk by most as business continues sufficiently until normalcy is restored.’ In this 

prior example, deliveries routed from a more distant fulfillment center might be delayed and cost more, an 

acceptable degradation of performance until the storm damage has been cleared, but they help assure 

operational continuity, and maintain stability of business commitments. 

 

Unlike other continuity models that are dependent on the availability of individuals well versed in the 

recovery process, or leadership for direction, BC/NT is not primarily a response, and so qualities of 

resistance to failure and resilience are inherent in the business design, with or without action. Much of that 

we confront is unanticipated. A business designed to be self-protective and to resist crisis will reduce the 

impact of an event. Without adequate preparedness, a response is the best you can do, and whatever you 

can do will only be after the fact. 

 

Another Use Case for BC/NT 
 
A company grows organically and begins expansion. A strong salesperson proves very effective at selling 

rubber bushings into the automobile production market in Detroit. Other sales teams emulate that success 

by focus on the auto market. Everyone does well. Speaking to the executive in charge of Sales, despite the 

obvious and continued success of the auto industry strategy, we question the diversification of the client list 

by industry and by region. It proves on examination to be skewed, a substantial exposure suspected now 

confirmed. There is also an opportunity recommended: diversify into other industrial and transportation 

markets including heavy equipment, boats, motorcycles, tractors, and airplanes. Doing so will mitigate the 

risk of pressures on the automobile industry that might impact sales; Doing so will mitigate pressures on 

key regions like Detroit that might potentially impact volumes; Doing so opens the markets to revenue 

opportunities. 

  

The executive provides incentives to the sales teams for diversification of the client base to these new 

markets.  The business has been reengineered to be more tolerant of risk, incrementally improved in safety, 

and for opportunity. It can better sustain the revenue impact of a crisis like a market downturn in Detroit, 
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with the new markets providing an acceptable buffer for degradation of performance in company revenue. 

But more importantly, this has not been done by establishing defenses, but by opening new markets. This 

is the basis of BC/NT. 

 

BC/NT advocates that quality management and business protective elements be embedded directly into 

the business. Quality and protection should be embedded in strategic decisions, business architecture, 

selection of physical locations, technologies, protective structures, operational processes, governing 

policies, and in the human elements of a business. This hardens the business to threats by design, while 

at the same time positioning for new opportunities. In this manner, BC/NT is the CISO’s perfect weapon. It 

is a means of directly engaging the business as partners in ways that are meaningful to them, bringing 

quality management to the business through security and good governance, these together, now a better 

business. 

 

Let me take a step away from concepts for a moment and give you something easy and imminently 

practical, a workshop exercise. I will follow with a few useful checklists. 

 

 

Business Risk Transformation Workshop 
 

Business transformation is for most an intimidating phrase. And this is a challenging workshop. Engaging 

with and pulling together diverse stake holders as contributors to the process is also anything but simple. 

But for the CISO to succeed at leading the business to a more crisis resistant place begins with asking 

them to participate, and one comfortable format for most is in a workshop. The thinking is simple and begins 

with ideation; a workshop on deficiencies in the business, and how they can be improved or corrected. Start 

discussions on the following, identifying the risks (where the business is weak), and the opportunities (how 

do we strengthen it?) It starts with the question: What can we be doing better? 

 

• Where the business is weak, how do we strengthen it  

• Where it has inadequate reach, how do we extend it  

• Where coverage is insufficient, how do we correct it  

• Where a business is exposed, how can we protect it or remove the exposure 

• Where there are gaps, what can be done to close them 

• Where a business is limited or constrained, how do we unbind it 
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Effective BC plans, performs assessments, and documents not as a goal, 

but for a defined purpose, documents only that needed, and assures that 

relationships, technologies, business structures, and organization can 

endure crisis, change, and facilitate swift execution when strategic 

opportunity presents 
 

BC/NT contracts and relationships: 
 

Contracts, licenses, and agreements can enable or stifle a recovery, and do the same for an opportunity. 

Flexibility, persistence, transferability, and protection of contracts and relationships are a theme in many 

attorney discussions I have had over the years and have been a successful strategy for me through my 

tenure as a CIO. They are also key enablers giving executives leverage and license for strategic activities 

in BC/NT. Consider the following for all new contracts and at contract renewals: 

 

 
• Contracts and relationships that are limiting, acting as a ‘barrier to entry’ to new opportunities, or as a 

‘barrier to exit’ from constraining situations, are not in our interest. Contracts negotiated should provide 

exit, transferability, and price protection. These make it easier to seize opportunities and adjust as 

situations demand.  

• The most attractive contracts provide price caps over the term of an agreement which persist at 

renewal, assure transferability, and sustain over the life of the relationship.  

• Provide continuity of service and performance guarantees  

• Wording should assure that licenses and agreements anticipate change and assignment   

• The option to add new entities to existing agreements, whether internal, a spin off, an acquired external 

entity, or strategic partner requiring use of common tools or resources, should not be restricted by 

existing contracts, or limited, or punitive in cost or terms  

• Indemnifications and other protections and assurances should persist through transfer 

• Agreements should be organized and easily located, periodically reviewed, and replicated securely to 

an offsite location for protection  
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Protecting data 
 
The protection of data availability is a significant requirement in most regulatory compliance programs and 

in sound business practice overall. Data protection, recovery, and continuity of business provisions are 

frequently mandated in federal, state, and non-U.S. law and regulation, and for conformance to required 

industry standards and codes of practice, implicit or specific. For instance, many Federal and State 

regulations are specific in requiring good records and record retention and specify how long and in what 

format classes of data are required to be maintained and protected. From a compliance perspective, 

testable data and data controls must be available when demanded for validation in audit. Data integrity, 

preservation, and availability are fundamental in demonstrating effective governance in regulatory inquiries 

or audits, and sometimes to the courts for matters in litigation.  

 

From a security perspective, in an environment of pervasive malware, breach and ransomware, the 

importance of data backup and alternate strategies for data replication and protection are even more 

evident.  

 

Backups, snapshots, and data replication strategies need to be frequent and varied and even then, without 

other supporting controls, may prove insufficient protection to a ransomware attack trickled in slowly and 

undetected over time. That said, backups remain our best defense. 

 

With cyber, geo-political and natural threats, legal requirements, certifications and standards, strategies for 

data protection and an effective process for assuring the continuity of an operating business through 

incidents, challenges and transformation are increasingly critical to business safety and effective 

operations.  

 

Protecting data and data availability is a fiduciary responsibility and requires an effective program of data 

backups, media rotation and tested restoration. It also requires preservation of specific data for legal 

purposes, a sensible corporate policy on data retention and archiving, and the appropriate application of 

'end-of-need / end-of-life' data destruction plans particularly for sensitive data and the media on which it 

was stored. Additionally, attention should be given to off premise storage, disaster recovery, and business 

continuity practices and programs.  

 

 

 

 

An investment in preparedness is a savings in response 
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Continuity in summary 
 
An effective continuity program positions the prudent company for crisis, assures a proper spend tuned to 

need and risk, facilitates swift execution when strategic opportunity presents, as well as being an important 

component of the certifications required for compliance with standards and regulations.  

 

When assessing investments and delegating oversight and authority, it is important to stay cognizant that 

continuity if properly managed, and given the appropriate executive visibility, is a mechanism to endure 

crisis, harden structure to be inherently resistant to crisis, but also, is a vital and effective enabler for 

strategic change. 

 

Contingencies for SAAS 
 
There is a game changer in reducing continuity risk. It is the effective use of Software, Infrastructure, and 

Platform as a Service, and Software Defined Networking, and security services in the cloud. The game 

changed is the distribution of risk and the outsourcing of oversight to those often better resourced to manage 

it. I have just a few comments, both as an advocate (and I am), and as a caution. 

 

SAAS (software as a service) is strategic, speeds time to market, reduces setup, operating, facilities cost, 

and capital investment, and allows those most knowledgeable of the application (or infrastructure) to 

manage its care, as client staff focus on business engagement, performance and innovation. With the low 

cost of WAN (wide area networking) bandwidth, SDN (software defined networking), and VPN (virtual 

private network) infrastructures, access to SAAS has become easier, more quickly established, and that 

access is cheaper to protect.  

 

If careful consideration is given to the selection of secure SAAS providers, and varied providers are selected 

to provide the services each best provides, a SAAS strategy can be both an effective security, and continuity 

strategy, in that it distributes security risk across the selected SAAS providers and hosting facilities and 

reduces the concentration of data and risk overall. Even the identity management, authentication and 

authorization that manages secure access to these cloud-based services is available as a cloud-based 

service making protected access mobile. 

 

The best SAAS providers assure that they have standby DR facilities and continuity of service plans, 

whether managed in house by them, or contracted through external hosting facilities. They will back up 

your data, and often protect your data with encryption, sometimes both in transit and at rest, and often will 

commit in contract, and often in practice, to provide copies of your data deliverable or accessible by you, 

or to a contingency provider. Some will commit to assuring that the data held and backed up respect’s 

global privacy requirements and will not cross national or legally sanctioned borders.  

 



296 | P a g e    Copyright Martin Gomberg, 2018 All rights reserved - Do not copy reproduce or distribute without written consent v. 4/18/19 

That said, despite contractual agreements, if a provider fails, it may not be feasible or possible to resurrect 

and support a working systems environment, or the business application it supports, even provided 

escrowed source code and the associated data. And an agreement that assures return of data may be of 

little value removed from a working and often proprietary systems environment supported by those with the 

knowledge to run and maintain it. 

http://www.vorys.com/publications-1139.html 

 

The contingency provider is offered as a promise of continued operation. In concept, having a designated 

contingency provider offered by a provider of SAAS services will assure that despite the failure of the service 

provider supporting the applications you need to access, there is another provider ready and willing to keep 

you running. Be cautious. There may not be great comfort in a contingency provider with whom there is no 

direct relationship. There is no performance agreement or SLA (service level agreement), and the only 

contractual agreement providing any protection may be between the contingency provider and the failed 

service entity, and that entity may or may not have reneged on contract payments, broken commitments, 

or in other ways soured the relationship.  

http://www.bodlelaw.com/saas/saas-agreements-slas-business-continuity-and-escrow-agents 

 

We would have little visibility or means to assure the safety, competency and ethics of a contingency service 

provider, and the security of their hosting environment, and they may have little incentive in providing 

significant support. There is also no means to assess the capacity of the contingency provider to satisfy the 

numerous contract commitments and clients impaired by the failure of the service, all looking to be made 

whole, and all looking for restoration of normal business operations. 

 

That stated, with scrutiny, and attention to security, there is far more upside than risk in the equation. The 

likelihood of a failed partner is small, and if leveraging varied providers to deliver service, the risk is limited 

to the failed service, where an in-house data center disaster, is comprehensive. 

 

 

 

 

Each of our businesses, business processes, and critical systems, has 

an inherent shape or architecture, distributed at some points, 

consolidated at others, redundant and diverse at some points, and with 

single points of failure elsewhere  

http://www.vorys.com/publications-1139.html
http://www.bodlelaw.com/saas/saas-agreements-slas-business-continuity-and-escrow-agents
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

 
Martin Gomberg, CISSP, CIPP/E 

SECTION 22.   INVESTIGATIONS 
 

In most states, employers own all data produced by employees or stored on corporate equipment. Data is 

considered an employee work product. In some states, this may require a signed acknowledgement of this 

by staff and employees to be defensible, or at a minimum, a statement to the effect in the employee policy 

handbook. Many will adopt this position in policy and inform employees of the policy defensively, even if 

not required under law, and require acknowledgement at time of hire, annually, or both. Likely this will be 

reaffirmed on termination in an exit interview to assure corporate data assets are not removed.   

 

In many states, employers reserve the right to access and review all data, data usage, and data transport 

by employees, contractors and other non-employee staff. This right can be exerted for all staff that make 

use of company support services, company managed devices, internal, or cloud based corporate systems, 

transport infrastructure, or storage. It will apply to data on any assets used to develop company work 

product, conduct company business, or any business or activity for which the company may have interests. 

These include, but are not limited to email communications, web access, and stored files, on all media in 

some cases including personal devices that have been enabled for business use. Of course, the latter 

requires employees had additionally signed and accepted the BYOD policy allowing device monitoring as 

a condition of participating in the BYOD program, and implemented the necessary segregation of 

environments, and appropriate security and controls. 

 

Employers reserve the right to protect systems and data and to assure proper usage, compliance with 

policies, acceptable behavior, and adherence to the law. They deploy protective technologies and policies 

that assure this for corporate owned assets with respect to employee usage. They enable after the fact 

forensics using data search, heuristics, pattern analytics, and examination of system and tracking logs to 

reveal evidence of violations, prior compromise, or crime, and to gather evidence. They leverage real time 

monitoring technologies, URL filtering, and data loss prevention systems to limit data exfiltration, misuse of 

systems, and violations of policy. They use heuristic monitors to detect indicators of malicious intent 

including abhorrent change in behavior with respect to data access, atypical movement, or use.  
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Even on personal devices being used for business, technologies that segregate corporate data from 

personally owned data, so called environmental containers, sand boxes, and application wrappers, 

marketing names, yes, but each fundamentally different in how they manage data, partition ownership and 

access within the device. These assure that data is controlled, access restricted, and that mechanisms for 

the protection of corporate assets are used. Most companies will also deploy technologies that allow remote 

management, tracking, and wipe capabilities. This retains some level of control and remedy for loss or 

misuse of the corporate data BYOD has made portable and put out of immediate reach of IT management.  

 

Internal Investigation 
 

Despite these policies and controls, internal investigations of violations of policy, misuse, and misbehavior, 

investigation of breach, and eDiscovery investigations mandated for legal matters are still increasingly 

difficult.  

 

People move data. They do it for the best of reasons and they do it with the most malicious of intent. 

Numerous technologies, devices, and geographies from earth to cloud, both real and virtual, here, and 

everywhere, from micro drives to big data lakes, move, transform, house and hold data whether email, text, 

voice, image or tweet, encrypted or not. Data can easily be obscured by those who want to do so living out 

its natural life on a flash drive in your pocket immune to discovery by anyone except your dry cleaner. And 

then of course there are the thousands of digital communities and venues of social media.  

 

The myth of privacy aside, so much about us, correct and not, accumulates and has a perpetual digital life, 

stored, repeated, misinterpreted and translated, obscured in plain sight by sheer volume to all but the most 

persistent, yet there. How does one, individual or business, hide from that which is openly disclosed? What 

cannot be prevented or taken back can often only be managed, or at best challenged. This is often the case 

with digital presence, intended or not, in social media.  

 

For the social media investigator, there is always the question of source, validity, third party attribution of 

statements, and the integrity of data. I recall being on a computer networking panel with a colleague from 

Britain discussing the limitations of building 'Trusted Networks', a trust being a technical term for connecting 

networks that allow the flow of data between partners and companies as if one network, and saying that 

“even if business partners, given concerns about the lack of visibility as to where else they might connect, 

our policies would not allow that to be implemented”. It wasn't long before I came across an article from a 

publication I had never heard of attributing to me the comment "We Cannot Trust Our British partners!" 
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And then, as a matter of practicality, despite the volumes about us easily unveiled, there are sufficient 

technical, legal and privacy hurdles to assure that data meant to be kept obscure is not locatable, remains 

irretrievable, or at a minimum is difficult to obtain. We as corporate investigators can't access the personal 

email account of a suspected employee or compel access without mandate of the courts, and perhaps not 

even then, regardless if suspicions are well grounded. If systems are not in place to record texts they are 

for all intentions gone once sent, and there are more than ample means of transferring encrypted data in 

theft.  

 

That said, often we face our greatest difficulties in the process of investigating internal misbehavior, or legal 

matters, despite that data is in our control and governed under internally mandated data retention policies. 

Data once very findable is stored in the cloud, carried on laptops, BYOD devices, or flash drives. Shadow 

IT creates transient systems and with storage purchasable on demand, relocating data, virtualized beyond 

our reach. Whether regarding internal misuse or theft of data, or court mandated discovery of data in 

litigation, investigation and discovery of data has always been difficult to do and legally complex. This to 

some degree is changing. 

 

Both corporations and the courts understand the world we live in today. With the increasing comfort and 

reliance on technologies enabling better control of investigation and analytics, and improvements in digital, 

big data and social media search capabilities, law and investigations, both court and corporate are adapting. 

Where undertaken in house, cost has driven many companies to increasingly make use of predictive coding 

processes, or technology assisted review (TAR) of documents to increase responsiveness, lower costs, 

and increase search efficiency. Though not likely involved directly the CISO should for reasons of security 

and of privacy be in tune with the investigative process. This will be discussed further in the chapter 

following. 

Legal or investigative hold 
 

In some companies, legal or litigation hold is a CISO function. In matters of litigation we are often compelled 

to preserve data that may be germane to a matter in dispute, or of interest to disputing parties. Data placed 

on hold must be secured, and the integrity of the data assured without possibility of tampering or destruction, 

until released from hold. This should be done under guidance of counsel. 

 

As the CISO you need to be given appropriate guidance as to the terms of any hold request in which you 

or staff acting on your behalf is involved, the discovery process, and what actions are in fact being 

requested. Once engaged, what you do, that which you confiscate or deprive an individual of access to, 

and how this is done, need to be explainable and defensible. An auditable log and time stamped document 

trail must be maintained of the initial request, changes in custody, storage locations, methodology for 

protection, and final disposition of any collected media, devices, assets, or evidence under hold. In many 

companies, legal investigation is outsourced to forensic investigative specialists. In some companies, 

particularly those involved in sensitive research, the random examination of researcher materials may be 

routine under policy, and isolation and examination of work materials or snapshots periodically conducted. 
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If at request of the General Counsel or appropriate legal or other designated corporate authority one or 

more individual PC hard drives are to be secured or placed on hold for investigation this may be performed 

in several ways as deemed appropriate by policy or the guidance of counsel.  

 

• this investigation may be performed confidentially  

• it may be with the knowledge of the individual to whom that device has been assigned  

• performed as a routine practice well communicated and described in corporate policy  

 

In each of these cases as described above, the policy should be clear, procedure and steps followed should 

be documented, and handling in the form of an auditable and provable document trail must be maintained.  

 

Conducting Investigation 
 

Investigations are typically a legal or Human Resource matter, but increasingly the CISO is called upon to 

provide the tools, expertise and specialization required to locate, access and retrieve data and digital 

evidence from systems and media. It is common that the CISO, or the CSO will engage social media 

investigative specialists to support the discovery process. Investigating employee activities and behavior is 

always a sensitive matter even performed with consent, and should be handled carefully, privately, and 

confidentially, regardless of the stature of the individual under investigation, to avoid harm, damaged 

relationships, and potential litigation. The procedures I have detailed below express personal views as to 

process, not legal guidance. Procedures followed should be governed under guidance of law, company 

policy, and advice of counsel. 

 

Appropriate authorities should conduct internal investigation, often under direction of the Office of the 

General Counsel, or an attorney they assign, but depending upon who is being investigated it may fall 

elsewhere. Typically, all communications regarding matters of investigation will be controlled, privileged, 

and kept confidential, and counsel will direct how and who to include in communications to protect that 

privilege.  

 

As CISO, it is in your interest to assure that you understand the process and your boundaries, do not 

delegate tasks or activities or share information outside of the controls of the process, are responsive, but 

not over-zealous or ‘prosecutorial’, and only act in accordance with counsel.  All efforts should be made to 

limit the number of individuals involved in an investigation, assure the privacy of the parties, limit the 

exposure of the subject of the investigation, document process, and to secure its findings.  

 

In no case, in my opinion, should any investigation be conducted of any employee by any department or 

individual, regardless of level or authority, or inquiries, charges or allegations made, or the privacy of any 

individual in any way compromised, without specific legal guidance and oversight. In most cases this will 

also involve the Human Resources department, but again in my opinion, even their involvement should be 
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directed by counsel. I have seen it the other way around, but like that process less. It should be noted that 

the privacy rights of EU citizens, and in some cases U.S. citizens working in the EU or elsewhere overseas 

may require specific handling. Legal expertise in this area should be sought and followed. 

 

For everyone’s protection, staff solicited by the office of the General Counsel should be compelled to 

confidentiality and not reveal the nature, content, or outcome of the investigation being performed. 

Company policy on investigations should protect any staff solicited to provide information or services from 

being required or coerced by others, even if senior or in a position of management or authority over them, 

to reveal the nature, content, or outcome of the investigation, and should be protected from any current or 

future consequences for not doing so. There should be a process for reporting, investigation, and redress 

of violations of this defined in policy.  

Background Checks 
 

Background checks are not an uncommon practice in hiring of permanent employees in most states. Often 

these are cursory except in companies engaged in sensitive activities, do business with the government, 

or have mature security processes. Background checks are often managed as part of the Human Resource 

hiring process and not a security function and are for the most part mundane. Typically, they focus only on 

prior job, last address, school attended, and one or more personal references. This is probably sufficient 

for most hiring decisions and in most companies.  

 

Where sensitive information, defense, critical infrastructure, health and safety, or vulnerable populations 

are involved, or in interaction with State or Federal government, often more information and diligence is 

required, and this may become a security function under the CISO or CSO for execution, or at a minimum 

they may be consulted in establishing policy. This is particularly so as a function of oversight where privacy 

controls fall under the CISO. This will change the tone often from that of an inquiry, to that of an 

investigation, but an investigation under specific written consent or formalized policy where the parameters 

of the investigation are often pre-approved and dictate what will be investigated.  

 

Background check criteria is not the same for everyone, or the process would be extremely expensive and 

would take forever, risking premature engagement of employees that have not been validated out of 

urgency, loss of a potential hire, or excessive delays in the on-boarding process.  Employees at the 

executive level, with monetary responsibility, access to sensitive data and systems, providers of health 

care, drivers, or armed security all require adequate screening. Companies with the most mature processes 

for screening target specific considerations for each sensitive job. Others follow a standard template for all 

investigated background checks.  

 

Overall, a meaningful investigation of background should answer questions directly such as does the 

candidate hold a valid gun permit, professional credential, or driver’s license. Investigations should also 

provide contextual information as to prior states, cities and addresses, schools attended, criminal record, 

professional and personal references, substance abuse, and credit checks and history to the extent 
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permitted by law. Lastly social media and online searches into the activity and behaviors of an individual 

may be required to determine a potential employee's fit for hire. Some companies may require personality 

profiling tests. 

 

The results of background investigations are typically highly sensitive and is for legal purposes PII, PHI or 

PCI. This data needs to be provided confidentiality and protection from inadvertent exposure, breach, loss, 

or theft, kept only if and for the duration needed, and in accordance with jurisdictional laws, and in most 

cases unless disallowed under law, should be stored encrypted to avoid accidental discovery or release in 

document searches. Counsel, privacy policy, and governing law should dictate the use of that data, and 

with whom and how that data is shared or exposed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 
With the increasing comfort and reliance on (TAR) Technology Assisted 

Review and other technologies and processes enabling better control of 

investigation and analytics, and improvements in digital, big data and social 

media search capabilities, both Courts and Corporate, are adapting 
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SECTION 23.   E-DISCOVERY: TREVOR M. GOMBERG, ESQ., LEVITT LLP 
 

E-Discovery and the CISO: Why You Should Care 

This article is for informational purposes only.  It is not to be construed as legal advice, nor does it create 

an attorney-client relationship.  Any opinions reflected herein are solely those of Mr. Gomberg and do not 

necessarily reflect those of Levitt LLP. 

Picture this scenario, maybe you have already encountered it:  You receive an email in your inbox from the 

office of the General Counsel.  The email requests you review and comply with the attached Litigation Hold 

Notice (the “Notice”) from outside counsel, about a civil litigation matter the company anticipates will be 

filed imminently.   

The Notice includes all department heads on distribution, including the CISO.   

You are the CISO.  Upon reviewing the Notice, your first thought probably is: “Why should I care?  Isn’t e-

discovery an operational concern for the CIO, or email administration, or the legal departments problem?” 

In some respects, you may be right.  However, compliance with e-discovery obligations is not just the CIO’s 

“problem”.  Rather, it is the “problem” of the whole C-suite.  The ramifications for failure to comply may be 

severe.  E-discovery is also the “problem” of the CISO specifically, who is the steward of information security 

for the company.  This article will summarize e-discovery briefly, some of the roles that the CISO may have 

regarding e-discovery, and some answers the CISO may need to obtain.    

E-Discovery:  A Primer 

You might be familiar with television legal dramas, where a team of haggard looking attorneys with ties 

loosened are at work late into the night, poring through boxes of documents in a conference room.  Those 

boxes are discovery, or documents that must be turned over by the other side in litigation that may support, 

and may hurt, that party’s case.   

In my business litigation practice, I have not received this stereotypical “box of documents” in probably over 

seven years, and for good reason.  Today, discovery data volumes that are being sent by adversaries are 

in gigabytes, if not terabytes of data.  This is because documents are no longer just kept in file cabinets, 

but also in email accounts, networked hard drives, cell phones, the cloud, and practically any “thing” that is 

hooked up to the internet.   

Just one gigabyte of data alone is the equivalent of over 100,000 pages of documents (or about 25 boxes).  

Thus, today’s “box of documents” is instead a USB flash drive, or FTP file transfer.   

Federal law, state law, and court-specific rules govern a party’s obligations to retain, collect, and then hand 

over documents.   
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The need to retain documents for a lawsuit frequently arises before a lawsuit is even filed, when the 

company reasonably anticipates that there will be litigation.  The scope of what must be retained, as 

captured in the Notice, is generally broad, and may encompass all documents relating to the subject matter 

at issue, spanning many different categories of business documents, over a number of years.  The Notice 

should require the IT department to suspend computer backup tape recycling and all document retention 

schedules under the company’s written destruction policy.   

All employees are responsible for complying with the Notice, and then cooperating with the IT department, 

the office of the General Counsel, outside counsel, and any document vendors, in the collection of those 

documents. 

Whether a document is ultimately handed over by counsel (or in other words, whether it is produced) is a 

function of whether the document is “relevant” and “proportional” to the lawsuit.  Each party will request 

documents and be required to respond to requests from the other side.  Those requests will be broad – 

perhaps even broader than the documents retained – even going so far as to seek every document the 

company has ever kept.  If the parties cannot agree (as is common in litigation), then a court will decide.   

In terms of relevance, the CEO’s employee file, for example, would probably not have any relevance to 

whether the company breached a contract, and would likely not have to be produced.  In terms of 

proportionality, if the cost of gathering documents in response to a litigation document request – for 

example, to produce customer complaints across multiple divisions of the company – outweighs the dollar 

value of the lawsuit, the request would not be proportional, and the documents would likely not have to be 

produced.  

In a hypothetical civil litigation commenced by shareholders of the company after a data breach, the CISO 

might have relevant documents in his or her possession.  For example, emails might reflect when the CISO 

first learned of the breach, whether steps were promptly taken in accordance with a company procedure, 

and whether the breach was from a known vulnerability. 

The failure of employees to follow the Notice and search for and retain documents can be severe.  Litigants 

can lose lawsuits by default simply because they have not complied with discovery obligations.  In some 

cases, juries may draw a conclusion that destroyed documents would have been harmful to the company 

and its litigation position.  Thus, e-discovery non-compliance can potentially expose the company to loss in 

the millions, if not billions, of dollars.  

The CISO’s Role 

The CISO is responsible for setting procedures for where and how the company’s data is secured.  

However, in e-discovery, the roles seem to change and place lawyers in the driver’s seat, directing where 

and how that data is sent.  That means that secure company data will be sent outside the company, and 

ultimately, produced to another party such as a customer, a supplier, or even to a competitor. 
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But the lawyers are primarily focused on winning the litigation.  They may not be focused on what the CISO 

is focused on.  What are the questions that you, as CISO, are (or maybe should be) asking, to be prepared 

if questioned by other C-level employees, or the board?  How are you helping to protect the company from 

the dissemination of data due to e-discovery? 

First, do you know what kinds of data is being captured?  The collected documents may contain personally 

identifiable information, medical information, banking information, or other sensitive information, the 

unauthorized disclosure of which may trigger notification requirements.  The CISO should communicate 

concerns to counsel regarding types of documents that are likely to contain sensitive information.      

Second, where is the data going?  Documents are frequently transferred from the company to outside 

counsel or document vendors electronically.  If the documents are going to a vendor, how is the company 

ensuring that there is no further dissemination?  Is there an engagement letter and non-disclosure 

agreement in place with the vendor?  Companies with multiple e-discovery matters may consider a 

“favored” e-discovery vendor or vendors that have been carefully vetted.  This way, the company is more 

comfortable knowing how its data is being handled across multiple e-discovery matters.  The CISO would 

know, for example, how the vendor is securing the data, whether the data is being kept on its own servers 

or those of third parties, and to what extent it is conducting penetration testing for vulnerabilities.     

Third, how is the data is getting there?  How are the documents getting to where they need to?  For example, 

are the documents encrypted before they are transferred, such as on encrypted USB devices, and 

encrypted container files posted to secure FTP sites, with passwords sent separately?  As a simple test:  if 

the data got lost in transit, how big of a security threat would it pose to the company?   

Fourth, what does the company and counsel plan to do with the data next?  This is perhaps the scariest 

question of all, because production of documents is outside the company, its counsel, and its vendors.  

Lawyers try to manage this huge unknown by entering confidentiality agreements with the other side’s 

counsel, or else seeking an order from the court.  Such agreements limit, for starters, who can see the 

documents to a finite group of people who then need to sign certifications to be bound by and comply with 

the confidentiality agreement.  Confidentiality agreements also limit the ability of documents to be placed 

in a publicly accessible court file.  Finally, confidentiality agreements often include provisions regarding 

notification to the producing party in the event of an inadvertent disclosure of documents by the receiving 

party.  In addition to confidentiality agreements, parties will often agree to allow “redaction” (obscuring by 

blacking out) of personally identifiable information or other sensitive information, provided that such 

information is not an issue within the litigation.   

Therefore, the solution for some of these issues may lie, at least partially, in the CISO communicating any 

concerns, as well as unique knowledge, to counsel, the IT department, and other players in the e-discovery 

process. 
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CISO 
REDEFINED 

 
Leadership, Business Protection, and the Chief Information Security Officer 

 
Martin Gomberg, CISSP, CIPP/E 

CLOSING REMARKS 
 
Though the position will be defined differently, with different focus for each of us, CISO has emerged as 

one of the most important growth professions in the protection of business. Confronting challenges to 

enterprise and cyber security, breaches of privacy, disruption of continuity, and assaults on reputation, while 

also focused on the surveillance of electronic data, digital media and virtual communities for evidence of 

threat to staff, programs, and property, it is a broad scope of responsibilities, and a clearly challenging 

mission.  

The CISO is planner, strategist, architect and definer of policy, or is the executive that engages these, 

building, advising, or overseeing the achievement of excellence in staff, and in our relationships with 

enterprise technical specialists, vendors, and solution providers. The CISO is a factor of maturity for the 

quality business, working increasingly with executive management and business leaders, in establishing 

programs and policies enabling the business to accept, measure and incorporate risk into their planning, 

process, and architecture, to grow and transform, and to comply with regulations and law.  

A study by The Hackett Group and SecureState, “Cybersecurity in the Digital Era: How Business Services 

and Security Leaders Can Work Better Together to Reduce Cyber Risk’ highlights the “disconnect’ between 

internal cyber security Professionals, and the business stakeholders, who as they clearly state, “must 

ultimately own cybersecurity risk”. Yet, according to this study, corporate leaders not only recognize that 

cyber security is a foundational digital business capability, but they rank cyber risk as the number one threat 

to their businesses. These business leaders ranked cyber risk higher than competitive threats, talent 

shortages, and global political turmoil. Less than half expressed confidence that they were reasonably well 

protected from the impacts of cyber risk. I suspect that even at less than half, that number is high.  

Those that have expressed or achieved a reasonable position of effectiveness and capability, irrespective 

of technical capacity, share a few operational commonalities according to the study. Each have pursued 

‘mutual education of security and business executives, clear assignment of responsibilities, and consistent 

and early engagement of security’ in business process and initiatives. These are clearly critical to 
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understanding and addressing cyber risk in business and are certainly success factors for business 

differentiation and digital transformation. 

Whether through operational or technical insufficiencies, accidents, malware, targeted attacks, or in breach 

of our defenses, putting our most sensitive data and assets at risk, we are all susceptible to compromise. 

This is a primary area of focus for all of us, but it is not just averting compromise where our focus is required. 

We, our organization, our business, our industries, and our markets are all undergoing change. In one way 

or another transformation will require us to think differently, reevaluate our assumed strengths, watch new 

horizons for threat, and meet a new environment of risk to succeed. And we need to do all of this while 

speaking the language of business and recognizing a new realm of emerging business concerns. I have 

attempted to reexamine our competencies, exercise some, and introduce some where we are certain to be 

deficient. This for all of us is in an exercise of reinvention. The CISO as it has been redefined is a new and 

growing executive role, steeped in business as much as it is technical. A valued member of the C-Suite, an 

enabler of strategic business pursuits, empowering transformation in the contemporary business enterprise 

through management of risk as a barrier to success.  

I wish you all well in the journey. 

 

 

 

 

 

There aren’t enough tools, boxes or appliances that you can lay on to a 

business to protect it if basic cleanliness and sensible operations fall short 
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REFERENCE: TOOLS AND RESOURCES 
 
 

 
• Data Breaches.Net  www.databreaches.net 

Davis Wright Tremaine - Summary of U.S. State Data Breach Notification Statutes 

http://www.dwt.com/statedatabreachstatutes/ 

• Fair Information Practices Act:  Mass. Gen. L. Ch. 66A http://www.mass.gov/legis/laws/mgl/gl-66a-toc.htm 

• Executive Order 504:  Massachusetts Executive Order on protection and privacy of personal information 

http://www.mass.gov/anf/research-and-tech/policies-legal-and-technical-guidance/legal-guidance/privacy-and-

security/exec-order-504/ 

• Massachusetts Identity Theft Law:  Law relative to Security Freezes and Notification of Data Breaches 

http://www.mass.gov/legis/laws/seslaw07/sl070082.htm 

• Family Educational Rights and Privacy Act (FERPA) :  The Family Educational Rights and Privacy Act (FERPA) (20 

U.S.C. § 1232g; 34 CFR Part 99) is a Federal law that protects the privacy of student education records.  

http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html 

• FBI – Public / Private Partnership https://www.infragard.org/  

• Federal Sentencing Guidelines http://www.ussc.gov/guidelines 

• FIPS PUB 199:  Standards for Security Categorization of Federal Information and Information Systems 

• C. C. Woods http://searchsecurity.techtarget.com/How-to-sell-risk-assessment-benefits-to-IT-execs 

• http://www.cio.com/article/3169569/security/researcher-develops-ransomware-attack-that-targets-water-

supply.html#tk.rss_all 

• COSO http://www.coso.org/audit_shop.htm 

• COSO https://www.protiviti.com/en-US/Documents/Resource-Guides/Updated-COSO-Internal-Control-Framework-

FAQs-Second-Edition-Protiviti.pdf  

• http://www.darkreading.com/attacks-breaches/shock-and-awe-ransomware-attacks-multiply/d/d-id/1328124 

• http://searchsecurity.techtarget.com/feature/Even-with-rise-in-crypto-ransomware-majority-do-not-

pay?utm_medium=EM&asrc=EM_NLS_66205941&utm_campaign=20161014_NEW%20IN%20INFORMATION%20S

ECURITY%20MAGAZINE:%20Identity%20of%20things%20moves%20beyond%20manufacturing,%20%20Majority%

20do%20not%20pay%20ransoms,%20Q&A:%20Cyberweapons%20and%20more%20with%20Nathaniel%20Gleicher

_mbacon&utm_source=NLS&track=NL-1836&ad=910466&src=910466 

http://www.edrm.net/   EDRM E Discovery Model 

• https://ico.org.uk/ 

• FDIC Cybersecurity Assessment Tool https://www.fdic.gov/news/news/financial/2015/fil15028.html 

• Schneir On Security  https://www.schneier.com/blog/archives/2008/09/security_roi_1.html 

http://www.databreaches.net/
http://www.dwt.com/statedatabreachstatutes/
http://www.mass.gov/legis/laws/mgl/gl-66a-toc.htm
http://www.mass.gov/legis/laws/mgl/gl-66a-toc.htm
http://www.mass.gov/anf/research-and-tech/policies-legal-and-technical-guidance/legal-guidance/privacy-and-security/exec-order-504/
http://www.mass.gov/anf/research-and-tech/policies-legal-and-technical-guidance/legal-guidance/privacy-and-security/exec-order-504/
http://www.mass.gov/anf/research-and-tech/policies-legal-and-technical-guidance/legal-guidance/privacy-and-security/exec-order-504/
http://www.mass.gov/legis/laws/seslaw07/sl070082.htm
http://www.mass.gov/legis/laws/seslaw07/sl070082.htm
http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
https://www.infragard.org/
http://www.ussc.gov/guidelines
http://searchsecurity.techtarget.com/How-to-sell-risk-assessment-benefits-to-IT-execs
http://www.coso.org/audit_shop.htm
http://www.darkreading.com/attacks-breaches/shock-and-awe-ransomware-attacks-multiply/d/d-id/1328124
http://searchsecurity.techtarget.com/feature/Even-with-rise-in-crypto-ransomware-majority-do-not-pay?utm_medium=EM&asrc=EM_NLS_66205941&utm_campaign=20161014_NEW%20IN%20INFORMATION%20SECURITY%20MAGAZINE:%20Identity%20of%20things%20moves%20beyond%20manufacturing,%20%20Majority%20do%20not%20pay%20ransoms,%20Q&A:%20Cyberweapons%20and%20more%20with%20Nathaniel%20Gleicher_mbacon&utm_source=NLS&track=NL-1836&ad=910466&src=910466
http://searchsecurity.techtarget.com/feature/Even-with-rise-in-crypto-ransomware-majority-do-not-pay?utm_medium=EM&asrc=EM_NLS_66205941&utm_campaign=20161014_NEW%20IN%20INFORMATION%20SECURITY%20MAGAZINE:%20Identity%20of%20things%20moves%20beyond%20manufacturing,%20%20Majority%20do%20not%20pay%20ransoms,%20Q&A:%20Cyberweapons%20and%20more%20with%20Nathaniel%20Gleicher_mbacon&utm_source=NLS&track=NL-1836&ad=910466&src=910466
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https://www.schneier.com/blog/archives/2008/09/security_roi_1.html
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• Information Security Governance Simplified – From the Board Room to the Keyboard – Todd Fitzgerald 

https://www.crcpress.com/Information-Security-Governance-Simplified-From-the-Boardroom-to-the-

Keyboard/Fitzgerald/p/book/9781439811634 

• Information Security Risk Assessment Guidelines:  Risk assessment methodology based on the Centers for Medicare 

and Medicaid Services (CMS) Information Security RA Methodology 

• Institute of Internal Auditors, Three Lines of Defense Model 

https://na.theiia.org/standards-

guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20

Management%20and%20Control.pdf 

http://www.inconsult.com.au/understanding-the-three-lines-of-defence/ 

• IRS Pub 1075 (PDF):  Tax Information Security Guidelines for Federal, State and Local Agencies and Entities 

http://www.irs.gov/pub/irs-pdf/p1075.pdf 

• ISACA Website: COBIT V http://www.isaca.org/COBIT/Pages/default.aspx(ISACA COBIT 5) 

• ISO: International Standards Organization http://www.iso.org/ 

• http://advisera.com/27001academy/knowledgebase/list-of-mandatory-documents-required-by-iso-27001-2013-

revision/?utm_source=infusionsoft&utm_medium=email&utm_content=follow-up-sequence-text-list-of-mandatory-

documents-required-by-iso-27001-2013-revision&utm_campaign=greatest-barriers-

27001&inf_contact_key=9b63a4ef1a4dce18f6c3b40bf01538a652a9d614ba94d439408196a10445d87a 

• http://www.iso27001security.com/html/27002.html (Notice Bored) 

• Mintz Levin Data Breach Matrix https://www.mintz.com/newsletter/2007/PrivSec-DataBreachLaws-02-

07/state_data_breach_matrix.pdf 

• National Transportation Safety Board Website http://www.ntsb.gov/Pages/default.aspx 

• Network Abuse Clearinghouse    http://www.abuse.net/lookup.phtml 

• New Jersey Homeland Security www.njhomelandsecurity.gov 

• NIST 800-60 (PDF), Guide for Mapping Types of Information & Information Systems to Security Categories 

http://csrc.nist.gov/publications/nistpubs/800-60-rev1/SP800-60_Vol1-Rev1.pdf; http://www.nist.gov/manuscript-

publication-search.cfm?pub_id=150439 

• NIST https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf 

• NIST 800-61 Revision II Computer Security Handling 

Guide  http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

• NYS DFS Cybersecurity Rule – New York State Department of Financial Services 23 NYCRR 500 - 

https://www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsrf500txt.pdf 

• OVERVIEW OF CYBERSECURITY LAWS, REGULATIONS, AND POLICIES: FROM "BEST PRACTICES" TO 

ACTUAL REQUIREMENT, David Thaw, University of Maryland 

http://www.umiacs.umd.edu/mc2symposium/slides/UMD_MC2_SymposiumSlides-DavidThaw.pdf 

https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf
https://na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20and%20Control.pdf
http://www.inconsult.com.au/understanding-the-three-lines-of-defence/
http://www.isaca.org/COBIT/Pages/default.aspx
http://www.iso.org/
http://advisera.com/27001academy/knowledgebase/list-of-mandatory-documents-required-by-iso-27001-2013-revision/?utm_source=infusionsoft&utm_medium=email&utm_content=follow-up-sequence-text-list-of-mandatory-documents-required-by-iso-27001-2013-revision&utm_campaign=greatest-barriers-27001&inf_contact_key=9b63a4ef1a4dce18f6c3b40bf01538a652a9d614ba94d439408196a10445d87a
http://advisera.com/27001academy/knowledgebase/list-of-mandatory-documents-required-by-iso-27001-2013-revision/?utm_source=infusionsoft&utm_medium=email&utm_content=follow-up-sequence-text-list-of-mandatory-documents-required-by-iso-27001-2013-revision&utm_campaign=greatest-barriers-27001&inf_contact_key=9b63a4ef1a4dce18f6c3b40bf01538a652a9d614ba94d439408196a10445d87a
http://advisera.com/27001academy/knowledgebase/list-of-mandatory-documents-required-by-iso-27001-2013-revision/?utm_source=infusionsoft&utm_medium=email&utm_content=follow-up-sequence-text-list-of-mandatory-documents-required-by-iso-27001-2013-revision&utm_campaign=greatest-barriers-27001&inf_contact_key=9b63a4ef1a4dce18f6c3b40bf01538a652a9d614ba94d439408196a10445d87a
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https://www.mintz.com/newsletter/2007/PrivSec-DataBreachLaws-02-07/state_data_breach_matrix.pdf
https://www.mintz.com/newsletter/2007/PrivSec-DataBreachLaws-02-07/state_data_breach_matrix.pdf
http://www.ntsb.gov/Pages/default.aspx
http://www.abuse.net/lookup.phtml
http://www.njhomelandsecurity.gov/
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• Perkins Coie Security Breach Notification Chart https://www.perkinscoie.com/en/news-insights/security-breach-

notification-chart.html 

• Proskauer Privacy Blog: A Primer on the GDPR: What You Need to Know, Courtney Bowman 
http://privacylaw.proskauer.com/2015/12/articles/european-union/a-primer-on-the-gdpr-what-you-need-to-know/ 

• Resolver: On Risk and ROI  

http://www.resolver.com/blog/the-roi-that-comes-from-understanding-risks-or-managing-compliance-requirements/  

• Risk Based Security Investments http://www.tripwire.com/state-of-security/featured/justifying-security-investments/ 

• Steptoe & Johnson LLP, Comparison of US State and Federal Security Breach Notification Laws 

http://www.steptoe.com/assets/htmldocuments/SteptoeDataBreachNotificationChart.pdf 

• UK Information Commissioners Office: GDPR Consent Guidance 

https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf 

• US Department of Homeland Security www.dhs.gov 

  

https://www.perkinscoie.com/en/news-insights/security-breach-notification-chart.html
https://www.perkinscoie.com/en/news-insights/security-breach-notification-chart.html
http://privacylaw.proskauer.com/2015/12/articles/european-union/a-primer-on-the-gdpr-what-you-need-to-know/
http://www.resolver.com/blog/the-roi-that-comes-from-understanding-risks-or-managing-compliance-requirements/
http://www.tripwire.com/state-of-security/featured/justifying-security-investments/
http://www.steptoe.com/assets/htmldocuments/SteptoeDataBreachNotificationChart.pdf
https://ico.org.uk/media/about-the-ico/consultations/2013551/draft-gdpr-consent-guidance-for-consultation-201703.pdf
http://www.dhs.gov/
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