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We mount our attacks on the Lingvo classifier [1] and consider the white-box threat model. When we mount over-the-air attacks, we assume
we only know the distribution from which the room will be drawn.
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Experiments
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Input Clean Adversarial

Accuracy (%) 58.60 100.00
WER (%) 4.47 0.00

Table 1. Sentence-level accuracy and WER for
1000 clean and (imperceptible) adversarially per-
turbed examples, fed without over-the-air sim-
ulation into the Lingvo model. In “Clean”,
the ground truth is the original transcription.
In“Adversarial”, the ground truth is the targeted
transcription.

Input Clean
Robust

(� = 300)
Robust

(� = 400)
Imperceptible

& Robust

Accuracy (%) 31.37 62.96 64.64 49.65
WER (%) 15.42 14.45 13.83 22.98

Table 2. Sentence-level accuracy and WER for 100 clean and adversarially perturbed
examples, fed with over-the-air simulation into the Lingvo model. The ground truth
for “clean” inputs is the original transcription while the ground truth is the targeted
transcription for the adversarial inputs. The perturbation is bounded by k�k < ✏⇤r +�.

with known, obvious answers; we remove 3 users from the
study who failed to answer these questions correctly.

In all experiments, users have the ability to listen to audio
files multiple times when they are unsure of the answer,
making it as difficult as possible for our adversarial exam-
ples to pass as clean data. Users additionally have the added
benefit of hearing 20 examples back-to-back, effectively
“training” them to recognize subtle differences. Indeed, a
permutation test finds users are statistically significantly bet-
ter at distinguishing adversarial examples from clean audio
during the second half of the experiment compared to the
first half of the experiment, although the magnitude of the
difference is small: only by about 3%.

Figure 1 summarizes the statistical results we give below.

Experiment 1: clean or noisy. We begin with what we
believe is the most representative experiment of how an
attack would work in practice. We give users one audio
sample and ask them to tell us if it has any background noise
(e.g., static, echoing, people talking in the background).

As a baseline, users believed that 19% of original clean
audio samples contained some amount of noise, and 66%

of users believed that the adversarial examples generated
by Carlini & Wagner (2018) contained some amount of
noise. In comparison, only 23% of users believe that the
adversarial examples we generate contain any noise, a result
that is not statistically significantly different from clean
audio (p > .05). That is, when presented with just one audio
sample in isolation, users do not believe the adversarial
examples we generate are any noisier than the clean samples.

Experiment 2: identify the original. We give users two
audio samples and inform them that one of the audio sam-
ples is a modified version of the other; we ask the user to
select the audio sample corresponding to the one which
sounds like the more natural audio sample. This setup is
much more challenging: when users can listen to both the
before and after, it is often possible to pick up on the small
amount of distortion that has been added. When comparing
the original audio to the adversarial examples generated by

Carlini & Wagner (2018), the evaluator chose the original
audio 82% of the time. When we have the evaluator com-
pare the imperceptible adversarial examples we generate
to those of Carlini & Wagner (2018), our imperceptible ex-
amples are selected as the better audio sample 83% of the
time—a difference that is not statistically distinguishable
from comparing against the clean audio.

However, when directly comparing the adversarial examples
we generate to the clean audio, users prefer the clean audio
still 66% of the time. Observe that the baseline percentage,
when the samples are completely indistinguishable, is 50%.
Thus, users only perform 16% better than random guessing
at distinguishing our examples from clean examples.

Experiment 3: identical or not. Finally, we perform the
most difficult experiment: we present users with two audio
files, and ask them if the audio samples are identical, or if
there are any differences. As the baseline, when given the
same audio sample twice, users agreed it was identical 85%
of the time. (That is, in 15% of cases the evaluator wrongly
heard a difference between the two samples.) When given a
clean audio sample and comparing it to the audio generated
by Carlini & Wagner (2018), users only believed them to
be identical 24% of the time. Comparing clean audio to
the adversarial examples we generate, user believed them
to be completely identical 76% of the time, 3⇥ more often
than the adversarial examples generated by the baseline, but
below the 85%-identical value for actually-identical audio.

7.3. Robustness Analysis

To mount our simulated over-the-air attacks, we consider
a challenging setting that the exact configuration of the
room in which the attack will be performed is unknown.
Instead, we are only aware of the distribution from which the
room configuration will be drawn. First, we generate 1000
random room configurations sampled from the distribution
as the training room set. The test room set includes another
100 random room configurations sampled from the same
distribution. Adversarial examples are created to attack
the Lingvo ASR system when played in the simulated test
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Table 1: Sentence-level accuracy and
WER for 1000 clean and imperceptible
adversarially perturbed examples, fed
without over-the-air simulation into the
Lingvo model.

Table 2: Sentence-level accuracy and WER for 100 clean
adversarially perturbed examples, fed with over-the-air
simulation into the Lingvo model.
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