
40 |  Pipeline & Gas Journal  • February 2017

ripwire, Inc., a Portland, OR-based global provider of secu-
rity and compliance solutions for enterprises and industrial 
organizations, recently announced the results of an extensive 
study conducted for Tripwire by Dimensional Research. 

The study evaluated the confidence of information technology (IT) 
professionals regarding the efficacy of seven key security controls, 
which must be in place to quickly detect a cyberattack in progress. 
Study respondents included 763 IT professionals from various indus-
tries, including 100 participants from the energy sector. 

According to the federal Department of Homeland Security, 
the energy sector faces more cyberattacks than any other industry. 
Despite the frequency in attacks, energy IT professionals participat-
ing in the survey were very confident in their ability to collect the 
data needed to detect a cyberattack. For example, 72% of energy 
respondents believe they could detect configuration changes to end-
point devices on their organization’s network within hours.

However, over half (52%) said their automated tools did not pick up 
all the necessary information, such as the locations, department and 
other critical details needed to quickly identify unauthorized configura-
tion changes to endpoint devices that can indicate an attack in progress.

“These results show that most security professionals are assuming 
they are doing the right things to secure their environments, but lack 
real-world data to back up their assumptions,” said Travis Smith, 
senior security research engineer for Tripwire. “This highlights the 
importance of testing security controls to ensure they are functioning 
as expected. It’s not enough to install security tools throughout the 
environment. You must test the policies and procedures to be confi-
dent the controls in place will stop or detect real-world intrusions.”

Additional findings from the study include: 
 n 73% of energy respondents believe they could detect unauthor-

ized software added to the organization’s network within hours, 
but only 59% know exactly how long the detection process 
would actually take. 

 n 84% of energy respondents believe they would receive alerts 
within hours if their vulnerability scanning systems detected 
unauthorized devices. However, over half (52%) did not know 
how long it took to generate these alerts. 

 n 44% of energy respondents said that less than 80% of patches 
succeed in a typical patch cycle.

 n 40% of energy respondents did not know how long it took to 
generate an alert if a system fails to log properly, however 95% 
assumed a report would be generated within hours.

“The energy sector has made significant improvements in securing 
their slice of the nation’s critical infrastructure, but broader adoption 
of security best practices is still lacking,” said Tim Erlin, director of 
IT security and risk strategist for Tripwire. “While dedicated security 
staff is intimately familiar with the deployed capabilities and gaps, IT 
at large is often working on assumptions of protection.”

Tripwire’s study is based on seven key security controls required 
by a wide variety of compliance regulations, including PCI DSS, 
SOX, NERC CIP, MAS TRM, NIST 800-53, CIS Top 20 and IRS 
1075. These controls also align with the United States Computer 
Emergency Readiness Team (US-CERT) recommendations and 
international guidance, such as the Australian Signals Directorate’s 

Strategies to Mitigate Targeted Cyber Intrusions. 
The recommendations and guidance include:

 n accurate hardware inventory
 n accurate software inventory
 n continuous configuration management and hardening
 n comprehensive vulnerability management
 n patch management
 n log management, and
 n identity and access management

When implemented across an organization, these controls deliver 
specific, actionable information that is necessary to defend against 
the most pervasive and dangerous cyberattacks. Before any damage 
is done, it is vital for organizations to identify indicators of compro-
mise quickly so that appropriate action can be taken. P&GJ 

T In your opinion, which smart city services are most at risk from cyber 
attacks? Choose up to two of the following options.

In your opinion, why don’t cities devote enough resources to cyber 
security for smart city initiatives?

Energy Sector IT Teams 
‘Overconfident’ as Cyberattacks 
Continue to Rise
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he United States has an extensive network of hazardous liq-
uid and natural gas transmission and distribution pipelines. 
While there have been no reports of pipeline attacks on 
domestic soil, they have occurred in other nations. In 2008, 

a section of Turkey’s Baku-Tbilisi-Ceylan (BTC) pipeline was the 
victim of a targeted cyberattack on a valve station. The pipeline 
ruptured, exploded and released 30,000 barrels of oil.

Many pipeline operators now recognize cybersecurity’s impor-
tant role in the reliability of their networks and systems. It has 
become crucial as systems shift to open standards and protocols, 
and as accessibility and sharing of information – whether with 
governmental bodies or corporate systems – continues to increase.

For many firms, the focus of existing security programs is on 
protecting against outsider threats by hackers or terrorists. However, 
pipeline security has greater implications than preventing targeted 
and motivated cyberattacks. Pipeline operators need to consider 
the risks associated with a far more probable threat vector: the 
inadvertent and non-malicious cyber-breach. This includes insiders 
in trusted situations and locations who circumvent security policies 
without understanding the repercussions and risks of doing so.

Concerns for Operators
In recent years, cybersecurity concerns in oil and gas environments 

have significantly increased. Critical network segments for pipeline 
operations were once kept isolated, but the trend toward remote 
operations and maintenance, and centralized data and information 

systems, have made this approach impractical. New integrated and 
networked solutions provide an ever-larger target for cyber-threats.

Malware has also become more sophisticated, harder to eliminate 
and better at evading detection. Newly engineered strains of malware 
continue to surface, and new variations of existing malware surface at 
an amazing rate – as many as 6 per second, or over a half million per 
day, according to the 2015 McAfee Labs Threats Report.

The effect of a cybersecurity breach within the pipeline environ-
ment is far-reaching, including, but not limited to:
 n Unauthorized access, theft or misuse of SCADA information 
 n Communications failure 
 n Line down, resulting in loss of transportation capacity 
 n Equipment damage 
 n Environmental damage 
 n Public health and safety threat
 n Personal injury 
 n Violation of legal and regulatory requirements

Aside from potentially catastrophic physical disruptions to pipe-
line operations, stealing information through a cyber-breach could, in 
some cases, have a significant effect on a company’s competitive per-
formance. For example, learning the throughput value of a pipeline 
could have economic security or industrial espionage implications. 

Understanding Guidelines
The TSA Pipeline Security Guidelines, administered by the 

Surface Division Pipeline Security branch of the TSA Office of 

Meeting Cybersecurity  
Challenges in the Pipeline Industry
By Mike Baldi, Cybersecurity Solutions Architect, Honeywell Process Solutions 
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Security Policy and Industry Engagement (OSPIE), are intended to 
enhance the security preparedness of hazardous liquid and natural 
gas pipeline systems.

Following the guidelines, pipeline owners can assess the critical-
ity of their pipeline systems, conduct uniform security vulnerability 
assessments and develop compliant, risk-based security programs, 
including awareness training for their personnel. TSA inspectors 
may also conduct corporate security program reviews with company 
officials at their headquarters.

TSA defines the recommended key elements that all pipeline 
operators should incorporate into security programs as:
 n Systems description
 n Security administration and management structure
 n Risk analysis and assessments
 n Physical security and access control measures
 n Equipment maintenance and testing
 n Personnel screening
 n Communications
 n Personnel training
 n Drills and exercises
 n Security incident procedures
 n NTAS response procedures
 n Plan reviews
 n Recordkeeping
 n Cyber/SCADA system security measures
 n Essential security contact listings
 n Security testing and audits

The TSA Pipeline Security Guidelines are only recommenda-
tions. As a result, they are not mandatory, nor are the guidelines 
enforced. However, with the escalating spotlight on the cybersecuri-
ty threats in the industrial sector and public awareness of cyber-inci-

dents, regulation may become a possibility for the pipeline industry 
(similar to the NERC CIP regulations in the power industry).

Regardless of the scope of pipeline operation, it’s essential to be pre-
pared. Companies should shift from a reactive to proactive mode and 
begin the process of adopting a long-term cybersecurity strategy before 
regulations are mandated and the pipeline industry is forced to comply.

Developing Strategy
The TSA has outlined a three-step process for pipeline operators to 

follow during the design and development of their security program. 
The first two steps involve performing an assessment to properly iden-
tify critical and non-critical facilities in order to help ensure the most 
vital assets have the highest security protection. Next comes identifying 
the necessary facility security measures to be implemented.

The TSA recommends pipeline owners adopt baseline security 
measures to protect non-critical facilities. For critical facilities, they 
should perform a security vulnerability assessment to identify, evalu-
ate and prioritize risks. The outcome of this assessment will deter-
mine the appropriate security measures required to properly mitigate 
or reduce risks. The security vulnerability assessment may include 
asset characterization, threat assessment, vulnerability assessment, 
risk determination and possible countermeasures to reduce the risk.

The final step is critical asset identification, which includes iden-
tifying and classifying all cyber-assets to determine the appropriate 
cyber-asset security measures to implement. 

Cyber-assets that are not essential to the safety or reliability objec-
tives of the facility are classified as non-critical. Baseline cyberse-
curity measures such as strict access control, system and restoration 
recovery plans, secure system and network architecture, and defining 
cybersecurity roles and responsibilities are to be applied. 

Alternatively, cyber-assets that are essential to the safety or reli-
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ability objectives of the facility are classified as critical and subject 
to both baseline and enhanced cybersecurity measures, requiring 
stricter access control and periodic vulnerability assessments.

It is important to note that the TSA guidelines strongly recom-
mend both critical facilities and non-critical facilities implement 
the U.S. Department of Homeland Security’s National Terrorism 
Advisory System (NTAS) threat level protection measures. If there 
is a heightened threat of terrorism, the NTAS measures supply strict 
security measures to help protect pipeline facilities.

Proactive Approach
Every pipeline operator can be a target for hacking and only 

so much can be done to thwart this. Regardless, firms must make 
an utmost effort to minimize the likelihood and effect of such a 
threat. One plan is to take a holistic view of the entire operation and 
consider a comprehensive and integrated approach to security and 
safety. But where should this start? 

First, pipeline operators should examine their security posture. 
Where could a cyberattack come from? What could be compro-
mised? What would happen if an attack succeeded? Are personnel 
equipped to manage cybersecurity and system requirements?

Before drafting a proactive, long-term cybersecurity strategy, it is 
imperative to involve all communities of interest, including opera-
tions, engineering and IT, to ensure appropriate input and buy-in. 
The steps in this process include:
 n Identify all assets in the facility, such as operator stations, serv-

ers and network equipment. Record information, including the 
type of operating system, IP address and subnet mask, and the 
vendor software each asset uses.

 n Identify all the risks within the environment. This involves pin-

pointing possible threats and associated security vulnerabilities.
 n Create an action plan that prioritizes all the vulnerabilities 

identified during the risk assessment. The action plan must 
outline the necessary remediation steps to minimize or elimi-
nate the risk. Timelines should be included.

Within an industrial operation, there are three main components 
of security: people, process and technology. For a security program 
to be successful, all three of these elements must be accounted for 
within the security strategy. For example, a facility could conduct 
employee security awareness training (the people component), cre-
ate an incident response plan (the process component) and maintain 
up-to-date, anti-virus software (the technology component).

Conclusion
Owners of oil and gas pipelines need to recognize that the most 

important parts of a security program are identifying business risks, 
being proactive, embracing a security philosophy and developing a 
long-term strategy that eliminates or reduces potential threats.

In order to protect systems and networks, pipeline operators need 
to require a comprehensive approach to cybersecurity that involves 
ongoing risk assessment, well-defined security policies and an 
aggressive overall security posture. Operators must remain vigilant, 
as the consequences of cyberattacks on critical pipeline infrastruc-
ture are too great to ignore. P&GJ

Author: Mike Baldi is a cybersecurity solutions architect who has worked at 
Honeywell for over 36 years, having led a team providing technical support 
for industrial process control systems and advanced applications and serving 
as the lead systems engineer for HPS system test. He recently moved to the 
Honeywell Industrial Cyber Security organization. Baldi holds a bachelor’s 
degree in computer science and an MBA in technology management.   
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igitalization is taking businesses into a new era, and the oil 
and gas industry is by no means an exception. With the focus 
on cost-cutting, increased efficiencies and improved sustain-
ability, the oil and gas industry is increasingly embracing 

digital technologies to meet these challenges. 
By building advanced digital controls on platforms, combined with 

improved connectivity, the industry is able to transfer tasks for data pro-
cessing onshore, reducing manpower and increasing energy efficiency 
and operational effectiveness. DNV GL’s report, Technology Outlook 
2025, provides foresight of digital advancements expected to hit the oil 
and gas marked by 2025, such as fully automated drilling operations, 
autonomous inspections of pipelines, remote operation and maintenance.  

As has been seen in other sectors, digitalization can deliver financial 
savings through increased efficiency, automation, reduced risk and 
streamlined processes, but a major challenge facing the new digital 
world is ensuring the protection of highly sensitive and business critical 
information. The benefits of these digital advancements can only be fully 
utilized if the industry manages to control the emerging cyber-risks.

Cybersecurity
Cyberattacks on the oil and gas industry have grown in stature 

and sophistication in recent years, making them more difficult to 
detect and defend against, and costing companies increasing sums 
of money to recover.

Cyber-crimes cost energy and utilities companies an average of 
$13.2 million each a year for lost business and damaged equipment. 
The Internet of Things (IoT) integrates new and existing technolo-
gies, enabling assets to communicate and interoperate. The Center 
for Strategic and International Studies estimates that cyber-crime 
extracts between 15-20% of the value created by the internet.  

Recent attacks have included theft of core intellectual property, 
disruption or destruction of systems and infiltration of confidential 
communications. Headline-grabbing cybersecurity incidents, such 
as the suspected injection of malicious software into the control 
network of the Baku-Tbilisi-Ceyhan pipeline in Turkey causing 
a huge explosion, are fortunately still quite rare. However, many 
lesser attacks go undetected or unreported as many organizations 
are unaware someone has hacked the systems.

As critical network segments that used to be kept isolated are 
now consolidated, cybersecurity is a growing issue in the oil and gas 
sector. The trend is toward remote operations, remote maintenance 
and tighter inter-operability with centralized process data and plant 
information. Existing and outdated installations with multiple out-
dated packages and systems are at particular risk. 

Awareness Needed
The results of a DNV GL survey of 1,100 professionals from 

businesses in different sectors in Europe, the Americas and Asia 
found that although companies are actively managing information 
security, over half (58%) have adopted an ad hoc management strat-
egy with 27% setting concrete goals.

According to a recent study undertaken by DNV GL, Digital 
Vulnerabilities Oil and Gas, an analysis of Norway’s oil and gas sec-

tors, lack of cybersecurity awareness and training among employees 
is the number one reason for heightened digital vulnerability. 

The study revealed the 10 most pressing cybersecurity vulner-
abilities for companies operating offshore Norway. While it focuses 
on operations on the Norwegian Continental Shelf, the issues are 
equally applicable to offshore operations anywhere in the world. A 
similar study covering the maritime sector presents similar vulner-
abilities regarding awareness and training.

High on the list of vulnerabilities was increased exposure of criti-
cal systems to external networks. This reflects trends toward remote 
operation and maintenance, and management systems that transport 
large volumes of process data to the office domain. Due to limited 
fiber capacity and redundancy, networks are shared, introducing 
vulnerabilities. Supplying offshore power from onshore facilities 
introduces risk as electricity grids are digitally vulnerable.

In the coming year, cybersecurity attack prevention, detec-
tion and response, and automation/remote operations are the two 
IT-related digital technologies that most organizations are expected 
to invest in (44% and 43%, respectively), according to DNV GL’s 
industry outlook report for 2016. However, investment in cyberse-
curity is lagging behind the perceived threat. This difference is most 
striking in Latin America, where 56% expect cybersecurity risks to 
increase in 2016, but only 42% plan to make a significant or moder-
ate investment in this area.

Need for Collaboration
  
To meet need, DNV GL has initiated a joint industry project 

to develop procedures on how to handle cyber-vulnerabilities. 
Shell, Statoil, Lundin, Siemens, Honeywell, ABB, Emerson and 
Kongsberg Maritime are participating to develop best practices in 
addressing this threat. In addition, the Norwegian Petroleum Safety 
Authority is participating as an observer. 

‘What’ Not ‘How’ 
The joint industry project (JIP), initiated by DNV GL, will 

develop a best practice on how to deal with cyber-vulnerabilities 

Reaping Benefits of Digital Age While 
Avoiding Cyber Threats
By Pål Børre Kristoffersen, Principal Consultant, DNV GL-Oil & Gas
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based on the international standard IEC62443, Industrial Network 
and System Security. The scope of the JIP is to define which ISA/
IEC62443 requirements are relevant for the common industrial 
automation and control systems in oil and gas installations, while 
developing guidelines for security level requirements for different 
systems. The JIP will result in a recommended practice (RP) for 
industrial automation and control systems in a 12-month period. 

Smaller players in the oil and gas sector tend not to have any formal 
procedures and want a common guideline to be developed as the basis 
for defining company requirements. Larger companies have developed 
their own requirements and practices on how to deal with cyber-risks. 

Further development and maintenance of these documents has, 
according to several operating companies, been extremely resource-
demanding, and a common industry best practice would save costs 
and probably improve effectiveness. For suppliers in the oil and gas 
sector, a common industry standard would be beneficial, as they 
deliver tools and services meeting various requirements and proce-
dures. For regulatory authorities and third-party auditors, it will be 
easier to approach a common practice.

Collaborative Action
The focus on cyber-crime in information technology (IT), such 

as office networks, personal computers and other personal devices 
has been established for some time, but it is only in the last five to 
10 years that the focus included operation technology (OT) such 

as automation, control and safety systems. When the IT and OT 
technologies merge, the two cultures have to unite and operate in 
common. To date, IT and OT are often purchased, organized and 
managed in different organizational units, with information and 
decision lines separated. 

The oil and gas industry needs to prevent and mitigate digital 
vulnerabilities in line with increased focus on digitalization and 
implementation of new technologies. Owners and operators need 
confidence that counter-measures can deal with cyber-attacks.

The JIP is an important collaborative initiative to ensure the 
industry is in control of emerging cyber-threats. The recom-
mended practice will ensure guidelines to mitigate and prevent 
cyber-threats, taking both IT and OT into account. This will make 
the industry well-equipped to be in the forefront of digital trends, 
enabling it to meet challenges such as cost reduction, energy effi-
ciency and sustainability. P&GJ

Author: Pål Børre Kristoffersen is principal consul-
tant for DNV GL-Oil & Gas, working on cybersecurity 
and information risk management in Norway. He has 
20 years of experience in cybersecurity within both 
information technology (IT) and operation technology 
(OT) environments. He is a Common Criteria qualified 

evaluator, ISO 27001 lead auditor and certified information systems 
security professional (CISSP). 
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ore than ever, the oil and gas industry is recognizing the 
importance of cybersecurity. In fact, cyber-threats have 
joined HSE and terrorism as a top concern for most oil 
and gas executives. This greater acknowledgment of the 

importance of cybersecurity is largely driven by prominent, and 
costly, cyber-attacks, such as the 2012 incident in Saudi Arabia. 

The interconnectivity of the digital oil field, with sensitive data 
flowing freely between industrial and enterprise networks, is a real-
ity the industry now more fully understands. And yet, the need for 
change to accommodate this reality has not trickled down into day-
to-day operations, especially in the industrial and field environments. 

With a few exceptions, the oil and gas industry has not made the kind of 
investment in cybersecurity that we have seen in other critical infrastructure 
sectors. Still missing in the industry is a dedicated focus and resource com-
mitment to integrate cyber-vigilance at all levels of the enterprise.

On Aug. 5, 2008, a major explosion and fire occurred in Refahiye 
in eastern Turkey. At valve station 30 of the Baku-Tbilisi-Ceyhan 
crude oil pipeline, a bomb exploded and shut down the pipeline for 
three weeks. The Kurdistan Workers Party (PKK) claimed respon-
sibility. The main weapon, reported Jordan Robertson and Michael 
Riley at Bloomberg News in December 2014, was a keyboard. 
Following the report, “hackers had shut down alarms, cut off com-
munications and super-pressurized the crude oil in the line.”

Today, the energy sector is by far the No. 1 target for hackers, 
according to PricewaterhouseCoopers (PwC). This wasn’t the case 
a few years ago, but the number of cyber-attacks continues to grow 
– including both known and unknown attacks. The operational 
technology has become a growing target, now comprising 30% of 
all cyber-attacks. In the Middle East region alone, 50% of all cyber-
attacks are directed against the oil and gas industry. These attacks 
have a major impact on productivity, uptime, efficiency and safety.

A cyber-attack on oil and gas facilities would not only jeopardize 
operations, risk intellectual property and negatively impact profitability, 
but also, more importantly, put at risk the lives of personnel and nearby 
communities. The oil and gas sector faces an array of bad actors in 
cyber-space including hacktivists, criminals, insiders, competitors and 
even some nation states. Fortunately, industry executives increasingly 
recognize the imperative to include cybersecurity in their risk calculus. 

Following Deloitte’s 2015 BDO Risk Factors Report, 72% of oil 
and gas executives identified cybersecurity as a top concern – a 
sixfold increase compared to 2012 (12%). And for good reason: 
Threats to life and safety, theft of financial and customer data, and 
business disruption are the primary concerns for industry execu-
tives. A significant disruption to a country’s intricate network of oil 
and gas facilities used in exploration, production, distribution, stor-
age and refining would have a devastating impact on the economy, 
environment and overall security.

Cyber-Attack Reality
Cyber-attacks are no longer theoretical. They are occurring with 

exponential frequency. The 2012 incident in Saudi Arabia led to the 
shutdown of 35,000 computer terminals, bringing business to a halt and 
disrupting the interconnectivity of the digital oil field. The financial 
cost to the company as a result of this cyber-attack was significant. 

This devastating incident should not be viewed as an isolated 
event. Saudi Aramco alone experiences two or three cyber-attacks 

each year. The probability of additional cyber-attacks – across the 
oil and gas industry – is almost 100%. Less certain is what these 
companies are going to do about it. 

Indeed, over the past four years, the number of industry execu-
tives citing cybersecurity as a top concern has increased fivefold. 
This recognition of the threat is a welcome development. But it 
is not enough. Staying abreast of cybersecurity threats must be a 
core responsibility for oil and gas industry executives. The need for 
change has not trickled down to daily operations, especially in the 
industrial and field environments.

The industry is suffering from legacy equipment, unsecure pro-
tocols, unpatched assets and untrained personnel. These risks are 
magnified by a decentralized operating model in which the major 
players and servicers do not have visibility into the combined attack 
surface. While some leaders in the industry have recognized the 
cyber-threat and made significant financial investments in strength-
ening cybersecurity, the industry as a whole remains far behind 
other critical infrastructure sectors. 

Competing Industry Standards
Pipelines thousands of miles long make especially good targets 

for cyber-attacks. And yet, the cyber-protection of pipelines is 
governed by a mix of non-binding frameworks and standards.  The 
United States, cyber-frameworks from the Department of Homeland 
Security (NIST Framework), Department of Energy (ONG-C2M2) 
and Transportation Security Administration (CARMA), all compete 
with industry standards of ISA (ISA 99) and API (API 1164). It is 
essential to harmonize these standards and develop a binding secu-
rity standard for pipeline operators. 

A positive development is the recent announcement by Christina 
Sames, American Gas Association’s vice president of Engineering 
and Operations, that the AGA will adopt TSA guidelines and the 
NIST framework in order to “remain vigilant and strengthen our 
offensive security posture, helping ensure the continued safe and 
reliable delivery of natural gas to our customers.” 

But more is needed if the oil and gas industry is going to prevent 
and respond to cyber-attacks. A holistic cybersecurity strategy is 
essential. The industry has deployed a growing number of industrial 
control systems in networks along the entire value chain – upstream, 
midstream and downstream. 

This enables operators to achieve big gains in operational effi-
ciency, visibility and safety. The manufacturing industry has long 
recognized that connecting their industrial control systems to their 
enterprise  IT networks helps improve operational visibility and 
provides business insights. 

Oil and gas companies are following suit and becoming increasingly 
digitalized. But along with creating greater efficiency, this connected-
ness allows the “attack surface” to grow dramatically. This introduces 
new cyber-vulnerabilities. The new risks associated with digitalization 
are also exacerbated by aging infrastructure and legacy systems that 
were not designed with this kind of digital security in mind.

All About Leadership
How do oil and gas companies, and the industry as a whole, 

develop this holistic cybersecurity strategy? First, it takes leadership. 
The industry must dedicate its focus at the highest level and with 

A Holistic Cybersecurity  
Strategy in Oil & Gas By Leo Simonovich, Director, Global Cyber-Strategy, Siemens AG
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commensurate financial resources to integrate cyber-vigilance at all 
levels of the enterprise. Every company in the oil and gas industry 
must develop an industrial cybersecurity strategy, stand up a cyber-
governance model, re-examine their security fundamentals and build 
smart infrastructure defenses that include extensive cyber-training.

Siemens has hardened its own infrastructure to counter cyber-
threats to its own operations, including development of a “Web of 
Systems” security concept designed to integrate “defense-in-depth” 
protection, encompassing plant, network and system security. 

Today the industrial internet of things (IoT) bridges digitalization 
and automation, allowing secure data processing and automation 
anywhere on the web. Most automation suppliers rely on partners 
and third parties for industrial network components. Oil and gas 

companies are in need of ways to alleviating recurring pain points 
around endpoint security, securing data management, vendor risk 
and network visibility. P&GJ 

Author: Leo Simonovich provides the strategic direc-
tion for the Siemens industrial cybersecurity business by 
identifying emerging market trends. He frequently speaks 
on topics of cyber-governance, risk management and 
organizational transformation in operational environ-
ments. Prior to joining Siemens, he led the cyber-risk 

analytics practice area at the management consulting firm, Booz Allen 
Hamilton, working with large oil and customers to improve their cyber-
risk posture. He holds an MBA and master’s degrees in global finance, 
both from the University of Denver.

Disruptive Technologies  
Enabling O&G Companies

By Chris Niven, Research Director, IDC Energy Insights 

ata everywhere is a key driver that is compelling oil and 
gas companies to build platforms for managing meaning-
ful data and applying various types of analytics to optimize 
operational activities and efficiencies. IDC Energy Insights 

recently published IDC FutureScape Worldwide Oil and Gas 2017 
Predictions to offer a better understanding of how oil and gas com-
panies plan to leverage technologies to improve performance and 
adapt to change over the next three years.

The oil and gas landscape has shifted dramatically since oil prices 
began dropping in 2014, as energy companies aggressively slashed 
staff, improved the supply chain and placed projects on hold to slow 
the hemorrhaging of cash. Meanwhile, technology improvements 
continued to advance, and oil and gas companies have been taking 
advantage of this downtime to restructure their IT environment to 
align closer with the business units and become more efficient, 
agile and resilient to change.

Some key drivers (besides low oil prices, politics and economy) 
that IDC recognizes for 2017 oil and gas companies that are more 
IT-specific are: digital transformation, technology and data are every-
where, cybersecurity, data as an asset, and the rise of computer-based 
intelligence. IDC identified 10 Top Predictions for 2017 oil and gas 
with the most important in this report.

To deal with low oil prices, energy companies reported seeing 
significant value in leveraging technology to improve response time, 
accuracy and to better predict outcomes. Workers in the field will 
be armed with wearables and other work-enhancing tools and tech-
nologies that will help identify problems and reduce response time by 
improving communications time and accuracy between control staff 
and onsite workers. These technologies have the potential to provide 
workers with the key information they need at the moment they need 
it, be it data, schematics, maps, guidelines or instructions. 

Cybersecurity continues to be a top IT initiative as the growing 
number of new devices and sensors create new potential points of 
entry. This, in addition to the sophistication and complexity of deal-
ing with many dissimilar systems and capabilities of the hackers, 
poses a threat. Organizations have to be pro-active while dealing 
with cyber-threats and digital attacks by keeping up with the latest 
technologies and vendors with oil and gas experience in this space 
to stay ahead of the bad guys.

From a people perspective, energy companies have released over 
100,000 workers in a global industry that had already been facing 
a labor-shortage issue. To perform in the oilfield, workers need to 
understand safety and compliance as well as industry-domain knowl-
edge, combined with technical knowledge and skills. It usually takes 
years for workers to become excellent at performing their jobs, but 
also requires continuous learning and retraining as technology and 
processes continue to evolve and business models change.

Oil and gas firms are constantly evaluating their technical port-
folios in existing digital oilfield initiatives, considering how and 
where to make further performance improvements in existing and 
future oilfield assets. The digital transformation (DTX) consultant 
has become a resource with the ability to help identify, prioritize 
and evaluate the application of enabling technologies for such areas 
of improvement and move companies to the third platform.

A special emphasis is placed on: Big Data and analytics, along 
with the cloud and automation. As organizations apply manufac-
turing-like processes and modernize IT environments, the DTX 
consultant works with IT and business to deploy applications to the 
cloud and identify top analytics solutions.

Companies are updating and fine-tuning software applications; the 
smart companies are developing platforms to organize and manage 
integration efforts to manage critical data for accurate reporting and 
analytics purposes. Integration is the biggest challenge for Big Data 
and analytics. About half of the oil and gas company representatives 
interviewed said their IT environments are solid enough to provide 
clean, accurate data to deploy analytics. As software is updated and 
platforms are developed, companies continue to refine processes and 
workflows to align with the IT environment as it evolves.

As organizations evaluate technology portfolios to identify areas 
of potential improvements, quickly moving to cloud was reported 
to be the most important strategic way to quickly deal with lower 
oil prices. The cloud promises lower costs, faster deployment and a 
standard framework for new application development. 

The cloud is rapidly gaining acceptance in oil and gas because of 
the benefits and the fact that security is improving. Companies real-
ize some vendors offer better protection than they can even provide. 
Companies are also moving domain-specific applications to the 
cloud in some instances.

D
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Security is still a big consideration. It is somewhat surprising that 
companies are now outsourcing application software maintenance 
and development for domain-specific applications to preferred 
professional services partners with the technical and oil/gas subject 
matter expertise. Allowing partners to manage domain-specific 
software is new for oil and gas companies, but appears to be a trend 
as the preference is to focus on what they know best: hydrocarbons.

Also going into mainstream acceptance is Big Data and analyt-
ics. Companies like GE with its Predix application connectors 
and IBM Watson (for its cognitive technology) have gone to the 
extent of building platforms for their solutions. Platforms are ideal 
approaches for solving integration challenges, providing critical 
data for analytics, establishing standards for connection and adding 
future software and technologies.

Data platforms are excellent architectures to connect the required 
systems into one tightly integrated environment that is designed to 
access and manage all requisite data. This data is used to generate 
dashboards, scorecards, ad hoc queries and advanced analytics like 
modeling, simulation and cognitive computing.

The key to successful analytics is to identify and understand the 
business opportunities and problems in order to set measureable and 
achievable business objectives. One such objective might be to use 
analytics to optimize production based on allocations or a sampling 
approach. Both options are important, and the technologies used would 
be different, depending on the nature of the objective to be achieved.

In addition to all of the data being generated by the existing infra-
structure and the new equipment, devices, wearables and sensors 
deployed in the oilfield, imagery is predicted to be another large source 

of data for the near future. Cameras and drones will take images for 
security purposes, and  inspection and materials management to iden-
tify potential problems and validation of onsite asses and resources. 

 Along with analytics, modeling and simulation are taking a fast 
seat in the world of oil and gas innovative technologies. Part of what 
makes this possible is the dramatic advancements in these fields that 
has only recently brought the price down from literally millions of 
dollars only 15 years ago for 3-D war rooms to $350 for a virtual 
reality (VR) development kit license.

VR also aids in the preservation and sharing of critical knowledge 
across the technical workforce. When a new piece of equipment or 
a component is to be installed, the full process can be simulated in 
a virtual environment and practiced to create a first-time fit strategy 
with zero rework or surprises. By embedding best practices and the 
enterprise experience, virtual training provides a way for personnel 
to make mistakes/run hit and trial methods and learn from them in 
a safe environment, ensuring higher retention rates and lowering the 
potential for critical errors in the workplace.

The development of data management platforms for analytics is 
also applicable for providing data for cognitive processing as well 
as analytics, VR, and modeling and simulation. Data-management 
platforms are a major consideration as different problems require 
various kinds of analytics and architectural solutions. The key to 
successfully using these different approaches to analytics depends 
on the business objective to be achieved and its value. 

Cognitive is an enabling technology that works best for solving 
complex problems by examining large amounts of different kinds of 
data to discover trends and patterns that most logically answer the 
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questions asked. 
Companies are conducting cognitive proof of concepts (POC) to 

learn how to extract value from unstructured data like process logs, 
maintenance production data, reports and studies that can be used to 
derive actual business process context that can solve problems in the 
field. Cognitive is still in its infancy but already is being used to help 
solve problems using human-like intelligence and reasoning. Cognitive 
processing is increasingly being used to sift through large volumes of 
data, determine best practices and provide information about the cor-

rect processes and procedures, as well as flagging potential risks. 
Lower oil and gas prices have forced companies to reduce costs 

and are a catalyst to streamlining operations and developing a solid 
IT environment while moving to the cloud, applying mobility appli-
cations, and evaluating and running POCs with analytics and other 
enabling solutions. P&GJ

Author: Chris Niven is research director for IDC Energy Insights, 
responsible for thought leadership in the application of information and 
communications technology to oil and gas.

Q: Is the oil and gas industry ready to employ secure archi-
tectures that support and enable cloud-based solutions that 
directly use real-time and historical data, e.g. asset management 
or CRM-related apps?

Rittie: I think the answer is “yes and no.” If 
you pitch a cloud-based solution without any value 
proposition, oil and gas businesses will be hesitant 
to adopt. Security of the operational network is para-
mount, thus Schneider Electric’s solutions push data 
out into a secondary tier, so you still have access to 

your historical and real-time information while managing access to 
your operations. Fundamentally, SCADA operators want to feel in 
control of the data they’re leveraging. For them, data needs to be 
controlled going out, not accessed directly from an external source.

Gilabert: There has been a trend in the market for 
over 10 years in which you could see newer and small-
er O&G companies adopt cloud-based architectures 
because of the optimized capital investment profile 
they provide. But established companies are starting 
to see the value and need to change their profiles. That 

said, the cloud has created a conflict between field operators and IT 
teams in charge of the architectures themselves and the cybersecurity 
of the company. But we’re at a point that security is changing. The 
whole Internet of Things (IoT) marketing buzz in recent years has 
put a significant magnifying lens on this topic. Things are steadily 
and continuously changing to accommodate the future of automation.

Rittie: That’s right. Smaller companies have fewer regulatory 
demands whereas larger companies are generally more conserva-
tive. But cloud-based tools are demonstrating overwhelming value, 
and these cloud-service providers are producing software that is 
more cognizant of cybersecurity paradigms.

Acquatella: What we’ve also seen is that if you have 
applications that focus on monitoring, the adoption is 
easier. Gas customers in the pipeline have control 
because they use large transportation pipelines. When 
they need to do controller actions quickly, there’s 
a layer of resistance. There’s a range of openness 

depending on the requirements of the application. For monitoring 
and things a bit outside the real-time, there’s much more openness.

Gilabert: We’re also seeing different generational expectations. 
Younger people are more used to handheld technologies and access 
everywhere. They’re also becoming a bigger part of the workforce. This 
sort of access can only be achieved with IoT and cloud technologies.

Q: What are the challenges around cybersecurity facing the 
industry from the field to the data center?

Gilabert: In certain parts of the industry, this was never a con-
cern at all which is why it’s a huge challenge today. If you think 
about upstream oil and gas production, what you typically see in 
the field are remote terminal units (RTUs) or programmable logic 
controllers (PLCs) communicating without security features. 

In the past few years, IT teams have been scrambling to layer 
security on top – perhaps through communication channels or data 
centers. This tends to complicate the infrastructure, sometimes sig-
nificantly. More modern telemetry products offer security built in, 
but they’re significantly more complex.

Customers will need to start at the ground level of incorporating 
cybersecurity in the field. Also, customers used to have their own 
networks they’d control within the confines of the radio or fiber-
optic networks they themselves had set up, but we’ve seen a trend 
toward using more public infrastructure for communication. That 
opens up another can of worms that customers will need to keep in 
mind for maintaining security.

Rittie: I think it’s also the difference between greenfield and 
brownfield installations along with different types of infrastruc-
tures. You used to have radio and modem technology that controlled 
everything and security wasn’t a consideration. Many of these older 
devices aren’t capable of adding encryption between protocols.

Acquatella: The challenge is what do you do with legacy devices? 
The way of communicating 20 years ago is still used by many in the 
industry. People are patching their way around the problem. This is a big 
topic we’ve also seen around the data center – it’s affected the architecture 
with how we’ve deployed SCADA. DMCs have put in additional fire-
walls with data flowing in only one direction to isolate the architecture.

Rittie: You can’t have 10 seconds of latency when it comes to 
control. Many customers are concerned and interested in exploring 
new technologies, but many are accepting the risk right now and 
trying to control access centrally.

Gilabert: As a vendor, we have a responsibility to educate cus-

Experts Offer SCADA Overview  
for Oil & Gas Companies Special to Pipeline & Gas Journal

Schneider Electric gathered several of its most knowledgeable experts on supervisory control and data acquisition (SCADA) to provide 
P&GJ readers with the latest information on the challenges of cybersecurity and trends in SCADA management, as well as discussing 
whether there is a demand to bring more intelligence into the field. 

Participants were Helenio Gilabert, director of SCADA & Telemetry Solutions; Dale Symington, senior product manager, SCADAPack 
RTU/EFM; Alan Acquatella, director marketing, Gas Pipeline Applications; and Kevin Rittie, director, Pipelines Solutions Management.
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tomers about new technologies and ensure our own products sup-
port these new secure architectures. Even though customers may not 
take full advantage, we have to be able to enable them.

Symington: It’s important to also understand that 
there is a significant difference in cybersecurity 
between the different market areas – for example, 
when it comes to pipelines, with safety risks and 
issues like leak detection and shutdowns. There’s a 
fair bit of money at stake with the amount of product 

being shipped. But with upstream production facilities, you’re dealing 
with smaller volumes of product spread out in many locations. It’s a 
different level of concern in terms of the risks around cybersecurity.

Q: Do you see a trend to push more intelligence to the field, due 
to the inherent latency of host-to-field communications in SCADA?

Gilabert: There are a few factors. Latency is certainly a factor, due 
to the nature of the SCADA business itself – especially with remote 
applications, unless customers want to invest in fiber-optic network 
communications. A related factor is the issue of bringing different 
skill sets and employee backgrounds into this evolving industry. 

One solution is to automate that expertise, and to do this closer to 
the process, rather than centrally in the host. With SCADA, we tend to 
use more cellular communications networks, but there’s a high proba-
bility of disruption. Whatever process you’re automating, you want to 
run it close to the asset to minimize latency or complete disconnect. 

Rittie: I’ve been in other conversations about a shift in moving 
control logic out of field devices into the control centers, which 
has me scratching my head. My experience has always been that 
customers want control by the assets. It’s all about minimizing risk 

and not exposing oneself to catastrophic failure. 
Symington: Flow computers need 35 days of flow history. If 

lightning strikes and takes out communications, things need to be 
able to work on their own.

Acquatella: But some of these devices are tremendously power-
ful, collecting information on the process, diagnostics, etc. So there 
is that trend of having functionality and intelligence closer to the 
field at some companies, and these devices are increasingly incor-
porating that power. 

Gilabert: There is a place for both. There are applications where 
host-based control, logic and smarts are the way to go and others where 
it makes no case. The more dispersed, the more it makes sense to run it 
through the host. The more concentrated and specific the site is, the more 
it makes sense to have intelligence closer to the site, as a rule of thumb.

Q: Will local HMI become redundant as wireless IP connection 
to the SCADA network becomes more prevalent, allowing users to 
access devices or data with mobile devices from anywhere?

Symington: Local HMI can sometimes be redundant, but the need 
for local links between remote equipment and portable devices will 
not go away, even with wireless IP connections that can connect you 
to the central host. The need remains for communication in the field, 
but if it can happen from a truck without the need for wiring, that’s 
convenient. Even if communications are down, from a larger SCADA 
perspective, there’s a need for local wireless connections in the field.

Gilabert: This goes back to evolving expectations. Customers 
have a higher expectation now to be connected everywhere all the 
time. A direct connection within the field without having to rely 
on the communication infrastructure is important so that you can 
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access data locally. But we still have some ground to cover to catch 
up on meeting expectations in the oil and gas industry.

Symington: One analogy is that if I can pick up a wireless con-
troller for my personal video game and turn on the system and the 
television, and control everything from there – and if I can’t do that 
in the field with accessing data on equipment, there’s a great discon-
nect in terms of capability and expectations.

Rittie: Because of external forces, the market has changed. But 
there’s still a legacy mindset around security – because once you use 
these devices, you create a security entry point. Security is getting 
better, but encryption, just a few years ago when a lot of these devices 
were created, was minimal, so you have vulnerabilities. Also, does 
access involve control? It’s the read-only vs. read-write mentality. I 
want to see the data, but do I also want to be able to change it?

Gilabert: Yes, you want access, but not the security issues. 
Turning on a TV vs. controlling a pipeline with explosive gases 
brings different security considerations, so the ease of doing things 
must be weighed accordingly.

Symington: We need to make access secure through authentication, 
management of accounts and proper encryption on passwords. For 
remote assets, there has to be a central method for managing the means 
of access. We need to minimize pain points in keeping these accounts 
up-to-date and secure.

Q: Is the IoT just a new label or does it really represent 
change to SCADA?

Rittie: I’m a cynic and optimist at the same time. As a cynic I 
think the industry is doing a lot of rebranding of existing technol-

ogy as IoT or IIoT. Many in the industry are struggling to get on the 
bandwagon and check the IoT box. Long term, we’re on the cusp of 
change, driven by access anywhere, anytime. 

Manufacturers are disseminating so many data points, and SCADA 
systems are taking in much more data than in the past. More businesses 
are considering cloud and new technologies to manage data, because 
ultimately, IoT is about driving value from data for your operations.

Gilabert: SCADA has been all about bringing in data for decades 
and is a perfect base for where IoT came from. But SCADA has been 
focused mostly on collecting that data alone while doing little with it. 
IoT is forcing us to do more with that data – making more connections 
and delivering more intelligence.

Rittie: Playing devil’s advocate, it can also represent a threat to 
SCADA in the traditional sense. As devices get smarter, they may 
bypass any gathering system and instead report information into a 
cloud-based Hadoop data repository that is siloed. Where does that 
leave SCADA? Some customers want the data-acquisition layer inde-
pendent from SCADA. So it will be an interesting time going forward.

Acquatella: You’re absolutely correct. SCADA is historically the 
way to communicate with data and the field. But data acquisition 
is becoming democratized. The impact on our traditional SCADA 
is a question mark. Companies are increasingly trying to improve 
reliability and maintenance practices through IoT. Oil and gas will 
likely be later adopters than other industries, but they’ll get there. 

Q: Is there movement to bring more than just traditional SCADA 
information into the operational center for situational awareness?

Gilabert: Yes. In upstream specifically, this trend is called integrated 
operations – multi-disciplinary teams 
that come together to look at an asset 
holistically and find the best optimiza-
tion methods, taking into account all the 
disciplines, instead of a siloed approach. 
It’s imperative to bring more information 
into the operations – especially if there’s 
an accident, as maintaining safety is key.

Rittie: You bring up a good point about 
leveraging video. The question is: Is it 
being worked into SCADA or the control 
room? This goes back to the previous 
question about IoT. Are the architectures 
going to expand SCADA or change its 
role? SCADA is historically integers, bits, 
floating values, etc. – essentially funda-
mental data. Now with these other sourc-
es, it may be able to act as a consolidating 
data platform for alarm and events from 
an external system.

Gilabert: In upstream, I’ve seen that 
this extra information is not coming in 
through SCADA, it’s arriving through 
other systems. SCADA tends to be more 
operational platform in terms of field 
operations themselves. It’s about what 
my process is doing, not necessarily 
video feeds. It goes back to the infra-
structure we discussed before – low-
bandwidth communication channels. 
They’re not the best options for the new 
types of data that we’re compiling.

Rittie: There is a desire for more data. 
We’ll see if SCADA is isolated because 
devices are smarter and you don’t need 
the same data architectures. But opera-
tors still prioritize security. The jury is 
still out, and we’re on the cusp of some 
interesting changes.P&GJ
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xxonMobil has developed cMISTTM technology, which dehy-
drates natural gas using a patented absorption system inside 
pipes and replaces the need for conventional dehydration 
tower technology. This inline technology could be deployed 

at both land-based and offshore natural gas production operations, 
according to a news release issued in Houston by ExxonMobil. 

The new technology, developed and extensively field-tested by 
ExxonMobil, more efficiently removes water vapor present during the 
production of natural gas, the company said. Removing water vapor 
through the use of dehydration technology, typically accomplished using 
large and expensive dehydration towers, reduces corrosion and equip-
ment interference helping to ensure the safe and efficient transport of nat-
ural gas through the supply infrastructure and ultimately to consumers. 

cMIST reduces the size, weight and cost of dehydration, resulting 
in reductions of surface footprint by 70% and the overall dehydra-
tion system’s weight by half, which has significant added benefits 
on offshore applications. 

“By leveraging our industry-leading experience with upstream 
applications, our researchers were able to create this advanced 
natural gas dehydration technology, which represents a step-change 
in operational efficiency and a significant reduction in footprint,” 
said Tom Schuessler, president of ExxonMobil Upstream Research. 

ExxonMobil’s cMIST technology relies on a proprietary droplet 
generator to break up conventional solvent into tiny droplets that 

become well dispersed in the gas flow thereby increasing the sur-
face area for the absorption of water from the gas. 

This is followed by an inline separator that coalesces the water-rich 
glycol droplets and moves them to the outside wall of the pipe for effec-
tive separation from the dehydrated natural gas. The water-rich glycol is 
regenerated using a conventional system and is sent back to the droplet 
generator to be used again. The droplet generator uses the energy from 
the flowing natural gas to create droplets of the right size. 

ExxonMobil said it has licensed cMIST technology to the 
Chemtech division of Sulzer, a leading player in separation tech-
nologies, to facilitate deployment across the oil and gas industry. 

“We are proud to have been selected as worldwide exclusive 
licensee of the cMIST technology, which includes our patented com-
pact HiPer™ inline separator,” said Torsten Wintergerste, president 
of the Chemtech division. “We look forward to servicing the oil and 
gas industry with this unique technology, allowing for much needed 
reductions in capital expenditures for both greenfield projects and 
existing facilities seeking brownfield debottlenecking opportunities. 
cMIST technology complements the Sulzer line of compact multi-
phase separation technologies and will maximize benefits available 
to oil & gas operating companies around the world.” 

ExxonMobil’s Houston-based Upstream Research Company and 
New Jersey-based ExxonMobil Research and Engineering Division 
employ more than 1,000 PhD scientists and engineers. P&GJ 
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lectrically driven gas compressors have several advantages 
over compressors driven by gas turbines: The drive torque can 
be varied much quicker; the variable speed drive (VSD) sys-
tem can be operated with high efficiency in a much broader 

operation range; there are no local greenhouse gas emissions.
In situations such as subsea installations, a VSD system may be the 

only option to power gas compressors. For these reasons, a number of 
large gas-processing plants employ electrically driven gas compressors. 

Gas compression is energy-intensive, which means that high-
power solutions for the VSD are required. A typical solution con-

Driving Ahead for Secure Gas 
Compressor Operation By Thomas Besselmann, Senior Scientist, 

ABB Corporate Research

sists of a synchronous machine fed by a load commutated inverter 
(LCI) such as ABB’s largest drive, the MEGADRIVE-LCI.

The challenge for electrically driven gas compressor sites is that 
operations can be affected by disturbances in the grid. This was the 
case at the Statoil facility in Kollsnes, Norway. Its remote location 
means that weather phenomena such as storms occasionally cause 
brief disruption of the power lines, resulting in a sudden reduction 
of the grid voltage in one or more phases. Typically, the grid voltage 
is affected over a time span of 50-150 milliseconds (ms).

While these dips are only short in duration, they can have severe con-
sequences. They can cause the LCI to trip due to inrush currents at the 
return of the grid voltage. Or, due to the sudden loss of drive torque, the 
compressor may enter unstable operating conditions such as surge, and 
is then tripped as a precaution to avoid mechanical damage and wear.

In either case, the operation of the gas compressor, and poten-
tially the complete upstream plant, is stopped and a time-consuming 
restarting procedure needs to be carried out. The resulting interrup-
tion in the gas supply can mean financial losses that range into the 
hundreds of millions dollars a year for large facilities.

 To address this issue, ABB has developed a model predictive 
torque control (MPTC) that has increased robustness in the case of 
grid disturbances. In particular, partial torque is now provided dur-
ing partial loss of grid voltage.

The control scheme is based on model predictive control (MPC), 
an optimization-based control method that required the solution of 
a mathematical optimization problem at each millisecond on the 
embedded system.

Grid Disturbances
To understand the solution, it is useful to examine the nature of 

grid disturbances.
Symmetric and asymmetric dips: In an ideal three-phase system, 

the voltages in the three phases are sinusoidal with the same ampli-
tude, succeeding each other with a phase shift of 120 degrees. 

In the case of symmetric grid disturbances, the amplitude of all 
three phases is reduced by the same amount while the phase differ-
ence is unaffected. In the case of an asymmetric grid disturbance, 
the amplitudes of the three phase voltages are different, and also the 

phase separation of 120 degrees is not guaranteed. 
Ride-through characteristics: The reaction of the frequency con-

verter to grid disturbances depends on its physical properties as 
well as on the implemented ride-through procedure. The amount 
of energy stored in a frequency converter is negligible compared to 
the transmitted power. The power provided, and therefore the drive 
torque, depends on the type and depth of the voltage dip. 

There are three classes of ride-through procedures: 
1. Zero-torque ride through: The operation of the frequency con-

verter is interrupted, such that no drive torque is provided by 
the converter. Operation is resumed when normal grid voltage 
is available again. 

2. Full-torque ride through: The frequency converter continues 
its operation without reduction of the drive torque. 

3. Partial-torque ride through: The frequency converter contin-
ues operation, however, only partial torque is provided. 

The amount of torque necessary to prevent the compressor from going 
into surge depends on its operating point. However, even if the available 
drive torque is insufficient to prevent surge, increasing the available drive 
torque delays the point in time when the compressor enters surge condi-
tions. There is a longer grace period for the grid voltage to recover and 
for the initiation of protective measures for the equipment. 

The requirements for the ride-through procedure can be sum-
marized: 
 n Ensure the frequency converter does not trip, such as due to 

overcurrent. 
 n Supply either the requested drive torque, or, if that is not pos-

E
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sible, as much torque as possible to prevent the compressor 
from entering surge. 

 n Compromise on agreed-upon secondary performance targets 
in order to increase the drive torque during a ride-through. 
Examples would be increased torque ripple or a small short-term 
DC voltage on the variable-speed drive (VSD) transformer. 

Test Site
The Kollsnes plant processes natural gas from different oil fields 

in the North Sea. It has a capacity of 143 MMscm/d of natural gas. 
Dry gas is compressed and pumped through four pipe systems to 
Belgium, France, Germany and the United Kingdom. Six 41.2 MW 
export compressors are powered by VSD systems comprising dual-
winding synchronous machines and LCIs. 

The LCI is in a 2-by-6/6 pulse configuration with two parallel 
branches to reduce torque-pulsations. Each branch possesses a six-
pulse thyristor bridge as line-commutated rectifier, a direct current 
(DC) link and a six-pulse thyristor bridge as load commutated 
inverter. The transformer employed onsite is a four-winding three-
phase design, which is also connected to electric filter banks used for 
power factor correction and input current harmonic compensation. 

The control variables of the variable speed-drive system are the 
firing angles (also called “control angles”) of the line-commutated 
rectifier and the load commutated inverter, as well as the excitation 
voltage for the rotor windings.

New Control Solution
The main element in the new development is the creation of a 

novel MPTC solution for the LCI. Compared to the classical con-
trol method, MPTC provides active control of the LCI firing angle 
which can be changed in the case of grid disturbances. 

Furthermore, instead of executing independent control actions of 
the firing angles on the line side and the machine side, the MPTC 

coordinates both firing angles to reach the defined objectives. The 
controller also takes into account both alternating current (AC) volt-
age magnitudes and a constraint on the DC current can be defined 
to change the control behavior when the DC current is close to its 
boundary, thus helping to avoid overcurrent trips. 

HIL Verification
Before the control solution was applied in practice, its effec-

tiveness was verified on a hardware-in-the-loop (HIL) system by 
Typhoon, Inc. This consisted of the control hardware and the control 
software, exactly as onsite. The behavior of both the conventional 
control system and the MTPC solution were compared during a 
series of symmetric and asymmetric dips. 

Symmetric dips: In the first scenario, the grid voltage magnitude 
was decreased in a series of voltage dips. Each voltage dip lasted 
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for 200 ms and the voltage magnitude changed without transition 
within a microsecond. 

Figure 1 depicts the grid voltage magnitude and the electric 
torque, first with conventional control (gray) and then with the 
novel model predictive controller (black). No trip occurred regard-
less of the controller used. However, the drive torque provided dur-
ing the scenario differs significantly. 

While the conventional control executes a zero-torque ride-
through procedure for a grid voltage magnitude of 80% and below, 
the model predictive controller continues in operation and is able to 
provide partial torque. After the instantaneous reduction of the grid 
voltage magnitude, the MPTC requires about 25 ms to stabilize the 
drive torque to the steady-state. 

Single-phase dips: In this scenario, instead of varying the grid 
voltage magnitude of all phase voltages, only a single-phase voltage 
is changed. Both controllers are able to provide more drive torque 
if only a single phase is affected (Figure 2). The MPTC, however, 
outperforms the conventional controller in terms of residual torque. 

Based on the simulations, an estimate of the available drive power 
as a function of the remaining grid voltage was derived (Figure 
3). This illustrates that the amount of residual power depends not 
only on the remaining voltage magnitude, but also on the number 
of phases affected by the grid disturbance. For extremely low grid 
voltages, operation of the drive is not possible.

Pilot Program
Following the HIL verification, the MPTC approach was imple-

mented on two out of six export compressors at the gas treatment 
plant. This pilot program has shown that under normal grid condi-
tions, the novel control solution works as expected. 

During the course of the winter, a number of grid voltage distur-
bances occurred. One of these was an under-voltage event (Figure 
4). The plots show the dip in the grid voltage and the corresponding 
torque – LCI with conventional control (black) vs. two LCIs with 
the MPC solution (dark and light gray). 

The grid voltage was affected by a deep symmetric voltage dip 
down to about 30% of the rated grid voltage for 80 ms. This effect 
is a significant reduction of the available drive torque. While the 
conventionally controlled LCI executes a zero-torque ride-through, 
both MPC-controlled LCIs are subject to an undershoot from which 
they recover to provide 23% of the rated drive torque. 

This result is a good match with the expectations raised by the 
HIL simulations. The process was ultimately stopped by an external 
reason not related to the VSDS at 1.8s.

Following the test program at the Kollsnes plant, the MPTC solu-
tion has been implemented for three 7.5-MW booster compressors 
at Statoil’s Kårstø facility where the system regularly performed 
successful partial torque ride-throughs.

Summary 
MTPC offers significant possibilities for the control of com-

mercial multi-megawatt drive systems with much faster dynamic 
behavior where the underlying optimization problems need to be 
solved in under a millisecond. 

It can help protect electric gas compressor operations during 
power and grid disturbances by providing the compressor with par-
tial torque, preventing it from going into surge. P&GJ

Author: Thomas J Besselmann is a senior scientist 
at ABB’s corporate research center in Baden-Dättwil 
in Switzerland. He works within the Control and 
Optimization Group to develop high-speed control 
schemes for constrained systems. He has a particular 
focus on model predictive control and its application 

within automotive and power electronics. He holds a Ph.D. from the 
Automatic Control Laboratory at ETH Zurich University. In addition, 
Hamburg University of Technology awarded him a Diplom in mecha-
tronics, which is equivalent to a master’s degree, as well as a bachelor’s 
degree in general engineering science.

Figure 4: Experimental results: Estimated torque during an under-
voltage event. Conventional control (dark blue) vs. MPC solution 
(dark and light turquoise).

Figure 1: Grid voltage magnitude and drive torque during symmetric dip 
series with conventional control (dark turquoise) and MPC (light turquoise).

Figure 2: Grid voltage magnitude and drive torque during single-phase dip 
series with conventional control (dark turquoise) and MPC (light turquoise).

Figure 3: Estimate of the residual power during voltage dips.
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tilities across the world are install-
ing smart gas and electric meters, 
bringing an end to labor-intensive 
periodic meter readings at homes 

and businesses and inaugurating real-time, 
accurate monitoring of the amount and 
pattern of energy use. The introduction of 
internet of things (IoT) provides the gate-
way to the smart meter revolution. 

The leading markets for smart gas 
meters are North America, Europe and Asia 
Pacific. Valued at $1.59 billion in 2016, the 
smart gas meter market is forecast to grow 
at over 7% annually to reach $2.27 billion 
by 2021 according to Smart Meter Market: 
Global Industry Analysis and Opportunity 
Assessment 2015-2025. 

In the European Union, the impetus to 
install nearly 200 million smart electricity 
and 45 million smart gas meters comes from 
national governments. Funding of up to $50.5 
billion to utilities is to be provided by the 
European Investment Bank alongside six 
commercial banks (Barclays, Crédit Agricole 
CIB, HSBC, Santander, Sumitomo Mitsui 
Banking Corporation and The Bank of Tokyo-
Mitsubishi UFJ Ltd and Infracapital). 

By 2020, almost 72% of European electric-
ity customers and 40% of gas customers will 
have smart meters, according to a European 
Commission-issued September 2016 report, 
Benchmarking Smart Metering Deployment 
in the EU-27 with a Focus on Electricity. 

Deployment of smart meters will vary 
according to the size of the electricity and 
gas market, and especially the absolute 
number and proportion of gas customers. 
Italy, for instance, with around 22 million 
gas customers, according to Eurostat, has 
decided to include gas users in its smart-
meter installation program. 

Spain is committed to electricity smart 
metering but with only 7 million gas cus-
tomers is ignoring smart gas metering, at 
least for now. Likewise, Sweden, which 
makes wide usage of district heating sys-
tems and has fewer than 40,000 gas cus-
tomers, has decided against installing smart 
gas meters. 

The UK is the largest gas market in 
Europe with over 23 million customers 
and gas typically accounts for over 50% of 
household energy bills. Here, gas and elec-
tricity are commonly supplied in tandem 
and there are multiple suppliers. In these 
market circumstances, the government is 
pro-actively encouraging the installation 
of both gas and electricity smart metering.

Main Drivers
For governments concerned with reducing 

Transitioning to Smart Gas Meters 
Benefits Consumers By Nicholas Newman, Contributing Editor

U greenhouse gas emissions, improving energy 
security and saving on energy imports, smart 
meters make sense and should be encouraged. 
Marketed as a customer bill-saving device, 

government agencies such as The Office of 
Gas and Electricity Markets (Ofgem) in Great 
Britain, the State Grid Corporation of China 
(SGCC) in China, and in Japan the Tokyo 
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Electric Power Company (TEPCO), are pro-
moting installation of smart meters. 

Technological advances are the enablers 
of the smart meter revolution. Advances 
in technology in particular, the IOT, which 
enable measurement and control of energy 
usage throughout the energy chain, is the 
main driver of smart meter rollouts. A sec-
ondary driver is associated with the global 
expansion of gas pipeline networks around 
the world and investments in smart cities 
and smart grid infrastructure, such as in 
Barcelona, Dubai and Singapore. 

For utilities charged with supplying and 
installing smart meters, there are also real 
and significant advantages in being able to 
monitor and control in real-time pipeline 
supply networks and usage as well as provide 
accurate customer bills. Smart meters facili-
tate greater responsiveness to a customer’s 
needs and internet of things technologies 
offer an opportunity to market a range of new 
services and gain additional revenue. 

Smart meters equip customers with the 
ability to monitor and manage their energy 
use. Customers are able to track those costs 
and see the result of perhaps switching a 
radiator or two off. By providing immediate 
and accurate information on the conse-
quences of energy use, customer behavior 
should be nudged toward smart energy 
use and savings. Britain’s Competition 
Watchdog found that between 2012 and 

2015, customers overpaid utilities by £1.4 
billion pounds a year because of uncompeti-
tive standard energy tariffs. 

The installation of smart gas meters might 
help tackle this problem but it remains up 
to the customer to actually look at their 
smart meter readings, as and when, they 
change thermostat settings or switch the 
kettle on. Perhaps surprisingly, in the UK, a 
major utility British Gas, discovered that its 
smart meter customers are on average 53% 
more satisfied than those still depending 
on standard meters and complaint rates are 
down by 21%. Computer Weekly found that 
dual-fuel customers with smart meters have 
saved around £26 a year off their bills. 

As with the introduction of any new 
technology, there have been concerns 
over health and the cybersecurity of smart 
meters. Around the world, smart meters 
have been blamed for dizziness, fatigue, 
headaches, seizures, memory loss and other 
maladies, reported The Daily Telegraph. 
However, Australian experts have sought to 
reassure customers of their safety, noting 
that smart meter radiation emissions are less 
than those of the ubiquitous mobile phone, 
according to Victoria state government. 

Nevertheless, some customers have either 
refused entry to utility workers seeking 
to install such gadgets or demanded com-
pensation via the courts. New innovative 
products often lead to patent disputes. For 

example, British Gas won a patent infringe-
ment claim brought against it by Smart-
Tech, holder of a certain smart meter patent. 
Had British Gas lost, it would have been 
liable to pay out tens of millions of pounds 
in royalties to Smart-Tech.

The young smart meter market is being 
supplied by new entrants as well as tradi-
tional meter manufacturers. For example, 
traditional meter manufacturer Swiss-based 
Landis + Gyr was recently taken over by 
electronics giant Toshiba and German-based 
Diehl Metering. In Germany, Diehl Metering 
has installed some 2,000-wired fixed meters, 
with an hourly reading interval, using a 
European standard for the remote reading of 
gas or electricity meters called M-bus. 

The metering system is able to moni-
tor pipe and energy networks and pro-
vide alternating tariff billing. New entrants, 
Singapore-based EDMI Limited and 
Poland’s Apator Group, are seeking market 
share in the developed world and emerg-
ing markets. For example, EDMI Limited 
worked with Advanced Metering Services 
(AMS) to install smart metering technology 
and operational services to electricity and 
gas customers in New Zealand.

It is clear that an emerging technology, 
such as smart gas and electric meters, is 
likely to require both technical and social 
adaptations during the introductory stage 
of its life cycle. P&GJ
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as chromatographs (GC) play a critical role in custody-transfer operations and 
their accuracy literally impacts – may even determine – a company’s bottom line. 
Verifying accuracy is an essential function that ensures the correct operation of the 
analyzer at the time of testing, confirms that the GC performed properly during the 
periods between validations and assesses the likelihood of continued proper func-

tioning until the next validation. Therefore, it is essential that the process:
 n Verify the operation of the GC for the previous period.
 n Verify the current accuracy of the GC.
 n Check for changes in operation that may affect future reliability.

Note verification is not calibration. During a calibration, the GC calibration factors 
are adjusted to measure correctly. Strictly speaking, verification is only confirming 
that the measurement and operation of the GC is correct. During a validation process, 
it may be found that the GC does need to be calibrated, but that is not the purpose of 
the validation process.

Very importantly, understand that running the cal-gas as an unknown is not a valid 
method of verifying the accuracy of a gas chromatograph. It will always read what it 
was forced to read in the morning calibration run. If the GC is set up incorrectly, has 
an issue, or the calibration gas blend is bad, the daily calibration may hide the issue 
and result in inaccurate analysis for the sample stream.

Here’s how to proceed correctly:
Because the GC will be offline during much of a validation procedure, it should only 

be performed when the composition of the gas flowing through the metering station 
is relatively stable.

Since periods of stable gas composition can be difficult to predict, stations with 
ultrasonic meters can use the measured speed of sound to compare against the cal-
culated speed of sound for the fixed composition. This will effectively monitor the 
validity of the fixed composition during the validation. If the variation in the speed of 
sound varies by more than 2%, the validation procedure should be halted, and the GC 
should be returned to service until the gas composition stabilizes.

Verifying Operation 
To verify that the GC has been operating correctly for the period prior to the verification 

test, download and analyze the chromatograph archives. Most GCs suitable for custody-transfer 
applications store analysis data, event logs and alarm logs from the previous 34 days, minimum.

Download and check the following data:
 n Un-normalized total trend – Confirm the un-normalized total for every analysis is 

between the accepted limits, which are typically 98% and 102%. Note periods of 
extremely low un-normalized totals may line up with periods when the meter run was 
shut in, and the sample pressure was extremely low.

 n Alarm logs – Confirm any alarms that have occurred during the period were caused by 
known events such as power failures or scheduled maintenance. All alarms during the 
period should be investigated and the cause determined prior to verifying the accuracy 
of the GC.

 n Event logs – Confirm any changes to the configuration were performed by qualified 
personnel during periods of scheduled maintenance and confirm that the changes 
have not affected the operation or calculations of the GC.

Accuracy of GC
To verify the current accuracy and performance of the GC, confirm that the as-found 

calibration is correct, and then observe the correct operation and repeatability of the GC. 
The best method is to understand how the GC detector responds to the components and 
confirm that the actual response matches the theoretical response to confirm that the GC 
is analyzing correctly.

In a calibration cycle, the response factor, which is the response of the detector to 
each component, is calculated. The formula for the response factor is:
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Where:
 R.F. = The response factor for an individual compo-

nent.
 Area = The integrated area under the peak on the chro-

matogram. This is change to height when peak 
height calculation method is configured.

 Calibration = The concentration of the individual concentra-
 concentration tion in the calibration gas, as defined on the 

calibra tion gas bottle certificate.

Gas chromatographs for natural gas measurement typically use ther-
mal conductivity detectors (TCD) that produce an output dependent on 
the thermal conductivity of the gas passing across it. Since the thermal 
conductivity of a component is a constant physical property, and each 
component has a different thermal conductivity, the response of the 
detector to each component should follow a set pattern. 

The TCD is typically two thermistors that change in resistance 
with a change in temperature. One thermistor (the “reference”) has 
only the carrier gas passing over it, and the other thermistor (the 
“measure”) has the output of the columns that will have the separated 
components and the carrier gas passing over it. The magnitude of the 
detector output is dependent on the difference in thermal conductiv-
ity of the gases passing over the reference and measure thermistors.

Of the components typically measured in natural gas GCs, meth-
ane has the thermal conductivity closest to helium (the carrier gas), 
and so produces the smallest amount of detector output for a given 
concentration. Nitrogen has the next closest thermal conductivity, 
and so will have a response factor larger than methane. If upon 
inspection it is found the response factor for nitrogen is actually 
smaller than methane, you can deduce there is an error in the mea-

surement of either methane or nitrogen. The response factors for 
each component are given on the final calibration (Fig. 1). 

The order of the response factors for a GC using a single detector, 
from smallest to largest:

1. Methane  7. normal-Butane
2. Nitrogen  8. neo-Pentane
3. Carbon dioxide 9. iso-Pentane
4. Ethane  10. normal-Pentane
5. Propane  11. C6+
6. iso-Butane 
If the magnitude of the response factors is not in this order, it 

indicates there is calibration error from the gas chromatograph that 
must be rectified before the validation can be completed.

Once the existing calibration of the GC is confirmed to be accu-
rate, the next step is to run the GC through a calibration cycle:

1. Analyze the calibration gas as an unknown. Save the analysis 

Figure 1: A typical final calibration report with the smallest and larg-
est response factors highlighted.
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Figure 2: Drifting of the retention times has caused the timed events 
(in this case, an inhibit off) to affect the measurement of the peak area.

Figure 3: Valve 3 timing will separate C2 and smaller components 
from the C3 and larger components. When the retention times 
increase while the valve timing stays fixed, not all of the C2 may make 
it into Column 3 before the valve switches.

report and the chromatogram.
2. Confirm the analysis report matches the cal-gas certificate
3. Run a normal calibration. Save each calibration report.
4. Save the final calibration report and the final calibration 

chromatogram.
5. Analyze the results.

The goal of this test is to confirm the GC will calibrate correctly 
and that the accuracy of the measurement will not change after the 
calibration. If any alarms are raised during the calibration cycle, the 
validation has failed.

Check the results of the analysis of the calibration gas before 
and after the calibration cycle for repeatability. The repeatability 
specifications for most gas chromatographs are ±0.25 BTU/scf per 
1,000 BTU (±0.025% of heating value) for an extended temperature 
range (0 to 140° F or -18 to 56° F).

The final calibration report should be checked for the following:
1. Response factor order.
2. Response factor deviation – The alarm limit is 10%, however, typi-

cally it is below 2%. If any component has a significantly larger 
deviation than the others, further investigation is warranted.

3. Retention-time deviation – Most gas chromatographs for this 
application will track changes in the retention time of the 
peaks for each component. When a daily calibration is per-
formed, this deviation should be less than one second.

Check for Changes 
Once these procedures have been completed, the GC operation 

for the period up to the verification test is over and the GC can be returned to 
service. The next step in verifying the GC is to check for changes that may 
affect the future reliability of the GC during the next period of service.

An estimated 80% of measurement issues with any gas chromato-
graph are due to long-term contamination of the analytical flow 
path. This results in a gradual increase in the retention times of the 
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individual component peaks. As the retention times of the com-
ponents increase, the analytical performance may begin to suffer. 
When the measured peaks drift, there may be interference with the 
fixed timed events (Fig. 2). As a result, the valve timing, which is 
timed to occur between two components, may start to misdirect the 
components into the wrong columns or flow paths (Fig. 3).

Analyzing the current chromatogram in isolation will not high-
light the potential for retention time drift to cause an issue in the 
next validation period. The current calibration chromatogram 
should be compared to the chromatogram from the last verifica-
tion test to assess the amount of drift that has occurred during that 
period. This information can then be used to make a judgment on 
the likely amount of drift to occur during the next period.

It can be seen that there has been a shift in retention times by a 
maximum of six seconds (Fig. 4). If this GC was to be left for the 
same amount of time without adjustment, there is a high likelihood 
the normal-pentane (the last peak) will be affected by the timed 
events. During the verification testing it should be assessed whether 
the GC should undergo planned maintenance during the next period. 

Verification Reports
As with all events that occur in relation to custody-metering loca-

tions, it is important that full records of the tests performed are kept 
and available for all parties’ use.

The operator of the custody-transfer location should provide a writ-
ten procedure outlining all of the steps to be taken, with space for the 
metering personnel performing the tests to confirm the steps have been 
completed and to allow any variations or observations to be noted. The 
test procedure must also provide for all of those performing and witness-
ing the verification test to be noted and allow room for their signatures.

All of the information collected during the verification test should be 
stored offsite in a secure location. Often all parties of the verification will 
require complete copies of every record created during the procedure. 

Electronic information such as chromatograms and calibration reports 
should also be kept onsite for reference during the next verification.

Armed with this “gold standard” methodology, custody-transfer 
operations can be assured of accuracy, meet contractual obligations 
and ensure the bottom line. P&GJ

Author: Bonnie Crossland is a Rosemount Gas Chromatographs 
product manager for Emerson who has worked with GE Energy, Baker 
Hughes and Nalco Champion. Crossland is a member of ISA and 
earned a bachelor’s degree in engineering from Rutgers University and 
an MBA from the University of South Carolina.

Figure 4: Retention time shift highlighting the potential for mis-mea-
surement during the next period of operation. The latest chromatogram 
is blue and the chromatogram from the last verification test is red.


