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ybercrime is one of the big-
gest threats organizations face. 
Computers control almost every-
thing we do, from the level of 
chlorine put into our water to the 

electricity supply into our town. Hackers are 
fully aware of this, and they understand if 
they infiltrate these systems or do anything 
to jeopardize the supply of these utilities, 
it wouldn’t take long before chaos erupted.

Cybercriminals are constantly looking 
for new targets and energy companies can 
deliver significant return on investment. 
A cybercriminal, for example, could hold 
a country at ransom by stopping its gas 
supply. This illustrates how cybercrime can 
be an extremely profitable business, and 
depending on the scale of an attack, hackers 
have the potential to earn millions of dollars 
and cause plenty of damage. 

Unlike with a retail company, which risks 
losing customer credit card data and per-
sonal information, the primary concern for 
cyberattacks against energy companies can 
easily become a safety issue, and a success-
ful cyberattack can cause actual physical 
harm to people. Thankfully, that is a line we 
haven’t seen crossed yet.  

Attackers know if the national power grid 
were to go down, it would cost many hun-
dreds of millions of dollars per hour and, in 
the case of hospitals or air-traffic control 
systems, for example, any disruption to ser-
vices could place people’s lives in jeopardy. 
Attacks targeting oil and gas infrastructure 
could potentially cause situations like oil 
spills or reprogram logic controllers to cre-
ate dangerous situations by opening a valve 
or changing a temperature setting. 

Because of the devastating consequences 
any cyberattack on these systems could 
have, the key question we need to ask our-
selves is, “How do we make energy compa-
nies more secure?” 

Until recently it was easy to ignore indus-
trial systems because they had traits that 
made them mostly immune to the kinds 
of threats IT networks faced. Simply put, 
the systems were not connected to the IT 
network. In the earlier days, they were 
not even on a network at all, but rather 
connected through serial communications. 
Once networking was adopted, a complete 
air gap still existed between the IT and OT 

networks, and the latter used proprietary 
protocols that no attackers understood.  

You might remember this is the same 
network evolution that took place on the IT 
side, and we know where that ended — with 
every device interconnected and communi-
cating over standard protocols.  

Today, however, it is an entirely different 
story. Experts say that it is not a matter of “if ” 
but “when” a successful cyberattack against a 
utility will cause widespread damage. There 
have been a growing number of published vul-
nerabilities against industrial control systems, 
with over 150 new vulnerabilities made public 
in the last year alone. In addition, more hack-
ing incidents than ever are being reported; 
there were at least 245 cyberattacks against 
energy organizations in the last year, with 
many more unreported. 

There is no shortage of malicious individu-
als wanting to cause damage through a cyber-
attack — from terrorists, to nation-states, to 
hacktivists. Unfortunately, the methods to 
do exactly that are readily available on the 
Internet. The risk is real, and the time to act 
is now, before these attacks make front-page 
news, similar to the attacks against govern-
ments, retail stores and healthcare institutions.

ICS-CERT, a team within the federal 
Department of Homeland Security that 
focuses on industrial security, has been 
monitoring and sharing intelligence about 
industrial control system threats since 2010. 
In that time, it has published over 800 
advisories relating to security issues, vul-
nerabilities and exploits. While everyone 
in security knows about the Stuxnet attack, 
there have been numerous reports of other 
attacks against industrial systems.

In fact, a recent survey by Tripwire of 
400 executives and IT professionals in the 
energy, oil, gas, and utility industries found 
there is widespread agreement the cyber 
threat is real.  Of executives responding to 
the survey, 94% said their organization is 
a target of cyber-criminals, and 83% of all 
respondents believed such an attack could 
cause serious physical damage. 

Experts, however, are also skeptical of 
some of the survey results. While the major-
ity responding believed their organization 
would detect an attack within 24 hours, 
most industry research shows most cyberat-
tacks often take months to discover. Once 

discovered, the news isn’t much better. 
ICS-CERT found that in the majority of 
industrial incidents, the root cause is never 
determined due to a lack of monitoring of 
the affected systems prior to the event.  

Energy companies are revisiting security 
strategies in light of these risks.  Executives 
looking for best practices and industry stan-
dards are finding several emerging options. 
IEC 62443 (formerly known as ISA 99) 
provides a series of guidance for bringing 
security controls to industrial systems that 
are often lacking controls. A newer indus-
try group, the Industrial Internet Consortium 
(IIC), has also started a security working 
group to address these issues. In the United 
States NIST recently published an updated 
guide to Industrial Control Systems Security 
— NIST SP-800-82 R2. 

Regardless of the acronyms and numbers, 
all of these standards ultimately prescribe 
the same three things — adding controls to 
protect critical systems from attack, putting 
monitoring in place to detect attacks, and 
having a plan and process to respond effec-
tively when an attack happens.  

Action is taking place in many ener-
gy organizations today. But is the change 
happening fast enough? A major security 
incident could prove it is not, but in many 
other industries, a major breach has acted a 
catalyst for change. 

Often these mega-breaches force attention 
on security initiatives and shift budget and 
resources priorities necessary to effectively 
implement needed initiatives. Organizations 
that focus on staying ahead of attacks are 
investing now to avoid being the name in the 
headlines when a major utility breach finally 
transpires. While it’s impossible to predict 
just how soon an incident like that might 
come, those who wish to do harm don’t 
appear to be going away anytime soon.

Addressing security concerns and build-
ing more secure industrial environments will 
help companies benefit from the efficiency 
and productivity gains that come from our 
increasingly interconnected world.  P&GJ
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ith the exploitation of new 
cost-effective operational con-
cepts, use of digital technolo-
gies and increased dependence 
on cyber structures, the oil and 

gas industry is exposed to new sets of vul-
nerabilities and threats. Cyberattacks have 
grown in stature and sophistication, making 
them more difficult to detect and defend 
against, and costing companies increasing 
sums of money to recover from.

DNV GL recently delivered a study to the 
Lysne Committee1 that reveals the top ten 
most pressing cybersecurity vulnerabilities 
for companies operating offshore Norway. 
They are also applicable to the industry at 
large.

An  international DNV GL survey of 
1,100 business professionals found that, 
although companies are actively managing 
their information security, just over half 
(58%) have adopted an ad hoc management 
strategy, with only 27% setting concrete 
goals2.

“Headline cybersecurity incidents are 
rare, but a lot of lesser attacks go unde-
tected or unreported as many organizations 
do not know that someone has broken into 
their systems. The first line of attack is 
often the office environment of an oil and 
gas company, working through to the pro-
duction network and process control and 
safety systems,” said Petter Myrvang, head 
of Security and Information Risk, DNV GL 
— Oil & Gas.

While the study focused on operations on 
the Norwegian Continental Shelf, the issues 
are equally applicable to oil and gas opera-
tions anywhere in the world.

The top ten cybersecurity vulnerabilities:
1. Lack of cybersecurity awareness and 

training among employees
2. Remote work during operations and 

maintenance
3. Using standard IT products with 

known vulnerabilities in the produc-
tion environment

4. A limited cybersecurity culture 
among vendors, suppliers and con-
tractors

5. Insufficient separation of data net-
works

6. The use of mobile devices and stor-
age units including smartphones

7. Data networks between on- and off-
shore facilities

8. Insufficient physical security of data 
rooms, cabinets, etc.

9. Vulnerable software
10. Outdated and ageing control systems 

in facilities
DNV GL said it believes cybersecurity 

vulnerabilities can be addressed through 
a risk-based approach, using the bow-tie 
model familiar in safety barrier manage-
ment. This allows companies to identify 
the threats to and vulnerabilities of assets 
and operations and plan barriers to prevent 
incidents and mitigate the consequences 
of cyber risks. This includes procedures to 
maintain the barrier quality documented in 
performance standards.

“As all oil and gas process plants are 
now connected to the Internet in some way, 
protecting vital digital infrastructure against 
cyberattacks also ensures safe operations 
and optimal production regularity,” said 
Trond Winther, head of the Operations 
Department, DNV GL — Oil & Gas.

Digital Vulnerabilities 
Industrial automation, control and safety 

systems used in the oil and gas sector are 
to a large extent digitized and dependent 
on digital technology. Formerly, such sys-
tems were proprietary, while they are now 
to a large extent based on commercially 
available components, such as a PC with a 
Microsoft Windows operating system. That 
means the known vulnerabilities of such 
commercial standard products will also be 
exposed in the sector.

The networks used between process 
equipment and control systems were previ-
ously isolated and proprietary, but are now 
based on Internet technology. Industrial 
automation and control systems used to be 
physically separate from traditional infor-
mation systems and open networks. The 
need to transfer production data to informa-
tion systems, and for remote maintenance, 
means that such separation is no longer 
practically possible. 

There is an increasing use of remote 
operation from an onshore location or 
neighboring platform, and this may lead 
to the use of shared computer networks. 
This means that production equipment is 

exposed to network-related vulnerabilities.
Malicious codes are usually spread due to 

human error. An attachment in an email is 
opened, memory sticks are inserted, mobile 
phones are charged, laptops are connected 
to critical networks, etc. Mobile phones can 
also easily establish Internet connections. 
Users are tricked into revealing passwords, 
etc. Locating operations rooms onshore 
means that less attention may be paid and 
this increases the likelihood of both unin-
tentional and intentional unwanted inci-
dents. Human error is regarded as the great-
est digital vulnerability in the sector.

The consequences of unwanted incidents 
based on digital vulnerabilities will primar-
ily be of a financial nature. Production 
has to be shut down and this means a 
loss of income for the industry. Society 
will see a decrease in direct and indirect 
taxes. Unwanted incidents will affect the 
companies’ reputations and may affect a 
reputation as a stable producer and trans-
porter of energy. If saboteur and terrorist 
organizations manage to control vital pro-
duction equipment, the consequences can 
be environmental destruction and the loss 
of human life.

Dependencies
In order to reduce the CO2 emitted due 

to power production on oil installations, 
new field developments are often based on 
a power supply from the shore (electrifica-
tion). Most of these installations have to 
shut down production if there is a break-
down in the power supply from the shore. 
For a long time there has been an increasing 
focus on digital vulnerabilities in electric-
ity distribution systems. Such systems are 
complex grid structures highly dependent 
on management and control systems.

Large distances and deep waters make it 
costly to establish a computer network for 
oil installations on the continental shelf. 
Fiber-optic cables on the seabed are often 
used but they are vulnerable to damage 
from building and fishing activities and 
erosion. It is challenging to establish redun-
dant and completely independent network 
solutions. 

A lack of communication can mean the 
immediate shutdown of production on plat-
forms that are operated from a shore-based 
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location or neighboring platforms. This is 
also critical for pipelines where, among 
other things, it must be possible to regu-
late and monitor the pressure and volume 
throughout the system.

Cooperation
The responsibility for preventive ICT 

security in the oil and gas sector is frag-
mented. There is no common contact point 
for the sector that the authorities can, for 
example, use to warn of net-based attacks.

Emergency Preparedness
An unofficial, international survey 

among companies in the sector concluded 
that only 40% of the companies have estab-
lished an emergency preparedness plan that 
covers digital vulnerabilities. The crises and 
emergency preparedness focus is on fires, 
explosions, blowouts, etc.

Oil prices are at dangerously low levels 
for the industry and there is a great deal 
of uncertainty about future price devel-
opments. This means the sector must 
reduce its costs to maintain profitabil-
ity. The fact that these savings measures 
may affect the continuous improvement 
of security is a major challenge. The 
increased focus on cost/benefit assess-

ments and new ways of working are 
important elements going forward.

Many installations on the Norwegian 
continental shelf, for example, are 
designed to have a lifetime of 15-25 
years, and several have been allowed to 
operate for longer. This means much of 
the equipment and software is outdated 
and not very well-adapted to today’s digi-
tal vulnerabilities.

The digitization of the sector is tak-
ing place continuously. “The Internet of 
Things” will lead to more units with digital 
vulnerabilities. The volume of data to be 
transported is growing and standard IT 
equipment will increasingly be integrated 
with the specialized control systems.

Main Risk-Reducing Measures
In order to reduce risk, barriers are 

implemented, partly to prevent an unwant-
ed incident from occurring and partly to 
reduce the consequences of an unwanted 
incident that has occurred. There has been 
a growing focus on barriers that prevent 
an unwanted incident, but the quality of 
these barriers needs further testing and 
verification. It is not enough to simply 
base protection on a firewall. Other bar-
riers, including the opening/closing of 

accesses, procedures and work processes, 
must also be established.

There is a greater need for barriers that 
reduce the consequences if an unwanted 
incident has occurred. There is not enough 
equipment and routines for detecting that 
a threatening party has ongoing activities 
aimed at an installation. There is also a lack 
of practiced routines to prevent negative 
consequences when there is a suspicion that 
an unwanted incident may occur.

Supervisory authorities should issue 
functional requirements stipulating that 
barriers to digital vulnerabilities must be 
established. Digital vulnerabilities must be 
included in relevant risk analysis.

Companies must create a culture for reduc-
ing digital vulnerabilities in the same way 
as there is a culture for preventing fires and 
explosions. Awareness-creating work must be 
prioritized both within the sector and in the 
general public. Schools must focus on behav-
ior when using digital media. P&GJ

1 The Lysne Committee has been appointed by the 

Norwegian Ministry of Justice and Public Security to 

assess the country’s digital vulnerabilities.

2 “Viewpoint Report. Is your company’s data secure?”, 

DNV GL – Business Assurance, October 2015.
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yberattacks are more hostile and 
frequent than ever. We’ve all heard 
news stories about how intellectual 
property and private information have 
been stolen by hackers. When this 

happens, it can be costly in some cases and 
embarrassing in others. However, for indus-
trial operations, the stakes are much higher. 
It is absolutely essential we protect industrial 
operations from cyber interference to avoid any 
compromise to the safety and security of the 
plant, its people and the environment.

A recent news story published on 
Bloomberg.com described a 2008 explosion 
at an oil pipeline, identifying a cyber-attack as 
the initiating cause. According to the article, 
“Hackers had shut down alarms, cut off com-
munications and super-pressurized the crude 
oil in the line. The main weapon at valve 
station 30 on Aug. 5, 2008, was a keyboard.” 

Too many similar stories have appeared 
in the news since, and the bottom line is 
this: increasing dependence on digital net-
works and integrated systems in industrial 
plants can increase the potential for hackers 
to do a lot more than just steal documents 
if the correct cybersecurity strategy has not 
been put into place. 

Cyber-threats have increased tremen-
dously for every industrial operation. In 
today’s world, protection against cyber-
attacks is essential if modern networked 
control systems are to perform securely.

The increased prevalence of industrial 
networks means that cybersecurity is now 
more closely linked to the safe operation 
of industrial operations and their processes. 
A solid cybersecurity protection plan must 
therefore be an integral part of any modern 
plant’s operating strategy. The similarities in 
protection approach between process safety 
and cybersecurity warrant an objective and 
detailed look at how they are similar and how 
they differ. The comparison should be made 
not only from a procedural point of view, but 
also from an organizational perspective.   

Three Questions Every  
Plant Owner MUST Answer 

From the boardroom down, every plant 
owner must be able to answer with confi-
dence three critical questions:

1. Do we understand what could go 
wrong?

2. Do we know what our systems are to 
prevent this from happening?

3. Do we have the information to assure 
us they are working properly? 

These questions should be answered con-
tinuously during the lifecycle of a plant, not 
only during the design or planning phase of 
the facility. Control systems are designed, 
built and tested before they are operated in 
the plant and are maintained according to 
the adopted lifecycle program. And official 
standards exist for both the safety lifecycle 
(ISA84/ IEC61511 functional safety – safety 
instrumented systems for the process indus-
try sector) and cybersecurity lifecycle (ISA/ 
IEC 62443 network and system security for 
industrial process measurement and control).  

Looking at the three questions in the 
context of the relevant phase of the safety or 
cybersecurity “lifecycle” will help compa-
nies understand what they should be doing 
and when. Today’s plant must execute a 
cohesive strategy for both safety and cyber-
security to ensure continuous operational 
integrity for the entire plant.   

Safety and Cybersecurity – 
More Similar than Different

As shown in the figure below, plant own-
ers can look toward established process 
safety standards for cybersecurity guid-
ance. It shows distinct similarities between 
ISA84/IEC61511 and IEC62443 standards 
that apply to the safety and cybersecurity 
lifecycles respectively.

Industrial operations typically follow an 
established lifecycle. Starting at the “analy-
sis phase,” attention is given to identifying 
and understanding what can go wrong, what 

Does Aligning Cybersecurity, Process 
Safety Approaches Reduce Risk?
By John Boville, Process Automation Services Marketing Manager, Schneider Electric

C the likelihood and impact is, and then defin-
ing what protection is required to manage 
and mitigate the risks.

From the “implementation phase,” sys-
tems and equipment are developed and 
engineered, built, tested, verified and doc-
umented. Often there is a formal Factory 
Acceptance Test (FAT) or other type of 
customer verification before the equip-
ment is shipped to the plant where it is 
then installed, commissioned and put into 
operation.

Once in the “operation phase” it then 
becomes the responsibility of the opera-
tors and/or engineers who will operate 
and maintain it for the rest of its life. 
It is worth noting at this point that the 
“operate/ maintain phase” of the lifecycle 
typically lasts much longer than any other 
phase of the project. 

With good practice and rigor applied during 
the analysis/assess and implementation phases 
shown above, the answer to all three questions 
should always be a firm “Yes.” However, the 
biggest challenge comes when answering the 
three questions in the operations phase. Why?
 n The operation phase can last 10 years 

or more (typical assets operate from 
30+ years!).

 n Changes may be made to the system 
during its lifetime. For example, when 
driven by market demands or changing 
manufacturing practices. 

 n Risks and threats change – asset own-
ers must continue to adapt and monitor 
both their safety and security measures 
to ensure that they stay on top of evolv-
ing risks and track any such changes.
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Organizational Challenges 
Affect Safety, Security

We’ve discussed prevailing standards and 
execution theory to align cybersecurity and 
process safety. And we’ve seen that frame-
works exist to ensure that both are included 
in initial system design, verified during 
acceptance tests, properly commissioned 
and then maintained for the life of the plant.

Another challenge often faced when it 
comes to leveraging and coordinating pro-
cess safety and cybersecurity is organization-
al in nature and often the result of historical 
practices in place. Traditionally, cybersecu-
rity has had little to no impact on manufac-
turing processes as it affected only the com-
puter systems in the plant, which were the 
domain of the IT department. Automation 
systems were the domain of the control and 

instrumentation department, and safety the 
responsibility of the process safety group.

Until recently, there was no reason to 
coordinate or overlap the responsibilities 
of these groups. Today, however, we under-
stand Industrial Automation Cybersecurity 
(IACS) and we have witnessed its direct 
impact on process safety.  

In order for coordinated approaches 
between the various disciplines as discussed 
earlier to be effectively put into practice, it is 
imperative to bridge any organizational gaps 
between Information technology (IT) and 
Operational Technology (OT), and design an 
organizational framework where all groups 
can continuously collaborate across all phas-
es of a project’s lifecycle – from the initial 
design into the build and operational phases. 

Today’s reality means that we must sup-
port and drive close organizational align-
ment and/or effective collaboration between 
the teams or groups that traditionally have 
little history and experience of working 
together. Companies must find ways to 
foster continuous, effective working rela-
tionships between IT and OT if operational 
integrity is to be achieved. Looking to the 
historical journey of process safety imple-
mentation in the industry for guidance can 
help begin to address these organizational 
challenges, often one of the most difficult 
tasks companies face today as they increas-
ingly embrace modern, networked systems.

Process automation and control tech-
nologies continue to evolve rapidly. The 
linkage between manufacturing assets pos-
sible today has been described as the “next 
industrial revolution.” 

This new era will offer enterprises the 
possibility for significant improvements in 
safety, efficiency, product quality and profit-
ability, but if not implemented with cyber-
security in mind, can also lead to increased 
threats of cyberattacks.

The disciplines of safety and cybersecurity 
are truly more similar than different. Effective 
coordination of the two sets of lifecycle 
activities will result in a “stronger together” 
approach to IACS AND process safety. The 
newer discipline of IACS can leverage many 
best practices from the more established disci-
plines of process and functional safety. 

Effectively coordinating these areas and 
ensuring plant safety and cybersecurity teams 
are working closely together will allow compa-
nies to take advantage of the latest technologi-
cal developments in a way that is safe secure 
and protects their operational integrity. P&GJ
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