
 

 

Fostering Financial Literacy for Youth 

Workshop Series, Fall 2017 

The Fostering Financial Literacy for Youth workshop series is designed to equip afterschool program staff 

with the knowledge, tools and resources to teach their youth to become financially savvy and in control 

of their financial futures.   

The workshops in the 4‐part series include:  

Credit card and Fraud Scams, October 10, 2017 
Presented by: Doug Young, THE WISER CHOICE 

 
Budgeting and Saving, October 24, 2017 

Presented by: James Gurney and Anthony Kuzma, Futures and Options 
 

Financial Goal Setting, December 5, 2017 
Presented by: Ruben Rivera, Council for Economic Education 

 

FAFSA and College Financial Aid Packages, December 18, 2017 
Presented by: Michael St. John Turner 
 
Use of Materials 

These materials are a part of the Fostering Financial Literacy for Youth Series provided by the 

Partnership for After School Education. They serve as reference materials and can support your work 

with youth around financial literacy.   

 

Fostering Financial Literacy for youth is funded by Morgan Stanley. 

 



 
  

 
  October 10, 2017 

 

Schemes and Scams 
Presenter: Doug Young 

THE WISER CHOICE 
doug.n.young@gmail 

https://www.linkedin.com/in/thewiserchoice 

 
 

9:30  – 9:35  Introductions & Agenda 

 

 

9:35 - 10:00  “Identity Theft At Risk” Checklist  

 

 

10:00 – 10:30 Cybersecurity and Social Engineering 

   Lesson: Social Media and You 

   http://www.econedlink.org/teacher-lesson/1383/  
 

 

10:30 – 10:45 Break 
 
 
10:45 - 11:30  Identity Theft 
   Lesson: Cybersecurity, Personal Finance 
   http://www.econedlink.org/teacher-lesson/1384/ 
    “Con’Em If You Can” – Internet game and App  http://www.conemifyoucan.org/  
 
 
11:30 – 12:00 Fraudulent Telemarketing Schemes 

Schemes and Scams – Lesson 19 from FFFL 

www.ftc.gov/news-events/audio-video/video/fraud-affects-every-community  
    
   
 12:00 – 12:25 Detect, Deter, Defend - Impact on Credit if Scammed 
   Credit Reports and Scores – FFFL Lesson  

http://www.econedlink.org/teacher-lesson/1273/Credit-Reports-Credit-Scores 
   http://www.idtheftcenter.org/ 
 
     
12:25 – 12:30  Evaluations and Certificates 
  

mailto:doug.n.young@gmail
http://www.econedlink.org/teacher-lesson/1383/
http://www.econedlink.org/teacher-lesson/1384/
http://www.conemifyoucan.org/
http://www.ftc.gov/news-events/audio-video/video/fraud-affects-every-community
http://www.econedlink.org/teacher-lesson/1273/Credit-Reports-Credit-Scores
http://www.idtheftcenter.org/


 

EconEdLink

Cybersecurity and Economics: Social Media and You

How do you make wise decisions about posting on social media? In this lesson, students will learn how to differentiate between good and
poor social media posts and understand the opportunity costs of their decisions in the present and for the future. They will learn about
cybersecurity and the measures to take to avoid negative consequences.

Key Concepts

Benefit , Costs , Decision Making , Opportunity Cost

Students Will

Students will be able to differentiate between good and poor social media posts
Students will be able to analyze the costs and benefits associated with social media posts

Introduction

ESSENTIAL QUESTION: What effects can social media posts have on your future?

TIME REQUIRED: 60 minutes

What is cybersecurity? According to Merriam-Webster, cybersecurity is “measures taken to protect a computer or computer system (as the
internet) against unauthorized access or attack”.

Students need to learn that the information they post on their social media accounts can affect their reputations, education and career
prospects. Today, students are on social media an average of 110 times per day checking Facebook, Instagram, Twitter, and Snapchat. They
are posting pictures and words that will live forever in cyberspace. Even though some social media sites boast that their pictures will
disappear, cyber forensic and screen shots can reveal “hidden” posts. Today’s teens need to think about the future and what the opportunity
costs of their posts will be for future employment, relationships and personal goals.

In a Kaplan Test Prep survey of more than 350 college admissions officers in the U.S., 35 percent of officers polled reported having looked
at applicants' social media accounts to learn more about them.

Colleges and employers are looking for reckless behavior, pictures or posts depicting the use of alcohol or drugs, excessive partying,
vulgarity, nudity, and other risky behaviors. The earlier children understand this, the better equipped they are to avoid posting

http://www.econedlink.org/
http://www.econedlink.org/
http://press.kaptest.com/press-releases/kaplan-test-prep-survey-college-admissions-officers-say-social-media-increasingly-affects-applicants-chances


inappropriate pictures, texts, and videos.

This lesson will educate students about making good choices when it comes to posting on social media by analyzing the short-term and
long-term costs and benefits of their posts. Please note: We recommend sending the provided Parent Letter (Handout 2.1) out prior to
starting this lesson.

Resources

Activity 2.1: Student Social Media Video Guide and Answer Key
Handout 2.1: Parent Letter Template
Video Clip 1 : Once It’s Out There, You Can’t Take It Back 
Assignment 1 Career Builder: Number of Employers Using Social Media to Screen Candidates Has Increased 500 Percent over the
Last Decade  
Video Clip 2 : What can YOU do to protect your online rep? 
Video Clip 3: Do you really have a private life online? 

Process

1.     Ask students “What effects can social media posts have on your future?” [Answers may vary but should include responses that
include benefits and costs of their posts.] Ask the students to record their responses individually and then share as a large group.

2.     Record their responses on a whiteboard in front of the group by making a T-chart with “benefits” on one side and “costs” on the
other. Put their responses under the appropriate column as they share.

3.     Tell the students that this lesson will discuss some new vocabulary words. Introduce new vocabulary to students:

a.     Cybersecurity: measures taken to protect a computer or computer system (as the internet) against unauthorized access or
attack

b.     Opportunity Cost: the next best alternative you give up when making a decision

Example: When you came to school today, you gave up many things. What is the next best thing you gave up by
coming to school? It could be your sleep, spending time with family and friends or playing outside, for instance.

c.     Benefits: something that promotes well-being

d.     Costs: what you give up or sacrifice to obtain something

Example: Your social media accounts are not really “free”- they are using your personal data for marketing and
advertising. For instance, have you ever noticed when you browse on one site such as Amazon or Etsy for a certain item
it shows up later on your Facebook feed? You think you are doing this with no consequences. You haven’t directly given
out information. But that’s not true. Your interests and tastes are being monitored so that others can offer you things
they think you want. This illustrates the economic concept “There is no such thing as a free lunch”, meaning there is
always an opportunity cost!

4.     Ask the students the following:

a.     In a recent survey, the most popular global social networking sites were Facebook, YouTube, Instagram, Twitter, and
Reddit. (Source: DreamGrow ). What social media sites do you use? Do they differ from the sites in the survey?” [Answers
could include Facebook, Snapchat, Vine, Twitter, Instagram and others.]

b.     What are some examples of posts you have made or seen on the sites you visit? [Answers could include pictures,
announcements, arguments, political posts, or parties.]

c.     What kinds of pictures might be hurtful to someone? [Answers could include harassing, threatening, embarrassing,
insulting, nude or mean-spirited pictures or images.]

d.     What kinds of pictures might be helpful? [Answers could include appropriate pictures with sports teams, school clubs, or
family vacations.]

e.     How can you protect yourself when using social media? [Answers could include to never give your password out to
friends, only post pictures that are appropriate, don’t participate in cyberbullying, report any inappropriate posts to a trusted
adult right away and don’t assume your messages will remain private or hidden.]

http://www.econedlink.org/lessons/docs_lessons/1383_Handout%202_1%20Parent%20Letter%20Template.pdf
http://www.econedlink.org/lessons/docs_lessons/1383_Activity%202_1%20Student%20Social%20Media%20Video%20Guide.pdf
http://www.econedlink.org/lessons/docs_lessons/1383_Activity%202_1%20Key.pdf
http://www.econedlink.org/lessons/docs_lessons/1383_Handout%202_1%20Parent%20Letter%20Template1.pdf
https://www.youtube.com/watch?v=MOJS_EjWE8o
http://www.careerbuilder.com/share/aboutus/pressreleasesdetail.aspx?ed=12/31/2016&id=pr945&sd=4/28/2016
https://www.youtube.com/watch?v=Kmr671JK6Wg
https://www.youtube.com/watch?v=-e98hxHZiTg
https://www.dreamgrow.com/top-15-most-popular-social-networking-sites/


5.     Pass out Activity 2.1: Student Social Media Video Guide. Explain to students that the questions are in order and they will
watch each video as a large group and then discuss. (Alternative Jigsaw Group Activity: You may wish to divide the class into three
groups and assign each group a different video to watch. Then, each group can report back to the large group their summaries of
their specific video.)

6.     [Recommended for 6th graders] Watch Video 1 : Once It’s Out There, You Can’t Take It Back 

7.     Ask the students the following:

a.     What happened in this video? [The toothpaste was squeezed out of the tube and someone tried to put it back into the tube
without much success.]

b.     How can this be related to posting on social media? [When a decision is made to post a poor choice on social media, it is
very difficult (if not impossible) to get rid of it.]

[Recommended for 7th and 8th graders] Assignment 1 - Have students click on a link to a survey by Career Builder: Number of
Employers Using Social Media to Screen Candidates Has Increased 500 Percent over the Last Decade. Tell students that even
though they may be some years away from finding a job, it’s important to understand how employers check social media because
what they post will be there when they apply for work.

Ask them to answer these questions on a separate piece of paper:

How many employers check social media as part of exploring the background of job candidates? [60-63%.]

What are they looking for? [Answers vary: many are looking for evidence that supports job requirements, professional portfolio and
how a person presents himself/herself online. Others are looking for negatives.]

How many found negative postings? [48%.]

What were some of the negatives? [Racist, sexist or mean comments; provocative photos; inappropriate behavior; person looking
angry in photos) What were some positives employers found? (community service; athletic or academic accomplishments; smiling
photos.]

Why wouldn’t employers hire someone who shows risky behavior, posts inappropriate pictures on their social media posts, or boasts
about fooling someone into doing something? [They can’t trust you to be professional; poor judgment.]

Can you think of anything on your social media now that you would like to delete because of reading about potential employers?

Discuss student answers as a class.

8.     Watch Video 2: What can YOU do to protect your online reputation? 

9.     Ask the students the following:

a.     What are the benefits of posting on social media? [You can find out information that benefits you, such as when your
favorite artist is coming to town.]

b.     What are the costs of posting on social media that negatively affect your online reputation? [Poor choices posted are
hard to get rid of. Your decision to post an inappropriate quote or photo can result in people making judgments about you in
the short term and long term, such as future employers. This could cost you future job opportunities.]

c.     What can you do to enhance your cybersecurity? [Think before you click. Continue to update your privacy settings. Get
rid of any friends you do not talk with in person. Protect your password.]

10.  Watch Video 3 : Do you really have a private life online? 

11.  Ask the students the following:

a.     What could be a negative opportunity cost of posting an inappropriate picture of a friend or yourself online?  Remember,
a cost is something you give up or sacrifice to obtain something. A negative opportunity cost is something that could cause
hurtful effects with your current life and future goals. [You cannot erase it. People can use it to tease, insult, harass, threaten
or gossip about you and/or others.]

b.     How can you help protect yourself from negative posts online? [Make sure you know your friends and know the costs
(and benefits) of your decisions to post certain photos.]

Assessment

http://www.econedlink.org/lessons/docs_lessons/1383_Activity%202_1%20Student%20Social%20Media%20Video%20Guide.pdf
https://www.youtube.com/watch?v=MOJS_EjWE8o
http://www.careerbuilder.com/share/aboutus/pressreleasesdetail.aspx?ed=12/31/2016&id=pr945&sd=4/28/2016
https://www.youtube.com/watch?v=Kmr671JK6Wg
https://www.youtube.com/watch?v=-e98hxHZiTg


Option #1 -Public Service Announcement Posters: Place students into groups of 2-3. Provide them with a blank poster and markers.
Instruct them to create a “public service” message of appropriate usage of social media websites aimed to educate 6-8th grade students.
They should explicitly state the costs and benefits social media posts will have on their futures and model appropriate posts on them. Once
complete, have the students share by doing a short “commercial” of their poster and then hang them up around their school.

Option #2 - Children’s Books: Have students individually create a short children’s book that teaches how to post appropriate posts to
social media accounts. Make sure it also includes the concepts of costs, benefits, opportunity cost and decision making (and correct
definitions) within the story. Invite a group of 2nd or 3rd graders to your classroom or ask to visit their classroom to share the stories once
complete.

Conclusion

After watching all videos, remind students that it is very important to weigh the costs and benefits when posting something to social
media. As a large group, debrief the lesson by asking the following questions:

1. What did you learn today that you did not know before this lesson? [Answers may include:  never give your password out to friends,
only post pictures that are appropriate, don’t participate in cyberbullying, report any inappropriate posts to a trusted adult right
away and don’t assume your messages will remain private or hidden.]

  
2. How might you change your social media behavior now? [Answers may include:  think before you post, keep updating passwords

and privacy settings, etc.]
  

3. Why could your social media posts affect your financial well-being? [If you make a choice to post negative photos or quotes, future
employers may not hire you because of this decision. This could cost you financially and ruin your reputation online and face-to-
face with others.]

Extension Activity

1. Encourage students to further explore cyberbullying by answering one or more of the following questions in essay form:

What is cyberbullying? Who is most at risk for being bullied?
How can you help prevent cyberbullying from happening at your school? What are the costs and benefits of becoming an advocate
for victims of cyberbullying?
According to the 2014–2015 National Center for Education Statistics and Bureau of Justice Statistics report, nationwide, about 21%
of students ages 12-18 experienced bullying. Using economic concepts such as “decision making”, “opportunity cost” and
“benefits”, explain how cyberbullying directly impacts the students whom attend your school and live within your community.

Encourage students to think critically about their responses and include personal examples if they wish. Additionally, share this link with
your students to further help them formulate their responses.

2. Assign students to read an article about college admissions officers and social media.

Reading: Kaplan Test Prep Survey: College Admissions Officers Say Social Media Increasingly Affects Applicants’ Chances 

Have students write a paragraph on the do’s and don’ts of posting on social media for prospective college students and how that affects
their behavior now.

Related Resources
You're Going to College
Opportunity Cost
"The Giver": Jonas Makes a Choice
Learning Economics with Minecraft: Choices, Costs and Benefits
The Opportunity Cost of a Lifetime
The Economics of Voting
Goldi and the Three Passwords Video
Medicare and the National Debt | Activity
Webinar - Voters and Elections
The Classroom Mini-Economy | Lesson Demo
Opportunity Cost - Playful Economics | Lesson Demo
Why Do People Trade Across National Borders? | Lesson Demo

https://www.stopbullying.gov/cyberbullying/what-is-it/
http://press.kaptest.com/press-releases/kaplan-test-prep-survey-college-admissions-officers-say-social-media-increasingly-affects-applicants-chances
http://www.econedlink.org/teacher-lesson/789/You-re-Going-College
http://www.econedlink.org/teacher-lesson/1057/Opportunity-Cost
http://www.econedlink.org/teacher-lesson/1181/Giver-Jonas-Makes-Choice
http://www.econedlink.org/teacher-lesson/1376/Learning-Economics-with-Minecraft-Choices-Costs-Benefits
http://www.econedlink.org/teacher-lesson/51/Opportunity-Cost-Lifetime
http://www.econedlink.org/teacher-lesson/139/Economics-Voting
http://www.econedlink.org/tool/448/Goldi-Three-Passwords-Video
http://www.econedlink.org/tool/439/Medicare-National-Debt-Activity
http://www.econedlink.org/tool/426/Webinar-Voters-Elections
http://www.econedlink.org/tool/401/Classroom-Mini-Economy-Lesson-Demo
http://www.econedlink.org/tool/400/Opportunity-Cost-Playful-Economics-Lesson-Demo
http://www.econedlink.org/tool/367/Why-Do-People-Trade-Across-National-Borders-Lesson-Demo


	
Activity	2.1:	Student	Social	Media	Video	Guide	

Name			 	
	
Directions:	View	each	video	and	write	down	your	answer	to	each	question	below	appropriate	link.	
	

VIDEO	1:	Once	It’s	Out	There,	You	Can’t	Take	It	Back	
https://www.youtube.com/watch?v=MOJS_EjWE8o	

• What	happened	in	this	video?		

	

• How	can	this	be	related	to	posting	on	social	media?		

	

VIDEO	2:	What	can	YOU	do	to	protect	your	online	rep?	
https://www.youtube.com/watch?v=Kmr671JK6Wg	

• What	are	the	benefits	of	posting	on	social	media?	

	

• What	are	the	costs	of	posting	on	social	media	to	your	online	reputation?		
	
	
	

• What	can	you	do	to	enhance	your	cybersecurity?		

	

	

VIDEO	3:	Do	you	really	have	a	private	life	online?	https://www.youtube.com/watch?v=-e98hxHZiTg	

• What	could	be	a	negative	opportunity	cost	of	posting	an	inappropriate	picture	of	a	friend	or	
yourself	online?	Remember,	a	cost	is	something	you	give	up	or	sacrifice	to	obtain	something.	A	
negative	opportunity	cost	is	something	that	could	cause	hurtful	effects	with	your	current	life	
and	future	goals.	

	

	

• How	can	you	help	protect	yourself	from	negative	posts	online?		
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Cybersecurity and Personal Finance: Identity Theft

Anyone can become a victim of identity theft. Protecting one’s identity can help reduce the potential of becoming a victim of fraud or
other illegal activities that can create future problems. Such problems may prevent an individual from getting a credit card, a school loan,
or even a job. Learning how to protect personal information, such as Social Security Numbers and passwords, is a critical step in
protecting one’s identity in an online environment.

Key Concepts

Credit Card , Fraud

Students Will

Recognize the importance of protecting themselves from identity theft.
Determine how identity theft relates to fraud.
Explain the history and role of Social Security Numbers in identity theft.
Apply the concept of identity theft to the use of credit cards and other personal information such as Social Security Numbers and
passwords.
Discuss how to protect themselves from identity theft.

Introduction

ESSENTIAL QUESTION: What is identity theft and how can you protect yourself from becoming a victim?

TIME REQUIRED: 1.5 to 2 class periods

Identity theft is one of the fastest growing crimes in the world today.  Through technology, everyone now has easy access to personal
information for people of all ages and all socioeconomic backgrounds.  It is becoming more common to hear about state, local, and federal
government databases being “hacked” as well as databases of private businesses and financial institutions.  Understanding identity theft
and how it relates to everyday life are important factors when considering ways to protect oneself from this problem.

ADDITIONAL CYBERSECURITY CONCEPTS: Identity Theft, Social Security Numbers, Passwords

http://www.econedlink.org/
http://www.econedlink.org/


Resources

Activity #1: Tips for Preventing Identity Theft 
Activity #1 (Key)
Activity #2: Protecting Your Personal Information
Activity #2 (Key)
PowerPoint Slides (PPT or PDF)
Assessment
Parent letter
FTC Video: Why Care About Identity Theft?
Video: Your Social Security Number
Video: Social Security Cards
Music Video: The Password Rap

Process

We suggest that you send out the Parent Letter before teaching the lesson.

1.     Read the following scenario to students and ask how they would feel if this happened to them. (Present Slide 7 while you read and
Slide 8 while you ask the questions).

Fastview Middle School is preparing for its annual essay competition.  Winners will be announced at a special ceremony this morning. 
Everyone is gathered in the auditorium and excited to hear who will win.  Now, the big moment has come.  Mrs. Rodriguez announces the
top three essay winners and Johnny is in first place.  Everyone is surprised as he slowly walks up to receive his award and a gift certificate
for $100.   As he starts reading his essay to all of the students, Malia realizes that he is reading her essay.  How could this happen?  She
was happy when they announced she had won second place, but now she’s angry and confused.  She wants to know how Johnny got a copy
of the first essay she wrote and tossed in the trash before starting over on a new paper. 

What should she do? [Talk to her teacher, tell her parents so they can contact the principal or the teacher]
How can she prove it was her essay and not Johnny’s? [Maybe she made a copy of the essay before handing it in or it is still stored
on a computer at home or at school.  She can also provide another writing sample that shows how similar his essay is to her style of
writing.]
Do things like this ever happen? [Unfortunately, things like this do happen because people are not always honest and trustworthy. 
Ask the students to provide other examples that they have heard, read, or seen.]

2.     Present Slide 9. Tell students that Malia is the victim of fraud.  Johnny stole her first essay from the trash can, retyped it, and turned in
it to the competition as though it were his own paper.  In legal terms, fraud is the deliberate attempt to gain from deceiving or misleading
others.  Stealing someone’s paper and winning an essay contest is wrong, and Johnny should be held responsible for his actions – but
Malia will have to prove it was really her paper that he used because, unfortunately, the burden of proof is on the victim.

3.     Present Slide 10 and tell students what happened here is very similar to what happens in cases of identity theft.  Identity theft is fraud
too. It means someone steals your personal information such as:

Your name
Your Social Security Number
Your address, your phone number
Your bank account number
Your credit card number
Your password, or
Anything else that is unique to you

 – and then uses it to buy things or take out a loan for themselves in your name.  

4.     Present Slide 11. Explain how having someone steal your identity is even more serious than stealing an essay because someone can
start making purchases in your name, leaving you to pay the bills. 

For example, what if Johnny took Malia’s credit card number and purchased new clothes for the awards ceremony instead of just
taking her paper?  Malia would have to prove she did not buy the clothes. 

Tell students that victims of identity theft can be left with thousands of dollars in charges that are not their own, which can create a very
difficult situation to resolve.   

5.   Present Slide 12. Explain that identity theft is a growing problem because of electronic access to information, but also because we
throw a lot of personal information in the trash, just like Malia threw her essay in the school trashcan.  Remind students that protecting
personal information is important, regardless of what form it is in.

http://www.econedlink.org/lessons/docs_lessons/1384_Activity%201%20-%20Identity%20Theft.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_Activity%201%20Key%20Identity%20Theft.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_Activity%202%20-%20Identity%20Theft.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_Activity%202%20Key%20-%20Identity%20Theft.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_PPT%20Cybersecurity%20and%20Identity%20Theft.pptx
http://www.econedlink.org/lessons/docs_lessons/1384_PPT%20Cybersecurity%20and%20Identity%20Theft1.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_Assessment%20-%20Identity%20Theft.pdf
http://www.econedlink.org/lessons/docs_lessons/1384_Parent%20Letter%20-%20Identity%20Theft.pdf
https://www.consumer.ftc.gov/media/video-0057-why-care-about-identity-theft
https://www.youtube.com/watch?v=PWJMMIwjWYE
http://www.bing.com/videos/search?q=social+security+card+video&view=detail&mid=DD7D58B51CE8AF0B9AD8DD7D58B51CE8AF0B9AD8&FORM=VIRE
http://www.netsmartz.org/NetSmartzKids/PasswordRap
http://www.econedlink.org/lessons/docs_lessons/1384_Parent%20Letter%20-%20Identity%20Theft.pdf


6.   Present Slide 13. Discuss the following list of potential sources of identity theft online and ask students if they can add to the list:

Posting personal information about yourself on social media
Giving out personal information in a chat room
Responding to emails from people you do not know and including personal information
Answering any online surveys or questions that require personal information

7.   Present Slide 13. Tell students that their cell phones and tablets can also be a source of identity theft because we often put a lot of
personal information on them.  It is important to protect your cell phones, tablets and their passwords, just like you would protect your
purse or your billfold.  (Note:  An article with ten tips for preventing identity theft via cell phones is included in the Extension section of
this lesson.)

8.   Present Slide 15. Remind students that it is important to protect their personal information to keep from becoming a victim, even
though they may not have credit cards or bank accounts. 

9.   Review the first five tips in Activity #1, then put students into small groups, asking them to add more tips to the list. 

10.  Present Slide 17. Ask students the following questions:

Have you ever loaned money to a friend who did not repay it?
How did it make you feel? 
What if you found out that friend had borrowed from several others in class and did not repay them either?
Would you want to loan them more money?

Present Slide 18. Explain that failing to repay friends gives everyone a bad impression of that person.  In a small way, that is similar to a
credit history.  (Note:  Explain that credit histories are a record of a person’s use of credit.  Optional lessons on credit reports and credit
histories are included in the Extension activity.)

11.  Ask students what they know about credit or credit cards.  Most will probably have some experience with their parents or other family
members using credit cards. 

Tell students that credit cards allow people to borrow money so they can make purchases today.  With a credit card, people buy now and
pay later. 

12.  Present Slide 19. Ask students what they think would happen if someone else used their identification to get a credit card or make
purchases? 

For example, if someone has committed identity theft and is using your personal information to get a loan, you are required to prove
it was not your loan or you will be expected to make the payments.  In addition, you may not be able to get additional credit for
future purchases such as a car, a house, or even a loan for your college education.   

13. Also, explain that it is much harder to correct a bad or false credit history than it is to prove someone stole your paper.  Remind
students that people who steal their identity may make many purchases before they even realize what has happened.

14. Tell students that credit histories and transactions are tracked by a person’s Social Security Number.  Ask students if they have heard
about Social Security Numbers, bank account numbers, or passwords.  (Note:  While most students will be familiar with passwords, they
probably are less likely to understand Social Security or bank account numbers.). Present Slide 20. 

Social Security Numbers are issued by the federal government and serve as something like a national identification number because
they are usually required before getting a job or a loan. 
Bank account numbers are issued by banks when a person opens an account. 
These numbers are unique to the person—no one else has your Social Security Number or that bank account number in that bank.
Both numbers are used to ensure the right people have access to the information or the money associated with those accounts. 

15. Have students watch the this video explaining Social Security Numbers.

16. Present Slides 21 and 22.  Review video on Social Security Numbers with the following questions:

What is a Social Security Number? [A number issued by the federal government.]
How are they used?  [Like a national ID number.]
Why are they important?  [They are unique to each person and used to confirm a person’s identity.]
Why should you protect your Social Security Number from other people?  [To keep them from using your identity.]

17. Hand out Activity #2.  Remind students that protecting their passwords is one of the most important ways they can protect their
personal information. 

Review the instructions for the activity and show the video. 
Put students in four groups and assign the topics, giving them sufficient time to write and rehearse their raps. 

http://www.econedlink.org/lessons/docs_lessons/1384_Activity%201%20-%20Identity%20Theft.pdf
https://www.youtube.com/watch?v=PWJMMIwjWYE
http://www.econedlink.org/lessons/docs_lessons/1384_Activity%202%20-%20Identity%20Theft.pdf
http://www.netsmartz.org/NetSmartzKids/PasswordRap


Have each group perform their raps or other presentation in class.
Debrief the activity by asking students what they have learned from this activity. 

Assessment

Refer to Assessment Activity.

Conclusion

Present Slide 24. Remind students that even though they may not have a credit card or a checking account now, they are potential victims
of identity theft.  Taking steps to protect their personal information such as passwords, Social Security Number, and other important data is
a good way to reduce the potential of becoming a victim of identity theft.  Encourage them to talk with their parents about ways to secure
their personal information and reduce their potential for identity theft, fraud, and other similar problems.

Extension Activity
Have students keep a log for the next week listing the times they encounter situations where they could become a victim of identity
theft or fraud.  Some of these might include playing an online game that requires a password, participating in a chat room, posting
information on a social media site, or creating a new password for their email account.
Use the following lesson to help students understand how to build a credit history: http://www.econedlink.org/teacher-
lesson/1283/Establishing-Credit
For a more advanced discussion of credit history, use the following lesson to explain the importance of credit reports and credit
scores: 
http://www.econedlink.org/teacher-lesson/1273/Credit-Reports-Credit-Scores
Use the following video to discuss Internet safety for kids, including information on passwords and online chatting:
 https://www.youtube.com/watch?v=bLO3lqYW9vE·     
Use the following video to discuss steps for creating stronger passwords:  https://www.youtube.com/watch?v=aEmF3Iylvr4
Use the following blog article to discuss potential sources of identity theft:  http://www.experian.com/blogs/ask-experian/survey-
findings-are-consumers-making-it-easier-for-identity-thieves/   (Note:  The data in this blog is a summary of a survey conducted by
Consumerinfo.com, a subsidiary of Experian.)
Use the ten tips in the following article to generate class discussion about cell phone identity theft:   https://what-is-
privacy.com/2012/07/how-to-avoid-cell-phone-identity-theft/

Related Resources

Debit Cards vs Credit Cards
Your Credit Card
Cybersecurity and Economics: Evaluating Websites
Making Sen$e with Paul Solman: The State Of Student Loans: More Debt, More Defaults, More...
Making Sen$e with Paul Solman: Watchdog-in-Chief Richard Cordray Outlines Plan to Clean Up...
Developing Good Credit Habits
Making Sen$e with Paul Solman: In Slumping Economy, a Shift in Shopping Habits

http://www.econedlink.org/lessons/docs_lessons/1384_Assessment%20-%20Identity%20Theft.pdf
http://www.econedlink.org/teacher-lesson/1283/Establishing-Credit
http://www.econedlink.org/teacher-lesson/1273/Credit-Reports-Credit-Scores
https://www.youtube.com/watch?v=bLO3lqYW9vE
https://www.youtube.com/watch?v=aEmF3Iylvr4
http://www.experian.com/blogs/ask-experian/survey-findings-are-consumers-making-it-easier-for-identity-thieves/
https://what-is-privacy.com/2012/07/how-to-avoid-cell-phone-identity-theft/
http://www.econedlink.org/teacher-lesson/1282/Debit-Cards-vs-Credit-Cards
http://www.econedlink.org/teacher-lesson/1025/Your-Credit-Card
http://www.econedlink.org/teacher-lesson/1385/Cybersecurity-Economics-Evaluating-Websites
http://www.econedlink.org/tool/255/Making-Sen%24e-with-Paul-Solman-State-Student-Loans-More-Debt-More-Defaults-More-Problems
http://www.econedlink.org/tool/236/Making-Sen%24e-with-Paul-Solman-Watchdog-Chief-Richard-Cordray-Outlines-Plan-Clean-Up-Consumer-Lending
http://www.econedlink.org/tool/143/Developing-Good-Credit-Habits
http://www.econedlink.org/tool/24/Making-Sen%24e-with-Paul-Solman-Slumping-Economy-Shift-Shopping-Habits


	

	

ACTIVITY	#1	
Tips	for	Preventing	Identity	Theft	

	
Following	are	five	tips	for	preventing	identity	theft.		Use	the	blank	spaces	to	list	five	more	
practical	ideas	you	can	take	to	keep	from	becoming	a	victim	of	this	crime.	
	
1.	 Avoid	downloading	“free”	stuff	on	Internet	unless	your	parents	have	determined	it	is	

secure	and	safe.	
2.	 Never	give	out	your	passwords	to	your	friends	or	other	relatives	without	your	parent’s	

permission.	
3.	 Do	not	share	your	Social	Security	Number	with	anyone	without	your	parent’s	permission.	
4.	 Avoid	using	unsecure	Wi-Fi	connections	at	coffee	shops,	playgrounds,	or	other	locations.	
5.	 Shred	all	documents	showing	your	name,	address,	and	other	personal	information	before	

throwing	them	away.	
	
6.	 _______________________________________________________________________	

___________________________________________________________________________	

7.	 	_______________________________________________________________________	

___________________________________________________________________________	

8.	 _______________________________________________________________________	

___________________________________________________________________________	

9.	 _______________________________________________________________________	

___________________________________________________________________________	

10.	 _______________________________________________________________________	

___________________________________________________________________________	

	



	

	

ACTIVITY	#2	
Protecting	Your	Personal	Information	

	
Watch	the	following	video	in	class:		http://www.netsmartz.org/NetSmartzKids/PasswordRap			

	
Answer	this	question:		What	did	you	like	best	about	this	video?	
	
	
	
List	at	least	4	tips	you	learned	from	the	Password	Rap.	
	
1.	__________________________________________________________________________	

	
2.	__________________________________________________________________________	

	
3.	__________________________________________________________________________	
	
4.__________________________________________________________________________	
	
Now,	it’s	your	turn	to	work	with	your	group	to	write	a	rap,	a	song,	a	poem,	a	role-playing	story,	
or	an	infomercial	that	you	will	present	in	class.		Your	presentation	should	be	about	30	seconds	
to	one	minute	in	length.		Your	teacher	will	assign	you	one	of	the	following	topics	to	use	for	your	
presentation.		Your	content	must	include	at	least	four	tips	for	protecting	yourself	from	identity	
theft.		You	can	use	the	source	included	or	find	one	of	your	own.		Be	sure	to	write	down	
whatever	sources	you	use	so	your	teacher	can	review	it.	
	
Topic	1:		Answering	surveys	or	participating	in	free	contests	online.		(Source:		
https://www.ag.state.mn.us/Consumer/Publications/SurveyScams.asp)		
	
Topic	2:		Entering	personal	information	on	unsecured	sites.		(Source:		
https://usa.kaspersky.com/resource-center/preemptive-safety/public-wifi)	
	
Topic	3:		Answering	strange	emails	or	providing	personal	information	in	an	unsolicited	email.		
(Source:		https://www.consumer.ftc.gov/articles/0003-phishing)		
	
Topic	4:		Protecting	Social	Security	Numbers.		(Source:		https://www.ssa.gov/pubs/EN-05-
10064.pdf)			
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Millions of credit transactions are completed each day.  In the vast majority of cases,
both parties to these transactions benefit. But the world is not a perfect place. The
credit industry, like any other industry, has a few people who operate on the edge.
Some of these people are flat-out thieves. Others operate businesses that, while
completely legal, can put people who are already in financial trouble into positions
from which they will find it even more difficult to recover. 

Not all financial scams and schemes involve credit. Some deal with investments.
They appeal to your desire to make a bundle of cash overnight. But, if any sales
pitch sounds too good to be true, it probably is.

Here are some of the more common scams and schemes.

1. What Is Identity Theft?
Can you be electronically kidnapped? Yes. Scam artists get your name, Social 
Security number, credit card number, or some other piece of personal information.
They use this information to open a new credit card account using your name, date
of birth, and Social Security number. When they use the credit card and don’t pay
the bills, the failure to pay is reported on your credit report. The scammers also may
call your credit card issuer and, pretending to be you, change the mailing address
on your credit card account. Then they will make charges on your account. Because
your bills are being sent to a new address, you may not realize there’s a problem.
Scam artists can do all sorts of other damage. They might open cellular phone serv-
ice in your name. They might open a checking account in your name and write bad
checks. Identity theft is illegal.

How do these thieves get your information? They might steal your wallet or mail or
even your trash!  If you have thrown out (and not torn up) credit card offers, bills,
bank statements, and receipts, thieves may recover what you have dumped and use
the information from your trash to open new accounts. Skimming occurs when your
debit or credit card numbers are stolen while you are using your card. Phishing is
the scam whereby thieves pretending to represent banks or other companies send
you printed materials or pop-up messages that ask you for account information.
Pretexting occurs when thieves request your information from financial institutions,
phone companies or other sources, under false pretenses.  Hackers set up free WI-
FI sites in public places so that they can gain access to your computer while you are
on unsecured connections.

How do you find out that you are a victim of identity theft?  Often it is after some
damage has already occurred.  You may receive bills for accounts you never
opened.  You may apply for a loan and be denied.  When you view your credit re-
port, you may see overdue debts that aren’t yours.  
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How can you repair the damage done by ID theft?  Four steps must be taken after
your identity is stolen.  

• Review your credit reports and place a fraud alert on your credit report so that
you will be contacted before any new accounts are opened in your name.  Any
of the credit-reporting agencies can help place the fraud account with all three
agencies.

• Close the accounts that have been altered or opened fraudulently.
• File a complaint with the Federal Trade Commission.  They will work with other

agencies and law enforcement officers to try to find the thieves.
• File a report with your local police or the community where the theft took place.

You may need a copy of this report to help you dispute things like fraudulent
charges to your old accounts or new accounts opened with your information.

For more information on identity theft, go to the Federal Trade Commission’s web-
site, www.ftc.gov.

2. What Is a Loan Scam?
An advertiser runs an ad offering a personal-debt consolidation loan, taking all your
credit payments and rolling them into one. Rarely is a company name or street ad-
dress given. Instead, the “lender” has an 800 or 900 telephone number for con-
sumers to call. When you call, the company representative asks only for minimal
information about the loan you want and about your financial history. He or she ex-
plains that you will be called back to indicate whether or not the loan has been ap-
proved. As part of the scam, all the loans are approved. The consumer is then
instructed to send in a fee in return for the promised loan. The loan, of course,
never arrives. A loan scam is illegal.

3. What Is a Credit-Repair Scheme?
A company advertises that it can erase your bad credit history or remove bank-
ruptcy from your credit records. The company requests that a fee be paid up-front
for which the company promises to “repair” the consumer’s credit report. However,
there is little, if anything, such a business can do to “repair” a customer’s poor
credit record. There are no quick or easy ways to repair a poor credit history. A
credit repair scheme is illegal.

4. What Is a College Financial-Aid Scam?
A company advertises that millions of dollars in scholarships go unclaimed every year.
The company promises that it will do the research needed to find you a scholarship.
The company requests that a fee be paid up-front, usually $200-$400. The company
promises that if it can’t find a $2,000 scholarship, it will return the fee. What will you
get in return if you pay the fee? Probably some scholarship information that is avail-
able from public sources at no cost to anyone who wishes to look. Guidance coun-
selors and college financial-aid officers are good sources of reliable scholarship
information, available at no charge to you. The college financial-aid scam is illegal.



5. What Is a Pyramid Scheme?
A pyramid scheme comes disguised as a system for selling goods. Participants are
recruited by advertisements offering big profits to people who pay a fee for agency
rights—that is, rights to sell goods as representatives of the pyramid company. Each
recruited agent then recruits others to join, with each new participant also paying a
fee. The key to the scheme is that early participants receive commissions on any
sales they make, plus payment for recruiting additional members. The problem is
that there will not be enough new members to keep the pyramids growing steadily
for even a few months. When the flow of new members dries up, the pyramid col-
lapses. Pyramid schemes can take several forms. They can be disguised as games,
buying clubs, chain letters, mail-order operations, or multi-level business opportuni-
ties. A pyramid scheme is illegal.

6. What Is a Payday Loan?
A payday loan allows a person to get cash for use until his or her next payday, with
no credit background check. It is a legal loan, and it can help some people in an
emergency. An applicant for a payday loan typically provides paycheck stubs, sav-
ings account numbers, and checking account numbers to the lender. Upon receiving
the loan, the applicant also writes a postdated check and gives it to the lender. This
check is written for more money than the amount of the loan. It is postdated so that
it can be cashed later—generally two weeks after the loan is made. The lender
cashes the check after the date on the check. In this way, the lender is repaid for the
loan issued, with interest. Typically, the interest rate (APR) is quite high. The APR
may be 300 percent or higher. Why would anybody borrow money at an interest
rate of 300 percent? Probably because the borrower in question has an urgent need
for money. Also, the borrower probably believes that the high interest rate won’t
matter much because the loan will be paid off quickly. But it is easy for people in fi-
nancial trouble to fall behind in paying off a payday loan. They sometimes wind up
taking out another payday loan, and then another. Soon the finance and interest
payments add up to more than the amount of money they borrowed.  Payday es-
tablishments are found across the country.  They are legal.

7. What Is a Rent-to-Own Company?
Rent-to-own companies rent and sell appliances, furniture, and electronic products
to consumers. Typically, a consumer agrees to rent something for a short period—
one week or a month. If the consumer rents the product for a specified period of
time (often 18 months), she or he will become the owner of the product—either au-
tomatically or by making an additional payment. Rent-to-own is a legal business. It
affords consumers some advantages, such as returning an appliance or furniture
item after a short period of time. How might this business practice become a
scheme? Purchasing merchandise from a rent-to-own company usually costs two to
five times as much as purchasing the same goods from a department store or appli-
ance store. If the difference in the total payments and a fair price for the product
were expressed as an interest rate, the rate would commonly be over 100 percent.
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Match the Scam/Scheme
Directions: Match the name of the scam/scheme in the column on the left to
one of the definitions below.

Scam or Scheme Definition

Rent-to-own

Credit-repair scheme

College financial-aid scam

Pyramid scheme

Payday loan

Identify theft

Loan scam

A. A fraudulent company offers to erase a consumer’s bad credit history or remove
bankruptcy information from the consumer’s credit records. It collects an up-
front fee, and it can in fact do nothing to “repair” a consumer’s poor credit
record. 

B.  A fraudulent company offers to find a student a scholarship. It collects an up-
front fee and fails to provide the scholarship.

C. Scam artists get your name, Social Security number, credit card number, or some
other piece of your personal information and use this information to open a new
credit card account, cellular phone account, or checking account.

D. A fraudulent company offers a personal debt consolidation loan, collects an up-
front fee, and never provides the loan.

E. A legal loan that allows a person to get cash until payday, with no credit back-
ground check. Typically, the interest rate (APR) is quite high. 

F. A fraudulent company in which the first participants receive payment for recruit-
ing additional members.  

G. A legal scheme offered by some businesses whereby the consumer pays a very
high price for appliances, furniture, and electronics products because the con-
sumer first rents an item and then buys it.



Column A Column B

1. Make big money on your home computer. Join our eel burger
distribution network. Cash in on this new health food craze. E-mail
your friends. They can be distributors too. 

2. Need cash today? Can’t wait until you get paid? You can get
$50 to $500 in 15 minutes. No credit checks!

3. Tired of the broken-down MP3 player with lousy speakers?
Want to step up to a new system but are short of cash? We can
make it happen today!

4. Here is the deal of a lifetime guaranteed to make you and your
friends rich in weeks. Pay $100 to play Jack Pot. In weeks you will
make hundreds more. Don’t miss out. This is your chance!

5. You receive an outrageous telephone call from the collection
agency saying you have failed to pay a bill for nearly $20,000. You
explain that the correct name was used but the billing address for
the account was wrong. Soon you hear from a bank in another
state that you are overdrawn by $5,000 in a checking account you
didn’t know you had.

6. Credit problems? You need not suffer forever! Let us help. We
can remove bankruptcies, liens, and bad loans from your credit
file forever! Join our hundreds of satisfied customers.

7. Over your head in debt? Bill collectors harassing you? Can’t
sleep? We can help. We can find credit for you. It’s guaranteed!
Call 1-800-123-4567.
8. Every year, thousands of college scholarships go unclaimed.
Are you skimping along simply because you don’t have “connec-
tions”? We can help. We guarantee you that we will find you a
$1,000, $2,000, or even a $5,000 scholarship. All your money is
returned if you are not satisfied!
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Name That Scam
Directions: Read each scam or scheme described in Column A and match it to
one of the names of the scams listed below. Place the letter of the correct an-
swer in Column B.

A. Identity theft
B. Loan scam
C. Credit-repair scheme
D. College financial-aid scam

E. Pyramid scheme
F. Payday loan
G.Rent-to-own plan
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GUIDED NOTES:  WHAT IS A CREDIT SCORE? 

Complete this handout while viewing Better Money Habits: What is a Credit Score? 

(www.bettermoneyhabits.com). 

 
 
A credit report is a compiled ____________________ of all your accounts and payments.  
 
It can include a   _________ loan, credit _____________, student loans, and a mortgage. 
 
Credit reports are maintained by three credit reporting agencies: _______________,  
 
_______________, and _______________. 
 
A free copy of your credit report can be obtained every ___________.  
 
A credit score is a _______________ that helps lenders assess your ability to repay a loan.  
 
A credit score consists of ________________ components.  
 

Payment history: __________ percent 
 
Debt to credit ratio: __________ percent 
 
Length of credit history: __________ percent 
 
Types of credit: __________ percent 
 
New credit accounts or inquiries: __________percent 

 
The most common credit score is called the _________   ___________ . 

Credit scores range from ________ on the low end to  ____________ on the high end. 

 

HANDOUT 7.1 – CREDIT REPORTS AND CREDIT SCORES 

http://www.bettermoneyhabits.com/
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Write a paragraph that answers the following questions about the importance of having a good 
credit history. 
 

1. What is a credit history, and how is it used? 
2. How does a person’s credit history affect their future decisions? 
3. How does a person’s credit history impact their ability to reach their future goals? 
4. How does a person’s credit history influence their future purchasing power? 
5. What steps can a person take to protect their credit history? 

  

HANDOUT 7.2 – WHY A CREDIT HISTORY IS IMPORTANT 
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