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Computer, internet services and cell phones or tablets are an employee privilege provided to 

enhance workplace productivity. These services must be used judiciously and professionally to 

ensure they support achievement of the desired goals and objectives of the Nation.  

 

Internet and related systems, including but not limited to computer equipment, software, operating 

systems, storage media, and network accounts providing electronic mail, are the property of the 

Nation. These systems are to be used for business purposes in servicing the interest of the Nation, 

its members, clients and customers in the course of normal operations.  

 

Effective security is a team effort involving the participation and support of every Nation employee 

who deals with information and/or information systems. It is the responsibility of every computer 

user to know these guidelines and to conduct their activities accordingly.  All employees using 

computers will adhere to this policy and each supervisor will enforce this policy.  

 

Employees should be aware that the data they create while on the Nation’s systems are the property 

of the Nation. Network administrators have access to manage any information on any network 

device. Internet, intranet and extranet systems are the property of the Nation.  

 

Employees are responsible for exercising good judgment regarding the reasonableness of personal 

use.  

 

For security purposes, network maintenance, and compliance purposes, authorized individuals 

within the Nation may monitor equipment, systems and network traffic at any time.  

 

Misuse of the computer systems and services will be considered employee misconduct for the 

purposes of disciplinary action.  

 

Posting by employees from a Nation email address or Nation owned equipment to newsgroups or 

other social media is strictly prohibited, unless the posting is in the course of official duties.  

 

Instant messages, email, and other electronic records created, stored, transmitted, or received using 

Nation resources (including but not limited to IM software, email servers, computers) are primarily 

for business purposes consistent with the interests of the Nation, its members, clients, and 

customers in the course of normal operations.  

 

The Nation reserves the right to monitor the content of any record, non-record, document, instant 

message, or email message created, stored, transmitted or received using the Nation’s computers.  

 



 

Employees should not expect any right to privacy when it comes to instant messages, email 

messages, records or non-records. The Nation reserves the right to monitor the content of any 

record, non-record, document, instant message, or email message created, stored, transmitted or 

received using Nation’s computers.  

 

Personal Computers and Devices  

Nation employees are prohibited from using personally owned computing equipment, laptops, 

software, tablets, and similar devices in the workplace or for work assignments without express 

written consent of the Department Secretary or the Office of the Chiefs. This includes laptops, 

cameras, flash drives (USB drives), external hard drives, IPODS, IPADS/tablet, and all other mass 

storage devices.  

 

Security and Proprietary Information Examples of proprietary information includes but is not 

limited to the Nation’s financial data, enrollment information, child and family information, 

medical records and related information, business strategies, competitive sensitive information, 

research data, and such other information that may be from time to time deemed proprietary.  

 

Proprietary information will be considered confidential and privileged pursuant to the Open 

Records Act. Unless a supervisor states otherwise, all material containing proprietary information 

will be clearly marked “Confidential”. Material marked “Confidential” will only be distributed to 

other employees or outside agencies on a need-to-know basis. Users providing unauthorized access 

to proprietary information may be subject to employee discipline.  

 

Passwords will be kept secure and accounts will not be shared. Authorized users are responsible 

for the security of their passwords and accounts should have their own individual password.  

 

All Nation owned unattended PCs, laptops, and workstations should be logged off or secured with 

a password when not in use.  

 

Unacceptable Use  
The list below is by no means exhaustive but attempts to provide a framework for activities, which 

falls into the category of unacceptable use. Employees may be exempt from these restrictions 

during the course of the legitimate job responsibilities (systems administration staff may have a 

need to disable the network access of a host if that host is disrupting services). Violations of any 

of the below restrictions or prohibitions may subject the employee to disciplinary action up to and 

including termination. In addition, if warranted by the actions, violations of these policies may 

subject the employee to legal prosecution.  

 

 Misuse of Internet/Intranet/Extranet systems that is adverse to the interests of the Osage Nation 

is prohibited.  

 The authoring, forwarding, viewing or sending of graphic nudity, obscene, or pornographic 

material and the use of obscenity or profanity is strictly prohibited.  

 Internet gambling is strictly prohibited.  

 The use of the Nation’s system for financial gain or anything of substantial value for private 

benefit is strictly prohibited.  



 

 The unapproved or unlawful release of confidential or proprietary information belonging to the 

Nation using Internet/Intranet/Extranet systems is strictly prohibited.  

 Under no circumstances is an employee of the Osage Nation authorized to engage in any activity 

that is illegal under Tribal, State, or Federal Law while using Osage Nation computer equipment 

and systems.  

 Violations of the rights of any person or company protected by copyright, trade secret, patent or 

other intellectual property or similar laws or regulations, including but not limited to the 

installation or distribution of “pirated” or other software products that are not appropriately 

licensed for use by the Osage Nation.  

 Introduction of malicious programs into the network or server.  

 Revealing one’s account password to others or allowing use of one’s account by others.  An 

individual to whom an employee may not reveal one’s account password to or allow to use one’s 

account password includes but is not limited to: Supervisors, Co-workers, Friends or Family 

members, relatives and other household members when work is being done at home.  

 Using a Nation’s computing asset to actively engage in procuring or transmitting material that is 

in violation of sexual harassment or hostile workplace policies or laws.  

 Effecting security breaches or disruptions of network communication. Security breaches include, 

but are not limited to, accessing data for which the employee is not an intended recipient or logging 

in to a server or account that the employee is not expressly authorized to access, unless these duties 

are within the scope of regular duties.  

 Executing any form of network monitoring which will intercept data not intended for the 

employee’s host, unless this activity is a part of the employee’s normal job.  

 Circumventing user authentication or security of any host, network or account.  

 Unless authorized in writing by the Principal Chief, providing information about or lists of Osage 

Nation employees to parties outside the Osage Nation.  

 Sending, forwarding, or responding to unsolicited, non-job-related email or communications for, 

or in support of, outside organizations that are non-charitable, commercial in nature, or otherwise 

unsupported by the Nation.  

 Any form of harassment via email, telephone or messaging, whether through language, frequency 

or size of messages. 

 Unauthorized use, or forging, of email header information.  

 Solicitation of email for any other email address, other than that of the poster’s account, with the 

intent to harass or to collect replies. 

  Creating or forwarding “chain letters”, “Ponzi” or other “pyramid” schemes of any type.  

 

 

 

 

Procedures for Violations of this Policy 
  When a violation of this policy is suspected by IT or the employee’s supervisor there will be 

immediate notification to IT, the employee’s supervisor, the Director of HR and the Department 

Secretary.  In addition to terminating Intranet or Internet access, the supervisor may initiate a 

disciplinary action against the employee.  

 If it is obvious that an employee has intentionally, frequently, and excessively misused the 

computing equipment or software, IT will deny or restrict all use of the abused service(s) 



 

immediately. Only in these cases may IT revoke all the abused service(s) privileges without 

advanced notice to the employee’s supervisor or the employee. If IT takes this action and at the 

determination of the employee’s supervisor it is necessary for the employee to have the use of 

abused service(s) to accomplish the employee’s job, the employee may be disciplined up to and 

including termination.  

 In addition, the misuse or abuse of Tribal property, including Intranet and Internet services, may 

result in the denial of the service, imposition of cost for the personal use of the service, 

reimbursement to the Nation of wages paid to the employee while the employee was misusing the 

services, and disciplinary action up to and including termination. Any violation of this policy may 

also result in litigation by the Nation to seek restitution from the employee for abuse and misuse 

of tribal property.  

 

Procedure for Requesting Special Access 
 Every computer system is allied and monitored by the Osage Nation IT Department. An Osage 

Nation employee will find that they are automatically blocked from entering any potentially 

corrupting, non-work related or inappropriate websites.  

 When an employee encounters a website that has been blocked the computer will automatically 

give them the option to submit an approval request to the IT Department.  

 Upon the request, the IT Department will make the decision for the approval or dismissal of the 

request based upon the integrity of the website requested and if the website requested follows in 

accordance with the Osage Nation employee’s standard, work-task related or appropriate list of 

websites.  

 The Osage Nation employee will then be sent a confirmation email and phone call from IT stating 

whether or not they have been granted access to the website.  

 If the Osage Nation employee’s website request is denied by IT and the employee feels the need 

to contest the decision then it is the employee’s responsibility to provide a secondary request. The 

employee’s secondary request shall be a statement, made via email or phone call, to IT giving their 

response as to why they feel the granted access to the website would be beneficial or lie in 

correspondence with their workplace. 


