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Topics

• Three waves of AI
• Explainable AI
• Forensic comparison
• Most Probable Explanation with PGMs
• Deep Learning + PGM for Forensic Comparison
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Third Wave: Probabilistic AI

• Focus on generative models
– Construct distributions explicitly that are queried 

• Algorithms/Architectures for:
– Representation

• Bayesian nets, Markov Random Fields
– Inference

• Exact, Approximate, Monte Carlo, Variational
– Learning
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Probabilistic Graphical  Models
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• CPDs:
• Joint Distribution
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Energy model       E(a,b,c,d,e,f)= 
Ea,b(a,b)+Eb,c(b,c)+Ea,d(a,d)+Eb,e(b,e)+Ee,f(e,f)
ϕa,b(a,b)=exp(-E(a,b))

Restricted Boltzmann machine

E(v,h)= -bTv –cTh –vTWh

p(h|v)=Πip(hi|v) and 
p(v|h)=Πip(vi|h) 

Deep
Belief
Network
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Why did you do that?
Why not something else?
When do you succeed?
When do you fail?
When can I trust you?
How do I correct an error?

Anecdote: Medical AI
Decisions can be worse with AI
e.g., Patient discharge to a nursing home

Explainable AI (DARPA) 
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• First wave (Knowledge-based systems such as 
decision trees were naturally suited for XAI)

• Second wave methods were focused on 
discrimination

• Third wave is more suited for explainability 
– Inference in PGMs has methods for most probable 

explanation (MPE)
• Also called Maximum A posteriori Probability assignment

AI Models and XAI



Forensic Comparison
• Impression Evidence: 

materials with characteristics of 
impressed objects 
– Footwear impressions

– latent fingerprints

– Handwriting samples
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Questioned Known

Forensic Handwriting Examination

Handwriting identification is based on three basic principles –
1. no one writer writes the same way every time (basis of variation), 
2. no two writers share the same combination of handwriting features 
(when given a sufficient amount of comparable writing for comparison)
3.   a writer cannot write above his/her current skill level.

Courtesy of Kirsten Singer, Forensic Document Examiner



Questioned Known

Explanation in Forensic Comparison

This chart represents some of the handwriting features I used to reach my 
conclusion, and is representative of what I examined but is not meant to replicate 
my entire examination.  There are several handwriting similarities noted using the 
green arrows/bar, and a dissimilarity noted using the red arrows.

Similarities include the pointed first arch of the letter “n”, 
the counterclockwise motion of the formation of the front portion of the “d” 
and the way the stroke connects from the “n” into the middle of the “d”, 
and the relative height of the staff of the “d” compared to the other letters.  
A dissimilarity is noted in the connecting stroke from the “a” to the “n”. 
Is it below the baseline and has a sharp angle in the questioned “and”, 

and at or above the baseline and rounded in the known “and”.

Conclusion would likely be “indications one writer wrote both words”.  
A more definitive conclusion could not be reached because of the limited amount 
of writing for comparison, and the dissimilarity noted.



Expert Features
Feature Vector Number of Features: 15

Pen
Pressure

1 Strong

2 Medium

0968c_num1.png

Letter
Spacing

1 Less
2 Medium
3 High

Size
1 Small

2 Medium

3 Large

Dimensio
n

1 Low
2 Medium
3 High

Is_LowerCa
se

1 No
2 Yes

Is_Continuo
us

1 No
2 Yes

Slantnes
s

1 normal

2 Slight 
right

3 Very right
4 left

Tilt

1 norma
l

2 tilted

Entry_stroke
_A

1 no_stroke
2 downstroke

Staff_of_
A

1 no_staff

2 retraced

3 loopy

4 tented

Formation_
N

1 no_formation
2 normal

Staff_of_
D

1 no_staff
2 retraced
3 loopy

Exit_stroke_
D

1 no_stroke
2 downstroke
3 curved_up

4 straight_acros
s

Word
formation

1 Not
well_formed

2 Well_Formed

Constanc
y

1 Irregular
2 Regular

Image 1: Human observed features mapped to image



Most Probable Explanation (MPE)
Observe evidence: student has received a job offer J=j 1. 
We want an explanation.

1. Most probable  (MAP) setting for all variables I,D,G,S,L,A 
2. Most probable setting for I



MPE for all variables
MPE is: 

• I =i 1 :  Is Intelligent
• D =d 0:  course is Difficult
• G =g 0: Grade is A
• S =s 1: high SAT
• L =l 1 : strong Letter 
• A =a 1: Apply for Job

Conditioning with Job with J=j 1 Exhaustive listing of 96 Combinations with probabilities

Denominator requires Marginal Inference

Numerator:

Max of numerator:

Conditional Probability:

MAX Conditional Probability:

MPE inference:



MPE for I given Job = 1

The most probable explanation of Intelligence given Job : J=j1

Answer: I =i 1 :  Is Intelligent

Formula:

MAP of Student
Intelligence

Compare to
Prior of Student

Intelligence



Sampling from Student BN

PGMPY:

… …



PGM classification over 1000 
samples

Results:
• Training Accuracy: 91.875%
• Testing Accuracy: 88.125%



Logistic Regression for Intelligence

Bias

J∊ {0, 1} I=0

I=1

Logistic Regression output:

MPE 

evidence: student gets job 
explanation: 96% probability that 

student is intelligent;

Explanation:

Formula:

Training Hyperparameters:
• Number of Epochs: 100

• Batch Size: 100

• Number of samples: 1000

• Number of Training samples: 800

• Number of Validation samples: 200

Results:
• Training Accuracy: 94.62%

• Training Loss: 0.1580

• Testing Accuracy: 96%
• Testing Loss: 0.1534



Explainability vs Performance

Explainable System Results:
• Training Accuracy: 91.875%
• Testing Accuracy: 88.125%

High Performance System Results:
• Training Accuracy: 94.62%
• Training Loss: 0.1580
• Testing Loss: 0.1534
• Testing Accuracy: 96%

I=0

I=1

J∊ {0, 1}

Bias



Handwriting comparison– expert features



PGM for human observed ‘AND’ 
dataset



PGM for Writer Verification

Known Questioned Known Questioned

PGM for same writers (h = 0) PGM for different writers (h = 1 )

(k) (q) (k) (q)



Finding LLR

Approach 1 Approach 2

﻿A simple Distance based LLR 
approach defines scalar distance 
between known and questioned 
samples defining loglikelihood 
ratio as follows:

Disadvantage: Distribution of N
variables is mapped into a scalar 
thereby incurring severe loss of 
information (many pairs of k and q 
can have the same distance).

﻿Rarity with Distance based 
LLR approach uses ﻿strength of 
the features between the known 
and the questioned samples 
defining loglikelihood ratio as 
follows:

Disadvantage: Not always 
computationally tractable

Distance

Rarity



Feature extraction architecture/performance
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Code: https://github.com/mshaikh2/HDL_Forensics

Feature Name Val 
acc

pen_pressure 98%
letter_spacing 78%

size 92%
dimension 89%

is_lowercase 99%
is_continuous 94%

slantness 72%
tilt 98%

entry_stroke_a 97%
staff_of_a 84%

formation_n 95%
staff_of_d 86%

exit_stroke_d 66%
word_formation 89%

constancy 84%

https://github.com/mshaikh2/HDL_Forensics/blob/master/DL_AE_Maxpool_1x1x512_Seen.ipynb


Comparison performance

Explainability:
• Compare corresponding 

‘SoftMax_x’ (x : {1 to 15}) 
of two images using 
cosine similarity to obtain 
feature wise explanation

Code: https://github.com/mshaikh2/HDL_Forensics

Metric Seen Unseen Shuffled

Intra Writer Accuracy 88% 71% 81%

Inter Writer Accuracy 96% 93% 95%

Average Accuracy 96% 94% 95%

Performance based on Overall Similarity

https://github.com/mshaikh2/HDL_Forensics/blob/master/DL_AE_Maxpool_1x1x512_Seen.ipynb


25

Left Classes Right Classes
Strong Strong
High Medium
Large Medium

Medium Medium
No Yes
No No

Normal Normal
Normal Tilted

No Stroke No Stroke
No Staff Tented
Normal No Formation
No Staff Loopy

No Stroke Downstroke
Not 

Wellformed
Not 

Wellformed
Irregular Irregular

Table 5: Predicted 
Classes

Image 6: Graph of Similarity Score 
of Left & Right Image Features

Different Writer Samples

Left 
Classes

Right 
Classes

Medium Medium

Medium Medium

Large Medium

Medium Medium

Yes Yes

No Yes

Normal Slight Right

Normal Normal

No Stroke No Stroke

Retraced Retraced

Normal Normal

Loopy Loopy
Downstrok

e Downstroke

Wellformed Wellformed

Regular Regular

Table 5: Predicted 
ClassesImage 7: Graph of Similarity Score 

of Left & Right Image Features
Same Writer Samples

Report Card of Comparing two Samples

Cosine Similarity 
Threshold: 0.8

False Negative

Cosine Similarity 
Threshold: 0.8
True Negative

Explanation of Comparison



Summary and Conclusion

• Next wave of AI is probabilistic AI (Intel)
• Most Probable Explanation (MPE) of PGMs is 

useful for XAI
• Forensics demands explainability
• Forensic Impression evidence lends itself to a 

combination of deep learning and probabilistic 
explanation
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