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Shaded boxes indicate components that can learn from data

Focus was on discriminative models: supervised learning




Third Wave: Probabilistic Al

* Focus on generative models
— Construct distributions explicitly that are queried

 Algorithms/Architectures for:
— Representation
» Bayesian nets, Markov Random Fields

— Inference
« Exact, Approximate, Monte Carlo, Variational

— Learning



Probabilistic Graphical Models

Bayesian Networks Markov Networks
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Explainable Al (DARPA)
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Anecdote: Medical Al

Decisions can be worse with Al
e.g., Patient discharge to a nursing home

Why did you do that?
Why not something else?
When do you succeed?
When do you fail?

When can | trust you?
How do | correct an error?
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Al Models and XAl

* First wave (Knowledge-based systems such as
decision trees were naturally suited for XAl)

e Second wave methods were focused on
discrimination

* Third wave is more suited for explainability

— Inference in PGMs has methods for most probable
explanation (MPE)

 Also called Maximum A posteriori Probability assignment



Forensic Comparison

* Impression Evidence:

materials with characteristics of
Impressed objects

— Footwear impressions

— Handwriting samples

+h AA




Forensic Handwriting Examination

7
7 7’7

Handwriting identification is based on three basic principles —
1. no one writer writes the same way every time (basis of variation),
2. no two writers share the same combination of handwriting features
(when given a sufficient amount of comparable writing for comparison)
3. a writer cannot write above his/her current skill level.

Courtesy of Kirsten Singer, Forensic Document Examiner



Explanation in Forensic Comparison
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This chart represents some of the handwriting features | used to reach my
conclusion, and is representative of what | examined but is not meant to replicate
my entire examination. There are several handwriting similarities noted using the
green arrows/bar, and a dissimilarity noted using the red arrows.

Similarities include the pointed first arch of the letter “n”,

the counterclockwise motion of the formation of the front portion of the “d”
and the way the stroke connects from the “n” into the middle of the “d”,
and the relative height of the staff of the “d” compared to the other letters.

“ " "

A dissimilarity is noted in the connecting stroke from the “a” to the “n”.
Is it below the baseline and has a sharp angle in the questioned “and”,
and at or above the baseline and rounded in the known “and”.

Conclusion would likely be “indications one writer wrote both words”.
A more definitive conclusion could not be reached because of the limited amount
of writing for comparison, and the dissimilarity noted.



Feature Vector
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Most Probable Explanation (MPE)

Observe evidence: student has received a job offer J=; 1.
We want an explanation.

1. Most probable (MAP) setting for all variables 1,D,G,S,L,A
2. Most probable setting for I
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P(I,D,G,S,L,A,J) = P(I\P(D)P(G|I, D)P(S|I)P(L|G)P(A)P(J|A, S, L)



MPE for all variables

Conditioning with Job with J=j !

Exhaustive listing of 96 Comblnatlons with probabllltles

MPE is:
o [=il: Is Intelligent
« D =d" course is Difficult
e G=g"% Gradeis A
o §=s! high SAT
« [ =I11: strong Letter
e A=al: Apply for Job

il ¥

0.0629856

st Nol~1 Diffic IﬁV|ItMV| Gagglvl L L2 > Y
3 0 1 1 1 1
5 0 0 o 1 0 1 1
10 0 0 1 1 0 1 1
13 1 1 0 1 1 1 1
16 1 0 2 0 0 0 1
18 1 0 1 1 0 1 1
21 1 0 2 0 0 1 1
22 0 1 0 1 0 1 1
23 1 1 2 0 1 1 1
25 0 0 2 0 0 0 1
27 0 1 0 1 1 0 1
28 1 1 1 1 1 1 1
29 0 0 0 1 0 0 1
31 0 0 1 1 0 0 1
32 0 0 2 0 0 1 1
33 0 1 0 0 1 1 1
37 1 1 1 0 1 1 1

0.0387828
0.0344736
0.023328
0.01474704
0.014364
0.01106028
0.0104976
0.01026432
0.00948024
0.0093312
0.0093312
0.0086184
0.0076608
0.00711018
0.0069984
0.0062208

MPE inference:

Conditional Probability:

Numerator:

P(I,D,G,S,L,A|] =j) =

P(I1,D,G,S,LA,J=j1)

PUJ=j1)

P(I,D,G,S,L,AJ =j')y =PMOPD)P(GID,HP(LIG)P(SINPAP(J = j'|AS,L)

Max of numerator.  p(r p @, s

Denominator requires Marginal Inference

S LA T =0.9%0.6%0.8%0.9%0.9%0.3 % 0.6 = 0.0629856

PU =" =33p3cEs .54 PUD,G,S,LAJ = j)=0.3679
L, -1|J—1 —00679836 0.3679 =0.1712

MAX Conditional Probability:

P(I,D,G,S



MPE for I given Job =1

The most probable explanation of Intelligence given Job : J=4
Answer: I =i 1: Is Intelligent

MAP of Student
Intelligence
e Fommm +
| intel 0 | 0.381 |
Formula: e Fommeonn +
| | | | intel 1 | 0.619 |
P(I|J =1) = P(I,J)/P(J = 1) N s N
P(1,J) = P(I)P(J|A, S, L)P(A)P(S|I) P(L|G) P(G| D, 1) P(D)
P(I=0J0=1)=09%0.6%0.8%0.9%0.9% 0.3 % 0.6 = 0.0629 Qompare fo
P(I=1,7 =1) = 0.6+0.7+0.3 0.9 # 0.95 + 0.6 % 0.6 — 0.0387 Prior Of_ Student
Intelligence

P(I =0|J = 1) = 0.0387/(0.0629 + 0.0387) = 0.381

P(I = 1|J = 1) = 0.0629/(0.0629 + 0.0387) = 0.619

/ 07| 03



ampling from Student BN

apply intel sat diff grade letter job

0 1 1 1 1 0 1 1

Algorithm 12.1 Forward Sampling in a Bayesian network

1 0 0 0 0 0 1 0

Procedure Forward-Sample (
B I/ Bayesian network over X’ 2 E R L T
) 3 1T 0 0 1 2 0o o0
1 Let Xl ...... X, be a topological ordering of X’ - ] 1 1 o 2 0 1

2 fori=1,...,n

3 u; « x(Pay,) [/ Assignment to Pax, inzy,... 2 5 0 0 o0 1 2 0o 1
4 Sample z; from P(X; | u;) 6 1 0o 0 o0 0 1 0
5 return (rq,...,: ) 7 1 o 1 o 1 11
8 1 0 0 0 1 1 1
9 1 0 0 1 1 0 0
993 0 0 1 1 1 1 0
994 1 1 1 0 0 1 1
995 1 0 0 0 2 0 0
996 0 0 0 0 0 1 0
PGMPY: 7 1 0 0 1 2 0 o
from pgmpy.sampling import BayesianModelSampling 998 0 0 0 o0 0 0o 1
999 1 0 0 0 2 0 0

forward sampler = BayesianModelSampling(student)

samples = forward sampler.forward sample(size=1000) 1000 rows x 7 columns



PGM classification over 1000
samples

from pgmpy.models import BayesianModel
from pgmpy.factors.discrete import TabularCPD
from pgmpy.inference import VariableElimination

student = BayesianModel()

student.add_nodes_from([ 'diff’, 'intel', 'grade','sat’,'letter',6‘apply',’'job'])

student.add_edges_from([('diff', 'grade'),
('intel', 'grade'),
('intel', 'sat'),
(*grada’', 'latter'y, Intelligence

(‘apply', 'job'),

("letter’, 'job'),

('sat’,'job")])
student.fit(train)

inference =
counter = 0
for index, row in test.iterrows():
mlel = inference.map guery(variables={'sat','letter'},
evidence={ job': row[ ' 'job']})
mle2 = inference.map gquery(variables={'intel'},
evidence={ 'sat’': mlel[ 'sat'],

VariableElimination(student)

. . . _'letter’: mlel’'letter’]}) Figure 5.3 The Student example augmented with a Job variable
if(mle2( 'intel'] == row['intel']):
counter += 1
print('Accuracy is: ' + str(counter/test.shape([0]*100))

Accuracy is: B8.125

Results:
 Training Accuracy: 91.875%
« Testing Accuracy: 88.125%



Logistic Regression for Intelligence

Logistic Regression output:

Training Hyperparameters: Intelligence = 0 |Intelligence = 1
« Number of Epochs: 100 Results: Job=1 0.038 0.962
« Batch Size: 100 « Training Accuracy: 94.62%

* Number of samples: 1000 » Training Loss: 0.1580

« Number of Training samples: 800 * Testing Accuracy: 96%
* Number of Validation samples: 200+ Testing Loss: 0.1534

Explanation:

MPE
Je {0, 1} =0 evidence: student gets job
explanation: 96% probability that
student is intelligent;

B Formula:
ias P(I =0[J =1) = 0.498

P(I =1|J =1) = 0.502



Explainability vs Performance

Intelligence

Figure 5.3 The Student example augmented with a Job variable

inference = VariableElimination(student)
counter = 0
for index, row in test.iterrows():
mlel = inference.map_ gquery(variables={'sat’,'letter'},
evidence={"'job': row['job']})
mle2 = inference.map query(variables={'intel'},
evidence={'sat': mlel[ 'sat'],
"letter': mlel['letter']})
if(mle2('intel’'] == row[ 'intel']):
counter += 1

print( 'Accuracy is: ' + str(counter/test.shape[0]*100))

Accuracy is: B88.125

Explainable System Results:
« Training Accuracy: 91.875%
« Testing Accuracy: 88.125%

Bias O

High Performance System Results:

« Training Accuracy: 94.62%
 Training Loss: 0.1580

* Testing Loss: 0.1534
* Testing Accuracy: 96%



Handwriting comparison— expert features

Document Examiner (DQE)
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1|Strong Less Small Low No No normal normal no stroke no staff no formation |no staff no stroke Not well forrIrregular
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PGM for human observed ‘AND’
dataset




PGM for Writer Verification
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PGM for same writers (h = 0)
|

P(k,q|h=0)

yk)

PGM for di{ferent writers (h =1 )

P(k,qg|h=1)

LLR = ln(

P(k,q|h=0)

P(k,q|h=1)

)




Finding LLR

LLR = ln(

P(k,q|h=0)
P(k,qlh=1))

!

Approach 1

"A simple Distance based LLR
approach defines scalar distance
between known and questioned
samples defining loglikelihood
ratio as follows:

P(d(k,q) | h = 0))
P(d(k,q) | h=1)

LLRy = In (

Disadvantage: Distribution of N
variables is mapped into a scalar
thereby incurring severe loss of
information (many pairs of k and q
can have the same distance).

!

Approach 2

Rarity with Distance based
LLR approach uses - strength of
the features between the known
and the questioned samples
defining loglikelihood ratio as
fOITOWS:

Distance

Rarity

Disadvantage: Not always
computationally tractable



Feature extraction architecture/performance

64 x 64

32x32x16
Enggging 1

16x16x32
Encoding 2

8x8x64
Encoding 3

Feature Name Val
acc

pen pressure | 98%
letter spacing | 78%
size 92%
dimension 89%
is lowercase | 99%
is_continuous | 94%
slantness 72%
tilt 98%
entry stroke a| 97%
staff of a 84%
formation n | 95%
staff of d 86%
exit stroke d | 66%
word formation| 89%
constancy 84%

2x2x128
Encoding 4

1x1x256
Encoding 5

TFully Connected for each
feature.

Total 15.f(=aturee

Constancy
Category

Yo} o)
Nl T
C C
2 3
ks ke,
L I

Code: https://github.com/mshaikh2/HDL Forensics



https://github.com/mshaikh2/HDL_Forensics/blob/master/DL_AE_Maxpool_1x1x512_Seen.ipynb

Comparison performance

Performance based on Overall Similarity

Explainability:
« Compare corresponding
SOftM_aX—X (X : {1 to 15}) Intra Writer Accuracy 88% 71% 81%
of two images using
cosine S|m|Iar|ty to obtain Inter Writer Accuracy 96% 93% 95%
feature wise explanation
Average Accuracy 96% 94% 95%

Code: https://github.com/mshaikh2/HDL Forensics



https://github.com/mshaikh2/HDL_Forensics/blob/master/DL_AE_Maxpool_1x1x512_Seen.ipynb

features

Similarity Score: 0.3784
0103b_numl.png

Explanation of Comparison

Similarity Score: 0.7291
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Feature Wise Similarity Score | Left Classes |Right Classes
pen_pressure 0.9703971743583679 Strong Strong
letter_spacing 0.7241955399513245 | High Medium
size 1 0.6830874085426331 Large Medium
dimension - 0.7668323516845703 i Medium Medium
s lowercase || oostasasssozsasar | No Yes
“is_continuous | | 09937425851821898 | No No
slantness 0.7186586856842041 Normal Normal
ilt 0.6034718751907349 Normal Tilted
entry_stroke_a 1 0.9964290261268616 No Stroke No Stroke
staff of a - 0.561654269695262 No Staff Tented
formation_n 1 0.7009741067886353 Normal No Formation
2 .SIt.a;f. (.,f. .d. [ Do2ss1737290620804 ¢ No Staff Loopy
E exit stroke d 1 0.12356673926115036 No Stroke Downstroke
word_formation s it i Wellormed | Wlliorrmed
constancy | mpaap Irregular Irregular
00 02 04 06 10 Table 5: Predicted

Image 6: Graph of Similarity Score
of Left & Right Image Features
Different Writer Samples
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Image 7: Graph of Similarity Score
of Left & Right Image Features

Feature Wise Similarity Score Left Right
Classes | Classes
0.9999635815620422 : -
Medium Medium
0.958820641040802 . -
CEEEE R L AT TEEERY Medium Medium
0.40786802768707275 .
REEEERRRRREEEEEEEREEEEREED Large Medium
0.7943174833019775
o Medium Medium
Yes Yes
0.5486944317817688
CEEET LT I T PO No Yes
02160257250070572 =«
0.998024582862854 Normal | Slight Right
0.9999675154685974 Normal Normal
TR TR VR E. No Stroke | No Stroke
0.9999529123306274 Retraced | Retraced
0.868091344833374 Normal Normal
0.9997084140777588 Loopy Loopy
0.9925060272216797 Downstrok | 5 -\ stroke
e
0.9993269443511963
Wellformed| Wellformed
0 0.2 0.4 0.6 0.8 1.0 Regu|ar Regu|ar

feature similarity score

Same Writer Samples

Report Card of Comparing two Samples

Table 5: Predicted
Classes
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Summary and Conclusion

Next wave of Al is probabilistic Al (Intel)

Most Probable Explanation (MPE) of PGMs is
useful for XAl

Forensics demands explainability

Forensic Impression evidence lends itself to a
combination of deep learning and probabilistic
explanation
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