
 

PUERTO RICO IMMUNIZATION REGISTRY 

SECURITY AND CONFIDENTIALITY AGREEMENT 

 
I. Introduction 
 
According with the authorities of the State of Wisconsin Public Health under sections 252.04 252.02 (1) and 
250.04 developed an information system administered vaccine known population known as "Wisconsin 

Immunization Registry" (WIR for its acronym in English). And the purpose of this system is to have a working 

tool to prevent, suppress and conduct epidemiological surveillance of vaccine-preventable diseases. The 
Wisconsin Department of Health has authorized the Department of Health of Puerto Rico to use the system 
and adapt it according to their needs. And is known in Puerto Rico as the "Puerto Rico Immunization 

Registry" (PRIR for its acronym in English). The PRIR system will be used in Puerto Rico as an instrument 

to measure and increase levels of appropriate vaccination in preschool, school and adult children of our 
population. Birth Vital Statistics Registry will be used to power the system, unless the parent, guardian or 
legal guardian of the child object to the use of information. 

 
If educational institutions (Schools, Care Centers, "Head Start" and universities) wish to participate in this 
system, they must complete and sign this agreement by a designated representative. The staff of the entity, 
health or educational institution, that will be given access to information should also complete and sign this 
agreement. The system information is confidential. 
Upon signing this agreement, it involves detailed report on the use of the data contained in the system 
knowledge. The failure to comply with the requirements of confidentiality and security by the user, the entity 
health or educational institution would lead to the immediate termination of participation and use of the 
system and may result in civil or criminal penalties for improper disclosure of information related to health. 

 
II. Notification 

 
Protecting customer privacy and security of the information contained in the PRIR is a high priority for the 
Department of Health of Puerto Rico. The application for the birth certificate (RD-78) as well as the birth 
certificate contains information and notification to parents, guardians or legal custodians that the information 
contained in both documents will be collected in PRIR. 

 
The record of immunizations given (P-VAC-1) provided by the Division of Immunization or the PRIR includes 
information to parents, guardians or legal guardians that any visit to receive vaccines will be documented to 
be shared between service providers vaccination. The parent, guardian or legal guardian may request that 
the information not be included in the system. 

 
III. Access and dissemination of information in the registry 

 
The information contained in PRIR can only be used for the following purposes: 

 
1. To provide vaccination services to the customer, including reminders of upcoming visits. 
2. Allowing educational institutions to determine the vaccination status of each student individually. 
3. To provide or facilitate payment by the administration of vaccines. 
4. Compiling and disseminating statistical information of vaccination status in groups or geographic areas. 
5. Help providers to keep updated vaccine series including historical validations and real-time based on a 
pre-determined schedule vaccination. 
6. Remove Duplicate administered vaccines. 

 
PRIR use is prohibited for any use unrelated to health and no user should try to copy the database without 
the consent of the Department of Health. 
User - defined as anyone with access to PRIR system, it must register and sign a security agreement and 
confidentiality. 



 

Users are classified into the following categories: 

1. Immunization providers (both public and private) 
2. Directed care organizations (HMO) 
3. Conditional Access (Child Care Centers and elderly, Head Start and foster homes.) 
4. Educational: public and private institutions. 
5. Employees of the Department of Health and its authorized agents (ie. OIAT employees, Immunization 
Program employees, etc.) 

The following table specifies the types of access allowed to each user group. 

 
USER TYPE VIEW ADMINISTERED 

IMMUNIZATIONS 
DEMOGRAPHIC 

ASPECTS 
ADD/EDIT 

INFORMATION 

Immunization Providers [   ] [   ] [   ] 

HMO   *   * [   ] 

Educational Institutions   [   ]   [   ]   [   ] 

Confidential Access * *  
DOH Employees   [   ]   [   ]   [   ] 
Electronic Record 
Manager 
 

[   ] [   ] [   ] 

[   ] Authorization to access all kinds of information 
* Limited to a few screens where contact information has been removed. 

 
View Administered Immunizations: It means that the user is authorized to view the complete vaccination 

history and status (whether it is current or not on their vaccinations and recommended vaccinations). 
 

View demographic aspects: It means that the user can view customer information, including customer 
name, date of birth, maiden name of the mother, address and telephone number. 

 
View or Edit Information - It means that the user can add new vaccines to customer record and edit 
previously administered vaccines. If a vaccine was input to record as new management and the inventory 
came from the same supplier, no other vendor can edit the vaccine. Suppliers may edit previously 
administered vaccines have not been administered by the state. Users can add new client records in the 
database PRIR modify or update some details already entered the system. 

 
IV. User Participation 

 
Every individual or entity that wishes to participate as a user of PRIR must sign and comply with the security 
agreement and confidentiality PRIR. Any system user who violates the confidentiality and security 
agreement is subject to being revoked access permission and may result in civil and / or criminal for making 
improper use of confidential information. 

 
The PRIR’s user security and confidentiality must be signed by an authorized health care institution or the 
educational institution prior to any training in use and access to the database representative. At least one 
person from each entity must complete the training PRIR before obtaining access permission. Access to the 
system must be granted by the Data Manager of the Immunization Program. The data manager maintains 
a record with the security and confidentiality agreements signed by system users. These agreements must 
be renewed every year. 

 
Unlimited access will only be given to system personnel functions to provide vaccination services. All 
personnel including permanent, temporary, volunteers, contractors and consultants will be required to sign 
a confidentiality agreement and security before gaining access to registration information. 

 
When an employee resigns or is transferred to work your permission access will be suspended immediately. 
Any employee who requests any license exceeding six months should



 

notify the data administrator at least one day in advance and your account will be given an inactive coding. 
Users who do not use their account for more than 60 consecutive days their accounts will be automatically 
inactivated. 
 
Access to the register will only be allowed through established processes. Each person who is granted access 
must have an identification coding and a counter signal. 
 
Sharing this identification and password will not be allowed. Users are prohibited from disclosing information 
about access codes or protocols of the system to unauthorized persons. Data administrators shall ensure 
that users have been adequately trained to use the system properly and do not have a higher level of access 
required to perform their required duties. 
 
Classified information will only be accessible to the staff of the Department of Health, its agents or authorized 
users. Request information for research purposes that go beyond access providers it must be requested from 
the director of the Immunization Program. The information in the system that identifies customers will not be 
disclosed to unauthorized persons, including law enforcement agencies without the approval of the Director 
of Immunization Program. Any judicial or legal order relating to the data contained in PRIR and usurious 
requested should be brought to the attention of vaccination staff who in turn consult with the Legal Division 
of the Department of Health. 
. 

If a parent, guardian or legal custodian decides to limit the access of information to a particular supplier, other 
than the Department of Health, the limitation will be honored. The parent, guardian or legal custodian has the 
right to examine any customer information contained in PRIR and finding an error so indicate to the supplier. 
The supplier will correct the error or make a note in the record as there is a disagreement with the information 
on the record. 
 
The registry will not be used to locate any client unless the disclosure is approved by a member of the registry, 
this in accordance with applicable laws and / or consent of the parent, guardian or custodian. The staff of the 
Department of Health and its authorized agents will audit related activities PRIR to maintain the security of 
your data. Each employee of the Department of Health or authorized access to the system and shall sign a 
security agreement and confidentiality. 
 
The undersigned has read, understood and agreed to be bound by this agreement of confidentiality and 
security and understands that other participating providers have access to the information input PRIR as 
outlined in this document. 

Choose the type of access required: 
[  ] Immunization Provider 
[  ] Educational Institution 
[  ] HMO 
[  ] Confidential information 
[  ] Electronic Record Manager 

 
 
Name of Organization 

 

Organization code (PIN number) 
 
Name of Authorized Person 

 
Signature Authorized Person 

 
Signature Date 

 
E-mail address 

 
Telephone 


