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1 Executive Summary

Nagios is a web-based IT infrastructure monitoring solution: http://www.nagios.com. It
monitors all mission-critical infrastructure components—including applications, services,
operating systems, network protocols, systems metrics, and network infrastructure—using
built-in capabilities and third-party extensions. This document describes configuring Nagios
to monitor Nutanix clusters using SNMP.

The End User License Agreement to use this document is included in the Appendix: 9.3.Introduction

1.1  Audience

This document is intended for users who configure and monitor Nutanix clusters with
Nagios. Consumers of this document should already be familiar with Nagios and the Nutanix
Virtual Computing Platform.

1.2 Purpose

This document provides an overview of the Nutanix architecture and the procedures for
configuring Nagios to monitor Nutanix clusters. The intent of this document is to enable the
Nagios community to get started on monitoring Nutanix; this guide will reduce the time to
configure Nutanix in Nagios significantly and make it easier to integrate Nutanix in the
datacenters.

NOTE: This document does not address the use of third-party extensions and “addons” in Nagios.
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2 Nutanix Overview

2.1 The Nutanix Architecture

The Nutanix Virtual Computing Platform is a scale-out, hyper-converged system of high-
performance nodes, or servers, each running a standard hypervisor and containing
processors, memory, and local storage (consisting of SSD Flash and high capacity SATA
disk drives). Each node runs virtual machines just like a standard virtual machine host.
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Figure 1: Nutanix Node Architecture
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In addition, local storage from all nodes is virtualized into a unified pool by the Nutanix
Distributed File System (NDFS). In effect, NDFS acts like an advanced networked or shared
storage system that uses local SSDs and disks from all nodes to store virtual machine data.
Virtual machines running on the cluster write data to NDFS as if they were writing to shared

storage.
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Figure 2: Nutanix Architecture
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3 Prerequisites

The Nagios software must be installed and be functional before proceeding with monitoring
a Nutanix cluster.

The installation and configuration of Nagios is outside the scope of this document. If you
require any information on installing Nagios, refer to the “Reference Section” of this
document.

3.1 Installed Reference Environment

The following software versions were used to create this document:

Nagios XI 2014R2.4 installed on CentOS.

Nutanix OS version 3.5.4
NOTE: Nagios is available in two different editions: an open-source, community-supported
version, referred to as “Nagios Core Management Server,” and a commercially licensed

version, referred to as “Nagios XI Management Server.” Nagios Xl can be installed on
Ubuntu 12+, Fedora 14+, Debian 6+, and CentOS 5+.

The key difference between Nagios X| and Nagios Core is that the SNMP plugins have to be
manually installed in the Core version.
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4 Configuration of a Device to Monitor

A network device can be monitored in Nagios X| using SNMP. The Nutanix management
information base (MIB) must be imported into Nagios for it to reference the object
identifiers, or OIDs. There are three categories of OIDs as applicable to Nutanix:

1. Scalar attributes for the cluster—e.g., name, status, capacity, IOPS, and latency.
2. Table attributes—e.g., Controller VMs, containers, and storage pools.
3. Traps from the Nutanix cluster.

The key configuration processes include the following:
e Define an SNMP user on the Nutanix cluster.

e Associate the SNMP user to each of the objects (for example, a cluster or table)
to be monitored.

e Specify the OIDs for each of the attributes to be monitored.

Once configured, the Nutanix cluster information is displayed in the web console, called
Prism.

NOTE: The Nutanix cluster monitoring in Nagios X! included in this document is based on a
user-defined configuration. We did not develop any addons or plugins when authoring this
document.
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4.1 Import the Nutanix MIB

The Nutanix MIB needs to be uploaded into Nagios setup. The MIB file can be downloaded
from the Nutanix web console (Prism) and then imported into Nagios as described below:

Downloading the MIB:

Log on to Prism. Go to the gear icon, then click SNMP; this will display the following dialog
box:

Configure SNMP transports, traps and users. You can enable or disable SNMP for
the Nutanix software.

E v Enable SNMP

Transports - Users - Traps

+ New Transport

Mo Transports Found.

Download MIB

Then click Download MIB and save the MIB to a file: e.g., “NUTANIX-MIB.txt.”

-
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Importing the MIB in Nagios:

In the Nagios XI console, Admin. Click System Extensions, then the Manage MIBs link,

1. Click Choose file.

which is on the bottom left of the page.

2. Select the downloaded “NUTANIX-MIB.txt” file from the previous step.

3. Click Upload MIB.

Admin
« System Config ¥ IP-FORWARD-MIB IP-FORWARD-MIB.txt 0 500 2014-10-17 19:23:34 | [ X
Manage System Config IP-MIB IP-MIB.txt 0 500 2014-10-17 19:23:34 Ej X
proxy Configuration IPVB-ICMP-MIB IPVB-ICMP-MIB.txt 0 500 2014-10-17 19:23:33 | [ X
System Profile IPVE-MIB IPVE-MIB txt 0 500 2014-10-17 19:23:33 | [ ¢
Manage Email Settings =
Manage Mobile Carriers IPVB-TC IPVB-TC txt 0 500 2014-10-17 19:23:33 | [ X
Performance Settings IPVB-TCP-MIB IPVB-TCP-MIB.txt 0 500 2014-10-17 19:23:33 | [ X
Graph Templates y —
Automatic Login IPV6-UDP-MIB IPV6-UDP-MIB.txt 0 500 2014-10-17 19:23:33 {;j X
Reset Security Credentials LM-SENSORS-MIB LM-SENSORS-MIB.txt 0 500 2014-10-17 19:23:33 | [ %
SSH Terminal MTA-MIB MTA-MIB txt 0 500 2014-10-17 19:23:33 | [ X
License Information —
NET-SNMP-AGENT-MIB NET-SNMP-AGENT-MIB. txt 0 500 2014-10-17 19:23:34 | [ %
v Monitoring Config NET-SNMP-EXAMPLES-MIB NET-SNMP-EXAMPLES-MIB.txt 0 500 2014-10-17 19:23:33 | [ X
Config Snapshots NET-SNMP-EXTEND-MIB NET-SNMP-EXTEND-MIB. txt 0 500 2014-10-17 19:23:34 | [ X
Check File Permissions -~ )
NRDS Config Manager NET-SNMP-MIB NET-SNMP-MIB txt 0 500 2014-10-17 19:23:33 {g X
Unconfigured Objects NET-SNMP-PASS-MIB NET-SNMP-PASS-MIB txt 0 500 2014-10-17 19:23:34 | [ 3¢
NET-SNMP-TC NET-SNMP-TC.txt 0 500 2014-10-17 19:23:33 | [ X
¥ Check Transfers NET-SNMP-VACNM-MIB NET-SNMP-VACM-MIB bt 0 500 2014-10-17 192334 | [=] 3¢
0”:“”:“ Tfa"foe”S NETWORK-SERVICES-MIB NETWORK-SERVICES-MIB txt 0 500 [rw-rr— 2014-10-17 19:23:33 | [ %
Inbound Transfers MNOTIEICATION L QG MIB ANOTIEICATIONL QG BIR tyt 0 200 DALl 044.10.47 40 3 E L4
Vv System Extensions NUTANIX-MIB NUTANIX-MIB.txt 48 48 TW-TW-T- 2015-03-03 02:44:23 | [ X
Manage Components fetra P TP T RECadE s faray ogad an a7 anoq.0q [ 3
Manage Dashlets RFC1155-5MI RFC1155-SMI.txt 0 500 2014-10-17 19:23:32 | [ X
Manage Config Wizards —
Manage Plugins RFC1213-MIB RFC1213-MIB.txt 0 500 2014-10-17 19:23:33 | [ X
Manage MIBs | RMON-MIB RMON-MIB. txt 0 500 2014-10-17 19:23:33 | [5 &
v System Backups SCTP-MIB SCTP-MIB.txt 0 500 2014-10-17 19:23:33 | [ X
hAL I RAIR BALI BAIR ot 0 200 DAL 04410 47 10-22-22 | e W

After successful upload, the Nutanix MIB will be shown in the list of available MIBs, as
shown in the above snapshot.

NOTE: Please do not proceed further unless you have verified the Nutanix MIB import in
Nagios as above.

NUTANI>L
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4.2 Add an SNMP User on a Nutanix Cluster

An SNMP V3 user needs to be defined on the Nutanix cluster. This is done by using the
Prism Ul.

1. Log on to Prism Ul and go to the gear box icon (Settings) and then click SNMP:

Ring (3)

[T ——
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2. After you click SNMP, you will see the SNMP Configuration dialog box:

Configure SNMP transports, traps and users. You can enable or disable SNMP for

the Nutanix software.

¥ Enable SNMP

Transports - Users -  Traps
+ New User
Username Priv Type Auth Type
yog! AES SHA s X
suresh DES SHA s - K

I 1
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3. Define a new user by designating the appropriate PRIV Type and AUTH Type:

Configure SNMP transports, traps and users. You can enable or disable SNMP for
the Nutanix software.

¥ Enable SNMP

Transports - Users - Traps
USERNAME
PRIV TYPE PRIV KEY

AES = TN
AUTH TYPE AUTH KEY

SHA = 20000000 RSRRRS

Download MIB Cancel m

4. The Transport is UDP with port 161.

5. This user will be used in Nagios to connect to the Nutanix cluster.

NOTE: NOS 4.1.1 and above support only AES and SHA.

NUTANI)( Configuring and Monitoring with Nagios |1 12




4.3 Configure Cluster Scalar Attributes

The Nutanix cluster has scalar attributes, including name, status, capacity, IOPS, and
latency. These can be added using the SNMP Monitoring Wizard.

Go to Configure, then click Run the Monitoring Wizard.

| 4

+ Quick Tools

Configuration Options

Configuration Home

v Configuration Wizards What would you like to configure?

Monitoring Wizard

Auto-Discovery Wizard CE Run the Menitoring Wizard
—| Quickly monitor a new device, server, application, or service using an easy configuration wizard.

v Advanced Configuration

Core Config Manager

i\ Run the Auto-Discovery Wizard
v More Options }‘r‘\ Auto-discover new devices and services to monitor.

My Account Settings

System Configuration Nagios- Core Configuration Manager
User Management - Configure monitored elements using an advanced web interface for modifying your MNagios XI mo
Unconfigured Objects ch experienced users.

Deadpool Settings

The Wizard has six steps, which we describe below:

Monitoring Wizard - Step 1:

There are many different types of configuration wizards available. Scroll down to locate and
click the option SNMP:

e

Monitoring Wizard & RADIUS Server

Auto-Discovery Wizard O { Monitor a RADIUS server.

w Advanced Configuration
O 'SNmp, SNMP . . R
, Monitor a device, service, or application using SMMP.
Core Config Manager

SNMF

b i SNMP Trap

a K Monitor SNMP Traps.
TRAP P

v More Options

My Account Settings
System Configuration
User Management
Unconfigured Objects
Deadpool Settings

Scan an SMMP-enabled device for elements to monitor.

M Solaris
SOLANs  monitor a Solaris server.

O O O O

S5H Login
b g Monitor the availability and response times of S5H logins.

NUTANI)( Configuring and Monitoring with Nagios |1 13




SNMP Monitoring Wizard - Step 2:

Specify the Nutanix cluster IP address:

F Al

Configure

4

SNMP Monitoring Wizard - Step 2

w Quick Tools

Configuration Home

w Configuration Wizards :
SNMP

Monitoring Wizard
Auto-Discovery Wizard
SNMP Information

w Advanced Configuration

10.4.40.173]
The IP address or fully qualified DNS name of the server or devi

== Core Config Manager Device Address:

w More Options

=» My Account Settings Back Next
== Systern Configuration ' ' :
== User Management

== Unconfigured Objects

NOTE: We highly recommend using the cluster virtual IP address. If one is not configured,
then use a CVM IP address.

Click Next.
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SNMP Monitoring Wizard - Step 3:

On this page, specify all SNMP details:

Nagios’
Xl

w Quick Tools

Configuration Home

v Configuration Wizards

Monitoring Wizard
Auto-Discovery Wizard

v Advanced Configuration

== Core Config Manager

v More Options

== My Account Settings

== System Configuration
= UUser Management

== Unconfigured Objects
= Deadpool Settings

<« C' | [} 10.4.42.13/nagiosxi/config/

r

SNMP Monitoring Wizard - Step 3
SHNMP

Device Details

Device Address: | 10440173

Hast Name: angola-v1.eng.nutanix.com

The name you'd like to have associated with this server or device.

SNMP Settings

Specify the settings used to monitor the server or device via SNMP.

SNMP Community: | public

The SMMP community string reguired used to to query the device.
SNMP Version: 30w

The SNMP protocal version used to commicate with the device.

SNMP Authentication

When using SMMP v3 you must specify authentication information.

Security Level: authPriv v
Username: yogi
Privacy Password: 12345678

Authentication Password: |{2345678
Authentication Protocal: sha r

Privileged Protocol: aes ¥

SNMP Services

NUTANI>L
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Enter the SNMP credentials as follows:
Under SNMP Settings, designate the SNMP Version as 3 (Nutanix supports only v3).
For SNMP Authentication, the user credentials must match those defined in section 5.2
“Add an SNMP User on a Nutanix Cluster.”

o Security Level: click authPriv.

o Username: enter the user name.

o Privacy Password: enter the privacy password.

o Authentication Password: enter the authentication password.

o Authentication Protocol: click SHA.

o Privileged Protocol: click AES.

After adding the SNMP credentials, add the cluster’s scalar attributes for monitoring under
SNMP Services. Add the following OIDs for the cluster:

1.3.6.1.4.1.41263.501.0 clusterName NUTANIX-MIB
1.3.6.1.4.1.41263.502.0 clusterVersion NUTANIX-MIB
1.3.6.1.4.1.41263.503.0 clusterStatus NUTANIX-MIB

1.3.6.1.4.1.41263.504.0 clusterTotalStorageCapacity | NUTANIX-MIB

1.3.6.1.4.1.41263.505.0 clusterUsedStorageCapacity | NUTANIX-MIB

1.3.6.1.4.1.41263.506.0 clusterlops NUTANIX-MIB

1.3.6.1.4.1.41263.507.0 clusterLatency NUTANIX-MIB
SNMP Services
Specify any OIDs you'd like to monitor via SNMP. Sample entries have been provided as examples.

01D Display Name Data Label Data Units  Match Type “g;’:;';g (R’::;:' Tsi:ial::gh MIB To Use

[+ | sysUpTime.0 Uptime None v
¥ 1.361.41.41263.501.0 ClusterName Mone v NUTANIX-MIB
I# | 1.3.6.1.41.41263.502.0 ClusterVersion MNone v NUTANEX-MIB
v 1.361.41.41263.503.0 ClusterStatus Mone v NUTANIX-MIB
I# | 1.36141412635040 ClusterTotalCapacity MNone v NUTAMNIX-MIB
I# | 1.3614141263505.0 ClusterUsedCapacity Mone A MNUTAMNIX-MIB
v | 1.361.41.41263.506.0 ClusterlOPS Mone v NUTANIX-MIB
I« | 1.3.6.1.4.1.41263.507.0 ClusterLatency Mone v NUTANIX-MIB
Add Row | Delete Row

After adding all the OIDs, click Next. If additional rows are needed, click Add Row.
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SNMP Monitoring Wizard - Step 4:

Change the configurations as needed and then click Next.

€ C b 16.4.42.lfw_x";lagio.sxi_x’co.-"lfig;’. ----- .

Nagios’
XI

r
w Quick Tools

Configuration Home SNMP Walk Monitoring Wizard - Step 4

w Configuration Wizards

SNMP
Monitoring Wizard

Auto-Discovery Wizard
Monitoring Settings

w Advanced Configuration

Define basic parameters that determine how the host and service(s) should be monitore
== Core Config Manager

Under normal circumstances...
» More Options Monitor the host and service(s) every | 5 minutes.

= My Sccount Settings When a potential problem is first detected...

== System Configuration
+ User Management

== Unconfigured Objects

= Deadpool Settings

Re-check the host and service(s) every | 1 minutes up to| & times befare g

| Back | | Next | ‘ Finish |
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SNMP Monitoring Wizard - Step 5:

Change the configurations as needed and click Next.

I N tagionx1- Coniguaion. « N

Nagios’
X1”

w Quick Tools

Configuration Home

v Configuration Wizards

Monitoring Wizard
Auto-Discovery Wizard

v Advanced Configuration

= Core Config Manager

w More Options

=5 My Account Settings
» System Configuration

== User Management

= Unconfigured Objects

= Deadpool Settings

= C' [3 10.4.42.13/nagiosxi/config/

4

SNMP Monitoring Wizard - Step 5
SNMP

Notification Settings

Define basic parameters that determine how notifications should be sent for the host and service(s

When a problem is detected...
Don't send any notifications
#* Send a notification immediately

Wait | 15 minutes before sending a notification

If problems persist...
Send a notification every | G0 minutes until the problem is resolved.

Send alert notifications to...

[ Myself [ Adjust settings)

|#| Cther individual contacts

_| Default Contact (xi_default_contact)

|#| Specific contact groups
_| Nagios Administrators {admins)
_| All Contacts {(xi_contactgroup_all)

NUTANI>L
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SNMP Monitoring Wizard - Step 6:

When you arrive at SNMP Monitoring Wizard - Final Step, click Apply to add your new
configuration.

I resios - contguation

- c 0 lﬂ.4.4.2.13;".1agio.sxi_s’co.ﬂfig;’.

Nagios’
XI

r

SNMP Monitoring Wizard - Final Step

w Quick Tools

Configuration Home

w Configuration Wizards

SNMP

Maonitoring Wizard
Auto-Discovery Wizard
Final Settings

w Advanced Configuration

Click Apply to add your new configuration.
== Core Config Manager

+ More Options Apply

== My Account Settings
= System Configuration
== User Management

= Unconfigured Objects
== Deadpool Settings

NUTANI)( Configuring and Monitoring with Nagios |l 19




4.4 Configure Table Attributes

The Nutanix cluster MIB has tables for the following objects:
o Controller VMs
o Containers
o Storage Pools
o Disks
o Service Status

We describe how to configure a table-object below. In this example, we use the storage
pools table, but other table objects are configured using a similar process.

NOTE: For each table, you need to configure the SNMP user account separately, using the
wizard. This is required because each SNMP table is considered a separate entity for an
SNMP Walk connection.

The wizard has six steps, which we describe below:

SNMP Walk Monitoring Wizard - Step 1:

Go to Configure; click Run the Monitoring Wizard. Scroll down to locate and then select

SNMP Walk.
. : — -

SNMP
O u @ SNMP Trap
o d Monitor SNMP Traps.

w Quick Tools

Configuration Home TRAP

SNMP Walk

Vv Configuration Wizards O S Scan an SNMP-enabled device for elements to monitor.

Ma ng W
e : > Solaris
Auto-Discovery Wizard O SOLANS  monitor a Solaris server.
v Advanced Configuration 3
O , SSH Login
Core Config Manager ; <L Monitor the availability and response times of SSH logins.
v More Options O @] SSH Proxy

Monitor a remote Linux, Unix, or Mac 0S/X machine using SSH.

My Account Settings

NUTANI)( Configuring and Monitoring with Nagios I 20




SNMP Walk Monitoring Wizard - Step 2:

Specify SNMP connection details, as we did in the previous section for SNMP v3 user
and authentication.

OID: Enter the OID of the table object to be monitored. As an example,
“storagePoolinformationTable” specifies the OID as {nutanix 7}—see Appendix B for
the Nutanix MIB.

OID for Storage Pool table: .1.3.6.1.4.1.41263.7.1

NOTE: The key item in this step is the OID specification.
= C' | [1 10.4.42.13/nagiosxi/config/
Nagios’

Xl

4

SNMP Walk Monitoring Wizard - Step 2

w Quick Tools

Configuration Home

w Configuration Wizards

SNMP

Monitoring Wizard
Auto-Discovery Wizard
SNMP Information

v Advanced Configuration

== Core Config Manager Device Address: 10.4.40.173
The 1P address or fully qualified DNS name of the server or device you'd like to monitaor.
w More Options
- Device Port: 161
= My Account Settings The port on which the SMMP device is listening.
== Systemn Configuration
= User Management SNMP Scan Settings
== Unconfigured Objects
== Deadpool Settings Specify the settings used to scan the server or device via SNMP.

SNMP Community: | public

The SNMP community string used to to query the device.

SNMP Version: 30w

The SNMF protocol version used to commicate with the device.
OID: 1361414126371

The top-level OID to use for scanning. Clear this field to scan for all OIDs on the dewvice.
Timeout: 15

The maximum number of seconds to wait for the SNMP scan to complete.
Max Results: 100

The maximum number of results {QIDs) to process from the SNMP scan.
Force Scan: Mo -

By default, a scan is only performed if a previous scan result is not found. Override default scan

SNMP Authentication
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SNMP Walk Monitoring Wizard - Step 3:

This step specifies the columns (table-attributes) to be monitored.
1. Select the columns to be monitored from the checkbox on the left side.

2. Specify the Display Name for all the selected columns.

Device Details

Device Address: | 10.4.40.173

Host Name: angola-v1.eng.nutanix.com

The name you'd like to have associated with this server or device.

SNMP Services

Select the OIDs you'd like to monitor via SMMP.

Select oID Type Current Value Display Name Data Label pata Units  Match Type "‘g’:;';g ER’;:;:' Tft,;;“tgh MIB To Use
o enterprises.41263.7.1.1.1 INTEGER 1 None v SNMPv2-SMI
o enterprises.41263.7.1.2.1 Counter64 721 None v SNMPv2-SMI
] enterprises.412637.1.3.1 STRING ~ "ES-SP" SP1Name None v SNMPv2-SMI
] enterprises.412637.1.4.1 Counter64 10721445431498 SP1TotalCapacity None v SNMPv2-SMI
] enterprises.412637.1.5.1 Counter64 1949399252992 | SP1UsedCapacity None v SNMPv2-SMI
) enterprises.412637.1.6.1 INTEGER 208 SP1I0PS None v SNMPv2-SMI
) enterprises.41263.7.1.7.1 Counter641103 SP1Latency| None v SNMPv2-SMI

When you have multiple rows (that is, multiple instances), the name has to be specified for
each occurrence—e.g.,, CNamel and CName2 for container-names.

CName1 Ok 2d19h3m31s 15 2015-02-27 05:06:00  SNMP OK - "ES-Container”

CName2 Ok 2d19h 3m25s 15 2015-02-27 05:06:12  SNMP OK - "Distributed_Setup_Production”
CMame3 Ok 2d 19h 3m 195 15 2015-02-27 05:06:14  SMNMP OK - "GatewayServer_Production”
CMName4 Ok 2d 19h 3m 13s 15 2015-02-27 05:06:06 SMNMP OK - "DFS-Container”

SP1IOPS Ol 2d 18h 46m 245 15 2015-02-27 05:08:03  SNMP OK - 238

SP1Latency Ok 2d 18h 46m 185 | 1/5 2015-02-27 05:03:34  SNMP OK - 483

SP1Name Ok 2d 18h 46m 125 | 1/5 2015-02-27 05:08:15  SNMP OK - "ES-SP"

SP1TotalCapacity Ok 2d 18h 46mBs 15 2015-02-27 05:03:39  SNMP OK- 10721445431498
SP1UsedCapacity Ok 2d 18h 46m 0Os 15 2015-02-27 05:03:41  SNMP OK - 2081991917568

NOTE: The wizard steps 4, 5, and 6 for configuring table attributes are similar to what we
presented in the previous section, “Configuring Cluster Scalar Attributes.” Please revisit
these steps for assistance in completing the final steps. Change the configurations to suit
your preferences.
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5 Monitor a Nutanix Cluster: Snapshots

This section includes snapshots of a Nutanix cluster being monitored by Nagios as per the
configuration described in this document.

Go to Home; click Host Details to view the following overall status:

Home Search..

v
w Quick View ~ 0

Home Dashboard HOSt Status
Tactical Overview All hosts = Host Status Summary = Service Status Summary
gwdsety:e cent Up Down Unreachable Pending Ok Warning Unknown Critical Pending

perations Center o 0 0 0

2 0 0 0 15 0 0 0 0

(o] i =1

perations sereen Unhandled Problems Al Unhandled  Probl Al
Open Service Problems 1] 0 2 0 0 15
Open Host Problems Last Updated: 2015-03-0% 20:33:43 Last Updated: 2015-03-03 20:33:43

all Service Problems
All Host Problems

Network Qutages Search... Go

+ Details Showing 1-2 of 2 total records

Service Detail bs Host | Status [ Duration [ Attempt | LastCheck [  Status Information
Host Detail

Hostgroup Summary angela-v1.eng "Uta”"“f"i'f'j L Up 140 54m 425 1/5 2015-03-03 20:34:14

Hostgroup Overview
Hostgroup Grid

OK - 10.4.40.173: rta 0.167ms,
lost 0%

OK-127.0.0.1: rta 0.038ms,

localhost ) 244 | Uy 3d 22h 19m 8s 1/10 2015-03-03 20:33:51
Servicegroup Summary =) ? lost 0%
Servicegroup Overview
Servicegroup Grid M 4 Page 1 of 1 15 Per Page |
Magios BPI Last Updated: 2015-03-03 20:34:19
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Go to Home; click Service Details to view the following cluster attributes and status:

v Quick view
Home Dashboard

Tactical Overview
Birdseye

Operations Center
Operations Screen
Open Service Problems
Open Host Problems
All Service Problems
All Host Problems

Network Qutages

w Details

All services

'l Host

angola-

Service Detail

v1.eng.nutanix.com

FOST Detal

Hostgroup Summary
Hostgroup Overview
Hostgroup Grid

Servicegroup Summary
Servicegroup Overview
Servicegroup Grid

MNagios BPI

Metrics

Host Graphs
Graph Explorer

v Maps

EBmap
Hypermap

v Performance Graphs

localhost

| wor ] o

" Service Status

Showing 1-15 of 15 total records

| Service

Cluster IOPS Ok

Cluster
Latency Ok
ot

Cluster Name Ok
Cluster Status | Ok

Cluster Total
Capacity Ok
i

Cluster Used
Capacity Ok
e

Cluster

Version ol

= Current Load
Ok
(R oot

prrant | lcar

5 Host Status Summary

| Status | Duration

14h 34m 36s 115

14h 34m 13s 115

14h 38m 24s 115
14h 38m 1s 115

14h 37m 9s 1/5

14h 36m 39s 115

14h 45m 46s 115

3d22h 23m 9s  1/4

3 Service Status Summary

Up Down Unreachable Pending
= 0 0 o
Unhandled Problems All

9 0 2

Ok Warning Unknown Critical Pending
15 o 0 0 o]
Unhandled Problems All

0 0 15

Last Updated: 2015-03-03 20:37:51

| Attempt | LastCheck |

2015-03-03 20:36:32

2015-03-03 20:38:20

Last Updated: 2015-03-03 20:37:51

Search...

Status Information

2015-03-03 20:33:38  SNMP OK - 7752

2015-03-03 20:34:04 SNMP OK - 7770

2015-03-03 20:34:44 SNMP OK - "angola-v1.eng.nutanix.com”
2015-03-03 20:35:11

SNMP OK - "started"

2015-03-03 20:36:10  SNMP OK - 10721445431498

SNMP OK - 2373929583133

SNMP OK - "1.6.1-release-congo-3.5.4.1-stable-
0c57a9082¢331c7f26dd374bede6f1d62841e55b"

2015-03-03 20:34:58 OK - load average: 0.45, 0.67,0.71

Below is the container table:

Container IOPS - 1

o
Container IOPS -2 ¢4
Container IOPS -3 ¢4
Container IOPS -4 44
Container Latency - 1 s¢8
Container Latency - 2 s&%
Container Latency - 3 =%
Container Latency - 4 «#f
Container Name - 1

Container Name -

Container Name -

P IS ]

Container Name -

Ok
Ok
Ok
Ok
Ok
Ok

Ok
Ok
Ok
Ok
Ok

4h 3m 6s
4h 2m 47s
4h 2m 36s
4h 2m 13s
4h 1m 58s
4h 1m 35s
4h 1m 26s
4h 1m 8s
4h Om 47s
4h Om 30s
4h Om 13s
3h 59m 56s

115
115
115
115
115
115
115
115
115
115
115
115

2015-03-04 01:29:04
2015-03-04 01:29:29
2015-03-04 01:29:42
2015-03-04 01:30:15
2015-03-04 01:20:29
2015-03-04 01:30:46
2015-03-04 01:30:52
2015-03-04 01:31:16
2015-03-04 01:31:38
2015-03-04 01:31:54
2015-03-04 01:32:11
2015-03-04 01:32:21

SNMP OK - 42

SNMP OK - 85

SNMP OK - 5

SNMP OK - 10

SNMP OK - 2091

SNMP OK - 1777

SNMP OK - 1771

SNMP OK - 2345

SNMP OK - "ES-Container”

SNMP OK - "Distributed_Setup_Production"
SNMP OK - "GatewayServer_Production”
SNMP OK - "DFS-Container”

NUTANI>L

Configuring and Monitoring with Nagios

| 24




The three performance graphs below display snapshots of cluster IOPS, cluster latency, and
container IOPS, respectively.

Service Status Detail

B Cluster IOPS

angola-vi.eng.nutanix.com
S LD

Overview Performance Graphs

Advanced Configure Capacity Planning Network Traffic Analysis

Graph Timeframe: | Last 4 Hours

angola-vl.eng.nutanix.com : Cluster 10PS

v 100 H
‘j_.f_\—— N -

20:00 21:00

22:00 23:00 4, Mar

Il NUTANIX-MIB__clusterlops.0 (Last: 18.65c, Avg: 18.65¢, Max: 138.58¢)
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Service Status Detail

Cluster Latency

SNMP
angola-vi.eng.nutanix.com
oBLd
Overview Performance Graphs Advanced Configure Capacity Planning MNetwork Traffic Analysis

Graph Timeframe:  Last 4 Hours

o angola-v1.eng.nutanix.com : Cluster Latency =
0.5
u B — —
_‘;—'— —
L T = | - B B J_L\_
21:00 22:00 23:00 4. Mar

Il NUTANIX-MIB__clusterLatency.0 (Last: 0.08c, Avg: 0.08c, Max: 0.37¢)
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Service Status Detail
Container IOPS - 2

SNMP
angola-vi.eng.nutanix.com
m JEL
Overview Performance Graphs Advanced Configure Capacity Planning Metwork Traffic Analysis

Graph Timeframe:  Last 4 Hours

=) angola-v1.eng.nutanix.com : Container IOPS - 2 =
2k
1k
. N | T
21:00 22:00 23:00 4. Mar

Il SNMPv2-SMI__enterprises.41263.8.1.6.2 (Last: 135.12, Avg: 135.12, Max: 1128.83)
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6 SNMP Traps

This document does not cover trap configuration from a Nutanix cluster into Nagios XI.

7 Conclusion

This user guide provides a head start in using Nagios to monitor Nutanix clusters. The user
may contact Nutanix support for further feedback and clarifications.

7.1 About Nutanix

Nutanix is the leader in hyper-converged infrastructure, natively converging compute and
storage into a single, 100% software-driven solution to drive unprecedented simplicity at
lower costs in the datacenter. Customers run any application, at any scale, with predictable
performance and economics. Learn more at www.nutanix.com or follow up on

Twitter @nutanix.

NUTANI)( Configuring and Monitoring with Nagios | 28



http://www.nutanix.com/?utm_source=pressrelease&utm_medium=referral&utm_campaign=dellannounce
https://twitter.com/nutanix

8 Appendix

8.1 Appendix A: References

We referenced the following Nagios XI material in this document:
e User Guide for Nagios XI.
e Administrator Guide for Nagios XI.

e More information about Nagios X| and its capabilities can be found online at
http://www.nagios.com/products/nagiosxi

e “How to Integrate SNMP Traps With Nagios XI”

http://assets.nagios.com/downloads/nagiosxi/docs/Integrating_ SNMP_Traps_With
Nagios Xl.pdf

e Nagios software user guides Nagios are available at http://www.nagios.com/
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http://assets.nagios.com/downloads/nagiosxi/docs/Integrating_SNMP_Traps_With_Nagios_XI.pdf
http://www.nagios.com/

8.2 Appendix B: The Nutanix MIB

Below is the Nutanix MIB from the latest NOS 4.1.1 release.

NUTANIX-MIB DEFINITIONS ::= BEGIN
IMPORTS
DisplayString
FROM RFC1213-MIB
enterprises, MODULE-IDENTITY, OBJECT-TYPE, Integer32, Counter64
FROM SNMPv2-SMI
TimeStamp
FROM SNMPv2-TC;
nutanix MODULE-IDENTITY
LAST-UPDATED "201302191930Z"
ORGANIZATION "Nutanix Inc."
CONTACT-INFO "support@nutanix.com”

DESCRIPTION "Nutanix Cluster Managment Information Base"
REVISION "201302191930Z"
DESCRIPTION "SNMP MIB for Nutanix Cluster software."

::={ enterprises 41263 }
-- Cluster wide scalars starting from sub oid 501. This leaves room to add
-- more table types in sequential oid order in future.

clusterName OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Name of the cluster.”
= { nutanix 501 }
clusterVersion OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Current cluster version. This is the nutanix-core

package version expected on all the Controller VMs."
»={ nutanix 502 }
clusterStatus OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Current Status of the cluster. This will usually be one of started or stopped"
= { nutanix 503 }
clusterTotalStorageCapacity OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total storage capacity of the cluster in bytes."

»={ nutanix 504 }
clusterUsedStorageCapacity OBJECT-TYPE

SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Number of bytes of storage used on the cluster.”
= { nutanix 505 }
clusterlops OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Cluster wide average 10 operations per second.”

= { nutanix 506 }

clusterLatency OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Cluster wide average latency."
::={ nutanix 507 }
-- clusterThroughput OBJECT-TYPE
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-- SYNTAX Counter64

-- ACCESS read-only

-- STATUS mandatory

-- DESCRIPTION "Cluster wide throughput.”
-- u={nutanix 508 }

-- Nutanix SNMP table definitions.

-- Software version table

softwareVersionTable OBJECT-TYPE

SYNTAX SEQUENCE OF svtEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "Table of software versions for packages on allController VMs."
»={nutanix 1}
svtEntry OBJECT-TYPE

SYNTAX svtEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Software version table entry containing software versions on the Controller VMs."
INDEX { svtindex }

= { softwareVersionTable 1 }

svtEntry ::= SEQUENCE {
svtindex INTEGER,
svtControllerVMId Counter64,
svtNutanixBootstrap ~ DisplayString,
svtNutanixInfrastructure DisplayString,
svtNutanixCore DisplayString,
svtNutanixToolchain  DisplayString,
svtNutanixServiceability DisplayString,
svtLinuxKernel DisplayString

}
svtindex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Index for software version table entries."
u={svtEntry 1}
svtControllerVMId OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Nutanix Controller VM Id."
u={svtEntry 2 }

svtNutanixBootstrap OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "The nutanix-bootstrap software package version."
u={svtEntry 3}
svtNutanixInfrastructure OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "The nutanix-infrastructure software package version."
u={svtEntry 4 }

svtNutanixCore OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "The nutanix-core software package version."
u={svtEntry 5}
svtNutanixToolchain OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "The nutanix-toolchain software package version."
u={svtEntry 6 }
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svtNutanixServiceability OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))

ACCESS read-only

STATUS mandatory

DESCRIPTION "The nutanix-serviceability software package version."

n={svtEntry 7 }
svtLinuxKernel OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "The linux kernel version currently installed.”
u={svtEntry 8}

-- Service status table

serviceStatusTable OBJECT-TYPE

SYNTAX SEQUENCE OF sstEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Table of status of each service with one row per Controller VM."

»={nutanix 2 }
sstEntry OBJECT-TYPE

SYNTAX sstEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Table entry containing status of services on one node."
INDEX { sstindex }

= { serviceStatusTable 1}

sstEntry ::= SEQUENCE {
sstindex INTEGER,
sstControllerVMId Counter64,
sstControllerVMStatus  DisplayString,

sstZeusStatus DisplayString,
sstScavengerStatus DisplayString,
sstMedusaStatus DisplayString,
sstPithosStatus DisplayString,
sstStargateStatus DisplayString,
sstChronosStatus DisplayString,
sstCuratorStatus DisplayString,
sstPrismStatus DisplayString,

sstAlertManagerStatus ~ DisplayString,
sstStatsAggregatorStatus DisplayString,
sstSysStatCollectorStatus DisplayString

}

sstindex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "A unique index for each row in the service status table."
u={sstEntry 1}

sstControllerVMId OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Nutanix Controller VM Id."
u={sstEntry 2 }

sstControllerVMStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of the node."
u={sstEntry 3}

sstZeusStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Zeus on the node. A comma separated list of pids of the zeus service."
u={sstEntry 4 }

sstScavengerStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
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ACCESS read-only

STATUS mandatory

DESCRIPTION "Status of Scavenger on the node. A comma separated list of pids of the scavenger service."
u={sstEntry 5}

sstMedusaStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Medusa on the node. A comma separated list of pids of the medusa service."
= {sstEntry 6 }
sstPithosStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Pithos on the node. A comma separated list of pids of the pithos service."
u={sstEntry 7 }

sstStargateStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Stargate on the node. A comma separated list of pids of the stargate service."
= {sstEntry 8 }
sstChronosStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Chronos on the node. A comma separated list of pids of the chronos service."
u={sstEntry 9 }
sstCuratorStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Curator on the node. A comma separated list of pids of the curator service."
u={sstEntry 10 }
sstPrismStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Prism on the node. A comma separated list of pids of the prism service."
u={sstEntry 11}
sstAlertManagerStatus OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Alert Manager on the node. A comma separated list of pids of the alert manager service."
u={sstEntry 12 }
sstStatsAggregatorStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of Stats Aggregator on the node. A comma separated list of pids of the stats aggregator
service."

u={sstEntry 13 }
sstSysStatCollectorStatus OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Status of SysStatCollector on the node. A comma separated list of pids of the sys stat collector
service."
u={sstEntry 14 }

-- Disk Status Table

diskStatusTable OBJECT-TYPE

SYNTAX SEQUENCE OF dstEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Table provides disk status on all CVMs."

= { nutanix 3 }
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dstEntry OBJECT-TYPE

SYNTAX dstEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Table entry containing status of a disk on a CVM."
INDEX { dstIndex}

= { diskStatusTable 1 }
dstEntry ::= SEQUENCE {

dstIndex INTEGER,
dstDiskId Counter64,
dstControllerVMId  Counter64,
dstSerial DisplayString,

dstNumRawBytes Counter64,
dstNumTotalBytes  Counter64,

dstNumFreeBytes Counter64,

dstNumTotallnodes Counter64,
dstNumFreelnodes Counter64,
dstTemperature INTEGER

}
dstindex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "A unique index for each row in the disk status table."
u={dstEntry 1}
dstDiskld OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "A unique disk id for each disk."
u={dstEntry 2 }
dstControllerVMId OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Nutanix Controller VM Id."
u={dstEntry 3 }
dstSerial OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Disk Serial Number"
u={dstEntry 4 }
dstNumRawBytes OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Maximum number of raw bytes available on the device."
u={dstEntry 5}
dstNumTotalBytes OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total number of bytes usable on the device through its file system."
u={dstEntry 6 }

dstNumFreeBytes OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total number of bytes availabe to the non-root users on the device through its file system."
u={dstEntry 7 }
dstNumTotallnodes OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Maximum number of inodes usable on the device through its file system."
u={dstEntry 8 }
dstNumFreelnodes OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
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STATUS mandatory
DESCRIPTION "Total number of inodes availabe to the non-root users on the device through its file system."
u={dstEntry 9 }

dstTemperature OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Temperature of FIO disk in centigrade.”
u={dstEntry 10 }

-- Controller VM resource table.

controllerVMResourceTable OBJECT-TYPE
SYNTAX SEQUENCE OF crtEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Table of resources per Controller VM."
»={nutanix 4 }

crtEntry OBJECT-TYPE
SYNTAX crtEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION "Table entry containing resource information of one Controller VM."
INDEX { crtindex }
::={ controllerVMResourceTable 1 }

crtEntry ::= SEQUENCE {

crtindex INTEGER,
crtControllerVMId Counter64,
crtMemory Counter64,

crtNumCpus INTEGER

}
crtindex OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "A unique index for each row in the CVM memory table."
u={crtEntry 1}
crtControllerVMId OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Nutanix Controller VM Id."

u={crtEntry 2 }
crtMemory OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total memory available on a CVM."
u={crtEntry 3 }
crtNumCpus OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total number of CPUs allocated to a CVM."
u={crtEntry 4 }
-- Storage pool information table.
storagePoolInformationTable OBJECT-TYPE
SYNTAX SEQUENCE OF spitEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Storage pool information in a table form."
»={nutanix 7 }
spitEntry OBJECT-TYPE

SYNTAX spitEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Storage pool information table entry."
INDEX { spitIndex }
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::= { storagePoolInformationTable 1 }
spitEntry ::= SEQUENCE {

spitindex INTEGER,
spitStoragePoolld Counter64,
spitStoragePoolName DisplayString,
spitTotalCapacity Counter64,
spitUsedCapacity Counter64,
spitlOPerSecond INTEGER,
spitAvgLatencyUsecs Counter64

spitIndex OBJECT-TYPE

SYNTAX INTEGER

ACCESS read-only

STATUS mandatory

DESCRIPTION "Unique index for storage pool information table entries.”

u={ spitEntry 1}

spitStoragePoolld OBJECT-TYPE

SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Storage pool id."
= { spitEntry 2 }
spitStoragePoolName OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory

DESCRIPTION "Name of the storage pool."
= { spitEntry 3 }

spitTotalCapacity OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total capacity of the storage pool in bytes."
= { spitEntry 4 }

spitUsedCapacity OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Number of bytes used in the storage pool.”
= { spitEntry 5 }

spitlOPerSecond OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Number of 10 operations served per second from this storage pool."
= { spitEntry 6 }

spitAvgLatencyUsecs OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Average 10 latency for this storage pool in microseconds."
= { spitEntry 7 }

-- Container information table

containerInformationTable OBJECT-TYPE
SYNTAX SEQUENCE OF citEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Container information in a table form."
»={nutanix 8 }

citEntry OBJECT-TYPE

SYNTAX citEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Container information table entry."
INDEX { citIndex }

::= { containerInformationTable 1 }
citEntry ::= SEQUENCE {
citindex INTEGER,
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citContainerld  Counter64,
citContainerName DisplayString,
citTotalCapacity ~Counter64,
citUsedCapacity  Counter64,
citlOPerSecond INTEGER,
citAvgLatencyUsecs Counter64
}
citindex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Unique index for container information table entries."
u={citEntry 1}
citContainerld OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Container id."
u={citEntry 2 }
citContainerName OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Name of the container."
u={citEntry 3 }
citTotalCapacity OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Total capacity of the container in bytes."
u={citEntry 4 }
citUsedCapacity OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Number of bytes used in the container.”
u={citEntry 5}
citlOPerSecond OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION "Number of 10 operations served per second from this container.”
u={citEntry 6 }
citAvgLatencyUsecs OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Average 10 latency for this container in microseconds."”
u={citEntry 7 }
-- Abstract alert object.
-- All alert data to be sent in a trap is grouped within this object. This
-- allows alert objects to appear grouped together in certain graphical MIB
-- viewers.
ntxAlert OBJECT IDENTIFIER ::= {nutanix 999}
ntxAlertCreationTime OBJECT-TYPE
SYNTAX Counter64
ACCESS read-only
STATUS mandatory
DESCRIPTION "Alert creation Timestamp in seconds from epoch.”
= {ntxAlert 1}
ntxAlertDisplayMsg OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..1024))
ACCESS read-only
STATUS mandatory
DESCRIPTION "Display message for the sent alert."
= {ntxAlert 2}

ntxTrap NOTIFICATION-TYPE
OBJECTS { ntxAlertCreationTime, ntxAlertDisplayMsg}
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STATUS current
DESCRIPTION "Nutanix enterprise trap"
= { nutanix 991 }

END
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8.3 Appendix C: Nutanix EULA

EARLY ACCESS SOFTWARE LICENSE AGREEMENT

This is a legal agreement concerning the Configuring Nagios for Nutanix Cluster software (the
“Product”) between you, as either an individual or a single business entity and Nutanix, Inc.
(“Nutanix™). This agreement supersedes and replaces any prior proposal, representation, or
understanding you may have had with Nutanix relating to the Product.

PLEASE READ CAREFULLY THE TERMS OF THIS EARLY ACCESS SOFTWARE LICENSE
AGREEMENT ("AGREEMENT"). BY INDICATING “YES”, (1) YOU ACKNOWLEDGE THAT YOU HAVE
READ, UNDERSTAND, AND AGREE TO BE BOUND BY THIS AGREEMENT AND (2) YOU
REPRESENT THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS AGREEMENT, PERSONALLY
OR ON BEHALF OF THE COMPANY YOU REPRESENT (“YOU” OR “COMPANY”). IF YOU DO NOT
AGREE TO ALL TERMS AND CONDITIONS OF THIS AGREEMENT, OR IF YOU DO NOT HAVE SUCH
AUTHORITY, YOU SHOULD INDICATED “NO” TO DISCONTINUE THE INSTALLATION OF THE
PRODUCT.

1. LICENSE GRANT The terms and conditions in this Agreement shall apply to the Products
provided to You by Nutanix for testing. Subject to the terms and conditions of this Agreement,
Nutanix hereby grants You a non-exclusive and non-transferable license, without right to
sublicense, to use the Product for internal testing purposes only for a period of two (2) months
from the Product installation date (the “Term”). To exercise Your rights under this Agreement,
You may use a contractor bound by a confidentiality agreement with terms at least as restrictive
as the confidentiality terms in this Agreement, except that you may not share the Product under
any circumstances with any contractor who, in Nutanix’s sole determination, is employed by a
Nutanix competitor; You may not use the Product to operate your business, develop other
hardware or software for ongoing use, or provide service to others; You may not sell or transfer
to another any interest whatsoever in the Product; You may not make copies of any software or
any hard-copy documentation except those copies that are necessary for use in the testing
process.

The rights granted to You in this Agreement are subject to the following restrictions: (a) You
shall not license, sell, rent, lease, transfer, assign, distribute, host, outsource, disclose or
otherwise commercially exploit the Product or make the Product available to any third party
other than an authorized User; (b) You shall not modify, make derivative works of, disassemble,
reverse compile or reverse engineer any part of the Product; (c) redistribute, encumber, sell,
rent, lease, sublicense, use the Products in a timesharing or service bureau arrangement, or
otherwise transfer rights to the Product; (d) copy the Product (except for an archival copy
which must be stored on media other than a computer hard drive and which must be returned
to Nutanix at the expiration of this Agreement) or its documentation; (e) remove or alter any
trademark, logo, copyright or other proprietary notices, legends, symbols or labels in or on the
Product; (f) modify any header files or class libraries in the Product; (g) publish any results of
benchmark tests run on the Product or disclose Product features, errors or bugs to a third party
without Nutanix’s prior written consent; or (h) use the Product for any purpose other than
internal testing purposes. Any future release, update, or other addition to functionality of the
Product shall be subject to the terms of this Agreement, unless Nutanix expressly states
otherwise. Neither Nutanix nor any of its suppliers is obligated to provide any services, updates
or upgrades to the Product. You shall preserve all copyright and other proprietary rights
notices in the Product and all copies thereof. You shall not (i) modify any header files or class
libraries in the Product; (ii) publish any results of benchmark tests run on the Product or disclose
Product features, errors or bugs to a third party without Nutanix’s prior written consent; (iii) or
use the Product in any manner after the date of first commercial availability for that particular
Product.

2. SUPPORT AND FEEDBACK You are not entitled to Nutanix support as outlined in any support
contract with respect to the Product. Support will be provided by Nutanix on a reasonable effort
basis. You shall promptly provide to Nutanix: suggestions, comments and feedback regarding
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the Product, including but not limited to performance, usability, bug reports, test results, data and
analytics, and testing results with respect to the evaluation and testing of the Product
(collectively, “Feedback™”). You hereby grant to Nutanix, under all of Your intellectual property
and proprietary rights, the following worldwide, non-exclusive, perpetual, irrevocable, royalty-
free, fully paid-up rights: (i) to make, use, copy, modify, and create derivative works of, the
Feedback as part of any Nutanix hardware, software, service, or documentation, (ii) to publicly
perform or display, import, broadcast, transmit, distribute, license, offer to sell, and sell, rent, lease
or lend copies of the Feedback (and derivative works thereof) as part of any Nutanix hardware,
software, service, or documentation, (iii) to sublicense to third parties the foregoing rights,
including the right to sublicense to further third parties.

3. TERM AND TERMINATION The license granted under this Agreement commences with the date
the Product is installed. The license grant for any particular Product shall terminate upon the end
of the Term. The license will automatically terminate if You fail to comply with the limitations
described in this Agreement. Nutanix may terminate this Agreement by written notice to You at
any time at its discretion. Upon termination or expiration of this Agreement, You must return to
Nutanix, software and documentation Nutanix provided to You. No copies of any software
provided by Nutanix may be retained by You and all such copies shall be either returned or erased.
If erased, You will promptly certify in writing that such erasure has occurred and that no copies
of the software have been retained in any form by You.

4. PROPRIETARY RIGHTS Legal title, ownership rights, and intellectual property rights in the
Product shall remain in Nutanix and/or its suppliers. You acknowledge such ownership and
intellectual property rights and will not take any action to jeopardize, limit or interfere in any
manner with Nutanix’s or its supplier’s ownership of or rights with respect to the Product.

5. RESTRICTIONS Except as otherwise expressly permitted in this Agreement, and in addition to
any other restrictions herein, You may not (i) modify or create any derivative works of the
Product, including translation or localization; (ii) decompile, unbundle, disassemble or reverse
engineer the Product, or attempt to derive the source code for the Product (except to the extent
applicable laws specifically prohibit such restriction); (iii) redistribute, encumber, sell, rent, lease,
sublicense, use the Products in a timesharing or service bureau arrangement, or otherwise transfer
rights to the Product; (iv) copy the Product (except for an archival copy which must be stored on
media other than a computer hard drive and which must be returned to Nutanix at the expiration
of this Agreement) or its documentation; (v) remove or alter any trademark, logo, copyright or
other proprietary notices, legends, symbols or labels in or on the Product; (vi) modify any header
files or class libraries in the Product; (vii) publish any results of benchmark tests run on the Product
or disclose Product features, errors or bugs to a third party without Nutanix’s prior written
consent; (viii) use the Product for any purpose other than internal testing purposes; or (ix) use
the Product in any manner after the date of first commercial availability for that particular
Product.

6. CONFIDENTIALITY “Confidential Information” means all information disclosed by one party to
the other party (a) in tangible form and which is marked or otherwise designated as “Confidential”
or “Proprietary”; (b) disclosed orally, and summarized promptly in writing and delivered to the
other party; or (c) which by the nature of the information and the circumstances of the disclosure
the receiving party should reasonably infer to be confidential or proprietary. “Confidential
Information” does not include information which: (a) is or becomes generally known through no
fault of the receiving party; (b) is known to the receiving party at the time of disclosure, as
evidenced by its records; (c) is hereafter furnished to the receiving party by a third party as a
matter of right and without restriction on disclosure; (d) is independently developed by the
receiving party without any breach of this Agreement; (e) is in response to a valid order of a court
or other governmental body or is otherwise required by law to be disclosed, provided the
responding party gives sufficient notice to the other party to enable it to take protective
measures; or, (f) is otherwise necessary to establish rights or enforce obligations under this
Agreement, but only to the extent that any such disclosure is necessary. You acknowledge that
the Product, its existence, its features, its capacities, its capabilities, its thresholds, its limitations,
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and mode of operation, any related materials provided by Nutanix, including this Agreement, the
beta test results compiled by You, and other technical, business, product, marketing, plans, and
data relating to the Product and Nutanix are Confidential Information of Nutanix. You agree (i)
to hold the Confidential Information in strict confidence, (ii) not to disclose any Confidential
Information to any third parties, and (iii) not to use any Confidential Information for any purpose
except the purposes of this Agreement. You may disclose Confidential Information to employees
who have a need to know such Confidential Information, and then only to the extent necessary to
carry out testing under this Agreement. You will have executed or shall execute appropriate
written agreements with your employees to enable You to comply with the provisions of this
Agreement.

7. ROADMAP Nutanix may disclose information related to its development and plans for future
products, features or enhancements (“Roadmap”). Roadmap information is subject to change at
any time, without notice. Nutanix provides no assurances, and assumes no responsibility, that
future products, features or enhancements will be introduced. You acknowledge that: a)
purchasing decisions are not being made based upon reliance of timeframes or specifics outlined
in the Roadmap, and b) purchasing decisions would not be affected if Nutanix delays or never
introduces the future products, features or enhancements. Nutanix reserves the right at any time
not to release a commercial version of the Product or, if released, to alter prices, features, licensing
terms, or other characteristics of the commercial release.

8. DISCLAIMER OF WARRANTY THE PRODUCT IS PROVIDED TO YOU FREE OF CHARGE, AND
ON AN "AS-IS" BASIS. NUTANIX PROVIDES NO TECHNICAL SUPPORT, WARRANTIES OR
REMEDIES FOR THE PRODUCT. NUTANIX AND ITS SUPPLIERS DISCLAIM ALL EXPRESS,
IMPLIED OR STATUTORY WARRANTIES RELATING TO THE PRODUCT, INCLUDING BUT NOT
LIMITED TO, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-
INFRINGEMENT. NUTANIX DOES NOT WARRANT THAT USE OF THE PRODUCT WILL BE
UNINTERRUPTED OR ERROR-FREE, THAT DEFECTS WILL BE CORRECTED, OR THAT THE
PRODUCT IS FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. IF APPLICABLE LAW
REQUIRES ANY WARRANTIES WITH RESPECT TO THE PRODUCT, ALL SUCH WARRANTIES
ARE LIMITED IN DURATION TO NINETY (90) DAYS FROM THE DATE OF PRODUCT
INSTALLATION.

THE PRODUCT LICENSED HEREUNDER MAY CONTAIN DEFECTS AND A PRIMARY PURPOSE
OF THIS TESTING LICENSE IS TO OBTAIN FEEDBACK ON SOFTWARE PERFORMANCE AND
THE IDENTIFICATION OF DEFECTS. YOU IS ADVISED TO SAFEGUARD IMPORTANT DATA, TO
USE CAUTION AND NOT TO RELY IN ANY WAY ON THE CORRECT FUNCTIONING OR
PERFORMANCE OF THE PRODUCT AND/OR ACCOMPANYING MATERIALS.

9. LIMITATION OF LIABILITY TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN
NO EVENT WILL NUTANIX OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PRODUCT, INCLUDING WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, LOSS
OF PROFITS, WORK STOPPAGE, DATA LOSS OR DATA CORRUPTION, COMPUTER FAILURE OR
MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF
ADVISED OF THE POSSIBILITY THEREOF, AND REGARDLESS OF THE LEGAL OR EQUITABLE
THEORY (CONTRACT, TORT OR OTHERWISE) UPON WHICH THE CLAIM IS BASED. TO THE
MAXIMUM EXTENT PERMITTED BY LAW, NUTANIX'S AGGREGATE CUMULATIVE LIABILITY
HEREUNDER SHALL NOT EXCEED THE GREATER OF ONE THOUSAND DOLLARS ($1,000.00).
NUTANIX IS NOT RESPONSIBLE FOR ANY LIABILITY ARISING OUT OF ANY DATA OR CONTENT
PROVIDED BY YOU OR A THIRD PARTY.

10. EXPORT CONTROL You understand that the Product may be subject to export control laws and
regulations. YOU MAY NOT DOWNLOAD OR OTHERWISE EXPORT OR RE-EXPORT
PRODUCT(S) OR ANY UNDERLYING INFORMATION OR TECHNOLOGY, EVEN IF TO DO SO
WOULD BE ALLOWED UNDER THIS AGREEMENT, EXCEPT IN STRICT COMPLIANCE WITH ALL
UNITED STATES AND OTHER APPLICABLE LAWS AND REGULATIONS. Without limiting the
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foregoing, Product(s) may not be shipped, downloaded or otherwise exported or re-exported (i)
into, or to a national or resident of any country to which the U.S. has embargoed goods; or (ii) to
anyone on the U.S. Treasury Department’s list of Specially Designated Nationals, Specially
Designated Terrorists, or Specially Designated Narcotic Traffickers, or otherwise on the U. S.
Commerce Department’s Table of Denial Orders.

1. U.S. GOVERNMENT END USERS The Product is a “commercial item,” as that term is defined in
48 C. F. R. 2101 (Oct. 1995), consisting of “commercial computer software,” “commercial
computer hardware” and “commercial computer software documentation” as such terms are used
in 48 C. F. R. 12.212 (Sept. 1995). Consistent with 48 C. F. R. 12.212 and 48 C. F. R. 227.7202-1
through 227.7202-4 (June 1995), all U. S. Government End Users acquire the Product with only
those rights set forth in this Agreement.

12. MISCELLANEOUS Neither the rights nor the obligations arising under this Agreement are
assignable by You, and any such attempted assignment or transfer shall be void and without
effect. This Agreement shall be governed by and construed in accordance with the laws of the
State of California and the United States without regard to the conflict of laws provisions therein
that would require application of the laws of another jurisdiction. Any action under or relating to
this Agreement shall be brought solely in the state and federal courts located in California, with
sole venue in the courts located in Santa Clara County and each party hereby submits to the
personal jurisdiction of such courts, except that Nutanix may seek relief in any court of competent
jurisdiction to protect or enforce its intellectual property and proprietary rights. The United
Nations Convention on Contracts for the International Sale of Goods shall not apply to this
Agreement. In the event that any provision of this Agreement is found to be contrary to law, then
such provision shall be construed as nearly as possible to reflect the intention of the parties, with
the other provisions remaining in full force and effect. Any notice to You may be provided by
email. This Agreement constitutes the entire agreement between the parties pertaining to the
subject matter hereof, and any and all written or oral agreements previously existing between the
parties are expressly canceled. Except as otherwise expressly provided in this Agreement, any
modifications of this Agreement must be in writing and agreed to by both parties.
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