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NIST safety video will be shown

• In an emergency, please exit auditorium and if safe, turn left and head 
out exit doors to the right past where you picked up badges (or follow 
exit signs)

• Once outside, NIST staff will lead you to assembly points in the 
parking lots 

• If alarm sounds, loudspeaker instructions will follow with additional 
information (shelter in place, etc.)
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Welcome from Dr. David Wollman
Deputy Director, Smart Grid and Cyber Physical Systems Program Office

Engineering Laboratory

National Institute of Standards and Technology

6



Partner Introduction and 
Comments
 National Institute of Standards and Technology (NIST)

 American National Standards Institute (ANSI)

 European Telecommunications Standards Institute (ETSI)

 Ministry of Science ICT and Future Planning (MSIP)

 FIWARE

 U.S. Green Building Council (USGBC)

 Italian National Agency for New Technologies, Energy and Sustainable Economic Development 
(ENEA)
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ETSI involvement in I-ES City Project
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© ETSI 2016. All rights reserved

ETSI and NIST have signed a partnership agreement (early 2016) to explore 
opportunities for cooperation in the domains of Smart Cities and IoT (Internet 
of Things)

ETSI's technical groups such as TC SmartM2M and the global standards 
initiative oneM2M (in which ETSI is a founding partner) are working on IoT 
service platform specifications that are intended to be applied to Smart City 
scenarios

In addition ETSI is active in numerous EU initiatives such as AIOTI (Alliance for 
Internet of Things Innovation) and the Horizon 2020 ESPRESSO Project, which 
is examining a conceptual Smart City Information Framework based on open 
standards 

ETSI hopes that through this collaboration with NIST and other partners we 
may encourage global cooperation and knowledge sharing as well as the 
development of global technical specifications and recommendations to help 
accelerate the numerous Smart City deployments around the globe. 
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Thursday, March 24, 2016
7:30 am Registration

8:00 am OPENING PLENARY SESSION GREEN Auditorium

Welcome, Safety and Logistics (Marty Burns)

Introduction by NIST (Chris Greer, Director Smart Grid and Cyber-
Physical Systems Program Office, NIST)

Partner Introductions and Comments

 National Institute of Standards and Technology (NIST)

 American National Standards Institute (ANSI)

 European Telecommunications Standards Institute (ETSI)

 Ministry of Science ICT and Future Planning (MSIP)

 FIWARE

 U.S. Green Building Council (USGBC)

 Italian National Agency for New Technologies, Energy and 
Sustainable Economic Development (ENEA)

8:15 am IES-City Framework Overview (Marty Burns, NIST)

9:15 am Networking Break

TECHNICAL PRESENTATIONS* 

*These are 45 minute technical presentations with 15 minute Q&A of 
some of the prominent architectures, frameworks, and technologies 
being deployed worldwide in smart cities.

9:30 am 1  Michal Koenig, Qualcomm

10:30 am 2  Dan Hoffman, Montgomery County Maryland, USA

11:30 am 3  David Jenkins, IBM

12:30 pm Networking Lunch NIST Cafeteria

TECHNICAL PRESENTATIONS (Continued)

1:30 pm 4  James Aloisi (Remote) – City Protocol
2:30 pm 5  Shi-Wan Lin (Remote) – Industrial Internet Consortium

3:30 pm 6  Ramesh Peri, Intel

4:30 pm 7  Stephano de Panfilis, Engineering – Open and Agile Smart Cities

5:30 pm DAY 1 CLOSING AND DAY 2 PREVIEW (MARTY BURNS, NIST)

6:00 pm Adjourn Day 1

Friday, March 25, 2016
8:00 am Early Arrival Networking

9:00 am OPENING PLENARY SESSION Auditorium

Overview of First Day and Review Plan for Day

9:30 am Move to breakout sessions

9:45 am CONCURRENT BREAKOUT SESSIONS *

1. Application Framework Subgroup (Vatsal Bhat, USGBC)

2. Consensus PPI Subgroup (Eric Simmon, NIST)

3. Deployed PPI Subgroup (Dan Hoffman, Montgomery Cty MD)

*The breakouts are one of the most important aspects of the 
Workshop and all are encouraged to join in.

Each working group will establish itself through these breakouts which 
will have the following general structure:

 [~10 minutes] Introduction

 [~20 minutes] Technical overview of working group charter

 [~90 minutes] Discussion/refinement of charter

 [~20 minutes] Planning for working group meetings and flow

 [~10 minutes] Summarize

12:15 pm Move to auditorium

12:30 pm CLOSING PLENARY SESSION Auditorium

Breakout Group Reports

Workshop Wrap-up and Next Steps

1:00 pm Workshop Adjourns



IES-City Framework Overview
Dr. Martin Burns
Electronic Engineer

Smart Grid and Cyber Physical Systems Program

Engineering Laboratory

National Institute of Standards and Technology
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Overview

• The Challenge

• IES-City Framework Goals

• Twin Kickoff Workshops & Working Plans

• Pivotal Points of Interoperability

• NIST Public Working Group CPS Framework

• Working Groups

• Let’s go!
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IoT-Enabled Smart City Framework

• Smart City technologies are being developed and 
deployed at a rapid pace. 

• Many previous smart city deployments are custom 
solutions. 

• A number of architectural design efforts are underway 
worldwide but have not yet converged. 

• NIST and its partners are convening a public working 
group to distill a common set of architectural features 
from these architectural efforts and city stakeholders.
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Goal: A reference framework for the development of 

architectures for incremental and composable Smart Cities



The Challenge - Divergent CPS/IoT Technology Landscape
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The Challenge - Divergent CPS Standards Landscape
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Having all these different standards efforts practically ensures one thing: There’s no way all of these 

devices will actually be able to all talk to each other until all this gets settled with either victory or a truce.

Ina Fried, re/code, July 2014



Graphic from: http://www.tvitaliaweb.tv/il-videoregistratore-compie-40-anni/

Let the market decide!
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Glass Half  Full

• There are Pivotal Points of 
Interoperability that can be 
identified

• Identifying them will speed their 
understanding and reduce the 
distance to interoperability

• Help the market decide
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IES-City Framework Goals

• Facilitate convergence and encourage harmonization among the many 
standards and consortia

• Produce a useful result in a short time certain
• Minimum complexity
• Actionable
• Reduce barriers to interoperability/integration 

• Not pick winners and losers
• Attract collaborators from the key architecture and standards efforts so 

that they can bring results to their efforts
• The group will be open and free for participation by anyone, anywhere in 

the world and documents produced by the group will be available to 
anyone and at no-cost at the group web site

17



Twin Kickoff  Workshops
March 24-25, 2016 NIST Campus, Gaithersburg MD

The kick-off workshop for the initiative will take place at NIST’s Gaithersburg, Maryland campus, on March 24-25, 2016, in 
conjunction with the NIST Global City Teams Challenge (GCTC) Tech Jam. The initiative expects to draw on the expertise of GCTC 
project teams that collaborate on city scale applications, and on the Draft Framework for Cyber-Physical Systems (CPS), produced by 
the NIST CPS public working group, which provides a science and engineering foundation for the Internet of Things (IoT).

Venue:

Agenda: download

Registration: link

Location: NIST, 100 Bureau Drive, Gaithersburg, Maryland 20899

April 14-15, 2016 ENEA, Rome Italy
A second workshop will be held April 14-15, 2016 in Rome, Italy, hosted by ENEA. Both workshops will have similar formats with in-
depth presentations from experts engaged in activities in the different geographic regions. Interim results will be considered at 
subsequent workshops in summer 2016. The hope is to produce an initial draft document by September and to finalize it by June of
next year.

Venue:

ENEA (Rome Headquarters) Lungotevere Thaon di Revel, 76 - 00196 Rome - Tel. +39-06-36271 - Fax +39-06-36272591/2777

Agenda: tbd

Registration: link

Location: ENEA Headquarters, Rome Italy
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http://www.nist.gov/cps/gctc-tech-jam-and-iot-enabled-smart-city-framework-workshop.cfm
http://www.nist.gov/cps/upload/Workshop-March-24-25-Public-Agendas.pdf
https://appam.certain.com/profile/form/index.cfm?PKformID=0x297171fdf
http://nist.gov/public_affairs/visitor/index.cfm
http://www.cross-tec.enea.it/tecnopolo/?q=14
http://www.enea.it/en/where-we-are/rome-headquarters/more-information


Working Plans

• Mar/Apr Workshops -- mutual awareness and kickoff working groups –
each working group

• develops parallel documents
• interacts by cross membership and identified liaison
• at monthly webinars get presentation from other groups

• June/July Workshop or Webinar -- presentations of parallel interim results
• compose/iterate composite solution
• groups interact more formally

• Fall 2016 – composite draft
• review process and mature draft

• June 2017 final draft
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Pivotal Points of  Interoperability - PPI

20

If you standardize everything, you freeze out 

innovation. If you standardize nothing, you get 

non-interoperable clusters that can’t be easily 

integrated. The principle of Pivotal Points of 

Interoperability is to find consensus standardized 

interfaces that deal with composition of CPS 

without constraining innovation.



Pivotal Points of  Interoperability (PPI)
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How to Discover Consensus
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Union of 
Applications

Architecture/
Framework B

Architecture/
Framework A

Architecture/
Framework C

Common Pivotal 
Points of 

Interoperability

Possible 
Extension 

Points

Process:
1) Transform architectures to CPS 

Framework normal form
2) Transform deployments to CPS 

Framework normal form
3) Compare results of 1) and 2)
4) Broaden consensus of intersections
5) Document Smart Cities Framework



Key Goals of  the Framework
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Facets

A
sp
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ts

Conceptualization Realization Assurance

Functional

Business

Human

Trustworthiness

Timing

Data

Boundaries

Composition

Lifecycle

Activities

Artifacts 

(properties)

Use Case, 

Requirements, …

Model of a CPS

Design / 

Produce / Test / 

Operate

CPS

Argumentation

, 

Claims, 

Evidence

CPS Assurance

Manufacturing

Transportation

Energy

Healthcare

. . . Domain

Domains

Establish a common nomenclature and structure for understanding and 

developing CPS and CPS architectures similar to the role that the ISO 

7 Layer Model has provided for communications
CPS Framework



Aspects – Groupings of  Concerns
Aspects are high-level groupings or categories of  concerns. Concerns represent 
interests in a system and may be viewed as  relevant by one or more stakeholders

Functional
Concerns about function including sensing, actuation, control, communications, 
physicality, etc.

Business Concerns about enterprise, time to market, environment, regulation, cost, etc.
Human Concerns about human interaction with and as part of a CPS.

Trustworthiness
Concerns about trustworthiness of CPS including cybersecurity, privacy, safety, 
reliability, and resilience.

Timing
Concerns about time and frequency in CPS, including the generation and transport of 
time and frequency signals, timestamping, managing latency, timing composability, 
etc.

Data Concerns about data interoperability including fusion, metadata, type, identity, etc.

Boundaries
Concerns related to demarcations of topological, functional, organizational, or other 
forms of interactions.

Composition

Concerns related to the ability to compute selected properties of a component 
assembly from the properties of its components. Compositionality requires 
components that are composable: they do not change their properties in an 
assembly. Timing composability is particularly difficult.

Lifecycle Concerns about the lifecycle of CPS including its components.
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Analysis Worksheet

Aspect Concern Description
IIRA detailed 
mapping

IOTA detailed 
mapping 

PPI

Functional
This row marks the beginning of the functional aspect section and 
represents all concerns of the aspect 6 D1.5-3.5, D1.5-4.2.2

Functional actuation
Concerns related to the ability of the CPS to effect change in the physical 
world. 6.2:590, 6.2:610 D1.5-3.3.2, D1.5-3.3.3

Functional communication
Concerns related to the exchange of information between the CPS and 
other entities.

6.2:595, 6.3:670, 6.5:750, 
9.2:375, 12.0:825, 
12.1:830, 12.2:860, 
12.3:910, 12.5:1045

D1.5-3.3.2, D1.5-3.3.3, 
D1.5-3.5.2.4, D1.5-3.6, 
D1.5-4.2.2.6, D1.5-4.2.3 IPV6 for all node end points

Functional controllability

Ability of a CPS to control a property of a physical thing. There are many 
challenges to implementing control systems with CPS including the non-
determinism of cyber systems, the uncertainty of location, time and 
observations or actions, their reliability and security, and complexity. 
Concerns related to the ability to monitor and, if necessary, modify a CPS 
or its function.

6.1:530, 6.2:575, 6.2:615, 
6.2:590, 6.2:640, 6.3:670, 
6.3:685, 6.2:610, 8.0:100, 
9.3:445, 15.0:1355, 
15.1:1355, 15.2:1380, 
15.3:1455 D1.5-3.5.2.5, D1.5-4.2.2.8

Functional functionality Concerns related to the function that a CPS provides. 6.5:750, 6.6:765

Functional measurability Concerns related to the ability to measure the characteristics of the CPS. 6.3:670, 6.3:675, 6.3:680, 
6.3:685 D1.5-3.5.2.5, D1.5-4.2.2.8

… … …
… …
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IES-City Framework Working Groups

• Each group to produce a complementary part of the deliverable

• Work separately until summer

• Work on unified document until fall

• Form the working group here on Friday, and in Rome on April 15th

• Establish meeting schedule – NIST is providing individual GoToMeeting
hosting and email list for each group

• Determine work plan – perhaps bi-weekly meetings

• Establish milestones and deliverables – analyses and drafts
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Public Working Groups
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Working 
Group, 

Webinars and 
Analysis

Learning by 
Doing

• Review exemplar smart-
city applications

• Summarize scope

• Explore structure of sub-
domains

• Identify metrics for 
evaluation

Application Framework

Studying 
Deployments

Working 
Group, 

Webinars and 
Analysis

• Discover PPIs from 
existing Deployments

• Super Action Clusters e.g. 
GCTC

• Identify opportunities to 
develop more PPIs 

Deployed PPI

IoT-Enabled 
Smart City 
Framework

Model 

Specifications

Analysis from 

Deployment

Simplified 

Framework

Review 

Specifications

Participants: City leaders (includes CTOs, CIOs, Innovation Officers), Experts, Companies, Technical Stakeholders, Researchers …

Studying 
Technical 

Architectures

Working 
Group, 

Webinars and 
Analysis

• Device descriptions

• Document overlaps, 
gaps, and commonalities

• Identify PPIs

• Find consensus on 
harmonized interfaces

Consensus PPIs

Approaches

Mechanisms

Results



Subgroup Detail: Application Framework
Core Team Committee Chairs 

– Vatsal Bhat, Angelo Frascella

• The purpose of Application Framework is to explore a summary scope of 
smart city applications. Much of the content of this activity can be 
determined from various applications, structures, and, deployment 
initiatives happening around the globe. The result may be a simple diagram 
with a list of references. This will provide stakeholders an available 
cornucopia of applications that satisfy needs in their cities and 
municipalities.

• Also in support of this effort, the collection/documentation of models of 
smart city applications metrics will help stakeholders evaluate their 
purchases and offerings.

• Critically this subgroup provides user community feedback & interactions 
for the other two subgroups.
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Service Delivery
Basic Access to Services

24x7 Services

Advanced Services

ICT Matured Services
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Centric

Core Strengths

- Better technology/innovation

- Superior management

- Efficient governance

Digital and 

Communication 

Infrastructure 

Interconnects 
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Service Delivery, 

Governance and 
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Application Frameworks: Performance driven Livable, Competitive, Sustainable, 

Resilient and Smart urban development



What is the aim of  our subgroup?

Application 
Framework

summary 
scope of 

smart city 
applications

Application of a 
metric to the 

collected Smart 
City Applications

Definition 
a metric

Architecture 
documents

simple diagram 
with a list of 
references

Assessment 
models

Assessment 
Tool

Assessed 
application 

list

We are here



Subgroup Detail: Consensus PPI

• The purpose of the Consensus PPI is to analyze:
• Existing exemplary Smart City Architecture and Internet of Things (IoT) descriptions 

including
• Standards, specifications
• Architectures, frameworks, conceptual models
• Platforms, protocols, environments 

• Document their overlapping concerns such as functionality, data, timing, 
trustworthiness, etc…

• Determine the common “properties” (solutions) specified in these overlapping 
concerns such as 

• third party authentication, data encryption, time synchronization, data formats/ontologies

• Document these “PPI” and show the overlaps, gaps, and commonalities of choices 
made by the creators of the reviewed descriptions
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Consensus PPI

• CPSPWG concerns used to 
survey Architectures

• Concerns

• Properties (solutions)

• Evaluate commonalities
• “Pivotal points”

• “Extension points”

• “Gaps”
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Deployed PPI Workgroup

Workgroup Charter

The purpose of the Deployed PPI is to identify and describe existing 
exemplary Smart City technology deployments that cross multiple 
architectures, infrastructures, or domains and expose PPI. These 

deployments need to be “discovered” and analyzed so that they can be 
compared to the growing list of PPI identified in the Consensus PPI 

group. The multiple architectures can be identified from the list the PPI 
group will develop. 



Deployed PPI Workgroup

Workgroup Objective

Through examination of current Global Cities Team Challenge action 
clusters and other documented examples, the workgroup will identify 

4-5 “super cluster” communities with existing multi-domain 
deployments. Once identified we will document critical technical 

elements that allowed them to:

• Integrate multiple domains

• Integrate multiple technologies

• Leverage multiple forms of connectivity

• Ensure security with out sacrificing functionality or access



Deployed PPI Workgroup

Workgroup Deliverable

The workgroup will deliver a series of case studies or vignettes that 
conform to the following outline:

• Background

• Deployment Environment

• Critical architectural components and decisions/rationale

• Replicable components and comparable use cases 

• Conclusions and additional PPIs



When? 
The timeline:
• NIST is convening a public working group from around the globe including:

• Smart city leaders, administrators and planners

• Manufacturers of Internet of Things and other Smart City related components 

• Researchers studying the integration of technologies into smart city designs

• Standards organizations investigating and developing smart city standards

• Industrial and commercial consortia developing IoT specifications and designs

• Governments involved in smart city planning and policy

• Activities will begin in November 2015 with a key kickoff workshop in March 
24..25 2016 (at NIST) and April 14..15 2016 (at ENEA in Rome). A draft result is 
planned to be available late fall, 2016
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How to Get Involved

• Collaboration Web Site (under construction):
• https://pages.nist.gov/smartcitiesarchitecture

• Mail list: 
• to email: smartcitiesarchitecture@nist.gov; 
• to join: smartcitiesarchitecture-request@nist.gov

• Contact Team*:
• Martin Burns, NIST martin.burns [at] nist [dot] gov
• Jim McCabe, ANSI  jmccabe [at] ansi [dot] org
• David Boswarthick, ETSI David.Boswarthick [at] etsi [dot] org>; 
• Juan Jose Hierro Sureda, FIWARE juanjose.hierro [at] telefonica [dot] com>; 
• Jaeho Kim, MSIP jhkim [at] keti [dot] re [dot] kr 
• Vatsal Bhatt, USGBC vbhatt [at] usgbc [dot] org
• Angelo Frascella, ENEA, angelo.frascella [at] enea [dot] it

• * note obfuscated emails to prevent email scavenging
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Questions?
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