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Message to MVPDs: Want to make subscribers hap-
pier and less likely to cut the cord? Then provide 
them with a single log-in password to access the 
services they love -- from linear TV and TV Every-
where streaming services like ESPN and HBO, to 

email, web access and even their customer accounts.

An MVPD can provide subscribers with 
a single log-in for everything by upgrading 
to a single identity management (IDM) 
system. A single, unified IDM system 
centralizes subscribers’ entire identity 
information into one database and allows 
them to access all of their services using 
just one password.

Because this single log-in governs 
everything the subscriber accesses from the 
MVPD, it positions the MVPD as the digital 
hub of the subscriber’s at-home TV, inter-
net and email access. It’s like 
the Good Old Days of cable 
TV, when the set-top box 
was the sole point of access 
to everything consumers 
watched.

Unfortunately, many 
MVPDs are still using legacy 
identity stacks that require 
subscribers to recall and 
use multiple passwords. In 
today’s competitive media 
landscape, forcing sub-

scribers to remember and enter multiple 
passwords is a great way to increase churn.

THE LEGACY STACK CONUNDRUM 
Legacy identity stacks are the multiple 

IDM systems still used by many MVPDs to 
manage their subscribers’ personal data, 
passwords, security questions and financial 
information.

One of these legacy identity systems 
is linked to the MVPD’s internal billing 
system. A second stack handles subscrib-
ers’ log-in access to the internet. A third 
manages email accounts, while a fourth 

manages TV Everywhere 
subscriptions and access to 
services like Apple TV.

It takes a tremendous 
amount of internal infra-
structure and costly IT staff 
to maintain and provision 
all of these legacy identity 
stacks. And every time 
a new content/service 
innovation is launched by 
the MVPD, another identity 
stack has to be set up. 

HOW A SINGLE IDM SYSTEM BEN-
EFITS MVPDS AND SUBSCRIBERS

Moving to a single IDM system – ideally 
based in the cloud for best scalability and 
cost-effectiveness – resolves the many 
hassles associated with multiple legacy 
identity stacks. 

A single IDM system provides a single 
log-in gateway for MVPD subscribers; 
whether via a home network (with multiple 
users/accounts supported in each house-
hold) or their mobile devices. This single 
IDM system works with every device that 
subscribers may be using, including smart 
TVs, tablets, smartphones and whatever 
other viewing appliance may hit the market 
in the future.

Given the trend for linear video, OTT and 
other content to be served from the cloud 
these days, it is logical for a single IDM 
system to be cloud-based as well. “Other-
wise, you’re hitching a high-speed wagon to 
a tired old horse,” said John Kavanagh, VP of 

By James Careless

Cloud ID also provides subscribers 
with self-service options to add new 
content choices, including the latest 
streaming apps and services. 

KEY TAKEAWAYS:
1. Maintaining multiple legacy identity 

systems forces subscribers to use mul-
tiple log-ins, increasing their dissatis-
faction with their MVPD as they try 
to recall and enter multiple passwords 
repeatedly. 

2. A single identity management (IDM) 
system, with its single log-in for 
subscribers to access all MVPD ser-
vices, can transform an MVPD into a 
subscriber’s sole gateway to linear TV, 
OTT and more than 500 apps/services. 

3. A cloud-based single IDM system 
provides MVPDs with the highest 
performing, most flexible and least 
expensive path to customer-pleasing 
single log-in service. 

John Kavanagh  
VP of Product Management, 
Synacor
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Product Management at Synacor. (Synacor’s 
Cloud ID™ integrated IDM system is a cloud-
based system that MVPDs can license on a 
pay-as-you-go basis.)

At the same time, the single log-in sup-
ported by such a system keeps subscribers 
happy. But that’s just the beginning: A 
single IDM system like Synacor’s Cloud 
ID could scale to eventually allow MVPD 
subscribers to manage their entire home 
network from one single access point. 

“Cloud ID can act as the subscriber’s 
front door to content, letting them set up 
individual user sub-accounts for everyone in 
the household, and for the person in charge 
to set individualized access levels for each of 
them as appropriate,” said Kavanagh. “This 
combines single log-in convenience with 
improved network security and parental con-
trol, all of which reflects well on the MVPD 
that is serving subscribers with Cloud ID.”

Cloud ID also provides subscribers with 
self-service options to add new content 
choices, including the latest streaming apps 
and services. In many instances, easily ac-
cessible self-service portal access can help 
subscribers simply resolve issues without 
calling the MPVD’s support line. This saves 
the MVPD money, while providing better 
customer service to the subscriber.

CONSIDERATIONS DRIVING 
IDM SYSTEM CONSOLIDATION

So far, this white paper has reviewed the 
general reasons why moving to a single 
IDM system makes sense for MVPDs. Now 
it is time to summarize these reasons into 
specific considerations.

KEEPING SUBSCRIBERS HAPPY
• MVPD subscribers prefer a single 

log-in for all services. They don’t 
want to be constantly entering pass-
words for different MVPD services.

• Frustrated subscribers have the 
option of going elsewhere. To 
reduce an MVPD’s churn rate, these 
subscribers must be kept happy. 

• “Having only one credential set to 
remember, rather than a number of 
different usernames, makes it easier 
for subscribers to access whatev-
er your MVPD has to offer,” said 
Kavanagh. “Using Synacor’s Forever 
Login™ feature, they won’t be asked 
to re-enter a password every few 
months to access MVPD services. 
Once is usually enough.” 

IMPROVING MVPD OPERATIONS 
WHILE CUTTING COSTS

• A single modern IDM system 
encompassing all subscriber online 
access is simpler to operate and 
maintain than an assortment of 
legacy identity stacks. 

• A single identity database is easier 
to protect from hackers and content 
fraudsters, because there is only a 
single point of log-in access to secure. 

• Utilizing an IDM platform-as-a-
service requires fewer people than 
running a legacy identity system 
on-premises

• A single IDM system doesn’t have 
the information-sharing integrity 
issues experienced when trying 
to synchronize data across many 
legacy stacks. 

• Cloud-based IDM systems are easy 
to scale up as the database grows, 
and cost less to operate than an on-
site, MVPD-run system.

• Legacy identity stacks are typically 
old and running to the end of their 
support cycles. Modern single IDM 
systems – especially cloud-based 
models like Synacor’s Cloud ID – 
are new and up-to-date.

CONSOLIDATION OPTIONS
The benefits in consolidating multiple 

legacy identity stacks into a single IDM 
system are clear. But before committing 
to this change, an MVPD should ask itself 
a very important question: How is this 
consolidation to be done? In-house or via a 
third-party vendor?

Mindful that each MVPD has its own 
way of doing things, Synacor offers both 
options to new Cloud ID customers.

“For those clients who prefer to do 
things themselves, we offer a complete set 
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of software tools and support to let them 
set up their IDM system on Cloud ID,” said 
Kavanagh. “For those who don’t, Synacor 
offers a team of experts to do the transition 
for them – plus professional service Tiger 
Teams to tackle problems after the transi-
tion is done.”

TURNING IDENTITY MANAGEMENT 
INTO A BUSINESS OPPORTUNITY

Consolidating an MVPD’s legacy identity 
stacks into a single IDM system is a great 
business opportunity. It allows MVPDs 
to streamline their IDM processes in a 
way that improves customer service while 
saving money and reducing errors.

Most importantly, moving to a single 
IDM system transforms identity manage-
ment from a legacy headache into a cus-
tomer-pleasing, sales-boosting opportunity. 

Subscribers who only have to use one log-in 
for everything will be much more likely 
to stick with an MVPD than customers 
who have to remember and enter multiple 
passwords repeatedly. 

Add a product like Cloud ID’s ability to 
act as the home’s digital hub, and this single 
log-in system can enable an MVPD’s status 
as a subscriber’s primary content gateway 
to paid content –even as new services (and 
sales opportunities) become available. 

“Moving to a single IDM system is a 
great business opportunity for MVPDs; to 
take advantage of the scale of a platform al-
ready serving millions of subscribers - both 
today and for the future,” said Kavanagh. 
“In an uncertain media landscape, offering 
subscribers a single log-in for everything is 
as close to a ‘sure thing’ as you can get.” n

ADDITIONAL RESOURCES

SYNACOR CLOUD ID
The main web link to Synacor’s Cloud 
ID, explaining its many identity man-
agement features. 
https://www.synacor.com/products/
cloud-id/default.aspx

HBO GO ADOPTS CLOUD ID
A Multichannel News article on HBO 
GO choosing Synacor’s Cloud ID as 
their identity management platform. 
https://www.multichannel.com/news/
synacor-nets-hbo-go-authentica-
tion-deal-406888

A DEVICE-CENTRIC APPROACH 
TO PASSWORDS
Synacor’s John Kavanagh looks at com-
batting password-sharing, by tying con-
tent access to specific devices registered 
by subscribers with their MVPDs. 
https://www.multichannel.com/blog/
one-answer-password-abuse-getting-de-
vices-involved

SYNACOR’S CUSTOMERS
The MVPDs that use Synacor products 
include Charter, Midcontinent Commu-
nications, plus vMVPDs such as Sling, 
Playstation Vue and YouTube TV. 
https://www.synacor.com/customers/

SYNACOR’S CLOUD ID: THE ALL-IN-ONE SOLUTION 
TO IDENTITY MANAGEMENT

Synacor’s Cloud ID™ is a single identity management system (IDM) that resides in 
the cloud. It allows MVPDs and other users to consolidate all subscriber data access 
through a single secure platform. Cloud ID also allows these subscribers to access all 
MVPD services – billing, email, Wi-Fi access and video content– from a single, conve-
nient log-in gateway.

Cloud ID is a white label IDM system, which means MVPDs can custom-brand it to 
promote their company and use this branded portal as their point of contact with sub-
scribers. Cloud ID can serve both direct-to-consumer and through-MVPD streaming 
websites using the same single cloud-based platform.

Cloud ID already has established connections to more than 500 websites and appli-
cations, including pay-TV channels, individual content providers and email services. 
Cloud ID supports mobile single sign-on (SSO) on Android device and on iPhone, 
iPad, iPod touch and powers Apple TV with Apple SSO.

On the security side, Cloud ID provides complete access control, ID usage auditing 
and fraud prevention, and thwarts malicious attacks. Synacor works with a range of au-
thentication technology from SAML to OAuth and Open ID Connect. It has supported 
secure identity management for the past decade.

James Careless is a contributor to AV Technol-
ogy, Multichannel News, and TV Technology 
magazines. He has covered the evolving content 
distribution industry since the advent of fiber 
optic cable, MPEG- and HDTV and remembers 
when the analog Sony Betacam camcorder was a 
big thing.
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