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1. How do agriculture and food fit within US National Security? 

In July 2002, the Bush Administration identified food and agriculture as a “critical 
infrastructure” for the security of the Nation. Critical infrastructures are the physical and 
cyber-based systems essential to the economy and to government operations.  In December 
2003, the Administration issued a framework for protecting all of the Nation’s critical 
infrastructure, Homeland Security Presidential Directive (HSPD)-7. Then, in February 2004, 
the Administration issued HSPD-9, which establishes a national policy specifically for 
defending our agriculture and food systems against terrorist attacks, major disasters, and 
other emergencies.  For a depiction of these HSPDs and related activities, please see the 
attached diagram. 

 
2. How are government and private industry officials collaborating on agriculture security 

and food defense programs?  
To accomplish the activities necessary to protect our agricultural and food systems, Federal, 
State, Tribal, and local governments must collaborate with private industry.  Because our 
agriculture and food systems are numerous, complex, and diverse, a mechanism was needed 
to help the government and industry representatives collaborate. 
 
In March 2004, the U.S. Department of Agriculture (USDA), Food and Drug Administration 
(FDA) and Department of Homeland Security (DHS) invited the private sector to join the 
government in creating two bodies, one for government officials, and one for private industry 
that could work together on security initiatives.  
 
The “industry” sector coordinating council (SCC) is comprised of private companies and 
industry associations representing key components of the food system. The SCC has 7 
subcouncils spanning the farm-to-table continuum – agricultural inputs, animal producers, 
plant or crop producers, food processors, retail operations, warehouses, and import/export 
establishments. 
 
The “government” coordinating council (GCC) is comprised of Federal, State, Tribal and 
local governments responsible for a variety of activities including agricultural, food, 
veterinary, public health, laboratory, and law enforcement programs. 
 
In simple terms, the SCC and the GCC are the “liaisons” that will provide input and work 
with DHS, USDA, FDA and other federal agencies as they plan, coordinate, and implement 
homeland security policies and programs for the food and agriculture sector.  

 
3. What is the National Infrastructure Protection Plan? 

Homeland Security Presidential Directive 7 (HSPD-7) directed the Department of Homeland 
Security (DHS) to develop a National Infrastructure Protection Plan (NIPP).  The NIPP 
provides the framework for integrating the protection of critical infrastructure and key 
resources (CI/KR) into a single national program. The NIPP challenges each sector (e.g. 
Transportation, Energy, Food and Agriculture, etc.) to consider how an attack on sector 
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infrastructure would impact public health, governance, economic and national security, and 
public confidence at the national level.  DHS released the NIPP on June 30, 2006. 

 
4. What is a Sector Specific Plan? 

Sector Specific Plans (SSP) support the NIPP and are appendices to it.  SSPs were developed 
by each Sector Specific Agency (SSA) and were submitted to DHS in December 2006.  The 
SSPs describe how the sector will protect its assets, systems, networks, and functions.  
Protecting sector infrastructure requires cooperation and coordination between Federal, State, 
local, and Tribal government, as well as private business owners and operators and 
international partners.  SSPs follow the NIPP risk management framework, which includes 
the following activities:  Set security goals, Identify infrastructures, Assess risks, Prioritize 
and implement protective programs, and Measure effectiveness of the National CI/KR 
protection programs. 

 
5. How does the NIPP, and its supporting SSPs, fit with the National Response Plan? 

Both the NIPP and the SSPs describe the planning activities before an incident (pre-event 
state). These are protection plans. The NIPP describes general preparedness planning at a 
national level. The SSPs are more specific as they describe how each sector’s (e.g., Food and 
Agriculture) protection plan.  Both the NIPP and SSPs should be used by State and local 
governments as building blocks for developing their own protection plans in collaboration 
with industry partners.  The NIPP and SSPs focus on preparedness and protection activities, 
before an event. Further along the continuum, the National Response Plan (NRP) addresses 
how to respond to an incident. Protection and response plans should support each other.  See 
the diagram below for a depiction of the preparedness and response continuum. 

 

 
 
 
6. What are the Food and Agriculture SSPs? 

Because the Food and Agriculture sector is so broad and is regulated by two different 
entities, the sector was divided into two parts.  The first part is led by the Food and Drug 
Administration (FDA) and covers all food, with the exception of meat, poultry, and egg 
products.  The second part is led by the United States Department of Agriculture (USDA) 
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and covers food, limited to meat, poultry and egg products, and all other agriculture.  SSPs 
have been developed for both of these parts of the sector.  
 
The Food and Agriculture SSPs support the NIPP by providing a strategy for protecting 
agriculture and food-related systems. The activities listed in question 2 (above) can only be 
achieved via a partnership between government and industry.  The SSPs should also describe 
how each sector partner will contribute to the protection of the sector’s assets, systems, 
networks, and functions.  At this time, the plans need additional content that describes State, 
local and Tribal governments’ and industry’s roles.  Once complete, the SSPs will aid USDA 
and FDA in enhancing sector security by linking vulnerabilities, risk, protective measures, 
and research goals. 
 

7. How should State, local, and Tribal representatives use the NIPP and the SSPs? 
The State, local, and Tribal government representatives within the Food and Agriculture 
Sector should use the NIPP as overarching guidance that describes the important components 
of a protection plan.  The Food and Agriculture SSPs will also provide these officials with a 
better understanding of the sector’s priorities.  They should use the SSPs as more specific 
guidance for developing State and/or Regional level strategies and plans for protecting the 
Food and Agriculture infrastructure.  Understanding the sector’s priorities and developing 
protection plans will enhance a State’s ability to prepare and justify applications for 
preparedness grants for agriculture and food-related needs.  
 
The Food and Agriculture SSPs will be updated every 3 years, providing State, local, and 
Tribal government officials an opportunity to engage with the sector in a discussion about the 
protection needs of the sector’s assets, systems, networks, and functions, as well as to 
influence decisions. 

 
8. How should Industry representatives use the NIPP and the SSPs? 

The Food and Agriculture Sector industry groups should use the NIPP as overarching 
guidance for a protective strategy and use the SSPs as more specific guidance for developing 
and implementing protective measures. The SSPs will describe the sector’s priorities and 
strategy for protecting its critical infrastructure and key resources. This information can be 
applied to individual sub-sectors as relevant. 
 
The Food and Agriculture SSPs will be updated every 3 years, providing industry officials an 
opportunity to engage with the sector in a discussion about the protection needs of the 
sector’s assets, systems, networks, and functions, as well as to influence decisions. 

 
9. What is the status of the update to the Food and Agriculture SSPs? 

The first versions of the Food and Agriculture SSPs were submitted to DHS in December 
2006.  USDA and FDA are looking to update and improve these documents and are seeking 
more substantive input from sector partners.  The goal is to submit the final, sector-approved, 
revised document to DHS by the end of this calendar year.   
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Proposed SSP Revision Timeline 
 

February – August 2007 USDA and FDA to collaborate with sector partners to obtain 
more substantive input to make the SSPs true “sector” plans. 

August 17, 2007 Comments on current SSPs received from all sector subgroups 
September 10, 2007 Draft completed, with input from stakeholders incorporated 
September 17, 2007 Final Draft of USDA and FDA SSPs distributed to FASCC 

(GCC and SCC) for review 
October 15, 2007 FASCC comments due to USDA and FDA 
November 1, 2007 Initiate USDA and HHS departmental clearance 
December 7, 2007 Submit draft to DHS for submission to the White House for 

interdepartmental review and comment  
December 21, 2007 Submission of the final, sector-approved SSPs to DHS 

 
USDA and FDA would like to establish working groups with our state and industry partners 
to begin working on revisions to their respective SSPs.  If you are interested in joining one of 
these workgroups please contact Jessica.Fantinato@usda.gov for the USDA SSP or 
LeeAnne.Jackson@fda.hhs.gov for the FDA SSP.   
 

10. What is considered critical in the Food and Agriculture infrastructure?  
The NIPP, and consequently the SSPs, begin with the premise that certain assets, systems, 
networks, and functions in each sector are more important to national security than others.  
The plans require each sector to determine which of its assets, systems, networks, and 
functions are relevant to national security. 
 
At this time, the food and agriculture sector has not defined its critical assets, systems, 
networks and functions.  To meet this need, USDA, FDA, DHS, and sector security partners 
have initiated the Agriculture and Food Criticality Project to identify the functions performed 
at an aggregate level by the Food and Agriculture Sector.  Information from this project will 
be used to define criteria for sector infrastructure, which will facilitate the identification and 
prioritization of critical assets within the Sector.  USDA and FDA will incorporate findings 
from the project into the SSPs and share that information with their security partners to 
ensure that, upon the project’s completion, the Sector will be prepared to identify critical 
assets, systems, networks, and functions and determine the parameters of information to be 
collected for each. 
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Diagram prepared by the National Association of State Departments of Agriculture, 2006, updated 2007.  


