
  

We make companies more efficient and people’s lives at work 
easier. We replace processes that involve paper documents, Post-
its, spreadsheets, and emails with easy-to-use software. Our Next 
smart process applications boost corporate efficiency, scalability, 
and the personal joy of work. Since 1986, we have served our 
customers from all over the world, through a network of 
certified partners and own offices in Denmark, Finland, 
Germany, Norway, Sweden, Switzerland, and the UK. 
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This company policy 

This company policy defines how Nextway employees handles ICT (information and 
communication technology) security, when we perform support and consultancy services 
for our customers. It has a special focus on secure management of the support and 
consulting data provided to us by our customers.   

Organization of information security   

Security ownership   

We have appointed one or more security officers responsible for coordinating and 
monitoring the security rules and procedures.  

Security roles and responsibilities    

Employees with access to support and consulting data are subject to confidentiality 
obligations.  

Risk management program 

We perform a risk assessment before processing the support and consulting data. We do 
not process personal data without a data processor agreement. Our processing of personal 
data is governed by our Terms and conditions: Processing Personal Data. You find the 
most recent version of this document at www.nextway.software/legal.  

We retain instructions and other security documents according to their retention 
requirements after they are no longer in effect.  

Asset management  

Asset inventory 

We maintain an inventory of all media on which support and consulting data is stored. 
Access to the inventories of such media is restricted to individuals authorized to have such 
access.  

Asset handling 

⋅ We classify support and consulting data to help identify it and to allow for access to it 
to be appropriately restricted. 

Focus on customers data 

Personal data 
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⋅ We impose restrictions on printing support and consulting data and have procedures 
for disposing of printed materials that contain support and consulting data. 

⋅ Nextway staff must obtain written authorization prior to storing support and 
consulting data on portable devices, remotely accessing support and consulting data, 
or processing support and consulting data outside Nextway’s infrastructure. If the 
authorization is granted verbally, it must be confirmed in writing.  

Human resources security   

Security training 

We inform our employees about relevant security procedures and their respective roles. 
We also inform our employees of possible consequences of breaching the security rules 
and procedures. We only use anonymous data in training. 

Physical and environmental security 

Physical access to facilities 

We limit access to facilities where information systems that process support and consulting 
data are located to identified authorized individuals.  

Physical access to components 

We maintain records of the incoming and outgoing media containing support and 
consulting data, including the kind of media, the authorized sender/recipients, date and 
time, the number of media and the types of support and consulting data they contain.  

Protection from disruptions 

We use a variety of industry standard systems to protect against loss of data due to power 
supply failure or line interference.  

Component disposal 

We use industry standard processes to delete support and consulting data when it is no 
longer needed.    
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Communications and operations management 

Operational policy 

Nextway maintain security documents describing our security measures and the relevant 
procedures and responsibilities of the employees who have access to support and 
consulting data.  

Data recovery procedures 

⋅ On an ongoing basis, we maintain copies of support and consulting data that cannot 
be reproduced in any other practical way. 

⋅ We store copies of support and consulting data and data recovery procedures in a 
different place from where the primary computer equipment processing the support 
and consulting data is located. 

⋅ We have specific procedures in place governing access to copies of support and 
consulting data. 

⋅ We review data recovery procedures at least annually. 

⋅ We log data restoration efforts, including the person responsible, the description of 
the restored data and where applicable which data (if any) had to be input manually 
in the data recovery process.  

Malicious software   

We have anti-malware controls to help avoid malicious software gaining unauthorized 
access to support and consulting data, including malicious software originating from 
public networks.  

Data beyond boundaries 

⋅ We use encrypted connections whenever support or consulting data is transmitted 
over public networks. 

⋅ We restrict access to support and consulting data in media leaving our infrastructure 
using strong encryption.  

Event logging 

⋅ We log the use of our data-processing systems. 

⋅ We log access and use of information systems containing support and consulting 
data, registering the access ID and time.    
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Access Control 

Access policy 

We maintain a record of security privileges of individuals having access to support and 
consulting data.  

Access authorization 

⋅ We maintain a record of employees authorized to access the systems that contain 
support and consulting data. 

⋅ We deactivate authentication credentials that have not been used for a period of 
time. (not to exceed six months.) 

⋅ We identify those employees who may grant, alter or cancel authorized access to data 
and resources. 

⋅ We ensure that where more than one individual has access to systems containing 
support and consulting data, the individuals have separate log-ins.  

Least privilege 

⋅ Technical support personnel are only permitted to have access to support and 
consulting data when needed. 

⋅ We restrict access to support and consulting data to only those employees who 
require such access to perform their job function.  

Integrity and confidentiality 

⋅ We control the locking of inactive workstations. 

⋅ We store passwords in a way that makes them unintelligible while they are in force.  

Authentication 

⋅ We use industry standard practices to identify and authenticate users who attempt to 
access information systems. 

⋅ Where authentication mechanisms are based on passwords, we require strong 
passwords to be used. 

⋅ We ensure that de-activated or expired identifiers are not granted to other individuals. 

⋅ We monitor repeated attempts to gain access to the information system using an 
invalid password. 
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⋅ We use industry standard password protection practices, including practices designed 
to maintain the confidentiality and integrity of passwords when they are assigned and 
distributed, and during storage.  

Network design   

We have controls to avoid individuals accessing networks with connection to systems 
holding support and consulting data.    

Information security incident management  

Incident response process 

We maintain a record of security breaches with a description of the breach, the time-
period, the consequences of the breach, the name of the reporter, and to whom the 
breach was reported, and the procedure for recovering data.  

We track disclosures of support and consulting data, including what data has been 
disclosed, to whom, and at what time.  

Service monitoring   

Our security personnel verify logs at least every six months to propose remediation efforts 
if necessary.  

Business continuity management  

We maintain emergency and contingency plans for the facilities in which our information 
systems that process support and consulting data are located.  

Our procedures for recovering data are designed to attempt to reconstruct support and 
consulting data in its original state from before the time it was lost or destroyed.  

What did we change  

This is a completely new company policy.  

  

New policy to go with our 
data processor agreement. 
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Definitions  

best practices: a methodology that, through our 
— and others’ — experience, has proven to reliably 
lead to the desired result. All with reasonable 
efforts, and consistent with good business and IT 
practices. 

consultancy services: any task performed by 
Nextway Professional Services staff in the areas of: 
advising, analysis, configuration, design, 
development, documentation, implementation, 
testing, and training.     

Nextway: an international software vendor with 
legal entities in several countries. For all practical 
purposes, you deal with Nextway as if it was one 
legal entity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

personal data: any information relating to an 
identified or identifiable natural person – as defined 
in the General Data Protection Regulation (GDPR.  

support and consulting data: all the data we 
record or produce, receive or retrieve in order to 
perform consultancy services for a specific 
customer.  

terms and conditions: a written document 
outlining the obligations and rights imposed on the 
parties entering into an agreement regarding a 
delivery. Specific terms and conditions always take 
priority over more generic terms and conditions. 
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