February 28, 2019
Mooresville Families Online safety is a very important factor for our students and families. Recently, families across the U.S.
and in our area have experienced issues with disturbing and violent messages being seen by and sent to
children despite many online parental controls being in place.
A very concerning issue being reported by a few local parents is the “Momo Challenge.” This involves a
photo of a disturbing doll-like character that pops up and challenges children to commit dangerous and
even violent acts, including self-harm, using detailed and graphic information. These messages can come
through a variety of social media channels and have even been reported as hidden within videos using
popular cartoon characters on “child-friendly” applications such as on YouTube Kids. The image of
Momo and the disturbing messages can cause children to have extreme anxiety and the messages
sometimes warn that telling an adult will result in kidnapping or other scary consequences.
We are not sharing this information directly with students but ask that families discuss online behavior
with their children. Please consider how your children may have access to social media at home, away
from home, or through friends and siblings. We’ve included several resources in this message to help
parents have conversations about internet safety and be informed about internet and social media best
practices. Additional resources are available at www.MooresvilleSchools.org/Parents
If your child needs supports, please contact your school office to learn about resources available through
our Family Services, Adult and Child, and Youth First counseling services. Thank you for your support
of our schools and our students.
Mooresville Schools Administration

Family Cyber Safety Links
Momo Challenge
Momo Challenge – What Parents Need to Know
Momo Online Safety Guide (see graphic next page)
Internet & Cell Phone Safety
Parent Guide to Internet Safety
Internet Safety 101
SafeKids.com
Family Online Safety Institute
Common Sense Media

Creating a Family Media Plan (American Academy of Pediatrics)
Teaching Kids About Internet Safety
Talking with Kids About Being Online (Federal Trade Commission)
NetSmartz.org (National Center of Missing & Exploited Children)
IDOE Bullying & Cyberbullying Prevention Resources

Commonly Used Apps Among Children and Teens
Please note that phone and tablet apps can be hidden in folders or use different names or images.
It’s best to open each app to see exactly where the link leads.
ASK.FM is an app notorious for cyber bullying which encourages to anonymously message others to
ask questions.
BUMBLE is a dating app, similar to Tinder, that requires women to make first contact, though kids are
known to create fake accounts and falsify their age.
BURNBOOK lets users to post anonymous rumors through text, audio and pictures.
CALCULATOR% is a secret app that allows users to hide photos, videos, files and browser history.
HOLLA is a video chat app that allows users to meet through their phones across the world in seconds.
HOT OR NOT allows users to rate profiles and find people in their area and chat.
INSTAGRAM is one of the most popular apps among children, who are known to use this app for fake
accounts and to text since the conversation is deleted when someone leaves the chat.
KIK allows anyone to direct message instead of text messaging and gives unlimited access to anyone,
anytime.
LIVE.ME is a Live streaming app that uses geolocation to share videos so users can see the
broadcaster’s location.
OMEGLE allows users to chat for free and encourages anonymous chatting with strangers.
SNAPCHAT allows users to take pictures and videos that disappear with new features like ‘stories’ that
allow users to view content for 24 hours and see your location.
WHISPER is an anonymous social media app that allows users to share secrets with others and can
share users’ locations so they can meet.
WISHBONE allows users to compare photos to each other and rate one another on a scale.
YELLOW allows teens to flirt with one other similar to Tinder.
Source: Bulloch County Sheriff’s Office

