CSCE 4535 Section 402
Introduction to Network Administration (Fall 2026)
My name is Dr. Sayed Khushal Shah, and I am going to be your guide/facilitator for this semester. We will be focusing on several different aspects of network administration and network defense throughout this course. 
Instructor Information 
Name: Dr. Sayed Khushal Shah(he/him) Office Location: E235P / Teams
Office Hours:  
Tuesday and Thursday: 8:30 AM - 10:30 AM (In Person)
By Appointment (Teams)
 (Please email me before to let me know you will be in the meeting)
Email: sayed.shah@unt.edu                                      
TA Information
Name: Dheeraj Gude
Office Location: E201 / Online
Office Hours:
Tuesday: 10:00 AM – 12:00 PM (In Person)
Location: E201
Thursday: 10:00 AM – 12:00 PM (Online – Teams)
Email: DHEERAJGUDE@my.unt.edu
(Please email me before the meeting to let me know you will be attending.)
 
Course Introduction
The course is structured around two primary components: Network Administration Fundamentals and Network Defense. These two components are deeply interconnected because effective network administration heavily depends on best security practices. In today’s digital landscape, the majority of network administration tasks, including but not limited to configuring devices, managing traffic, and monitoring performance, are closely tied to protecting the network from threats and vulnerabilities. As a result, network security has become the top priority for administrators, making network defense not just a separate discipline but an essential part of day-to-day network administration. This course emphasizes this relationship by integrating foundational network administrative skills with practical defensive strategies to prepare students for real-world challenges in managing and maintaining modern networks. At the end of the semester, you will be required to complete a detailed topic paper or course report focusing on a subject related to the course that you find interesting. 
This workload is typically distributed throughout the semester; however, in this course, more content is concentrated in the first two-thirds of the term. This structure is designed to give you sufficient time in the last couple of weeks to prepare your final report, catch up on any missed assignments, or follow up with instructors on topics you found challenging.
Course Outcomes:
1. Demonstrate understanding of IP addressing, sub-netting and networks configuration but configuring and setting up a network across a heterogeneous group of computers.
2. Describe network planning and design of local-area-network (LAN) and wide-area-network (WAN) networks.
3. Describe quality of service (QoS) parameters and how they relate to network availability.
4. Configure, operate and troubleshoot routing protocols such as Open-Shortest-Path-First (OSPF) and Border-Gate-Protocol (BGP).
5. Install and configure simple network security tools such as Intrusion-Prevention-System (IPS), Intrusion-Detection-System (IDS), firewalls and virus scanners.
6. Evaluate network performance both by simulation and by designing, gathering, and analyzing experiments.
Course Textbooks:
1. Textbook 1:  Unix + Linux System Admin Handbook 5th Edition; Nemeth, Pearson. ISBN 9780133594140 (required)
2. Textbook 2: Network Defense Essentials (NDE) Academia Series (ebook is available here) You might need to download and install the ePub Reader + to open and view the ebook.
How the textbooks will be used? I will not be following a specific order of topics in any book for this class. Instead, I will focus mostly on identifying the organizational requirements and methodologies necessary for your organization. In each week, you would need to read the assigned chapter from textbook 1 (Unix + Linux System Admin Handbook) and that from textbook 2 (Network Defense Essentials (NDE) Academia Series). Additional resources, e.g., papers or Youtube videos, will be supplied in each week to help you understand the topics being covered.
Course Schedule:
	
	Network Fundamental
	Network Defense

	Week 1
	Module 0
	Video, Reading, homework, lab

	Week 2
	Module 1
	Video, Reading, homework, lab

	Week 3
	Module 2
	Video, Reading, homework, course project

	Week 4
	
	Video, Reading, homework, lab

	Week 5
	
	Video, Reading, homework, lab

	Week 6
	Module 3
	Video, Reading, homework, lab

	Week 7
	
	Video, Reading, homework, lab

	Week 8
	
	Video, Reading, homework, lab

	Week 9
	
	Video, Reading, homework, lab

	Week 10
	
	Video, Reading, homework, lab

	Week 11
	Module 4
	Video

	Week 12
	
	Video, Self-assessment exam (does not count)

	Week 13
	Module 5
	Work on missed assignment, course project

	Week 14
	
	Work on course project

	Week 15
	Module 6
	Thanksgiving break

	Week 16
	
	Turn in course project


Discussion Questions (20%)
One of the major assessments in this online course involves your active participation in online discussions (on Canvas). You will be expected to engage thoughtfully with the discussion questions provided each week, contribute meaningful responses, and interact respectfully with your peers by responding to their posts. This component is designed to encourage critical thinking, deepen your understanding of the course material, and create a collaborative learning environment. Detailed instructions on how to participate in the online discussions are provided below.
1. Initial Discussion Question Responses: Due every Thursday of the week at 23:59, but close Saturday night to give you time to identify and respond to your peers. These will not be opened up after the discussion questions close (the week the questions are closed). To ease requirements during this class, all discussion questions will be open from the first day of the semester, but will close on Saturday at 23:59 the week we finish the module. A single discussion question (lowest grade) will be dropped at the end of the semester.  All responses require references and in text citations.
2. Two Peer Responses: Due by Saturday of the week at 23:59. You must complete 2 significant peer responses per week by Saturday evening by 23:59 to receive the full credit for the weekly discussion questions. These peer responses should be at least another 250 words. Peer responses should also have 1-3 (in-text) cited sources with a reference section properly formatted in APA 7.0. These peer responses each count for 25 points of the 100 points for the discussion question prompt. Discussion questions are not an excuse to attack an individual for their beliefs. If you do not understand a persons position, ask questions, gain perspective, then provide an educated response. Disagreement does not mean that an individual is wrong, just that they have a different perspective. Different perspectives provide us the ability to be objective in our thoughts and provide better service to our clients.
Note: All discussion questions for weekly class discussion question credit will require that you will provide an initial answer to ALL weekly discussion questions by Thursday evening of the assigned week (no later than 23:59). This initial response should be at least 250 words, and have a significant contribution to the weekly topic and should include 1-3 (in-text) cited sources with a reference section properly formatted in APA 7.0.  You will only receive a notice for the Thursday due date, but it has three components - the Initial response due Thursday, and two peer responses due by Saturday at 23:59. This initial response counts for 50 of the 100 points for the discussion question prompt.
If you have questions, contact the instructor, remember the instructor has 24-48 business hours to reply to you and does not typically check email over the weekend.  Discussion questions cannot be made up at a later date. Once they close they are closed as the content is relevant to the module/week they are assigned in.
Lab Assignments (20%)
To successfully complete the lab assignments in this course, you will need access to a computer where your user account has administrative privileges. This is essential for installing and running various software tools required for the labs, such as virtual machines, firewalls, Wireshark, and other security or networking applications.
A single lab with the lowest grade will be dropped at the end of the semester. 
As you work through each lab, it's important that you carefully document your process. Be sure to take clear and relevant screenshots at key steps and keep a record of your actions, observations, and any challenges you encounter.
For each lab, prepare and submit a detailed lab report that includes the screenshots you captured, along with explanations and reflections on what you did and learned.
Homework Quiz (10%)
At the end of each module, you will be required to complete an online homework quiz. These quizzes are designed to assess your understanding of the material covered in that module. You may complete the quiz at any time before the specified due date; however, it is strongly recommended that you first read all the assigned readings and watch all the required videos. Doing so will ensure that you have the necessary background knowledge and comprehension to successfully answer the quiz questions and reinforce your learning.
A single homework quiz with the lowest grade will be dropped at the end of the semester. 
Research Reading Assignments (10%)
In each module, you will be assigned a set of reading materials related to the topic under study. After reviewing these resources, you will be required to respond to a series of open-ended questions that encourage critical thinking and reflection. Your responses should demonstrate a clear understanding of the material and articulate your points thoughtfully and coherently. Where appropriate, support your answers with references to the assigned readings or other credible sources. You are also encouraged to provide your own insights and perspectives, showing how you interpret and apply the concepts from the readings to real-world contexts or related issues. This activity is designed to deepen your engagement with the material and develop your analytical and academic writing skills.
A research reading assignment with the lowest grade will be dropped at the end of the semester. I reserve the right to modify course policies, the course calendar, assignment or project point values, and due dates.
Grading Scales and Weighted Percentages:
Our grading scale is:
	A
	89.5
	to
	100

	B
	79.5
	to
	89.49

	C
	69.5
	to
	79.49

	D
	59.5
	to
	69.49

	E
	0
	to
	59.49


 
Weighted Work Percentages for final grades:
 
	Attendance/Participation
	10%

	Discussion Questions
	20%

	Homework Quiz
	10%

	Labs
	20%

	Research Topics
	10%

	Midterm Paper 
	15%

	Final Report
	15%


Required Statement
1. Academic Integrity Standards and Consequences
According to UNT Policy 06.003, Student Academic Integrity, academic dishonesty occurs when students engage in behaviors including, but not limited to cheating, fabrication, facilitating academic dishonesty, forgery, plagiarism, and sabotage. A finding of academic dishonesty may result in a range of academic penalties or sanctions ranging from admonition to expulsion from the University. 
Instructor Statement
Confirmed using of plagarism, cheating, or AI to answer Discussion Questions or homework assignments will result in an automatic grade of "0" (zero) for the assignment, for a second confirmed use a "0" (zero) for all assignments in the category.
Plagarism will not be tolerated.  Plagarism or strictly using AI used to answer Discussion Questions or homework assignments will result in an automatic grade of "0" (zero) for the assignment, for a second confirmed use a "0" (zero) for all assignments in the category. All assignments will have plagarism and AI checks enabled (behind the scenes) to detect use of plagarized or artificially created content.
You have a voice worth hearing so long as you do not attack others but rather seek to understand course material and others perspective.
2. ADA Accommodation Statement
UNT makes reasonable academic accommodation for students with disabilities. Students seeking accommodation must first register with the Office of Disability Accommodation (ODA) to verify their eligibility. If a disability is verified, the ODA will provide a student with an accommodation letter to be delivered to faculty to begin a private discussion regarding one’s specific course needs. Students may request accommodations at any time, however, ODA notices of accommodation should be provided as early as possible in the semester to avoid any delay in implementation. Note that students must obtain a new letter of accommodation for every semester and must meet with each faculty member prior to implementation in each class. For additional information see the ODA website at disability.unt.edu.
3. Course Safety Procedures (for Laboratory Courses)
While working in laboratory sessions, students enrolled in CSCE 4535 - Introduction to Network Administration are required to follow proper safety procedures and guidelines in all activities requiring lifting, climbing, walking on slippery surfaces, using equipment and tools, handling chemical solutions and hot and cold products. Students should be aware that UNT is not liable for injuries or damage to personal computers incurred while students are participating in class activities. All students are encouraged to secure adequate insurance coverage in the event of accidental injury (there should be no more than average computer usage during this course). Students who do not have insurance coverage should consider obtaining Student Health Insurance. Brochures for student insurance are available in the UNT Student Health and Wellness Center. Students who are injured during class activities may seek medical attention at the Student Health and Wellness Center at rates that are reduced compared to other medical facilities. If students have an insurance plan other than Student Health Insurance at UNT, they should be sure that the plan covers treatment at this facility. If students choose not to go to the UNT Student Health and Wellness Center, they may be transported to an emergency room at a local hospital. Students are responsible for expenses incurred there.
4. Emergency Notification & Procedures
UNT uses a system called Eagle Alert to quickly notify students with critical information in the event of an emergency (i.e., severe weather, campus closing, and health and public safety emergencies like chemical spills, fires, or violence). In the event of a university closure, please refer to the UNT Learning Management System (LMS) for contingency plans for covering course materials.

