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	Course Number
	BCIS 4630 Spring 2026

	Course Title
	Fundamentals of IT Security

	Course Info 
	Section
	Days
	Time
	Location

	
	001
	Mo
	2:00PM-4:50PM
	BLB 225

	
	
	
	
	

	Instructor
	Jogen K Pathak

	Office Hours
	Thursday 4PM-6PM
By Appointment
	Office
	BLB 387B
MS Teams
	

	Phone
	(940) 565-3127
	Email
MS Teams
	Jogen.Pathak@unt.edu
	

	MS Teams: Jogen K Pathak (Best way to reach TAs and instructors)



Academic Calendar

The detailed academic catalog and calendar are available at University of North Texas - Modern Campus Catalog™ (unt.edu)  and 2025-26 Academic calendar - University of North Texas - Modern Campus Catalog™ respectively.
Communication Preference
1.	Email, for faster response, please use subject line prefix 4630-<Your Section> followed by <your topic>
2.	MS Teams : Find Jogen Pathak and leave a detailed message.
5.	Please review Online Communication Tips (https://clear.unt.edu/online-communication-tips)
	Textbooks

	
	Required: Class notes and Powerpoint slides
Required: Cloud Labs*
Student Lab Manual (available within the virtual lab environment with below reference book)*

	REFERENCE BOOKS

	Solomon, Michael G. and Sean-Philip Oriyano. Ethical Hacking: Techniques, Tools, and Countermeasures, Fourth Edition, Burlington, MA: Jones & Bartlett, 2024 (ISBN 9781284248999)

	Other Course Materials

	
	Supplemental readings: In addition to the required Modules (see schedule) in the textbooks, I may add supplemental readings for some class sessions. Please check the course website frequently and acquire the materials (downloading them either directly from the site or from the provided URL) and read them before you come to the class. Some contents from the readings will be covered in the exams.
PowerPoint slides: They are designed to help you understand the course content during and after my lectures; however, studying solely with the slides is not sufficient and I highly recommend referring to support material.
Software: Cloudlabs is self contained environment for your learning and the information is contained in the lab. Instructions for subscription to outside SaaS as required for learning activity are available in the Cloudlabs as well.

	Course PreRequisites

	
	Refer to the UNT Undergraduate Catalog or consult with the ITDS undergraduate program advisor for the latest information on the course perquisites.

	Course Description

	
	This course is an introduction to hacking tools, security techniques, and incident handling. Areas of instruction include an evolution of hacking and penetration testing; a review of Transmission Control Protocol/Internet Protocol (TCP/IP), the basics of cryptology for information security; foot printing; vulnerability scanning and exploits; web, database, and wireless attacks; malware and system exploits; traffic analysis; incident response; and defensive technologies and controls. In this course, students will learn how to discover vulnerabilities, how to attack and defend systems, how to respond to attacks, and how to identify and design controls to prevent future attacks.

The course is designed to apply the concepts covered throughout the course to a real-world scenario.

	Course Objectives

	
	At the end of this course, you should be able to...
· Describe the most important human, organizational, technological, and ethical issues that are involved in protecting information systems as specified in CSF 2.0.
· [bookmark: _Hlk521335954]Explain the current state of hacking and penetration testing, including ethical and legal implications, and the role of the ethical hacker.
· Describe fundamental Transmission Control Protocol/Internet Protocol (TCP/IP) concepts and technologies related to networking.
· Describe cryptography.
· Describe forms of active and passive reconnaissance, enumeration, exploitation, and hacking.
· Identify host and network vulnerabilities and threats. 
· Perform incident handling, identify security controls, and apply defensive tools and techniques.  

	Assessments

	
	· Exam
There will one exam at the end of the semester and one exam in the middle of the semester. All exams are closed book, closed notes, and consist of multiple-choice questions. The exams will be administered in Respondus Lockdown Browser in class. Student must follow the Respondus proctoring protocol for exam taking, including the pre-exam environment check and directly facing the webcam during the entire exam, if applicable. It’s the student’s responsibility to ensure that his/her computer hardware and software are capable of taking the exam. If the student fails to complete an exam within the time allocated to the exam due to hardware or software issues on the student’s computer, the student may not receive a grade for the exam or may have to take the exam within less amount of time than allocated; and there will not be a makeup.
Verifiable emergencies brought to my attention with university approval before the exam are the only exceptions to this policy. No make-up exams will be given.
· Labs
Mental engagement and hands-on exercises are important for students’ success in this course. During some classes, we will have instructor-led lab exercises, in which students follow along in real time and complete the labs. Lab instructions are elaborate to brief building on previous learning. All labs status can be saved helping you correct the error more easily.
Each lab is worth 50 points. The total is 50% of your grade. We will start each lab per schedule in the class and you will be required to complete and submit it in time per published course schedule.
· Attendance
Due to the nature of the course, it’s imperative that you stay mentally engaged in all the classes. 
As TAs and instructor have limited time, we encourage you to attend the class because we will not be able to teach you materials covered in the class for your absence, especially lab work.
· Points system
Each exam, quiz, and project carries maximum points that you may earn:
	Assessment
	Max. Points*

	10 Labs in Cloudlabs 
	40 (each)

	Cyber security awareness Quiz
	30

	Business security awareness Quiz
	70

	Midterm exam
	100

	Final exam 
	200

	CSF 2.0 Implementation for SMB and presentation
	200

	   (Seculandia LLC CSF2.0 SMB profile)
	

	Semester Total Points (STP)
	1000

	
	




	Grading Policy

	
	· Determination of Course Letter Grade
Letter grades will be assigned as follows where the cutoff is the lowest number of cumulative points that will be assigned that grade. The cutoff points are strictly adhered to. No “extra work” can make up for your grades at the end of the semester. 

	Grade
	Cut-Off

	A
	90%

	B
	80%

	C
	70%

	D
	60%

	F
	Below 60%



· Extra Credit
Students are encouraged to participate in Cyber Club activities but they are not mandatory. Cybersecurity Awareness month is October and your participation is encouraged. A presentation related to Cyber security in Cyber club meeting or event earns you 10 bonus points.
Given complexity, there are no other extra credits in the class.

· Grading Dispute
Any dispute over grades must be made in writing and within one week of the day the exam/assignment was returned to you. Your written appeal must include the original, graded assignment, and reasons for disputing the grade. Also, note that I may choose to re-grade the assignment in its entirety, which could result in a raising or lowering of the grade. It is far more productive studying before exams than haggling for the points afterwards. However, if you do not understand why an answer is incorrect and want to know subject matter, I am happy to discuss them with you. 

	The “Incomplete” Grade

	
	The I (Incomplete) grade is reserved for a very limited number of true emergencies. In addition to legitimate reasons with proper documentation, a student must be passing the course (making satisfactory progress) when the emergency occurs. For the UNT policy regarding the I grade, see http://essc.unt.edu/registrar/academic-record-incomplete.html. It is also the student’s responsibility to fill out the application form (http://www.coe.unt.edu/sites/default/files/796/Incomplete_grade_Form_0.doc) and obtain approval from the instructor and the department chair.

	Assignment Policies

	
	Students should start to work on the assignments as soon as they are released on Canvas so that there will be sufficient time for problem resolution should technical or procedure issues occur. Feel free to contact me any time and I will make my best effort to respond to calls for help. However, if a request for help with an assignment is sent to me on the same day the assignment is due, there is no guarantee that I will be able to respond in time to resolve the issues, although I will still try my best. In that case, the student will be responsible for an assignment that cannot be completed to his or her satisfaction or expectation. The inability for the instructor to respond in time in such a circumstance should not become the reason for the student to request an extension of due date and/or favorable grading, or not to submit the assignment.
All assignments must be submitted through Canvas. Email submissions to me or the grader usually are not accepted and will not be graded. If the submission fails due to Canvas or other technical difficulties, document the issue as detailed as you can and contact me immediately. If late email submission is allowed, it must be submitted to the email address in the submission instructions or it will not be graded.

	Make-up Policy

	
	Exams must be taken in class at the scheduled time. It is your responsibility to make arrangements to attend exam sessions. An email from university is required.

	Course Communications

	
	Best way to reach us is to follow communication through course group, then TAs. Your TAs will escalate items when necessary to me. If needed and for personal matters, when emailing me, please address it to Jogen.pathak@unt.edu. Do not use the message or discussion board function of Canvas. In your email, put the course number at the beginning of the subject line, followed by a dash, and then a brief description of the subject matter in a few words, e.g., “BCIS 4630 002– My Dog Hacked My Computer”. Emails sent to my regular COBA email address could get lost in the various emails I receive daily and IT’S VERY LIKELY I WON’T REPLY TO THEM.
Asking for help with your assignments. Feel free to email IA and then me directly for help with your assignments. When you do so, please remember to: (1) send email to the correct address (see above); (2) give a detailed description and attach screenshot(s) of the issues you’re having (and don’t take screenshots with your cell phone; use tools like Windows Snip-It instead); and (3) Don’t wait until the last minute to seek help. If you contact me within the 48 hours before the assignment is due, there is no guarantee that you will receive timely help, since we may not be able to adjust our schedules to go over your code.

	Responsibilities of Student

	
	· You are expected to attend class regularly. If you must miss a class, it is your responsibility to cover any missed material with one of your classmates. 
· All work completed outside of class must be typed (word processed) and use proper screen captures or non-hand drawn diagrams. 
· The professionalism of your work will count towards your grade. This includes spelling and grammar.
· Submit assignments before the due time.
· Hardware failure or inaccessibility is not a valid excuse for late work. This means that if the computer eats your assignment, or if the labs are full, you will not be excused from handing in an assignment on time.
· Missed exams receive a grade of zero. 
· You must inform me of any special circumstances that might prevent you from completing course requirements on time.

	Professionalism

	
	The Ryan College of Business is a professional school and one purpose of the college is to educate future managers and corporate leaders on the types of professional behavior that is expected in corporate settings. Therefore, students will be expected to conduct themselves in a highly professional manner at all times. Specifically, students should:
· Be on time for class.
· Read and review the assignments prior to the class.
· Be willing to contribute to class discussions and exercises.
· Be respectful toward faculty, guest speakers, and fellow students.
· Display tolerance toward varying viewpoints and differences in values.
When you join a Zoom meeting, you will be initially muted by the instructor. Unmute yourself when you need to speak. Please remember to mute yourself during all other times so that any background noise in your house will not disturb the class. Be prepared for what you may need during the class (books, notes, pens, snacks, water, etc.) and be focused during the class time. Violations of professionalism and any disruptiveness will be result in the reduction of attendance grade. The professor will determine such violations, but will give you one warning prior to reducing your grade for unprofessional behavior.

	Acceptable Student Behavior

	
	[bookmark: OLE_LINK1]Student behavior that interferes with an instructor’s ability to conduct a class or other students' opportunity to learn is unacceptable and disruptive and will not be tolerated in any instructional forum at UNT. Students engaging in unacceptable behavior will be directed to leave the classroom and the instructor may refer the student to the Center for Student Rights and Responsibilities to consider whether the student's conduct violated the Code of Student Conduct. The university's expectations for student conduct apply to all instructional forums, including university and electronic classroom, labs, discussion groups, field trips, etc. The Code of Student Conduct can be found at www.unt.edu/csrr.

	Academic Integrity

	
	This course adheres to the UNT policy on academic integrity. The policy can be found at https://policy.unt.edu/policy/06-003. If code plagiarism is detected, both the student(s) who provide the source of the copied work and the student(s) who copied the work will receive zero points for the grading item involved.

	Disability & Accommodation

	
	Any student in this class who has a documented visual or physical impairment, hearing disability, or any other disability covered by the university’s services for students with disabilities should contact me during the first week of class to discuss and arrange any instructional accommodations that may be necessary. Students who would like to serve as volunteer tutors, readers or note takers for students needing special assistance are encouraged to contact me during the first week of class.




	
	Tentative Course Schedule


	Week
	Week of
	Activities 
	Lessons/Materials

	1. 
	01/12/2026
Week 1
	Required Readings
	Course Introduction, Syllabus
Module 1:  Hacking: The Next Generation

	a. 
	
	Introduction
	CSF 2.0

	2. 
	Week 2
	Required Readings 

Lab 6
	Module 2: Linux and Penetration Testing
Linux Live CDs/DVDs Versus Virtual Machines
Sniffing (Passive and Active) No hijacking yet!
Sniffing ethical and other considerations

	3. 
	Week 3
	Required Readings 

	Module 3: TCP/IP Review
TCP/IP and the OSI Model

	4. 
	Week 4
	Required Readings 
	Module 4: Cryptographic Concepts
Encryption Technologies

	5. 
	Week 5

	Midterm exam
Discussion
	Exam ; Presentation topic distribution
Project: Seculandia, LLC

	6. 
	Week 6
	Required Readings
	Module 5: Passive Reconnaissance

	a. 
	
	Lab 1
	Performing Reconnaissance (Passive)

	b. 
	
	
	Information Exposure Countermeasures

	7. 
	Week 7
	Required Readings
	Module 6: Active Reconnaissance

	
	
	Lab 2
	Performing Reconnaissance (Active)

	
	
	
	Port scanning Countermeasures

	8. 
	Week 8
	Required Readings
	Module 7: Enumeration and Exploitation

	a. 
	
	
	Enumeration and Security Policy

	b. 
	
	Lab 3
	Exploiting Vulnerable Hosts

	9. 
	Week 9
	Required Readings
	Module 8: Malware

	a. 
	
	Lab 4
	Lab : Performing Malware-Based Attacks

	b. 
	
	
	Scareware Versus Ransomware 

	10. 
	Week 10
	Spring break Week
	Break (Mar 15-19)

	11. 
	Week 11
	Required Readings
	Module 9: Web and Database Attacks

	a. 
	
	
	Secure Web Applications
Proactive approach to programming

	b. 
	
	Lab 5
	Performing web and database attacks

	12. 
	Week 12
	Required Readings
	Module 10: Session Hijacking, and Denial of Service Attacks

	c. 
	
	Required Readings
	Module 11: Wireless Vulnerabilities

	d. 
	
	Lab 6
	Session hijacking (completion)

	e. 
	
	
	Security Features of Wireless Technologies

	f. 
	
	Lab 7
	Exploiting wireless vulnerabilities

	13. 
	Week 13
	Required Readings
	Module 12: Social Engineering

	g. 
	
	Discussion
	Social Media Controls/Biometric controls

	h. 
	
	Lab 8
	Performing social engineering attacks

	14. 
	Week 14
	Required Readings
	Module 13: Defensive Techniques
Module 14: Defensive Tools

	i. 
	
	Lab 9
	Investigating and responding to security attacks aka Incident Response Process

	15. 
	Week 15
	Required Readings
	Module 15: Physical Security
Final Exam review

	
	
	Lab 10
	Applying defense strategies to network assets

	16. 
	Week 16
	Exam
	Final Exam



	FINAL COMMENT: I may change the syllababus based on your primary feedback. 
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