	
	
	



SOCI 4260.001: CYBERCRIME & SOCIAL BEHAVIOR
SPRING 2026

Instructor Information  
Name: Dr. Helen Potts
Email: Helen.Potts@unt.edu 
Office Location: Sycamore Hall, Suite 288F 
Office Hours: Mondays & Wednesdays 12-2pm, or by appointment 

Course Classroom: TH 121
Class Meeting Time: Mondays, Wednesdays, and Fridays 11-11:50 am 

Course Description, Structure, and Objectives 

Cybercrime and Social Behavior is a 3-hour advanced course that investigates the social and human dimensions of cybercrime. Focusing on social structure, sociological and deviance theories, and socio-cultural contexts, students will critically examine the typology and impact of cybercrime across local, national, and global landscapes. Topics include cryptocurrency, NFTs, internet scams, Generative AI, deep fakes, fake news, hacking, hacktivism, and cyberterrorism. Direct focus will highlight issues of power, inequality, race, class, gender, age, deviance and geopolitical aspects molding both victimology and perpetrators in cyberspace.
Students will actively participate in applied, contemporary research of cybersecurity practices and cybercrime trends to understand the social construction and practices of cybercrime, enforcement of cybersecurity, and the challenges to each.  
Students should be prepared to discuss sensitive topics throughout this course.

Course Structure
This course is taught mostly in-person with some online work. All course information will be posted in Canvas. This course is 16 weeks long with 16 modules covering each week. 
NEXUS - Research Component & Conference Presentation
This course exists in conjunction with the Department of Sociology’s research initiative, NEXUS – The Network for Exploring the Intersection of Human Behavior and Cybercrime. NEXUS is affiliated with a cybersecurity organization, CISO XC, which holds annual conferences at UNT. Throughout the course students will be creating an academic poster presentation where excellent work will be invited to participate in the CISO XC cybersecurity conference representing UNT (everyone). Each week students will work on developing a research topic, literature review and theory, methods, statistics section with graphs, and conclusion which will create the segments needed for a poster presentation. 
Course Prerequisites or Other Restrictions
There are no prerequisites for this course. However, students should have a reliable internet connection, access to a computer, and proficiency in Word and Canvas. Please know there is a 24-hour computer lab available at Willis Library.

Course Objectives
By the end of this course, students will be able to:
1. Demonstrate an understanding of key cybercrime terminology, concepts, and issues.
2. Identify current trends in cybercrime, including how social, economic, political, and cultural elements contribute to cybercrime and its evolution.
3. Apply sociological and deviance theories to trends and topics in cybercrime.
4. Evaluate how distinct identity markers such as race, age, class, gender, education, etc. impact displays of victimology and criminalization.	
Required Course Materials 
[image: PDF] Cybercrime and Society by Majid Yar, 4th edition | 9781529615517]
Figure 1Textbook cover for Cybercrime and Society
Yar, M., & Steinmetz, K. F. (2024). Cybercrime and society (4th ed.). SAGE Publications. 
ISBN: 978-1-5297-7206-7
ISBN: 978-1-5297-7207-4 (paperback)

This course has digital components. To fully participate in this class, students will need internet access to reference content on the Canvas Learning Management System. If circumstances change, you will be informed of other technical needs to access course content.  Information on how to be successful in a digital learning environment can be found at Learn Anywhere .
How to Succeed in this Course 
This is an in-person course. Since a lot of the course surrounds in-class speakers and the conference which will be hands-on, you will need to attend every class session. If you need me, I am available before and after class or during office hours. You are also welcome to email any questions or concerns you may have. My door (or email inbox) is always open. I will respond to any student email within 48 hours on weekdays (usually sooner). However, my goal is to take weekends and holidays off from email.

Students will be responsible for keeping up with the readings. Students should feel welcome to reach out if they do not understand topics or feel lost. It is always best to reach out early, as topics tend to build upon themselves throughout the course. I am happy to meet with students at a time that works best for them. Please stay aware of the deadlines and due dates given in the course. Based upon the format of this course, students are expected to work at their own pace and maintain a high level of personal responsibility.  

The best way to succeed in this course is to complete all readings in a timely manner and attend every class so you have the information to best answer questions correctly. Please stay on top of all due dates as no extensions will be provided. Please also utilize exam reviews listed in the modules as you read through the chapters. This will help you narrow down the information you will need for the exams.

Below is UNT’s ADA accommodation statement: 
The University of North Texas makes reasonable accommodations for students with disabilities. To request accommodations, you must first register with the Office of Disability Access (ODA) by completing an application for services and providing documentation to verify your eligibility each semester. Once your eligibility is confirmed, you may request your letter of accommodation. ODA will then email your faculty a letter of reasonable accommodation, initiating a private discussion about your specific needs in the course. 
You can request accommodations at any time, but it’s important to provide ODA notice to your faculty as early as possible in the semester to avoid delays in implementation. Keep in mind that you must obtain a new letter of accommodation for each semester and meet with each faculty member before accommodations can be implemented in each class. You are strongly encouraged to meet with faculty regarding your accommodations during office hours or by appointment. Faculty have the authority to ask you to discuss your letter during their designated office hours to protect your privacy. For more information and to access resources that can support your needs, refer to the Office of Disability Access website (https://studentaffairs.unt.edu/office-disability-access).

Supporting Your Success and Creating an Inclusive Learning Environment  
Sociology, by its nature, recognizes and values diversity. Much of the material we will approach in this course investigates issues of diversity and structural hinderances to equity. While I encourage participation and discussion, please remember to be respectful to others. I encourage you to review UNT’s student code of conduct, so we are all on the same page Code of Student Conduct. To explore campus resources designed to support you, check out mental health services (https://clear.unt.edu/student-support-services-policies), visit unt.edu/success, and explore unt.edu/wellness. To get all your enrollment and student financial-related questions answered, go to scrappysays.unt.edu.

Grading Scale
	Letter Grade:
	Point Range:
	Percentage Range:

	A
	465-520
	90-100%

	B
	413-464
	80-89%

	C
	361-412
	70-79%

	D
	309-360
	60-69%

	F
	308 or below
	59% or below



No late work will be accepted. A rubric for each assignment is attached to the assignment page. If a problem arises, please contact the professor as soon as possible.



Course Requirements
Below is a list of all required assignments and graded activities for this course.
	
	Points per:
	Due Date:

	NEXUS Poster
	150
	Week 10

	In-Class Practice Presentation
	50
	Week 11

	Conference Planning & Execution Practicum
	75
	Week 12

	Mid-term Exam
	100
	Week 13

	Final Exam
	100
	Week 17

	Attendance
	45
	Week 16

	Extra Credit Opportunity: Create a Meme
	*10*
	Week 16

	TOTAL
	520
	



Extra Credit Opportunity: Create a Cybercrime Meme
Create a meme about hacking, surveillance, or online crime and analyze it through the lens of a sociological or deviance theory (conflict, functional, symbolic interaction, labeling, strain, drift, self-control, feminist or radical criminology theories). Students must submit the meme and the 100-word analysis. This is worth 10 extra credit points.
Exams
There will be two exams in the course (mid-term exam and final exam). The mid-term exam covers materials through week 12, including additional material presented during class. The final exam covers materials from week 12-16, including additional material presented during class. Each exam is worth 100 points.
Academic Poster Presentation
For this assignment, you are required to design and present an academic poster at the NEXUS Conference on April 2nd at UNT that explores a specific aspect of cybercrime as it relates to our class. Your poster should provide a well-researched, visually engaging overview of your chosen topic, integrating sociological perspectives and theories as relevant. Please see Canvas for more information. This is worth 150 points.
In-Class Practice Presentation
Students will give a short 3–5-minute presentation on their posters in preparation for the NEXUS conference. This is worth 50 points.
Conference Planning & Execution Practicum
Students will take on specific roles to aid in the successful completion of the NEXUS conference. Roles may include but are not limited to program and content coordination, logistics and operations, communications and outreach, poster production and visual communication, conference materials and participant experience. This is worth 75 points.
Class Attendance Policy (attendance required)
Students will be required to attend every class since much of the class is hands-on concerning the conference and is based on guest lectures.
Course Schedule 
	WEEK
	WEEK OF
	COVERING

	1
	1/12
	Monday: Introduction to course, syllabus, conference, and discuss research topics
Wednesday: Overview of IC3 Data
Friday: How to find good research


	2
	1/19
	Monday: NO CLASS – MLK Jr. Day
Wednesday: Review of Sociological Theories
Friday: ICE DAY: Submit 5 articles for poster


	3
	1/26
	Monday: Royce Markose – Guest Speaker
Wednesday: Finish Sociological Theories
Friday: Discuss Research Topics


	4
	2/2
	Monday:  Najm Saqib – Guest Speaker
Wednesday: Criminal Behavior in the Digital Environment Article
Friday:  US Secret Service, Cyber Squad – SSA Jessie Prewitt – Guest Speaker


	5
	2/9
	Monday: Dr. Mohammed Aledhari – Guest Speaker
Wednesday: Chapter 1: Cybercrime & the Internet: An Introduction
Friday: Christopher Marks – Guest Speaker


	6
	2/16
	Monday: Chapter 1: Cybercrime & the Internet: An Introduction
Wednesday: Steve London – Guest Speaker
Friday: Poster Work


	7
	2/23
	Monday: Chapter 2: Theorizing Cybercrime
Wednesday: Chapter 3: Researching Cybercrime
Friday: Poster Work


	8
	3/2
	Monday: Poster Work
Wednesday: Poster Work
Friday: Poster Work


	9
	3/9
	SPRING BREAK – NO CLASS


	10
	3/16
	Monday: NEXUS Posters DUE 
Wednesday: Final Poster Edits & Conference Planning
Friday: Final Poster Edits & Conference Planning


	11
	3/23
	Monday: Practice In-Class Presentations/NEXUS Posters Sent for Printing
Wednesday: Practice In-Class Presentations
Friday: Practice In-Class Presentations

	12
	3/30
	Monday: Practice In-Class Presentations
Wednesday: Jay Taylor – Guest Speaker
THURSDAY: *NEXUS CONFERENCE* APRIL 2
Friday: No class


	13
	4/6
	Monday: Review of Conference (discuss roles and participation)
Wednesday: Chapter 4: Hackers
Friday: Chapter 5: Hacking
Sunday (4/12): Midterm Exam DUE


	14
	4/13
	Monday: Chapter 6: Hacktivism
Wednesday: Chapter 6: Hacktivism
Friday: Chapter 7: Cyberterrorism


	15
	4/20
	Monday: Chapter 7: Cyberterrorism
Wednesday: Chapter 14: Online Harassment, Bullying, and Stalking
Friday: Chapter 14: Online Harassment, Bullying, and Stalking


	16
	4/27
	Monday: Extra Credit – Create a Meme DUE
Wednesday: Catch-Up and last class meeting


	17
	5/4
	Finals Week: No Classes
Final Exam Due Wednesday, May 6



Academic Integrity/Plagiarism/AI Usage
All papers, exams and quizzes should be done individually. However, you may use all texts and notes. Please keep in mind that all quizzes and exams are timed. If you have technical difficulty, please stop and email me immediately. There are no makeup papers, quizzes or exams in this course and no exceptions. If you have an issue arise, please talk to me before the due date and as soon as possible. Students are advised to contact the student helpdesk and document the remedy ticket number before contacting Dr. Potts.  
GenAI use
Throughout the semester, you will or may use specific Generative AI (GenAI) tools for brainstorming exercises; however, all submitted work must be of your own original writing and may not be copied from GenAI. These assignments help build ethical resilience and GenAI literacy, preparing you for careers in a GenAI-oriented workforce. 
Academic Integrity Standards and Consequences. According to UNT Policy 06.003, Student Academic Integrity, academic dishonesty occurs when students engage in behaviors including, but not limited to cheating, fabrication, facilitating academic dishonesty, forgery, plagiarism, and sabotage. A finding of academic dishonesty may result in a range of academic penalties or sanctions ranging from admonition to expulsion from the University.  Academic Integrity Policy (PDF).

Every student in my class can improve by doing their own work and trying their hardest with access to appropriate resources.  Students who use other people’s work without citations will be violating UNT’s Academic Integrity Policy.  Please read and follow this important set of guidelines for your academic success. If you have questions about this, or any UNT policy, please email me or come discuss this with me during my office hours.
Turnitin Required for All Assignments
Students are required to submit written assignments for this class to Turnitin, a web-based plagiarism and AI generation detection service. Before submitting your paper to Turnitin, please remove your title page and other personal information. Any paper that is not submitted to Turnitin will not be accepted by the instructor and will not be graded.
Attendance and Participation  
Students will be required to attend every class since much of the class is hands-on concerning the conference and is based on guest lectures.
This class meets in person Mondays, Wednesdays, and Fridays. Students are expected to be present in-class and abide by all due dates listed in the syllabus. Students who attend course lectures and discussions in-person will do better than students who do not. The instructor will use the tracking feature in Canvas to monitor student activity. Students are also required to participate in all class activities such as the NEXUS conference, papers, and exams.
Please note that students will be notified by Eagle Alert if there is a campus closing that will impact a class and describe that the calendar is subject to change, citing the Emergency Notifications and Procedures Policy (PDF).
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