	
	
	



SOCI 4260.001/.301 (Honors): 
CYBERTERRORISM & SOCIAL BEHAVIOR
FALL 2026
Instructor Information  
Name: Dr. Helen Potts
Email: Helen.Potts@unt.edu 
Office Location: Sycamore Hall, Suite 288F 
Office Hours: Mondays & Wednesdays 12:30-2pm, or by appointment 

Course Classroom: ENV 110
Class Meeting Time: Mondays and Wednesdays 11:10-12:30 pm 

Course Description, Structure, and Objectives 

Cyberterrorism and Social Behavior is a 3-hour advanced course that investigates cyberterrorism through a sociological lens. Focusing on social structure, sociological and deviance theories, and socio-cultural contexts, students will critically examine the typology and impact of extremist behavior and radicalization.  Direct focus will analyze the interplay between technology, power, and social structures. Drawing on sociological theory, case studies, and contemporary research, students will analyze cyberterrorism not only as a security issue, but as a complex social phenomenon embedded in cyberspace with real-life consequences.
Students should be prepared to discuss sensitive topics throughout this course.

Course Structure
This course is taught mostly in-person with some online work. All course information will be posted in Canvas. This course is 16 weeks long with one module covering each week. 
NEXUS - Research Component & Conference Presentation
This course exists in conjunction with the Department of Sociology’s research initiative, NEXUS – The Network for Exploring the Intersection of Human Behavior and Cybercrime. Throughout the course students will be creating an academic poster presentation. Each week students will work on developing a research topic, literature review and theory, methods, statistics section with graphs, and conclusion which will create the segments needed for a conference poster presentation. Tentatively, the conference will be held at UNT on November 12. Please schedule this in your calendar so you can attend.
Course Prerequisites or Other Restrictions
There are no prerequisites for this course. However, students should have a reliable internet connection, access to a computer, and proficiency in Word and Canvas. Please know there is a 24-hour computer lab available at Willis Library.



Course Objectives
By the end of this course, students will be able to:
1. Apply key sociological concepts (i.e. social identity, deviance, collective behavior) to understand the emergence and dynamics of cyberterrorism.
2. Examine how digital environments facilitate recruitment, identity construction, and the spread of extremist ideologies.
3. Critically analyze how cyberterrorism and responses to it (i.e. surveillance, regulation) affect civil liberties, social trust, and inequality.
4. Use empirical research and case studies to construct informed perspectives and arguments on the relationship between technology, social behavior, and political violence.
Required Course Materials 
Weekly reading assignments will be given in Canvas.

This course has digital components. To fully participate in this class, students will need internet access to reference content on the Canvas Learning Management System. If circumstances change, you will be informed of other technical needs to access course content.  Information on how to be successful in a digital learning environment can be found at Learn Anywhere .
How to Succeed in this Course 
This is an in-person course. Please plan to attend all classes to stay on top of course material. If you need me, I am available before and after class or during office hours. You are also welcome to email any questions or concerns you may have. My door (or email inbox) is always open. I will respond to any student email within 48 hours on weekdays (usually sooner). However, my goal is to take weekends and holidays off from email.

Students will be responsible for keeping up with the readings. Students should feel welcome to reach out if they do not understand topics or feel lost. It is always best to reach out early, as topics tend to build upon themselves throughout the course. I am happy to meet with students at a time that works best for them. Please stay aware of the deadlines and due dates given in the course. Based upon the format of this course, students are expected to work at their own pace and maintain a high level of personal responsibility.  

The best way to succeed in this course is to complete all readings in a timely manner and attend every class so you have the information to best answer questions correctly. Please stay on top of all due dates as no extensions will be provided. 

Below is UNT’s ADA accommodation statement: 
The University of North Texas makes reasonable accommodations for students with disabilities. To request accommodations, you must first register with the Office of Disability Access (ODA) by completing an application for services and providing documentation to verify your eligibility each semester. Once your eligibility is confirmed, you may request your letter of accommodation. ODA will then email your faculty a letter of reasonable accommodation, initiating a private discussion about your specific needs in the course. 
You can request accommodations at any time, but it’s important to provide ODA notice to your faculty as early as possible in the semester to avoid delays in implementation. Keep in mind that you must obtain a new letter of accommodation for each semester and meet with each faculty member before accommodations can be implemented in each class. You are strongly encouraged to meet with faculty regarding your accommodations during office hours or by appointment. Faculty have the authority to ask you to discuss your letter during their designated office hours to protect your privacy. For more information and to access resources that can support your needs, refer to the Office of Disability Access website (https://studentaffairs.unt.edu/office-disability-access).
Supporting Your Success and Creating an Inclusive Learning Environment  
Sociology, by its nature, examines sensitive topics. While I encourage participation and discussion, please remember to be respectful to others. I encourage you to review UNT’s student code of conduct, so we are all on the same page Code of Student Conduct. To explore campus resources designed to support you, check out mental health services (https://clear.unt.edu/student-support-services-policies), visit unt.edu/success, and explore unt.edu/wellness. To get all your enrollment and student financial-related questions answered, go to scrappysays.unt.edu.

Grading Scale
	Letter Grade:
	Point Range:
	Percentage Range:

	A
	595-665
	90-100%

	B
	528-594
	80-89%

	C
	462-527
	70-79%

	D
	395-461
	60-69%

	F
	394 or below
	59% or below



No late work will be accepted. A rubric for each assignment is attached to the assignment page. If a problem arises, please contact the professor as soon as possible.
Course Requirements
Below is a list of all required assignments and graded activities for this course.
	
	Points:
	Due Date:

	Cyberterrorism Poster Draft Sections
	70
	Weeks 4-10

	Cyberterrorism Poster
	150
	Week 12 (Nov. 2)

	In-Class Poster Presentation
	50
	Weeks 12 & 13

	Conference Participation & Attendance
	150
	TBA

	Mid-term Exam
	100
	Week 9 (Oct. 12)

	Final Exam
	100
	Week 17 (Dec. 9)

	Attendance
	45
	Throughout

	Extra Credit Opportunity: Create a Meme
	*10*
	Week 16 (Dec. 2)

	TOTAL
	665
	


Extra Credit Opportunity: Create a Cyberterrorism-themed Meme
Create a meme about radicalization, extremism, hacktivists, surveillance, or cyberterrorism and analyze it through the lens of a sociological or deviance theory (conflict, functional, symbolic interaction, labeling, strain, drift, self-control, feminist or radical criminology theories). Students must submit the meme and the 100-word analysis. This is worth 10 extra credit points.
Exams
There will be two exams in the course (mid-term exam and final exam). The mid-term exam covers materials through week 8, including additional material presented during class. The final exam covers materials from week 9-16, including additional material presented during class. Each exam is worth 100 points.
Academic Poster
For this assignment, you are required to design and present an academic poster exploring cyberterrorism as it relates to our class. Students will research the cyber tactics employed by their choice of a terrorist organization in the form of a case study. Your poster should provide a well-researched, visually engaging overview of your chosen topic, integrating sociological perspectives and theories as relevant. Please see Canvas for more information. This is worth 150 points.
Conference Participation and Attendance
Students will attend the mini-conference (4 hours) we host on cyberterrorism. Students will help organize and run the conference. Students are expected to be at the conference the entire time, dress appropriately, be helpful and polite with a positive attitude. This is worth 150 points. The date of the conference will be announced as soon as possible (tentatively, it will be held November 12).
In-Class Poster Presentation
Students will give a short 3–5-minute presentation on their posters. This is worth 50 points.
Class Attendance Policy (attendance required)
Students will be required to attend every class, and class attendance is worth 45 points of your course grade. Each class is worth 3 points. There are 28 scheduled class meetings. So, you need to attend 15 class meetings to receive all 45 points.
Course Schedule 
	WEEK
	WEEK OF
	COVERING

	1
	8/17
	INTRODUCTION & SOCIOLOGY THEORY
Monday: 
· Introduction to course, syllabus, conference, and discuss research topics
Wednesday: 
· TED Talk & Review of Sociological Theories


	2
	8/24
	CRIMINOLOGY & CRIMINAL JUSTICE THEORIES
Monday: 
· Finish Sociological Theories
Wednesday: 
· Review of Criminology & Criminal Justice Theories (Yar & Steinmetz – Chapter 2)


	3
	8/31
	Theory Catch-up & Theory Application
· How to find academic articles & sources


	4
	9/7
	RADICALIZATION & THEORY APPLICATION
Monday:  No Class – Labor Day
       Wednesday: 
· The Elements of Radicalization through the Lens of Sociological Theory (Potts & Cinoglu)
· POSTER DRAFT SECTION 1 DUE – Choose a terrorist group to investigate (post in the discussion)


	5
	9/14
	OVERVIEW OF CYBERTERRORISM
Monday:  
· Cyberterrorism (Yar & Steinmetz – Chapter 7)
· POSTER DRAFT SECTION 2 DUE – Submit 3 references in APA format
Wednesday:  
· Cyberterrorism (Yar & Steinmetz – Chapter 7) continued


	6
	9/21
	TERRORISM & THE ROLE OF THE INTERNET
Monday: 
· Terrorism and the Internet: How Dangerous is Online Radicalization (Binder & Kenyon)
· POSTER DRAFT SECTION 3 DUE – Submit an overview of your terrorist group
     Wednesday: 
· Continue Binder & Kenyon Article


	7
	9/28
	STUDY ON BELGIAN YOUTHS
Monday: 
· Internet, the great radicalizer? Exploring Relationships Between Seeking for Online Extremist Materials and Cognitive Radicalization in Young Adults (Frissen)
· POSTER DRAFT SECTION 4 DUE – Submit a paragraph on your group’s online presence
Wednesday: 
· Continue Frissen Article


	8
	10/5
	THE ROLE OF AI IN TERRORISM
Monday:  
· The Role of Artificial Intelligence in Radicalisation, Recruitment and Terrorist Propaganda: Deconstructing Violent Extremism and Reimagining Counterterrorism in Contemporary Digital Ecosystems (Ganaie)
· POSTER DRAFT SECTION 5 DUE - Submit a paragraph on any countermeasures used against the group
     Wednesday: 
· Continue Ganaie Article




	9
	10/12
	CYBER-EXTREMISM
Monday: No Class - Midterm Due
· POSTER DRAFT SECTION 6 DUE – Submit a paragraph applying Sociological or Criminological theory to the terrorist group
Wednesday: 
· Algorithmic Extremism? The Secularization of Artificial Intelligence (AI) and its Impact on Radicalism, Polarization and Political Violence (Burton)


	10
	10/19
	WOMEN & TERRORISM
Monday: Guest Lecture – Natalia Heringer-Luckemeier
· Five Decades of Research on Women and Terrorism (Margolin & Cook)
· POSTER DRAFT SECTION 7 DUE – Create a timeline and map for your poster
Wednesday:  
· Topic Continued


	11
	10/26
	AI TERRORISM
Monday: Poster Last-minute Workshop Day
Wednesday: 
· Extremists are Using AI Voice Cloning to Supercharge Propaganda. Experts Say it’s Helping Them Grow (The Guardian)


	12
	11/2
	Monday: Finalized Cyberterrorism Poster DUE
Wednesday: In-Class Poster Presentations 


	13
	11/9
	Monday: In-Class Poster Presentations
Wednesday: In-Class Poster Presentations


	14
	11/16
	SYNTHETIC ASYMMETRY & THE ROLE OF CYBERTERRORISM 
Monday: 
· Forget Guerillas and IEDs: The Next Asymmetric War Will be Engineered (Venable)
Wednesday:  
· The Next War Won’t Target Cities, It Will Target Choke Points (Venable)


	15
	11/23
	No Class – Thanksgiving Break


	16
	11/30
	TWEETING TERROR & Catch-up Week
Monday: 
· Tweeting Terror Live: Al-Shabaab’s Use of Twitter During the Westgate Attack & Implications for Counterterrorism Communications (Fassrainer)
Wednesday:  Extra Credit – Create a Meme DUE (12/2) and last class meeting


	17
	12/7
	Finals Week: No Classes
Final Exam Due Wednesday, December 9




Academic Integrity/Plagiarism/AI Usage
All papers, exams and quizzes should be done individually. However, you may use all texts and notes. Please keep in mind that all quizzes and exams are timed. If you have technical difficulty, please stop and email me immediately. There are no makeup papers, quizzes or exams in this course and no exceptions. If you have an issue arise, please talk to me before the due date and as soon as possible. Students are advised to contact the student helpdesk and document the remedy ticket number before contacting Dr. Potts.  
GenAI Use
Throughout the semester, you will or may use specific Generative AI (GenAI) tools for brainstorming exercises; however, all submitted work must be of your own original writing and may not be copied from GenAI. These assignments help build ethical resilience and GenAI literacy, preparing you for careers in a GenAI-oriented workforce. 
Academic Integrity Standards and Consequences. According to UNT Policy 06.003, Student Academic Integrity, academic dishonesty occurs when students engage in behaviors including, but not limited to cheating, fabrication, facilitating academic dishonesty, forgery, plagiarism, and sabotage. A finding of academic dishonesty may result in a range of academic penalties or sanctions ranging from admonition to expulsion from the University.  Academic Integrity Policy (PDF).

Students who use other people’s work without citations will be violating UNT’s Academic Integrity Policy.  Please read and follow this important set of guidelines for your academic success. If you have questions about this, or any UNT policy, please email me or come discuss this with me during my office hours.
Turnitin Required for All Assignments
Students are required to submit written assignments for this class to Turnitin, a web-based plagiarism and AI generation detection service. Before submitting your paper to Turnitin, please remove your title page and other personal information. Any paper that is not submitted to Turnitin will not be accepted by the instructor and will not be graded.
*Please note that students will be notified by Eagle Alert if there is a campus closing that will impact a class and describe that the calendar is subject to change, citing the Emergency Notifications and Procedures Policy (PDF).









This course will also count towards this certificate. Let me know if you need help adding the certificate.
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CYBERCRIME &
SOCIAL BEHAVIOR *
CERTIFICATE

A12-hour interdisciplinary certificate on human
behavior and social issues in cybercrime and
cybersecurity. Topics include cryptocurrency,
internet scams, NFTs, generative Al, deep fakes, fake
news, hacking, hacktivism, & cyberterrorism.

1- Choose two courses from the following (6 hours):
S0OCI 3133 - Cybercrime & Social Behavior

SOCI 4600 - Internet & Society

SOCI 4630 - Deviance & Control

SOCI 4950 - Saciology Internship (Cybersecurity)

2 - Choose two courses from the following (6 hours):
« ECON 3300 - Webonomics
e PHIL 2600 - Ethics in Science
(University Core —Lang/Phil/Culture)
¢ PHIL 3450 - Philosophy of Technology
e PHIL 4200 - Science, Technology, 6 Society
(University Core - Component Area Option A)
¢ SOCI 4600 - Internet & Society Scan for more info:
« SOCI 4630 - Deviance & Control 5
» SOCI 4950 - Sociology Internship (Cybersecurity)
To add this certificate, email SSCluster@unt.edu

ot

To make an advising appointment, contact Dr. Potts at Helen.Potts@unt.edu hp 2026




