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CSCE 4535 - Introduction to Network Administration
   Summer 2026

Course Design
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This course will be conducted fully online. There are 9 modules, and each module includes lecture slides, videos, assignments, discussions, quizzes, and labs. All submissions are due on Sundays at 11:59 PM. Late assignments will be accepted within 24 hours after the due date with a 20% penalty.
Students are expected to log in to Canvas regularly to check announcements and emails. Any changes to deadlines or course updates will be communicated through Canvas announcements and/or email.

Instructor
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Name:  Diana Rabah
E-mail: diana.rabah@unt.edu
Office Hours:  Online- any day, via zoom or MS meet & by appointment.


Class Hours:  online
Course Documents: 	Lecture Notes and Course Documents will be found in Canvas.


TA & Grader: 

Name: Gayani Gupta
Email: gayani.gupta@unt.edu
Zoom Link: https://unt.zoom.us/j/85651531460
TA office Hours: Tuesdays 5.00 PM - 6.00 PM




Course Communication: 
· Email is the best way to reach me. Use UNT email if possible.  
· Students’ emails will be replied WITHIN 24 hours during the weekdays. Weekend and holidays don’t apply.  
· Make sure to list the course & section number in the subject line in all e-mail communications. Example: CSE 4535 & section
· Emails without proper subject line will not be replied to.
· Avoid using personal email. Sensitive information (such as your grades) can ONLY be sent to Canvas email or UNT email account.



Course Catalog Description 
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Students explore topics in network administration in theoretical and practical ways, study different software platforms, control, shared resources, administration, security, anti-virus procedures and methodologies.


Suggested Textbook:

UNIX and Linux System Administration Handbook (5th Edition) by Evi Nemeth (Author), Garth Snyder (Author), Trent R. Hein (Author), Ben Whaley (Author)


Other References:

1. Computer Networking: A Top-Down Approach (7th… (Hardcover) by James Kurose, Keith Ross.
2. Introduction to Computer Networks and Cybersecurity 1st Edition by Chwan-Hwa (John) Wu (Author), J. David Irwin (Author)
3. Various Network Administration online resources




Student Learning Outcomes
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Student Outcomes are measurable achievements to be accomplished by the completion of the degree.  These outcomes are evaluated as part of our ABET accreditation process.

Course Outcomes: 
Evaluated as part of our ABET accreditation process as well. Course Outcomes are measurable achievements to be accomplished by the completion of the course.  By the end of this course, a student should be able to:

1. Demonstrate understanding of IP addressing, sub-netting and networks configuration by configuring and setting up a network across a heterogeneous group of computers.
2. Describe network planning and design of local-area-network (LAN) and wide- area-network (WAN) networks.
3. Describe quality of service (QoS) parameters and how they relate to network availability.
4. Configure, operate, and troubleshoot routing protocols such as Open-Shortest- Path-First (OSPF) and Border-Gate-Protocol (BGP).
5. Install and configure simple network security tools such as Intrusion-Prevention- System (IPS), Intrusion-Detection-System (IDS), firewalls and virus scanners.
6. Evaluate network performance both by simulation and by designing, gathering, and analyzing experiments.



Course Requirements
 
Prerequisites: CSCE 3530.
Attendance will be periodically monitored via Canvas.

Grading Policy  [image: ]

The various components of your grade are weighted as follows: 

Important Dates
https://registrar.unt.edu/registration/spring-academic-calendar.html


	Last Day to Add a Class Section 
	May 21

	Last Day to Withdraw
	May 17

	 Last day to Drop with a Grade of W Begins
	June 3

	 Memorial Day- No classes
	May 25

		Juneteenth Observance—No Classes

	Independence Day—No Classes



		June 19, 2026

	July 4, 2026







Weight Distribution 


	Assignments
	20%

	Practicums
	30%

	Quizzes 
	10%

	Discussions
	15%

	2 Exams
	25%


   Total                                                                                      100%


Grading Scale:    			   
90% - 100% A
80% - 89%   B
70% - 79%   C
60% - 69%   D
0%   - 59%   F


Grading Items Turnaround Time 

The grades for the labs/assignments/projects, quizzes and exams will be available within 10 business days after the due date. If you believe that there is a mistake in the grading on one of your assignments, quizzes, or projects, you must bring these inquiries to the TA or the professor asap.



Assignments 
All assignments MUST be submitted through Canvas by the deadline specified in the syllabus & the course calendar. Email submission will NOT be accepted. If for some reason you have not been able to submit an assignment by the deadline, you have 24 hours to submit your work with a 20% penalty. 
All work turned in for this class must meet the style and submission guidelines: Name your assignment with file name convention: Course_assignmentNumber_UNTEmailID.doc (Example: CSE4535_Assignt1_jdow.doc). 




Student Responsibility
For this class, you are expected to spend 5 to 6 hours each week on coursework:
· Check Canvas email regularly.
· Login to Canvas course website frequently to access the course material (at least every other day).
· Follow the weekly study guide in the learning module.
· Study the assigned material such as virtual lectures, textbook chapters and the PowerPoint slides.
· Complete assigned quiz/assignment/discussion/project on time. 






Online Class Communication Rules

In any classroom setting there are communication rules in place that encourage students to respect others and their opinions. The do's and don'ts for online communication are referred to as Netiquette. As a student in my course, you should:
· Be sensitive and reflective to what others are saying.
· Avoid typing in all capitals because it is difficult to read and is considered the electronic version of 'shouting'.
· Don't flame - These are outbursts of extreme emotion or opinion.
· Think before you hit the post (enter/reply) button. You can't take it back! Don't use offensive language.
· Use clear subject lines.
· Don't use abbreviations or acronyms unless the entire class knows them. Be forgiving. Anyone can make a mistake.
· Keep the dialog collegial and professional, humor is difficult to convey in an online environment.
· Always assume good intent and respond accordingly. If you are unsure of or annoyed by a message, wait 24 hours before responding.

See these Engagement Guidelines (https://clear.unt.edu/online-communication-tips) for more information.




Course Schedule

Syllabus Change Policy:

The course schedule is tentative and is subject to change. The instructor reserves the right to change the course as needed, specifically (though not limited to) the case of topics, due dates, and assignments/assessment items. 


	
Academic calendar can be found at  https://catalog.unt.edu/content.php?catoid=36&navoid=4054#summer
5



	Module Lecture
Schedule
	         Topics to cover

	Assignments Due dates 
Sunday, 11:59 pm 

	Week 1 
(May 18-24)
	               Module 0
    Course Introduction

	Sun May/24
Disc 0-Introduce yourself
Quiz 0- Academic Integrity
Assignment 0

	Week 2 
(May 25- 31)
	Module 1
Network Admin Basics
Memorial Day Off
	Sun May 31
Disc.1 Basic Networking
Assignment 1

	Week 3
 (June 1-7)
	Module 2
Introduction to Network (TCP/IP)

	Sun June/ 7
Disc.2 TCP/IP
Quiz 1- TCP/IP
Assignment 2

	Week 4 
(June 8- 14)
	Module 3
Subnetting- & IP Addressing

	Sun June/ 14
Disc 3- Subnetting
Quiz 2- Subnetting
Assignment 3

	Week 5 
(June 15- 21)
	                                    Module 4
    IP Routing
Mid-Term Exam
Juneteenth Observance—No Classes
	Sun June/ 21
Assignment 4
Quiz 3- Routing
Lab Practicum 1

	Week 6 
(June 22- 28)
	Module 5
Quality of service (QoS)

	Sun June/ 28
          Assignment 5
Disc 4- QoS


	Week 7 
( June 29- July 5)
	Module 6
Network Security Management
                   Independence Day—No Classes   

	Sun July/ 5
Assignment 6
Lab Practicum 2

	Week 8 
(July/6- 12)
	Module 7
IDS/IPS
	Sun July/12
Assignment 7
                      Disc 5- IDS/IPS
Packet Tracer Activity


	Week 9 
(July 13-19)
	Module 8 & 9
Firewalls &
Ethical Hacking

	Sun July/19
Assignment 8
Disc. 6
Lan Practicum 3

	Week 10 
(July 20- 24)
	
                                Final Exams



	
Sun July/24













Collaboration and Cheating:
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Collaboration among students in class is most certainly encouraged, as it is my belief that it provides a better learning environment and is required for team assignments. All resources used should be clearly cited in written work of any kind, both individual and team. 
For further details and clarifications regarding collaboration and cheating, view the university Student Rights and Responsibilities web page.
 
Student Perceptions Of Teaching (SPOT) 
The Student Perceptions of Teaching (SPOT) is a requirement for all organized classes at UNT. This short survey will be made available to you at the end of the semester, providing you a chance to comment on how this class is taught. I am very interested in the feedback I get from students, as I work to continually improve my teaching. I consider the SPOT to be an important part of your participation in this class. SPOT will be available near the end of the term. 

AI Policy
All assignments should be prepared by the student. AI-generated submissions are not permitted and will be treated as plagiarism. In case a student needs to use an AI tool, they must ask for my permission before utilizing AI writing software (such as ChatGPT) for any assignments in this course. Utilizing these tools without obtaining permission could jeopardize your academic integrity.



Student Resources
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Check Start Here module in Canvas.



Technical Assistance
Student Help Desk that you can contact for help with Canvas or other technology issues. 
UIT Help Desk: UIT Student Help Desk site (http://www.unt.edu/helpdesk/index.htm)
Email: helpdesk@unt.edu     
Phone: 940-565-2324
For additional support, visit Canvas Technical Help (https://community.canvaslms.com/docs/DOC-10554-4212710328)
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         UNT Policies

					Academic Integrity Policy
Academic Integrity Standards and Consequences. According to UNT Policy 06.003, Student Academic Integrity, academic dishonesty occurs when students engage in behaviors including, but not limited to cheating, fabrication, facilitating academic dishonesty, forgery, plagiarism, and sabotage. A finding of academic dishonesty may result in a range of academic penalties or sanctions ranging from admonition to expulsion from the University. We emphasize that individual work such as homework assignments and pop quizzes must be done on your own and that cheating will result in failure of the course. Do not discuss solutions or share copies of individual work. Unacceptable collaboration will be considered a violation of a Code of Student Conduct, and will result in a failing grade for the course. In addition, the incident will be reported to the CSE department, in accordance with the CSE department policy on academic integrity. Please make sure if you obtain ideas from others you give credit to your source. If questions arise during the course of working on a problem, please feel free to contact the instructor for a clarification.

			
                                 ADA Policy
UNT makes reasonable academic accommodation for students with disabilities. Students seeking accommodation must first register with the Office of Disability Accommodation (ODA) to verify their eligibility. If a disability is verified, the ODA will provide a student with an accommodation letter to be delivered to faculty to begin a private discussion regarding one’s specific course needs. Students may request accommodations at any time, however, ODA notices of accommodation should be provided as early as possible in the semester to avoid any delay in implementation. Note that students must obtain a new letter of accommodation for every semester and must meet with each faculty member prior to implementation in each class. For additional information see the ODA website (https://disability.unt.edu/).

Prohibition of Discrimination, Harassment, and Retaliation (Policy 16.004)
The University of North Texas (UNT) prohibits discrimination and harassment because of race, color, national origin, religion, sex, sexual orientation, gender identity, gender expression, age, disability, genetic information, veteran status, or any other characteristic protected under applicable federal or state law in its application and admission processes; educational programs and activities; employment policies, procedures, and processes; and university facilities. The University takes active measures to prevent such conduct and investigates and takes remedial action when appropriate.

Emergency Notification & Procedures
UNT uses a system called Eagle Alert to quickly notify students with critical information in the event of an emergency (i.e., severe weather, campus closing, and health and public safety emergencies like chemical spills, fires, or violence). In the event of a university closure, please refer to Canvas for contingency plans for covering course materials.

Retention of Student Records
Student records pertaining to this course are maintained in a secure location by the instructor of record. All records such as exams, answer sheets (with keys), and written papers submitted during the duration of the course are kept for at least one calendar year after course completion. Course work completed via the Canvas online system, including grading information and comments, is also stored in a safe electronic environment for one year. Students have the right to view their individual record; however, information about student’s records will not be divulged to other individuals without proper written consent. Students are encouraged to review the Public Information Policy and the Family Educational Rights and Privacy Act (FERPA) laws and the University’s policy. See UNT Policy 10.10, Records Management and Retention for additional information. 

Acceptable Student Behavior
Student behavior that interferes with an instructor’s ability to conduct a class or other students' opportunity to learn is unacceptable and disruptive and will not be tolerated in any instructional forum at UNT. Students engaging in unacceptable behavior will be directed to leave the classroom and the instructor may refer the student to the Dean of Students to consider whether the student's conduct violated the Code of Student Conduct. The University's expectations for student conduct apply to all instructional forums, including University and electronic classroom, labs, discussion groups, field trips, etc. Visit UNT’s Code of Student Conduct (https://deanofstudents.unt.edu/conduct) to learn more. 

Access to Information - Eagle Connect
Students’ access point for business and academic services at UNT is located at: my.unt.edu. All official communication from the University will be delivered to a student’s Eagle Connect account. For more information, please visit the website that explains Eagle Connect and how to forward e-mail Eagle Connect (https://it.unt.edu/eagleconnect).

Student Evaluation Administration Dates
Student feedback is important and an essential part of participation in this course. The student evaluation of instruction is a requirement for all organized classes at UNT. The survey will be made available during weeks 13, 14 and 15 [insert administration dates] of the long semesters to provide students with an opportunity to evaluate how this course is taught. Students will receive an email from "UNT SPOT Course Evaluations via IASystem Notification" (no-reply@iasystem.org) with the survey link. Students should look for the email in their UNT email inbox. Simply click on the link and complete the survey. Once students complete the survey they will receive a confirmation email that the survey has been submitted. For additional information, please visit the SPOT website (http://spot.unt.edu/) or email spot@unt.edu.

Sexual Assault Prevention
UNT is committed to providing a safe learning environment free of all forms of sexual misconduct, including sexual harassment sexual assault, domestic violence, dating violence, and stalking. Federal laws (Title IX and the Violence Against Women Act) and UNT policies prohibit discrimination on the basis of sex, and therefore prohibit sexual misconduct. If you or someone you know is experiencing sexual harassment, relationship violence, stalking, and/or sexual assault, there are campus resources available to provide support and assistance. UNT’s Survivor Advocates can assist a student who has been impacted by violence by filing protective orders, completing crime victim’s compensation applications, contacting professors for absences related to an assault, working with housing to facilitate a room change where appropriate, and connecting students to other resources available both on and off campus. The Survivor Advocates can be reached at SurvivorAdvocate@unt.edu or by calling the Dean of Students Office at 940-565- 2648. Additionally, alleged sexual misconduct can be non-confidentially reported to the Title IX Coordinator at oeo@unt.edu or at (940) 565 2759.


Important Notice for F-1 Students taking Distance Education Courses 
Federal Regulation
To read detailed Immigration and Customs Enforcement regulations for F-1 students taking online courses, please go to the Electronic Code of Federal Regulations website (http://www.ecfr.gov/). The specific portion concerning distance education courses is located at Title 8 CFR 214.2 Paragraph (f)(6)(i)(G).
The paragraph reads: 
(G) For F-1 students enrolled in classes for credit or classroom hours, no more than the equivalent of one class or three credits per session, term, semester, trimester, or quarter may be counted toward the full course of study requirement if the class is taken on-line or through distance education and does not require the student's physical attendance for classes, examination or other purposes integral to completion of the class. An on-line or distance education course is a course that is offered principally through the use of television, audio, or computer transmission including open broadcast, closed circuit, cable, microwave, or satellite, audio conferencing, or computer conferencing. If the F-1 student's course of study is in a language study program, no on-line or distance education classes may be considered to count toward a student's full course of study requirement.
University of North Texas Compliance 
To comply with immigration regulations, an F-1 visa holder within the United States may need to engage in an on-campus experiential component for this course. This component (which must be approved in advance by the instructor) can include activities such as taking an on-campus exam, participating in an on-campus lecture or lab activity, or other on-campus experience integral to the completion of this course.
If such an on-campus activity is required, it is the student’s responsibility to do the following:
(1) Submit a written request to the instructor for an on-campus experiential component within one week of the start of the course.
(2) Ensure that the activity on campus takes place and the instructor documents it in writing with a notice sent to the International Student and Scholar Services Office.  ISSS has a form available that you may use for this purpose.
Because the decision may have serious immigration consequences, if an F-1 student is unsure about his or her need to participate in an on-campus experiential component for this course, s/he should contact the UNT International Student and Scholar Services Office (telephone 940-565-2195 or email internationaladvising@unt.edu) to get clarification before the one-week deadline.
Student Verification
UNT takes measures to protect the integrity of educational credentials awarded to students enrolled in distance education courses by verifying student identity, protecting student privacy, and notifying students of any special meeting times/locations or additional charges associated with student identity verification in distance education courses. 
See UNT Policy 07-002 Student Identity Verification, Privacy, and Notification and Distance Education Courses (https://policy.unt.edu/policy/07-002).

Use of Student Work
A student owns the copyright for all work (e.g. software, photographs, reports, presentations, and email postings) he or she creates within a class and the University is not entitled to use any student work without the student’s permission unless all of the following criteria are met:
· The work is used only once.
· The work is not used in its entirety.
· Use of the work does not affect any potential profits from the work.
· The student is not identified.
· The work is identified as student work. 

If the use of the work does not meet all of the above criteria, then the University office or department using the work must obtain the student’s written permission.
Download the UNT System Permission, Waiver and Release Form

Transmission and Recording of Student Images in Electronically-Delivered Courses
1. No permission is needed from a student for his or her image or voice to be transmitted live via videoconference or streaming media, but all students should be informed when courses are to be conducted using either method of delivery. 
2. In the event an instructor records student presentations, he or she must obtain permission from the student using a signed release in order to use the recording for future classes in accordance with the Use of Student-Created Work guidelines above.
3. Instructors who video-record their class lectures with the intention of re-using some or all of recordings for future class offerings must notify students on the course syllabus if students' images may appear on video. Instructors are also advised to provide accommodation for students who do not wish to appear in class recordings.
Example: This course employs lecture capture technology to record class sessions. Students may occasionally appear on video. The lecture recordings will be available to you for study purposes and may also be reused in future course offerings.

No notification is needed if only audio and slide capture is used or if the video only records the instructor's image. However, the instructor is encouraged to let students know the recordings will be available to them for study purposes.

Class Recordings & Student Likenesses 
Synchronous (live) sessions in this course will be recorded for students enrolled in this class section to refer to throughout the semester. Class recordings are the intellectual property of the university or instructor and are reserved for use only by students in this class and only for educational purposes. Students may not post or otherwise share the recordings outside the class, or outside the Canvas Learning Management System, in any form. Failing to follow this restriction is a violation of the UNT Code of Student Conduct and could lead to disciplinary action.

Academic Support & Student Services
Student Support Services
Mental Health
UNT provides mental health resources to students to help ensure there are numerous outlets to turn to that wholeheartedly care for and are there for students in need, regardless of the nature of an issue or its severity. Listed below are several resources on campus that can support your academic success and mental well-being:
· Student Health and Wellness Center (https://studentaffairs.unt.edu/student-health-and-wellness-center)
· Counseling and Testing Services (https://studentaffairs.unt.edu/counseling-and-testing-services)
· UNT Care Team (https://studentaffairs.unt.edu/care)
· UNT Psychiatric Services (https://studentaffairs.unt.edu/student-health-and-wellness-center/services/psychiatry)
· Individual Counseling (https://studentaffairs.unt.edu/counseling-and-testing-services/services/individual-counseling)
Chosen Names
A chosen name is a name that a person goes by that may or may not match their legal name. If you have a chosen name that is different from your legal name and would like that to be used in class, please let the instructor know. Below is a list of resources for updating your chosen name at UNT.
· UNT Records
· UNT ID Card
· UNT Email Address
· Legal Name
*UNT euIDs cannot be changed at this time. The collaborating offices are working on a process to make this option accessible to UNT community members.
Pronouns
Pronouns (she/her, they/them, he/him, etc.) are a public way for people to address you, much like your name, and can be shared with a name when making an introduction, both virtually and in-person. Just as we ask and don’t assume someone’s name, we should also ask and not assume someone’s pronouns. 
You can add your pronouns to your Canvas account so that they follow your name when posting to discussion boards, submitting assignments, etc.
Below is a list of additional resources regarding pronouns and their usage:
· What are pronouns and why are they important?
· How do I use pronouns?
· How do I share my pronouns?
· How do I ask for another person’s pronouns?
· How do I correct myself or others when the wrong pronoun is used?
Additional Student Support Services
· Registrar (https://registrar.unt.edu/registration)
· Financial Aid (https://financialaid.unt.edu/)
· Student Legal Services (https://studentaffairs.unt.edu/student-legal-services)
· Career Center (https://studentaffairs.unt.edu/career-center)
· Multicultural Center (https://edo.unt.edu/multicultural-center)
· Counseling and Testing Services (https://studentaffairs.unt.edu/counseling-and-testing-services)
· Pride Alliance (https://edo.unt.edu/pridealliance)
· UNT Food Pantry (https://deanofstudents.unt.edu/resources/food-pantry)
Academic Support Services
· Academic Resource Center (https://clear.unt.edu/canvas/student-resources)
· Academic Success Center (https://success.unt.edu/asc)
· UNT Libraries (https://library.unt.edu/)
Writing Lab (http://writingcenter.unt.edu/
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