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Export Administration Regulations Sec. 758.3 

“All parties that participate in transactions 
subject to the EAR must comply with the EAR.”
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Manufacturer → Trading Company → Seller → Exporter → Bank → Trading Company → Agent → Distributor → Buyer 

Supplier → Truck Line → Warehouse → Consolidator → Freight Forwarder → Agent → NVOCC/Indirect Air Carrier 

Buyer ← Truck Line ← Warehouse ← Distributor ← Trading Company ← Deconsolidator ← Freight Forwarder ← Agent 

Seller → Exporter → Freight Forwarder → Bank  → Freight Forwarder → Buyer
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Do you know EVERY party connected to your export?



What are RED FLAGS?
¾Abnormal circumstances in a transaction

¾ Destination and/or unusual routing

¾ Parties involved in the transaction

¾ End-use of the product

¾ Documentation inconsistencies

¾Vague or questionable communication
¾ Lack of knowledge of shipment/product details

¾ Incomplete details or changes

¾ Instinct – Gut Feelings



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

MINIMUM responsibilities of the seller/exporter
¾ Decide whether there are “red flags”

¾ If there are “red flags”, inquire
¾ Do not self-blind

¾ Employees need to know how to handle “red flags”

¾ Reevaluate all the information after the inquiry
¾ Refrain from the transaction or advise BIS and wait



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The customer or its address is similar to one of the parties found on a Denied Screening List.

Manually, you may use the Consolidated Screening List.

• Department of Commerce – Bureau of Industry and Security (BIS

• Denied Party List – Entities denied export privileges

• Unverified List – Parties ineligible to received licensed goods under an exception

• Entity List – Parties involved in transaction that can trigger the need for a license

• Department of State

• Nonproliferation Sanctions – Parties that have been sanctioned

• AECA Debarred List – Arms Export Control Act

• Department of Treasury – Office of Foreign Asset Control (OFAC)
• Specially Designated Nationals List
• Foreign Sanctions Evaders List

• Sectoral Sanctions Identifications (SSI) List
• Palestinian Legislative Council (PLC) List
• The List of Foreign Financial Institutions Subject to Part 561

• Non-SDN Iranian Sanctions Act List (NS-ISA)



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The customer or purchasing agent is reluctant to offer information about the end-

use of a product.

“What is the END-USE of the product?” 

Night Goggles – For use in paint ball competitions

Selling to the Liverpool Amusement Center that has a night time paint 

ball arena in England will probably be approved.

Selling to the Kurdish Amusement Center in Senyurt, Turkey will probably 

NOT be approved.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The product's capabilities do not fit the buyer's line of business.

Classic example:

Sophisticated computers for a small bakery.

A more vague example:

Titanium nuts and bolts to be used by an automobile repair shop.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The product ordered is incompatible with the technical level of the country to 

which the product is being shipped.

Nuclear Power Plants
You can’t ship parts to a country where they don’t have nuclear power 

plants.

Aircraft components

If the country does not manufacture or assemble airplanes, then most 

likely the components will be transshipped illegally.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The customer has little or no business background.

If your goods require a license – the person you are selling to should have 

knowledge of the product and all the parties.

Think about it – If you are selling goods that require an export license, 
then shouldn’t the person you are selling to have a strong business 

background?



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The customer is willing to pay cash for a very expensive item when the terms of the 

sale call for financing.

Export license sales should always have a paper trail, including the payment.

Payments should be made through a bank.  Your bank will be obligated to 

screen the financial institute that made the payment.

Unless you are a retail store, cash should never be a payment option.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The customer is unfamiliar with the product's performance characteristics but still 

wants the product.

If your customer does not know how to use the product, more than likely 

they will not be the end-user.

Even if they are not the end-user, all of the parties involved should 

understand the use of the product.

Most licensed goods are not cheap, so why would someone be willing to 

pay a lot for something they know nothing or little about?



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

Routine installation, training or maintenance services are declined by the customer.

If the buyer doesn’t want you to see their facilities, then they probably 

are transshipping or reselling the product.

Most legitimate buyers are concerned with warranties and your 

replacement parts program.

If the buyer refuses training on goods that usually require it, they are 
probably transshipping or reselling the product.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

Delivery dates are vague, or deliveries are planned for out-of-the-way destinations.

Almost all international transactions have a deadline date.  If they don’t 

care when they get it, they are probably just happy to get it.

Know how the shipment will be routed.

You cannot ship through a sanctioned or embargoes country.

Certain ports are considered transshipment ports:

Singapore, Hong Kong, Dubai, Rotterdam, Panama

Destinations near or next to a sanctioned or embargoed country 

should be questioned.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

A freight forwarding firm is listed as the product's final destination.

BIG red flag.  The clue is in their name – FORWARDER.  Forwarders 
forward shipments.

John S. James Co. will NOT handle a routed shipment for licensed goods.  
It would be nearly impossible for us to know every party.

Most freight forwarders are non-asset companies, so they would seldom 

have need for licensed goods.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

The shipping route is abnormal for the product and destination.

Shipments can be stopped or re-routed while in transit.

If shipment is not being routed via the shortest route, question it.

Example:

Reputable exporter had shipment to Kazakhstan.

Routed via Rotterdam to Dubai to Iran to Kazakhstan.

Goods were not licensed, and it could have been legitimate,

but they refused to ship unless it went through the Black Sea.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

Packaging is inconsistent with the stated method of shipment or destination.

Requested marks are in a foreign language not consistent with 
destination.

Are extra, more stringent packaging needed because of lengthy road 

transport?
Example – If final destination is supposed to be in the city of 

Dubai, but additional crating is requested that would endure the rigors of 
truck transit through the desert – it probably isn’t going to Dubai.



15 CFR Supplement No. 3 to Part 732
“Know Your Customer” Guidance and Red Flags 

When questioned, the buyer is evasive or unclear about whether the purchased 
product is for domestic use, export or reexport.

For licensed goods, if the buyer does not have clear, concise, believable 

answers immediately, something is probably not right.

End-user certificates should be obtained and checked.

If high value sale, invest in a trip to the final destination.

To learn more about the buyer, check with the US Commercial Services 

office near you.  Greenville, Columbia, Charleston, Charlotte.



Suggestions to Protect Your Company

Sell your licensed products using ‘C’ or ‘D’ terms of sale – CONTROL the ROUTING.

Insist on insuring the transport.  The insurance company will require details.

Train your sales team on Export Compliance Regulations.

Meet your buyers face-to-face.  If they are unwilling to meet, ask yourself why.

Google everyone.  Know the companies and the people involved.

Discuss ALL red flags with YOUR freight forwarder’ compliance director.

Clear all red flags in writing with BIS or the Department of State.



When in doubt – Stay out!



Follow Us On:

A Complete Service Company…


