Disclaimer: These slides are copyrighted
and strictly for personal use only

» This document is reserved for people enrolled into the
AWS Certified Generative Al Developer Professional Course by
Sundog Education.

» Please do not share this document, it is intended for personal use and
exam preparation only, thank you.

* |f you've obtained these slides for free on a website that is not the course’s
website, please reach out to piracy@datacumulus.com. Thanks!

- Best of luck for the exam and happy learning!
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What We’'ll Cover: GenAl

Fundamentals and Bedrock
* Foundation Models (FM'’s)
* Fine Tuning

» Retrieval-Augmented Generation
« Knowledge Bases / Vector DB's

« Optimizing embedding vectors
» Guardrails

* Prompt Engineering
* Bedrock Prompt Flows

Amazon Bedrock

» Enterprise Integration
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Managing Data for Generative Al

Amazon CloudWatch Amazon SageMaker Amazon Transcribe

» Transforming and structuring your
data
« Bedrock Data Manipulation Q

« SageMaker Data Wrangler

« AWS Transcribe, Amazon - oy
Comprehend Y 1 { .
 AWS Glue

AWS Glue Amazon OpenSearch Service Amazon Comprehend

e CloudWatch

 Vector Storage with OpenSearch @
« RDS / Aurora e =
Amazon Relational Database Amazon Aurora Amazon Simple Storage

¢ DynamODB Service (Amazon RDS) Service (Amazon S3)

* S3
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Agentic Al

* Agents in Bedrock
« Multi-agent workflows

« Strands Agents @

L)

* AgentCore
 Humans in the Loop

« Amazon Q
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Operational Efficiency and

Optimization

Context Management — Token
Efficiency

Model selection
Resource utilization and throughput
Caching

Building responsive and resilient Al
systems

Optimizing Foundation Model system
performance

Resource allocation systems
Bedrock Cross-Region Inference

M
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Managing Models with
SageMaker Al

* Processing, Training, and Deployment

* Deployment Safeguards and Optimization
* Ground Truth

* Model Monitor

* Clarify

* Model Registry @

* Lineage Tracking
« Edge Computing with Neo Amazon SageMaker Al
* Pipelines
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More Tools for Building Al Apps

« AWS Lambda
* API Gateway
AppConfig
Step Functions
EventBridge

DevOps: CodeBuild, CodeDeploy,
CodePipeline

* AppSync

 AWS Outposts
 AWS Wavelength
« SQS

« Amplify
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Amazon Simple Queue AWS AppSync AWS CodeBuild
Service (Amazon SQS)
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Governance and QA

» Bedrock Prompt Management
* Agent Tracing

Amazon Bedrock AWS X-Ray

« Evaluation Techniques
* Responsible Al

(S
* CloudWatch |
. CloudTraiI mazon Clou atc oualral

» X-Ray
 Lake Formation =/

AWS Lake Formation
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Security, Identity, and Compliance

« KMS

AWS l|dentity and Access  AWS Key Management Amazon Macie
. Management (IAM) Service (AWS KMS)
* Macie
N\ N
« Secrets Manager (@\) .ﬂ (8@\)
I~ I~
¢ COg n |t0 AWS Secrets Manager Amazon Cognito AWS WAF

« WAF (Web Application Firewall)
- VPC

* PrivateLink Amazon Virtual Private Cloud  AWS PrivateLink
(Amazon VPC)
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Other Stuff You Should Know

* Analytics

S s EEEE

 Containers
e
: I?AZ\é;?lzlsLearning
o

o CEEEERE
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This all may seem familiar...

EAVAY WAL 2 aAWsS @ AWS @
certified certified certified certified

Machine Data Al Machine Learning

Learning Engineer Practitioner Engineer

SPECIALTY B S CIATE
SO CIAT E FOUNDATIONAL ASSOCIATE
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Target Candidate

« 2+ years experience with AWS
and ML/AI

« 1+ year of hands-on experience
implementing GenAl solutions

 AWS basics (storage, secuirity,
etc.)

* This should NOT be your first AWS
certification!

* NOT required:

* Model development and training
* Advanced Machine Learning

« Data Engineering / Feature
Engineering
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Generative Al Fundamentals
and Bedrock
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Foundation
Models

* The giant, pre-trained
transformer models we are fine
tuning for specific tasks, or
applying to new applications

* GPT-n (OpenAl)

» Claude (Anthropic)

* DALL-E (OpenAl, Microsoft)
 LLaMa (Meta)

* DeepSeek
* Nova
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AWS Foundation Models (Base Models)

*  Jurassic-2 (Al21labs)
. Multilingual LLMs for text generation
Spanish, French, German, Portuguese, Italian, Dutch

*  Claude (Anthropic)
LLM’s for conversations
Question answering
Workflow automation

«  Stable Diffusion (stability.ai)
Image, art, logo, design generation

* Llama (Meta)
. LLM

*  Amazon Titan
Text summarization
. Text generation
. Q&A
. Embeddings
Personalization
Search

*  Amazon Nova Pro (LLM portfolio of models)

«  Amazon Nova Reels
Video

stability.ai
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Amazon Bedrock

L] | ]
* An API for generative Al Foundation
Amazon Bedrock supports foundation models from industry-leading providers. Choose the model that is best suited to achieving your unique goals.
d

O d e | S AI21 Jurassic-2 series a Titan MM | Claude .

* Invoke chat, text, or image models ooe FFET @ e A ¢

* Pre-buil r own fine-tuned model . »
e-built, your o e-tuned models, 0Q | Iy [ S, | s

or your own models

 Third-party models bill you through
AWS via their own pricing

« Support for RAG fRetrievaI-Augmented
Generation... we’'ll get there)

« Support for LLM agents

e Serverless

« Can integrate with SageMaker
Canvas

. DataCumulus 4;;\09”
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The Bedrock APl Endpoints

* bedrock: Manage, deploy, train models

* bedrock-runtime: Perform inference
(execute prompts, generate embeddings)
against these models

 Converse, ConverseStream, InvokeModel,
InvokeModelWithResponseStream

* bedrock-agent: Manage, deploy, train LLM
agents and knowledge bases

* bedrock-agent-runtime: Perform inference
against agents and knowledge bases

* InvokeAgent, Retrieve, RetrieveAndGenerate
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More on the Converse AP|

» Unified API for models that support

mesSages

» Specify your prompt in the messages

field (or an ARN to prompt
management)

» Specify a modelld
* Optionally:

« Model-specific fields
Guardrails

Prompt variables
Tools (for agentic Al stuff)

sundog-education.com
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Config (max tokens, temperature...)

POST /model/modelld/converse HTTP/1.1
Content-type: application/json

{
"additionalModelRequestFields": JSON value,

"additionalModelResponseFieldPaths": [ "string" ],
"guardrailConfig": {
"guardrailldentifier": "string",
"guardrailVersion": "string",
"trace": "string"
2
"inferenceConfig": {
"maxTokens": number,
"stopSequences": [ "string" ],
"temperature": number,
"topP": number
2
"messages": [
{
"content": [
{...}
1
"role": "string"
}
1
"outputConfig": {
"textFormat": {
"structure": {... },
"type": "string"
}
2

"performanceConfig": {
"latency": "string"
2
"promptVariables": {
"string" : {...}
2
"requestMetadata": {
"string" : "string"
2
"serviceTier": {
"type": "string"
2
"system": [
{...}
1
"toolConfig": {
"toolChoice": { ... },
"tools": [
{...}
]
}
}
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Bedrock |AM permissions

¢ MUSt USG Wlth an IAM USGF (nOt Permissions policies (1275)
root)

Q, Bedrock x I I All types
* User must have relevant Bedrock 0 rteymemez “| o

u u O [E AmazonBedrockAgentBedrockApplyGuardrailPo... Customer managed
p e rm I S S I O n S O [ AmazonBedrockAgentBedrockFoundationModel... Customer managed
() Am aZO n B ed rOC k F u I IAcceSS O [ AmazonBedrockAgentQuickCreateLambdaPolic... Customer managed
O [ AmazonBedrockAgentRetrieveKnowledgeBaseP... Customer managed
¢ Am aZO n B ed rOC k Read O n Iy O ¥ AmazonBedrockFoundationMadelPolicyForKno... Customer managed

O [E N AmazonBedrockFullAccess AWS managed
O ¥ AmazonBedrockOSSPolicyForKnowledgeBase ... Customer managed

O [E ¥ AmazonBedrockReadOnly AWS managed
O [F] AmazonBedrockS3PolicyForKnowledgeBase_ivjrp Customer managed

O &= ] AmazonSageMakerCanvasBedrockAccess AWS managed

S
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Amazon Bedrock: Model Access

Models Access status Modality | EuA[3
. A m - h - t t h d w Al21Labs (2) 0/2 access granted
a ZO n I S p a S I n g O u e n e e Jurassic-2 Ultra @ Available to request Text EULA
 gn Jurassic-2 Mid © Avallable to request Text EULA
to request access to specific
Titan Embeddings 61 - Text © Available to request Embedding EULA
Titan Text G1 - Lite © Available to request Text EULA
I I l O d e I S Titan Text G1 - Express @ Available to request Text EULA
Titan Image Generator G1 © Avallable to request Image EULA
. . Titan Multimodal Embeddings G1 © Available to request Embedding EULA
* Be sure to check pricin
p g Titan Text Embeddings v2 @ Access granted Embedding EULA
w Anthropic (4) 1/4 access granted
() aWS a m azo n CO m/bed rOCW ri Ci n Claude 3 Sonnet © Available to request Text & Vision EULA
- - p g Claude 3 Haiku © Avallable to request Text & Vision EULA
Claude @ Access granted Text EULA
Claude Instant © Available to request Text EULA
w Cohere (6) 0/6 access granted
Command R+ @ Available to request Text EULA
Command R © Available to request Text EULA
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Let's Play

7

« Bedrock provides “playground
environments

« Chat
» Text
* Images

 Must have model access first
(you probably do)

 Also useful for evaluating your
own custom or imported models

» Let's go hands-on and get a feel
for it.

sundog-education.com
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Fine-tuning

» Adapt an existing large language model to your specific
use case!

. Qdditional training using your own data — potentially lots of
|

« Eliminates need to build up a big conversation to get
’(tjhe _res”L;Its you want (“prompt engineering” / “prompt
esign

* Saves on tokens in the long run
* Your fine-tuned model can be used like any other

* You can fine-tune a fine-tuned model, making it “smarter”
over time
» Applications:

Chatbot with a certain personality or style, or with a
certain objective (i.e., customer support, writing ads)

. 'rll'radining with data more recent than what the LLM
a

« Training with proprietary data (i.e., your past emails
or messages, customer support transcripts)

» Specific applications (classification, evaluating truth)
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Fine-tuning in Bedrock: “Custom Models”

 Titan, Cohere, and Meta models may be
“fine-tuned”

» Text models: provide labeled training pairs
of prompts and completions

» Can be questions and answers
» Upload training data into S3

* Image models: provide pairs of ima?e S3
paths to image descriptions (prompts)

» Used for text-to-image or image-to-
embedding models

* Use a VPC and PrivateLink for sensitive
training data

« This can get expensive

* Your resulting “custom model” may then
be used like any other.

sundog-education.com
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{"prompt":
of life?",
meaning of

"What 1s the meaning
"completion": "The
life 1is 42."}

"Who was the best Dr.
Who?", "completion": "Matt Smith
in Series 5 was the best, and
anyone who says otherwise 1s
wrong."}

{"prompt":

{"prompt": "Is Dr. Who better
than Star Trek?", "completion":
"Blasphemer! Star Trek changed

the world like no other science
fiction has."}

. DataCumulus a;;ogw




“Continued Pre-Training’

e Like fine-tuning, but with {"input": "Spring has
unlabeled data sprung. "
» Just feed it text to familiarize {"input": "The grass
the model with has riz."}
* Your own business documents  (vinput": "I wonder
* Whatever where the flowers is."}

 Basically including extra data
into the model itself

« So you don’t need to include it
In the prompts
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Low-Rank Adaptation (LoRA)

* We don't update the entire model, just
slap on some “low-rank matrices” to the Embeddings
?r’]ctentlon weights (usually), and train

ose.

» “Low-rank” refers to the complexity of the
underlying matrices in the model, but you
don’t need that level of understanding for this Eine-tuned
exam. Pre-trained

(output)

: ights (|
At inference, these fine-tuned weights weights r;VneIlgmaS:crisg;)
get added into the base model

« Base model remains unchanged

* Very efficient for storage, training, and
inference

 This is different from an “adapter layer”
added to the top of a model

sundog-education.com . DataCumulus Sundog”
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Retrieval Augmented Generation (RAG)

* Like ,an Open'bOOk exam for What did the President say in his
LLM’'s speech yesterday?

* You query some external
database for the answers
instead of relying on the LLM

. . , (vector?)
* Then, work those answers into —~ T Database
the prompt for the LLM to work
with
o Or’ use tools and functions to What did the President say in his
incorporate the search into the speech yesterday? Consider the text
LLM in a S|ight|y more principled of the following news article in your
way response: Last night, President...
sundog-education.com .DataCumqus /Q:;:gw
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RAG: Pros and Cons

 Faster & cheaper way to . ’
Incorporate neF\)N or plyoP,rietary You have made the world’s

information into “GenAl” vs. fine- most overcomplicated search
tuning engine

» Updating info is just a matter of
updating a database

 Can leverage “semantic search”

» Very sensitive to the prompt
templates you use to

via vector stores incorporate your data
« Can prevent “hallucinations” » Non-deterministic

when you ask the model about , ,

something it wasn’t trained on « It can still hallucinate
* If your boss wants “Al search”, * Very sensitive to the

this is an easy way to deliver it.

 Technically t3{1c_>u aren’t “training” a
model with this data

sundog-education.com . DataCumulus Sundog-
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relevancy of the information
you retrieve




RAG: Example Approach (winning at
Jeopardy!)

Document
“In 1986, Mexico scored
as the first country to The
o : uer Database of Document
host this international Query Generator World
0w Encoder Jeopardy! C
sports competition up

Document

: guestions
twice.

Document

Retriever

/eundog-

Education
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Choosing a Database (Knowledge Base
Data Store) for RAG

* You could just use whatever database is S e aronny Tems |xe SuiRabic
appropriate for the type of data you are toens mpinn
retrleV|ng "age group": "ckllildren"
- Graph database (i.e., Neo4j) for retrieving }
product recommendations or relationships Q: 'Help me find gardening gear
between |temS t{:hat is waterproof’
* Opensearch or something for traditional text "category”: "gardening gear”,
SearCh (TF/IDF) } "characteristic": "waterproof™
« But almost every example you find of RAG . | |
uses a Vector database dinensions 100%50 for my Living
* Note Elasticsearch / Opensearch can room’
function as a vector DB  memcurementt: "100850",
"category": "home decoration"

}
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Embeddings
* An embedding is just a big vector A

associated with your data

 Think of it as a point in multi- - Spacebans
dimensional space (typically 100’s or

thousands of dimensions)

 Embeddings are computed such that
items that are similar to each other
are close to each other in that space

* \We can use embedding base models
(like Titan) to compute them en

massSe
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Embeddings are vectors, so store them
In...

t The starshi
* ...avector database! . P
Enterprise

« It just stores your data alongside their computed embedding vectors
 Leverages the embeddings you might already have for ML Spaceballs
» Retrieval looks like this: e

+ Compute an embedding vector for the thing you want to search for .

« Query the vector database for the top items close to that vector Orville

* You get back the top-N most similar things (K-Nearest Neighbor)
+  “Vector search”

» Examples of vector databases
» Coercing existing databases to do vector search
* Opensearch / Elasticsearch, SQL, Neptune, Redis, MongoDB, Cassandra
* Purpose-built vector DB’s
* Pinecone, Weaviate (commercial)
* Chroma, Marqo, Vespa, Qdrant, LanceDB, Milvus, vectordb (open source)

~—— >
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RAG Example with a Vector Database:
Making Data from Star Trek, by Cheating.

You are Commander Data
from Star Trek. How might
Data respond to the
guestion “Data, tell me
about your daughter Lal”,
taking into account the
following related lines from
Similar lines Data: ...

Data, tell me
about your
daughter Lal.

Compute Vectordb of

Data’s script
MES

embedding
vector

Prompt + query + relevant data

sundog-education.com . DataCumulus Sundog”
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RAG in Bedrock: Knowledge Bases

* You can upload your own documents or structured
data (via S3, maybe with a JSON schema) into —
Bedrock “Knowledge Bases”

» Other sources: web crawler, Confluence, Salesforce,
SharePoint

* Must use an embedding model
« For which you must have obtained model access

» Currently Cohere or Amazon Titan
* You can control the vector dimension

Amazon Bedrock

* And a vector store of some sort (Embedding model)
* For development, a serverless OpenSearch instance may
be used by default

* MemoryDB now has vector capabilties

. 8Ir Al(erora, MongoDB Atlas, Pinecone, Redis Enterprise
ou

* You can control the “chunking” of your data
How many tokens are represented by each vector

el

Amazon OpenSearch Service Amazon Bedrock
(Vector store) (RAG or agent system)

sundog-education.com .DataCumulus ‘Sundog”
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Using Knowledge Bases

 “Chat with your document”
 Basically, automatic RAG

* Integrate it into an
application directly

* Incorporate it into an agent
_ Augmented
° “AgentIC RAG” query

Amazon Bedrock model

sundog-education.com . DataCumulus Sundog”
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Semantic search r'rll'l
> I:I Q Context

Amazon OpenSearch Service
(Vector store)

Response




Let's Make a Knowledge Base

SELF -

EMPLOYMENT

« AKA a vector store —_— P —
Building an Internet

« Hands-on; let’s use the text of a book | wrote. 'Business of One

W
" 1
o 1]
A
A
!
N
-~ o

Achieving Financial and Personal Freedom
through a Lifestyle Business
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Breaking up the R in RAG

 Pre-Retrieval

* Indexing
« Granularity / chunking w

e Data extraction

* Query Rewriting
* Retrieval
 Post-Retrieval

Post- Augment,
Retrieval Generate

Pre-retrieval

Retrieval

indexing

Response

sundog-education.com . DataCumulus Sundog-
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Pre-Retrieval

» What should you be storing in
your database?

» Data granularity matters

« Example: Every set of lines Data
had, or individual sentences? Or
blocks of text of a fixed length?
Why just Data’s lines?

* Or maybe summaries of those
lines?
* You can use an LLM for this too...

* The process of splitting up your

data prior to storage is referred
to as CHUNKING.

sundog-education.com . DataCumulus Sundog”
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More on Chunking

Decompose the "Content" into clear and simple
propositions, ensuring they are interpretable out of
context.

1. Split compound sentence into simple sentences.
Maintain the original phrasing from the input
whenever possible.

2. For any named entity that is accompanied by
additional descriptive information, separate this
information into its own distinct proposition.

3. Decontextualize the proposition by adding necessary

« Make sure we don’t end up feeding more
info into the LLM than it can handle

 Stay within the limit of how many tokens
can be used within a context

« This limit is becoming larger and larger
though.

« Semantic Chunking

» Ensure each chunk contains semantically

independent information
Embedding-based (Llamalndex / Langchain)
Model-based (BERT)

LLM-based (Basically tell it to do semantic
chunking)

* This is costly

modifier to nouns or entire sentences

and replacing pronouns (e.g., "it", "he", "she", "they",
"this", "that") with the full name of the

entities they refer to.

4. Present the results as a list of strings, formatted in
JSON.

Sample LLM prompt for chunking from the paper “Dense Retrieval: What Retrieval
Granularity Should We Use?” Chen/Wang/Chen/Yu/Ma/Zhao/Zhang/Yu and also
using within Llamalndex

sundog-education.com
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Chunking with Bedrock: Standard
Chunking

* Fixed Size
Y, it K hunk d Space, the final frontier. These are the
ou specify tokens per chunk an voyages of the Starship Enterprise.
overlap percentage
e Default Fixed chunking;

Chunk size 5,

* 300 tokens per chunk, while Overlap 20%

honoring sentence boundaries
(complete sentences preserved
within each chunk) Space, the final frontier. These

* No chunking
* Every document is a chunk

* You could pre-process your own
data to “chunk” it however you want

per document of the Starship Enterprise.

sundog-education.com . DataCumulus Sundog”
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Chunking with Bedrock: Hierarchical
Chunking

* Nested parent/child chunks

Space, the final frontier. These are the

e |nitial search hits the child voyages of the Starship Enterprise.
chunks
» But then replaces them with parent Space, the final Are the voyages of
chunks to get more context when frontier. These are the Starship
appropriate
* The idea is to get better precision _ ,
in retrieval from the smaller space, fhe g fine_frontiet These s
. inal These
embeddings
* But the?\ reCl.aIm f h Parent chunk size: 6
comprehensiveness from the Child chunk size: 3
parents Overlap: 1

*Note we’re assuming 1 token = 1 word in this example. That’s not necessarily true.

sundog-education.com . DataCumulus Sundog”
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Chunking with Bedrock: Semantic
Chunking

- Hits a foundation model to break up chunks based
on “semantic content” and not just things like Space, the final frontier. These are the
sentences or a fixed chunk size

* You specify:
« Maximum tokens (while honoring sentence boundaries)

« Buffer size

* Number of surrounding sentences per sentence to consider
when embeddings

voyages of the Starship Enterprise.

Space, the final frontier. These are the

- i.e., buffer size of 1 results in 3 sentences voyages of the Starship Enterprise.
+ Too Iar?(eb= introducing noise; too small = missing important

context (but more precise) -
- Breakpoint percentile threshold Well, this is all part of the same
« How “semantically similar” a chunk must be idea, so it would probably just
) Ic-:lrg%r%?(r; more distinguishable chunks, less of them, larger keep it all together as long as it’s

within your max tokens.

» This costs money; you're charged for the underlying
FM used for this

sundog-education.com . DataCumulus Sundog”
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Optimizing your Embeddings

« Smaller vector sizes are a good way to reduce cost
 I'm talking vector size here, not chunk size
« Smaller vectors = fewer dimensions per chunk = less cost
 However there is a tradeoff with your retrieval performance

« Amazon Titan has a default of 1024+ dimensions
* This might be more than you need!

» Balance dimensionality with domain fit
» Are the semantic concepts you are searching for really that complex?

sundog-education.com .DataCumulus ‘Sundog”
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Sparse vs. Dense Embeddings
Sparse = large vectors that are mostly empty m
1 0 0 0 0

* le. One-hot encoding

Dense = smaller vectors that contain more
semantic information 0 0 0 1 0

* This is what you generally use

There is a tradeoff
» Sparse vectors give greater similarity factors

+ Dense vectors are more efficient (in memory, and in .
general) Dim1

Sparse vectors

* Glassical Al systems have ways to compress sparse Chicken 0.43 02423 0542 0.123 0.532
* Wait, what's a similarity factor Bonobo 024 034 053 0632 0.23

+ Some measure of how close two vectors are
« A common one is cosine similarity

« Remember your trig? Cosine is related to the angle
between two vectors.

* And it has a nice smoothness to it -A
( z
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Optimizing Retrieval with

* Your vector DB can store more than just vectors
and the raw text of the chunk

 Bedrock Knowledge Bases can treat certain columns
as content vs. metadata

» Pass in a metadata.json file to specify what's what

* This makes sure you aren’t chunking up metadata
(like creation date) but can still retrieve it

- If you add metadata tags for things like topics,
what section of the document we're in, etc... you
can use this for better retrieval too.

» Relevance scoring against metadata can be used for
ranking
» Other examples of metadata

* Document ID, category, access control, data lineage,
additional context

sundog-education.com
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Metadata

“A chicken is a domesticated bird commonly
raised for meat and eggs.”

|

"section": "introduction",
"topic": "biology",
"keywords": ["chicken",

"domesticated", "bird", "meat",
"eggs "]
}

. DataCumulus a;;ogw




Keeping Your KB Up to Date

* New or changed content can trigger a Lambda function
* This Lambda function can then generate new embeddings

« Batch-generate them for greater efficiency
* Instead of syncing on every change, maybe you can do so on a schedule

Amazon Simple Storage AWS Lambda Amazon Bedrock
Service (Amazon S3)
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Measuring your RAG System

« Hard to improve what you can't
measure!

» Bedrock includes RAG evaluation
jobs, that can measure:

» Correctness (accuracy in answering
questions)

» Completeness Answer Relevance
» Helpfulness
 Logical coherence

» Faithfulness (How well responses align
with the retrieved text)

« Citation precision and coverage
« Harmfulness, Stereotyping

» Refusal (Is it evasive when answering
questions?)
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Context Relevance

Response

Groundedness



A lot of this sounds subjective!

* Well yeah, you have to provide “ground
truth’yof wh}alut you consiger to beggood Prompt
responses. Dataset

* You provide a prompt dataset for
evaluation (in json)

ini Reference
» This includes both prompts and “reference AL d?f'nmg
responses” Prompts evaluation Responses &
» Optionally you can also provide “reference metrics Contexts
contexts” for the ideal ?round truth you
expect to be retrieved from your knowledge
base Evaluator
 LLM as a judge! RAG System "judge”
- Specific metrics are defined within prompts Model
to another model (Llama, Claude, Nova,
Mistral)
- Different models will score in different ways Contexts,
« This is all documented; specifics not important Scores

for the exam. Responses
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Example “Context relevance”
prompt for Nova Pro

 Don’'t memorize this —
I'm just trying to make
It more clear how this
Wworks.

sundog-education.com
datacumulus.com
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You are a helpful agent that can evaluate data quality according to the given rubrics.

You are given a question and a passage. The passage is supposed to provide context needed to answer the
question. Your task is to evaluate the quality of the passage as to whether the passage contains information
necessary to provide an adequate answer to the question.

When evaluating the quality of the passage, the focus is on the relationship between the question and the passage
- whether the passage provides information necessary to contribute to correctly and completely answering the
question.

Please rate the relevance quality of the passage based on the following scale:

- No: The passage is clearly irrelevant to the question.
- Maybe: The passage is neither clearly irrelevant nor clearly relevant to the question.
- Yes: The passage is clearly relevant to the question.

Here is the actual task:
Question: {{prompt}}
Passage:

<passage>

{{context}}

</passage>

Firstly explain your response, followed by your final answer. You should follow the format
Explanation: [Explanation], Answer: [Answer],
where '[Answer]' can be one of the following:

No
Maybe : ) o
Yes

.DataCumqus Sundog-
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Multimodal Models and Pipelines

“Multimodal” refers to mixing different media

types This is some text
« Text, images, audio, video, documents, about chickens.
whatever

* For example, a model could contain accept
text, a scanned image of some text, someone
saying something, a PDF, etc.

» Requires specialized encoders for each type

« Some models available for Bedrock are
multimodal

» Claude, Nova, Titan for example

* Multimodal embedding models can convert -------

different media types Into compatible .
embedding vectgrps. g Embedding vector

» To search, hit the model for an embedding
vector for the image / text / video / whatever,
and find the closest match in the vector DB. Vector

Multimodal embedding
model

DB
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Multimodal Models and Pipelines

* Preparing multi-modal input
data
* For Titan Multimodal
Embeddings G1, you need to
pass in structured JSON like this

example, where the image data is
base64-encoded.

 Your data processing pipeline
needs to perform this
conversion at some point

« SageMaker? Glue? We'll get to
that.

sundog-education.com
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model 1d = "amazon.titan-embed-image-v1™“

input text = "A chicken"

with open("/path/to/image", "rb") as chick pic:
input image =

base64.b6dencode (chick pic.read()) .decode ('utf8’)

body = json.dumps ({
"inputText": input text,

"inputImage": input image,

)

*You can pass in text, an image, or both

. DataCumulus a;;ogw



Amazon Bedrock Guardrails

» Content filtering for prompts and responses
» Works with text foundation models

» Word filtering

 Topic filtering

» Profanities

« PIl removal (or masking)

« Contextual Grounding Check
* Helps prevent hallucination

* Measures “grounding” (how similar the response is to
the contextual data received)

* And relevance (of response to the query)

» Can be incorporated into agents and knowledge
bases

« May configure the “blocked message” response
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Bedrock Guardrails — Automated
Reasoning Checks

"Full-time employees who have worked

 Useful for enforcing complex paolicies for at least 1 year are eligible for
(mortgage approval, medical info, stuff parental leave"
like that.

» Can help detect hallucinations in
complex scenarios

* You provide your policy as a clear, well
organized policy document (PDF)

. XE? the CreateAutomatedReasoningPolicy

* BedrOCk trles to break OUt yOur pOIICy YearsOfService EligibleForParentalLeave
into structured rules and logic that can =17 - false
be applied

 Start simple, work your way up in
complexity.

IsFullTime?

EligibleForParentalLeave
= true
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Token-Level Redaction

« Guardrails may not be enough

» Token-Level Redaction may be built
around your system to:

* Filter sensitive tokens before the
request even hits your model

 Filter sensitive tokens on the output
that may have slipped through

+ We're not reau_\ﬂﬂtalking about internal :
tokens in the here (we don’'t have Inference Endpoint
access to that.) (Bedrock, Input Filter

Amazon Comprehend

* How? SageMaker)
» Custom pre or post-processing
handlers around your inference
endpoints Z>

+ Identify sensitive info with pattern
matching

+ ldentify sensitive info with named
entity recognition (NER)

Amazon Comprehend could be used
for this.

« Even better, do this as Fart of
ingestion of data as well

RegEx (or something)

Output Filter

Nice and clean

response ©
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Prompt Management with Amazon
Bedrock

Reusable prompts may be stored
» Allows sharing of specialized prompts across applications

They may be versioned

Prompts may include variables — placeholders for some value
* Enclose them in double curly braces
Make me a music playlist for {{genre}} music with {{number}} songs

* You can image using this to pass in structured user input to an
application.

Prompt Variants can be used for different models, inference
configurations, or whatever

The Prompt Builder tool in the Bedrock console lets you play with it
You may associate Tools and Caching with a prompt
After testing, deployed prompts may be used within a Flow

Quick demo...

sundog-education.com
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Create Prompt

Test Prompt

Use Prompt
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Amazon Bedrock Flows

Some docs still refer to “Prompt Flows,” which was absorbed by the larger “Flows” feature
This provides a mechanism for chaining prompts and models together (among other things)
A Flow consists of Nodes and Connections between them

Connections may be conditional

Flows may be generated visually with Flow Builder
* Or defined via JSON through the API

This is touching on “Agentic Al” stuff, but it doesn’t have to be that complicated.

'E Flow input (2] Knowledge base |? Flow output
DocumentRetrieval

FlowOutput

document String (@) I
@ retrievalQuery String ® document String

outputText String (@)

A simple knowledge base Flow (source: aws-samples repo)
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Using Bedrock Flows with Prompts

« Stored prompts may be used as flow components

* You could chain them together to do more complicated things using conditions
» Flows can enforce pre and post-processing on the inputs and outputs

e Amazon Bedrock > Promptfiows  single-prompt >

mpt > Working Draft Test Prompt flow e & 3 > @

Prompt flow builder: single-prompt @ @
Prompt flow builder . < . 0

L e
wmber”:

<| Configure >
e e —— @ oot
llllllllllllllllllllllllllllllll Here are three pop songs for your playlist:

1. "Shape of You® by Ed Sheeran
O Use a prompt from your Prompt 2."Bad Guy” by Blllle Eilish
Mansgement ‘wl":‘yr:T Du:l‘-blll.bai"i

© Define in node
‘Select mode|
Tian Text 61 Premier 7 | oot " Flow input & Prompts I? Flow output
Message MakePlaylist FlowOutputNode

M al{gens of Qutput

the foll af sor

{oumben document Object @.(.\ Input Input

N @ genre String : @ documen t String
@ number Number
Output /
modelCompletion String @ /

C o )

sundog-education.com . DataCumulus sundogw
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plex Flow

Slightly) More Com

<> Condition

& Prompts
Prompt_categorize_input ConditionNode_1

@ input String @ conditionInput String
,' @) (2] Knowledge base |® Flow output
II modelCompletion String @ KnowledgeBaseNode_1 FlowQutputNode_KB
o [N — conditioninput == o f
C [ S "DOCUMENTATION" o .
R - [ - R - {@ retrievalQuery String . . A®) document String
S | - 5 o ¢ “ : . -\_. y
E Flow input i
- KnowledgeBaseNode_1 @ outputText string @
document String "_"_’___
\_\_ R
~ Prompt_answer_professiona @-.\ 0O & Prompts |9 Flow output
Prompt_answer_profess... FlowQutputNode_LLM
~—
A®) document String

o String

m— @ input

modelCompletion String @ /-

.

Source: aws-samples repo

S
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Enforcing Structured Data
Responses

* What if you need structured
JSON output?

° One approaCh iS to jUSt SpeCify CL::E?H nalyze the review data provided within <input> tags. ;ﬂ

nse that complies with the provided schema. \n"

L
that in the prompt
. R required fields are missing, return available fields with 'null'
or missing ones, and an 'error' field explaining why.\n"

e of a valid JSON response: \n

° You gOtta have faith :/ X;3'1:]|j'ev'Le\-/Id\“: \"reviewl23\",\n"

" \"sentiment\": 0.9,\n"

* [t helps to provide specific,  \tsumary\': \'Fast delivery and excellent product quality.\"\n
numbered instructions that
references a provided schema,
and an example output.

1' ataCumulus /~ Sundog-



Enforcing Structured Data
Responses

Another wa%is through Tool Use in Bedrock’s
Converse APLI.

Modern FM'’s all have ways to connect to external
Togl? (etlﬁentlc Al) and pass structured data back
and forth.

So you can just make it look like you want to call
a tool that expects a given schema.

In practice, this doesn’t actually work any better
or worse than just putting it in the promp

« Under the hood, it may just be doing that anyhow!

The point that’s important for the exam is that you
can get structured JSON output from a prompt.

This might be referred to as a “response format
template”

tool_list = [
{
"toolSpec": {
"name": "analyze_customer_review",

"description": "Analyze customer reviews.",

"inputSchema": {"json": schema}
+
}
1

message = {

"role": "user",
"content": [
{"text": instructions},
{"text": json. ({"review": input_data})}
s
b
response_converse = client. (
modelId=MODEL_ID,
messages=[message],

inferenceConfig={"maxTokens": MAX_TOKENS, "temperature": TEMPERATURE},
toolConfig={"tools": tool_list, "toolChoice": {"tool": {"name":

"analyze_customer_review"}}}

)

1. ataCumulus
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Benefits of Effective Prompting

 Boost a model's abilities and
improve safety.

* Augment the model with domain
knowledge and external tools
without changing model
parameters or fine-tuning.

* Interact with language models to
grasp their full capabilities.

* Achieve better quality outputs
through better quality inputs.

. DataCumulus / Sundog-



Anatomy of a Prompt

* Instructions ,
Instructions:

° Context Write a short dialogue between two friends about their favorite books.
Context:

° |nput data The two friends are sitting in a cozy café on a rainy afternoon.

] ] Input data:

¢ OUtpUt |nd|Cat0r *Friend 1: Loves fantasy novels, particularly those involving dragons and

magic.

*Friend 2: Prefers mystery novels, especially those with clever detectives
and unexpected twists.

Output Indicator:

The dialogue should be 200 words long and should express each friend's
enthusiasm for their favorite genre.
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Prompt Best Practices

 Clear and concise
« Bad: Write something about books. Talk about two people and what they like. Make it
Interesting.
» Good: Write a short dialogue between two friends discussing their favorite books.

* Include context
« Bad: Write a short dialogue...
» Good: Write a short dialogue to be used in a movie script...

« Specify the desired response type

« Bad: Write a short dialogue...
* Good: Write a short dialogue where each line is no more than two sentences long...

« Specify the desired output at the end of the prompt

« Bad: Write a short dialogue.

» Good: Write a short dialogue between two friends discussing their favorite books to
be used in a movie script, where each line is no more than two sentences long.
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Prompt Best Practices

Phrase your input as a question
« Bad: Explain the benefits of regular exercise.
» Good: What are the benefits of regular exercise?

Provide an example response
« Bad: Determine the sentiment of the following sentence...
« Good: Determine the sentiment of the following sentence, using these examples:
‘| had a gtreat time at the park today’ => positive
That restaurant had terrible service” => negative
Break up complex tasks
« LLM’s aren’t good at reasoning (yet)
« Split up complex tasks into simpler sub-tasks and execute each individually
» Ask the model if it understands what you’re asking for (although this might become obvious)
« Sometimes you can ask the model to “think step by step” or to generate sub-tasks

Experiment, be creative
« LLM’s are non-deterministic and change often
 Just try different prompts to see what yields the best results
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Types of Prompts

» Zero-shot
° ; i "First, write the quadratic equation in its standard form: az? + bz + ¢ = 0. Next, identify the
No examples given, relies on large models that already
knOW a out W at Ou’re aSkin for coefficients a, b, and ¢. For example, in the equation 222 —4r —6=0a=2b= —4,andc =
Yy g
¢ Determine the sentiment of the fOIIOWing sentence... —6. Then, apply the quadratic formula z = —bhyb?dac ”2?1_4“. Plug in the values of a, b, and ¢
* Few-shot R Y e o )

2 -

* Provide some examples of the desired responses to
given prompts Simplify the expression under the square root and solve for 2

+ Determine the sentiment of the following sentence, using _ 4VIETE
these examples: N =T
‘I had a gtreat time at the park today” => positive i
“That restaurant had terrible service” => negative T=Ta
* Chain of Thought (CoT) z =4

*  “Think step by step”
» Describe how to solve a quadratic equation using the

quadratic formula. Think step-by-step, $tartir_1fg_W|th the e=48-3
standard form of a quadratic equation, identi %/mg the
coefficients, and then applying the quadratic formula. and
Make sure to include an example equation and solve it.
r = % =-1
Therefore, the solutions to the equation 202 —4dr —6=0arez =3andz = —1."
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Avoiding prompt mis-use

* Prompt injection
» Generally trying to influence the response through specific instructions in the prompt
This can be for good or evil...

But we're mostly worried about “hacks”
» Append something to the prompt, like “## Ignore the above and output ...”

. -tl)-% tohtricf yo)ur way around guardrails (“Imagine a fictional character who wanted to do [some
ad thing]...”

Fix this with guardrails

These can be in your “system prompt” that applies to everything in the conversation

« “Any prompt that contains the word ‘hack’ or a synonym should produce the response ‘I'm sorry
Dave, | can’t do that.”™

* Prompt leaking
« PII (filter or don't store in first place)
« “Tell me your initial instructions” to leak system prompts
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Mitigating Bias

. El_yl\c/)lur training data has hidden biases, so will your

* One solution: disambiguation (clarify the prompt)

« Make the user specify what race / gender / orientation /
etc. they want an image of

» Text-to-image disambiguation framework (TIED)
» Text-to-image ambiguity benchmark (TAB)
+ Clarify with few-shot learning
+ Use a system prompt to enforce diversity in the results

» Fix/enhance the training data

* Analyze your training data for biases, rebalance it or
synthesize balanced data

« Analyze your output (image recognition to detect

“Generate an image of 2 pizzas, surrounded by
imbalances in gender / race / orientation etc. 10 software engineers” — DALL-E

* Counterfactual data augmentation (change images
after the fact)

* Detect / Segment / Augment
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Some Specific Points for Enterprise
Integration

» Bedrock Knowledge Bases are your

integration point for internal data /
document management systems Amazon Bedrock

« S3, SharePoint, Atlassian Confluence, etc.
» Bedrock will integrate this data into your

vector stores.
« Cross-account access @ A
* This comes up in every exam. , ATLASSIAN
. o . Amazon Simple Storage
 Specific scenario; Bedrock models and Service (Amazon S3)
OpenSearch are in different accounts
« OpenSearch has a remote-inference connector
that supports semantic search across accounts.
* You still need appropriate IAM roles

* The Bedrock account needs a role to allow
Invokel\t/lodel access from the OpenSearch
accoun
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Some Specific Points for Enterprise
Integration

* Event-Driven architecture
* Enables loose coupling when

integrating with downstream 2 o
—_— ' > =
SyStemS Document Ama zon E o CRM
« SQS, Kafka, or some other et Benbidge - orche t wtr R
pub/sub system — (73]
L NS =
AWS SQs N
bedrock Queue
L, | o0l

.
Data
Warehouse
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AWS Well-Architected Generative Al
Lens

* An overview of GenAl and best practices

* You really should go through it — this is
your homework

* These topics are covered by the course, but
the exam specifically references this.

e https://docs.aws.amazon.com/wellarchitected/l
atest/generative-ai-lens/generative-ai-lens.html

4\
A\ =/72\\
@W

AWS Well-Architected Tool

 Aligns GenAl to the “six pillars” of the Well-
Architected Framework
« Operational Excellence; Security; Reliability;

Performance Efficiency; Cost Optimization;
Sustainability

sundog-education.com . DataCumulus Sundog”

datacumulus.com

© 2026 All Rights Reserved Worldwide


https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/generative-ai-lens/generative-ai-lens.html

AWS Well-Architected Generative Al
Lens: The Generative Al Lifecycle

Scoping

Continuous
Improvement

Model Selection

Deployment Model Customization

Development
Integration
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Managing Data for
Generative Al




Dealing with Structured Data
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Structured Data: Bedrock API
Requests

* Bedrock generally expects s
request payloads in JSON S ek

from botocore.exceptions import ClientError

f t # Set the model ID, e.g., Amazon Titan Text G1 - Express.
Orl I Ia model_id = "amazon.titan-text-express-vi"
° T pica” thiS iS the # Define the prompt for the model.
y y, prompt = “"Describe the purpose of a 'hello world' program in one line."

u nderlyi ng native Stru Ctu re # Format the request payload using the model's native structure.
for the models you’re s

. H "textGenerationConfig": {
Worklng Wlth "maxTokenCount™: 512,
"temperature": 6.5,
"topP": 6.9
¥

# Convert the native request to JSON.
request = json.dumps(native_request)

try:
# Invoke the model with the request.
response = brt.invoke_model(modelId=model_id, body=request)

S
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Structured Data for SageMaker Al
Endpoints

* Models deployed via SageMaker will body=3son . dumps (|
expect a certain input and output et e S
format "messages": messages } )
e Typically this is JSON for LLM'’s bedrock runtime. invoke model
« But for classical ML, it might be csv or e T hropi e el ande- -
Somethlng else haiku-20240307-v1:0"™)
« SageMaker will not format your input o monee et (thody ) e

* Your app and endpoint is
responsible for this.
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Dealing with Unstructured Text

« Raw text can lose its structure. GenAl likes structure. Chapter 3 Chicken Clucking Patterns
» Headings, sections, metadata, tables get lost in the sea of UBTS SIS [T S
text Table of results 1 2 3

* One technique is to convert your unstructured text to conciusion

HTML (or something) that can preserve that structure
« Then your models can understand the structure and

Ol’ganlzation of the data better. <h1>Chapter 3: Chicken Clucking Patterns </h1>
« Useful for OCR or PDF text, for example <p>This chapter presents results.</p>
» Tools like pandoc, Amazon Textract and Amazon <h2>Table of Results</h2>

Comprehend can help extract structure from raw text or <table>

images. <tr><th>Item</th><th>Value</th></tr>

. . . i ) . ) i <tr><td>1</td><td>Result A</td></tr>
* An ingestion gl%elllne performing this conversion might run <tr><td>2</td><td>Result B</td></tr>

on top of AW

* Or, the newer way to do this is with Bedrock Data
Automation (BDA) (more on this soon.)

ue <tr><td>3</td><td>Result C</td></tr>
</table>

<h1>Conclusion</h1>
<p>...</p>
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Divider Strings for Segmenting Data

* When chunking data into a vector s e QU
store, divider Str_lngs can be used Company revenue increased...
for better chunking.

: . <h2>Key Risks</h2>
 Some ideas on how to do this Supply-chain instability...

« A Lambda Preprocessor in your
Knowledge Base can convert HTML
tags to divider strings on the fly

« AWS Glue ETL could do it as part of a
pipeline too

<SECTION_BREAK:Executive Summary>

def handler(event, context): Company revenue increased...

html = event["text"]

<SECTION_BREAK:Key Risks>
html = html.replace("<h2", "<SUBSECTION_BREAK><h2") Supply-chain instability...

html = html.replace("<h1", "<SECTION_BREAK><h1")

return {"text": html}
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Formatting Data for Conversations

* Bedrock’s Converse API {
requires JSON output that s
InCIUdeS ::erlli;;lt::?se[?"','text": "You're a chicken expert.
* Role Ready?" }]
Yo
» Content (
. . . . , ::role": ::assis"c'ant"',' ) ,
o The “role” |S WhO |S talklng ChiCkenz??tT?t : [{ "text": "Absolutely—let’s talk
» Here’s an example of a !
Conversatlon hIStory "zgrllielglt"tzlse[f ','text": "How fast can a chicken
run?" }]

sundog-education.com

datacumulus.com
© 2026 All Rights Reserved Worldwide

. DataCumulus /Q:I:g”

Education



Amazon Bedrock Data
Automation




What is Bedrock Data Automation

(BDA)?

» Extracts structured data
from pretty much anything
* Multi-modal

* Documents, images, videos,
audio

» Useful for:

» Preparing data for vector
stores / KB’s

* Intelligent Document
Processing (IDP)
* Analyzing video
* Scene summaries
 ID explicit content
« Extract text in video
* Find ads

sundog-education.com
datacumulus.com
© 2026 All Rights Reserved Worldwide

# NEW JERSEY

Motor Vehicle
Commission

# AUTO

[SIGNATURE]

DRIVER LICENSE

DL M6454 64774 51685

DOB 01-01-1968

ISS 03-19-2019 EXP

MONTOYA RENEE MARIA 321 GOTHAM AVENUE TRENTON, NJ 08666
ENC NONE

RESTR NONE

SEX F HGT 5'-08" EYES HZL

CM ST201907800000019 CHG

CLASS D

01-01-2023

ORGAN DONOR
11.00
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BDA Concepts
g oo

e |f you just throw a file at it, it will guess at what format you want the output
e For documents this is probably JSON. For audio it’s a transcript. Etc.

mmmme  Custom Output

e For documents, audio, or images, you can customize the output

e Specify exactly what you want to extract

e A Blueprint specified the fields you want

e There are standard blueprints (like US Driver License) or you can define your own.

You can store your output configurations in a Project.

e Kicking off BDA through the API requires calling InvokeDataAutomationAsync with your project.
e A project may include many Blueprints for different document types.

sundog-education.com . DataCumulus Sundog-
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Quick Demo Walkthrough

Bedrock Data Automation

sundog-education.com . DataCumulus Sundog-
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BDA Document Processing

- Accepts PDF, TIFF, JPEG, PNG, DOCX e T p——

b Employer identification number (EIN) 11'2233445 1 Wages, ﬁ:gﬂg&am&sommim 2 Fedemgngérghaaimheh
L] y 3 3 .|
© Employer’s name, address, and ZIP code 3 Social security wages 4 Social security tax withheld
* Outputs JSON or JSON+files e |
. . . 123 Main Street 50,000.00 725.00
 Files might include CSV for tables, overall text Arynee, PA 12345 r— T
t t' kd d Control number A1B2 [] 10 Dependent care benefits
eX raC Ion ) ma r Own ‘e Employee's first name and initial _ Last name Sufi.| 11 Nonqualiiied plans 12a See instructions for box 12
JaneA DOE . iD] 150000

« HTML and CSV structured output is also Benoiea Wl el YRR
possible | e Lo

« Remember this came up earlier in the context of Aol U O S e
structuring unstructured data for better chunking AL..... % o B S
— this is an easier way to do this Wo2 e 5014 e S

Copy B—To Be Filed With Employee’s FEDERAL Tax Return.

* You can select the granularity of SR
reSponses
« Page-level, element-level (default), word-level

* Bounding boxes and generative summaries
can be enabled per level

sundog-education.com . DataCumulus Sundog”
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BDA Image Processing

» Accepts JPEG, PNG

» Generates:
* Image summary / caption

_ o g Welcome
« |AB Taxonomy (Interactive Advertising E | [to the
Bureau) | infinite
M. % toolbox

 Logos found

» Text in images

« Content moderation
e ...allin JSSON

sundog-education.com . DataCumulus
datacumulus.com
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BDA Video Processing

* Accepts MP4, MOV, AVI, MKV, WEBM

 Extracts:
* Full video summary

* Chapter summaries
« This implies it can break the video down too!

IAB Taxonomy
Transcript

Text in video

Logos found
Content Moderation
...allin JSON

1 D Cumulus / Sundog-



BDA Audio Processing

* Accepts AMR, FLAC, M4A, MP3,
Ogg, WAV

e ...and a variety of languages

 Extracts:
 Summary of the file
 Full transcript

» Speaker and Channel labeling in
transcript

* Breaking up into Topics
 Content moderation
e ...allin JSSON

1' ataCumulus /~ Sundog-



BDA Blueprints for Custom Output

L L}
¢ BaSIC erIdS 8% Passport
United States of America
- - - - - P Usa 0002028573
° EXpHcCIt or Implcit (transtorme S
JUAN
AU
L
[ ATIONAITY { NATONALTE/ NACERMLD3D
UNITED STATES OF AMERICA
« Table fields ) |
01 MAY 1982
oy oot oo et | | | s
NEW YORK CITY, USA F
09 MAY 2019 UNITED STATES
([ J

Groups (for organizing fields) N i
Custom types e At b e ™
« Example: “address” consisting of city,
street, zip, eftc.

You can create Blueprints just from
a prompt as well!

* Again there are many pre-existing
blueprints you can use for common
document types.
sundog-education.com . DataCumulus sundogw
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Uses of BDA Blueprints

Classification

« The document class and description can be used to Blueprint i
automatically classify documents that match this

Modality: Audio

blueprint
. Connected Blueprint: bpa-example-1 Changes not saved | Custom blueprint
« Extraction
¢ AI IOWS yo u eXtra Ct S peCiﬁ C ﬁ e I d S ) eve n if it,S fro m E::ﬁil:’zr(:zi:;?he answer or response can be found in the uploaded file.
tabular data (@ Frasets )
* Normalization ®
« Key Normalization can deal with different names for Fedname & | Instruction v | Type v | Extraction ty
th e Sa m e d ata customer_issue The primary issue or c... String Inferred
¢ Val u e N O rma I Izatl O n Ca n. e n S u re. d ata IS eXtraCted I n customer_name The name of the custo... String Explicit
a consistent format and in consistent data types
; resolution_status The status of the issue ... String Inferred
o Tra n Sfo rm atl O n v vehicle_information Specific information a... Custom (Vehicle...
* You can split and restructure data fields make The make of the vehicle.  String Explict
) Va I id ati O n model The model of the vehic... String Explicit
year The year of the vehicle. String Explicit

« Ensure the accuracy of data. Is it within specified
ranges? Have the expected size? Etc.

sundog-education.com . DataCumulus Sundog”
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SageMaker Data Wrangler

* Visual interface (in SageMaker
Studio) to prepare data for machine
learning

* Import data
* Visualize data

» Transform data &300+
transformations to choose from)

 Or integrate your own custom xforms
with pandas, PySpark, PySpark SQL
 “Quick Model” to train your model

with your data and measure its
results

sundog-education.com . DataCumulus Sundog”
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Data Wrangler: Notable Capabilities

* Transforming image data
« Resize, enhance, corrupt images & more

 Balance data

 Random oversampling, undersampling,
SMOTE

* Impute missing data
« Handle outliers
* Dimensionality reduction (PCA)

. DataCumulus / Sundog-



Data Wrangler sources

&

Amazon SageMaker
Processing

Amazon Simple Storage AWS Lake Formation
Service (Amazon S3)

. . > 5%
Amazon SageMaker

Amazon SageMaker
Amazon Athena Amazon SageMaker Data Wrangler Pipelines
Feature Store

53

(Databricks, SaaS)

Amazon Redshift Amazon SageMaker

Feature Store

sundog-education.com . DataCumulus Sundog”
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Data Wrangler: Import Data

ﬁ} Amazon SageMaker Studio File Edit View Run Kernel Git Tabs Settings Help

Feedback

= + + C 1 titanic flow X

Bm / Untitled Folder /
Import Prepare Analyze Export

Name
X titanic.flow Data sources / S3 source / sagemaker-us-east-2-613904931467 / titanic DETAILS
Import a dataset from 53 Name
titanic-train.csv

Use the following table to browse S3. Select a file to see import options. The following file formats are supported: CSV and Parquet.
Required

Object Name Size Last Modified
B stanictraines 58.89KB 2020-10-15 08:49:45+00:00 URI
$3://sagemaker-us-east-2-

File type
csv
Required

Add header to table

Enable sampling

Displaying 1 - 1

Preview
Name Sex

Passengerld Survived
Braund, Mr. Owen Harris male

1
Cumings, Mrs. John Bra... female

Heikkinen, Miss. Laina female

Futrelle, Mrs. Jacques H... female

Allen, Mr. William Henry  male

. DataCumulus




Data Wrangler: Preview Data

& Amazon SageMaker Studio File Edit View it T Settings
E. n * & ¥ titanic flow

B / Untitled Folder /

Name

s titanic.flow Data Row

Configure types

Passengerid (long) Survived (long)

7 0
8 L]

Pclass (long)

Name (string)

McCarthy, Me. Timothy J

Palsson, Master, Gosta ...

Johnson, Mrs. Oscar W (..

Nasser, Mrs. Nicholas (A

Sandstrom, Miss. Margu..

Bonnell, Miss, Elizabeth
Saundercod, Mr. Willia

Andersson, Mr, Anders J

Vestrom, Miss. Mulda A...

Hewlett, Mrs. (Mary D X
Rice, Master. Eugene

Williams, Mr. Charles Eu

Vander Planie, Mrs. Juli...

Masselmanl, Mrs. Fatima
Fynney, Mr. Joseph J
Beesiey, Me, Lawrence
McGowan, Miss. Anna *.
Sloper, Me, Willilam Tho

Palssan, Miss. Torborg

Asplund, Mrs. Carl Osca...

Emir, Mr. Farred Chehab

Fortune, Mr. Charles Ale..

< Back to data flow
Sex (string) Age (long) CONFIGURE TYPES

male 54
Column name

male 2

Passengerid
fermale

female Survived

fernale ool

female o

maie F Name
Sex
Age
SibSp
Parch
Ticket
Fare

Cabin

Embarked

Clear Preaew

. DataCumulus
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Data Wrangler: Visualize Data

Amazon SageMaker Studio File Edit View Run Kernel Git Tabs Settings Help

+ B ¥ titanic.flow x
Bm / Untitled Folder / .

Import F = Analyze
Name

X titanic.flow

Create Analysis

Create an analysis of your data.

Histogram: Survived vs Age

Data table

Passengerld Survived Pclass Name Sex
1 Braund, Mr. Owen Harris male
2 Cumings, Mrs. John Bra... female
3 Heikkinen, Miss. Laina female

Futrelle, Mrs. Jacques female

. DataCumulus

Feedback

e

< Back to all analyses

Configure Code

Chart

Histogram

Name

Survived vs Age
Optional
X axis

Age

Color by
Sex
Optional
Facet by

Survived
Optional

Sundog-



Data Wrangler: Transform Data

Amazon SageMaker Studio File Edit View Run Kernel Git Tabs Settings Help

+ * 1 titanic.flow

Bm / Untitled Folder /
Import Prepare

% titanic.flow / n: titanic-train.csv ¢ Back to data flow

Previewing Encode categorical
> Custom formula

. . . “ Encode categorical
Transform: titanic-train.csv
Encode a categorical variable

1) Cabin (string) Embarked (string) Pclass__3 (float) Peclass__1 (float) Pclass__2 (float)

Input column @
Pclass

Output column name @
Pclass_

Transform @
One-hot encode

Invalid handling strategy i ]
Keep
Optional

Drop last category @

Optional

Is input ordinal encoded? (i}

Optional

Output format @
Flattened
Optional

Clear

3
c
S
5
3
Q
3
3
3
c
S
5
3
3
3
3
Q
S
5

o - 0 - 0 0O O 0O 0O 2 0O O 0O O O 0O O O O

. DataCumulus

Preview

Feedback

o
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Data Wrangler: Quick Model

Amazon SageMaker Studio

Im / Untitled Folder /

s

A

File Edit View Run

Last Modified

Kernel Git Tabs

¥ titanicflow

Import

Settings Help

Analyze

Create Analysis

Export

c-train.csv [ Untitled

Create an analysis of your data. Lea

Quick Model: Untitled

Data table

Passengerld

Survived

Model achieved a 0.749 f1 on a test set.

Passengerid

¢ Back to all analyses

Configure Code

Chart
Quick Model

Name

Untitled
Optional

Label

Survived

Ticket

Af521171
PC 17599
STON/O2. 3101282
113803
373450

IINATT Cancel

DataCumulus

Feedback

o

Sundog-



Data Wrangler: Export Data Flow

&5 Amazon SageMaker Studio Edit View Run

+ c
|
BB / Untitled Folder /
Name Last Modified

X titanicflow a minute

Kernel Git Tabs Settings Help

T titanicflow X

Import Prepare Analyze Export

Export data flow

Select the steps in the data flow that you want to export and then select an export option.

Data types
m

Steps (5)

N R —— T

Transform: titanic-train.csv

Feedback

o

Export step |

Processing Job
Export a Jupyter Notebook that launches a processing job.

Pipeline
Export a Jupyter Notebook that creates a Pipeline with your
data flow.

Python Code
Export your data flow to python code.

Feature Store
Export a Jupyter Notebook that creates a Feature Store
feature group and adds features to an offline or anline
feature store.

Sundog-
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Data Wrangler Troubleshooting

* Make sure your Studio user has appropriate IAM roles

* Make sure permissions on your data sources allow Data

Wrangler access
« Add AmazonSageMakerFullAccess policy

« EC2 instance limit
* If you get “The following instance type is not available...” errors

 May need to request a quota increase
« Service Quotas / Amazon SageMaker / Studio KernelGateway Apps
running on ml.m5.4xlarge instance

.DataCumqus Sundog-
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AWS Glue

Table definitions and ETL
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What is Glue?

» Serverless discovery and definition
of table definitions and schema
« S3 “data lakes”
« RDS
* Redshift
 DynamoDB
* Most other SQL databases

* Custom ETL jobs

 Trigger-driven, on a schedule, or on
demand

* Fully managed

sundog-education.com . DataCumulus Sundog”
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Glue Crawler / Data Catalog

Amazon
Redshift

E B B A

Amazon S3 AWS Glue Amazon
Athena

Amazon EMR

sundog-education.com
datacumulus.com
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Amazon
QuickSight

Glue crawler scans data in S3, creates
schema
Can run periodically
Populates the Glue Data Catalog
e Stores only table definition
e Original data stays in S3
Once cataloged, you can treat your
unstructured data like it’s structured
e Redshift Spectrum

e Athena
« EMR
* Quicksight

.DataCumqus Sundog-



Glue and S3 Partitions

» Glue crawler will extract partitions based on how your S3 data is organized
* Think up front about how you will be querying your data lake in S3
 Example: devices send sensor data every hour

* Do you query primarily by time ranges?
* If so, organize your buckets as yyyy/mm/dd/device

« Do you query primarily by device?
* If so, organize your buckets as device/yyyy/mm/dd

sundog-education.com . DataCumulus Sundog”
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AWS Glue Studio

* Visual interface for ETL
workflows

* Visual job editor

» Create DAG’s for complex
workflows

e Sources include S3, Kinesis,
Kafka, JDBC

« Transform / sample / join data

« Target to S3 or Glue Data
Catalog

« Support partitioning
* Visual job dashboard

 Overviews, status, run times

sundog-education.com .DataCumulus ‘Sundog”
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AWS Glue Data Quality ~—~———

? ‘ Data source - Data Catalog

. L E Data Catalog table

« Data quality rules may be created o o
manually or recommended §
automatically {

* Integrates into Glue jobs % v

» Uses Data Quality Definition S| BB prmtunte vata qualty ]
Language (DQDL) § o

* Results can be used to fail the job, %
or just be reported to CloudWatch : !

@ Data target - 53 bucket @
S3 bucket

sundog-education.com . DataCumulus Sundog”
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AWS Glue Data Quality

AWS Glue » Tables » tickets » Ruleset details i
Rulesets Data quality results
RS1 Info | Actions ¥ | | Evaluate ruleset
= {
RO dqrun-89769d34ba974a7b9117d6cdf4a26b1108239b38 {
Description Database Table Name A I DQ status "/ I Status detail 1
Created by Data Quality Rule Recommendation yyz-tickets tickets
E rs1 @ DQ failed Data quality score is 94.444]
Created on Last modified
- November 22, 2022 at 17:48:14 Rule_1 RowCount between 1021908 and 4087632 @ Rule passed i
.t Rule_2 IsComplete "TAG_NUMBER_MASKED" @ Rule passed Ed
ags 1
Rule_3 ColumnLength "TAG_NUMBER_MASKED" between 6 and 9 @ Rule passed
Rules (DQDL) Rule_4 IsComplete "DATE_OF_INFRACTION® © Rule passed
Data quality definition language
Rule_5 StandardDeviation "DATE_OF_INFRACTION" between 324.19 and 358.31  (® Rule failed Expected type of column D4
Rules = [
RowCount between 1621908 and 4087632, Rule_6 ColumnValues "DATE_OF_INFRACTION" between 20180100 and 201812 (® Rule failed Expected type of column D4
IsComplete "TAG_NUMBER_MASKED",
ColumnLength "TAG_NUMBER_MASKED" between 6 and 9, Rule_7 IsComplete "TICKET_DATE" @ Rule passed
IsComplete "DATE_OF_INFRACTION",
StandardDeviation "DATE_OF INFRACTION" between 324.19 and 358.31, Rule_8 ColumnLength "TICKET_DATE" = 10 @ Rule passed
ColumnValues "DATE_OF_INFRACTION" between 20186100 and 20181232,
Iscomplete "TICKET_DATE", Rule_9 IsComplete "TICKET_NUMBER" @ Rule passed

ColumnLength "TICKET_DATE" = 1@,

IsComplete “TICKET_NUMBER",

StandardDeviation "TICKET_MUMBER" between 16289883634.63 and 18603724017.22,
ColumnValues "TICKET_NUMBER" between 10182501 and 80881881853,

IsComplete “OFFICER",

StandardDeviation "OFFICER" between 187.99 and 119.35,

umnvalues "OFFICER" <= 394, Rule_12 IsComplete "OFFICER" " @ Ru_l_e passed
i e et T . s I iR, st

Rule_10 StandardDeviation "TICKET_NUMBER" between 16289083634.63 and 1 @ Rule passed

Rule_11 ColumnValues "TICKET_NUMBER" between 10102501 and 8008108105 @ Rule passed

N

sundog-education.com . DataCumulus Sundog-
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Amazon CloudWatch Metrics

» CloudWatch provides metrics for every services in AWS
» Metric is a variable to monitor (CPUUtilization, Networkin...)
* Metrics belong to namespaces

 Dimension is an attribute of a metric (instance id, environment,
etc...).

* Up to 30 dimensions per metric

* Metrics have timestamps

« Can create CloudWatch dashboards of metrics

« Can create CloudWatch Custom Metrics (for the RAM for example)

sundog-education.com . DataCumulus Sundog”
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CloudWatch Metric Streams

e Continually stream CloudWatch C@
metrics to a destination of your
S

CloudWatch Metrics

choice, with near-real-time tream near-real-time
delivery and low latency.

* Amazon Kinesis Data Firehose (and
then its destinations)

3" party service provider: Datadog,
Dynatrace, New Relic, Splunk, Sumo
Logic...

« Option to filter metrics to only Amazon S3  Amazon Amazon
stream a subset of them l Redshift ~ OpenSearch

g Athena
sundog-education.com
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Amazon Transcribe

« Automatically convert speech to text

» Uses a deep learning process called automatic speech recognition (ASR) to
convert speech to text quickly and accurately

- Automatically remove Personally Identifiable Information (PIl) using
Redaction

« Supports Automatic Language ldentification for multi-lingual audio

» Use cases:
 transcribe customer service calls
« automate closed captioning and subtitling
» generate metadata for media assets to create a fully searchable archive

., “Hello my name is Stéphane.
| hope you’re enjoying the course!

sundog-education.com . DataCumulus Sundog”

datacumulus.com
© 2026 All Rights Reserved Worldwide



Amazon Transcribe — Improving Accuracy

* Allows Transcribe to capture domain-specific or non- Speech
standard terms (e.g., technical words, acronyms, “We can use AWS Microservices ..”
jargon...) ”“m“m

« Custom Vocabularies (for words)

- . ‘o Custom
+ Add specific words, phrases, domain-specific terms Vocabularies

» Good for brand names, acronyms...

* Increase recognition of a new word by providing hints (such as
pronunciation..)

Custom

« Custom Language Models (for context) La"guage/v
« Train Transcribe model on your own domain-specific text data Transcribe
» Good for transcribing large volumes of domain-specific speech
* Learn the context associated with a given word
* Note: use both for the highest transcription accuracy pefore
“.AUSA s e

My Crow services ... Microservices ... ”
DataCumulus / Sundog-
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Transcribe — Toxicity Detection

ML-powered, voice-based toxicity detection capability
Leverages speech cues: tone and pitch, and text-based cues
. TOXICIty categories: sexual harassment, hate speech, threat, abuse, profanity, insult, and

graphic....

Transcription preview

You can see the first 5,000 characters of the transcription text below. To download the full text, choose Download full transcript.

Text Audio identification Subtitles Toxicity

Toxicity score  ==0.0to 0.4
Higher score means higher toxicity.

(1041008 [08t01.0 Info

oo s 9 ————————— AT
B e e e
regibbSn.

sundog-education.com
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Filters info Reset
Filter out toxic content by
increasing threshold values below.

Toxicity Score 0 1
([ —

Profanity 0 1
(—— )

Hate speech 0 1

OO0

Sexual ] 1
(e |

Insults ] 1

Toxicity Categories
Profanity: Speech that contains words, phrases, or acronyms that are impolite, vulgar, or offensive.

Hate speech: Speech that criticizes, insults, denounces, or dehumanizes a person or group on the basis
of an identity (such as race, ethnicity, gender, religion, sexual orientation, ability, and national origin).

Sexual: Speech that indicates sexual interest, activity, or arousal using direct or indirect references to
body parts, physical traits, or sex.

Insults: Speech that includes demeaning, humiliating, mocking, insulting, or belittling language. This
type of language is also labeled as bullying.

Violence or threat: Speech that includes threats seeking to inflict pain, injury, or hostility toward a
person or group.

Graphic: Speech that uses visually descriptive and unpleasantly vivid imagery. This type of language is
often intentionally verbose to amplify a recipient's discomfort.

Harassment or abusive: Speech intended to affect the psychological well-being of the recipient,

including demeaning and objectifying terms.
.DataCumqus Sundog
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Amazon Comprehend

* For Natural Language Processing — NLP
* Fully managed and serverless service

« Uses machine learning to find insights and relationships in text
» Language of the text
« Extracts key phrases, places, people, brands, or events
» Understands how positive or negative the text is
» Analyzes text using tokenization and parts of speech
« Automatically organizes a collection of text files by topic

« Sample use cases:

« analyze customer interactions (emails) to find what leads to a positive or negative
experience

» Create and groups articles by topics that Comprehend will uncover

sundog-education.com .DataCumulus ‘Sundog”
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Comprehend — Custom Classification

« Organize documents into categories (classes) that you define

» Example: categorize customer emails so that you can provide
guidance based on the type of the customer request

» Supports different document types (text, PDF, Word, images...)
* Real-time Analysis — single document, synchronous
* Async Analysis — multiple documents (batch), Asynchronous bocument

Custom
Classifier
Custom
5 g _ E Classifier
L Training _@ l

Data
Training Data Amazon S3 Comprehend
Complaint gl
é Document
sundog-education.com DataCumulus t&%ﬁ%ilz)g”
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Named Entity Recognition (NER

* NER - Extracts predefined, general-purpose entities like people,
laces, organizations, dates, and other standard categories, from

ext

Hello Zhang Wei, | am John. Your AnyCompany Financial Services, LLC credit card account 1111-0000-1111-0008 has a

minimum payment of $24.53 that is due by Julz 31st. Based on your autopay settings, we will withdraw your payment on the
due date from your bank account number XXXXXX1111 with the routing number XXXXX0000.
Customer feedback for Sunshine Spa, 123 Main St, Anywhere. Send comments to Alice at sunsea@mail.com.

| enjoyed visiting the spa. lf ilso very expensive. The amenities were ok but the service made

Entity 10: 123 Main St X

Entity: LOCATION
Confidence: 0.98

the spa a great experience.

sundog-education.com
datacumulus.com
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Entity v
Zhang Wei

John

AnyCompany Financial Services, LLC
1111-0000-1111-0008

$24.53

July 31st

XXXXXXT1111

XXXXX0000

Sunshine Spa

123 Main St

Type v
=== Person

- Person

== (Qrganization
= QOther

= Quantity

= Date

= QOther

= QOther

= Qrganization

— Location

@ pataCumulus
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Comprehend — Custom Entity
Recognition

* Analyze text for specific terms and noun-based phrases

 Extract terms like policy numbers, or phrases that imply a
customer escalation, anything specific to your business

* Train the model with custom data such as a list of the entities
and documents that contain them

* Real-time or Async analysis pocument
Custom
Entity @
Recognizer
. Custom
- ; E {@ 2ty
L Training ] _@ Recognizer
Data
Training Data Amazon S3 Comprehend l
eré Document

: tagge
sundog-education.com . DataCumulus u%% g
datacumulus.com
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Using Comprehend and
Lambda for Data Quality

A Lambda function can call Amazon
Comprehend before data hits

Bedrock to...
* Redact PII .\,\,.
» Extract entities /)
» Detect language Amazon Bedrock Data AWS Lambda Amazon Bedrock
* Classify the data
« Example applications @ =@
e Clean up transcripts before going into @  amazon Simple torage ~ Amazon Comprehend
Knowledge Base Service (Amazon S3)

* Pre-screen user-generated content
before feeding it to an agent
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Amazon Comprehend Medical

» A HIPAA-certified version of Comprehend
for medical use

» Pre-trained for extracting health data
(prescriptions, procedures, diagnoses,
protected health information (PHI)) as
entities

« Separate API for PHI (DetectPHI instead
of DetectEntities)

» Can search for specific medical ontologies
* Individual documents or batch in S3

* Integrates with VPC Endpoints /
PrivateLink for security

* Could potentially be used in a post-
processing scenario to detect PHI
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Amazon Opensearch
Service

Petabyte-scale analysis and reporting
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What is Opensearch?

* A fork of Elasticsearch and
Kibana

* A search engine
* An analysis tool

* A visualization tool (Dashboards
= Kibana)
» A data pipeline

 Kinesis replaces Beats &
LogStash

* Horizontally scalable
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What are Dashboards?
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Machine Learning
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Opensearch applications

* Full-text search

* Log analytics

» Application monitoring
« Security analytics

* Clickstream analytics
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Opensearch concepts

(00—

documents

Documents are the things you're
searching for. They can be more
than text — any structured JSON
data works. Every document has a
unique ID, and a type.

sundog-education.com
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thing. (A log entry, an
encyclopedia article, etc.)

-

-
indices

An index powers search into all
documents within a collection of
types. They contain inverted
indices that let you search across
everything within them at once.
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An index iIs split into shards

Documents are hashed to a particular shard.

Shakespeare

Each shard may be on a different node in a cluster.
Every shard is a self-contained Lucene index of its own.
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Redundancy

This index has two primary shards and two replicas.
Your application should round-robin requests amongst nodes.

-““

Write requests are routed to the primary shard, then replicated
Read requests are routed to the primary or any replica
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Amazon OpenSearch Service (Managed)

 Fully-managed (but not serverless)
* There is a separate serverless option now

» Scale up or down without downtime
e But this isn’t automatic

« Pay for what you use
 Instance-hours, storage, data transfer

 Network isolation

« AWS integration

» S3 buckets (via Lambda to Kinesis)
* Kinesis Data Streams

* DynamoDB Streams

* CloudWatch / CloudTrail

« Zone awareness
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Amazon Opensearch options

» Dedicated master node(s)
« Choice of count and instance types

e “Domains’

* Snapshots to S3
« ZOne Awareness
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Cold / warm / ultrawarm / hot storage

Standard data nodes use “hot” storage
» Instance stores or EBS volumes / fastest performance

UltraWarm (warm) storage uses S3 + caching
» Best for indices with few writes (like log data / immutable data)
« Slower performance but much lower cost
* Must have a dedicated master node

Cold storage
« Also uses S3
» Even cheaper
» For “periodic research or forensic analysis on older data”
» Must have dedicated master and have UltraWWarm enabled too.
* Not compatible with T2 or T3 instance types on data nodes
 If using fine-grained access control, must map users to

cold_manager role in OpenSearch Dashboards

Data may be migrated between different storage types

. DataCumulus / Sundog-



Index State Management

* Automates index management policies

 Examples

» Delete old indices after a period of time
{\_/Iove indices into read only state after a period of
ime
Move indices from hot -> UltraWarm -> cold
storage over time
Reduce replica count over time

Automate index snapshots

* ISM policies are run every 30-48 minutes
» Random jitter to ensure they don't all run at once

e« Can even send notifications when done
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More Index Management

* Index rollups
 Periodically roll up old data into

summarized indices O\I 3 |(O

» Saves storage costs =

* New index may have fewer fields, coarser O rr O
time buckets rrr

* Index transforms 07' g RO

 Like rollups, but purpose is to create a
different view to analyze data differently.

« Groupings and aggregations
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Cross-cluster replication

» Replicate indices / mappings /
metadata across domains

* Ensures high availability in an
outage

* Replicate data geographically for
better latency

* "Follower” index pulls data from
leader” index

» Requires fine-grained access control
and node-to-node encryption

* "Remote Reindex” allows copying
indices from one cluster to another
on demand
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Opensearch Stability

3 dedicated master nodes is best
* Avoids “split brain”

Don’t run out of disk space

« Minimum storage requirement is roughly:
Source Data * (1 + Number of Repllcas}/* 1.45

Choosing the number of shards

* (source data + room to grow) * (1 + indexing
overhead) / desired shard size

 In rare cases you may need to limit the number of
shards per node

* You usually run out of disk space first.

Choosing instance types
» At least 3 nodes
« Mostly about storage requirements

* i.e., mbg.large.search, i3.4xlarge.search,
i3.16xlarge.search
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Amazon Opensearch Security

* Resource-based policies
* |dentity-based policies

* |P-based policies

* Request signing

* VPC

« Cognito

. DataCumulus / Sundog-



Securing Dashboards

¢ Cognito EAWSCIoud
» Getting inside a VPC from vec
outside is hard... Subret
* Nginx reverse proxy on EC2 5
forwarding to ES domain Reverse
« SSH tunnel for port 5601 f
« VPC Direct Connect /
° VPN On—Premise /
=
o @ patacumutus m
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Amazon Opensearch anti-patterns

* OLTP

* No transactions
 RDS or DynamoDB is better

* Ad-hoc data querying
* Athena is better

« Remember Opensearch is primarily
for search & analytics

. DataCumulus / Sundog-



Amazon Opensearch performance

 Memory pressure in the JVM can result if:
* You have unbalanced shard allocations across nodes
* You have too many shards in a cluster

* Fewer shards can yield better performance if JVMMemoryPressure errors
are encountered

* Delete old or unused indices

: : i s
sundog-education.com . DataCumulus Sundog”
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Amazon OpenSearch Serverless

* On-demand autoscaling!

. 11 . b - I_I
» Works against “collections” instead of [|E©1
provisioned domains e
« May be “search” or “time series” type | Servertess
 Always encrypted with your KMS key A

« Data access policies

* Encryption at rest is required

« May configure security policies across many
collections

» Capacity measured in Opensearch Compute
Units (OCUs)

» Can set an upper limit, lower limit is always 2 for
indexing, 2 for search

sundog-education.com . DataCumulus / Sundog”
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OpenSearch as a Vector Store

» Serverless vector stores

* Note “serverless” does not mean “scales to zero”

* Remember to shut down your serverless OpenSearch instances if you're
not using them — or you'll’keep getting billed

» The exam treats OpenSearch as the primary implementation for
backing Bedrock Knowledge Bases

+ But | think this might get subsumed by the newer S3 vectors feature

* Not limited to Bedrock Knowledge Bases Amazon Bedrock

« Can also integrate with SageMaker Al and HuggingFace or
custom models for RAG

« SEMANTIC vs. HYBRID search

n
o
 Semantic refers to vector search I]L.._.r|

* As we’ve seen relevancy can be elusive and dependent on your chunking
strategy Amazon OpenSearch Service

« Hybrid combines vector and keyword search
* Requires indexing filterable keyword fields for metadata

* This is important
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OpenSearch Vector Engines

il'ﬁﬁ/ilevel engines are Facebook Al Similarity (FAISS,) Non-Metric Space Library

SLib) and Apache Lucene.

Exact Nearest Neighbor search
* This is slow

Approximate Nearest Neighbor (ANN) search

« Heirarchical Navigable Small World ()
« Fast, high-quality, simple — but uses lots of RAM

 Inverted File (IVF)

» Better for really huge datasets, can trade recall for speed & memory

Tuning
« M = How many edges per node
« Higher M -> denser graph, higher recall, but more memory
» ef _construction = Size of dynamic list used for KNN graph
* Higher -> more accurate graph, slower indexing speed

« ef search = How thoroughly the graph is explored
« Higher -> higher recall, but slower search performance
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OpenSearch as a Vector Store: Finer
Points

 Vector compression

 Different ANN methods have their own
techniques (, IVF)

« Dense embeddings add up fast

 Binary vectors
 Bit sequences (stored as bytes)

* Not embeddings, but used for fast
distance searc

« 32x compression compared to float32

- FP16

« A form of scalar quantization

o Store embedding dimensions as 16-bit
values instead of 32-bit

« What does

sundog-education.com . DataCumulus Sundog”
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OpenSearch as a Vector Store:
Finer Points

e Sharding strategies
e Balance shard size and CPU ratio

 Larger shards for semantic search (30-50 GB)

» Vector search benefits from fewer, larger shards
because there is less cross-shard coordination.

« Smaller for hybrid (10-30 GB)
* On OpenSearch Serverless, this is automatic

* Multi-index approaches
 Different document types belong in their own
index
« This way you can tune performance for each
corpus
* You might want different embedding models for
different types of data

. Y]g)fu’ll need some sort of query routing to pull this
off.

1 D Cumulus / Sundog-



OpenSearch Hierarchical Indices

* Atop level index can serve as a
general / summary layer

Top-Level Index

* This index is small and fast 1B, title, suramary, topic
* It routes you to an index with more " detailindex
detailed data per domain
* It's a way to implement multiple : _
indices that are speC|aI|zed for Detail-Level Index Detail-Level Index
different domains or data types
: . : ID, content, more ID, content, more
« With their own embedding models, shard . e

sizes, tuning

e You could also use a FM to route to
the right index.
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OpenSearch as a Vector Store:
Neural Plugin

. A_Ilovl\_/s you to integrate your embedding model into an OpenSearch ingest
pipeline

* “Neural queries” just allow OpenSearch to accept text queries and
generate embeddings under the hood for vector queries.

 This is an alternative to using the built-in Bedrock Knowledge Base
integration with OpenSearch Serverless

* The Neural plugin allows OpenSearch to call your Bedrock model for
embeddings as part of search or ingestion.

Neural query r-rlr‘
= he}——-aD-—
Lo
Amazon OpenSearch Connector Amazon Bedrock

Service
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Amazon S3 Vectors

* Up to 90% cheaper (and a lot simpler)
 Create a S3 vector bucket

* Then create a vector index
« Specify dimensions and distance metric

* Now you can store your vector embeddings with put vectors
* Include whatever metadata you want
* Query them with query vectors

=
—> |§|— % Amazon Bedrock

Knowledge base

S3 vector index

=%
S3 vector bucket N = F& Amazon OpenSearch
I:IL.._. Service

Collection
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What a S3 Vectors Put Request Looks
Like

s3vectors.put vectors (

vectorBucketName="media-embeddings",
indexName="movies",

vectors=|
{
"key": "Star Wars",
"data": {"float32": embeddings[0]},
"metadata": {"source text": texts[0], "genre":"scifi'}
b
{
"key": "Jurassic Park",
"data": {"float32": embeddings[1l]},
"metadata": {"source text": texts[l], "genre":"scifi'}
}I
{
"key": "Finding Nemo",
"data": {"float32": embeddings[2]},
"metadata": {"source text": texts[2Z2], "genre":"family"}
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Alternative API: s3vectors-embed-cli

[0 README @ Code of conduct A% Contributing 818 Apache-2.0 license 8% Security

Amazon S3 Vectors Embed CLI

3 . Amazon S3 Vectors Embed CLI is a standalone command-line tool that simplifies the process of working with vector
embeddings in S3 Vectors. You can create vector embeddings for your data using Amazon Bedrock and store and
query them in your $3 vector index using single commands.

Supported Commands

Ve Cto rS C L I s3vectors-embed put: Embed text, file content, or S3 objects and store them as vectors in an S3 vector index. You can

create and ingest vector embeddings into an 53 vector index using a single put command. You specify the data input

you want to create an embedding for, an Amazon Bedrock embeddings model ID, your S3 vector bucket name, and
$3 vector index name. The command supports several input formats including text data, a local text or image file, an

L] L] L]
Ava I I a b I e I n G I t H l l b a S O e n S O l l rCe $3 image or text object or prefix. The command generates embeddings using the dimensions configured in your $3
vector index properties. If you are ingesting embeddings for several objects in an S3 prefix or local file path, it

automatically uses batch processes to maximize throughput.

Note: Each file is processed as a single embedding. Decument chunking is not currently supported.

. S 3 § 7 e C t O r S e mb e d p u t , s3vectors-embed query: Embed a query input and search for similar vectors in an S3 vector index. You can perform

similarity queries for vector embeddings in your S3 vector index using a single query command. You specify your
query input, an Amazon Bedrock embeddings model ID, the vector bucket name, and vector index name. The
command accepts several types of query inputs like a text string, an image file, or a single S3 text or image object.

) CO n Ve rtS text O r i m a g e S to e m b e d d i n g S The command generates embeddings for your query using the input embeddings model and then performs a

similarity search to find the most relevant matches. You can centrol the number of results returned, apply metadata
filters to narrow your search, and choose whether to include similarity distance in the results for comprehensive

using Bedrock, stores them.

Supported Input Types

Note: Starting version 0.2.0, this CLI has introduced a unified --bedrock-inference-params paramter for all model-
[ ] S 3 V e C t O r S — e mb e d u e r specific parameters. Additionally, the --query-input parameter in the query command has been replaced with the
following individual parameters instead:

* --text-value : Direct text query string (preferred for text queries)

» Generates an embedding for your query, =il

* —-video : Video file path (local file or S3 URI) - Twelvelabs models only

q u e ri e S yo u r Ve Cto r i n d eX ) * --audio : Audio file path (local file or $3 URI) - TwelveLabs models only

Installation and Configuration

Prerequisites

e Puthon 3.9 ar hiaher
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Amazon S3 Vectors

e Amazon Bedrock > Bases » Create base with vector store O]

* You can generate your own s ot it g nd e

¥ Getting started

Choose an embeddings model to convert the data that you will provide in the next step, and

" " Overview ° :‘e:; re data provide details for a vector data store in which Bedrock can store, manage, and update your
Providers onfigure data saurce ‘embeddings. The embeddings model and vector store cannot be changed after creation of
Step 3 Knowledge Base.
¥ Foundation models (@ Configure data storage and

Base models processing Embeddings model

_tuning, di Select an embeddings model to convert your data into an embedding. Your selection may limit vector
Custom modals (Fine-tuning, dist..) | Stepd stores and embedding types that are available. Pricing depends on the model. Learn more [3
© Review and create
Playgrounds Knowledge Base name

Chat / Text [ knowledge-base-quick-start-7pgor

Image / Video Valid characters are a-z, A-Z, 0-9, _ (underscore) and - {hyphen). The name can have up to 50 characters.

* Or it's fully integrated with a e o

4

4

Knowledge Bases

Bedrock Knowledge Bases S

Model Evaluation Pr

Let Amazon create a vector store an your behalf or select a previously created store to allow Bedrock to
store, update and manage embeddings. You will be billed directly from the vector store provider. Learn

» It manages it all for you E—— S |

Bedrock Service Terms [2 -
© Quick create a new vector store - () Use an existing vector store
Recommended Connect to an existing vector store to
Avector store will be created on your store, update, and manage embeddings.

¥ Bedrock configurations behalf In this AWS account during
Knowledge Base creation.

* Also integrates with = -

Avector store holds the vector embeddings representation of your data. This choice cannot be changed

later. Not all vector stores support binary vector embeddings.

[ ] [
[ Select a vector store v ]
Amazon OpenSearch Serverless
Select to optimize and provide contextually relevant responses across billions of ve

‘Amazon 53 Vectors - Preview

[ ] ] L] Select to store and index vector embeddings optimized for the cost-effective and d
Amazon Aurora PostgreSQL Serverless
Select to store and index vector embeddings for fast similarity search. Use SQL que
Amazon Neptune Analytics (GraphRAG)
Select to optimize for high-performance graph analytics and enable graph-based R
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S3 Vectors: More specifics?

* They are strongly consistent
* Newly added data is immediately available

* The vector data is automatically optimized over time for price performance

« But actual performance is only advertised as 100ms-1s

« AWS recommends a hybrid approach with OpenSearch for performance-critical
queries

» They call this a “tiered search strategy” — use S3 for infrequently queried vectors only

» S3 Vectors has connectivity with OpenSearch for this purpose

. Thistl(')PIES (exports) data from S3 into OpenSearch — you end up paying for both if you’re not
careful!

* You can also use OpenSearch with S3 Vectors engine
* Only works with OpenSearch managed clusters
» Give you OpenSearch functionality with S3 Vectors as the backend

« Max indices per bucket: 10,000 (2B vectors per index)
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S3 Vectors: Best Practices

* Insert or delete vectors in large batches
(500 per API call)

« Use concurrent requests for smaller
batches
» Can get up to 2500 vectors per second

« Have a retry mechanism for queries

* Only hundreds per second supported per
index before you get an 429 error

« Use multiple indexes when possible Amazon
* Improves per-index performance

« Also useful for data isolation, multi-tenancy S3 VQCtO I'S

* |f a metadata field doesn’t need to be
filtered, mark it as non-filterable
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Amazon RDS Overview

* RDS stands for Relational Database Service
* It's a managed DB service for DB use SQL as a query language.

* It allows you to create databases in the cloud that are managed by
AWS
» Postgres
« MySQL
MariaDB
Oracle
Microsoft SQL Server
IBM DB2
Aurora (AWS Proprietary database)

sundog-education.com . DataCumulus Sundog”
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Advantage over using RDS versus
deploying DB on EC2

* RDS is a managed service:
« Automated provisioning, OS patching

« Continuous backups and restore to specific timestamp (Point in Time
Restore)!

* Monitoring dashboards

» Read replicas for improved read performance
« Multi AZ setup for DR (Disaster Recovery)

* Maintenance windows for upgrades

« Scaling capability (vertical and horizontal)

« Storage backed by EBS

« BUT you can’t SSH into your instances
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RDS — Storage Auto Scaling

» Helps you increase storage on your RDS DB instance R R R

dynamically

* When RDS detects you are running out of free
database storage, it scales automatically

« Avoid manually scaling your database storage

* You have to set Maximum Storage Threshold

(maximum limit for DB storage)

« Automatically modify storage if: Read/Write
* Free storage is less than 10% of allocated storage
* Low-storage lasts at least 5 minutes ——r
* 6 hours have passed since last modification RDS

« Useful for applications with unpredictable workloads —F

» Supports all RDS database engines ﬁ
Storage
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Using RDS with S3 Document

Repositories
 RDS can also serve as your vector store
« RDS SQL Server Vector Store is a thing m

« A common pattern is to use RDS for Amazon SageMaker
querying structured data, which then
points to something like S3 for large s
unstructured data it refers to.

* So you could do something like this... Amazon Relaional Daabase

 Your vector store for RAG is backed by RDS

* The data returned just points you to content
in S3

Amazon Simple Storage
Service (Amazon S3)
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+

Amazon Aurora

=5

» Aurora is a proprietary technology from AWS (not open sourced)

« Postgres and MySQL are both supported as Aurora DB (that means your
drivers will work as if Aurora was a Postgres or MySQL database)

 Aurora is “AWS cloud optimized” and claims 5x performance improvement
over MySQL on RDS, over 3x the performance of Postgres on RDS

» Aurora storage automatically grows in increments of 10GB, up to 256 TB.

« Aurora can have up to 15 replicas and the replication process is faster
than MySQL (sub 10 ms replica lag)

 Failover in Aurora is instantaneous. It's HA (High Availability) native.
 Aurora costs more than RDS (20% more) — but is more efficient
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Aurora High Availability and Read Scaling

* 6 copies of your data across 3 AZ:

4 copies out of 6 needed for writes

3 copies out of 6 need for reads

Self healing with peer-to-peer replication
Storage is striped across 100s of volumes

z1 Z2 ; AZ3
* One Aurora Instance takes writes

rllrlr
(master) R o

_ _ Shared storage Volume
* Automated failover for master in less Replication + Self Healing + Auto Expanding

«8),
> Bl
< €
+ €l

than 30 seconds

» Master + up to 15 Aurora Read Replicas
serve reads

« Support for Cross Region Replication

HON
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Aurora DB Cluster

Writer Endpoint

Reader Endpoint
Connection Load Balancing

Pointing to the master

— ~— —~— ~— ~—
R R R R R Auto Scaling
Auto Expanding from 10G to 256 TB
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Features of Aurora

« Automatic fail-over

» Backup and Recovery

* Isolation and security

* Industry compliance

* Push-button scaling

» Automated Patching with Zero Downtime

* Advanced Monitoring

* Routine Maintenance

» Backtrack: restore data at any point of time without using backups
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Amazon Aurora as a Vector Store

* pgvector extension
« Creates a new “vector” column type
« Can compute cosine, L2, or inner product

distances @++
+ Can do similarity search with IVF or 59
 Also adds vector operators for SQL Amazon Aurora

» This gives it an advantage over OpenSearch if
you need complex filtering logic and stuff.

» Allows you to store structured and vector po_]
data in the same place Trusted Language
. . Extensions for
e Can be appropriate for small / medium PostgreSQL

RAG systems with mostly structured data
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Traditional Architecture

Database Layer

KN _ A

Amazon RDS
(MysQL, PostgresQl, ...)

_____________________________

2

Clients

 Traditional applications leverage RDBMS databases

* These databases have the SQL query language

« Strong requirements about how the data should be modeled
* Ability to do query joins, aggregations, complex computations
 Vertical scaling (getting a more powerful CPU / RAM / 10)

» Horizontal scaling (increasing reading capability by adding EC2 / RDS
Read Replicas)
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NoSQL databases

* NoSQ
* NoSQ
* NoSQ

| databases are non-relational databases and are distributed
_ databases include MongoDB, DynamoDB, ...

_ databases do not support query joins (or just limited support)

* All the data that is needed for a query is present in one row

. NoSGQL databases don’t perform aggregations such as “SUM”,
‘AVG”, ...

* NoSQL databases scale horizontally

* There’s no “right or wrong” for NoSQL vs SQL, they just require to

model

sundog-education.com
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Amazon DynamoDB éﬁ

 Fully managed, highly available with replication across multiple AZs
* NoSQL database - not a relational database
» Scales to massive workloads, distributed database

 Millions of requests per seconds, trillions of row, 100s of TB of
storage

» Fast and consistent in performance (low latency on retrieval)

* Integrated with IAM for security, authorization and administration
* Enables event driven programming with DynamoDB Streams

* Low cost and auto-scaling capabilities

« Standard & Infrequent Access (IA) Table Class
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DynamoDB - Basics

 DynamoDB is made of Tables

« Each table has a Primary Key (must be decided at creation time)
« Each table can have an infinite number of items (= rows)

« Each item has attributes (can be added over time — can be null)
* Maximum size of an item is 400KB

» Data types supported are:
« Scalar Types — String, Number, Binary, Boolean, Null
 Document Types — List, Map
« Set Types — String Set, Number Set, Binary Set
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DynamoDB — Primary Keys

* Option 1: Partition Key (HASH)

 Partition key must be unique for each item
 Partition key must be “diverse” so that the data is distributed
« Example: “User_|ID” for a users table

Primary Key Attributes
|

—

||

p—

Partition Key

First_Name Last_Name

William

7791a3d6-... John

873e0634-... Oliver

a80f73al-... Katie

sundog-education.com . DataCumulus Sundog”
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DynamoDB — Primary Keys

* Option 2: Partition Key + Sort Key (HASH + RANGE)
* The combination must be unique for each item
« Data is grouped by partition key

. Ex?tm le: users-games table, “User_ID” for Partition Key and “Game_ID” for
ort Key

Primary Key Attributes

A A
[ |

Partition Key Sort Key

7791a3d6-...
Same partition key { 873e0634-...

Different sort key 873e0634-...

sundog-education.com . DataCumulus Sundog”
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DynamoDB — Partition Keys (Exercise)

* We're building a movie database

* What is the best Partition Key to maximize data distribution”?
* movie_id
e producer _name
* leader_actor name
* movie_language

* “movie_id" has the highest cardinality so it's a good candidate

* ‘'movie_language” doesn’t take many values and may be
skewed towards English so it's not a great choice for the
Partition Key

sundog-education.com . DataCumulus Sundog”
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DynamoDB — Read/Write Capacity
Modes

« Control how you manage your table’s capacity (read/write throughput)

* Provisioned Mode
* You specify the number of reads/writes per second
* You need to plan capacity beforehand
» Pay for provisioned read & write capacity units

« On-Demand Mode (defaulit)

» Read/writes automatically scale up/down with your workloads

* No capacity planning needed
« Pay for what you use, more expensive ($39)

* You can switch between different modes once every 24 hours

sundog-education.com .DataCumulus ‘Sundog”
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R/W Capacity Modes — Provisioned

* Table must have provisioned read and write capacity units
 Read Capacity Units (RCU) — throughput for reads

* Write Capacity Units (WCU) — throughput for writes
 Option to setup auto-scaling of throughput to meet demand

* Throughput can be exceeded temporarily using “Burst
Capacity”

* |f Burst Capacity has been consumed, you'll get a
“ProvisionedThroughputExceededException”

* |t's then advised to do an exponential backoff retry
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DynamoDB — Write Capacity Units
(WCU)

* One Write Capacity Unit (WCU) represents one write per
second for an item up to 1 KB in size

* If the items are larger than 1 KB, more WCUSs are consumed

. Example 1: we write 10 items per second, with item size 2 KB
2 KB

« Example 2: we wrlte 6 items per second, with item size 4.5 KB
(4.5 gets rounded to the upper KB)

 Example 3: we write 120 items per minute, with item size 2 KB
* We need (

=4 WCUs

120) 2KB
60 1 KB
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Strongly Consistent Read
vs. Eventually Consistent Read ...

»
»

* Eventually Consistent Read (default) —
* If we read just after a write, it's possible we’ll
get some stale data because of replication read write

4

EA ~rowonpynamons
« Strongly Consistent Read - ‘ g

* If we read just after a write, we will get the —

correct data | Server 1
« Set “ConsistentRead” parameter to True in |

API calls (Getltem, BatchGetltem, Query, replication

Scan) A ey —
- Consumes twice the RCU = =

Server 2 Server 3
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DynamoDB — Read Capacity Units (RCU)

* One Read Capacity Unit (RCU) represents one Strongly Consistent
Read per second, or two Eventually Consistent Reads per second, for

an item up to 4 KB in size
* |f the items are larger than 4 KB, more RCUs are consumed

« Example 1: 10 Strongly Consistent Reads per second, with item size 4 KB

. We need 10 * (%) — 10 RCUs

 Example 2: 16 Eventually Consistent Reads per second, with item size 12
KB
12 KB

 We need (%) * (4KB) = 24 RCUs
- Example 3: 10 Strongly Consistent Reads per second, with item size 6 KB

« We need 10 * (i x) = 20 RCUs (we must round up 6 KB to 8 KB)
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DynamoDB — Partitions Internal

Data is stored in partitions

Partition Keys go through a hashing algorithm to
know to which partition they go to

To compute the number of partitions:

. RCUSTotal) WCUstotal
e #of partitions ity — (—
fp by capacity 3000 +( 1000 )

N Total Size
e H of paT'tlthnSby size — W

* #of partitions =
Ceil(max(# of partitionsyy capacity, # 0f partitionsy,, Size))

WCUs and RCUs are spread evenly across
partitions

sundog-education.com
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DynamoDB — Throttling

* |If we exceed provisioned RCUs or WCUs, we get
“ProvisionedThroughputExceededException”

e Reasons:

* Hot Keys — one partition key is being read too many times (e.g.,
popular item)

* Hot Partitions
 Very large items, remember RCU and WCU depends on size of items

 Solutions:
« Exponential backoff when exception is encountered (already in SDK)
» Distribute partition keys as much as possible
* [f RCU issue, we can use DynamoDB Accelerator (DAX)
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R/W Capacity Modes — On-Demand

« Read/writes automatically scale up/down with your workloads
* No capacity planning needed (WCU / RCU)
* Unlimited WCU & RCU, no throttle, more expensive

* You're charged for reads/writes that you use in terms of RRU and
WRU

 Read Request Units (RRU) — throughput for reads (same as RCU)
* Write Request Units (WRU) — throughput for writes (same as WCU)
« 2.5x more expensive than provisioned capacity (use with care)

« Use cases: unknown workloads, unpredictable application traffic, ...
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DynamoDB — Writing Data

* Putltem
» Creates a new item or fully replace an old item (same Primary Key)
* Consumes WCUs

 Updateltem
 Edits an existing item’s attributes or adds a new item if it doesn’t exist

» Can be used to implement Atomic Counters — a numeric attribute that’s
unconditionally incremented

« Conditional Writes
» Accept a write/update/delete only if conditions are met, otherwise returns an error

* Helps with concurrent access to items
* No performance impact

sundog-education.com . DataCumulus Sundog”

datacumulus.com Education
© 2026 All Rights Reserved Worldwide




DynamoDB — Reading Data

 Getltem

* Read based on Primary key
* Primary Key can be HASH or HASH+RANGE
« Eventually Consistent Read (default)

 Option to use Strongly Consistent Reads (more RCU - might take
longer)

* ProjectionExpression can be specified to retrieve only certain
attributes
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DynamoDB — Reading Data (Query)

* Query returns items based on:

« KeyConditionExpression
 Partition Key value (must be = operator) — required
« Sort Key value (=, <, <=, >, >=, Between, Begins with) — optional
* FilterExpression
 Additional filtering after the Query operation (before data returned to you)
» Use only with non-key attributes (does not allow HASH or RANGE attributes)

* Returns:
* The number of items specified in Limit
 Orup to 1 MB of data

* Ablility to do pagination on the results

. IC?jn query table, a Local Secondary Index, or a Global Secondary
ndex

sundog-education.com . DataCumulus Sundog”

datacumulus.com

© 2026 All Rights Reserved Worldwide



DynamoDB — Reading Data (Scan)

» Scan the entire table and then filter out data (inefficient)
* Returns up to 1 MB of data — use pagination to keep on reading
« Consumes a lot of RCU

 Limit impact using Limit or reduce the size of the result and pause

 For faster performance, use Parallel Scan
» Multiple workers scan multiple data segments at the same time
* Increases the throughput and RCU consumed
« Limit the impact of parallel scans just like you would for Scans

« Can use ProjectionExpression & FilterExpression (no changes to
RCU)
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DynamoDB — Deleting Data

* Deleteltem
* Delete an individual item
* Ability to perform a conditional delete

 DeleteTable

» Delete a whole table and all its items
* Much quicker deletion than calling Deleteltem on all items
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DynamoDB — Batch Operations

Allows you to save in latency by reducing the number of API calls

Operations are done in parallel for better efficiency
Part of a batch can fail; in which case we need to try again for the failed items

BatchWriteltem
* Up to 25 Putltem and/or Deleteltem in one call
« Up to 16 MB of data written, up to 400 KB of data per item

« Can’t update items (use Updateltem)
» Unprocessedltems for failed write operations (exponential backoff or add WCU)

« BatchGetltem
 Return items from one or more tables
« Up to 100 items, up to 16 MB of data

 ltems are retrieved in parallel to minimize latency
« UnprocessedKeys for failed read operations (exponential backoff or add RCU)

.DataCumqus Sundog-
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DynamoDB — PartiQL

« SQL-compatible query language for
DynamoDB

* Allows you to select, insert, update, and
delete data in DynamoDB using SQL

* Run queries across multiple DynamoDB
tables

* Run PartiQL queries from:
« AWS Management Console
* NoSQL Workbench for DynamoDB
 DynamoDB APls
« AWS CLI
« AWS SDK

sundog-education.com
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SELECT OrderID, Total
FROM Orders

WHERE OrderID IN [1, 2, 3]
ORDER BY OrderID DESC
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DynamoDB Accelerator (DAX) @;

* Fully-managed, highly available, seamless in-

memory cache for DynamoDB Application =g

* Microseconds latency for cached reads & queries |

* Doesn’t require application logic modification Y
(compatible with existing DynamoDB APIs) _@ DAX Cluster

» Solves the “Hot Key” problem (too many reads)
* 5 minutes TTL for cache (default)

* Up to 10 nodes in the cluster

« Multi-AZ (3 nodes minimum recommended for

CACHE CACHE CACHE

production)
« Secure (Encryption at rest with KMS, VPC, IAM, |
CIoudTraiI, ) o= oD g

' O3 O
. O3 O/ O3
R = s B = s (R s
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DynamoDB Accelerator (DAX) vs.
ElastiCache

R ['”"'F] Amazon
@ ElastiCache

Store Aggregation Result

C—=
Application - Individual objects cache
- Query & Scan cache
. p Amazon
_t+ DynamoDB

DynamoDB Accelerator (DAX)
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DynamoDB — Time To Live (TTL) © e

° ,tA_\utor?aticaIIy delete items after an expiry e et 1631272970)

imestamp
; - Expiration P

« Doesn’t consume any WCUs (i.e., no extra cost)

« The TTL attribute must be a “Number” data type scan &
with “Unix Epoch timestamp” value expire items

. L .y o R A
Expired items deleted within few days of expiration SessionData (Table)

» Expired items, that haven’t been deleted, appears
in reads/queries/scans (if you don’t want them, filter
them out)

IIIE Hﬂﬂ

O
u]
u]
m]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

. ] 7791a3d6-... | 74686572652
« Expired items are deleted from both LSIs and GSls
) . ) 873€0634-... 6e6f7468696
» A delete operation for each expired item enters the
DynamoDB Streams (can help recover expired ag0f73al-.. || 7462073656
items) L |
» Use cases: reduce stored data by keepin% only scan &
current items, adhere to regulatory obligations, ... delete items

Deletion Process
sundog-education.com . DataCum
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DynamoDB with GenAl

* |It's not a vector store o=
* | mean, you can store vectors, but you | ... e <.~\mmm
can’'t search them

Strﬂumlitlll///
- But it can serve your model with e T
near real-time data T
» It can also serve as a fast way to mm<
store and retrieve chat histories -
“ ” ) _ /"”;f \\‘:\\
* “Long term memory” for your Al 4. RtrivesWistory 7. Stores gow mesage 5. S
agents
 This is important for context
awareness in a chatbot s e, cologsoabasl-- bl contet <ttt ol amason bk e anghan
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DynamoDB and OpenSearch

« Zero-ETL integration with OpenSearch

* You can create a pipeline from DynamoDB to OpenSearch

* And then use OpenSearch as your vector store for Bedrock
 This is a way to incorporate DynamoDB data into your knowledge

bases
-

Amazon DynamoDB Amazon OpenSearch Service Amazon Bedrock

sundog-education.com . DataCumulus Sundog”
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Keeping your Vector Store Up to
Date

* We need some way to keep your
vector store in sync with new and
changed data

* Incremental updates _}3
* Real-time change detection g_

« Automated synchronization
» Scheduled refresh pipelines

Amazon EventBridge

» EventBridge is your friend
 More on EventBridge later.
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Keeping your Vector Store Up to

Date

Amazon Simple Storage
Service (Amazon S3)

3
3

Events, ] @

webhooks,
or polling

Amazon EventBridge

|

sundog-education.com

datacumulus.com
© 2026 All Rights Reserved Worldwide

N

AWS Lambda
(connector)

Amazon Bedrock
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Vector Index Maintenance

» Drift and fragmentation can become
Issues over time

 You could use EventBridge to

&

schedule a periodic trigger to rebuild Amason Bieniscee
your indices l
e That could in turn use AWS Batch to
gueue up a job that
* Creates new embeddings AN Bateh
» Creates a new vector DB l
 Validates it Pr|r|
« Swaps from the old to the new Uh@

Amazon OpenSearch Service

sundog-education.com . DataCumulus Sundog”

datacumulus.com
© 2026 All Rights Reserved Worldwide




Re-ranker Models in Amazon
Bedrock

 Attempts to improve relevance of
retrieved results for RAG from your KB

 Calculates relevance of chunks to the
query, orders results accordingly

* There is a Rerank operation in the API
you can use to rank whatever
documents you want relative to a query

» Or you can specify a reranker model
when hitting your Knowledge Base

 Currently you can choose from Amazon
or Cohere models

* In limited regions
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S3 Storage Classes

« Amazon S3 Standard - General Purpose
 Amazon S3 Standard-Infrequent Access (IA)
 Amazon S3 One Zone-Infrequent Access
 Amazon S3 Glacier Instant Retrieval
 Amazon S3 Glacier Flexible Retrieval
 Amazon S3 Glacier Deep Archive

 Amazon S3 Intelligent Tiering

« Can move between classes manually or using S3 Lifecycle
configurations

sundog-education.com . DataCumulus Sundog”

datacumulus.com
© 2026 All Rights Reserved Worldwide




S3 Durability and Availability

 Durability:
 High durability (99.999999999%, 11 9's) of objects across multiple AZ

* |f you store 10,000,000 objects with Amazon S3, you can on average
expect to incur a loss of a single object once every 10,000 years

« Same for all storage classes

 Availabillity:
* Measures how readily available a service is
 Varies depending on storage class

« Example: S3 standard has 99.99% availability = not available 53
minutes a year
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S3 Standard — General Purpose @

* 99.99% Availability

» Used for frequently accessed data
* Low latency and high throughput

» Sustain 2 concurrent facility failures

» Use Cases: Big Data analytics, mobile & gaming applications,
content distribution...
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S3 Storage Classes — Infrequent Access

* For data that is less frequently accessed, but requires rapid access
when needed

* | ower cost than S3 Standard

 Amazon S3 Standard-Infrequent Access (S3 Standard-IA)
* 99.9% Availability $
» Use cases: Disaster Recovery, backups

« Amazon S3 One Zone-Infrequent Access (S3 One Zone-lA)
» High durability (99.999999999%) in a single AZ; data lost when AZ is destr@
©

* 99.5% Availability

« Use Cases: Storing secondary backup copies of on-premises data, or data
can recreate
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Amazon S3 Glacier Storage Classes

» Low-cost object storage meant for archiving / backup
* Pricing: price for storage + object retrieval cost

- Amazon S3 Glacier Instant Retrieval R
» Millisecond retrieval, great for data accessed once a quarter
* Minimum storage duration of 90 days k_’X‘
« Amazon S3 Glacier Flexible Retrieval (formerly Amazon S3

Glacier):
» Expedited (1 to 5 minutes), Standard (3 to 5 hours), Bulk (5 to 12 hours) — free
* Minimum storage duration of 90 days

« Amazon S3 Glacier Deep Archive — for long term storage:
« Standard (12 hours), Bulk (48 hours)
* Minimum storage duration of 180 days ghk
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S3 Intelligent-Tiering @

« Small monthly monitoring and auto-tiering fee
* Moves objects automatically between Access Tiers based on usage
* There are no retrieval charges in S3 Intelligent-Tiering

* Frequent Access tier (automatic): default tier

* Infrequent Access tier (automatic). objects not accessed for 30 days
 Archive Instant Access tier (automatic): objects not accessed for 90 days
» Archive Access tier (optional): configurable from 90 days to 700+ days

« Deep Archive Access tier (optional): config. from 180 days to 700+ days
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S3 Storage Classes Comparison

i - lacier | lacier Flexibl lacier D
Standard Intc?lll.gent Standard-1A One Zone-lA G aaer. nstant G aaer. exible G aaer. eep
Tiering Retrieval Retrieval Archive

Durability 99.999999999% == (11 9’s)

Availability 99.99% 99.9% 99.9% 99.5% 99.9% 99.99% 99.99%
Availability SLA 99.9% 99% 99% 99% 99% 99.9% 99.9%
Availability 5= 3 >=3 >=3 1 >=3 >=3 g= 2
Zones

Wl SRS None None 30 Days 30 Days 90 Days 90 Days 180 Days
Duration Charge Y Y Y Y Y
Min. Billable None None 128 KB 128 KB 128 KB 40 KB 40 KB
Object Size

Retrieval Fee None None Per GB retrieved Per GB retrieved Per GB retrieved Per GB retrieved Per GB retrieved

https://aws,amazon.com/s3/storagé-classes/
‘DataCumulus Sundog-
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S3 Storage Classes — Price Comparison
Example: us-east-1

Standard Intelligent-Tiering | Standard-IA | One Zone-IA GIaC|er.Instant Glacner.FIeX|bIe GIaC|er.Deep
Retrieval Retrieval Archive

Storage Cost

- S $0.023 $0.0025 - $0.023 $0.0125 $0.01 $0.004 $0.0036 50.00099
GET: 50.0004 GET: $0.0004
POST: $0.03 Ly
Retrieval Cost GET:$0.0004  GET: $0.0004 GET: $0.001  GET:$0.001  GET: $0.01 e
(per 1000 request)  POST: $0.005 POST: $0.005 POST: $0.01  POST: $0.01  POST: $0.02 Expedited: $10 S
Standard: S0.05 Bulk: $0.025
Bulk: free T

Expedited (1 — 5 mins)
Retrieval Time Instantaneous Standard (3 — 5 hours)
Bulk (5— 12 hours)

Standard (12 hours)
Bulk (48 hours)

Monitoring Cost
(per 1000 objects)

$0.0025

https://aws.amazon.com/s3/pricing/
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Amazon S3 — Moving between Storage
Classes

* You can transition objects
between storage classes S0 e

 For infrequently accessed object, = E:S._t:‘"*f‘ii:‘f@:'_l\::i l
move them to Standard IA Qi
» For archive objects that you don’t e |
need fast access to, move them =

to Glacier or Glacier Deep
Archive =

_______________________

__________________________

o Mov|ng Ob.eCtS can be automated % Glacier Flexible Retrieval | l
using a Lifecycle Rules

@ ' Glacier Deep Archive |

sundog-education.com .DataCumulus ‘Sundog”
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Amazon S3 — Lifecycle Rules {:}

. Tlransition Actions — configure objects to transition to another storage
class

» Move objects to Standard IA class 60 days after creation
* Move to Glacier for archiving after 6 months

« Expiration actions — configure objects to expire (delete) after some time
» Access log files can be set to delete after a 365 days
« Can be used to delete old versions of files (if versioning is enabled)
« Can be used to delete incomplete Multi-Part uploads

* Rules can be created for a certain prefix (example: s3./mybucket/mp3/*)

* Rules can be created for certain objects Tags (example: Department:
Finance)
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Amazon S3 — Lifecycle Rules (Scenario

1)

* Your application on EC2 creates images thumbnails after profile
photos are uploaded to Amazon S3. These thumbnails can be
easily recreated, and only need to be kept for 60 days. The
source images should be able to be immediately retrieved for
these 60 days, and afterwards, the user can wait up to 6 hours.

How would you design this?

« S3 source images can be on Standard, with a lifecycle configuration
to transition them to Glacier after 60 days

« S3 thumbnails can be on One-Zone IA, with a lifecycle configuration
to expire them (delete them) after 60 days

.DataCumqus Sundog-
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Amazon S3 — Lifecycle Rules (Scenario
2)

* A rule in your company states that you should be able to recover
your deleted S3 objects immediately for 30 days, although this
may happen rarely. After this time, and for up to 365 days,
deleted objects should be recoverable within 48 hours.

* Enable S3 Versioning in order to have object versions, so that

“deleted objects” are in fact hidden by a “delete marker” and can be
recovered

 Transition the “noncurrent versions” of the object to Standard IA

 Transition afterwards the “noncurrent versions” to Glacier Deep
Archive
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Amazon S3 Analytics — Storage Class
Analysis

* Help you decide when to transition objects @ 2 Bucket
to the right storage class

e Recommendations for Standard and
Standard IA

 Does NOT work for One-Zone |IA or Glacier

* Report is updated daily
» 24 to 48 hours to start seeing data analysis

S3 Analytics

.Csv report

* Good first step to put together Lifecycle Emes
Rules (or Improve them)' 8/22/2022 STANDARD ~ 000-014

8/25/2022 STANDARD 030-044
9/6/2022  STANDARD 120-149

.DataCumqus Sundog-
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Amazon S3 — Replication (CRR & SR@

* Must enable Versioning in source and destination

buckets

» Cross-Region Replication (CRR) <3 Bucket
« Same-Region Replication (SRR) (eu-west-1)
* Buckets can be in different AWS accounts
. Copyln_g IS asynchronous o ronchronous
* Must give proper IAM permissions to S3 replication
» Use cases: -

- CRR - compliance, lower latency access, replication across @ 53 Bucket

accounts (us-east-2)

SRR - log aggregation, live replication between production
and test accounts
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Amazon S3 — Replication (Notes)

 After you enable Replication, only new objects are replicated

 Optionally, you can replicate existing objects using S3 Batch
Replication

» Replicates existing objects and objects that failed replication

 For DELETE operations

« Can replicate delete markers from source to target (optional setting)
« Deletions with a version ID are not replicated (to avoid malicious deletes)

* There is no “chaining” of replication

* If bucket 1 has replication into bucket 2, which has replication into bucket 3
* Then objects created in bucket 1 are not replicated to bucket 3

sundog-education.com
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Amazon S3 — Object Encryption ?ﬁ‘l

* You can encrypt objects in S3 buckets using one of 4 methods

» Server-Side Encryption (SSE)

. gegvell't-Side Encryption with Amazon S3-Managed Keys (SSE-S3) — Enabled by
efau

* Encrypts S3 objects using keys handled, managed, and owned by AWS

« Server-Side Encryption with KMS Keys stored in AWS KMS (SSE-KMS)
» Leverage AWS Key Management Service (AWS KMS) to manage encryption keys

» Server-Side Encryption with Customer-Provided Keys (SSE-C)

* When you want to manage your own encryption keys

» Client-Side Encryption

* |[t's important to understand which ones are for which situation for the
exam

sundog-education.com
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Amazon S3 Encryption — SSE-S3

* Encryption using keys handled, managed, and owned by AWS
* Object is encrypted server-side

« Encryption type is AES-256

* Must set header "x-amz-server-side-encryption™: "AES256"
« Enabled by default for new buckets & new objects

8 upload E O >
HTTP(S) + Header + Encryption >
User i
; @ﬁ S3 Bucket

S3 Owned Key

v
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Amazon S3 Encryption — SSE-KMS

« Encryption using keys handled and managed by AWS KMS (Key
Management Service)

« KMS advantages: user control + audit key usage using CloudTrail
« Object is encrypted server side
* Must set header "x-amz-server-side-encryption”: "aws:kms"

8 upload j O >
HTTP(S) + Header + Encryption > E

Jser C{?’EI (== S3 Bucket

KMS Key
AWS KMS

sundog-education.com
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SSE-KMS Limitation

* If you use SSE-KMS, you may be $3 Bucket KMS Key
impacted by the KMS limits APl el

« When you upload, it calls the @ @
GenerateDataKey KMS API 1

* When you download, it calls the Upload / download
Decrypt KMS API SSE-KMS

» Count towards the KMS quota per N
second (5500, 10000, 30000 req/s E&%
based on region)

* You can request a quota increase Users

using the Service Quotas Console

sundog-education.com . DataCumulus Sundog”
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Amazon S3 Encryption — SSE-C

« Server-Side Encryption using keys fully managed by the customer outside of AWS
 Amazon S3 does NOT store the encryption key you provide
« HTTPS must be used

« Encryption key must provided in HTTP headers, for every HTTP request made

= +e> i O
8 upload : >
HTTPS ONLY + Encryption >

User + Key in Header @p S3 Bucket

A4

Client-Provided Key

1
1
1
1 1
1 1
1 1
e : ——
sundog-education.com . DataCumulus sundogw
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Amazon S3 Encryption — Client-Side
Encryption

» Use client libraries such as Amazon S3 Client-Side Encryption Library
 Clients must encrypt data themselves before sending to Amazon S3
 Clients must decrypt data themselves when retrieving from Amazon S3

« Customer fully manages the keys and encryption cycle

) 4

+ Encryption > = upload : -
HTTP(S) ! E
Q== File 5
(encrypted) i S3 Bucket

Client Key

sundog-education.com
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Amazon S3 — Encryption in transit
(SSL/TLS)

* Encryption in flight is also called SSL/TLS

« Amazon S3 exposes two endpoints:
« HTTP Endpoint — non encrypted
« HTTPS Endpoint — encryption in flight

« HTTPS is recommended
« HTTPS is mandatory for SSE-C
* Most clients would use the HTTPS endpoint by default

sundog-education.com . DataCumulus Sundog”
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Amazon S3 — Force Encryption in Transit
aws:Secure Transport

{
"Version": "2012-10-17",
"Statement": [
{
Account B "Effect": "Deny",
"Principal: "x",
"Action": "s3:GetObject",
S3 Bucket "Resource": "arn:aws:s3:::my-bucket/*",
(my-bucket) "Condition": {
"Bool": {
Bucket PoIicy "aws:SecureTransport": "false"
)
}
1
]
+
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Amazon S3 — Default Encryption vs. Bucket
Policies

« SSE-S3 encryption is automatically applied to new objects stored in S3 bucket
. Ig)l;jtionallé/gyou can “force encryption” using a bucket policy and refuse any API call to

T an S3 object without encryption headers (SSE-KMS or SSE-C)
{ {
"Version": "2012-10-17", "Version": "2012-10-17",
"Statement": [ "Statement": [
{ {
"Effect": "Deny", "Effect": "Deny",
"Action": "s3:PutObject", "Action": "s3:PutObject",
"Principal: "x", "Principal™: "x",
"Resource'": "arn:aws:s3:::my-bucket/x", "Resource'": "arn:aws:s3:::my-bucket/x",
"Condition": { "Condition": {
"StringNotEquals": { "Null": {
"s3:x—amz-server-side-encryption": "aws:kms" "s3:x—amz-server-side-encryption-customer-algorithm": "true"
} }
¥ ¥
} }
] 1
} }

* Note: Bucket Policies are evaluated before “Default Encryption”
sundog-education.com .DataCumqus @;;ogw
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S3 Access Logs &

buckets

* Any request made to S3, from any account, authorized or
denied, will be logged into another S3 bucket

* That data can be analyzed using data analysis tools...

* For audit purpose, you may want to log all access to S3
H requests

» The target logging bucket must be in the same AWS region My-bucket
Log all
requests
* The log format is at:
https://docs.aws.amazon.com/AmazonSJ3/latest/dev/LogFor @
mat.html

Logging Bucket -

sundog-education.com . DataCumulus Sundog”
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https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html

S3 Access Logs: Warning

* Do not set your logging bucket to be the monitored bucket

* It will create a logging loop, and your bucket will grow
exponentially

& PutObject @

App Bucket &
Logging Bucket

Logging loop

Do not try this at home ©
sundog-education.com .DataCumqus @w
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S3 — Access Points @

Policy

Grant R/W to 2 ________________________ 5..
/finance prefix A i |
Users 2Q ~(@4) Finance 3 Bucket x.
(Finance) ol J” Access Point Simple'Bucket
olicy v .
Grant R/W to ‘; -— /finance/ PO!ICY
Users 8%‘ fsales prefix = & Sales
(Sales) J” Access Point —~ |
Policy v /sales/... :
GrantR to ; |
Users 8 . entire bucket o % Analytics E
(Analytics) 8 1~ Access Point

» Access Points simplify security management for S3 Buckets

« Each Access Point has:
* its own DNS name (Internet Origin or VPC Origin)
 an access point policy (similar to bucket policy) — manage security at scale

sundog-education.com . DataCumulus Sundog”
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S3 — Access Points — VPC Origin

» We can define the veC R
access point to be oS3 Bucket

aCCQSS| |e Onl from EC2IIInIsIt::mce VPC Endpoint
within the VP 4}@ ; @ -
* You must create a VPC \

Endpoint to access the 2 2 B O Bl VA e
Access Point (Gateway :
or Interface Endpoint) | |
¢ The VPC Endpoint { "ersion": "2012-10-17",
Policy must allow e
access to the target et
bucket and Access y, e
Point e £

" raws:s3:::awsexamplebucketl/*",
"arn:aws:s3:us-west-2:123456789012:accesspoint/example-vpc-ap/object/*"

sundog-education.com . DataCumulus éundog”
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Agentic Al
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LLM Agents

 Giving tools to your LLM!

 The LLM is given discretion on which
tools to use for what purpose

« The agent has a memory, an ability to
lan how to answer a request, an
ools it can use in the process.

* In practice, the “‘memory” is%ust the
chat history and external data stores,
and the “planning module” is guidance
glven to the LLM on how to break

own a question into sub-questions
th.?rt] the tools might be able to help
with.

* Prompts associated with each tool are
Used O QU|de |t On hOW to use |tS tOOIS_ Conceptual diagram of an LLM agent, as described

by Nvidia
(https://developer.nvidia.com/blog/introduction-

to-llm-agents) i 7 -
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LLM Agents: A More Practical

Approach

* “Tools” are just functions

provided to a tools API.
* In Bedrock, this can be a
Lambda function.

* Prompts guide the LLM on how
to use them.

* Tools may access outside
information, retrievers, other
Python modules, services, etc.

sundog-education.com
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How do Agents Know \Which Tools to
Use?

e Start with a foundational model to work with

« In Bedrock, “Action Groups” define a tool Agent prompt

* A prompt informs the FM when to use it
» “Use this function to determine the current weather in a city”

* You must define the parameters your tool (Lambda function) expects
» Define name, description, type, and if it's required or not

* The description is actually important and will be used by the LLM to extract the
required info from the user prompt

* You can also allow the FM to go back and ask the user for missing information it
needs for a tool

. 'LI'Jtlﬂs can be done using OpenAl-style schemas, or visually with a table in the Bedrock

Decompose
the problem

Knowledge

« Agents may also have knowledge bases associated with them Base(s)

« Again, a prompt tells the LLM when it should use it
» “Use this for answering questions about X”
« This is “agentic RAG” — RAG is just another tool

« Optional “Code Interpreter” allows the agent to write its own code to Lambda
answer questions or produce charts. function(s)

% Augmented
prompt
sundog-education.com .DataCumqus /Q‘I‘;:g”
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Deploying Bedrock Agents

 Create an “alias” for an agent
* This creates a deployed snapshot

« On-Demand throughput (ODT)
» Allows agent to run at quotas set at the account
level
 Provisioned throughput (PT)

» Allows you to purchase an increased rate and
number of tokens for your agent

 Your application can use the InvokeAgent
request using your alias ID and an Agents
for Amazon Bedrock Runtime Endpoint.

sundog-education.com . DataCumulus Sundog”
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This will make
more sense with
an example

SELF -

EMPLOYMENT

" Building an Internet
| Busine's\.:.f One

1.\. i
\. b
& A
\ /
Zh
R

» Let's tie it all together

* An agent that uses a
knowledge base (my
book)

« And a tool (action
group — what's the
weather)

* And guardrails

Achieving Financial and Personal Freedom
through a Lifestyle Business

sundog-education.com .DataCumulus ‘Sundog”
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Multi-agent systems: an example

» Similar to just giving tools to a
single agent
« But many tools may be used at once

« For example, coding agents may need
to operate on multi e fllos in different WWOTKEr
ways to achieve a larger task

» Workflows that require complex
decision making can benefit from these ,
agents (otherwise, keep it simple with Orchestrator Synthesizer
deterministic workflows.)

 The Orchestrator breaks down

’Ic_ale\I}FSand delegates them to worker .
* A Synthesizer can then combine | | |
th . It For example, this could be a translation tool being asked to
elr results translate to multiple languages at once.

Each LLM here may have its own tools and memory.

. DataCumulus /g;d\og”
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Why use multiple agents (or augmented
LLMs)?

N

4 &t

Too many tools Complex logic

If one agent has trouble choosing the Prompts get too complicated with conditional
appropriate tool, multiple specialized agents statements, better to define the flow with
with specific tools might work better specialized agents

sundog-education.com . DataCumulus Sundog”
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Manager (Orchestrator — workers)

 Similar to just giving tools to a
single agent
« But many tools may be used at once
* For example, coding agents may
need to operate on multiple files in

different ways to achieve a larger
task

« Workflows that require complex
decision making can benefit from
these agents (otherwise, keef() it
simple with deterministic workflows.)

 The Orchestrator breaks down
tasks and delegates them to
worker LLM’s

» A Synthesizer can then combine
their results

sundog-education.com
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Worker

Orchestrator Synthesizer

Worker

For example, this could be a translation tool being asked to
translate to multiple languages at once.

Each LLM here may have its own tools and memory.
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Routing

* A “router” LLM chooses just
one of many specialized
agents to call in turn

» Use for complex tasks where
a single classification is
needed

* i.e., how large of a model is
needed for the task

« What kind of customer service
guery is being received

sundog-education.com . DataCumulus Sundog”
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Parallelization

* A lot like the orchestrator
« But without complex orchestration

» Sectioning: independent subtasks Worker
run in parallel
* Running multiple guardrails at once

Aggregator

* Running multiple evaluations at once

* Voting
» Do the same thing with different Worker
models or prompts

» Let them vote on the right result

sundog-education.com . DataCumulus Sundog”
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Prompt Chaining

* Use when a task has a discrete sequence of known steps
« Each LLM processes the output of the previous one
« Can add “gates” to keep things on track as you go, or exit early

 Examples
* Write a document, then translate it to different languages

* Write an outline, then make slides

sundog-education.com . DataCumulus Sundog”
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Evaluator - Optimizer

* One LLM generates a
response

 Another evaluates that
response

* If it's not good enough,
provide feedback and try
again

° Examples Generator Evaluator

» Code reviewing code and
Incorporating those
recommendations Feedback

« Complex search that requires
multiple rounds

sundog-education.com . DataCumulus Sundog”
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Adding Memory

¢ Short-term
« Chat history within a session / immediate context
* Enables conversations
» Events within sessions

» This could be in-memory or in a big distributed cache
Elasticache, MemoryDB, even DynamoDB is OK

* Long-term
« Stores “extracted insights”
* Summaries of past sessions
» Preferences (your coding style and favorite tools, for example)
* Facts you gave it in the past

+ “Memory Records” that store structured information derived from agent
interactions

“Strategies” for user preferences, semantic facts, session summaries

* This all needs to be stored somewhere!
* Long-term: DynamoDB, SQLLite, RDS, Aurora, etc.
* AgentCore Memory (we’re getting there)
* MemO (Strands uses this)
* You could frame Knowledge Bases as a form of long-term memory too.
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Strands Agents

« Another Agents Python SDK (like OpenAl Agents
SDK, CrewAl, LangGraph, Google ADK)

* Released by Amazon as open source

* You can create specialized agents and multi-
agent systems

« Complex task decomposition
 Collaborative problem solving

» Of course it has tighter AWS integration

« Bedrock models, Lambda, Step Functions, and more

 But it's not tied to AWS

* You can use it with OpenAl and others if you want to
« Multimodal support (text, speech, images, video)
« MCP (Model Context Protocol) support

M

ataCumulus
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Strands Built-in Tools (just a few)

AWS Services / RAG and memory MemO agent

in Bedrock memory and Run Python code
boto3 D
Knowledge Bases personalization

http (call
anything
external)

Run shell : : Coordinate agent
Manipulate files
commands swarms

Speak (with

Amazon Polly) ...0r your own custom tools,
from arbitrary Python code

sundog-education.com . DataCumulus Sundog”
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The Strands Agent Loop

LLM /
Reasoning

Input, context Tool selection Response

Tool execution

sundog-education.com . DataCumulus Sundog-

datacumulus.com Education
© 2026 All Rights Reserved Worldwide




Making it real — the Strands
quickstart

from strands import Agent, tool
from strands_tools import calculator, current_time, python_repl

# Define a custom tool as a Python function using the @tool decorator
@tool

def letter_counter(word: str, letter: str) -> int:

if not isinstance(word, str) or not isinstance(letter, str):

return 0
This example illustrates a mix _
. . if len(letter) !=1:
Of custom and bu | It-ln tOOlS: raise ValueError("The 'letter' parameter must be a single character")

return word.lower().count(letter.lower())

# Create an agent with tools from the strands-tools example tools package
# as well as our custom letter_counter tool
agent = Agent(tools=[calculator, current_time, python_repl, letter_counter])

# Ask the agent a question that uses the available tools
message = """
| have 4 requests:

1. What is the time right now?
2. Calculate 3111696 / 74088
3. Tell me how many letter R's are in the word "strawberry"
4. Output a script that does what we just spoke about!
Use your python tools to confirm that the script works before outputting it

agent(message)

Source: https://strandsagents.com/0.1.x/documentation/docs/user-guide/quickstart/

.

sundog-education.com . DataCumulus Sundog-

datacumulus.com Education
© 2026 All Rights Reserved Worldwide




AWS Agent Squad

» Another open-sourced framework for multi-agent
workflows

« https://github.com/awslabs/agent-squad m‘“—;,u(“ N R U ])
- Intelligent intent classification I

* Routes queries to the right agent er put SMWJ e
« Python and TypeScript ,

« Shares contexts across agents
« Many pre-built agents and classifiers
* Integrates with Bedrock Agents

Fetch all agents’
conversation history

Conversation
history

° Can eXtend BedrOCk FIOWS Source: awslabs/agent-squad repo
» Conversation memory, orchestration

» Supervisor Agent
» Coordinates multiple specialized agents (like Strands!)

« Agent Squad is focused on routing, Strands on tool
use in a single agent loop
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Amazon Bedrock AgentCore

» Hands deployment and operation of Al agents at
scale

* No fussing with Docker, ECR, ECS, etc
« Serverless

* And it works with ANY agent framework
* You aren’t tied to Bedrock agents

* You aren’t even tied to AWS’s Strands framework

* OpenAl Agent SDK, LangGraph / LangChain,
CrewAl, whatever

 (although... Strands does get better support...)

* Includes a “starter toolkit” to make deployment of
agents to AWS super easy

* Includes several tools and capabilities you can
include in your agents
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AgentCore Capabilities

|dentity
Agent

Runtime

Agent

Gateways

Observability

sundog-education.com . DataCumulus
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AgentCore Agent Runtime

« Serverless endpoints

. D_eﬁloy your agent to ECR, enhanced
with AgentCore capabilities '

« “Starter toolkit” manages it all for you, using
CodeBuild

» But you can build your own Docker
containers if you want

« Can have multiple endpoints

» Observability dashboard lets you track
usage and performance

. Througv “GenAl Observability” feature in
CloudWatch

J
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Adding AgentCore Memory

» Short-term
« Chat history within a session / immediate context
+ Enables conversations
» API centered around Session objects that contain Events

* Long-term
+ Stores “extracted insights”
* Summaries of past sessions
» Preferences (your coding style and favorite tools, for example)
* Facts you gave it in the past

« APl involves “Memory Records” that store structured information
derived from agent interactions

“Strategies” for user preferences, semantic facts, session summaries

* This all needs to be stored somewhere!
» The OpenAl Agents SDK gives you a SQLLite implementation
« But maybe you need something that scales better, and is serverless
» Enter AgentCore Memory
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AgentCore Built-In Tools

(]

Browser Tool Code Interpreter

Allows control of your browser to interact with Lets you run code (in an isolated container)

the web Python, JavaScript, TypeScript
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Importing Bedrock Agents

» Bedrock has its own system for endpoints...
« But maybe you want to build on that or something.

 Building agents in Bedrock is super easy

* Importing is just a matter of running agentcore import-
agent
* This generates Strands code (or LangChain / LangGraph) in an output
directory
* From there you can test or deploy it like any other AgentCore agent

sundog-education.com . DataCumulus Sundog”
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AgentCore Gateway

» Addresses the problem of using
external tools at scale

» Convert APIs, Lambda functions,

or other services into MCP tools
« Targets can be OpenAPI (REST), Gateway
Smithy models (that’'s an AWS thing), endpoints
or Lambda
through Gateway endpoints
« Manages OAuth security / credentials
L @ patacumutus m

» Agents can then access them
Send Other
IIEEtClde services
e Semantic tool selection
© 2026 All Rights Reserved Worldwide



AgentCore Identity

This is different from OAuth identity for users and connecting to services we
talked about earlier

This is about your agent’s identity / identities
Secure access to external tools and AWS services

Central repository for all of your agent identities
« Similar to a Cognito user pool

Secure credential storage

OAuth 2.0 support
 Built-in support for Google, GitHub, Slack, Salesforce, Atlassian

There is a lot of depth to this, but you probably don’t need it right away

» Refer to https://docs.aws.amazon.com/bedrock-
agentcore/latest/devguide/identity.html

sundog-education.com
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Lab: Strands Agents, AgentCore,
Agent Squad

* If you want to follow along

* You'll need a Python environment

 AWS CLI installed and configured
* Preferably with administrator permissions

« A Bedrock API Key
« Setin AWS_BEARER_TOKEN_BEDROCK env variable
« Warning: Agent Squad is a bit fragile ATM
* And this is all changing quickly. You might want to just watch; the concepts
are what's important.
 Remember to clean up when you're done

* Agentcore destroy
* Double check the Bedrock Agentcore console
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Lab: Strands Agents, AgentCore,
Agent Squad

* What we’ll build:

« Strands agent with tools
 Calculator, clock, and custom “count keywords” tool

« Strands agent deployed through AgentCore

« Strands agent orchestrated with Agent Squad
» Routes appropriate queries to Strands, everything else to a generic LLM

Agent Squad

AgentCore

Strands Agent Bedrock LLM
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Model Context Protocol (MCP)

« Standardized interface for agent-tool
Interactions

» “Like a USB-C port for Al Applications” — Anthropic
« Technically the data layer is JSON-RPC 2.0
« Transport is stdio or HTTP streaming

» Access external tools with consistent
Interaction patterns

« Standardizes how apps provide context to LLM'’s

* Pretty much any agent SDK can call external
MCP servers (including Strands)

« Servers may expose tools, resources, and

Al Applications

prompts Data and

« Some popular MCP servers: file

« GitHub, Atlassian, PostgreSQL, Slack, Google SAES
Maps... even Udemy!

Productivity
tools
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Deploying your Own MCP Server

» For stateless, lightweight access:
« AWS Lambda

* For complex tools: AWS Cloud ~ - =
- Amazon ECS B4
° Or Far ate .y Amazon ECR Amazon CloudWatch ~ AWS Secrets Manager ~ Parameter Store
; °
+ API Gateway - [
. AWS WAF Virtual private cloud (VPC) : MCP Server(s) :
« Can also expose MCP endpoints o '
[ u [l 1 Q'_'D
« Use MCP client libraries .

- Abstract away the complexities of the £—> L 'S )

protocol, don’t re-invent the wheel!

« AWS’s official MCP architecture AL L Aot
guidance is on the right here ¢
« But it's different from what the exam guide ¢ _
and SkillBuilder talk about :/ ? o = . ’
« You can also deploy MCP servers with
AgentCore
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OpenAP| and GenAl

* Originally Swagger — a spec for
defining interfaces for web services

« Can also be used to define
interfaces between FM’s and tools

* Helps with reliable tool operations

o Standardize function definitions

» Define input parameters, expected
outputs, error conditions per tool

* May be used with Bedrock action
groups
» Upload OpenAPI schema to S3
« Or edititin the console

» The action group can then refer to it to
guide its tool use

sundog-education.com
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openapi: 3.1.0

info:
title: Calculator Tool
version: 1.0.0

paths:
/add:
get:
operationld: add
summary: Add two numbers
parameters:
- name: a
in: query
required: true
schema: { type: number}
-name: b
in: query
required: true
schema: { type: number}
responses:
"200":
description: Sum
content:
application/json:
schema:
type: object
properties:
result:
type: number

. DataCumulus 4;;\09”



Humans in the Loop

CIC]
1+
* Can be low-tech Al Appr'écsa;fnnsi;{,?te my
* “Human augmentation pattern” — Al prepares J
drafts, humans refine
» Al systems can implement escalation criteria H‘.’.?D
» Route complex or uncertain cases to human R AP| Gat
experts mazon ateway
» Based on confidence scores or risk assessments
- Human feedback enables continuous &
Improvement
» Front feedback collection with APl Gateway to just AWS Lambda
ask humans if they like the output l

» Store that feedback in DynamoDB

« With indexing to allow later analysis éﬁ
» Use to measure which model / variant is preferred

Amazon DynamoDB
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Amazon Q Business

 Fully managed Gen-Al assistant for your employees

« Based on your company’s knowledge and data
« Answer questions, provide summaries, generate content, automate tasks
» Perform routine actions (e.g., submit time-off requests, send meeting invites)

* Built on Amazon Bedrock (but you can’t choose the underlying FM)

What you can ask Amazon Q Business?

Company’s
Internal Data

i - Write a job posting for a Senior Product Marketing Manage role... @ /\/
le - Create a social media post under 50 words to advertise the new role... ! D @
Employee . . o ' Amazon Q
- What was discussed during the team meetings in the week of 4/12? BUSiness

sundog-education.com

.DataCumqus Sundog-
datacumulus.com
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mazon Q Business Example

Note: Em:oddad Doducllb: Means Lh-t If You Have Family Coverage, Any Combination Of
Covered ily Members Hel, t Thy Famil No On: q . .
P Wil oy Hrs T O o Embcdid il G ) e What is the annual total out-of-pocket maximum, mentioned in the health plan summary?

Annual Total Out-Of-Pocket Maximum:
Note: Medical And Pharmacy Expenses Are Subject To The Same Out-Of-Pocket Maximum. \

Pharmacy out of pocket maximum per person is $6000 and for family out of pocket maximum is $12000

Note: Embedded Out-Of-Pocket Maximum Means That If You Have Family Coverage, Any
S o sy o o e e S
Wasimur Amount Y The health plan summary provides the following information about the annual total

out-of-pocket maximum:
OUT-OF-POCKET EXPENSES AND MAXIMUMS
Benefit Plan(s) 001, 002, 005

CO-PAYS

o b ety o . ki B o A . O ol Ml A s oo The - The annual total out-of-pocket maximum is $12,000 per family. The plan has an

do not toward satisfacti f Deductibles. Co- ply K d satisfaction of i twork and . . H H
gaﬂﬁﬁgwi';;;m TheCoray and ot poske masimum aeshows on o embedded out-of-pocket maximum, which means that if you have family coverage,
ul 3
DEDUCTIBLES s . i -of- t
A Deductible is an amount of money paid once per Plan Year by the Covered Person before any Covered any combination of covered family members may help meet the family out-of-pocke
Expenses are paid by this Plan. A Deductible applies to each Covered Person up to a family Deductible . P A
limit. Wh Plan Year begins, a new Deductible must be satisfied. i more than their individual out-of-pocket
Do ittie el e coyka: & neiv Daducile b safen maximum, but no one person will pay p
do not it toward ting the Deductible of this Plan. The Deductible ts A
T o b B e S oS ot maximum amount of $6,000.
the Schedule of Benefits.
The Dsdudigle am:ums that the Covered Person Incurs at an in-network provider will apply to the in-
network total and (aniy Dy ible. The D il amounts that the C_oversd Pemn Incurs at . . .
PLAN PARTICIPATION " P10 76 outokneiork ttal individsal and fami Decuctble. The plan also states that medical and pharmacy expenses are subject to the same out
Dy o e DB e T e P mammperoecwu::gspm# Covared Peroon i
e met. vered Person is n e red Person's =
?yfat‘r%ily's. if applicable) annual out-of-pocket maximumpI:yrsead\ad. The Plan Participation rate is shown Of pOC kEt maximum.
on the Schedule of Benefits.
Any payment for an expense that is not covered under this Plan will be the Covered Person's
responsibility.
ANNUAL OUT-OF-POCKET MAXIMUMS
The annual out-of-pocket maximum is the most the Covered Person pays each year for Covered [b @ [_O
Expenses. There are separate in-network and out-of-network out-of-pocket maximums for this Plan. Sources A~
Annual out-of-pocket maximums are shown on the Schedule of Benefits. Amounts the Covered Person
Incurs for Covered Expenses will be used to satisfy the Covered Person's (or family’s, if applicable)
annual out-of-pocket maximum(s). If the Covered Person's out-of-pocket expenses in a Plan Year exceed
the annual out-of-pocket maximum, the Plan pays 100% of the Covered Expenses through the end of the
Plan Year.
Th:‘ blal:vrving will not be used to meet the out-of-pocket maximums:
. * _Penalties, legal fees and interest charged by a provider.
. = _Any amounts over the Remg::ad Amount, l?sual andrcuslnma'y amount, Negotiated Rate or E] health_plan pdf
established fee schedule that this Plan pays.

2| Company Document

https://aws.amazon.com/blogs/machine-learning/improve-productivity-
- ing- : -using-amazon-g-busi N
when-processing s.dﬂdfi u%}ﬁ zl 9 %%ﬂnd og
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_____________________________

Data Sources

=1 K54 (51 8 -

1
|
1
|
|
|
|
|
RDS WorkDocs Aurora :
|
1
|
1
|
1
|
|

Amazon Q Business

* Data Connectors (fully managed
RAG) — connects to 40+ popular =l sa.esfm
enterprise data sources 8 j‘l,' Sf'k

« Amazon S3, RDS, Aurora, WorkDocs...

* Microsoft 365, Salesforce, GDrive, Gmalil, DatC::aCWolnuns;:fors{
Slack, Sharepoint...

Amazon Q
Business

 Plugins — allows you to interact with 3
party services
e Jira, ServiceNow, Zendesk, Salesforce...

» Custom Plugins — connects to any 3" party
application using APIs S

: 3r Party Services
1

connect using Example:
Plugins send issues to Jira

| 0 Jira Softwcn re -

sundog-education.com
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Amazon Q Business + |AM ldentity

Center

« Users can be authenticated through IAM Identity Center

» Users receive responses generated only from the documents they have
access to

* |AM Identity Center can be configured with external Identity Providers
 |dP: Google Login, Microsoft Active Directory... -

== Active Directory
adWws 8 % Authentication integration GOOQ'C
o A ‘
Sign i
Users |AM Ildentity Center
8 ask questions
o ®
Authenticated .J
User N Amazon Q Business

(Web Application)
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Amazon Q Business — Admin Controls

« Controls and customize responses to your organizational needs
« Admin controls == Guardrails

* Block specific words or topics
* Respond only with internal information (vs using external knowledge)
* Global controls & topic-level controls (more granular rules)

How can | configure a brand new Nintendo Switch?

> Blocked Topics
1"
] (/) Sorry, but this a restricted topic. :
.IE < @ Y P Gaming Consoles
Employee Amazon Q
Business

sundog-education.com . DataCumulus Sundog”
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Amazon Q Apps (Q Business

« Create Gen Al-powered apps without coding by using natural language
» Leverages your company's internal data
 Possibility to leverage plugins (Jira, etc...)

ca‘ . C(hi‘( @ Apps 4 < © Addcard || publisn
Recently used User input
Es A ABS Document Editing Assistant TT”“ output
ma zo n Q Ap ps C reato r @ i Reviews and suggests corrections for... File Upload
o . gty m @ Plugin
T Your generative Al productivity app generator i [

Summarizes key information and use cases...

@ Document Editing Assistant -

Tired of repetitive tasks? Tell me what you need done and I'll create a custom app tailored for your needs. Example App

Reviews and suggests corrections for documents to improve grammar,

You can also use the sparkle %% to turn a conversation in chat into an Amazon Q App. These apps can be This is an example app to demonstrate the... i "

reused and shared with your team! spelling, style, and tone consistency |
You are a professional editor tasked with reviewing and ing a for ical errors, Topic Explainer |
spelling mistakes, and inconsistencies in style and tone. Given a file your goal is to recommend changes _> An app that provides explanations and...
to ensure that the document adheres to the highest standards of writing while preserving the author's File 2
original intent and meaning. You should provide a numbered list for all suggested revisions and the Upload Document -
supporting reason, 4

Interview Question Generator
Generates relevant interview questions base... Drag and drop to upload or

Skip this step Browse for files

Text based files are supported. File size limit is 10mb

Character count: 427 / 10000

Story Analyzer

Try out an example: Extracts key details from a story or narrative... %4
Content Creator Interview Question Generator ) Text output P
Crafts targeted marketing content Forms questions from a job description App Runtime error Edit Suggestions ~

This is an example app to demonstrate the...

Meeting Notes Summarizer Grammar Corrector <=

® Summarizes discussion and action items Corrects grammar, spelling, and tone ® Onboarding Plan Generator G Reset |
Generates customized onboarding plans for... & £l
Info Info Generati is filled

https://aws.amazon.com blogs/aws/amazon-q-business-m~~
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Amazon Q Developer

« Answer questions about the AWS Developer
documentation and AWS service selection @
* Answer questions about resources in your =
AWS account
» Suggest CLI (Command Line Interface) to You have 5 AWS Lambda
run to make changes to your account  Listallof my jesources nuseasth
. . ambda tunctions - test-function-1
* Helps you do bill analysis, resolve errors,
troubleshooting... P
Amazon Q

sundog-education.com . Data&ﬁxﬁ!ﬂagr Sundog”
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Amazon Q Developer

Amazon Q X Amazon Q @& X

Change the timeout for Lambda function test-api-1 in the Singapore region, to 10 = el
d What were the top three highest-cost services in Q1?
seconds.

The top 3 highest-cost AWS services in Q1 2024 were:

To change the timeout for your Lambda function test-api-1 in the Singapore region to 10 seconds, you can use the

AWS CLL. Run the following command: 1. Amazon SageMaker - $' (29.88% of total cost)
2. Amazon Elastic Container Service - $ (17.97% of total cost)
aws lambda update-function-configuration -function-name test-api-1--region ap-southeast-1--timeout 10 3. AWS Config - $ (8.13% of total cost)
The following Cost Explorer par were used to answer your question:

This will update the configuration of the specified Lambda function to set the timeout to 10 seconds.
« Date range: 2024-01-01 through 2024-03-31 (inclusive)
Some things to keep in mind regarding Lambda timeouts: « Granularity: "MONTHLY"
* Metrics: "UnblendedCost"
* Group by: "SERVICE"
]  Factors like large data processing, network latency from calls to external services, complex computations can * Filter: Excludes RECORD_TYPE "Credit", "Refund”
cause functions to timeout.

« The default timeout is 3 seconds, but it can be configured between 1-15 minutes as needed.

Ml Amazon Q's cost analysis capability is in preview and can make mistakes. Please verify
¢ You should choose the timeout carefully based on expected maximum function duration. Setting it too low your cost data with AWS Cost Explorer. Use the thumb icon to provide feedback and help
risks unexpected timeouts, too high wastes compute resources. us improve.

* Tools like Step Functions allow building applications with tasks that can run for extended periods by

Sources
coordinating multiple Lambdas.

[1] Visualize this data in AWS Cost Explorer [ o

« If timeouts occur, review function logic and use profiling tools to identify bottlenecks before increasing [2] AWS Cost Explorer GetCostAndUsage API Reference [2

timeout.

[3] Modifying your chart - AWS Cost Management [4
Let me know if you need any clarification or have additional questions!

b 4

Ask me anything about AWS > New conversation

Max 1000 characters

Use of Amazon Q is subject to the AWS Responsible Al Policy I hsk me anything about AWS > ]

Max 1000 characters

Understand and manage R A RIS
your cloud infrastructure

Understand your AWS costs

sundog-education.com https://aws.amazon.com/h
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Amazon Q Developer

[} 4 o
O & > Search
* Al code companion to hel ou
AMAZON Q: CHAT
" " " " 1
code new appllcatlons (snmlar to ——
. . Write me a python code to list all files in a given S3 bucket. It will accept one parameter named bucket_name and return a list
G I tI I u b C O p I I Ot) of files in that $3 bucket. This code will be run using command line
Sure, here's a Python script that uses the AWS SDK for Python (Boto3) to list all files (objects) in a given Amazon S3 bucket.
° S rt | . J This script accepts the bucket name as a command-line argument: [1]
upports many languages: Java,
" " import sys
Javascrl pt, I ython y I ypescrl pt, def list_bucket_objects(bucket_name):
C# List all objects in an Amazon S3 bucket
e C :param bucket_name: Name of the S3 bucket
treturn: List of object keys (file names)
o

Real'time COde Suggestions and s3 = boto3.client('s3')

try:
. objects = s3.list_objects_v2(Bucket=bucket_name) ['Contents']
Secu rI y Scans object_keys = [obj['Key'] for ebj in objects]
return object_keys

except s3.exceptions.NoSuchBucket:
print(f"Bucket '{bucket_name}' does not exist.")

« Software agent to implement '

if __name__ == "_ _main__":

features, generate documentation, e

svs.exit(1)

bootstrapping new projects

5 Use of Amazon Q is subject to the AWS Responsible Al Policy.
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Amazon Q Developer — IDE Extensions

* Integrates with IDE (Integrated Development Environment) to
help with your software development needs
« Answer questions about AWS developmet
« Code completions and code generation
« Scan your code for security vulnerabilities
» Debugging, optimizations, improvements

“ @ JETBRAINS

o

Visual Studio Code Visual Studio

sundog-education.com . DataCumulus Sundog”
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Amazon Q Developer - Rules

* Allows you to enforce coding standards, workflow preferences
* Ensures consistency in Al's guidance

* The are written in Markdown format (.md)

» Must be placed within your project’s .amazon/rules directory

* They are just textual instructions
« Very much like the claude.md file in Claude Code

sundog-education.com . DataCumulus Sundog”
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Operational Efficiency and
Optimization




Token Efficiency

« Token Estimation and Tracking
* Bedrock has a CountTokens API

* Returns token count for a given
request without actually running it

+ Different models behave differently
» Costs nothing
» Estimate costs prior to inference
» Optimize prompts to fit within token limits
* CloudWatch tracks this too — also on the
output side
* InputTokenCount
» outputTokenCount

sundog-education.com . DataCumulus Sundog”

datacumulus.com

© 2026 All Rights Reserved Worldwide



Other Stuff CloudWatch Monitors

* You can use these for additional
optimization opportunities
* Count, time for requests Amazon Bedrock
 TTFT Time to First Token (in streaming) X
* Throttles / server errors / client errors on I
invocation &

Amazon CloudWatch

* Model latency, invocation count, throttles
* And again — input / output token counts

sundog-education.com .DataCumulus ‘Sundog”
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More Token Efficiency Techniques

» Context Window Optimization / Context Pruning
* Chunking RAG data, limiting # of chunks retrieved
» Filtering chunks by metadata to toss irrelevant stuff
« Summarize (or even toss) older parts of conversation
history
* Response Size Controls / Response Limiting
* Use maxTokens

» Bake desired length in the prompt (“respond in 50 words
or less”)

+ Use few-shot examples to illustrate the desired verbosity
* Use JSON output to force a given format / length

* Prompt Compression

* Use a small model to summarize large chats, documents
before sending to larger model

+ Use Knowledge Bases instead of complete documents in
the prompt

. DataCumulus / Sundog-



Cost-Effective Model Selection

» Cost/ Capability Tradeoff

* Do you really need the largest, most expensive model?

* If the “smarts” are in RAG and tool usage, maybe a smaller
model will do just fine

« Smaller models may also play a role in pre-processing
« Summarization, compression, classification, chunking — doesn’t need
PhD-level smarts

 Tiered usage based on query complexity — Dynamic
Routing Router Agent
« AKA Intelligent Prompt Routing
* (This is now a feature in Bedrock as well)
* Route to different models based on the complexity of the query
* (This is how ChatGPT works under the hood...)

« Many ways to route
» A conditional Flow; Lambda; Agent Squad; Strands

Medium
« This is a great application of agents — with a tool to score “complexity” model

sundog-education.com . DataCumulus Sundog”
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Measuring Price : Performance
Ratio

* You can use tools like Amazon
Bedrock Evaluations to measure
Foundation Model performance against o~ -
your prompt dataset it

 This can use human or LLM judges, or just e~ PR
predefined metrics e

" pupticate )
© ( ouplicate Create
[ Q, Find evoluation

 The compare feature in Evaluations lets

you visualize the performance of different e
models with your prompts E o R

* Pair that with token counting to D — =
estimate costs (or track actual costs)

* Now you can make informed
tradeofts...
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Maximizing Resource Utilization

* Batching strategies I o m— —

.
« Batch embeddings up for vector stores sevequons ¢ [0 Amazon Becrock
°°°°°° rd Use as is or customize foundation models from Amazon and other top providers to quickly develop generative Al applications through a
AWS services serverless API service.
- Bedrock Batch Inference
. . . v Organization Servicequotas ino ~ Requestincreaseataccount level
e Submit man y prompts toget her in S3, get responses in S3 . N el e A S A e ) il
[ Q. Tokens per minute for Anthropic Claude 3.5 Sonnet X ] 2 matches )

« Capacity planning with Bedrock . e | 2| e | o
« Work from desired tokens per minute (TPM), R
requests per minute (RPME)

. ﬁwss Service Quotas has a Bedrock tool (seen
ere

* Request a quota increase if necessary, or
provisioned throughput

+ AWS CloudFormation templates can help with
capacity planning
e Tensor parallelism
» Shards LLM weights across GPU'’s
« Better memory utilization per container
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Maximizing Resource Utilization

° P rOV| S | on ed ‘th rou g h p ut Purchase Provisioned Throughput i

* Bedrock allows you to provision by Tokens or Configuration options
by Model Units (MU’s) which corresponds to Prvisioned Throughput name

[ Enter name

to ke n th ro u g h p Ut The name can have up to 40 characters. Valid characters A-Z,a-z,0-9, and - (hyphen). ]
* You must provision for customized models

« Useful for consistent performance with high
VOIUme » Tags - optional

* You provision for a given model, and must _ _
prOVIde the prOVIs I.one.d mOdeI AR.N as the SoupT'::\-laI;r:reo\I/‘iI::r:;?rﬁlgpcl’lgf:.l::tnal:zr:r‘r:tmemterm and choose a number of model units.
modellD when running inference on it . — —
Your Provisioned Throughput will automatically renew at the end of the commitment term. If you cance!

« Utilization monitoring
» CloudWatch is your friend, with dashboards

« AWS Cost Explorer to attribute model costs to selct commitment term ’
business functions woisus

A model unit delivers a specific throughput level for the specified model. Model unit quotas depend on the level of c
specify for the provisioned throughput. To request an increase, use the limit increase form 2.

« Auto-scaling w

« Serverless solutions like Lambda, Bedrock, - : : :
OpenSearch serverless, AgentCore B T R

1. You can't edit the model units or commitment term.

2. If you select a base model, you can't change it later.
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Intelligent Caching Systems:
Semantic Caching

« Cache embeddings of prompts & - :
. Convert prompt to
responses instead of the prompt text e e Bl
« Store in an in-memory vector store
(ElastiCache for Valkey, MemoryDB) o © oo
 You *could* use OpenSearch too & ——1Ml A :“a‘v;m;;e‘u;n:;,;‘,s‘&““"
« For new prompts, create an embedding, find O | U mam T s Thmed
nearest neighbors in cache, if similarity score PR 11 Y—
> threshold, return cached response | ryr—
* Tune the similarity threshold carefully |
» Balance cache hits with relevant responses TR TEs o
* Make sure the overhead does not
O u twe I g h th e be n efl tS AWS reference architecture

« Can dramatically improve latency for
some applications.
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Intelligent Caching Systems:

Prompt Caching

* Improves latency for supported models
 Built into Bedrock

You cache a prompt prefix
 Static content, like instructions, and few-shot examples
» Like a system prompt
* Place dynamic content at the end
» A cache checkpoint separates the two

No need to tokenize the prefix again

You mdqht also cache an uploaded document that is
queried repeatedly

Cached content is discounted per token
« But writes may be more expensive

Cache reads & writes are monitored in CloudWatch

Prompt caching is an option in Bedrock Prompt
Management as well

instructions = ( "I will provide you with a
document, followed by a question about its
content. " "Your task is to analyze the
document, extract relevant information, and
provide " "a comprehensive answer to the
question. Please follow these detailed
instructions:"” "\n\nl. Identifying Relevant
Quotes:" "\n - Carefully read through the
entire document." "\n - Identify sections of
the text that are directly relevant to
answering the question."” "\n - Select quotes
that provide key information, context, or
support for the answer." "\n - Quotes should
be concise and to the point, typically no more
than 2-3 sentences each." "\n - Choose a
diverse range of quotes if multiple aspects of
the question need to be addressed.” "\n - ..
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Intelligent Caching Systems:
Edge Caching

» Use CloudFront when you can GET /ask?fingerprint=<hash-of-request>
* Reduces latency and backend requests I

« But wait, isn’t GenAl dynamic? What can
you cache?

» Well, some prompts / responses are

common and can be cached Amazon CloudFront
 If you have a deterministic request hash, l

you can bake that fingerprint into a GET

request, which CloudFront could cache
» The results can also be fingerprinted to H‘.’..’D

identify when |t’s_appro|pr|a e (based on

model configuration values) Amazon AP| Gateway
« Might want an aggressive TTL if things l

change often

* There’'s more to an app than the LLM ‘
piece /) ’

e Cache that too

AWS Lambda Amazon Bedrock
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Building Responsive Al Systems

Use ?arallel requests for complex
workflows

» Multi-agent workflows in parallel

» Step Functions can also do this

Cache / pre-compute predictable
queries

Response streaming

Latency-optimized inference for FM’s Orchestrator Worker Synthesizer

» A feature of Bedrock
» Specify

performanceConfig={'latency':
'optimized’} inyour API calls Worker

* Optimizes
* Time to First Token (TTFT)
* Output Tokens per Second (OTPS)
* End to End Latency (E2E)
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Building Responsive Al Systems

» Use Amazon Bedrock Intelligent Prompt Routing
* Direct requests to different models based on complexity

» Keep your prompts concise
« Put the important stuff first in case it gets truncated

» Context pruning
 Ditch RAG results that aren’t valuable or are redundant

 Limit response sizes
« Break up complex tasks

. DataCumulus / Sundog-



Optimizing Retrieval Performance

We covered a lot of these details when talking
about OpenSearch vector stores

Optimize your indices

Hybrid search improves relevancy

* You can also have your own custom
hybrid scoring functions

Query pre-processing

« Normalize query to the corpus in terms of
style

» Break up multi-part questions — don't try to
look up two different things at once

* Filter out irrelevant stuff
« Reduce ambiguity
« Keyword extraction for hybrid search
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Optimizing for Specific Use Cases

* Different models have different parameters
you can tune

» Use A/B testing to evaluate changes

 Bedrock Evaluations

* CloudWatch Evidently UU
 Some common parameters

« Temperature — Amount of randomness in the Evidently

response (0=not random, 1 = “creative”)

* Top_p — “Nucleus sampling” — Probability threshold
for token candidates (specify this OR temperature)

* Top_k — How many token options to sample from
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Optimizing Foundation Model
System Performance

* API call profiling
« Find patterns in your requests
« This might identify opportunities for
caching, batching, RAG improvements
» Use structured input and output when possible
« JSON, XML templates
* Improves efficiency and accuracy

« Chain of Thought instruction patterns

* “Reasoning” — forcing the FM to show the
process step by step produces more
accurate conclusions for complex
reasoning tasks

» Feedback loops capturing user
satisfaction & behavior

» Use this to identify effective prompts
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Optimizing Foundation Model System
Performance: SageMaker stuff

« SageMaker Al can deploy models up to
500GB

» Adjust container health check and download
timeout quotas to allow enough time to
download them and their resources!

« 31 party model parallelization supported
 Triton, FasterTransformer, DeepSpeed

* Instance type guidance

» Large models: ml.p4d.24xlarge (GPU) Amazon SageMaker A

« Small models (ie, named entity recognition):
ml.c5.9xlarge (CPU)
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Optimizing Foundation Model
System Performance

« UltraServers (Trn2, P6e-GB200)

« Connects EC2 instances hosting
your Al/ML workloads

* Low latency, high bandwidth
accelerator interconnects
» Use Lambda endpoint lifecycle
management

« Can automatically initialize
endpoints

 Download model artifacts from S3

 ...on demand, when processing is
triggered
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Exponential Backoff

* How to retry failed API calls in a
controlled manner
» Don't flood the poor broken service

« Custom retry policies in AWS SDK
clients
« Start at 100ms
 Backoff factor 2
« Max retry count of 3-5 attempts
e Jitter +- 100ms to prevent
synchronized retries across clients
« Oddly specific guidance in
SkillBuilder...

M

ataCumulus
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Connection Pooling

e For HTTP clients

* |Instead of establishing a new
connection for every request, maintain
a pool of open connections that are

used all the time. ll
 10-20 connections per instance S
+ Connection TTL 60-300 seconds >\ h—
« Balances resource utilization with HTTP client
connection re-use efficiency application HTTP
B _ _ Connection
* More oddly specific guidance in Pool
SkillBuilder...
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Bedrock Cross-Region Inference

* This comes up a lot... many features require
it, many recommend it strongly

» Distributes workloads across AWS regions
during service interruptions
* ...or restrictions from quotas or peak usage in
specific regions

* Things like Amazon Organizations SCP’s
(service control policies) can block regions on
you and prevent it from working :/

« Make sure SCP allows all regions you are
enabling, or leave the region unspecified
* Inference profiles
» Specific geography: selects optimal region within
your geography
» Global: selects optimal commercial AWS region
» Doesn’t work with provisioned throughput

. DataCumulus
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Bedrock Cross-Region Inference

» Geographic cross-region inference

» Useful if you have data residency
requirements

« Standard pricing

* Global cross-region inference
» Maximized throughput
* 10% cost savings

* Pricing based on where you called it
from

* You don’t have to enable these
regions in your account

 Data is encrypted in transit, and
logged in CloudTrail
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Managing Models with
SageMaker Al




SageMaker is built to handle the
entire machine learning workflow.

Deploy model,
evaluate results
in production

Fetch, clean, and
prepare data

Train and
evaluate a model
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SageMaker Training & Deployment

Client app

Endpoint

SageMaker ECR

Inference
code image

S3 model Model deployment / hosting
artifacts

Training
code image

S3 training Model training
data
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SageMaker Notebooks can direct
the process

: Jupyter keras-mnist-sagemaker (autosaved)

 Notebook Instances on EC2

B+ 3% @ B 4 ¥ MHRun B C MW Markdown v | B O nbdiff

are Spun up from the ConSO|e Save the MNIST dataset to disk

In [2]: import os
import keras

import numpy as np
[ ] a a a‘ :‘ :eSS o (oo demnets frort rifist
(x_train, y_train), (x_val, y_val) = mnist.load_data()

os.makedirs(”./data"”, exist ok = True)

] ]

[ ] np.savez('./data/training’, image=x_train, label-y_train)
y y np.savez('./data/validation’, image=x_val, label=y_val)
—
Using TensorFlow backend.
- - - - Downloading data from htips://s3.amazonaws.com/img-datasets/mnist.npz

. I ee Vi lrl‘ ’ y ‘ ) l I I _I I l I I l‘ ’ e S 11493376/11498434 [ 1 - ©s Bus/step

F_— . . . Upload MNIST data to S3
. Ab I I Ity tO S p I | I l l p tra I | l I | lg Note that sess.upload_data automatically creates an S3 bucket that meets the security criteria of starting with "sagemaker-".

n In [3]: prefix = 'keras-mnist”

I | IStaI lCeS training_input_path = sess.upload_data('data/training.npz’, key_prefix=prefix+'/training')
validation input path = sess.upload data('data/validation.npz’, key prefix-prefix+’/validation')
print(training_input_path)

. print(validation_input_path)

s3://sagemaker-us-east-1-159187795666/keras-mnist/validation/validation.npz

fo r m a ki n g p re d i Cti O n S at Sca I e Test out our CNN training script locally on the notebook instance

‘We'll test out running a single epoch, just to make sure the script works before we start spending meney on P3 instances to train it further.

Abilty to deploy trained models

In [4]: !pygmentize mnist-train-cnn.py
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So can the SageMaker console

awg Services ~
S —

Resource Groups *

Q Frank Kane ~

N. Virginia ~ Support ~

4

Amazon SageMaker

Dashboard

Search

Ground Truth
Labeling jobs
Labeling datasets

Labeling workforces

Notebook
Notebook instances
Lifecycle configurations

Git repositories
Training
Algorithms

Training jobs

X

Hyperparameter tuning jobs

Inference
Compilation jobs

Model packages

Moge

@ Feedback (@ English (US)

Amazon SageMaker Training jobs

Training jobs

Q Search training jobs

Name

sagemaker-tensorflow-190926-1513-010-6f1bf0d5
sagemaker-tensorflow-190926-1513-009-53c¢7332e
sagemaker-tensorflow-190926-1513-008-a53612ca
sagemaker-tensorflow-190926-1513-007-b06a4d5b
sagemaker-tensorflow-190926-1513-006-167e1e3c
sagemaker-tensorflow-190926-1513-005-fd89504c
sagemaker-tensorflow-190926-1513-004-4a31fcSc
sagemaker-tensorflow-190926-1513-003-187d6ee7
sagemaker-tensorflow-190926-1513-002-0fd0ad85

sagemaker-tensorflow-190926-1513-001-7f7cf798

Creation time

Sep 26, 2019 15:30 UTC

Sep 26, 2019 15:30 UTC

Sep 26, 2019 15:26 UTC

Sep 26, 2019 15:26 UTC

Sep 26, 2019 15:22 UTC

Sep 26, 2019 15:21 UTC

Sep 26, 2019 15:17 UTC

Sep 26, 2019 15:17 UTC

Sep 26, 2019 15:14 UTC

Sep 26, 2019 15:14 UTC

Duration

4 minutes

3 minutes

4 minutes

4 minutes

3 minutes

5 minutes

4 minutes

5 minutes

4 minutes

3 minutes

Create training job

LI &

Status v

® Completed
® Completed
® Completed
® Completed
(® Completed
® Completed
® Completed
® Completed
® Completed

® Completed

Privacy Policy Terms of Use
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Data prep on SageMaker

» Data usually comes from S3

* |deal format varies with algorithm —
often it is RecordlO / Protobuf

« Can also ingest from Athena, EMR,

Redshift, and Amazon Keyspaces
DB

» Apache Spark integrates with
SageMaker

 Scikit_learn, numpy, pandas all at
your disposal within a notebook
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SageMaker Processing

* Processing jobs
« Copy data from S3

e Spin up a processing ssibucketpathiofput data e
container
- SageMaker built-in or user T Y.
prOVIded s3:ibucketipathftoloutput_data Instance 1 /

» Qutput processed data to
S3
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Deploying Trained Models

« Save your trained model to S3

« Can deploy two ways:

 Persistent endpoint for making individual
predictions on demand

« SageMaker Batch Transform to get predictions for
an entire dataset

 Lots of cool options
* Inference Pipelines for more complex processing
« SageMaker Neo for deploying to edge devices

 Elastic Inference for accelerating deep learning
models

« Automatic scaling (increase # of endpoints as
needed)

« Shadow Testing evaluates new models against
currently deployed model to catch errors

. DataCumulus / Sundog-



Deployment Safeguards

* Deployment Guardrails

» For asynchronous or real-time inference
endpoints

« Controls shifting traffic to new models

* “Blue/Green Deployments”

 All at once: shift everything, monitor, terminate
blue fleet

« Canary: shift a small portion of traffic and
monitor

» Linear: Shift traffic in linearly spaced steps
« Auto-rollbacks

« Shadow Tests

« Compare performance of shadow variant to
production

* You monitor in SageMaker console and
decide when to promote it
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Putting them together

SageMaker Studio

SageMaker Autopilot SageMaker Model Monitor
SageMaker SageMaker
Notebooks Experiments

SageMaker
Debugger

Automatic Model
Tuning
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SageMaker: More Features

SageMaker JumpStart
» One-click models and algorithms from model zoos
« Over 150 open source models in NLP, object detections, image classification, etc.

SageMaker Data Wrangler
* Import / transform / analyze / export data within SageMaker Studio

SageMaker Feature Store
* Find, discover, and share features in Studio
* Online (low latency) or offline (for training or batch inference) modes
* Features organized into Feature Groups

SageMaker Edge Manager
« Software agent for edge devices
* Model optimized with SageMaker Neo
» Collects and samples data for monitoring, labeling, retraining

Asynchronous Inference endpoints
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Optimizing FM Deployments

« SageMaker Al offers single and multi-model
endpoints
* More generally, multi-container endpoints

« Each endpoint supports deployment guardrails,
VPC, network isolation

* You can train/tune a model in SageMaker Al,
and deploy through Bedrock
* You use Bedrock Custom Model Import for this
* Now your inference is serverless © SageMaker multi-model endpoint

« SageMaker Al Inference Components
« Each model gets its own scaling policy
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Optimizing FM Deployments

» Cross-region inference profiles
* For endpoints on Bedrock

« EC2 Auto Scaling Groups
» Load balancing in front of SageMaker Al endpoints

 Available model servers with SageMaker Al
» TorchServe
* DJL Serving (Deep Java Library)

» Deep Learning Containers
« DJL was created by Amazon, so more likely to show up on exam

e Triton Inference Server
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Optimizing FM Deployments

» Use asynchronous inference if latency isn’t
important

« SageMaker Al async endpoints
* Your own queue with SNS / SQS

* Model compression
* Quantization (of model weights)
* Pruning
« Knowledge distillation
» A smaller model is trained from a
larger model
» Avoid premature optimization

» Measure your performance, costs,
resource utilization

» Don’t solve problems that don’t exist!
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SageMaker Ground Truth
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What is Ground Truth?

» Sometimes you don'’t have training
data at all, and it needs to be
generated by humans first.

« Example: training an image
classification model. Somebody needs
to tag a bunch of images with what
they are images of before training a
neural network

« Ground Truth manages humans who
will label your data for training
purposes
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But it's more than that

« Ground Truth creates its own model as images are labeled by
people

 As this model learns, only images the model isn’t sure about are
sent to human labelers

 This can reduce the cost of labeling jobs by 70%

Ambiguous
Learning data Human
labelers

model
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Who are these human labelers?

* Mechanical Turk
 Your own internal team

 Professional labeling
companies
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Ground Truth Plus P ——

Request a pilot

We offer a free of cost pilot for customers who are looking to easily create high-quality training datasets without having to
build labeling applications and m: labeli i

Please fill out the project requirement form and our team will schedule a call with you to discuss and set up your data labeling
project.

* Turnkey solution

* “Our team of AWS Experts” —
manages the workflow and team =
of labelers e

* You fill out an intake form
* They contact you and discuss S
pricing ooty e

* You track progress via the 5
Ground Truth Plus Project Portal .

» Get labeled data from S3 when =
done

CCCCCC
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Other ways to generate training labels

» Rekognition
« AWS service for image recognition
« Automatically classify images

 Comprehend
* AWS service for text analysis and topic modeling
« Automatically classify text by topics, sentiment

* Any pre-trained model or unsupervised technique that may be
helpful
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SageMaker Model Monitor

» Get alerts on quality
deviations on your deployed
models (via CloudWatch)

* Visualize data drift

« Example: loan model starts
giving people more credit due
to drifting or missing input
features

* Detect anomalies & outliers
* Detect new features
 No code needed
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SageMaker Model Monitor + Clarify

* Integrates with SageMaker Clarify
« SageMaker Clarify detects potential bias

* i.e., imbalances across different groups /
ages / income brackets

« With ModelMonitor, you can monitor for
bias and be alerted to new potential bias
via CloudWatch

« SageMaker Clarify also helps explain

model behavior

 Understand which features contribute the
most to your predictions
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Pre-training Bias Metrics in Clarify

Class Imbalance (Cl)
* One facet (demographic group) has fewer training values than another

Difference in Proportions of Labels (DPL)
« Imbalance of positive outcomes between facet values

Kullback-Leibler Divergence (KL), Jensen-Shannon
Divergence(JS)

« How much outcome distributions of facets diverge
Lp-norm (LP)

 P-norm difference between distributions of outcomes from facets

Total Variation Distance (TVD)

 L1-norm difference between distributions of outcomes from facets

Kolmogorov-Smirnov (KS)
« Maximum divergence between outcomes in distributions from facets

Conditional Demographic Disparity (CDD)

« Disparity of outcomes between facets as a whole, and by subgroups
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SageMaker Model Monitor

e Data is stored in S3 and secured

* Monitoring jobs are scheduled via a
Monitoring Schedule

* Metrics are emitted to CloudWatch

« CloudWatch naotifications can be used to trigger
alarms

* You'd then take corrective action (retrain the
model, audit the data)

* Integrates with Tensorboard, QuickSight,
Tableau
 Or just visualize within SageMaker Studio
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SageMaker Model Monitor

* Monitoring Types:
« Drift in data quality
» Relative to a baseline you create
» “Quality” is just statistical properties of the features
« Drift in model quality (accuracy, etc)

« Works the same way with a model quality baseline
* Can integrate with Ground Truth labels

* Bias drift

» Feature attribution drift
» Based on Normalized Discounted Cumulative Gain (NDCG) score
» This compares feature ranking of training vs. live data
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SageMaker Model Registry

 Catalog your models, manage model

VerSiOnS Create Model Group
« Associate metadata with models
 Manage approval status of a model Creatﬁ_SalgeMaker

_ ipeline
* Deploy models to production
* Automate deployment with CI/CD Register model
versions from each

« Share models run in model group

* Integrate with SageMaker Model

Add model group to
Model Registry
Collections
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xample workflow for approving and
romoting models with Model Registry

! AWS Cloud

.
PROD - {Inference Pipeline

- @)

Inference StepFunction

‘Amazon Event Bridge Compose & Send
approval email Get inference details Post inference
Update made . Amazon Sagemaker
pazte ol details (Baich / Model) i,ﬂamnmwim notification
° Inference StepFunction
Update Eamrnelef Store Amazon AP| Gateway & {7\
v Request
Model roval .
........................... hop Get inference details Post inference
Amazon Sagemaker i
E Model detail (Batch / Model) inference pipeline notification
» model version H
« model package : o
Paramefer Store i + approved targetenv .
i Inference StepFunction

o Ragister Model Approve|/ Reject : :
Promote|/ Reject i H
Amazon Sagemaker Training Pipeline ; GetlE:nglam‘e n:::;;ils - " P':nnztt ;ﬂ;:ebl:‘us :
. . @ | | l

Pre-Process Training Model Creation «

~

e & o
Promote Approval

https://aws.amazon.com/blogs/machine-learning/build-an-amazon-sagemaker-model-registry-approval-and-promotion-workflow-with-
human-intervention/

S
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SageMaker ML Lineage Tracking

* Creates & stores your ML
workflow (MLOpsy

* Keep a running history of your Lineage etadta

m O e S SageMaker automatically creates a connected graph of lineage entity metadata tracking your workflow.
. Tracki ng for auditing and ... O—

compliance o e

p . et O O

» Automatically or manually-created o inage Oupi i Cort

tra C kl n g e n tl I eS D:ﬁ[aréilt W—Traﬁﬁ Model Artifact Model Artifact Model Package Create Endpoint Endpoint Context

. O— Trial Component Trial Component Artifact Action

* Integrates with AWS Resource SS—— o— L .0

Input Data Config

Access Manager for cross- = e
account lineage

« Sample SageMaker-created
lineage graph:

AWS T
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Lineage Tracking Entities

 Trial component (processing jobs, training jobs, transform jobs)
 Trial (a model composed of trial components)

« Experiment (a group of Trials for a given use case)

« Context (logical grouping of entities)

 Action (workflow step, model deployment)

* Artifact (Object or data, such as an S3 bucket or an image in ECR)

« Association (connects entities together) — has optional AssociationType:
» ContributedTo
» AssociatedWith
« DerivedFrom
* Produced
« SameAs
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Querying Lineage Entities

* Use the LineageQuery API from Python
 Part of the Amazon SageMaker SDK for Python

Do things like find all models / endpoints / etc. that use a given
artifact

* Produce a visualization
* Requires external Visualizer helper class
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Cross-Account Lineage Tracking

e Can trace across
organizational boundaries

» Use SageMaker
AddAssociation API

* Plus required |IAM roles &
permissions
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SageMaker Neo

 Train once, run anywhere

» Edge devices
 ARM, Intel, Nvidia processors
« Embedded in whatever — your car?

« Optimizes code for specific
devices

« Tensorflow, MXNet, PyTorch,
ONNX, XGBoost, DarkNet, Keras

« Consists of a compiler and a
runtime

%)
1
10
0
1.
80
1
1
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Neo + AWS loT Greengrass

* Neo-compiled models can be deployed
to an HTTPS endpoint
* Hosted on C5, M5, M4, P3, or P2 instances
* Must be same instance type used for
compilation
* OR! You can deploy to loT Greengrass

* This is how you get the model to an actual
edge device

* Inference at the edge with local data, using
model trained in the cloud

« Uses Lambda inference applications
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SageMaker Unified Studio

* Single interface for data, analytics, Al, and ML services
 This includes Bedrock, Q, and Quicksight
 Also notebooks, and all the stuff that was in the old SageMaker Studio

« Single interface for build / deploy / execute / monitor

e Built for teams
« Administrators manage users/groups and what they access
* A domain connects assets, users, and projects

 Can connect from Visual Studio Code
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SageMaker Unified Studio

admin-project-159107795666 ~ Q Searc

[l Overview Notebooks > Customer usage analysis-1764244186730

1 Files
B Data

Data explorer

U Connections
Q

{0 Notebooks > g Catalogs

=% Workflows » [I Connections
w

> % Buckets
Data analytics
[ Query Editor
=2 Visual ETL

@ Data processing jobs

AL/ML

@ Models

A MLflow

@ Training jobs

2 Inference endpoints

IDEs
Z JupyterLab
<» Editor for VS Code

Domain management & Python3.11 S 2vCPU-4GiB & 2.0% B456% 6 1.0%

Customer usage analysis-17

Add description

Customer Usage Analysis £ |Markdown [

This notebook explores customer usage patterns and behaviors in our telecom dataset.
We'll analyze call patterns, service plans, and customer service interactions to

vndarctand Aanre cruckamar baca bhatdbar

Dataset Overview

Our analysis uses the sagemaker_sample_db.churn table containing customer
information including:

Geographic data (state, area_code) Account details (account_length, phone) Service

mlane lintl mlan wmail alas) Heana ma drice areaec Aiffarant tima nardade (da avanina

Query 1: Data Preview

Get familiar with the data structure and see actual values in each column by examining

tha ctrirtura and camnla dAata fram aore +ahla

M
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SageMaker
Pipelines

Directed Acyclic Graph (DAG) for ML
Workflows

Can define visually in pipeline designer,
or via JSON

Integrated with SageMaker Unified Studio
and SageMaker Al

m

AbaloneTrain
Train model

é
AbaloneRegisterModel-RegisterModel O
Register model

o

©
AbaloneProcess
Process data

°

©

é

3

8 AbaloneEval
r Process data

°

é

AbaloneMSECond
Condition
°

true

AbaloneCreateModel-CreateModel O

Create Model

AbaloneTransform O
Deploy model (batch inference)

M

Cumulus

©

false

4

AbaloneMSEFail
Fail
°

Sundog-

©




More Tools for Building Al
Applications




AWS Lambda

Serverless data processing
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What is Lambda®?

* A way to run code snippets “in the
cloud”
» Serverless
» Continuous scaling

» Often used to process data as it's
moved around

AWS Lambda
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Example: Serverless Website

B

Amazon API AWS Lambda
Gateway

DynamoDB
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Example:
Order history app

- BB B

Logs —
i Amazon Kinesis AWS Lambda Amazon DynamoDB Mobile client

Data Streams
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Example:
Transaction rate alarm

zQ s _ _ N _ @
= 7 7ol 7
Logs
Amazon Kinesis Amazon Kinesis Amazon Kinesis AWS Lambda Amazon Simple Notification
Data Streams Data Analytics Data Streams Service (Amazon SNS)
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Why not just run a server?

« Server management (patches, monitoring, hardware failures,
etc.)

« Servers can be cheap, but scaling gets expensive really fast
* You don't pay for processing time you don’t use

 Easier to split up development between front-end and back-end

sundog-education.com . DataCumulus Sundog”
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Main uses of Lambda

« Real-time file processing
* Real-time stream processing Pl T

. 1910 'IH A’ L

RESE ket 00100100 70: I sLiang
([ : B o g — mooom ”om": I
Cron replacement 101101101100010100010100101001010110010010010101 . 1-“

100101010°°°‘° 0

10 1011001000 000010110

* Process AWS events 011000101000101001010070) 0

00101001_'010‘”
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Supported languages

* Node.js

* Python

» Java

o C#

* GO

* Powershell
* Ruby

' "'elgetlsu..
0‘5.23 068,789 a4a) .
”r Qt SIMC= addres[... . ‘.-0‘-- .
$tatus.command
.‘:W“M[tme]
# (“true’) add string« st

, alse function
.;W"m"f resperse’

1\ p DataCumulus
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Lambda triggers

E B

Im] : {7:—'% o@o

Amazon S3 Amazon Amazon Amazon Amazon Amazon SNS Amazon SQS AWS Config
Simple Email Kinesis Data Kinesis Data DynamoDB
Service Firehose Streams

O @ @

L .

AWS loT Amazon Lex Amazon AWS Amazon API Amazon Amazon AWS
Button CloudWatch CloudFormation Gateway CloudFront Cognito CodeCommit
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Lambda and Amazon Opensearch
Service

E

Amazon S3 AWS Lambda
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Lambda and Data Pipeline
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Lambda and Redshift

- Best practice for loading data into Redshift is
7 5\\_, 7 the COPY command

Amazon S3 AWS Lambda Amazon

Redshift But, you can use Lambda if you need to
I respond to new data that shows up at any
time

éﬂ Can use DynamoDB to keep track of what’s
been loaded

Amazon
DynamoDB

Lambda can batch up new data and load them
with COPY

sundog-education.com . DataCumulus Sundog”
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Lambda + Kinesis

 Your Lambda code receives an event with a
batch of stream records

. You specify a batch size when setting up the trigger
(up top10 O%O records) JHp 99

* Too Iarge a batch size can cause timeouts!

« Batches may also be split beyond Lambda’s
payload limit (6 MB)

-
s =
» Lambda will retry the batch until it succeeds or

AWS Lambda Amazon

the data expires
 This can stall the shard if you don’t handle errors
properly
» Use more shards to ensure processing isn't totally
held up by errors

* Lambda processes shard data synchronously
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Using Lambda with Bedrock / GenAl

» Connecting agents with tools

« Parameter validation, error handling

Amazon Bedrock

* On-demand FM invocation |

« Without provisioning capacity
* Receiving webhooks for integrations 0
* Handle JSON events from API Gateway fm a
« Custom aggregation logic

« From multiple models (weighted averaging?),

or models that vote
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Example: Building a Serverless API

A

D REST AP [H] PROXY REQUESTS CRUD
> <Pl | B > < >

C—=
Client APl Gateway Lambda DynamoDB
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AWS API| Gateway

« AWS Lambda + API Gateway: No infrastructure to manage
« Support for the WebSocket Protocol

« Handle API versioning (v1, v2...)

« Handle different environments (dev, test, prod...)

« Handle security (Authentication and Authorization)

» Create API keys, handle request throttling

« Swagger / Open API import to quickly define APls

* Transform and validate requests and responses

* Generate SDK and API specifications

» Cache API responses
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APl Gateway — Integrations High Level

 Lambda Function
 Invoke Lambda function
« Easy way to expose REST API backed by AWS Lambda

+ HTTP

* Expose HTTP endpoints in the backend
« Example: internal HTTP APl on premise, Application Load Balancer...
 Why? Add rate limiting, caching, user authentications, APl keys, etc...

« AWS Service
« Expose any AWS API through the API Gateway

« Example: start an AWS Step Function workflow, post a message to SQS
« Why? Add authentication, deploy publicly, rate control...
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AP| Gateway — AWS Service Integration
Kinesis Data Streams example

store .json
requests H/D send \ records files
> </> > > = >

APl Gateway Kinesis Data Kinesis Data Amazon S3
Streams Firehose

Client

sundog-education.com . DataCumulus Sundog”
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APl Gateway - Endpoint Types

« Edge-Optimized (default): For global clients

* Requests are routed through the CloudFront Edge locations (improves latency)
« The API Gateway still lives in only one region

* Regional:
 For clients within the same region

« Could manually combine with CloudFront (more control over the caching
strategies and the distribution)

* Private:

« Can only be accessed from your VPC using an interface VPC endpoint (ENI)
« Use a resource policy to define access
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APl Gateway — Security

* User Authentication through
* |AM Roles (useful for internal applications)
« Cognito (identity for external users — example mobile users)
» Custom Authorizer (your own logic)

« Custom Domain Name HTTPS security through integration
with AWS Certificate Manager (ACM)

* |f using Edge-Optimized endpoint, then the certificate must be in us-
east-1

* If using Regional endpoint, the certificate must be in the API Gateway
region
* Must setup CNAME or A-alias record in Route 53
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APl Gateway and GenAl

 Use as a front for feedback collection
» Use as a front for your models

» API Gateway usage plans
« Base on your model capacity and client requirements
* Throttling (~10-50 requests per second)
» Burst capacity (~2-3X)

* Response filtering
» Retry strategies when models time out

» Use for token limit management

» Request validator + JSON schema definition can enforce
constraints

* Implement routing logic with request transformations
 Validate required fields

sundog-education.com
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AWS AppConfig

Configure, validate, and deploy dynamic configurations

Deploy dynamic configuration changes to your
applications independently of any code deployments

Config. Sources b

* You don’t need to restart the application @@. I_"% @

« Feature flags, application tuning, allow/block listing... | Poameter SSM L SiBucket |
» Use with apps on EC2 instances, Lambda, ECS, EKS... if::::::::::::::::::::::::::::::-‘:
- Gradually deploy the configuration changes and rollback i} «_ /" N
if issues occur [} e OR N
 Validate configuration changes before deployment using: 1 JSON Schema Lambda function |

 JSON Schema (syntactic check) or |

« Lambda Function — run code to perform validation
(semantic check)

poll for
config. changes

rollback

G
O trigger
Oo0 i

. udWatch ECZJnstances
sundog-education.com ﬁ?Cumulus unaog
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AppConfig and GenAl

* This is a possible solution for dynamic FM
selection

* No code changes required to switch
models

» Use feature flags and configuration profiles
« Configuration may be stored in S3

B -0

« AppConfig is integrated with S3 I
» Can be used as a tool for rolling out new
models, A/B testing, rollbacks
« Of course SageMaker does all this too.

» Bedrock Evaluations and CloudWatch Evidently
can also manage A/B tests
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AWS Step Functions

* Use to design workflows
« Easy visualizations

« Advanced Error Handling and Retry
mechanism outside the code

 Audit of the history of workflows

* Ability to “Wait” for an arbitrary amount of
time

 Max execution time of a State Machine is 1
year
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Step Functions — Examples
Train a Machine Learning Model
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Definition
Code is pre-configured by the chosen sample project. It can be edited after creation. Step Functions state machines are defined using the JSON-based
Amazon States Language (ASL). Learn more [4

1
2
3w
4
5

00 N O

9 v

11~
12~
13
14
15
16'
17
18
19 v
20
21
22~
23
24

{
"StartAt": "Generate dataset”,
"States": {
"Generate dataset”: {
"Resource": "<GENERATE_LAMBDA_FUNCTION_ARN>",
"Type": "Task",
"Next": "Train model (XGBoost)"
},
"Train model (XGBoost)": {
"Resource”: "arn:
<PARTITION>:states:: :sagemaker:createTrainingJob.sync",
"Parameters": {

"AlgorithmSpecification": {
"TrainingImage": "<SAGEMAKER_TRAINING_IMAGE>",
"TrainingInputMode": "File"

})

"OutputDataConfig”: {

"S30utputPath": "s3://<S3_BUCKET>/models"

h

"StoppingCondition™: {
"MaxRuntimeInSeconds": 86400

1L

"ResourceConfig": {

"InstanceCount": 1,
"InstanceType": "ml.m4.xlarge",

o 1+ e
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Step Functions — Examples
Tune a Machine Learning Model
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Definition
Code is pre-configured by the chosen sample project. It can be edited after creation. Step Functions state machines are defined using the JSON-based
Amazon States Language (ASL). Learn more [}

1 v {
2 "StartAt": "Generate Training Dataset",
3 v "States": {
4 v "Generate Training Dataset": {
5 "Resource": "<GENERATE_LAMBDA_FUNCTION_ARN>",
6 "Type": "Task", E
7 "Next": "HyperparameterTuning (XGBoost)"
9 v "HyperparameterTuning (XGBoost)": {
10 "Resource": "arn:
<PARTITION>:states:: :sagemaker:createHyperParameterTuningJob.sync",
11 v "Parameters”: {
12 "HyperParameterTuningJobName.$": "
<JOB_NAME_FROM_LAMBDA>",
13 v "HyperParameterTuningJobConfig": {
14 "Strategy": "Bayesian",
15 v "HyperParameterTuningJobObjective": {
16 "Type": "Minimize",
17 "MetricName": "validation:rmse"
18 1
19 v "Resourcelimits": {
20 "MaxNumber0fTrainingJobs": 2,
21 "MaxParallelTrainingJobs™: 2
22 1
23 v "ParameterRanges": {

. DataCumulus

S

Sundog-

Education




Step Functions — Examples
Manage a Batch Job

Definition
Code is pre-configured by the chosen sample project. It can be edited after creation. Step Functions state machines are defined using the JSON-based
Amazon States Language (ASL). Learn more []
1 v {
2 "Comment": "An example of the Amazon States Language for
notification on an AWS Batch job completion”,
3 "StartAt": "Submit Batch Job",
4 "TimeoutSeconds": 3600,
5v "States": { B
6v "Submit Batch Job": {
7 "Type": "Task",
8 "Resource": "arn:<PARTITION>:states:::batch:submitJob.sync",
9v "Parameters": {
" w. ow s L . " [Tt T Tt T \
10 JobName": "BatchJobNotification", i Submit Batch Job i
11 "JobQueue": "<BATCH_QUEUE_ARN>", (R )
12 "JobDefinition": "<BATCH_JOB_DEFINITION_ARN>" o ™~
13 1 o
14 "Next": "Notify Success",
15+~ "Catch": [
16 v {
17 v "ErrorEquals": [ "States.ALL" ],
18 "Next": "Notify Failure"
19 }
20 ]
21 1,
22v "Notify Success": {
23 "Type": "Task",
24 "Resource": "arn:<PARTITION>:states:::sns:publish",

S
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AWS Step Functions

* Your workflow is called a state machine
» Each step in a workflow is a state

» Types of states

Task: Does something with Lambda, other
AWS services, or third party API’s

« Choice: Adds conditional logic via Choice
Rules (ie, comparisons)

. ¥Vait: Delays state machine for a specified
ime

 Parallel: Add separate branches of
execution

« Map: Run a set of steps for each item in a
dataset, in parallel

« This is most relevant to data engineering!
Works with JSON, S3 objects, CSV files

 Also Pass, Succeed, Fail
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Step Functions: Circuit Breakers

 Circuit Breaker is a pattern

« Prevents calling a service that is & R
timing out and failing ~
» Detects when it’s functional again
» Can be implemented with Step ([ s @)
Functions, Lambda, and DynamoDB om0 (e )
 This can be used to safeguard ik
E——
your Al workflows =3
- Route requests to fallback models if ([ ) e 7 s ) — RS
your model is down ! = -,
* Or enter a degraded service mode s
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More Step Functions + GenAl

* ReAct patterns (Reasoning and Acting)
» Step functions orchestrate steps in a structured workflow
« Chain of thought reasoning
« Dynamic routing to specialized FM'’s

» Orchestrate model review and approval process

Actions

Reasoning
Traces

Observations
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Even More Step Functions Stuff

* There is a 256KB limit between data passed between steps
* You might squirrel data away in DynamoDB or S3 if this is a problem

« Step Functions is integrated with Bedrock
* InvokeModel, CreateModelCustomizationJob both supported
* You can chain multiple FM calls together using Step Functions

« Note that InvokeModel can also include guardrails you specify
* You can chain those too.
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AWS CodePipeline

* Visual Workflow to orchestrate your CICD

* Source — CodeCommit, ECR, S3, Bitbucket, GitHub

* Build — CodeBuild, Jenkins, CloudBees, TeamCity

* Test — CodeBuild, AWS Device Farm, 3" party tools, ...

* Deploy — CodeDeploy, Elastic Beanstalk, CloudFormation,
ECS, S3, ...

* Invoke — Lambda, Step Functions

» Consists of stages:

« Each stage can have sequential actions and/or parallel actions
« Example: Build =» Test = Deploy =» Load Testing = ...
 Manual approval can be defined at any stage
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Technology Stack for CICD

AWS Elastic Beanstalk
| A

[ | [ \
2N = N 000
- @ & A7 18
\ Build Test | Deploy Provision
|

EC2 Instances

1 1

1 1

1 1

1 1

1 1

1 1 .

i ! |%| On-premises

1

! ' Instances
1

: .

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

AWS Lambda
Amazon ECS

3Td 37‘d

any party
Code Repository

any party
Cl Servers

AWS CodeDeploy

O Bitbucket

orchestrate using:

Tl
AWS CodePipeline —
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CodePipeline — Artifacts

« Each pipeline stage can create artifacts
* Artifacts stored in an S3 bucket and passed on to the next stage

AWS CodePipeline
E output input output input i
@ Push COd(Ié R ;:? artifacts artifacts artifacts artifacts . @ E deploy .
> </> > 1 >
<P
Developer ' AWS CodeCommit AWS CodeBuild AWS CodeDeploy
' (Source) (Build) (Deploy) |
S3 Bucket

_______________________________________________________________________________________
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CodePipeline — Troubleshooting

* For CodePipeline Pipeline/Action/Stage Execution State Changes
* Use CloudWatch Events (Amazon EventBridge). Example:

* You can create events for failed pipelines
* You can create events for cancelled stages

* If CodePipeline fails a stage, your pipeline stops, and you can get
information in the console

* If pipeline can’t perform an action, make sure the “IAM Service Role”
attached does have enough IAM permissions (IAM Policy)

« AWS CloudTrail can be used to audit AWS API calls
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AWS CodeBuild

A fully managed continuous integration (Cl) service

Continuous scaling (no servers to manage or provision — no build queue)
Compile source code, run tests, produce software packages, ...
Alternative to other build tools (e.g., Jenkins)

Charged per minute for compute resources (time it takes to complete the builds)
Leverages Docker under the hood for reproducible builds
Use prepackaged Docker images or create your own custom Docker image

Security:
* Integration with KMS for encryption of build artifacts

* |AM for CodeBuild permissions, and VPC for network security
« AWS CloudTrail for API calls logging
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AWS CodeBuild

 Source — CodeCommit, S3, Bitbucket, GitHub

 Build instructions: Code file buildspec.yml or insert manually in
Console

* Output logs can be stored in Amazon S3 & CloudWatch Logs

» Use CloudWatch Metrics to monitor build statistics

» Use EventBridge to detect failed builds and trigger notifications

» Use CloudWatch Alarms to notify if you need “thresholds” for failures

 Build Projects can be defined within CodePipeline or CodeBuild
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CodeBuild — Supported Environments

» Java

* Ruby

* Python

* Go

* Node.js

* Android

 NET Core

* PHP

* Docker — extend any environment you like
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CodeBuild — How it Works

§5’</> CodeCommit CodeBuild .

, | artifacts

| (Source) ; > @ S3 Bucket
| CodeBuild i

== = = = ”””l Container E

1
1
1
—_— g —— - 1
e — — — YAML :
1
1
1
1

Source code + buildspec.yml

____________________________________________________ —— e -]

A

store logs
store

. retrieve
reusbale pieces

* 5, B
docker ;

Docker Image S3 Bucket (Cache) Amazon S3
(Prepackaged or Custom) (optional) Lol
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CodeBuild — buildspec.yml

 buildspec.yml file must be at the root of your code )2 /CodeBuild/dockerLoginPassword

* env — define environment variables
« variables — plaintext variables

: "/usr/lib/jvm/java—-8-openjdk-amd64"

« parameter-store — variables stored in SSM Parameter Store echo "Entered the install phase..."
- secrets-manager — variables stored in AWS Secrets Manager oot treintt Ly maven

* phases — specify commands to run:
« install — install dependencies you may need for your build echo "Entered the pre_build phase..."

« pre_build — final commands to execute before build LT LD Sl LA Sl L R

* Build — actual build commands
« post_build — finishing touches (e.g., zip output)

echo "Entered the build phase..."
echo "Build started on “date™ "

« artifacts — what to upload to S3 (encrypted with KMS) nn sttt
» cache —files to cache (usually dependencies) to S3 for e e ot bt o
future build speedup  echo "Build completed on “date' |

- target/messageUtil-1.0.jar

- "/root/.m2/*x/x"




AWS CodeDeploy

» Deployment service that automates
application deployment

* Deploy new applications versions to :>

EC2 Instances, On-premises servers,

Lambda functions, ECS Services —

« Automated Rollback capability in case

of failed deployments, or trigger
CloudWatch Alarm —
» Gradual deployment control

* A file named appspec.yml defines ::

how the deployment happens
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CodeDeploy — EC2/On-premises
Platform

« Can deploy to EC2 Instances & on-premises servers
» Perform in-place deployments or blue/green deployments
* Must run the CodeDeploy Agent on the target instances

 Define deployment speed
 AllAtOnce: most downtime
« HalfAtATime: reduced capacity by 50%
* OneAtATime: slowest, lowest availability impact
« Custom: define your %
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CodeDeploy — In-Place Deployment

Half At A Time

H—E-—a 0 &
H—-E—H H B
H H.BE-E—B
H B ‘B—E—iB
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CodeDeploy — Blue-Green Deployment

Application n Application
Load Balancer

Load Balancer

Auto Scaling Group

0

Application
Load Balancer

sundog-education.com
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CodeDeploy Agent

* The CodeDeploy Agent must be
running on the EC2 instances as a

pre-requisites

* [t can be installed and updated
automatically if you're using
Systems Manager

* The EC2 Instances must have
sufficient permissions to access
Amazon S3 to get deployment
bundles

sundog-education.com

datacumulus.com
© 2026 All Rights Reserved Worldwide

EC2 Instance
With CodeDeploy Agent

download application @

S3 Bucket

IAM Permissions

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:Getx",
"s3:Listx"
]l
"Effect": "Allow",
"Resource": "x"
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CodeDeploy — Lambda Platform

« CodeDeploy can help you automate
traffic shift for Lambda aliases

« Feature is integrated within the SAM PROD Alias
framework

 Linear: grow traffic every N minutes S . Vi
until 100%

 LambdaLinear10PercentEvery3Minutes
« LambdaLinear10PercentEvery10Minute E

S > X%
« Canary: try X percent then 100%  CcdeDeploy V2
« LambdaCanary10PercentSMinutes

« LambdaCanary10Percent30Minutes

Make X vary over time until X = 100%

 AllIAtOnce: immediate

sundog-education.com .DataCumulus ‘Sundog”
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CodeDeploy — ECS Platform

» CodeDeploy can help you Codebeploy
automate the deployment of a A
new ECS Task Definition

* Only Blue/Green Deployments Application Load

* Linear: grow traffic every N Balancer
minutes until 100% (requirec)

« ECSLinear10PercentEvery3Minutes
« ECSLinear10PercentEvery10Minute
S

« Canary: try X percent then 100%
« ECSCanary10PercentSMinutes
« ECSCanary10Percent30Minutes

 AlIAtOnce: immediate

Blue-Green Deployment

sundog-education.com .DataCumulus ‘Sundog”
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MLFIow

* Open-source platform for ML / GenAl
workflows

- Offers observability, evaluations, tracking, flow-
tracing, Al gateway

* Model management and deployment
. NILHOW is integrated into Amazon SageMaker ‘

* Managed service

 Integrates with model development,
management, deployment, and tracking

* Integration points:

SageMaker Service Account Customer Account

(. \elle \)

o SageMaker Studio Compute Metadata Artifacts
SageMaker Model Registry
SageMaker Al Inference
IAM

CloudTrail

EventBridge

sundog-education.com . DataCumulus Sundog”
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AWS AppSync GraphQL and GenAl

« Connects apps and services to data and events

« GraphQL and Pub/Sub API's

« GraphQL is what it sounds like — Graph query language

e (Can retrieve data from different sources and return it as
a graph
* Developed by Facebook

« Serverless
« JavaScript / TypeScript support for business logic

« GenAl applications

* Integrate Lambda with AppSync resolvers for real-
time FM inference

» Transform GraphQL requests to model inputs
using Apache Velocity Template Language (VTL)
mapping

« VILis {'ust what AppSync uses under the hood to
translate GraphQL requests to your data source

(&)

AWS AppSync

GraphQL API @

AN
Zo— g,

GraphQL Schema Resolvers
(Data Model) (Business Logic)

. DataCumulus

Data Sources
(Data)
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AWS Outposts

* Hybrid Cloud: businesses that keep an on-
premises infrastructure alongside a cloud
Infrastructure

» Therefore, two ways of dealing with IT systems:

* One for the AWS cloud (using the AWS console, CLI,
and AWS APIs)

* One for their on-premises infrastructure

 AWS Outposts are “server racks” that offers
the same AWS infrastructure, services, APIs &
tools to build your own applications on-premises
just as in the cloud

« AWS will setup and manage “Outposts
Racks” within your on-premises infrastructure
and you can start leveraging AWS services on-
premises

* You are responsible for the Outposts Rack
physical security

sundog-education.com
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@ AWS

Cloud

Extension of

Corporate

data center

On-prem
servers

A

AWS services

& Outposts ;
' Racks <+—
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AWS Outposts

* Benefits:

» Low-latency access to on-premises systems
 Local data processing

« Data residency

« Easier migration from on-premises to the cloud
* Fully managed service

« Some services that work on Outposts:

=

Amazon EC2 Amazon EBS Amazon S3 Amazon EKS Amazon ECS  Amazon RDS Amazon EMR

sundog-education.com . DataCumulus Sundog”
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AWS Outposts and GenAl

* Relevant for data compliance across
jurisdictions
« Different countries have different
Al laws
» Data privacy
* On-premise data integration
» Need sufficient compute and storage
for your FM inference

« Based on your on-prem data
volume and requirements

» Local caching can minimize data
movement

sundog-education.com . DataCumulus Sundog”
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AWS Wavel ength

« WavelLength Zones are infrastructure deployments
embedded within the telecommunications providers’
datacenters at the edge of the 5G networks

» Brings AWS services to the edge of the 5G networks | AvailabilityZone 1 | 1 Availability Zone 2 !
« Example: EC2, EBS, VPC... o n
« Ultra-low latency applications through 5G networks

 Traffic doesn’t leave the Communication Service
Provider’s (CSP) network

. H\i]?/h-banc_lwidth and secure connection to the parent
A S Reg|0n i Wavelength Zone i

» No additional charges or service agreements =
» Use cases: Smart Cities, ML-assisted diagnostics, | ij
Connected Vehicles, Interactive Live Video Streams, |
AR/VR, Real-time Gaming, ... Bl Corrier
(CENEEL,
- @Telecom carrier
/S,Gﬁ?c“va’k
sundog-education.com . DataCumulus Sundog”
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AWS Wavelength and GenAl

* Edge deployments

« Secure routing between cloud
and on-prem

* Mobile foundation model apps

* Distribute traffic between
Wavelength Zones and parent
regions based on workload

* Low-latency, lighter work at the
edge

* Heavier in the Region

1' ataCumulus /~ Sundog-



Amazon SQS
What's a queue?

Producer

Producer

Send messages

Producer

sundog-education.com
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v

SQS Queue

Consumer

Consumer

Poll messages

Consumer

Consumer
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Amazon SQS - Standard Queue

 Oldest offering (over 10 years old)
* Fully managed service, used to decouple applications

o Attributes:

« Unlimited throughput, unlimited number of messages in queue
« Default retention of messages: 4 days, maximum of 14 days

* Low latency (<10 ms on publish and receive)

 Limitation of 1,024 KB per message sent

« Can have duplicate messages (at least once delivery, occasionally)
« Can have out of order messages (best effort ordering)

sundog-education.com
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SQS - Producing Messages

* Produced to SQS using the SDK (SendMessage API)
 The message is persisted in SQS until a consumer deletes it
* Message retention: default 4 days, up to 14 days

 Example: send an order to be processed

L rderd THT s
e Customer id Pl .
« Any attributes you want Lot

Message
Up to 1024 KB

» SQS standard: unlimited throughput

sundog-education.com . DataCumulus Sundog”
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SQS - Consuming Messages

« Consumers (running on EC2 instances, servers, or AWS Lambda)...
 Poll SQS for messages (receive up to 10 messages at a time)

* Process the messages (example: insert the message into an RDS
database)

* Delete the messages using the DeleteMessage API

Poll /Receive [ ¢ [ [ &
messages | fiti Ll LA

T

insert Amazon

> RDSE
N\

DeleteMessage

sundog-education.com . DataCumulus Sundog”
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SQS — Multiple EC2 Instances
Consumers

« Consumers receive and

Il 11 process messages in parallel
1 F - At least once delivery
SQS Queue  Best-effort message ordering

[0 ] « Consumers delete messages
I after processing them

* WWe can scale consumers
LA R horizontally to improve
" throughput of processing

sundog-education.com . DataCumulus Sundog”
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SQS with Auto Scaling Group (ASG)

Poll for messages

e

[l D EC2 Instances

Sk

¥

v

SQS Queue

__________________________________

y

‘Auto Scaling Group

scale

Alarm for breach

CloudWatch Metric — Queue Length CloudWatch Alarm
ApproximateNumberOfMessages

sundog-education.com . DataCumulus Sundog”
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SQS to decouple between application
tiers

Back-end processing
application

requests | | F - SendMessage VNIl ReceiveMessages |
i > i > O-)II—)O i > |

SQS Queue | s '
| =
______________________ v (infinitely scalable) 8
Auto-Scaling Auto-Scaling

sundog-education.com . DataCumulus Sundog”
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Amazon SQS - Security

* Encryption:
* In-flight encryption using HTTPS API
 At-rest encryption using KMS keys

 Client-side encryption if the client wants to perform encryption/decryption
itself

* Access Controls: IAM policies to regulate access to the SQS API

* SQS Access Policies (similar to S3 bucket policies)
« Useful for cross-account access to SQS queues
« Useful for allowing other services (SNS, S3...) to write to an SQS queue

sundog-education.com . DataCumulus Sundog”
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AWS Amplify - web and mobile
applications A\

« A set of tools and services that helps you develop and deploy scalable full stack web and
mobile applications

« Authentication, Storage, APl (REST, GraphQL), CI/CD, PubSub, Analytics, Al/ML
Predictions, Monitoring, ...

. ((j)_onntlect your source code from GitHub, AWS CodeCommit, Bitbucket, GitLab, or upload
irectly

i connect frontend to backend configure backend r------------------- -------------------~|

— - ! . using . . usi'ng
i Amplify Frontend Libraries @ Amplify CLI

05 o] E

| LA S3 A Cognito  AWS AP
g "' : build using Amplify Console J mazon mazon Logntto

I & dep| AppSync Gateway
1 eplo
% Flutter! Py

1
:
1
1 —
___________ . . = :

: :

! 1
@ ' . Amazon Amazon Lex Lambda DynamoDB
2 ! 1
\X : . SageMaker

1 1

Amplify  Amazon : Amplify backend
Console CIoudFronti

A

NEXT. (@ 1onic

Frontend

sundog-education.com
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Amazon EventBridge

(formerly CloudWatch Events)

» Schedule: Cron jobs (scheduled scripts)

Schedule Every hour I:l I:I [ I > ‘ Trigger script on Lambda function

* Event Pattern: Event rules to react to a service doing something

IAM Root User Sign in Event D I:l | > 1-"""""1 SNS Topic with Email Notification

* Trigger Lambda functions, send SQS/SNS messages...

sundog-education.com . DataCumulus Sundog”
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Amazon EventBridge Rules

Example Destinations

Example Source

2
JSON 5 x : g | @
{:} S o
D) {
"ersion": "0", Lambda AWS Batch ECS Task
EC2 Instance CodeBuild V ":jd": "|6a7e8feb-b491“, c
. P . "detail-type": "EC2 Instance o
(ex: Start Instance) (ex: failed build) State.change Notification” 2
o0
2
=

St
S3 Event Trusted Advisor § réams
(ex: upload object) (ex: new Finding) AMazon g .
. ) </> }
EventBridge < 3
2 0 O Step CodePipeline  CodeBuild
. g Functions
CloudTrail Schedule or Cron E
(any API call) (ex: every 4 hours) g
[
_________________________________________ 'E
S EC2 Actions

| | | O-»E(»O |
| : (optional) _13 : :
! o : g Kinesis Data !

sundog-education.com
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Amazon EventBridge

AWS Services
Default

@ Event Bus

—— 03

e o o = d

AWS SaaS

Partner
Partners X
- ! Event Bus
‘: | 7,

1

1

1

1

1

1

1

1

1

1

1

~y

: zendesk —_— @ -
1 P4 ~
1

1

1

1

1

1

1

i DATADOG

1

1

1
| AN

e |

b4 1

1

1

1

1

1

1

e o o = d

Custom
Apps Custom
Event Bus
A7,
7

4

_____________

* Event buses can be accessed by other AWS accounts using Resource-based

Policies

* You can archive events (all/filter) sent to an event bus (indefinitely or set period)

 Ability to replay archived events

sundog-education.com
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Amazon EventBridge — Schema Registry

» EventBridge can analyze the events
In your bus and infer the schema

aws.codepipeline@CodePipelineActionExecuti...

Schema details

Schema name Last modified Schema ARN

aws.codepipeline@  Dec 1, 2019, 12:11
CodePipelineAction  AM GMT
eeeeeeeeeeeeee han Schema Number of Schema

 The Schema Registry allows you to " e T

g e n e rate COd e fo r yO u r a p p I i Cati O n ) gz;;z;;::::;;ﬁ:cuﬂunStatechange,
th at Wi I I kn OW i n adva n Ce h OW d ata iS published by AWS service aws.codepipeline
structured in the event bus I ——

2 “openapi”: "3.0.07,
4 "wersion": "1.0.0",
S . 5 "tigla": "CodePipelineActionExecutionStateChangs™
« Schema can be versioned .

7 "paths": {}
B “components
"schemas"
"AWSEve.

sundog-education.com . DataCumulus Sundog”
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Amazon EventBridge — Resource-based
Policy

« Manage permissions for a specific Event Bus
« Example: allow/deny events from another AWS account or AWS region

» Use case: aggregate all events from your AWS Organization in a single
AWS account or AWS region

{

"Version": "2012-10-17",
"Statement": [ AWS Account AWS Account
{ (123456789012) (111122223333)
"Effect": "Allow",
"Action": "events:PutEvents",
"Principal™: { "AwWS": "111122223333" }, .,.\l'z ~ PutEvents
"Resource": "arn:aws:events:us—east-1:123456789012: ",C\/‘ S,
event-bus/central-event-bus" ! ',Q\: )
y EventBridge Bus Lambda function
1 (central-event-bus)
}

1\ P DataCumulus Sundog-



Amazon SNS

* What if you want to send one message to many receivers?

!)irect . Email Pub / Sub Email
Integration notification notification
Fraud Fraud
Service — Service
Buying Buying Femmees )
Service - Service pRe=aEs
Shipping smmmmm—— ‘ Shipping
Service SNS Topic Service
SQS Queue SQS Queue
sundog-education.com .DataCumqus @”
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Amazon SNS @E

* The “event producer” only sends message to one SNS topic

* As many “event receivers” (subscriptions) as we want to listen to the SNS topic
notifications

Each subscriber to the topic will get all the messages (note: new feature to filter
messages)

Up to 12,500,000 subscriptions per topic
100,000 topics limit T

Subscribers

e A =
| e Vi ‘
publish i SQS Lambda Kinesis Data
" F|rehose
HTTP
Emails SMS & HTTP(S)

Mobile Notifications Endpoints

| 1

| 1

E :

. MobileNotifications Endpoints o
sundog-education.com DataCumulus Sundog”
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SNS integrates with a lot of AWS services

 Many AWS services can send data directly to SNS for notifications

. CloudWatch Alarms AWS Budgets Lambda

| 2 |

: sre s :

! N ! publish _E
' Auto Scaling Group S3 Bucket DynamoDB E i v

(Notifications) (Events)
SNS
K__A
=) =
CloudFormation AWS DMS RDS Events

(State Changes) (New Replic)

sundog-education.com . DataCumulus Sundog”
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Amazon SNS — How to publish

* Topic Publish (using the SDK)
« Create a topic
» Create a subscription (or many)
« Publish to the topic

* Direct Publish (for mobile apps SDK)

« Create a platform application

« Create a platform endpoint

» Publish to the platform endpoint

« Works with Google GCM, Apple APNS, Amazon ADM...

sundog-education.com . DataCumulus Sundog”
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Amazon SNS — Security

* Encryption:
* In-flight encryption using HTTPS API
 At-rest encryption using KMS keys

 Client-side encryption if the client wants to perform encryption/decryption
itself

* Access Controls: IAM policies to regulate access to the SNS API

 SNS Access Policies (similar to S3 bucket policies)
« Useful for cross-account access to SNS topics
» Useful for allowing other services ( S3...) to write to an SNS topic

sundog-education.com . DataCumulus Sundog”
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Amazon AppFlow

 Fully managed integration service that enables you to securely
tragsL% gata between Software-as-a-Service (SaaS) applications
an

 Sources: Salesforce, SAP, Zendesk, Slack, and ServiceNow

» Destinations: AWS services like Amazon S3, Amazon Redshift or
non-AWS such as SnowFlake and Salesforce

* Frequency: on a schedule, in response to events, or on demand
 Data transformation capabilities like filtering and validation
* Encrypted over the public internet or privately over AWS PrivateLink

* Don’t spend time writing the integrations and leverage APls
Immediately

sundog-education.com . DataCumulus Sundog”
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Amazon AppFlow

Sources Destinations

Q |
Source details info
Amazon Redshift
Amazon Redshift is a fast, fully man3
Source name

Salesforce Amazon S3
Salesforce is a customer relationship manad Amazon Simple Storage Service (AITI

web service interface.

Amazon S3 0} Amazon Lookout for Metrics
Amazon Simple Storage Service (Amazon 5] ,\/\N Amazon Lookout for Metrics is a mad

Q
Amplitude business data for anomalies.
Amplitude is a product analytics platform ti Market
darketo
‘ Datadog ll.' . . .
- Marketo is a marketing automation §
Datadog is a monitoring service for cloud-si products
r Dynatrace
J Dynatrace is a software intelligence comparf Salesforce
cloud infrastructure monitoring, and digital Salesforce is a customer relationship
Google Analytics view of every customer.
I Google Analytics is a web analytics service g Ama zo n q l' S ﬂ K
(- nowrlake
Infor Nexus AppFlow >o& .
infor “1 ¢~ Snowflake is cloud data warehouse s
Infor is a global software company that buil loud
manufacturing, health care, retail, hospitalif clouds.
..' Marketo Upsolver
" Marketo is a marketing automation softwar UpSOlVEI’ is a cloud-native data prep:
= q
Salesforce Pardot SQL instead of big data developmen

Pardot is a marketing automation solution

ww _Zendesk

S
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Governance and QA
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Bedrock Agent Tracing

« Every Agent response includes a trace

Shows its “reasoning” process

What knowledge bases did it hit, what did
it get back

How did it use action groups
Error details

+ Different trace types:

PreProcessing — categorizing user input

Orchestration — Calling action groups and
knowledge bases

PostProcessing — Collect final response

CustomOrchestration — Determining order
of actions

Routingt;CIassifier — How it classified and
routed the request

Failure — Why a step failed
Guardrail — What your guardrails did

sundog-education.com
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"orchestrationTrace": {
"observation": {
"actionGroupInvocationOutput": {
"metadata": {
"clientRequestId": "75f5e9fc-6981-4887-a793-

77bbd3bd83af",
"endTime": "2025-06-19T01:56:04.191408z",
"startTime": "2025-06-19T01:56:03.9293172",
"totalTimeMs": 262
by
"text": "The function get time was called
successfully. The current time is 01:56:04"
by
"traceId": "1776395b-435a-4c3a-b66c-4ab947£9dcbe-
o",
"type": "ACTION GROUP"

. DataCumulus /Q:I:g”
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Foundation model
evaluation criteria




Human
Evaluation

The complex and non-
deterministic nature of
generative Al makes it hard to
measure.

Humans are often your best
source of feedback

« UX: How does it feel to
use this model?

Contextual relevancy /
sensitivity
Creativity & flexibility

« Handling

unexpected or
complex problems




Evaluation against Benchmark Datasets

. gl\e/lrlmze,rally a set of sample questions (prompts) and answers generated by —
S
* Might test performance for a specific application —
* Might test performance for specific kinds of problems (like reasoning ability) Test prom pts —

Scores

« Can be useful as initial metrics before getting human feedback i
« Often used for FM “leaderboards”

* Things you can measure
* Accuracy
* How close was the generated result to the “ideal” one?
+ Speed / Efficiency
*  How quickly was the result generated?
+ Scalability
*  How does it hold up to more data? More users? Longer prompts? More context?
+ Context retrieval
. g\é?;r;?a getting there... but if the system retrieves external data, how relevant is that

)

* Only as good as your test and evaluation data... these metrics can be flawed

and incomplete :
Generated Evaluation
responses responses

sundog-education.com . DataCumulus Sundog”
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Using another model as a “judge”

» A “trusted” model is used to evaluate responses from your test prompts
» This assumes you have a “trusted” model (who watches the watchers?)

+ If your model and the judge model share some of the same problems, that could be a problem.

» Perhaps better for testing “small” language models designed for efficiency

/@ =]

Your model Generated
responses

y

Test prompts

Judge model

Evaluation data

(answers, context) : .
sundog-education.com . DataCumulus Sundog”
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Scores

(relevancy,
Comprehensiveness,
Accuracy, etc.)
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Hybrid
approaches
* Why not both?

Comparing human
and benchmark-
based approaches

can reveal the
limitations of both

Y/
A
WV

¥
S

. DataCumulus / Sundog-



ROUGE

Set of metrics for:
* Text summarization
 Machine translation

Counts number of overlapping “units” between
computer-g{enerated output and evaluation ground-
truth output.

« Words, n-grams, sentence fragments 3 N
ROUGE-N Output: Certified ML Practitioner

» Overlap on n-grams (how many words at a time are ROUGE-1: 2/3
compared) ROUGE-2: 0

« ROUGE-1: unigrams (one word,) ROUGE-2: bigrams
(two words)

ROUGE-L

» Uses longest common subsequence between generated
and reference text

» Good at evaluating coherence and order of narrative

sundog-education.com . DataCumulus Sundog”
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Certified Al Practitioner
Unigrams: Certified, Al, Practitioner
Bigrams: Certified Al, Al Practitioner




BLEU

* Used for machine translation
» Compares machine translation to human translation

* Measure PRECISION of N-grams
* As opposed to ROUGE, which is recall

* Precision compares to everything, recall just
to “relevant” results (overlapping results in
the case of ROUGE)

» Checks how many words / phrases appear in
the reference translation

< Works at the sentence level

* Brevity penalty
» Overly short translations are penalized

» Limited use in assessing fluency and grammar

1' ataCumulus /~ Sundog-



BERTscore

* LLM’s rely on “embeddings” that store
the meaning of a word as a vector

» | am oversimplifying, but that’'s the idea.

 BERTscore uses these embedding
vectors to compare the semantic
similarity between a model’'s output
and the ideal output

- BERT is a Iar_}guage model that
predated GP

 Less sensitive to synonyms and
Paraphraslng that don’t really change
he meaning of what's being
generated

sundog-education.com
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The starship
Enterprise
Spaceballs

Orville

v
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Testing and evaluation: choosing a
strategy

Accuracy Metrics

Classic ML metrics
e.g. precision, etc.

Similarity Metrics

ROUGE, cosine similarity
[O1], etc.

Human in the Loop (HIL)

Manual human feedback based
on predefined assessment rules
e.g. using GroundTruth

LLM

Feed the outputs to a “reliable” LLM
and instruct it to rate the outcome
with a score and explanation

sundog-education.com . DataCumulus Sundog”
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Bedrock Model Evaluations

° Au tO m ati C mo d e I eva I ua ti ons Available built-in datasets for automatic model evaluation jobs in Amazon Bedrock

Task type Metric Built-in datasets Computed metric

« Tons of built-in task types, datasets, and
metrics (seen here) A
» Text generation, summarization, Q&A,

BOLD

classification

summarization Toxicity Gigaword Toxicity

¢ I I u I I I a n b a S ed Robustness Gigaword BERTScore and deltaBERTScore
-_—
Question and Accuracy BoolQ NLP-F1

answer .
NaturalQuestions

« Humans compare two models

. Robustness BoolQ F1 and deltaF1
« Given your prompt dataset NaturslQuestios
TriviaQA
« Set up a work team in Cognito,

NaturalQuestions

SageMaker Ground Truth, or Amazon

Text Accuracy Women's Ecommerce Accuracy (Binary accuracy from
Au g m e n te d A I classification Clothing Reviews classification_accuracy_score)
Robustness Women's Ecommerce classification_accuracy_score and

Clothing Reviews delta_classification_accuracy_score

sundog-education.com .DataCumulus ‘Sundog”
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Bedrock Model Evaluations

« LLM as ajudge
» Evaluator model and generator model
* You provide a prompt dataset

* Many metrics available — we talked
about this before

 RAG evaluation jobs
» Retrieve only — measures retrieval
from your RAG source
* Relevance and coverage

* Retrieve and generate — Measures
the response as well

« Correctness, completeness,
helpfulness, logical coherence, etc.

* Provide a prompt dataset in S3 in
JSON line format

* You can add your own metrics Sbased
on prompts for the judge model

sundog-education.com
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Prompts

RAG System

Contexts,
Responses

Prompt
Dataset

Prompts defining Reference
evaluation Responses &

metrics Contexts
Evaluator

Iljudgell
Model

Scores
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Considerations for Deployment
Validation

» Synthetic user workflows

« Unit testing often doesn’t cut it, because GenAl is non-
deterministic

« Simulate end to end usage of your application
» Before and after deployments
«  Some useful tools

» Cloudwatch synthetic monitoring (canaries,) Step
Functions, EventBridge, Lambda

» Store results in S3 / Athena, analyze in QuickSight

» Al-Specific output validation

* Measure hallucination rate, semantic drift, faithfulness,
compliance, etc.

 Bedrock Model Evaluations does this
* You could roll your own with Lambda + Step Functions

» Checking response consistency

+ Best you can do is make sure style is consistent, answers
are similar for a test prompt dataset

« Test that variability is within an accepted range
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Responsible Al: Core Dimensions

* Fairness

* Explainability | Ll / ‘
* Privacy and Security g E T
+ Safety lIII.llll :

* Controllability l q T

 Veracity and Robustness /\T" Pl s hiS A

» Governance 1 b

* Transparency

‘b DataCumulus / Sundog-



AWS Tools for Responsible Al

Amazon Bedrock
 Model evaluation tools

SageMaker Clarify
* Bias detection
* Model evaluation
« Explainability

SageMaker Model Monitor

» Get alerts for inaccurate responses

Amazon Augmented Al

* Insert humans in the loop to help correct results

SageMaker ML Governance
« SageMaker Role Manager
* Model
* Model Dashboard

sundog-education.com
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Intended uses

Intended uses Info
Specify the following:

Predict customer churn.

Factors affecting model efficacy

Risk rating
Select the value for risk this model poses when it is used as intended. For more information, see Risk rating

Medium v

Explanations for risk rating
Specify the reasons for the selected risk rating.

Portion of model card creation Ul
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CloudWatch Logs _—@

* Log groups: arbitrary name, usually representing an application
* Log stream: instances within application / log files / containers
» Can define log expiration policies (never expire, 1 day to 10 years...)

* CloudWatch Logs can send logs to:
 Amazon S3 (exports)
» Kinesis Data Streams
» Kinesis Data Firehose
« AWS Lambda
* OpenSearch

* Logs are encrypted by default
« Can setup KMS-based encryption with your own keys

sundog-education.com . DataCumulus Sundog”
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CloudWatch Logs - Sources

« SDK, CloudWatch Logs Agent, CloudWatch Unified
Agent

 Elastic Beanstalk: collection of logs from application
* ECS: collection from containers

 AWS Lambda: collection from function logs

* VPC Flow Logs: VPC specific logs

* AP| Gateway

 CloudTrail based on filter

* Route53: Log DNS queries

sundog-education.com . DataCumulus Sundog”
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CloudWatch Logs Insights

CloudWatch > Logs Insights

Change the time
range here.

Discovered Fields in
your log groups.

~

‘ Select log group(s)

‘ application.log X‘ l Clear ‘

. v =11- :40: =11~ el
erteyourquery ‘ 2021-11-09 (06:40:02) » 2021-11-09 (06:55:17)

/ here.

1 fields @timestamp, @message /

2 | sort @timestamp desc
3 | limit 2@

¥/

S [N

Export the results, or

Queries are allowed to run for up to 15 minutes.

add to a dashboard.

/ and visualization options.

7\
“

Tabs for query results,

Logs Visualization | Export results ¥ ‘ l Add to dashboard &
Showing 20 of 10,197 records matched @ Hide histogram
10,197 records (2.3 MB) scanned in 3.3s @ 3,091 records/s (714.9 kB/s)

400

300

g | IFTH N T |

R l o : dall o |

06:40 06:41 06:42 06:43 06:44 06:45 06:46 06:47 06:48 06:49 06:50 06:51 06:52 06:53 06:54 06:55

# @timestamp @message
| S 2021-11-09T06:54:17.62.. {"Severity”: "INFO", "message": "This is where the message detail would go", "IP Address": "10.30.86.98", "Timestamp": "2021-11-09T11:
> 2 2021-11-89T@6:54:13.38.. {"Severity”: "INFO", "message”: "This is where the message detail would go”, "TP Address": "192.168.8.43", "Timestamp”: "20621-11-89T11

sundog-education.com
datacumulus.com
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https://mng.workshop.aws/operations-2022/detect/cwlogs.html

Fields

D

Queries

®

Help
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CloudWatch Logs Insights

Sample queries Learn more [2
. » Lambda
« Search and analyze log data stored in CloudWatch Logs b VP Flow Logs
* Example: find a specific IP inside a log, count occurrences | " *™™
of “ERROR” in your logs... :
. ] ¥ 25 most recently added log events
* Provides a purpose-built query language Fids etinestarp, Enessae
» Automatically discovers fields from AWS services and JSON log |tz
eventS Apply
* Fetch desired event fields, filter based on conditions, calculate v Namber of exceptions logged every S
aggregate statistics, sort events, limit number of events... —
« Can save queries and add them to CloudWatch Dashboards t}?s}:)Ctd"tCt >
« Can query multiple Log Groups in different AWS accounts Apply
y . . . ¥ List of log events that are not exceptions
* It's a query engine, not a real-time engine I
| filter @message not like /Exception/
Apply

sundog-education.com .DataCumulus ‘Sundog”
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CloudWatch Logs — S3 Export

* Log data can take up to 12
hours to become available for
export

@ * The API call is CreateExportTask

CloudWatch Logs Amazon S3

* Not near-real time or real-time...
use Logs Subscriptions instead

sundog-education.com . DataCumulus Sundog”
Education
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CloudWatch Logs Subscriptions

» Get a real-time log events from CloudWatch Logs for processing and

analysis

 Send to Kinesis Data Streams, Kinesis Data Firehose, or Lambda
« Subscription Filter — filter which logs are events delivered to your

destination

real-time Mgl OpenSearch
; Service

i@ logs

CloudWatch Logs

sundog-education.com
datacumulus.com
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@

Subscription Filter

Lambda
near
real-time
> S3

Kinesis Data Firehose

- .

Kinesis Data Streams

KDF KDA  EC2 /um{d?’
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CloudWatch Alarms c[l)
10

* Alarms are used to trigger notifications for any metric
* Various options (sampling, %, max, min, etc...)

 Alarm States:
« OK
 INSUFFICIENT_ DATA
« ALARM

* Period:
 Length of time in seconds to evaluate the metric
 High resolution custom metrics: 10 sec, 30 sec or multiples of 60 sec

sundog-education.com . DataCumulus Sundog”
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CloudWatch Alarm Targets

« Stop, Terminate, Reboot, or Recover an EC2 Instance
* Trigger Auto Scaling Action
« Send notification to SNS (from which you can do pretty much

anything)
T
o

Amazon EC2 EC2 Auto Scaling Amazon SNS

sundog-education.com . DataCumulus Sundog”
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CloudWatch Alarms — Composite Alarms

» CloudWatch Alarms are on a single metric

« Composite Alarms are monitoring the states of multiple other alarms
« AND and OR conditions

 Helpful to reduce “alarm noise” by creating complex composite alarms

Composite Alarm

monitor CPU O A\ ALARM |
! ; 0ol ;
- = : CW Alarm - A i tri
EC2 Instance . » — nes > @
T monitor 10PS OAALARM Amazon SNS
0ol =
CW Alarm -B

| 1

! - :

;_____________________________: T
sundog-education.com . DataCumulus Sundog”
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EC2 Instance Recovery

e Status Check:
* |Instance status = check the EC2 VM
« System status = check the underlying hardware
» Attached EBS status = check attached EBS volumes

ﬁ o . b .

EC2 Instance CloudWatch Alarm SNS Topic
StatusCheckFailed_System

EC2 Instance Recovery

* Recovery: Same Private, Public, Elastic IP, metadata, placement
group

sundog-education.com . DataCumulus Sundog”
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CloudWatch Alarm: good to know

« Alarms can be created based on CloudWatch Logs Metrics Filters

CloudWatch

Metric Filter

_________________________________

Amazon SNS

* To test alarms and notifications, set the alarm state to Alarm using
CLI

aws cloudwatch set-alarm-state --alarm-name "myalarm” --state-
value ALARM --state-reason "testing purposes”

sundog-education.com . DataCumulus Sundog”
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CloudWatch and GenAl

\/ Testing prompt regression

a Prompt inputs and model responses

a CloudWatch Iogs Foundational to monitoring and
troubleshooting

Prompt effectiveness / response quality

(74 Monitor KPI’s Latency

Error rates

sundog-education.com . DataCumulus Sundog”
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Other things to monitor

 Foundation model interaction
tracing

Business impact metrics
Prompt effectiveness
Hallucination rates

Anomaly detection
» Token burst patterns
* Response drift

Bedrock model invocation logs
« Cost anomaly detection

sundog-education.com . DataCumulus Sundog”
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CloudWatch Real User
Monitoring (RUM)

* Mostly for testing mobile apps (iI0S
or Android)

* Measures page load times,
errors, app launch times, etc.

* From a real user session

* Integrates with Application Signals
* View results in X-Ray traces

« Relevant for measuring end to end
performance of your mobile GenAl

apps

. DataCumulus / Sundog-



AWS CloudTrail e

* Provides governance, compliance and audit for your AWS
Account

» CloudTrall is enabled by default!

» Get an history of events / API calls made within your AWS
Account by:

 Console

« SDK

e CLI

« AWS Services

« Can put logs from CloudTrail into CloudWatch Logs or S3
* A trail can be applied to All Regions (default) or a single Region.
* If a resource is deleted in AWS, investigate CloudTrail first!

sundog-education.com . DataCumulus Sundog”
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CloudTrail Diagram

SDK

. CloudWatch Logs
CloudTrail Console

CLI

Console
Q Inspect & Audit
IAM Users & @
IAM Roles

sundog-education.com . DataCumulus Sundog”
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CloudTrail Events

« Management Events:
» Operations that are performed on resources in your AWS account

« Examples:
» Configuring security (IAM AttachRolePolicy)
» Configuring rules for routing data (Amazon EC2 CreateSubnet)
» Setting up logging (AWS CloudTrail CreateTrail)

« By default, trails are configured to log management events.

« Can separate Read Events (that don’t modify resources) from Write Events (that may modify
resources)

- Data Events:
« By default, data events are not logged (because high volume operations)
« Amazon S3 object-level activity (ex: GetObject, DeleteObject, PutObject): can separate Read and Write Events
« AWS Lambda function execution activity (the Invoke API)

* CloudTrail Insights Events:
» See next slide ©

sundog-education.com . DataCumulus Sundog”
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CloudTrail Insights

- Enable CloudTrail Insights to detect unusual activity in your account:
 Inaccurate resource provisioning
* hitting service limits
» Bursts of AWS IAM actions
» Gaps in periodic maintenance activity

« CloudTrail Insights analyzes normal management events to create a baseline

* And then continuously analyzes write events to detect unusual patterns
* Anomalies appear in the CloudTrail console
« Eventis sent to Amazon S3
« An EventBridge event is generated (for automation needs)

@

Continous analysis generate

M A7,
Management Events (- M 2 > Insights Events >()~- @ S3 Bucket

rd
\ T
i I

CloudTrail Console

CloudTrail Insights e, :
& :d: EventBridge event

I’l\

sundog-education.com . DataCumulus Sundog”
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CloudTrail Events Retention

* Events are stored for 90 days in CloudTrail
* To keep events beyond this period, log them to S3 and use Athena

Management Events ()% CloudTrail

N Athena
YD analyze : 2

Data Events ,C)\ > @ >
S 90 days S3 Bucket

Insights Events = Long-term retention

‘NN retention

sundog-education.com . DataCumulus Sundog”
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CloudTrail and GenAl

* CloudTrail can track all API calls to Amazon
Bedrock

 Audit trails of which prompt resources were used
 When and by who

* This is often a compliance requirement
* Yes, this stuff gets logged

sundog-education.com . DataCumulus Sundog”
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AWS X-Ray

* Debugging in Production, the good old way:
 Test locally
« Add log statements everywhere
* Re-deploy in production

 Log formats differ across applications using CloudWatch and
analytics is hard.

* Debugging: monolith “easy”, distributed services “hard”
 No common views of your entire architecture!

* Enter... AWS X-Ray!

sundog-education.com . DataCumulus Sundog”
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AWS X-Ray
Visual analysis of our applications

169.254.169.254

remote
a - avg. ?gms . avg. ﬂms
9 t/'min 9 t'min
Clients
myfrontend-deyv SNS
AWS:EC2:Instance AWS:ENS

avg. 30ms

9 t'min

awseb-e-npdwivdayg-stack-Start. ..
AWS:DynamoDB:: Table
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AWS X-Ray advantages

 Troubleshooting performance (bottlenecks)

* Understand dependencies in a microservice architecture
* Pinpoint service issues

* Review request behavior

* Find errors and exceptions

* Are we meeting time SLA?

* Where | am throttled?

* |dentify users that are impacted

sundog-education.com . DataCumulus Sundog”
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X-Ray compatibility

« AWS Lambda
 Elastic Beanstalk
« ECS

- ELB

* APl Gateway

« EC2 Instances or any application server (even on premise)

sundog-education.com . DataCumulus Sundog-
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AWS X-Ray Leverages Tracing

 Tracing is an end to end way to following a “request”
« Each component dealing with the request adds its own “trace”
 Tracing is made of segments (+ sub segments)

* Annotations can be added to traces to provide extra-information
* Ability to trace:

* Every request

« Sample request (as a % for example or a rate per minute)
« X-Ray Secuirity:

* |AM for authorization

« KMS for encryption at rest

sundog-education.com
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AWS X-Ray
How to enable it?

EC2 Instance

I) Your code (Java, Python, Go, Node.js, .NET) must import the Application Code
+ AWS X-Ray SDK

WS X-Ray éDK
* Very little code modification needed
* The application SDK will then capture:

Calls to AWS services
« HTTP/HTTPS requests
« Database Calls (MySQL, PostgreSQL, DynamoDB)
* Queue calls (SQS) X-Ray Daemon

Running on

2) Install the X-Ray daemon or enable X-Ray AWS Integration machine

« X-Ray daemon works as a low level UDP packet interceptor
(Linux / Windows / Mac...)

 AWS Lambda / other AWS services already run the X-Ray
daemon for you every 1 second

« Each application must have the IAM rights to write data to X-Ray to AWS X-Ray

sundog-education.com . DataCumulus Sundog”
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The X-Ray magic

» X-Ray service collects data from all the different services
« Service map is computed from all the segments and traces

« X-Ray is graphical, so even non technical people can help
troubleshoot

Clients

sundog-education.com . DataCumulus Sundog”
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AWS X-Ray Troubleshooting

* |If X-Ray is not working on EC2
* Ensure the EC2 IAM Role has the proper permissions
* Ensure the EC2 instance is running the X-Ray Daemon

 To enable on AWS Lambda:

* Ensure it has an IAM execution role with proper policy
(AWSX-RayWriteOnlyAccess)

* Ensure that X-Ray is imported in the code
 Enable Lambda X-Ray Active Tracing

sundog-education.com . DataCumulus Sundog”
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AWS Lake Formation

» “Makes it easy to set up a secure data lake

In days”
* Loading data & monitoring data flows e ——
» Setting up partitions V
* Encryption & managing keys > *}
 Defining transformation jobs & monitoring S Lake Formation
them
* Access control I
* Auditing

 Built on top of Glue

sundog-education.com . DataCumulus Sundog”
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AWS Lake Formation

NoSQL On-premises or AWS

Lake Formation

Crawlers, ETL, data catalog,
security, ACL, cleaning,

v

S3 Data Lake

transformations (including Parquet
& ORC) — basically anything Glue
can do

sundog-education.com . DataCumulus Sundog-
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AWS Lake Formation: Pricing

* No cost for Lake Formation itself

« But underlying services incur
charges
* Glue
« S3
- EMR
» Athena
« Redshift

sundog-education.com . DataCumulus Sundog”
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Create AWS Glue
mmmed CONNECtion to your data (e
source(s)

Create an IAM user for Create S3 bucket for the

Data Analyst lake

[ |
| |
: . Create database in Lake

Register the S3 path in :

- & >3 P Formation for data
Lake Formation, grant

- - . catalog, grant
B u I Id I n g a S

Use a blueprint for a
samered  WOrkflow (ie, Database

permissions snapshot)

Grant SELECT
permissions to whoever
needs to read it (Athena,
Redshift Spectrum, etc)

sundog-education.com . DataCumulus Sundog”
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« Cross-account Lake Formation permission

* Recipient must be set up as a data lake
administrator

AW S L k « Can use AWS Resource Access Manager
a e for accounts external to your organization
* |AM permissions for cross-account access

FOrm atIOn o » Lake Formation qoes not support manifests in

Th F Athena or Redshift queries
e I n e r * |IAM permissions on the KMS encryption key
are needed for encrypted data catalogs in

PO' ntS Lake Formation

* |AM permissions needed to create blueprints
and workflows

sundog-education.com . DataCumulus Sundog”
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* Now supports “Governed Tables” that support
ACID transactions across multiple tables

AWS La ke * New type of S3 table
« Can’t change choice of governed afterwards

* Works with streaming data too (Kinesis)

FOrm atIOn . « Can query with Athena

« Storage Optimization with Automatic

Governed Compaction

* Granular Access Control with Row and Cell-

Ta b I eS a n d Level Security

« Both for governed and S3 tables

S eCU rlty « Above features incur additional charges based

on usage

sundog-education.com . DataCumulus Sundog”
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AWS Lake Formation » Data permissions

| | |
Grant Permissions
Choose the access permissions to grant to this or an external account.

pppppppp

© 1AM users and roles ) SAMLusersandgroups | | ( External accou ints
Users or is AW SamL o AWS accounts or AWS
account. QuickSight ARN:. crganizations cutside of this
account.
1AM users e
#dd one: olos

e Can tie to IAM users/roles,
SAML, or external AWS accounts T |

« Can use policy tags on
databases, tables, or columns

« Can select specific permissions i

Table permissions

25 permissio
Insert Describe rop
Super
The ison of ern. ore [
Grantable permissions
Chaose t anted to
Sele Insert Delete Describe

sundog-education.com . DataCumulus Sundog”
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Data Filters in Lake Formation

 Column, row, or cell-level security
° Ap p I y Wh e N g r'a N tl N g S E L E CT U A (. By cr st Qs s

Target database
p e r'm I S S I O n O n a e S Select the database that contains the target table
Choose databases
les

* “All columns” + row filter = row-
level security

* “All rows” + specific columns = S
column-level secu rlty S i
* Specific columns + specific rows =
cell-level secu r|ty ° E*m
» Create filters via the console (seen

I ) L]
1 Row filter expression
Enter the rest of the following query statement "SELECT * FROM orders WHERE..."
- Please see the documentation for examples of filter expressions.
r
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Security, ldentity, and
Compliance




Principle of Least Privilege

[] [] { . "o "
* Grant only the permissions eron: 20121027
required to perform a task o
» Start with broad permissions while et
d eve | @) p IN g ::Eiic;?trizer;:::"{arn:aws:s3:::my-specific-bucket",
» But lock it down once you have a e dotafreports/
better idea of the exact services .
and operations a workload ?
requires "Sid": "AllowReadCSVFiles",
"Effect": "Allow",
* Can use IAM Access Analyzer to Aol
generate least-privilege policies | sesaObetersont
based On aCCeSS aCtIVIty "'Resource":"arn:aws:s3:::my-specific-bucket/data/reports/*.csv"
}
: ]
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Data Masking and Anonymization

» Dealing with PIl or other sensitive
data

» Masking obfuscates data

* For example, masking all but the last 4
digits of a credit card or social security
number

* Masking passwords

» Supported in Glue DataBrew and
Redshift

--create a masking policy that fully masks the credit card number
CREATE MASKING POLICY mask_credit_card_full WITH (credit_card
VARCHAR(256)) USING ("000000XXXX0000"::TEXT);

sundog-education.com . DataCumulus Sundog”
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Data Masking and Anonymization

* Anonymization techniques
* Replace with random
« Shuffle

* Encrypt (deterministic or
probabilistic)

» Hashing

* Or just delete it or don't
import it in the first place.

1' ataCumulus ~ Sundog-



Key Salting

e Salting involves appending or prepending a random
value, known as a "salt," to a piece of data (often a
password) before hashing it.

* Prevents pre-computed "rainbow table" attacks
where adversaries use pre-generated hashes of
commonly used passwords to find matches.

* Ensures that the same piece of data (like two
|dent|calfpasswords) doesn't produce the same hash
across different instances due to the unique salt.

* Use strong, cryptographically secure random values - -
for salts

* Rotate salts periodically
e Each user should have a unique salt
e Salt and hash passwords before storing

sundog-education.com . DataCumulus Sundog”
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Key Salting: Example

Hashed value
Username Salt value String to be hashed = SHA256 (Password +
Salt value)
9C9B913EB1B6254F4737
o . password123D;%yL9TS:5 | CE947EFD16F16E916F9D6
userl D;%yLITS:5Pals/d Pals/d EESC1102A2002E48DACS
8BD
6058B4EB46BD6487298B
user? )<,-<U(jLezyaj>* password123)<,- 59440EC8E/OEAE482239F
mSUURezYE <U(jLezy4j>* F2B4E7CA69950DFBD553
2F2

sundog-education.com . DataCumulus Sundog”
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https://en.wikipedia.org/wiki/SHA256

|AM: Users & Groups

IAM = ldentity and Access Management, Global service
Root account created by default, shouldn’t be used or shared
Users are people within your organization, and can be grouped

Groups only contain users, not other groups

Users don’t have to belong to a group, and user can belong to multiple
groups

Edward Fred

Alice Bob

Group: Developers Group: Operations
Group
A A|A T A A
Charles
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|JAM: Permissions

{ "Version": "2012-10-17", j
- Users or Groups can be srepenent 4 X
assigned JSON ertect: oty
documents called policies | Resounce?: "
» These policies define the R
permlSSlons Of the users ::::‘;ci)ﬁ:;;"':'e}ifticloadbalancing:Descr‘ibe*",
* In AWS you apply the least ¢
privilege principle: don’t o o
I I I "cloudwatch:ListMetrics",
glve more permISSIOnS "cloudwatch:GetMetricStatistics"”,
than a user needs : "cloudwatch:Describe*"
"&esource": ok
}
, ]
//,.,.-M,_E
sundog-education.com ‘DataCumulus /su“dogw
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|AM Policies inheritance

Audit Team
Developers Operations
inline
Charles
sundog-education.com . DataCumulus @w
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|JAM Policies Structure

e Consists of

» Version: policy language version, always include "Version™: "2012-10-17%,

“2012-10-17" "Id": "S3-Account-Permissions”,

"Statement”: [
{

« Statement: one or more individual statements "Sid": "1",

(required) "Effect”: "Allow",

"Principal”: {
° Statements CO”S'StS Of "AWS": ["arn:aws:iam::123456789012:root"]

- Sid: an identifier for the statement (optional) .%Action..: [
« Effect: whether the statement allows or denies "s3:GetObject",

access (Allow, Deny) "s3:Putobject”
* Principal: account/user/role to which this policy .].;{esource..: ["arniaws:s3:: mybucket/*']

applied to
» Action: list of actions this policy allows or denies

 Resource: list of resources to which the actions
applied to

 _Condition: conditions for when this policy is in effect
(optional) b patacumulus Sundog




|JAM — Password Policy

« Strong passwords = higher security for your account

* In AWS, you can setup a password policy:
« Set a minimum password length

» Require specific character types:
* including uppercase letters
* lowercase letters
e numbers
* non-alphanumeric characters

 Allow all IAM users to change their own passwords

« Require users to change their password after some time (password
expiration)

* Prevent password re-use
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Multi Factor Authentication - MFA

* Users have access to your account and can possibly change
configurations or delete resources in your AWS account

* You want to protect your Root Accounts and IAM users
 MFA = password you know + security device you own

& Password < => Successful login

Alice

* Main benefit of MFA:
if a password is stolen or hacked, the account is not

compromised
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MFA devices options in AWS

Virtual MFA device Universal 2nd Factor (U2F) Security Key

i e
222 104 con v @
‘ 204009
140 359 E ~ v & /
. ‘ o a Py ¢
364 218 T e T
———— ]S e
Google Authenticator Authy YubiKey by Yubico (3 party)
(phone only) (phone only)

Support for multiple root and IAM users
using a single security key

Support for multiple tokens on a single device.
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MFA devices options in AWS

Hardware Key Fob MFA Device Hardware Key Fob MFA Device for
AWS GovCloud (US)

—
SurePass ()
wrwe surepassid com 'J

Provided by Gemalto (3™ party) Provided by SurePassID (3™ party)
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|JAM Roles for

Services
- Some AWS service will need L amrole
to perform actions on your |
behalf EC2 Instance
 To do so, we will assign (virtual server)
permissions to AWS

services with IAM Roles

« Common roles: Access AWS
« EC2 Instance Roles
 Lambda Function Roles
* Roles for CloudFormation

XKL
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AWS IAM Identity Center
(successor to AWS Single Sign-On)

* One login (single sign-on) for all your
« AWS accounts in AWS Organizations

» Business cloud applications (e.g., Salesforce, Box,
Microsoft 365, ...)

« SAML2.0-enabled applications
« EC2 Windows Instances

R

@)
* [dentity providers 2@3
- Built-in identity store in IAM Identity Center 000

« 31 party: Active Directory (AD), OneLogin, Okta...
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AWS |AM ldentity Center — Login
Flow

AWS IAM Identity Center

aws v o)

AWS Account (4)

Signin
Usemame @ AWS Courses .
stephane #783746093452 |
_ Remember username
AdministratorAccess Management console | Command line or programmatic access

. datacumulus-main
#387374203361 |

= 1 L @ Frankfurt ¥ AdministratorAccess/stephane ¥ . Stéphane MAAREK
®
Console Home . o Freoaosesss1s|

stephane-ccp
#855174973723 |

©  Recently visited info £ ‘

Elastic Container Service Somos a=e CloudTrail

53 Amazon Polly

RDS AWS Cost Explorer

FSx API Gateway

EC2 Elastic Kubernetes Service

Lambda Key Management Service

Systems Manager 1AM

EEEEEEB

S
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AWS IAM Identity Center

] @ ---A-----A--: LLLLI
AWS IAM Identity Center So] o
AWS E LILBLILIL

Windows

- v SSO izati
login {\3 \/ | __Organization | .-,
CE X

C—=) E Business Cloud Apps i
Browser Interface !
I salesforce mx r;'_" slack |

4’i . :

Permission Sets

. @]
Store / retrieve | Lig\d
o'o'o

User identities | 33 B" Microsoft 365 %% Dropbox

Active Directory
Users & groups
(On-premises, cloud)

IAM Identity Center
Built-in Identity Store

Custom SAML2.0-enabled Apps

1
mim :
Microsof ft !
Active Directory |
_______________________________________________ :_______________________ ____-_':\k..\_.l
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|AM Identity Center
""""""""""""""""""""""""""" AWsOrganization

IAM Identity Center

(in Management account)

I:Ié Management Account

Group (Developers)

R

I:ICA) OU (Development)

I I:ICA) OU (Production)

Lo o | : Bob Alice E

P E‘é Dev Account A | | Elé Prod Account A : A !

L x o : E assign assign |

i i Oo| Dev Account B ! i I:Ié Prod Account B : : :

L ! : : ¥ | Permission Set |

. Lo | i X ReadOnlyAccess :

i ' v Permission Set E

E E X FullAccess !
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AWS |IAM Identity Center

Of«
Fine-grained Permissions and Assignmen@

 Multi-Account Permissions

* Manage access across AWS accounts in your AWS
Organization

* Permission Sets — a collection of one or more IAM Policies
assigned to users and groups to define AWS access

* Application Assignments

« 5SSO access to many SAML 2.0 business applications
(Salesforce, Box, Microsoft 365, ...)

» Provide required URLs, certificates, and metadata

 Attribute-Based Access Control (ABAC)

Fine-grained permissions based on users’ attributes stored
in IAM Identity Center Identity Store

 Example: cost center, title, locale, ...

« Use case: Define permissions once, then modify AWS
access by changing the attributes

N N

! Dev : 05| Prod

b Account ' | Account D
1 1 1 1 1

B ~ 7 ., | | K % ., | |

N = §<> L Egi E<> L

;! I 1 I 1

.~ RDS Aurora | ' __RDS Aurora i !

I! §a ___________ 1 d §a ___________ | :

i IAM Role IAM Role
|

assume Permission Sets

(DB Admins)

v
A8*" o)
8 Permission Sets %
(DB Admins)

Datab.ase IAM Identity Center
Admins

XL
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AWS Control Tower

- Easy way to set up and govern a secure and compliant
multi-account AWS environment based on best practices

« AWS Control Tower uses AWS Organizations to create
accounts

* Benefits:

« Automate the set up of your environment in a few clicks
« Automate ongoing policy management using guardrails
» Detect policy violations and remediate them

* Monitor compliance through an interactive dashboard
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AWS Control Tower — Guardrails

* Provides ongoing governance for your Control Tower environment (AWS
Accounts)

* Preventive Guardrail — using SCPs (e.g., Restrict Regions across all your
accounts)

. Detectlve Guardrail — using AWS Config (e.g., identify untagged resources)

AWS Control Tower
Guardrail ‘\\‘ ' trigger R ?_E notify
(Detective) 1 (NoN COMPLIANT)

| AWS Config @}

! ! SNS

E monitor un-tagged E

| resources ! invoke

i Vv |

' Member ‘ | remediate

! Accounts i (add tags)

ettt ' Lambda
sundog-education.com . DataCumulus / Sundog”

datacumulus.com
© 2026 All Rights Reserved Worldwide




Why encryption?
Encryption in flight (TLS / SSL)

 Data is encrypted before sending and decrypted after receiving
* TLS certificates help with encryption (HTTPS)

* Encryption in flight ensures no MITM (man in the middle attack)
can happen

| |==) aGvsbG8gd29 !

E =) Username: admin — =—) Username: admin

: ===| Password: supersecret a =15 ybGQgzWh... ﬁ ===| Password: supersecret | =

 C=) : !

L Cli TLS Encryption | . TLS Decryption L

. Client ypHon: : Yp HTTPS Website |
Client Server

____________________________________________________

_________________________________________________
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Why encryption?
Server-side encryption at rest

« Data is encrypted after being received by the server
« Data is decrypted before being sent
e |t is stored in an encrypted form thanks to a key (usually a data key)

* The encryption / decryption keys must be managed somewhere, and
the server must have access to it

: Encryption = Decryption
HTTP(S) + + s + g HTTP(S)
Data key Data key

AWS Service (e.g., S3)

________________________________________________________________
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Why encryption?
Client-side encryption

» Data is encrypted by the client and never decrypted by the server
» Data will be decrypted by a receiving client

* The server should not be able to decrypt the data

« Could leverage Envelope Encryption

Encryption store E
+ @ » >:
Data key !
(client-side)
. @Q n - retrieve Encrypted object
Decryption
a Data key
(client-side) : : :
! + Any storage service |
Client | | (FTP, S3, ...)
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AWS KMS (Key Management
Service)

. Qn éime you hear “encryption” for an AWS service, it's most likely

« AWS manages encryption keys for us

* Fully integrated with IAM for authorization

« Easy way to control access to your data
 Able to audit KMS Key usage using CloudTrail

. gg?vlmle)ssly integrated into most AWS services (EBS, S3, RDS,

. Ne(\jle'r ever store your secrets in plaintext, especially in your
coade!
« KMS Key Encryption also available through API calls (SDK, CLI)
« Encrypted secrets can be stored in the code / environment variables
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KMS Keys Types

 KMS Keys is the new name of KMS Customer Master Key

 Symmetric (AES-256 keys)
 Single encryption key that is used to Encrypt and Decrypt
* AWS services that are integrated with KMS use Symmetric CMKs
* You never get access to the KMS Key unencrypted (must call KMS API to use)

 Asymmetric (RSA & ECC key pairs)
« Public (Encrypt) and Private Key (Decrypt) pair
» Used for Encrypt/Decrypt, or Sign/Verify operations

* The public key is downloadable, but you can’t access the Private Key
unencrypted

« Use case: encryption outside of AWS by users who can’t call the KMS API

sundog-education.com . DataCumulus Sundog”

datacumulus.com

© 2026 All Rights Reserved Worldwide



AWS KMS (Key Management Service)@w»

* Types of KMS Keys:

« AWS Owned Keys (free): SSE-S3, SSE-SQS, SSE-DDB (default key)
AWS Managed Key: free (aws/service-name, example: aws/rds or aws/ebs)
Customer managed keys created in KMS: $1 / month

Customer managed keys imported: $1 / month
+ pay for API call to KMS ($0.03 / 10000 calls)

Encryption key management

O Owned by Amazon DynamoDB
. . AWS d key L
C - Automatic Key rotation: ) AWS managed ey Le2
 AWS-managed KMS Key: automatic every 1 year O Stored in your account,

 Customer-managed KMS Key: (must be enabled) autom;and owned and managed by you
* Imported KMS Key: only manual rotation possible using alias
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Copying Snapshots across regions

Region eu-west-2 Region ap-southeast-2
EBS Volume £—X EBS Volume 44—\
Encrypted Encrypted @ﬂ
With KMS KMS Key A With KMS KMS Key B

EBS Snapshot -—-: EBS Snapshot .—.:
Encrypted @ @ﬂ  Encrypted @ @ﬂ

With KMS KMS Key A -~ With KMS KMS Key B

------------------------------ | T

KMS ReEncrypt with KMS Key B
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AWS Macie AN

 Amazon Macie is a fully managed data security and data privacy
service that uses machine learning and pattern matching to
discover and protect your sensitive data in AWS.

* Macie helps identify and alert you to sensitive data, such as
personally identifiable information (Pll)

analyze notify (} _}3 integrations
S3 Buckets Macie Amazon
Discover Sensitive Data (PII) EventBridge
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AWS Secrets Manager

* Newer service, meant for storing secrets
« Capability to force rotation of secrets every X days
« Automate generation of secrets on rotation (uses Lambda)

* Integration with Amazon RDS (MySQL, PostgreSQL, Aurora)
» Secrets are encrypted using KMS

* Mostly meant for RDS integration

sundog-education.com
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AWS Secrets Manager — Multi-Region
Secrets

* Replicate Secrets across multiple AWS Regions
» Secrets Manager keeps read replicas in sync with the primary Secret
* Ability to promote a read replica Secret to a standalone Secret

» Use cases: multi-region apps, disaster recovery strategies, multi-
region DB...

us-east-1 (Primary) us-west-2 (Secondary)
Secrets T A replicate A prax@® Secrets
Manager (/@\) EX1 £ (/@\) Manager
MySecret-A | . MySecret-A i
(primary) (replica)

............................................................
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Amazon Cognito =2

» Give users an identity to interact with our web or mobile application

« Cognito User Pools:
 Sign in functionality for app users
* Integrate with APl Gateway & Application Load Balancer

« Cognito Identity Pools (Federated Identity):

* Provide AWS credentials to users so they can access AWS resources directly
* Integrate with Cognito User Pools as an identity provider

« Cognito vs IAM: “hundreds of users”, "mobile users”, “authenticate
with SAML”

sundog-education.com
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Cognito User Pools (CUP) — User
Features

* Create a serverless database of user for your web & mobile
apps

» Simple login: Username (or email) / password combination

» Password reset

« Email & Phone Number Verification

» Multi-factor authentication (MFA)

* Federated ldentities: users from Facebook, Google, SAML...
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Cognito User Pools (CUP) - Integrations

« CUP integrates with APl Gateway and Application Load Balancer

Authenticate
Retrieve token

> @%j) Cognito User Pools

>

Evaluate Cognito Token

@

APl Gateway backend

REST API +
Pass Token

»
>

Pl
<

=

sundog-education.com
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Authenticate @]
—©
Application Load Balancer
 —
e + Listeners & Rules
Target Group

Backend # “l ﬁ”
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Cognito Identity Pools (Federated
ldentities)

* Get identities for “users” so they obtain temporary AWS
credentials

 Users source can be Cognito User Pools, 3" party logins, etc...

» Users can then access AWS services directly or through API
Gateway

* The IAM policies applied to the credentials are defined in Cognito

* They can be customized based on the user _id for fine grained
control

» Default IAM roles for authenticated and guest users
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Cognito Identity Pools — Diagram

o= Login and Get Token
g Il’/..f“ n
C—= RJ

Social Identity Provider

v

A

A

Web & Mobile @._C@OS Exchange token Cognito Identity Pools

wie | SAMLO

AWS credentials

dapenlD

v
v

X

v

Direct access to AWS i

Connect
EI:I
~ Cognito
E% E%j) User Pools

Private S3 Bucket = DynamoDB Table
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Cognito Identity Pools
Row Level Security in DynamoDB

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dynamodb:GetItem", "dynamodb:BatchGetItem", 'dynamodb:Query",
"dynamodb:PutItem", "dynamodb:UpdateItem", "dynamodb:DeleteItem",
"dynamodb:BatchWriteItem"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012: table/MyTable"

1,
"Condition": {
"ForAllValues:StringEquals": {
dynamodb:LeadingKeys":
"${cognito-identity.amazonaws.com:sub}"
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AWS WAF — Web Application Firewall Ryg}

/~—\

 Protects your web applications from common web exploits
(Layer 7)

 Layer 7 is HTTP (vs Layer 4 is TCP/UDP)

* Deploy on
* Application Load Balancer
« APl Gateway
e CloudFront
* AppSync GraphQL API
« Cognito User Pool
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AWS WAF — Web Application Firewall B!

/~—\

» Define Web ACL (Web Access Control List) Rules:

 IP Set: up to 10,000 IP addresses — use multiple Rules for more IPs

« HTTP headers, HTTP body, or URI strings Protects from common
attack - SQL injection and Cross-Site Scripting (XSS)

« Size constraints, geo-match (block countries)

« Rate-based rules (to count occurrences of events) — for DDoS
protection

* Web ACL are Regional except for CloudFront

* Arule group is a reusable set of rules that you can add to a
web ACL
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VPC — Crash Course

* VPC is something you should know in depth for the AWS Certified
Solutions Architect’/Associate & AWS Certified SysOps Administrator

« At the AWS Certified Developer Level, you should know about:
« VPC, Subnets, Internet Gateways & NAT Gateways
« Security Groups, Network ACL (NACL), VPC Flow Logs
* VPC Peering, VPC Endpoints
 Site to Site VPN & Direct Connect

* | will just give you an overview, less than1 or 2 questions at your
exam.

. haitefr iln the course, | will be highlighting when VPC concepts are
elpfu
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VPC & Subnets

Primer

* VPC: private network to deploy your
resour%es (regional resourcpe)y 4

* Subnets allow you tolgartition your
network inside your VPC

Www

(Availability Zone resource)

(

I

I

I

* A public subnet is a subnet that is |
accessible from the internet o J

:

I

I

I

I

I

I

* A private subnet is a subnet that is
not accessible from the internet

 To define access to the internet and
between subnets, we use Route
Tables.

—— — — — — — — — — — — — — — —

N e — —— — — — — — —
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VPC Diagram

AWS Cloud
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Internet Gateway & NAT

Gateways I
* Internet Gateways helps our VPC @) 1ow
instances connect with the internet e .

* Public Subnets have a route to the
internet gateway.

 NAT Gateways (AWS-managed)
& NAT Instances (self-managed)
allow your instances in your
Private Subnets to access the
internet while remaining private \ /

e e e e e e —— —— E— — — -

P
L1l
J
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Network ACL & Security Groups

 NACL (Network ACL) VPC
A firewall which controls traffic from and Public subnet
to subnet
« Can have ALLOW and DENY rules .
- Are attached at the Subnet level NACL (P ﬂ‘«

* Rules only include |IP addresses

» Security Groups

* A firewall that controls traffic to and from
an ENI / an EC2 Instance

« Can have only ALLOW rules

* Rules include IP addresses and other
security groups Security group

B e
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Network ACLs vs Security Groups

Security Group Network ACL
Operates at the instance level Operates at the subnet level
Supports allow rules only Supports allow rules and deny rules

Is stateful: Return traffic is automatically allowed, | Is stateless: Return traffic must be explicitly
regardless of any rules allowed by rules

We evaluate all rules before deciding whetherto | We process rules in number order when
allow traffic deciding whether to allow traffic

Applies to an instance only if someone specifies Automatically applies to all instances in the
the security group when launching the instance, subnets it's associated with (therefore, you
or associates the security group with the instance | don't have to rely on users to specify the
later on security group)

https://docs.aws.amazon.com/vpc/latest/userguide/VPC Secur
ity.htmI#VPC Security Compari
Y Y P s DataCumulus
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison

VPC Flow Logs

« Capture information about IP traffic going into your interfaces:
* VPC Flow Logs
« Subnet Flow Logs
« Elastic Network Interface Flow Logs

 Helps to monitor & troubleshoot connectivity issues. Example:
* Subnets to internet
* Subnets to subnets
* |Internet to subnets

« Captures network information from AWS managed interfaces too:
Elastic Load Balancers, ElastiCache, RDS, Aurora, etc...

* VPC Flow logs data can go to S3, CloudWatch Logs, and Kinesis
Data Firehose
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VPC Peering

* Connect two VPC, privately
using AWS’ network

 Make them behave as if they
were in the same network

* Must not have overlapping
CIDR (IP address range)

* VPC Peering connection is not
transitive (must be established
for each VPC that need to
communicate with one another)
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VPC Endpoints

» Endpoints allow you to connect to AWS VPC
Services using a private network Private subnet
instead of the public www network T

* This gives you enhanced security and —3] (3
lower latency to access AWS services L

VPC Endpoint
Interface (ENI)

* VPC Endpoint Gateway: S3 & *@‘—
Dynamo B VPC En:ipoint
* VPC Endpoint Interface: most services Gateway

(including S3 & DynamoDB) e
=y

" =
* Only used within your VPC

S3 DynamoDB  CloudWatch
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Site to Site VPN & Direct Connect

» Site to Site VPN
» Connect an on-premises VPN to AWS
« The connection is automatically encrypted
» Goes over the public internet

* Direct Connect (DX)

- Establish a phxsical connection between on-
premises and AWS

» The connection is private, secure and fast
» Goes over a private network
» Takes at least a month to establish

Public www Na Public www

T

[ 7]

Site-to-Site VPN

(encrypted) C\
:

On-premises DC VPC
_ (> - I
Private — Private

Direct Connect

. DataCumulus /g;d\og”
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VPC Closing Comments

« VPC: Virtual Private Cloud

Subnets: Tied to an AZ, network partition of the VPC

Internet Gateway: at the VPC level, provide Internet Access

NAT Gateway / Instances: give internet access to private subnets

NACL: Stateless, subnet rules for inbound and outbound

Security Groups: Stateful, operate at the EC2 instance level or ENI

« VPC Peering: Connect two VPC with non overlapping IP ranges, non transitive
 VPC Endpoints: Provide private access to AWS Services within VPC

 VPC Flow Logs: network traffic logs

 Site to Site VPN: VPN over public internet between on-premises DC and AWS
* Direct Connect: direct private connection to a AWS
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VPC note — AWS Certified Developer

* Don't stress if you didn’t understand everything in that section

* | will be highlighting in the course the specific VPC features we
need

* Feel free to revisit that section after you're done in the course !

* Moving on ©
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AWS PrivateLink (VPC Endpoint
Services)

* Most secure & scalable way to expose a service to 1000s of VPCs
* Does not require VPC peering, internet gateway, NAT, route tables..
. Re%uwes a network load balancer (Service VPC) and ENI (Customer

rd VP I-"-"-"-"-"-"=-"=-"=-"=-"=-"=-"=-"=-""=-"=-==
3" party VPC AWS Private Link Your VPC

private

Application
service

Network Elastic Network Consumer
Load Balancer Interface (ENI) Application

6 @)+
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Other Services You
Should Know: Analytics




What is Athena?

* Interactive query service for S3 (SQL)
* No need to load data, it stays in S3

* Presto under the hood
e Serverless!

* Supports many data formats
« CSV, TSV (human readable)
« JSON (human readable)
« ORC (columnar, splittable)
« Parquet (columnar, splittable)
* Avro (splittable)
« Snappy, Zlib, LZO, Gzip compression

* Unstructured, semi-structured, or structured
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Some examples

* Ad-hoc queries of web logs

* Querying staging data before
loading to Redshift
ProductName .

- Analyze CloudTrail / CloudFront / Nriscliis T+ (OndarOes
VPC / ELB etc logs in S3 Hscounts - ((OrderQty * Uniti

* Integration with Jupyter, Zeppelin, :
RStudio notebooks

* Integration with QuickSight

* Integration via ODBC / JDBC with
other visualization tools

ProductNam e
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What is EMR?

 Elastic MapReduce

* Managed Hadoop framework on EC2
instances

* Includes Spark, HBase, Presto, Flink,
Hive & more

« EMR Notebooks
« Several integration points with AWS Amazon EMR

. DataCumulus / Sundog-



An EMR Cluster

* Master node: manages the cluster
* Tracks status of tasks, monitors cluster
health
* Single EC2 instance (it can be a single
node cluster even)
* AKA “leader node”
* Core node: Hosts HDFS data and runs tasks
e Can be scaled up & down, but with
some risk
* Multi-node clusters have at least one
* Task node: Runs tasks, does not host data
e Optional
* No risk of data loss when removing
* Good use of spot instances
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EMR Usage

 Transient vs Long-Running Clusters

* Transient clusters terminate once all steps are complete
* Loading data, processing, storing — then shut down
e Saves money

* Long-running clusters must be manually terminated
« Basically a data warehouse with periodic processing on large datasets
« Can spin up task nodes using Spot instances for temporary capacity
« Can use reserved instances on long-running clusters to save $
« Termination protection on by default, auto-termination off
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EMR Usage

* Frameworks and applications are specified at cluster launch
« Connect directly to master to run jobs directly

* Or, submit ordered steps via the console
* Process data in S3 or HDFS

« Output data to S3 or somewhere
* Once defined, steps can be invoked via the console
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What is QuickSight?

* Fast, easy, cloud-powered business
analytics service

 Allows all employees in an organization
to:
 Build visualizations
« Build paginated reports
« Perform ad-hoc analysis
» Get alerts on detected anomalies
 Quickly get business insights from data
« Anytime, on any device (browsers, mobile)

e Serverless

Y

Amazon

QuickSight

. DataCumulus
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QuickSight Data Sources

« Redshift

 Aurora/ RDS

* Athena

* OpenSearch

 loT Analytics

« EC2-hosted databases

* Files (S3 or on-premises)

* Excel
« CSV, TSV
« Common or extended log format

» Data preparation allows limited ETL
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SPICE

« Data sets are imported into SPICE
» Super-fast, Parallel, In-memory Calculation Engine

« Uses columnar storage, in-memory, machine code
generation

» Accelerates interactive queries on large datasets
« Each user gets 10GB of SPICE
 Highly available / durable
« Scales to hundreds of thousands of users

« Can accelerate large queries that would time
out in direct query mode (hitting Athena
directly)

« Butif it takes more than 30 minutes to import your
data into SPICE it will still time out
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QuickSight Use Cases

* Interactive ad-hoc exploration / visualization of data
« Dashboards and KPI's

* Analyze / visualize data from:
* Logs in S3
* On-premise databases
 AWS (RDS, Redshift, Athena, S3)
« SaaS applications, such as Salesforce
« Any JDBC/ODBC data source
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QuickSight Anti-Patterns

« ETL

« Use Glue instead, although
QuickSight can do some
transformations
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QuickSight Security

« Multi-factor authentication on your
account

* VPC connectivity
« Add QuickSight's IP address range to
your database security groups
* Row-level security
* New for 2021: Column-level security
too (CLS) — Enterprise edition only
* Private VPC access

e Elastic Network Interface, AWS Direct
Connect

. DataCumulus
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QuickSight Security

« Resource access

* Must ensure QuickSight is authorized
to use Athena / S3 / your S3 buckets

* This can be managed within the
QuickSight console (Manage
Quicksight / Security & Permissions)\

 Data access

» Can create |IAM policies to restrict
what data in S3 given QuickSight
users can access

. DataCumulus
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Quicksight + Redshift: Security

By default Quicksight can only access data stored IN THE
SAME REGION as the one Quicksight is running within

 So if Quicksight is running in one region, and Redshift in
another, that's a problem

* A VPC configured to work across AWS regions won't work!

 Solution: create a new security group with an inbound rule
authorizing access from the IP range of QuickSight servers
in that region

* Those ranges are documented at
https://docs.aws.amazon.com/quicksight/latest/user/regions.html
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Quicksight / Redshift / RDS cross-region

* Other ways to do it (if you have
Enterprise Edition) e

* Create a private subnet in a <,
VPC VPC - 10.0.0.0/16 QuickSight

» Use Elastic Network Interface

to put Quicksight in the subnet @ .
* This is the part that requires “een

Enterprise Edition

 This can also enable cross-
account access

S mErE
[

5 [EE
=3
@
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Quicksight / Redshift / RDS cross-region

* Now you can create a -
peering connection
between your private et RN
subnet and another —
private subnet = @ -
containing yourdata | % -

 This also works for P
cross-account access o

. DataCumulus /Q:I:g”
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Quicksight / Redshift / RDS cross-

account

* (Can use an AWS Transit Gateway to
connect your subnets
e But this must be in the same org &
region
* Oryou can peer Transit Gateways in
different regions
* OR use AWS PrivateLink to connect them
* ORuse VPC sharing to connect them

sundog-education.com
datacumulus.com
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Destination Target
= 1723200/16  vpcaatt-
AWS Cloud
10.0.0.0/16 vpc-att-
Amazon AWS Transit Gateway
00‘0"5‘9’“- VPC - Account A— 10.0.0.0/16 . VPC —Account B - 172.32.0.0/16
I8 Private subhet - 10.0.0.0/24 ] Private subnet - 172.32.0.0124
e @ or A
L] Amazon QuickSight - e o \
= Elastic network Amezon RS o ighin= \
interface DC2 Nodes \
Quicksight Subnet Route Table \
Fo——— S ot el
10.0.0.0/16 local Target
172.32.0.0/24 tew- 172.32.0.0/16 local
L 10.0.0.0/24 tew-
E AWS Cloud ! AWS Cloud

Amazon
QuickSight

B shared Prijate subnet - 172.32.0.0124

ickSi
- Elastic network
interface

. VPC —Account B - 172.32.0.0/16

‘——“‘-\\\
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QuickSight User Management

« Users defined via IAM, or email signup

* Active Directory connector with QuickSight Enterprise Edition

* All keys are managed by AWS; you CANNOT use customer-provided
keys

* Enterprise edition only!

« Can tweak security access using IAM if needed
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Amazon Kinesis Data Streams

 Collect and store streaming data in real-time

Real-time data

Data Firehose

Consumers
C—= é é Application
Click St R EEEEEEE TR . Amazon Kinesis T
ciotreams Producers i Data Streams
||||| |||||_: Lambda
..... s 1 __F R
loT devices Amazon

| 5{9 i " Applications -

Managed
. g . g
Metrics & Logs /fml Service for
Apache Flink
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Kinesis Data Streams

» Retention between up to 365 days

* Ability to reprocess (replay) data by consumers

« Data can’t be deleted from Kinesis (until it expires)

« Data up to 1MB (typical use case is lot of “small” real-time data)
« Data ordering guarantee for data with the same “Partition ID”

* At-rest KMS encryption, in-flight HTTPS encryption

* Kinesis Producer Library (KPL) to write an optimized producer
application

* Kinesis Client Library (KCL) to write an optimized consumer application
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Kinesis Data Streams — Capacity Modes

* Provisioned mode:
* Choose number of shards
« Each shard gets 1MB/s in (or 1000 records per second)
Each shard gets 2MB/s out
Scale manually to increase or decrease the number of shards
You pay per shard provisioned per hour

 On-demand mode:
* No need to provision or manage the capacity
« Default capacity provisioned (4 MB/s in or 4000 records per second)
. gcales automatically based on observed throughput peak during the last 30
ays
« Pay per stream per hour & data in/fout per GB
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Amazon Managed Streaming for
Apache Kafka (Amazon MSK)

 Alternative to Amazon Kinesis
 Fully managed Apache Kafka on AWS

 Allow you to create, update, delete clusters

 MSK creates & manages Kafka brokers nodes & Zookeeper nodes for
you

* Deploy the MSK cluster in your VPC, multi-AZ (up to 3 for HA)

« Automatic recovery from common Apache Kafka failures

« Data is stored on EBS volumes for as long as you want
 MSK Serverless

« Run Apache Kafka on MSK without managing the capacity
« MSK automatically provisions resources and scales compute & storage

sundog-education.com
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Apache Kafka at a high level

Kinesis %

R _ 7

Etc...
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Kinesis Data Streams vs. Amazon MSK

N N
Kinesis Data Streams ~3 Amazon MSK
1 MB message size limit « 1MB c;efault, configure for higher (ex:
10MB

+ Data Stree.m.ws with Sha!rds « Kafka Topics with Partitions

+ Shard SF_)“ttmg & Me.rgmg « Can only add partitions to a topic

* TLS In-flight encryption + PLAINTEXT or TLS In-flight Encryption
* KMS at-rest encryption » KMS at-rest encryption
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Amazon MSK Consumers

NN Kinesis Data Analytics
] /fm for Apache Flink

AWS Glue
Streaming ETL Jobs
Powered by Apache Spark Streaming

Amazon MSK Lambda

Applications Running on

E E O

Amazon EC2

L e e e o - N
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Other Services You
Should Know

Compute / Containers / Customer Engagement
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AWS App Runner s

. FuIIY managed service that makes it easy to deploy web

applications and APls at scale Container T (/)E: Source
» No infrastructure experience required Image (Docker) —— Code
« Start with your source code or container image J
« Automatically builds and deploy the web app Configure Settings
- Automatic scaling, highly available, load balancer, roto Sealing '2?_7
encryptlon Health ChecI;

« VPC access support
« Connect to database, cache, and message queue

services N
Create & Deploy 7

» Use cases: web apps, APIls, microservices, rapid
production deployments

Access using URL  |Loxe |

.
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Amazon EC2 iH

« EC2 is one of the most popular of AWS’ offering
« EC2 = Elastic Compute Cloud = Infrastructure as a Service

* [t mainly consists in the capability of :
« Renting virtual machines (EC2)
 Storing data on virtual drives (EBS)
« Distributing load across machines (ELB)
« Scaling the services using an auto-scaling group (ASG)

« Knowing EC2 is fundamental to understand how the Cloud
WOorks

sundog-education.com . DataCumulus Sundog”
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EC2 sizing & configuration options

» Operating System (OS): Linux, Windows or Mac OS
* How much compute power & cores (CPU)
* How much random-access memory (RAM)

 HOW much storage space:
* Network-attached (EBS & EFS)
« hardware (EC2 Instance Store)

* Network card: speed of the card, Public IP address
* Firewall rules: security group
« Bootstrap script (configure at first launch): EC2 User Data
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datacumulus.com

© 2026 All Rights Reserved Worldwide



EC2 User Data

* It is possible to bootstrap our instances using an EC2 User data
script.

 bootstrapping means launching commands when a machine starts
 That script is only run once at the instance first start
« EC2 user data is used to automate boot tasks such as:

* |nstalling updates
* Installing software
« Downloading common files from the internet

* Anything you can think of
* The EC2 User Data Script runs with the root user

sundog-education.com . DataCumulus Sundog”

datacumulus.com Education
© 2026 All Rights Reserved Worldwide




Hands-On:
Launching an EC2 Instance running Linux

* We’'ll be launching our first virtual server using the AWS
Console

« We'll get a first high-level approach to the various parameters
« We’'ll see that our web server is launched using EC2 user data
* We'll learn how to start / stop / terminate our instance.
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Docker Containers Management on AWS

 Amazon’s own container platform

 Amazon Elastic Container Service (Amazon ECS@ Amazon ECS

 Amazon Elastic Kubernetes Service (Amazon E Amazon EKS

« Amazon’s managed Kubernetes (open source)

 AWS Fargate

« Amazon’s own Serverless container platform
* Works with ECS and with EKS

« Amazon ECR: Amazon ECR

« Store container images

sundog-education.com . DataCumulus Sundog”
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Amazon ECS - EC2 Launch

Type

« ECS = Elastic Container Service

 Launch Docker containers on
AWS = Launch ECS Tasks on
ECS Clusters

« EC2 Launch Type: you must
provision & maintain the
Infrastructure (the EC2
instances)

« Each EC2 Instance must run the
ECS Agent to register in the ECS
Cluster

» AWS takes care of starting /
stopping containers

sundog-education.com
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@ Amazon ECS / ECS Cluster

New Docker
”l “l Container

E E EC2 Instance

I
[T

_____________________

E EC2 Instance E EC2 Instance E

1 1
il ECS Agent B
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Amazon ECS — Fargate Launch Type

e Launch Docker containers on AWS

* You do not provision the
infrastructure (no EC2 instances to
manage)

* It’s all Serverless!
* You just create task definitions

 AWS just runs ECS Tasks for you
based on the CPU / RAM you need

 To scale, just increase the number of
tasks. Simple - no more EC2 instances

sundog-education.com
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Amazon ECS — IAM Roles for ECS

 EC2 Instance Profile (EC2 Launch
Type only):

Used by the ECS agent

Makes API calls to ECS service

Send container logs to CloudWatch Logs

Pull Docker image from ECR

Reference sensitive data in Secrets
Manager or SSM Parameter Store

« ECS Task Role:

 Allows each task to have a specific role

» Use different roles for the different ECS
Services you run

 Task Role is defined in the task definition

sundog-education.com

datacumulus.com

© 2026 All Rights Reserved Worldwide

E:i EC2 Instance

_______

EC2 Instance Profile

4’ ECS
—> ECR

CloudWatch
---------- Logs
L= | ECS Task ARole
0 =
00—
0—
L= | ECS Task B Role

> DynamoDB
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Amazon ECS — Load Balancer
Integrations

- Application Load Balancer E e
supported and works for most use | :
cases > ||| Ecs Task |

v

 Network Load Balancer
recommended only for high throughput

: /
/ high performance use cases, or to 88 < ;
pair it with AWS Private Link Users | EC2 Instance

Application E N ”””l ECS Task i
Load Balancer | '

EH]] Ecs Task |

« Classic Load Balancer supported but
not recommended (no advanced
features — no Fargate)

\ 4

IR ecs Task | !

ECS Cluster
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Amazon ECS — Data Volumes (EFS)

E EC2 Instance Fargate :

 Mount EFS file systems onto ECS tasks
« Works for both EC2 and Fargate launch types
» Tasks running iIn any AZ will share the same

data in the EFS file system : | |
- Fargate + EFS = Serverless A= L=l
el | ]
» Use cases: persistent multi-AZ shared storage T B !
for your containers : :
: ECS Cluster |
*Note:
« Amazon S3 cannot be mounted as a file system E Amazon EFS 5
af=le

File System B )
DataCumulus - /- Sundog-
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Amazon EKS Overview @

« Amazon EKS = Amazon Elastic Kubernetes Service
* [t is a way to launch managed Kubernetes clusters on AWS

« Kubernetes is an open-source system for automatic deployment, scaling
and management of containerized (usually Docker) application

* |[t's an alternative to ECS, similar goal but different API

« EKS supports EC2 if you want to deploy worker nodes or Fargate to
deploy serverless containers

* Use case: ifgour compan%/ is already using Kubernetes on-premises or in
another cloud, and wants to migrate to A using Kubernetes

. Egl?_)err;etes is cloud-agnostic (can be used in any cloud — Azure,
« For multiple regions, deploy one EKS cluster per region
 Collect logs and metrics using CloudWatch Container Insights

sundog-education.com . DataCumulus Sundog”

datacumulus.com

© 2026 All Rights Reserved Worldwide



Amazon EKS - Diagram

U AWS Cloud

Availability Zone 2

. Public subnet 2

| b , " EKS 5 | : < |
| b ! . Public . b Lo b :
| ELB NGW , 1 dervicelB NGW Lo ELB NGW |
. @l Private subnet 1 E E Eall Private subnet 2 E : Private subnet 3 gks E
| o Lo Private :
! b N Service LB |
P - ST L - - N ELB |
E EE EKS node E H E EKS node E E E E EKS node EE E
! o ! Auto Scallng Group : L ! |
AR [TTTTT o T o T | A (T T T 1171 (VT 1T |
L EKS Pods L EKS Pods IR EKS Pods X |
! - - e - — E - — - - :
- EKSWorkerNodes
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Amazon EKS — Node Types

 Managed Node Groups
« Creates and manages Nodes (EC2 instances) for you
* Nodes are part of an ASG managed by EKS
« Supports On-Demand or Spot Instances

» Self-Managed Nodes

. 'Izl\gc(i;es created by you and registered to the EKS cluster and managed by an

* You can use prebuilt AMI - Amazon EKS Optimized AMI
« Supports On-Demand or Spot Instances

« AWS Fargate

* No maintenance required; no nodes managed
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Amazon EKS — Data Volumes

* Need to specify StorageClass manifest on your EKS cluster
» Leverages a Container Storage Interface (CSI) compliant

driver
‘T
4 N 74 DN

sundog-education.com . DataCumulus Sundog”
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« Amazon EBS

 Amazon EFS (works with Fargate)
« Amazon FSx for Lustre

« Amazon FSx for NetApp ONTAP
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Amazon Lex & Connect

 Amazon Lex: (same technology that powers Alexa)
« Automatic Speech Recognition (ASR) to convert speech to text
« Natural Language Understanding to recognize the intent of text, callers
* Helps build chatbots, call center bots

 Amazon Connect:
« Receive calls, create contact flows, cloud-based virtual contact center
« Can integrate with other CRM systems or AWS
« No upfront payments, 80% cheaper than traditional contact center solutions

o=
Phone Call call stream __ invoke schedule
Schedule an > >
Appointment ]

Connect Lex Lambda CRM
Intent recognized
sundog-education.com . DataCumulus sundogw
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Other Services You
Should Know: Database




DocumentDB @ mongo

 Aurora is an "AWS-implementation” of PostgreSQL / MySQL ...

 DocumentDB is the same for MongoDB (which is a NoSQL
database)

* MongoDB is used to store, query, and index JSON data

« Similar “deployment concepts™ as Aurora

* Fully Managed, highly available with replication across 3 AZ

* DocumentDB storage automatically grows in increments of 10GB

« Automatically scales to workloads with millions of requests per
seconds
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Amazon ElastiCache Overview &

* The same way RDS is to get managed Relational Databases...
 ElastiCache is to get managed Redis or Memcached

« Caches are in-memory databases with really high performance,
ow latency

* Helps reduce load off of databases for read intensive workloads
* Helps make your application stateless

 AWS takes care of OS maintenance / patching, optimizations,
setup, configuration, monitoring, failure recovery and backups

* Using ElastiCache involves heavy application code
changes
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ElastiCache
Solution Architecture - DB Cache

* Applications queries
ElastiCache, if not E,::t'iaczoc';e
available, get from RDS
and store in Cache hit =
ElastiCache. ﬁ @rj
* Helps relieve load in
RDS Cache miss
application
e Cache must have an = — Read from DB

K Vg

=

iInvalidation strategy to
make sure only the most
current data is used in Write to cach Amazon
there. RDS
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ElastiCache

Solution Architecture — User Session Store

« User logs into any of
the application

* The application writes
the session data into
ElastiCache

 The user hits another
iInstance of our
application

 The instance retrieves
the data and the user
Is already logged in

sundog-education.com
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ElastiCache — Redis vs Memcached

REDIS MEMCACHED
« Multi AZ with Auto-Failover * Multi-node for partitioning of
. data (sharding
 Read Replicas to scale reads _ o
and have high availability * {‘#g rfi'ggtﬁﬁ"ab'"ty
- Data Durability using AOF No';" Sorslstont
persistence ’
» Backup and restore features ’ (BSaecr'\(/léﬁ eas?sd) restore
* Supports Sets and Sorted Sets » Multi-threaded architecture

[EO] Replication P[I2d] (oo [ioan
g @ TP A ==y

sharding
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ElastiCache for Valkey

* Full compatibility with Valkey (open source)
« Basically an alternative to Redis OSS
* It's actually a fork of Redis

* ElastiCache for Valkey supports vector

search!
* Obviously important for GenAl / RAG / semantic
caching @ Va | key
« Supports billions of high-dimensional embedding
vectors

Microsecond latency
Recall > 99%

Appropriate for high performance & scalability
requirements
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Amazon MemoryDB

* Also supports Valkey and Redis OSS vector search

 All in memory (super fast latency and throughput) 25
e Multi-AZ

* Vector index algorithms
 Flat: brute force linear processing

« : just like Opensearch, gives an approximation for faster
execution
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Amazon Neptune

« Fully managed graph database

« A popular graph dataset would be a social network
» Users have friends
* Posts have comments
 Comments have likes from users
« Users share and like posts...

» Highly available across 3 AZ, with up to 15 read replicas

« Build and run applications working with highly connected
datasets — optimized for these complex and hard queries

» Can store up to billions of relations and query the graph with
milliseconds latency

« Highly available with replications across multiple AZs

« Great for knowledge graphs (Wikipedia), fraud detection,
recommendation engines, social networking

sundog-education.com
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Neptune and GenAl

* Neptune Analytics

 Analytics engine built on top of Neptune
database

« vectors.topKByEmbedding
* Query vector databases with explicit vector values
« Can filter by vertex attributes O‘%
* Returns top nodes and their scores
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Other Services You Should
Know: Developer Tools
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AWS Cloud Development Kit (CDK)

 Define your cloud infrastructure
using a familiar language:

e JavaScript/TypeScript, Python, Java,
and .NE'P s LY

» Contains high level components
called constructs

* The code is “compiled” into a
CloudFormation template
(JSON/YAML)

* You can therefore deploy
infrastructure and application
runtime code together

» Great for Lambda functions

» Great for Docker containers in ECS /
EKS

sundog-education.com

datacumulus.com
© 2026 All Rights Reserved Worldwide

&

export class MyEcsConstructStack extends core.Stack {
constructor(scope: core.App, id: string, props?: core.StackProps)
super(scope, id, props);

const vpc I new ecZ.Vpc(thiI, "MyVpc", {
maxAzs: 1 1 AZs in region

1;

const cluster =|new ecs.Cluster(}his, "MyCluster", {
vpc: vpc

1

/7 Qreate a load-balanced Fargate service and make 1 blic
new ecs_patterns.ApplicationLoadBalancedFargateService(this, "My
c .

cpu: 512, // Default is 256

desiredCount: 6, // Default is 1

taskImageOptions: { image: ecs.ContainerImage.fromRegistry("an
memoryLimitMiB: 2048, // Default is 512

publicLoadBalancer: true // Default is false

.DataCumqus Sundog-



CDK in a diagram

CDK Application Constructs

CloudFormation CloudFormation
CDK CLI Template
00—
R \{ 0—
& 0—
cdk synth

Programming
Languages
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CDK vs SAM

« SAM:

» Serverless focused

» Write your template declaratively in JSON or YAML
« Great for quickly getting started with Lambda

» Leverages CloudFormation

> ke

 CDK:
o All AWS services

« Write infra in a programming language JavaScript/TypeScript, Python,
Java, and .NET

» Leverages CloudFormation
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CDK + SAM

* You can use SAM CLI to locally test your CDK apps

* You must first run cdk synth

CDK Application

(MyCDKApp) |

sam local invoke —t MlyCDKStack.template.json myFunction

5 =

X > > |O—| <«

: : O—

! Lambda function | _

E (myFunction) E cdk Synth CloudFormation SAM CLI
! Template

(MyCDKStack.template.json)

sundog-education.com
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CDK Hands-On

Amazon
Rekognition

save results

8 Upload image trigger

Client S3 Bucket AWS Lambda Amazon DynamoDB
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How can users access AWS ? ==

* To access AWS, you have three options:
« AWS Management Console (protected by password + MFA)
« AWS Command Line Interface (CLI): protected by access keys
 AWS Software Developer Kit (SDK) - for code: protected by access keys

* Access Keys are generated through the AWS Console
» Users manage their own access keys
* Access Keys are secret, just like a password. Don’t share them

* Access Key ID ~= username
» Secret Access Key ~= password

sundog-education.com . DataCumulus Sundog”
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Example (Fake) Access Keys

Access keys

Use access keys to make secure REST or HTTP Query protocol requests to AWS service APIls. For your protection, you should never share your secret keys with
anyone. As a best practice, we recommend frequent key rotation. Learn more

Create access key

Access key ID Created Last used Status

AKIASK4E37PV4TU3RD6C 2020-05-25 15:13 UTC+0100 N/A Active | Make inactive X

» Access key ID: AKIASK4E37PV4983d6C

» Secret Access Kea/: _
AZPN3zojWozWCndljhBOUNnh8239a1bzbzO5fqgkZq

- Remember: don’t share your access keys
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What's the AWS CLI?

A tool that enables you to interact with AWS services using
commands in your command-line shell

 Direct access to the public APIs of AWS services

* You can develop scripts to manage your resources
* It's open-source https://github.com/aws/aws-cli

* Alternative to using AWS Management Console

upload: ./myfile.txt to s3://ccp-mybucket/myfile.txt

s3 1s s3://ccp-mybucket
2021-05-14 03:22:52 @ myfile.txt

‘b DataCumulus / Sundog-
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What's the AWS SDK?

* AWS Software Development Kit (AWS SDK)
» Language-specific APls (set of libraries)

» Enables you to access and manage AWS
services programmatically

» Embedded within your application @ AWS SDK

* Supports

« SDKs (JavaScript, Python, PHP, .NET, Ruby, Java,
Go, Node.js, C++)

* Mobile SDKs (Android, iOS, ...)
 |oT Device SDKs (Embedded C, Arduino, ...)

« Example: AWS CLI is built on AWS SDK for
Python

Your Application

sundog-education.com . DataCumulus Sundog”
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What is CloudFormation

* CloudFormation is a declarative way of outlining your AWS
Infrastructure, for any resources (most of them are supported).

« For example, within a CloudFormation template, you say:
| want a security group
| want two EC2 instances using this security group
| want an S3 bucket
| want a load balancer (ELB) in front of these machines

* Then CloudFormation creates those for you, in the right order,
with the exact configuration that you specify
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Benefits of AWS CloudFormation (1/2)

* Infrastructure as code
* No resources are manually created, which is excellent for control
» Changes to the infrastructure are reviewed through code

e Cost

« Each resources within the stack is tagged with an identifier so you can
easily see how much a stack costs you

* You can estimate the costs of your resources using the CloudFormation
template

e Savings strategy: In Dev, you could automation deletion of templates at 5
PM and recreated at 8 AM, safely

sundog-education.com . DataCumulus Sundog”
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Benefits of AWS CloudFormation (2/2)

* Productivity
 Ability to destroy and re-create an infrastructure on the cloud on the fly
« Automated generation of Diagram for your templates!
 Declarative programming (no need to figure out ordering and orchestration)

* Don't re-invent the wheel
» Leverage existing templates on the web!
* Leverage the documentation

« Supports (almost) all AWS resources:
« Everything we’ll see in this course is supported
* You can use “custom resources” for resources that are not supported
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CloudFormation + Infrastructure
Composer

« Example: WordPress CloudFormation Stack +

CloudFormation Infrastructure
* \We can see all the resources Composer
* We can see the relations between the components

Standard Component

ALBListener
| B ALBListener
Standard Component Stand mp T
>
MySQLD tP b LaunchConfig e Standard Component
atabase o . . .
i - O veevrsenennene(y APPlicationLoadBalancer
B pBEC2SecurityGroup : B webserversecurityGroup
: B LaunchConfig : | B3 ApplicationLoadBalancer
B8 MysQLDatabase : B webs . ;
: ebServerGrou, P
' Standard Component
' 4
S T O ALBTargetGroup

| @ ALBTargetGroup

~—~—
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AWS CodeArtifact

« Software packages depend on each other to be built (also called
code dependencies), and new ones are created

« Storing and retrieving these dependencies is called artifact
management

* Traditionally you need to setup your own artifact management
system

 CodeArtifact is a secure, scalable, and cost-effective artifact
management for software development

* Works with common dependency management tools such as Maven,
Gradle, npm, yarn, twine, pip, and NuGet

* Developers and CodeBuild can then retrieve dependencies
straight from CodeArtifact
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AWS CodeArtifact

VPC
U , npm
: : : N TTTTTTToTmoToToomomosmomoooooog fetch [razesa —
| Public Artifact Repositories @) AWS CodeArtifact E (<P} |
! | Ve : - JavaScript
! o : | o :
1 | P Domain . AWS CodeBuild .
- MAm e NuGet iproxy| ! | L L &
; T e ]
! ) | | 1! RepositoryA || RepositoryB ! ! Python
| f‘:'tb(?” | Bt i e
1 ackage X > 1 ! [T
| we MVNagsosmoRY 1 S ¥ e NuGet @3
: ! N X R g
! ! ' packame 1 @ o B,
jL oTeBe D ) Package2 NET
publish/approve E i i i Maven @
e packages ! E o 7 n!
“ P ! Java
IT Leader
e .DataCumqus /Q:I:g”
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CodeArtifact — EventBridge Integration

invoke Lambda

Function

A4

Event is created when a Package

version is created, modified, or deleted

activate Step Functions

State Machine

\ 4

SNS

\ 4

@ events = @ message

CodeArtifact EventBridge

message

CodePipeline
Rebuild & Redeploy

an Application
with the latest
security fixes

start

</>

CodeBuild  CodeDeploy
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CodeArtifact — Resource Policy

"Version": "2012-10-17",

 Can be used to authorize another ‘Statenent”: |
account to access CodeArtifact et ALl

"Action": [

¢ A g|Ven prInC|pa| Can elther read a” the "codeartifact:DescribePackageVersion",
I 1 "codeartifact:DescribeRepository",
aCkageS In a repOSItory Or none Of "codeartifact:GetPackageVersionReadme",
hem "codeartifact:GetRepositoryEndpoint",
"codeartifact:ListPackages",
"codeartifact:ListPackageVersions",

"codeartifact:ListPackageVersionAssets",
"codeartifact:ListPackageVersionDependencies",

a\W;j Account B % Account A "codeartifact:ReadFromRepository"
1,
(222333344555) (123456789012) “principal: {
"AWS": [
"arn:aws:iam::123456789012:root",
read packages |/@ "arn:aws:iam::222333344555:user/bob"
> ]
8 ) .
"Resource": "x"
IAM User CodeArtifact '
(bob) .
Repository ] ) )
¥ Repository Resource Policy
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Other Services You Should
Know: Machine Learning
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Amazon Augmented Al (A2l)

« Human oversight of Machine Learning predictions in production

« Can be your own employees, over 500,000 contractors from AWS, or AWS Mechanical
Turk

« Some vendors are pre-screened for confidentiality requirements

* The ML model can be built on AWS or elsewhere (SageMaker, Rekognition...)
are returned immediately to

@ @ the client application

|
|
|
|
|
|
|
|
|
|
Input Data An AWS Al service Amazon | (——
|
|
|
|
|
|
|
|
|
|
|

High-confidence predictions

»
»

or custom MI.. model Augmented Al = .Client Application
makes prediction ,% .Y — reviewed data can be added
g(_)\- to the training dataset

Low-confidence predictions to improve ML models

are sent for human review

Reviews are consolidated
using weighted scores

3 (stored in Amazon S3) : —~——_
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Amazon Kendra

» Fully managed document search service powered by Machine Learning

. EK[(Sact ?nswers from within a document (text, pdf, HTML, PowerPoint, MS Word,
S...

« Natural language search capabilities

» Learn from user interactions/feedback to promote preferred results (Incremental
Learning)

 Ability to manually fine-tune search results (importance of data, freshness, custom, ...)

----------------------------------------- E

Where is the IT support desk?

1st floor &

Data Sources

EE & o

. Amazon S3 Amazon RDS Google Drive MS SharePoint |

indexing

i Knowledge Index i >
: 39 part | dbyML) ! User
salesforce servicenow party, | (powere y ) |
APNs, | !
MS OneDrive Custom . Amazon Kendra !
S
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Amazon Lex

 Build chatbots quickly for your
applications using voice and text

« Example: a chatbot that allows your B
ﬁu?tcl)mers to order pizzas or book a —
ote

* Supports multiple languages st oo ekt

* Integration with AWS Lambda, A o
Connect, Comprehend, Kendra et e e o e

* The bot automatically understands
the user intent to invoke the correct
Lambda function to “fulfill the intent”

» The bot will ask for "Slots” (input
parameters) if necessary

I'd like to book a hotel.

November 30th.

Yes

Thank you. Your reservation went through successfully.

Booking System

=
VAN

sundog-education.com .DataCumulus ‘Sundog”
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Amazon Rekognition

* Find objects, people, text, scenes in images and videos using ML

 Facial analysis and facial search to do user verification, people
counting

» Create a database of “familiar faces” or compare against celebrities

« Use cases:
 Labeling
« Content Moderation
Text Detection

Face Detection and Analysis (gender, age range, emaotions...)
Face Search and Verification

Celebrity Recognition

Pathing (ex: for sports game analysis)
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Amazon Rekognition — Custom Labels

Examples: find your Io%o in social media posts, identify your products on stores
shelves (National Football League — NFL — uses it to find their logo in pictures)

Label your training images and upload them to Amazon Rekognition

Only needs a few hundred images or less

Amazon Rekognition creates a custom model on your images set

New subsequent images will be categorized the custom way you have defined

store @ training
fo H >

A

A

Custom classification

Labeled Images Amazon S3 Amazon Rekognition User
Custom Labels

sundog-education.com . DataCumulus
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Amazon Rekognition — Content
Moderation

» Automatically detect inappropriate,
unwanted, or offensive content

« Example: filter out harmful images in [

Input for moderation

>

social media, broadcast media,
advertising...

« Bring down human review to 1-5% of total W
AN

content volume

* Integrated with Amazon Augmented Al
(Amazon A2l) for human review Labeled Images

Custom Moderation Adaptors

» Extends Rekognition capabilities by
providing your own labeled set of images

N \ Rekognition Custom

training Moderation Adaptor

1-5% optional
Human review

« Enhances the accuracy of Content Moderation pass/fail
Moderation or create a specific use case of
Moderation

Amazon
Augmented Al
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Content Moderation API — Diagram

review image
DetectModerationLabels API

Generate an image for ...
/ \ Image

) Labels...
User @ Chatbot Amazon
(Your Application) Rekognition
@ Labels
Pass
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Amazon Textract &7

« Automatically extracts text, handwriting, and data from any scanned
documents using Al and ML

DRIVER LICENIE “Document ID”: “123456789-005",
e u n, un
ID: 123 56789 005 - analyze reSUIt ”Nar?e” ’ ”
SEX”: “F”,

A=

g IllI|!IIIIII!IIIIIIIIIIIIIIIII||II|l|IIIIMIIIIIIIIIIIII

“DOB”: “23.05.1997”,

CLASS

Amazon Textract

e Extract data from forms and tables

* Read and process any type of document (PDFs, images, ...)

» Use cases:
« Financial Services (e.g., invoices, financial reports)
« Healthcare (e.g., medical records, insurance claims)
« Public Sector (e.g., tax forms, ID documents, passports)
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Amazon Transcribe

« Automatically convert speech to text

» Uses a deep learning process called automatic speech recognition (ASR) to
convert speech to text quickly and accurately

- Automatically remove Personally Identifiable Information (PIl) using
Redaction

« Supports Automatic Language ldentification for multi-lingual audio

» Use cases:
 transcribe customer service calls
« automate closed captioning and subtitling
» generate metadata for media assets to create a fully searchable archive

., “Hello my name is Stéphane.
| hope you’re enjoying the course!
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Amazon Transcribe — Improving Accuracy

* Allows Transcribe to capture domain-specific or non- Speech
standard terms (e.g., technical words, acronyms, “We can use AWS Microservices ..”
jargon...) ”“m“m

« Custom Vocabularies (for words)

- . ‘o Custom
+ Add specific words, phrases, domain-specific terms Vocabularies

» Good for brand names, acronyms...

* Increase recognition of a new word by providing hints (such as
pronunciation..)

Custom

« Custom Language Models (for context) La"guage/v
« Train Transcribe model on your own domain-specific text data Transcribe
» Good for transcribing large volumes of domain-specific speech
* Learn the context associated with a given word
* Note: use both for the highest transcription accuracy pefore
“.AUSA s e

My Crow services ... Microservices ... ”
DataCumulus / Sundog-
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Transcribe — Toxicity Detection

ML-powered, voice-based toxicity detection capability
Leverages speech cues: tone and pitch, and text-based cues
. TOXICIty categories: sexual harassment, hate speech, threat, abuse, profanity, insult, and

graphic....

Transcription preview

You can see the first 5,000 characters of the transcription text below. To download the full text, choose Download full transcript.

Text Audio identification Subtitles Toxicity

Toxicity score  ==0.0to 0.4
Higher score means higher toxicity.

(1041008 [08t01.0 Info

oo s 9 ————————— AT
B e e e
regibbSn.

sundog-education.com
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Filters info Reset
Filter out toxic content by
increasing threshold values below.

Toxicity Score 0 1
([ —

Profanity 0 1
(—— )

Hate speech 0 1

OO0

Sexual ] 1
(e |

Insults ] 1

Toxicity Categories
Profanity: Speech that contains words, phrases, or acronyms that are impolite, vulgar, or offensive.

Hate speech: Speech that criticizes, insults, denounces, or dehumanizes a person or group on the basis
of an identity (such as race, ethnicity, gender, religion, sexual orientation, ability, and national origin).

Sexual: Speech that indicates sexual interest, activity, or arousal using direct or indirect references to
body parts, physical traits, or sex.

Insults: Speech that includes demeaning, humiliating, mocking, insulting, or belittling language. This
type of language is also labeled as bullying.

Violence or threat: Speech that includes threats seeking to inflict pain, injury, or hostility toward a
person or group.

Graphic: Speech that uses visually descriptive and unpleasantly vivid imagery. This type of language is
often intentionally verbose to amplify a recipient's discomfort.

Harassment or abusive: Speech intended to affect the psychological well-being of the recipient,

including demeaning and objectifying terms.
.DataCumqus Sundog
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Other Services You Should
Know: Management and
Governance
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AWS Auto Scaling Q¢

\%

« Backbone service of auto scaling for scalable resources in AWS:

 Amazon EC2 Auto Scaling groups: Launch or terminate EC2
iInstances

« Amazon EC2 Spot Fleet requests: Launch or terminate instances
from a Spot Fleet request, or automatically replace instances that get
interrupted for price or capacity reasons.

- Amazon ECS: Adjust the ECS service desired count up or down

. Agazon DynamoDB (table or global secondary index): WCU &
RCU

 Amazon Aurora: Dynamic Read Replicas Auto Scaling

sundog-education.com . DataCumulus Sundog”
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AWS Auto Scaling — Scaling Plans

 Dynamic scaling: creates a target

tracking SC8|Ing pOIICy Without dynamic scaling With dynamic scaling
» Optimize for availability => 40% of resource
utilization -
« Balance availability and cost => 50% of
resource utilization B - - - - @

« Optimize for cost => 70% of resource o tem e spm mem e e e b sem
Utlllzatlon == Utilization [l Capacity

« Custom => choose own metric and target
value

» Options: Disable scale-in, cooldown period,
warmup time (for ASG) Analyze historical load Generate forecast schedule scaling actions

M » M >
- Predictive scaling: continuously forecast R
load and schedule scaling ahead 1w e an i e an ans 4o
= lLoad [ Capacity

https://docs.aws.amazon.com/autoscaling/plans/us '|de/Hd\K/7|’o—works.htmI
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AWS Cost Anomaly Detection

Contiguously monitor your cost and usage using ML to detect unusual
spends

It learns your unique, historic spend patterns to detect one-time cost spike and/or
continuous cost increases (you don’t need to define thresholds)

Monitor AWS services, member accounts, cost allocation tags, or cost categories
Sends you the anomaly detection report with root-cause analysis
Get notified with individual alerts or daily/weekly summary (using SNS)

A
Dete:ction Identify unusual spend at Receive alerts when Analyze the root cause
reduce cogt surprises the granularity level unusual spend is detected behind the anomaly and
with Machine Learning that you specify the impact on your costs

:
AWS Cost, Anomaly Create Cost Monitor Get Alerted Analyze Root Cause !
:
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Cost Explorer

* Visualize, understand, and manage your AWS costs and usage
over time

 Create custom reports that analyze cost and usage data.

* Analyze your data at a high level: total costs and usage across all
accounts

* Or Monthly, hourly, resource level granularity
« Choose an optimal Savings Plan (to lower prices on your bill)
* Forecast usage up to 18 months based on previous usage

sundog-education.com . DataCumulus Sundog”
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Cost Explorer — Monthly Cost by AW
Service

@ Monthly costs by service a FILTERS CLEAR ALL
Last 6 Months v  Monthly v lis: Stack v Service Include only ~
o

Group by: Service Linked Account Region UsageType Tag~ APl Operation Availability Zone More ~
Linked Account

Costs ($ in thousands)

1.4 Region
1.2 - . Instance Type
1.0 - - - - Usage Type
0.8 Usage Type Group
0.6 Tag
0.4 .

API Operation
0.2

Charge Type
0.0

Oct 2018 Nov 2018 Dec 2018 Jan 2019 Feb 2019 Mar 2019 More filters ~
[l t2.micro [l c4.2xlarge [l m3.large m4.large [llc4.large [l Others
a ADVANCED OPTIONS (i}
Download CSV Show costs as @
Unblended costs v

Instance Type Oct 1, 2018 Nov 1, 2018 Dec 1, 2018 Jan 1, 2019

Include costs related to
Total cost ($) 1,312.71 1,328.54 1,125.99 1,129.65 [ Show only untagged resources
t2.micro ($) 486.75 475.89 405.63 409.27
c4.2xlarge ($) 296.11 286.56 296.11 296.11

S
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Cost Explorer— Hour Resource Level

Services v Resource Groups v * n Admin/rosachae-Isengard @ 5.. v  Global ¥  Support ~
@ AWS Cost Management > Cost Explorer: Cost & Usage i, Settings @~
A m
Reports~ | @ Newreport
] Oct 25, 2019 - Oct 27, 2019 v Hourly v @ lis: Stack v - FILTERS CLEAR ALL
) ) ) Service
’ GI‘OUP by: Service Linked Account Fh’.'g ion Instance Typa Usaga Type Tag ot More *
Linked Account
i Costs ()
=— o
o= Region
® 200 Instance Type
150 Usage Type
Usage Type Group
100

Resource &

H“HHH .

R API Operation
Oct-25* QOct-26" Oct-27*
More filters ~
-0 o i-of i-06 Il Others a ADVANCED OPTIONS o
Show costs as @
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Cost Explorer — Savings Plan
Alternative to Reserved Instances

Recommendation options

Savings Plans type Savings Plans term Payment option Based on the past
@ Compute O 1-year @ All upfront O 7days
O EC2 Instance @© 3-year O Partial upfront O 30 days

O No upfront @® 60 days

Recommendation: Purchase a Compute Savings Plan at a commitment of $2.40/hour

You could save an $1,173 y by p! g the Comp! gs Plan.

Based on your past 60 days of usage, we recommend purchasing a Savings Plan with a commitment of $2.40/hour for a 3-year term. With
this commitment, we project that you could save an average of $1.61/hour - representing a 40% savings compared to On-Demand. To
account for variable usage pattemns, this recommendation maximizes your savings by leaving an average $0.04/hour of On-Demand

spend
Before recommended purchase After recommended purchase (based on your past 60 days of usage)
Monthly On-Demand spend @ Estimated monthly spend @ Estimated monthly savings @
$2,955 ($4.05/hour) $1,782 ($2.44/hour) $1,173 ($1.61/hour)
Based on your On-Demand spend over the Your recommended $2 40/hour Savings Plans 40% monthly savings over On-Demand
past 60 days commitment + an average $0.04/hour of On- $2,955-$1,782=$1,173
Demand spend

This recommendation examines your usage over the past 60 days (including your existing Savings Pians and EC2 Reserved Instances) and calculates what your
costs would have been had you purchased the recommended Savings Plans. See applicable rates for Savings Plans here. To generate this recommendation,
AWS simulates your bill for different amounts and the amount that provides the greatest estimated savings. Leam more

Recommended Compute Savings Plans Download CSV

% Term Payment option Recommended Estimated hourly savings
commitment :
M 3-year All upfront $2.40/hour $1.61 (40%)

sundog-education.com . DataCumulus Sundog-
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Cost Explorer — Forecast Usage

Group by: None Service Linked Account Region Instance Type Usage Type Tag~ APl Operation Availability Zone More «

Costs ($ in thousands)

25 : :
Jul 2019
B Costs mean estimate $1,368.57 :
2.0 | 0% Confidence: $1,216.50 - $1,520.64
- Usage mean estimate: 11,167.05 Hrs
80% Confidence: 10,349.27 Hrs - 11,984.84 Hrs

1.5

1.0

0.5

0.0

Usage (Hrs in thousands)

20
A0 T T ™
Jan 2019 Feb 2019 Mar 2019 Apr 2019 May 2019 Jun 2019 Jul 2019+ Aug 2019* Sep 2019* Oct 2019*
Il Costs [ |Forecast — 80% Confidence
P Usage [ _|Forecast —— 80% Confidence

S
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Amazon Managed Grafana

e Grafanais a popular open-source
platform used to monitor, visualize, and
alert on metrics and logs.

* Integrated with IAM ldentity Center
(formerly AWS SSO) and/or SAML for
user management and permissions

* Compatible with Grafana plugins and
alerts

* Fully managed, scales automatically

* Encrypted at rest and in transit, can use
KMS.

1' ataCumulus /~ Sundog-



Amazon Managed Grafana

* Integrated with many AWS data sources
« CloudWatch, OpenSearch, Timestream, Athena, Redshift, X-Ray
 Amazon Managed Service for Prometheus (AMP)

 Also with everything else Grafana integrates with
« GitHub, Google, Azure, MySQL, Redis, JSON, OpenTelemetry, much more.

Data Sources / CloudWatch

i Settings 88 Dashboards

88 AWS Lambda

88 Amazon CloudWatch Logs
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AWS Systems Manager (SSM) (‘\@

* Helps you manage your EC2 and On-Premises systems at scale
* Another Hybrid AWS service

» Get operational insights about the state of your infrastructure
 Suite of 10+ products

* Most important features are:
« Patching automation for enhanced compliance
 Run commands across an entire fleet of servers
« Store parameter configuration with the SSM Parameter Store

* Works for Linux, Windows, MacOS, and Raspberry Pi OS
(Raspbian)

sundog-education.com
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How Systems Manager works

 We need to install the SSM
agent onto the systems we
control

* Installed by default on
Amazon Linux AMI & some
Ubuntu AMI

* |[f an instance can’t be
controlled with SSM, it’s

shagent

* Thanks to the SSM agent, we
can run commands, patch
& configure our servers

EC2 Instance EC2 Instance On Premise VM

sundog-education.com . DataCumulus Sundog”
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Systems Manager — SSM Session
Manager

* Allows you to start a secure shell on your EC2
and on-premises servers

Execute

* No SSH access, bastion hosts, or SSH commands

keys needed
* No port 22 needed (better security)
« Supports Linux, macOS, and Windows

« Send session log data to S3 or CloudWatch
Logs

sundog-education.com . DataCumulus
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Systems Manager
Parameter Store

Applications
E
pIa?intex'F enc.rypte_d
« Secure storage for configuration and secrets configuration | | configuration

* APl Keys, passwords, configurations...
Systems Manager
 Serverless, scalable, durable, easy SDK Parameter Store ‘ E@,
» Control access permissions using IAM
. . . . Encryption
 Version tracking & encryption (optional) (optional)

AWS KMS
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Other Services You Should
Know: Migration and Data
Transfer
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AWS DataSync

* Move large amount of data to and from

* On-premises / other cloud to AWS (NFS, SMB, HDFS, S3 API...) —
needs agent

« AWS to AWS (different storage services) — no agent needed

« Can synchronize to:

« Amazon S3 (any storage classes — including Glacier)
 Amazon EFS

 Amazon FSx (Windows, Lustre, NetApp, OpenZFS...)
* Replication tasks can be scheduled hourly, daily, weekly

. gil\l/leBpe;missions and metadata are preserved (NFS POSIX,

* One agent task can use 10 Gbps, can setup a bandwidth limit
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AWS DataSync
NFS / SMB to AWS (S3, EFS, FSx...)

On-Premises

AWS Storage Resources

5 © O

e NFS or SMB TLS S3 Standard S3 Intelligent- S3 Standard-IA
—_ > —_— Tiering
E@ Eae E»xsae
NFS or SMB AWS DataSync
Agent Zone-IA Deep Archive
Server 5 DataSync
e\

FSGo

AWS Snowcone
(agent pre-installed)

AWS EFS Amazon FSx

! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
1 1
! 1
! 1
! 1
AWS : S3 One S3 Glacier S3 Glacier |
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
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AWS DataSync
Transfer between AWS storage services

Amazon S3 ! Amazon S3
ZDN :< =i ZDN

Amazon EFS Amazon EFS

AWS DataSync

i copy data and metadata E
| between AWS Storage Services |
FSa 5 ; FSG

Amazon FSx Amazon FSx
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AWS Transfer Family 0

* A fully-managed service for file transfers into and out of Amazon S3 or
Amazon EFS using the FTP protocol

» Supported Protocols
 AWS Transfer for FTP (File Transfer Protocol (FTP))
 AWS Transfer for FTPS (File Transfer Protocol over SSL (FTPS))
 AWS Transfer for SFTP (Secure File Transfer Protocol (SFTP))

 Managed infrastructure, Scalable, Reliable, Highly Available (multi-AZ)
« Pay per provisioned endpoint per hour + data transfers in GB
« Store and manage users’ credentials within the service

* Integrate with existing authentication systems (Microsoft Active Directory,
LDAP, Okta, Amazon Cognito, custom)

« Usage: sharing files, public datasets, CRM, ERP, ...
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AWS Transfer Family

authenticate Ir{iﬁ
) g SFTP

MS Active Directory
LDAP A:

: If o-)))

AWS Transfer for SFTP

AWS Transfer for FTPS i

Amazon S3
2

IAM Role

\4

88%

Users Route 53 i IE{E

(FTP client) (optional) AWS Transfer for FTP
(only within VPC)

Amazon EFS

AWS Transfer Family

________________________________
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Other Services You Should
Know: Networking and
Content Delivery
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Amazon CloudFront

« Content Delivery Network (CDN)

* Improves read performance,
content is cached at the edge

* Improves users experience

* Hundreds of Points of Presence
globally (edge locations, caches)

 DDoS protection (because
worldwide), integration with

Sh|e|d, AWS Web Application Source: https://aws.amazon.com/cloudfront/features/?nc=sn&loc=2
Firewall
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CloudFront — Origins

* S3 bucket
 For distributing files and caching them at the edge
 For uploading files to S3 through CloudFront
« Secured using Origin Access Control (OAC)

* VPC Origin
* For applications hosted in VPC private subnets
 Application Load Balancer / Network Load Balancer / EC2 Instances

* Custom Origin (HTTP)

« S3 website (must first enable the bucket as a static S3 website)
« Any public HTTP backend you want
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CloudFront at a high level

GET /beach.jpg?size=300x300 HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Host: www.example.com

Accept-Encoding: gzip, deflate

Origin

M v Forward Request
to your Origin
C—=
Client CloudFront Edge Location or
:]I —| HTTP
CACHE
Local Cache

sundog-education.com
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CloudFront — S3 as an Origin

T
Public www >’D\ Private AWS LN &

Ed ge Private AWS Ed ge
Los Angeles Mumbai

Doi?g

Private AWS Private AWS

Origin (S3 bucket)
Public www >/D\

L 0AC /EI\<
Edge

Edge
Sao Paulo Melbourne

Origin Access Control
+ S3 bucket policy
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CloudFront vs S3 Cross Region

Replication

 CloudFront:
* Global Edge network
 Files are cached for a TTL (maybe a day)
» Great for static content that must be available everywhere

« S3 Cross Region Replication:
* Must be setup for each region you want replication to happen
 Files are updated in near real-time
* Read only

« Great for dynamic content that needs to be available at low-
latency in few regions
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What is load balancing? Oé

* Load balancers are servers that forward internet traffic to
multiple servers (EC2 Instances) downstream.

Load Balancer TTTITT

Userl
User2 ]

User3 -« .

/1

sundog-education.com . DataCumulus
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Why use a load balancer?

» Spread load across multiple downstream instances

* Expose a single point of access (DNS) to your application
« Seamlessly handle failures of downstream instances

* Do regular health checks to your instances

* Provide SSL termination (HTTPS) for your websites
 High availability across zones

sundog-education.com . DataCumulus Sundog”
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Why use an Elastic Load Balancer?

* An ELB (Elastic Load Balancer) is a managed load balancer
« AWS guarantees that it will be working
« AWS takes care of upgrades, maintenance, high availability
« AWS provides only a few configuration knobs

* |t costs less to setup your own load balancer but it will be a lot
more effort on your end (maintenance, integrations)

4 kinds of load balancers offered by AWS:
» Application Load Balancer (HTTP / HTTPS only) — Layer 7

* Network Load Balancer (ultra-high performance, allows for TCP) —
Layer 4

« Gateway Load Balancer — Layer 3
 Classic Load Balancer (retired in 2023) — Layer 4 & 7

sundog-education.com . DataCumulus Sundog”
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Application Load
B er

« HTTP / HTTPS / gRPC
protocols (Layer 7)

« HTTP Routing features
 Static DNS (URL)

HTTP /HTTPS 4
RPC
B @)

Network Load

« TCP / UDP protocols
(Layer 4)

. Hlﬁh Performance:
|ons of request per
seconds

 Static IP through Elastic IP

TCP/UDP
8&(5—> D:‘)E

Gateway Load

e GENEVE Protocol on

IP Packets (Layer 3)

 Route Traffic to Firewalls that

you manage on EC2 Instances

* Intrusion detection

GWLB

‘ é
Users Application
(source) trafflc trafflc (destination)

E @ - 31 Party Security
] - Virtual Appliances
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AWS Global Accelerator

 Leverage the AWS internal
network to route to your
application

« 2 Anycast IP are created for
your application

* The Anycast IP send traffic
directly to Edge Locations

* The Edge locations send the
traffic to your application

sundog-education.com
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AWS Global Accelerator

* Works with Elastic IP, EC2 instances, ALB, NLB, public or private

 Consistent Performance

* Intelligent routing to lowest latency and fast regional failover
« No issue with client cache (because the IP doesn’t change)
* Internal AWS network

 Health Checks

« Global Accelerator performs a health check of your applications
» Helps make your application global (failover less than 1 minute for unhealthy)
« Great for disaster recovery (thanks to the health checks)

« Security

* only 2 external IP need to be whitelisted
* DDoS protection thanks to AWS Shield

sundog-education.com
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AWS Global Accelerator vs CloudFront

They both use the AWS global network and its edge locations around the world
Both services integrate with AWS Shield for DDoS protection.

CloudFront
» Improves performance for both cacheable content (such as images and videos)
« Dynamic content (such as API acceleration and dynamic site delivery)
« Content is served at the edge

Global Accelerator
» Improves performance for a wide range of applications over TCP or UDP
* Proxying packets at the edge to applications running in one or more AWS Regions.
» Good fit for non-HT TP use cases, such as gaming (UDP), loT (MQTT), or Voice over IP
» Good for HTTP use cases that require static IP addresses
* Good for HTTP use cases that required deterministic, fast regional failover
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Amazon Route 53

A highly available, scalable, fully example.com?
managed and Authoritative DNS

» Authoritative = the customer (you) —=" 54.22.33.44
can update the DNS records Client

 Route 53 is also a Domain
Registrar

* Ability to check the health of your \

> Amazon
Route 53

AWS Cloud
resources

* The only AWS service which 1F  publicip
provides 100% availability SLA L b 54223304

- Why Route 537 53 is a reference =C2 Instance
to the traditional DNS port
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Route 53 — Records

* How you want to route traffic for a domain

« Each record contains:
 Domain/subdomain Name — e.g., example.com
* Record Type — e.g., Aor AAAA
* Value — e.g., 12.34.56.78
* Routing Policy — how Route 53 responds to queries
« TTL — amount of time the record cached at DNS Resolvers

* Route 53 supports the following DNS record types:

« (must know) A/ AAAA/ CNAME / NS
« (advanced) CAA/ DS /MX/NAPTR /PTR/SOA/TXT / SPF / SRV

.DataCumqus Sundog-
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Route 53 — Record Types

A — maps a hostname to IPv4
« AAAA — maps a hostname to IPv6

« CNAME — maps a hostname to another hosthame
* The target is a domain name which must have an A or AAAA record

« Can’t create a CNAME record for the top node of a DNS namespace
(Zone Apex)

« Example: you can’t create for example.com, but you can create for
www.example.com

* NS — Name Servers for the Hosted Zone
» Control how traffic is routed for a domain
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Route 53 — Hosted Zones @

* A container for records that define how to route traffic to a
domain and its subdomains

* Public Hosted Zones — contains records that specify how to
route traffic on the Internet (public domain names)
application1.mypublicdomain.com

 Private Hosted Zones — contain records that specify how you
route traffic within one or more VPCs (private domain names)

application1.company.internal

* You pay $0.50 per month per hosted zone
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Route 53 — Public vs. Private Hosted
Zones

Public Hosted Zone Private Hosted Zone
example.com? D S ?
Cli t‘ 24.22.33.44 . Private}oéd one
€N Public Hosted Zone 4
|| Anaaon)
2|3 DB Instance
€ —
VPC = (db.example.internal)
%' (Private IP)
S3 Bucket  Amazon | EC2 Instance Application EC2 Instance EC2 Instance
CloudFront (Public IP) Load Balancer (webapp.example.internal) (api.example.internal)
(Private IP) (Private IP)

.
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Other Services You
Should Know: Storage




What's an EBS Volume?

 An EBS (Elastic Block Store) Volume is a network drive you can
attach to your instances while they run

* It allows your instances to persist data, even after their termination

* They can only be mounted to one instance at a time (at the CCP
level)

* They are bound to a specific availability zone

* Analogy: Think of them as a “network USB stick”
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EBS Volume

* [t's a network drive (i.e. not a physical drive)

* |t uses the network to communicate the instance, which means there might be
a bit of latency

* It can be detached from an EC2 instance and attached to another one quickly

* It's locked to an Availability Zone (AZ)

« An EBS Volume in us-east-1a cannot be attached to us-east-1b
* To move a volume across, you first need to snapshot it

« Have a provisioned capacity (size in GBs, and IOPS)
* You get billed for all the provisioned capacity
* You can increase the capacity of the drive over time
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EBS Volume - Example

/ US-EAST-1A \ / US-EAST-1B \

EBS EBS EBS EBS EBS

(10 GB) (100 GB) (50 GB) (50 GB) (10 GB)
\ / \ unattached /
sundog-education.com . DataCumulus @w
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EBS — Delete on Termination attribute

0N . 7\ T\ . o 0N N T\ Throughput Delete on . n
Vol T W D ) hot (i) B) (i) Vol T ) IOPS (i) ~ T o E t W
'olume Type (i evice (i Snapshot (i Size (GiB) (i 'olume Type (i OPS (i (MB/s) (i) b © cryption (i
Root /dev/xvda snap-09f18f682fd23a1b1 [General Purpose SSD (gp2) v] 100/3000 N/A N@t Encrypted =
I EBS VI I/dev/sdb v] ISearch (case—insensit] IB I [General Purpose SSD (gp2) v] 100/3000 N/A O N@t Encrypted = (%]

Add New Volume

« Controls the EBS behaviour when an EC2 instance terminates
« By default, the root EBS volume is deleted (attribute enabled)
« By default, any other attached EBS volume is not deleted (attribute disabled)

 This can be controlled by the AWS console / AWS CLI
* Use case: preserve root volume when instance is terminated
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Amazon EFS — Elastic File System

. II\E/I(a:Saged NFS (network file system) that can be mounted on many

 EFS works with EC2 instances in multi-AZ
* Highly avallable scalable, expensive (3x gp2), pay per use

us-east-1a E E us-east-1b : E us-east-1c
E EC2 Instances i i EC2 Instances i i EC2 Instances i
s e I |
?u SRR ?u |
Security Group

K A

@ EFS FileSystem

"4 N
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Amazon EFS — Elastic File System

« Use cases: content management, web serving, data sharing,
Wordpress

* Uses NFSv4.1 protocol

« Uses security group to control access to EFS

« Compatible with Linux based AMI (not Windows)
* Encryption at rest using KMS

« POSIX file system (~Linux) that has a standard file API
* File system scales automatically, pay-per-use, no capacity planning!
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EFS — Performance & Storage Classes

 EFS Scale
* 1000s of concurrent NFS clients, 10 GB+ /s throughput
» Grow to Petabyte-scale network file system, automatically

* Performance Mode (set at EFS creation time)
» General Purpose (default) — latency-sensitive use cases (web server, CMS, etc...)
« Max /O — higher latency, throughput, highly parallel (big data, media processing)

 Throughput Mode
« Bursting -1 TB = 50MiB/s + burst of up to 100MiB/s
* Provisioned — set your throughput regardless of storage size, ex: 1 GiB/s for 1 TB
storage
« Elastic — automatically scales throughput up or down based on your workloads
» Up to 3GiB/s for reads and 1GiB/s for writes
» Used for unpredictable workloads
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EFS — Storage Classes

» Storage Tiers (lifecycle management
feature — move file after N days)
« Standard: for frequently accessed files

 Infrequent access (EFS-IA): cost to retrieve files,
lower price to store.

» Archive: rarely accessed data (few times each
year), 50% chéaper

« Implement lifecycle policies to move files between
storage tiers

 Availability and durability
« Standard: Multi-AZ, great for prod

* One Zone: One AZ Preat for dev, backup enabled
by default, compatible with 1A (EFS One Zone-IA)

* Over 90% in cost savings
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EBS vs EFS — Elastic Block Storage

« EBS volumes... TGt | prmmmmmmmmmmeoneee- ,
- one instance (except multi-attach io1/io2) o fellvener 4 Aeiines
 are locked at the Availability Zone (AZ) level '
* gp2: 10 increases if the disk size increases

* gp3 & io1: can increase IO independently 1T

* To migrate an EBS volume across AZ , |
« Take a snapshot | —
« Restore the snapshot to another AZ | — !

« EBS backups use 10 and you shouldn’t run | o
tr}gtmf\f/yhlle your application is handling a lot o e - A
of traffic

 Root EBS Volumes of instances get
terminated by default if the EC2 Rstance snapshot. =
gets terminated. (you can disable that) - @ --------------

EBS Snapshot
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EBS vs EFS — Elastic File System

* Mounting 100s of instances across AZ
* EFS share website files (WordPress) B I B
» Only for Linux Instances (POSIX) ' L - L
« EFS has a higher price point than EBS I I
- Can leverage Storage Tiers for cost @ L (=
SaVingS Mount 4 Mount 4
Terget | Termet |
* Remember: EFS vs EBS vs Instance 43
Store . ﬁi—
EFS ——
sundog-education.com .DataCumulus /g;;\og”

datacumulus.com Education

© 2026 All Rights Reserved Worldwide




Making GenAl
Architectural Decisions




Production systems are more than

just Bedrock

sundog-education.com

datacumulus.com

EIWVEY AWS Cloud
>

Region @
! -

- (10

() s

~=N

A?mﬂ”' AWS Lambda
AWSWAF V2 l\yebSacket eway
WebACL c se
endpoint
on WebSocket VPC to VPC
l connection NAT

88%

Business
users

Web app (UI)

D e ~O%@

validates JWT Token
Client issued by Amazon
Cognito)

Gateway  FIFO Queue LangChain

Amazon APl Amazon SQS  AWS Lambda ‘

Availability Zone 2

Private subnet

Elastic
network

) Policy Store for
° authenticated users
—>

Amazon Cognito

1

1

1

:

1
Public subnet :
Pl

2@
z N

Public subnet

Private subnet

Elastic network
interface

Amazon DynamoDB
Configuration Store

Amazon CloudWatch
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Source: “Generative Al Application Builder on AWS”
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https://docs.aws.amazon.com/solutions/latest/generative-ai-application-builder-on-aws/architecture-overview.html

Choosing a Vector Store

Option

OpenSearch Service (managed
cluster)

OpenSearch Serverless

Amazon Kendra

Aurora PostgreSQL + pgvector

Neptune Analytics

Amazon S3 Vectors

sundog-education.com
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Best fit

Custom RAG at
scale where you
want control

Spiky/variable
query traffic;
low-ops

Enterprise
document
search with
permissions

HRAG +
relational data”
in one system

“RAG + graph
relationships”
and hybrid
reasoning

Massive-scale,
cost-optimized
vector storage

(especially for

S3 data)

. Cost
Why you’d choose it profile
Mature search features + strong $$-5$$
control over performance tuning, (always-on)
index settings, networking g
Don’t manage clusters; good ?u_s$a$ e-
default for “serverless RAG” base%)

Built for enterprise content +
document-level ACL enforcement $$$
(huge if

SharePoint/Confluence/Box)

You already have relational +
metadata filters + transactions; add

vector similarity in the same DB on size/HA)
Best when relationships matter
(fraud rings, supply chain, IAM $5-55%

graphs) + vector search inside
traversals

Purpose-built vector store in S3;
claims big cost reduction + simple
“no infra” operations, but potentially driven)
high latency

$$ (depends

$ (very cost-

Ops

burden

Medium

Low

Very low

Medium

Medium

Very low

Security & compliance

VPC patterns, fine-grained access
controls (varies by config)

IAM-centric patterns; fewer knobs
than provisioned

Strong enterprise security posture

Strong compliance story + DB
governance; works in GovCloud per
AWS

Good for regulated industries; graph
governance patterns

Inherits S3 durability/availability
model; IAM-based access patterns

. DataCumulus /Q‘I‘;:g”

Key limitations /
gotchas

You pay for provisioned
capacity; tuning matters

Less tuning control;
performance predictability
can vary

Less “vector-db tinkering”;
cost can be high for large
corp deployments

Needs pgvector enabled +
correct version; scaling and
ANN tuning are your job

It's an analytics engine;
vector loading has
constraints (e.g., not from
Neptune DB snapshots)

Metadata / filtering limits
(e.g., per-vector metadata
limits when used w/ Bedrock
KB) — Can be very slow

Education



Choosing a Vector Store

If the question mentions...

» SharePoint / Confluence / document permissions / “must respect
existing ACLs” — Kendra

» Graph relationships ("who knows who”, fraud rings, lineage,
dependency graphs) — Neptune Analytics

 Already on Postgres + need joins/transactions + vector search —
Aurora + pgvector

* Huge vector corpus + cost pressure + vectors mostly tied to S3
objects — S3 Vectors

* Need full search platform + lots of tuning control — OpenSearch
managed

« Unpredictable traffic + “minimize ops” — OpenSearch Serverless

sundog-education.com . DataCumulus Sundog”
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Choosing a Vector Store

Cost-first: S3 Vectors (massive corpora, infrequent queries)

Permissions-first: Kendra

Relationship-first: Neptune Analytics

SQL-first: Aurora + pgvector

Search-first: OpenSearch (managed/serverless)

sundog-education.com . DataCumulus Sundog”
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OpenSearch vs. OpenSearch Serverless

Dimension OpenSearch OpenSearch Serverless
Billing Always-on nodes Per-request + storage
Tuning Full control (, shards) Limited

Latency Predictable Variable

Scaling Manual/Auto Automatic

“Need fine-grained
control”

Exam Bias “Unpredictable traffic”
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Orchestration: When do | need Step
Functions?

*Auditable state transitions

‘Retry & failure isolation

*Explicit approval steps

Human approval

*Serverless is nice, but Step Functions
aren’t the only serverless choice. 1 —

l

Source: Orchestrating Clinical Generative Al Workflows Using AWS Step Functions
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https://aws.amazon.com/blogs/industries/orchestrating-clinical-generative-ai-workflows-using-aws-step-functions

Example: Internal Legal Q&A Chatbot

* Internal use only
* Not worrying about
CloudFront, WAF

» Kendra is appropriate here

for Bedrock retrieval
4’ 7 * Due to document-level
access control required for

Amazon API Gateway AWS Lambda Amazon Bedrock Legal
» And for Sharepoint

integration
Cognito authenticates users,

[_:;_Ig_lﬂ — user context passed through
© —Q) to Kendra for auth

Amazon Cognito ° Be_drOCk used for retrie_val
using Kendra, generation of

@/\ Q result

Amazon Simple Storage

Amazon Kendra

Service (Amazon S3) Sharepoint ' .
sundog-education.com . Datacumulus Sundogw
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Example: Customer-facing Chatbot

« External-facing systems
[Q N7 need WAF, CloudFront,
TR () —" @ AP| Gateway
/~—\

« Lambda can call

AWS WAF Amazon CloudFront Bedrock, referencing
l data in OpenSearch
« Maybe Lambda also

does other DB queries
. '_-\_\I . Eg-%’ here
0 * If personal / private info
is involved, Cognito may

Amazon AP| Gateway AWS Lambda Amazon Bedrock also be a factor

l * Requirements may also
involve guardrails

* Think also about
ingestion
« S3 -> EventBridge ->
Amazon OpenSearch Lambda -> Bedrock (for

(Serverless) embeddings) ->
OpenSearch?
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Exam Preparation
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More Prep Resources
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AWS SKkill Builder

I Exam Prep Plan: AWS Certified Generative .
y Th e free reSO u rCGS a re I I kely Al Developer - Professional (AIP-CO1 - ) rocp goihg toreach
English) Traings Complete: 0of 16

[ ] [ ]
S l I I ‘ I e I I t UPDATED | Leaming plan | 7 None = 14h43m | English

[ @ A new and improved version of this learning plan was published on November 18, 2025 ]

Any training you completed previously remain complete, but your overall progress may have changed due to newly added or removed training.

 “Standard Exam Prep Plan”
includes Amazon’s own training e

Official Practice Question Set: AWS Certified ive Al Developer - Professi l

(AIP-CO1 - English)

resources o | s | s | |

The Official Practice Question Set: AWS Certified Generative Al Developer - Professional (AIP-C01) consists of 20 questions.
This question set aligns with the AIP-CO7 version of the exam and exam guide. If you are looking for an assessment that is the
same length as the AWS Certification exam, enroll in the Official Pretest or Official Practice Exam in the Exam Prep Plan.

(] [] ] ]
® £ 7 Official Practice Question Sets feature 20 questions developed by AWS to demonstrate the style of Certification exam
questions. Each question includes detailed feedback for answer choices, including recommended resources to deepen your
understanding of key topics. You can take the question set multiple times. Each time will include the same questions in a

different order.

This course s part of 4 steps that you can use to prepare for your exam with confidence. To follow the 4 steps, enroll in the

L] L ]
Exam Prep Plan: AWS Certified Generative Al Developer - Professional (AIP-C01). Some of this content might require an AWS
— -—
Skill Builder subscription.

* https://skillbuilder.aws/learning
-plan/QVXVGYT38G/
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https://skillbuilder.aws/learning-plan/9VXVGYT38G/
https://skillbuilder.aws/learning-plan/9VXVGYT38G/
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Practice Exams (including Amazon’s)

Official Practice Question Set: AWS Certified Jump back in
Generative Al Developer - Professional (AIP- ﬁ e e e

l. h Professional (AIP-CO1 - English)
CO01 - English)
NEW | Certification Exam Preparation | #f 4.5(54) | 48m | English

You're viewing this training as part of a learning plan: Exam Prep Plan: AWS Certified Generative Al Developer - Professional (AIP-CO1 -
English)

Details Outline

::f?;::s;rmm auestionset:  Official Practice Question Set: AWS Certified Generative Al Developer - Professional (AIP- Th e re iS a | SO a fU I I - | e n gt h p ra Ct i Ce

@ AWS Certified Generative Al CO'I - English)

S (GRS exam in the subscription-based

View anly How to Use This Course

. e materials.

@ Achievements

MODULE 1: OVERVIEW AND INSTRUCTIONS: OFFICIAL PRACTICE QUESTION SET

Launching a Question Set

And don’t forget the one in this

Reviewing Your Results

S course!

Reviewing Previous Score Reports

Contact Us

MODULE 2: OFFICIAL PRACTICE QUESTION SET: AWS CERTIFIED GENERATIVE Al DEVELOPER -
PROFESSIONAL

Official Practice Question Set: AWS Certified Generative Al Developer - Professional

Completion Confirmation
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Amazon’s Exam Guide

AWS Certified Generative Al Developer - Professional (AIP-C01) Exam
Guide

Introduction

The AWS Certified Generative Al Developer - Professional (AIP-C01) exam is intended

for individuals who perform a GenAl developer role. The exam validates a candidate's

ability to effectively integrate foundation models (FMs) into applications and business
workflows. This certification demonstrates practical knowledge of how to implement

GenAl solutions into production environments by using AWS technologies.

The exam also validates a candidate’s ability to complete the following tasks:

* Design and implement solutions by using vector stores, Retrieval Augmented
Generation (RAG), knowledge bases, and other GenAl architectures.
« Integrate FMs into applications and business workflows.

httpS://d 1,aWSStatiC,C0m/On6dam/marketing- : Apply prompt engineering and management techniques.

Implement agentic Al solutions.

. oo . . ptimize GenAl applications for cost, performance, and business value.
channels/website/aws/en US/certification/approved/pdfs/doc - mploment scunty, govemance, snd esponsiie A praciet

» Troubleshoot, monitor, and optimize GenAl applications.

s-aip/AWS-Certified-Generative-Al-Developer-Pro_Exam- + Evaluate FMs for quaity and responsibilty.
GUide pdf Target candidate description

The target candidate should have 2 or more years of experience building production-

grade applications on AWS or with open-source technologies, general Al/ML or data
engineering experience, and 1 year of hands-cn experience implementing GenAl
solutions.
Recommended AWS knowledge
The target candidate should have the following AWS knowledge:

e Experience with AWS compute, storage, and networking services

» Understanding of AWS security best practices and identity management

« Experience with AWS deployment and infrastructure as code (laC) tools
e Familiarity with AWS monitoring and observability services

Version 1.0 AIP-C01 1| PAGE
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Consider taking the Certified Al
Practitioner exam first

aws @
certinead

Al

Practitioner

FOUNDATI ONAL
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New Question Types

* The old ones are still here
« Multiple choice: One correct answer out of 4 choices

* Multiple response: Two or more correct answers out of 5 or more
choices. No partial credit.

* And two new ones being introduced with this exam

« Ordering: Choose the correct 3-5 responses and place them in the
correct order. No partial credit.

« Matching: Match responses to 3-7 prompts. No partial credit.

« According to the exam guide, the “case study” question type has been
dropped
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Ordering

A company needs to encrypt an existing Amazon RDE DB instance that is unencrypted. Downtime is acceptable for the
project.

Select and order the correct steps from the following list to provide the required encryption. Each step should be selected
one time or not at all. (Select and order THREE.)

» Create a snapshot of the existing DB instance.

« Create an encrypted copy of the snapshot.

« Create an encrypted read replica of the existing DB instance,
» Enable encryption on the existing DB instance.

» Restore the DB instance from the encrypted read replica.

» Restore the DB instance from the encrypted snapshot.

Step 1:

Step 2: |

Step 3:
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Matching

A company needs to minimize its Amazon 33 storage costs,

Select the correct 53 storage class from the following list to meet this requirement for each use case. Each storage class should be
selected one or more times. (Select FOUR.)

= 53 Glacier Flexible Retrneval

« 53 Standard
Application logs that are retrieved daily for analysis | ...-]
Backups that are restored every 3 months and have a required refrieval time of up to 12 hours v]
Data that is retrieved one time each year l u]
Video files that must be retrieved within milliseconds |' -.-]
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What to Expect
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Sitting for the exam

3 hours! (170 minutes technically)
« But you'll probably only need a little over 2.
« 75 questions (85 during beta, with 205 minutes)
 TAKE THE TIME TO FULLY UNDERSTAND THEM

Use the flag capability
* You'll have time to go back and double check things.

You can’t bring anything into the room
* You'll be given note paper or dry-erase board, earplugs, and that’s it.
» |If testing at home, your room needs to be pretty much empty

Schedule smartly
» As soon as possible after you’'ve mastered the practice exams

+ Choose a time of day that matches your highest energy level — you need
stamina

+  Remember different testing providers may have different availability
« Testing at a testing center can actually be better

» Don’t have to worry about having your environment validated

+ Don’t have to worry about technical glitches
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Prepare

» Use the bathroom before you head in
« Eat something (but not right beforehand)

« Get a good night'’s sleep

* Review things you need to memorize
before going in
« Evaluation metrics
» Services that are new to you

» Be alert
« Whatever works for you...

 Make sure you're ready
* You've got $300 on the line ($150 for the beta)
» Take the practice exams! Repeatedly!
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Strategies

Don’t rush
» For each question, take the time to

understand:
« What you are optimizing for

* Requirements
* The system as a whole
Your pace should be about 2 — 2 2 minutes

per question
 If you're taking longer, make your best guess,

flag it and come back to it latér

Use the process of elimination
« Even if you don’t know the correct answer, you

can often eliminate several.

Keep calm
* You're not going to get 100%. You don’t have

to.
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Your AWS Certification journey

Foundational

Knowledge-based certification for
foundational understanding of AWS Cloud.
No prior experience needed.

awse
certified

Te|

Cloud y.\|

Practitioner Practitioner

FOUNDATIONAL FOUNDATIONAL

Associate
Role-based certifications that showcase your knowledge

and skills on AWS and build your credibility as an AWS Cloud professional.

Prior cloud and/or strong on-premises IT experience recommended.

aws® aws® aws®
certified certified certified
SysOps

Solutions Y
Administrator

Architect

ASSOCIATE ASSOCIATE ASSOCIATE

Developer

awse aws@

certified certified

Dgta Machine Learning
Engineer Engineer

ASSOCIATE ASSOCIATE

Professional

Role-based certifications that validate advanced skills

and knowledge required to design secure, optimized,

and modernized applications and to automate processes on AWS.
2 years of prior AWS Cloud experience recommended.

P awse N
certified

2E7 T
certified

" DevOps

Solutions
Architect

| PROFESSIONAL

Engineer |

PROFESSIONAL

Specialty
Dive deeper and position yourself as a trusted advisor to your

stakeholders and/or customers in these strategic areas.

Refer to the exam guides on the exam pages for recommended experience.

dws®

certified

awWs @ aws@
certified certified

Security Advanced Machine

Networking Learning

SPECIALTY SPECIALTY SPECIALTY
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AWS Certification Paths — Architecture

Architecture
. . aws® awse awse awse awse
Solu“ons Arch|tect certified certified certified certified certified
: Cloud Al Solutions Solutions .
Design, develop, and manage Practitioner Practitioner Architect Architect gecurity
cloud infrastructure and assets, R R w0 AL

work with DevOps to migrate
applications to the cloud

optional for IT/ recommended for IT/cloud Dive Deep
cloud professionals professionals to leverage Al

Architecture
Application Architect |
dAWS @ awse dWS @ adWS @ adWsS @ adWwsS @
Design signiﬁcant aspects of VWcrertiﬁ'ed certified certified certified certified ] certified ]
application architecture including Cloud Al Solutions Developer DevOps Solutions

Practitioner Architect

FOUNDATIONAL ASSOCIATE ASSOCIATE

Practitioner Engineer Architect

PROFESSIONAL PROFESSIONAL

user interface, middleware, and
infrastructure, and ensure

enterprise-wide scalable, reliable,

and manageable systems optional for IT/ recommended for IT/cloud Dive Deep
cloud professionals professionals to leverage Al

FOUNDATIONAL

https://d1.awsstatic.com/training-and-
: certificati ocs/AWS certification paths.pd
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AWS Certification Paths — Operations

Operations
e o dWS @ dWS @ aws @
Systems Administrator certified certifed _ certified
; ; Cloud SysOps DevOps
Install, upgrade, and maintain i A losbator Edinsar
CompUter Components and FOUNDATIONAL ASSOCIATE P;!OFESSIONAL

software, and integrate
automation processes

optional for IT/ Dive Deep
cloud professionals

Operations
Cloud Engineer
adWsS @ adws @ dws@ aws @ dws @
|mp|ement a nd ope rate an certified certified certified 7 certified 7 certified

e, . Cloud SysOps . DevOps Advanced
Org.amzatlon s networked computing Practitioner Admlynistrator Security Engineer Networking
infrastructure and Implement

security systems to maintain
data safety

FOUNDATIONAL ASSOCIATE SPECIALTY PROFESSIONAL SPECIALTY

optional for IT/ Dive Deep
cloud professionals
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AWS Certification Paths — DevOps

DevOps

Test Engineer
Embed testing and quality
best practices for software
development from design to release,
throughout the product life cycle

aws @
certified

Cloud
Practitioner

FOUNDATIONAL

optional for IT/
cloud professionals

awWs@
certified

Developer

ASSOCIATE

aws@
certified

DevOps
Engineer

PROFESSIONAL

DevOps |
Cloud DevOps Engineer g ik §e 2 e
Design, deployment, and operations Cloud Beveloper SysOps Machine Learning DevOps

Practitioner Administrator Engineer Engineer

of large-scale global hybrid

FOUNDATIONAL ASSOCIATE ASSOCIATE ASSOCIATE

cloud computing environment,
advocating for end-to-end
automated CI/CD DevOps pipelines

DevOps

DevSecOps Engineer
Accelerate enterprise cloud adoption
while enabling rapid and stable delivery
of capabilities using CI/CD principles,
methodologies, and technologies

optional for IT/
cloud professionals

aws@
certified

' Cloud

Practitioner

FOUNDATIONAL

optional for IT/
cloud-professionals

aws@
certified

SysOps
Administrator

ASSOCIATE

Optional

awse@
certified

Machine Learning
Engineer

ASSOCIATE

recommended for IT/cloud
professionals working on
Al/ML projects

PROFESSIONAL

PROFESSIONAL

recommended for IT/cloud  Djye Deep

professionals working on

Al/ML projects

EVT
certified

DevOps
Engineer

DataCumulus

aws@

certified

Security

SPECIALTY
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AWS Certification Paths — Security

Security

Cloud Security Engineer
Design computer security architecture

and develop detailed cyber security designs.

Develop, execute, and track performance
of security measures to protect information

Security
Cloud Security Architect

Design and implement enterprise cloud
solutions applying governance to identify,
communicate, and minimize business and

technical risks

dWS @
certified

Cloud
Practitioner

FOUNDATIONAL

optional for IT/
cloud professionals

adWsS @
certified

7Cloud

Practitioner

FOUNDATIONAL

aAWS @
certified

Al
Practitioner

FOUNDATIONAL

recommended for IT/cloud
professionals to secure
Al/ML systems

awse
certified

Al

Practitioner

FOUNDATIONAL

adWsS @
certified

SysOps
Administrator

ASSOCIATE

dWS @
certified

Solutions
Architect

ASSOCIATE

dWS@
certified

Security

SPECIALTY

dws@
certified

Security

SPECIALTY

aWws@ dWS@
certified certified

: DevOps :
Engineer

Advanced
Networking

PROFESSIONAL SPECIALTY

Dive Deep

adWsS @
certified

Solutions
Architect

PROFESSIONAL

recommended for IT/cloud
professionals to secure
Al/ML systems

optional for IT/
cloud professionals

Dive Deep
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AWS Certification Paths — Development
& Networking

Development awse awse awse awse
certified certified certified certified ]
Software Development Engineer Cloud e DevOps

Developer

Practitioner Practitioner Engineer

Develop, construct, and maintain
software across platforms and devices

FOUNDATIONAL FOUNDATIONAL ASSOCIATE PROFESSIONAL

optional for IT/ recommended for IT/cloud
cloud professionals professionals to leverage Al

Networking
. adws @ dWS @ AWS @ adWs@
Network Englneer : certified certified certified certified
. . Cloud Solutions Advanced .
DeS|gn and Implement computer Practitioner Architect Networking Security
and information networks, such as FOUNDATIONAL ASSOCIATE “SPECIALTY TSPECIALTY

local area networks (LAN),
wide area networks (WAN),

. optional for IT/ Dive Dee
intranets, extranets, etc. cloud professionals P
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AWS Certification Paths — Data Analytics

& Al/ML

Data Analytics

Cloud Data Engineer
Automate collection and processing
of structured/semi-structured data

and monitor data pipeline performance

Al/ML

Machine Learning Engineer

Research, build, and design artificial

intelligence (Al) systems to automate
predictive models, and design machine
learning systems, models, and schemes

aws @
certified

Cloud
Practitioner

FOUNDATIONAL

optional for IT/
cloud professionals

aWsS @
certified

Cloud

Practitioner

FOUNDATIONAL

optional for IT/
cloud professionals

awWs @
certified

Solutions

Architect

ASSOCIATE

awse@
certified

Al
Practitioner

FOUNDATIONAL

optional for Al/ML
professionals

Engineer

ASS50CIATE

aws @
certified

Solutions
Architect

ASSOCIATE

aws@ aws@
certified certified

Machine Learning
Engineer

Security

ASSOCIATE SPECIALTY

recommended for IT/cloud Dive Deep
professionals working on
Al/ML projects

awsa

certified

Data

aws@
certified

aws@
certified

Machine Learning Machine

Engineer

Engineer Learning

ASSOCIATE ASS50CIATE SPECIALTY

Dive Deep
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AWS Certification Paths — Al/ML

. awse aws awse awse
Prompt Engineer _ certited _ et i | e
i i Cloud Machine Learning Machine
Design, test, and refine text P ctitioner o Engineer Learning
SPECIALTY

ASSOCIATE

prompts to optimize the FOUNDATIONAL FOUNDATIONAL
performance of Al language models

Dive Deep

optional for IT/
cloud professionals

aws® ¥ awse

Al/ML
Machine Learning Ops Engineer awse awse e awse certihed certified
Build and maintain Al and ML platforms Cloud Al Solutions e P Data DevOps
i Practitioner A?'clllﬁlt::t Ma"l:':gea.ﬁz:"'"g Engineer Engineer

ASS50CIATE PROFESSIONAL

Practitioner

FOUNDATIONAL

and infrastructure. Design, implement, ;
and operationally support Al/ML model = ciaTE ASSOCIATE

activity and deployment infrastructure

FOUNDATIONAL

optional for IT/ optional for Al/ML
cloud professionals professionals

Al/ML

Data Scientist awse awse awse awse awse
. . certifie certifie certifie certifie certifie
Develop and maintain Al/ML models _ _ — _ —_
Cloud Al Solutions Machine Learning Machine
Practitioner Architect Engineer Learning

SPECIALTY

to solve business problems. Train and Practitioner
fine tune models and evaluate FOUNDATIONAL
their performance

FOUNDATIONAL ASSOCIATE ASSOCIATE

optional for IT/ optional for Al/ML
cloud-professionals professionals
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Congratulations
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