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ecurity as a service (SaaS) 
is increasingly becoming 
popular across the globe 
mainly due to lower costs, 
flexibility, and the options to 
use services like high-end 

video analytics that may require massive 
computing power. 

Yet despite its potential, until recently the 
market for SaaS was mostly restricted to 
the residential sector. But with improved 
technology and better customer 
awareness, this is set to change. 

NoN-ResideNtial 
MaRkets iNteRested iN 
saas

Understandably the demand for this 
option outside the residential sector is 
beginning with the small and medium 
business (SMB) sector. Aaron Dale, Analyst 
for Video Surveillance at IHS pointed out 
quick service restaurants as an example of a 
potential SaaS end user.  

Since its introduction, security as a service 
(SaaS) has been popular in the residential sector. 
But technological advancement and ease of use 
is increasingly prompting enterprise clients to 
opt for this mode of security.  

BY Prasanth Aby Thomas

“Video surveillance as a service (VSaaS) 
is a popular solution in the SMB market as it facilitates a seamless link 
between multiple sites over a wide geographic area,” Dale said. 

SMB’s interest in services is largely due to the fact that it helps 
them avoid the expenses upfront. Sébastien Boeynaems, Marketing 
& Sales Manager in Benelux at the Belgium-based reseller of 
Panasonic Cameramanager, Sabelco, said that instead of paying 
large sums for cameras and recorders, they can pay monthly for a 
camera-cloud solution and always have the latest technology. 

Roshan Punnilath, Head of Operations at the Saudi Arabia-based 
Mega Security Services added that the interest is also because the 
organizations don’t need to appoint staff to maintain their security 
services locally, thereby reducing expenses. 

From SmBs to Larger organizationS
But then as the technology has evolved from its initial days, larger 

organizations have begun to take an interest in SaaS.
“SaaS can be useful for chains of outlet or shops, companies who 

have warehouses, multiple service center workshops, and anyone 
who needs centralized monitoring and security management for 
their premises,” Punnilath said.  

Other resellers have also pointed out that a potential customer 
for SaaS is large multinational corporate organizations with several 
branches but have limited staff. 
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“For example, many of these companies have a limited or off-site IT staff for their different locations, 
which causes them not to have a physical IT employee on-premise to address immediate issues or 
concerns,” said David English, VP of Sales & Marketing at Southeastern Security Professionals (SSP), a 
dealer of Brivo.  

Pat Camman, Director of Business Development at Acme Security Center, a reseller of Eagle Eye 
Networks, agreed that this segment is also popular with small offices. 

“Professional service organizations that need access control for their employees and visitors 
as well as security cameras for the ID of possible criminal activity,” Camman said. 

Large-ScaLe ProjectS For SaaS
The potential of this segment is increasingly being realized as 

customers including those from the government sector 
are opting for it. Dale pointed out that China is 

leading by example in this. 
“Governments or local authorities [in 

China] are drawn to the billing 
model offered by 
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security as a service as they can 
spread the cost of a solution 

over time,” Dale said. 
Chiaw Sin Lim, GM for China Security 

and Contracting & Operations Leader 
for Asia at Tyco added that his company 
is seeing interest from verticals such as 
banking and finance, transport (aviation 
and rail), high-tech industrial, and 
mixed-use development. According 
to Dang Trinh, Operation Manager for 
ICT, a dealer of Barracuda Networks, the 
education sector is also getting interested 
because they are typically looking for 
simple-to-manage and easy-to-access 
solutions. 

Nicky Stokes, MD of systems integrator 
(SI) ISD Tech agreed to this trend as he 
cited an example of his company’s recent 
implementation of Brivo’s cloud-based 
access control systems in several projects 
including a multinational software 
company.  

“Within the past 12 months we’ve 
completed international rollouts for 
a US-based oil and gas organization, 
and Silja Europa, a large off-shore 
gas exploration ship,” Stokes said. “It’s 
organizations that are looking for rapid 
deployment of access control that also 
gives them the ability to quickly scale 
up as their businesses expand, as well as 
those looking to manage access more 
cost effectively.”

But, of course, when it comes to such 
large-scale projects, there is a need to 
make sure the data is double protected as 
the risks could be higher. Camman added 
his recommendation of hybrid SaaS 
solutions for this. 

“For larger manufacturing clients 
we would recommend a much larger 
onsite storage in addition to cloud 
storage for redundancy on highly critical 
infrastructure where explosions, loss of life, 
hazardous conditions could occur, and 
the cost effectiveness for cloud storage 
for sensitive areas,” Camman said. “Eagle 
Eye Networks’ cloud-based VMS supports 
both these models.”

eNd-UseR CoNCeRNs oN seRviCes aNd 
How to oveRCoMe tHeM

The most common concern that end users have before adopting 
service-based solutions is the security risk. Along with this come 
the fears of what would happen if there is a break in the Internet 
connection. Another common concern is the subscription-based 
cost. 

“Cost and reliability are common concerns. Obviously customers 
want a solution that’s going to last and at the same time one that is 
priced competitively,” Trinh said. “It helps when cost can be divided 
into monthly payment just like an expense.” 

Such concerns are natural and SIs may employ several methods 
to help customers overcome them. 

“For security risk concerns we first explain to the customer 
what the cloud solution is, and then educate them on the type 
of security that is in place — such as encryption,” said English. “We 
also try to point out where they are already utilizing cloud-based 
solutions within their business model to put them at ease.” 

He added that on concerns regarding subscription-based 
costs, they usually talk to the customer about the costs from the 
management side. “For example, we discuss costs associated with 
maintaining servers, and highlight the differences and benefits in 
cloud-based solution costs.”  

Camman said that when it comes to technical concerns, they 
address specific redundancies and operational functions of their 
managed services to pacify the customers.  

“Eagle Eye Networks’ ability to have a streaming ‘cloud-based’ 
video management system buffer locally and then sync to the 
cloud once the Internet service is restored is something not 
found in most other services,” Camman said. “Brivo’s ability for a 
cloud-managed access control system to function at 100-percent 
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capacity even without the Internet 
connection is invaluable to mitigating the 
concerns of our clients.”

Stokes added that they also present 
strict service-level agreements (SLA), 
demonstrate minimum downtime 
compared to traditional access control 
systems, along with encryption standards/
processes for data storage and transfer. 

“Once customers understand this and 
we work with their IT and security depart-
ments, these concerns are usually rapidly 
alleviated,” Stokes said.  

The SySTemS 
InTegraTorS’ DIlemma: 
how To ChooSe 
The rIghT SoluTIon 
ProvIDer?

With so many options out there, one of 
the main questions that resellers and SIs 
face is which solution provider to choose. 
There are several factors that come into 

play here, ranging from what the solution provider offers to what 
you think your end users might need. 

“SIs typically evaluate a service offering when looking for a 
potential partnership by assessing the following,” said Dale. “Does 
the target audience align? What level of technical support and 
training does the solution vendor offer? What’s the cost of the 
solution? Is the hardware compatible?”

Clearly these are a broad range of issues, but in Boeynaems’ 
opinion the crucial question for a SI is how good the upload speed 
is. Punnilath agreed to this. 

“Cloud solutions are easy to provide but sometimes issues such 
as bad Internet connectivity and software problems limit the 
benefits of a solution,” Punnilath said. “Nowadays most cameras are 
capturing HD quality videos and the bandwidth is a big question 
for most of the customers.” 

Hence solutions providers should provide high compression 
rate, need some local caching devices for HD videos for smooth 
uploading, and a smart video analyzer to ensure accurate motion 
detection. They should also provide customizable bandwidth 
adjustment against each camera to manage and ensure limited-
bandwidth optimized performance. 

Understanding the client’s requirements and testing the product 
in-house before using them on a project are also useful strategies. 
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Tyco’s Lim pointed out that if 
a client’s business expands 

or downsizes the services 
should be flexible enough to be changed 
accordingly. Camman too explained their 
strategy. 

“We take the time to sit down with each 
client and talk to them about how they 
operate, what they require from a security 
system (preventions vs. prosecution) and 
evaluate the best overall solution that 
meets their requirements as well as their 
budget,” said Camman. 

English gave a similar opinion as 
he gave his company’s practice. “We 
determine the service-based solution by 
understanding our customer’s application 
and determining how the customer goes 
to business,” he said. “We help to determine 
whether they are currently using a cloud 
or subscription model. This information 
allows us to then determine what type 
of solution would work best for the 
customer’s needs.”

SIs should also be considering the 
future prospects of a solutions provider. 
Stokes, whose company works with three 
cloud-based access control vendors, Brivo, 
Keyscan, and S2 Security, indicated that 
the solutions providers should have a 
promising business outlook. 

“Our decision to work with these 
vendors was based on the rich features 
and functionality their products, a visionary 
product roadmap that demonstrates a 
commitment to future innovation, as well 
as outstanding technical support and 
training,” Stokes said.

wHeRe’s tHe MoNey 
iN saas foR systeMs 
iNtegRatoRs?

The security industry is going through 
a tough phase; revenues are not growing 
much, sales margins aren’t as wide as they 
used to be, and profits are increasingly 
difficult to make. In this context, surveil-
lance services, especially with its recurring 
revenue model, come as a refreshing 
mode of income for the SI. 

Dale stressed this as he said that from an SI’s perspective, generating dependable 
recurring monthly revenue (RMR) can be extremely valuable. First of all, they are familiar 
with the billing method. Second it allows them to predict and plan future cash flow.

SIs themselves agree. “As a whole, these services tend to be more profitable based 
on the ongoing recurring revenue and the ease of installation,” Camman said. “The 
management is simplified since there is no software to install or configure.” 

Then there is also the lower liability and reduced maintenance expense that signifi-
cantly offsets the risks in SIs’ favor.

 “It gives us recurring revenue, and also means that we aren’t liable for capturing and 
storing the video files,” Trinh said. “The expenses are minimal and for the most part are 
only present for installation and routine monitoring.” 

ISD Tech’s Stokes concurred to this. “With traditional access control installs, any project 
hiccups can often result in multiple site visits, which can impact margins,” Stokes said. 
“So as well as providing an attractive recurring revenue model, it means we require less 
resources and we’re doing less travel, which is also environmentally friendly for both us 
as a company and for our end users.” 

Tyco’s Lim added that reduced costs are also due to lower reliance on purchase of 
licensed software. 

However, most importantly, SaaS can also open up a much larger market for the SI, 
attracting more end users, not just with lower initial costs, but also quicker and more 
efficient service. 

“Cloud-managed services we offer allows us as the integrator to quickly respond to 
the needs of our clients,” Camman said. “Since we can also access the systems off-site 
when needed, we can easily respond (in minutes instead of hours) to the needs of our 
clients.”  

To Camman this adds an incalculable value since it demonstrates the efficiency 
of their service to the clients. The end users’ learning curve for the system is also 
lowered as the SI can quickly bring new administrators up to speed with a simple web 
conference or even a phone call. 

“Efficient response allows more time for us to work with new clients and bring in 
more business,” he added. 

tHe BRigHt fUtURe of seCURity as a seRviCe
From an end-user perspective, service-based security surveillance would only get 

more attractive in the future. The products are simple to install and operate, and 
transmission concerns like Internet or power outage are becoming lesser. In fact, even 

With improved technology and customer-awareness, service-based security is increasingly becoming popular in large 
projects. 
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developing nations are hastening efforts 
towards continuous high speed Internet 
connectivity. 

“I see the future offering more 
‘converged’ services, meaning that I can 
manage all of my services from a single 
interface, whether it be video surveil-
lance, access control, alarms, etc.,” said 
Camman. “I expect greater offerings 
through mobile devices, including using 
BYOD (bring your own device) once more 
of the providers are able to integrate 
technologies in a secure and efficient 
way.”  

To Stokes, this future is already here. He 
is already seeing a decreased demand 
for traditional security installs and 
customers looking for more flexible and 
cost-effective SaaS offerings that includes 
hosted and cloud-based solutions. 

“We’re fully expecting this trend to 
continue and dovetail with what we’re 
seeing in the IT space, with more and 

more applications moving into the cloud,” Stokes said. 
Showing similar optimism, Boeynaems indicated their market share would only 

increase in the future, with even prospects for offering cloud-based analytics for 
high-end installations. 

Lim gave a broader picture. “We will expect in the immediate future, growth 
in the mid-sized enterprise customers — they will be looking for outsourced 
services where service providers will provide manpower in terms of security guards, 
outsourced access control administrative works, maintenance, and operation 
services,” Limsaid. 

tHe BottoM liNe
Of course, growth of SaaS doesn’t come without its fair share of concerns. Apart 

from the data security issues, technical uncertainties, cost and reliability issues, there 
are also some challenges that are unique to specific regions. 

For instance, Punnilath said in Saudi Arabia some customers prefer SaaS with data 
hosted within the country, so that in the event that the customer is not happy they 
can easily take legal action against the service provider. 

But these are only some minor stumbling blocks in the way of SaaS’ growth. In fact 
such issues are in line with developments in other technological fields, where cloud-
based storage and computing are becoming more and more popular. As the 
technology evolves, these concerns would fade too. In short, it is only a matter of 
time before we see SaaS as one of the main offering for security companies. 
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