
THE ECONOMIC COST 
OF AD FRAUD IN OTT 
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The internet has heralded an economic revolution. 
The internet economy of the G20 countries alone is worth 
more than $4.2 trillion representing 5.3% of their total GDP. 
However, as Tim Berners Lee, the father of the internet 
has put it: ‘‘While the web has created opportunity, given 
marginalized groups a voice, and made our daily lives easier, 
it has also created opportunity for scammers, given a voice 
to those who spread hatred, and made all kinds of crime 
easier to commit.’’

In a series of reports, we reveal the monetary cost caused 
by bad actors on the internet. CHEQ has commissioned 
economist, Professor Roberto Cavazos at the University of 
Baltimore, to undertake the first ever in-depth economic 
analysis of the full scale of internet harm. For the first time, 
using economic analysis, statistical and data analysis, we 
measure the global economic price paid by businesses and 
society due to problems including ad fraud, online bullying, 
and fake news.

THE ECONOMIC COST 
OF BAD ACTORS SERIES



In this report, we focus on the global 
economic cost of Over the Top (OTT) 
fraud. OTT refers to the delivery of film 
and television content via the internet 
without the need of viewers to subscribe 
to a cable or paid television service. This 
has caused a revolution in viewing habits, 
with the number of adults canceling a pay 
TV service set to hit 55.1 million by the 
end of 2020. In the place of traditional 
TV, marketing budgets are flowing to the 
promised land of OTT: harnessing the 
power of the big TV (for movies, series-
binging or gaming) with brands targeting 
only the most interested consumers with 
the most relevant messages at the right 
time. In the move towards OTT, half of all 
ad buyers plan to increase their OTT ad 
spend in the next 12 months1. However, 
as with any nascent market in the digital 
space, as this report outlines, ad fraud 
follows2.

In the following pages, we reveal that OTT ad 
fraud will cost advertisers $4 billion in 2020. 
Left unchecked the problem will continue to 
grow, costing the global economy $5.2 billion 
by 2021.There are significant further indirect 
costs — notably erosion of trust and potential 
brand impact. These could damage this 
evolving industry if not tackled by all players 
in this nascent ecosystem.

Professor Roberto Cavazos, University of 
Baltimore
Professor Roberto Cavazos, Executive in 
Residence at the Merrick School of Business 
at the University of Baltimore, has over 25 
years’ experience in economic analysis, 
statistical & data analysis, project and program 
management and policy, and technology with 
extensive experience in financial, data and 
health care fraud analytics and analysis for 
government and private sector organizations.

THE ECONOMIC 
COST OF OTT 
FRAUD
UNCOVERING A $4 BILLION PROBLEM
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1 March 2019 poll of 350 US marketers conducted by the Interactive Advertising Bureau

2 For a complete analysis of ad fraud, and its impact across the digital ecosystem, see THE ECONOMIC 

COST OF BAD ACTORS ON THE INTERNET: Ad Fraud (2019) www.cheq.ai/adfraudcost

https://www.emarketer.com/content/exodus-from-pay-tv-accelerates-despite-ott-partnerships
https://www.emarketer.com/content/exodus-from-pay-tv-accelerates-despite-ott-partnerships
www.cheq.ai/adfraudcost


THE OTT 
MARKET  
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The standard-bearer in the OTT market 
has been Netflix, whose narrative has 
become a case study staple in business 
schools. Muscling in on incumbent studios, 
Netflix original productions have garnered 
Academy and Emmy-awards, which 
alongside a portfolio of licensed content 
worth $19 billion, are streamed to158.3 
million global subscribers. Though Netflix is 
strictly non-advertising funded3, globally ad 
spending is at new heights for players such 
as ABC Go, Crackle, Hulu, Tubi, The Roku 
Channel and Pluto TV, and ITV Hub. 

Most recently, Comcast Corp.’s soon-to-
launch Peacock service also announced its 
primary source of revenue will be ads, not 
subscriptions, allowing viewers the option of 
streaming for free, shows such as The Office, 
and This is Us (with just five minutes of ads per 
hour). Under this ad-enabled OTT model, rates 
are paid, with inventory selling at CPMs of up 
to $20. This is due to the promise of "TV with 
benefits".4 This refers to the ability of brands 
to target audiences on their screens based on 
demographics and interests, behaviors and 
geographic location, previously unavailable, 
with traditional television buys.

Research from Digital TV Research and WARC finds that the global advertising 
spend on OTT is $23.8 billion.5 This OTT advertising market will continue its growth, 
rising to $46.6 billion by 2023. 

THE SIZE OF THE OTT ADVERTISING MARKET: 
$23.8 BILLION 

3 Netflix CEO Reed Hastings told shareholders in 2019: “When you read speculation that we are moving into 

selling advertising, be confident that this is false".

4 Darren Olive, EVP, National Advertising Sales and Strategy at Crackle Plus in IAB: OTT Streaming Video 

Playbook for Advanced marketers

5 WARC: Global Ad Trends  Avod Spend

www.warc.com/content/paywall/article/warc-datapoints/apac-to-overtake-north-america-as-largest-ott-market-by-2021/126935
www.thewrap.com/netflix-to-remain-ad-free/


THE US MARKET
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Unsurprisingly the US market makes up a large part of the OTT advertising 
spend of $23.8 billion. Research firm, eMarketer, finds that US marketers alone 
will spend  $8.88 billion on OTT ads in 2020 – a 28% rise from 2019. 

In the US, Hulu is a prominent leader. The platform generated $1.82 billion in 2019 
and forecasts $2.24 billion in 2020 and $2.27 billion for 20216. In 2018, Roku, a go-
to OTT partner, with 29.1 million logged-in households, had estimated advertising 
revenue of $290 million7. Comcast predicts Peacock will have at least 30 million 
active accounts and $2.5 billion of revenue by 20248. In addition, 2020 is an election 
year, with an estimated $10 billion spend alone and OTT emerging as a focus for 
budgets—one frontrunner has already stated their intent to advertise on OTT 
providers9. Not only will this increase advertising expenditures in OTT, it will bring 
more attention to the advertising potential of the sector.

6From Media Post https://www.mediapost.com/publications/article/333324/hulu-ad-revenues-forecast-

to-hit-182b-in-2019.html Accessed January 7. 2020.

7From: https://www.fool.com/investing/2018/03/26/rokus-advertising-revenue-will-surpass-its-player.

aspx, 2020.

8 Bloomberg: 17 January 2020: Hate TV Ads? Peacock May Change Your Mind

9A Look into Why Joe Biden’s Campaign Is Investing in OTT This Election Cycle adweek.com, 

November 27, 2019 

54% 44% 35% 33%

16% 14% 12%

CONNECTED TV USER PENETRATION BY DEVICE, IN THE US.

Source: eMarketer, July 2019
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www.emarketer.com/content/2020-tv-and-video-trends
https://www.mediapost.com/publications/article/333324/hulu-ad-revenues-forecast-to-hit-182b-in-2019.html
https://www.mediapost.com/publications/article/333324/hulu-ad-revenues-forecast-to-hit-182b-in-2019.html
https://www.fool.com/investing/2018/03/26/rokus-advertising-revenue-will-surpass-its-player.aspx
https://www.fool.com/investing/2018/03/26/rokus-advertising-revenue-will-surpass-its-player.aspx


BEYOND 
THE USA
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10Digital TV research: Asia Pacific OTT TV and Video Forecasts

11 Source: PWC Global Entertainment & Media Outlook 2019-2023

12 Variety: China’s Booming Streaming Market is Opening to Specialty Platforms

13 Source: PWC Global Entertainment & Media Outlook 2019-2023

14 https://www.theweek.in/leisure/lifestyle/2018/12/27/The-rise-and-rise-of-India-online-streaming-services.html

15 Decoding the scope of OTT platforms for today's advertisers exchange4media.com December 17, 201

Despite US strength, Asia Pacific countries 
are set to hit $11 billion in 2020 in OTT 
advertising revenue, bolstered by the 
fast-growing markets of India and China10. 
PwC has pointed out that the long-term 
trajectory will see Asia Pacific continue to 
lead OTT growth11. The transformation 
of China’s video market is creating 
opportunities for specialty players, while 
the three largest OTT players (Alibaba’s 
Youku, Tencent Video, and Baidu’s iQIYI) 
increased both subscriber numbers and 
advertising revenues.12

OTT in India grew from $638 million and is 
forecast to achieve $1.7 billion by 2023.13 In 
2020 it is reported that India will have 500 
million OTT users.14 While the exact size of 
the advertising spend in India’s OTT market is 
unknown, the majority of OTT platforms are 
advertiser supported while the country's OTT 
platforms rank third in advertising revenue after 
Google and Facebook.15 Elsewhere, in the U.K., 
Total OTT revenues in the UK will rise at 10.3% 
between 2018 and 2023, to reach £2bn. 

https://www.theweek.in/leisure/lifestyle/2018/12/27/The-rise-and-rise-of-India-online-streaming-services.html
https://www.pwc.co.uk/industries/entertainment-media/insights/entertainment-media-outlook.html


CALCULATING 
THE FRAUD 
COSTS: $4 BILLION 
GLOBALLY IN 2020

7 
TH

E 
EC

O
N

O
M

IC
 C

O
ST

 O
F 

AD
 F

RA
U

D 
IN

 O
TT

 | 
20

20

Our empirical research suggests that 
the fraud in OTT ecosystem is already 
prevelant. Based on data on billions of OTT 
impressions, fraud levels are at 17%.
Others put the figure closer to 18-20%. 
Based on a 17% level of fraud set against

global spend on OTT by the end of 2020 of 
$23.8 billion, we see that the economic waste 
from ad fraud in OTT will hit $4 billion in 2020. 
Left unchecked, at current rates of growth, 
marketers will see losses from OTT fraud rising 
to 5.2 billion in 2021.

LACK OF TRANSPARENCY:
A BREEDING GROUND FOR FRAUD
Our research conforms with economic as well as crime and fraud research. This necessitates 
that as a sector grows, is complex and has a lack of standards, transparency, and agreed 
practices there is ample opportunity for fraud. In the OTT market, there is as yet no support 
for third-party ad serving and measurement. OTT advertising globally is still fragmented, 
lacking industry-wide standards and guidelines. OTT may perpetuate the situation, as 
in digital ad fraud before it, where a number of complex interests compete. It has been 
pointed out that we see an entirely new category of stakeholder than traditional TV buys, 
that is the exchanges that operate the programmatic marketplaces. Each stakeholder has 
specific interests in the ecosystem, and no one has control over all the variables that are 
required to optimize programmatic16. Fraud will continue until behaviors change due to 
revised business practices and transparent detection of invalid impressions in a consistent 
manner.

16 Edward C. Malthouse, Ewa Maslowska & Judy U. Franks (2018) INTERNATIONAL JOURNAL OF ADVERTISING: 

Understanding Programmatic TV advertising
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17 The Verge (February 20 2019) This illicit iphone app store has been hiding in plain sight 

18 Examples of live events include Amazon's UK Premier League rights: UK Amazon paid $117 million for the rights to 

stream a block of midweek games in early December all 10 Premier League matches on the Boxing Day Holiday as part 

of a three year-deal, attracting advertisers including Mercedes Benz, Heineken and Papa John's. The top game pulled 

in 2 million viewers

Typically, OTT fraud includes many of the 
same manifestations that plague the entire 
digital advertising ecosystem. The most 
common frauds involve networks of bots 
generating massive amounts of fraudulent 
traffic.

Geographic misrepresentation and 
device fraud
Frauds include misrepresentation (when 
a fraudster sells ads claimed to be shown 
to U.S. users, but are actually displayed 
on devices outside the country), device-
based fraud (when a single device reports a 
high number of ads during a given period, 
sometimes hundreds of ad calls) and app-
based fraud (when an ad-supported OTT 
app shows a very high rate of activity for the 
entire day). 

Copyright infringement
There is also widespread copyright 
infringement and ripping of content. This 
is already creating distorted measurements 
in campaigns, diminishing early trust in the 
sector. In several instances, CHEQ fraud 
experts have blocked illegal streaming sites 
from attempting to hijack the content of 
legitimate OTT video players and placing 
the ripped video content on their pirated 
site. This type of fraud captures the video 
content for free and illegally monetizes it 
with the loading of ads around the page, 
(which are often porn advertising). This 
brings up long term issue of piracy, loss of 
revenue, and brand safety. 

Illicit phone apps
In addition, companies like TutuApp, 
TweakBox, and the now-defunct App Valley 
were distributing ad-free copies of streaming 
services, stopping ad revenue, by abusing 
Apple’s enterprise certificate program.17 

Server-side ad insertion fraud 
Server-side ad insertion (SSAI) (also known 
as "ad stitching" or "dynamic ad insertion" 
is a feature of OTT environments, which ad 
verification players have adapted to detect. 
SSAI was developed on the publisher-sell-side 
to deliver video content ands in a single stream 
to a user, providing a seamless experience. 
However, fraudsters use machines to mimic 
SSAI proxy servers, and because legitimate 
SSAI is such a common practice in OTT/
CTV, their schemes are often overlooked as 
harmless. In addition fraudsters can also mask 
themselves behind legitimate and sometimes 
whitelisted SSAI proxy servers. 

Live events 
In addition, clear calibrations of fraud detection 
are also required by ad verification players due 
to the prevalence of live events. The volume of 
simultaneous ad-calls can look like fraud-like 
blips18. Asaf Butovsky, CHEQ CTO explains: 
"This can just be a matter of working with our 
partners involved in the live event, so we are 
forewarned. Clearly most live events tend to be 
scheduled. It therefore simply involves ensuring 
our algorithms are primed for this while still 
ensuring that only valid, human, impressions 
are served."

TYPES OF 
OTT FRAUD



HIGH CPMs 
ATTRACTING 
BAD ACTORS 
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Contributing to the rise of fraud is the high cost 
of CPMs in the OTT space. Programmatic OTT 
ad rates can range from $18 to $40, according 
to Mark Douglas, CEO of SteelHouse, an 
ad-tech firm that provides self-service media-
buying tools to brands. Those rates are nearly 
double what networks charge in direct deals 
because they charge additional fees to move 
the ads into connected devices, and buyers 
are willing to pay up for the promise to better 
target TV ads.19

We find that the high cost of CPMs in the 
sector continues to attract sophisticated fraud, 
and that as growth and platforms increase, this 
may further drive the fraud rates to 20% and 
beyond in 2020. 

19 Business Insider: Ad-tech companies and networks are pinning hopes on streaming TV, but OTT is full of headaches 

for marketers
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FUTURE GROWTH 
OF OTT (AND 
FUTURE FRAUD) 

20 eMarketer: Connected TV Trends 2020 Roundup

21 https://www.innovid.com/resource/volvo-modi-media-innovid-drive-sales-lift-through-ctv-engagement/

The level of competition, high awareness 
and shifting habits, will see more consumers 
and advertisers switch on to OTT. There 
are already positive indicators of success. 
In 2019, data from Extreme Reach, Innovid, 
and FreeWheel found that connected 
TV views now account for nearly half 
(45%) of all digital video ad impressions.20 
Campaigns by Volvo on Roku and Samsung 
have seen a 35% average sales lift for the 
companies21. At the same time, OpenX 
and the Harris Poll found that 72% of OTT 
consumers in the US recall seeing an ad, 
and 66% learned about a new brand from 
an OTT ad. There is genuine buzz and 
excitement about the opportunities. Linda 
Yaccarino, chairman of advertising and 
partnerships at NBCUniversal announcing 
the partnership of advertisers, State Farm, 
Target and Unilever, to its OTT service, said: 
“With Peacock, we’re giving consumers 
the free service they want and advertisers 
the reach and scale they desperately 
need—this is the best thing to happen to 
everyone’s screens in a long time."
Alongside Peacock, Amazon and Roku are 
investing in more programming to their 
respective ad-supported services IMDb TV 
and Roku Channel. 

At the same time, Quibi, a buzzy mobile-video 
startup from veteran Hollywood producer 
Jeffrey Katzenberg, has pinpointed OTT 
development in its roadmap. Meanwhile 
viewers spend more than 200 million hours a 
day watching YouTube on TV sets. In addition, 
the dust is still settling around Disney+ and 
HBO Max.
Other OTT markets are also growing fast. 
Brands are also switching on to in-game ads 
on consoles such as Xbox hyper-targeted 
ads. Companies, such as Anzu, provide 
programmatic ad campaigns for Fortune 500 
brands, including AT&T, in a bid to target 
the $148 billion global gaming audience. 
Here issues of fraud and viewability are 
being tackled at the beginning of in-gaming 
advertising's evolution.
However, conversely, a mix of more supply, 
greater buying at scale, and high CPMs is 
grabbing the attention of fraud operations, 
and sophisticated fraud operations are 
embedded in the ecosystem. 
This occurs as the growth of OTT advertising 
and services will continue to be rapid, and 
global. With this rise, the challenges of fraud 
must not be ignored as we seek to ensure 
trust, transparency and efficiency in this 
evolving and crucial market.

https://www.innovid.com/resource/volvo-modi-media-innovid-drive-sales-lift-through-ctv-engagement/
https://www.adweek.com/digital/new-research-from-the-harris-poll-paints-a-detailed-picture-of-ott-viewers/
https://www.adweek.com/digital/new-research-from-the-harris-poll-paints-a-detailed-picture-of-ott-viewers/
https://digiday.com/media/video-briefing-jeffrey-katzenbergs-quibi-might-be-mobile-first-but-not-necessarily-mobile-only/
https://www.prnewswire.com/news-releases/anzu-and-cheq-launch-first-ad-verification-solution-for-3d-video-gaming-300881983.html
https://www.prnewswire.com/news-releases/anzu-and-cheq-launch-first-ad-verification-solution-for-3d-video-gaming-300881983.html
https://www.prnewswire.com/news-releases/anzu-and-cheq-launch-first-ad-verification-solution-for-3d-video-gaming-300881983.html

