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RULES OF THE MARKETING GAME

How — and Why — 
You Need to Build 
Customer Trust

Stakes are high in the modern marketing game. As a 
marketer, every move you make contributes to — or 
detracts from — a customer’s motivation to reach the finish 
line. Success means customers are happy, loyal and engaged 
with your brand, and the smart digital experiences you’ve 
already built help achieve these high-quality relationships.

But threats to that success constantly lurk between turns 
— one wrong, trust-breaking engagement can make even 
the most dedicated players quit. 

As you and other marketers roll out campaigns and new 
ways to engage, customers up and down the board are 
also evolving. The rules remain the same, but player 
loyalty is delicate and their willingness to give the game 
a second chance is waning. Customers are also starting to 
hold their cards — contact info, personal data and location 
permissions — a lot closer to the vest. How do you build 
strategies with their preferences in mind in this rapidly 
changing environment? 
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To keep customers moving through the gameboard toward 
purchases and turn them into repeat, loyal players, lean 
into a strategy capable of moving the most players toward 
the the finish line: a trust-based relationship. According 
to our recent survey of more than 1,000 consumers, 
building trust with customers is the biggest difference 
maker in determining when — and even if — players share 
personal data, grant second chances after trust-breaking 
engagements and maintain their affinity for brands.  
Like any good game, this data and player partnership 
informs better outcomes with each round of play. 

In this marketing strategy rulebook, true success occurs 
when marketing teams and customers win. The only  
losers in this game are marketers unwilling to bolster  
trust at every touchpoint. 

If you’re unsure of your next move, we’ve mapped the 
trust-breaking experiences customers often encounter 
along their journey. We’ve highlighted some in-game 
opportunities to build trust and move customers — and 
your business — closer to a winning outcome. 

Is it game on — 
or game over?

High-Stakes 
Rules of (Digital) 
Engagement

START

FINISH

Game-Changing 
Plays

Second Chances

Trust Breakers

Marketers Win +  
Unlock New Levels  
of Customer Trust
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High-Stakes Rules of (Digital) Engagement

The modern marketing game is designed to help marketers 
visualize the many ways their decisions build and break 

stakes and set some ground rules.

For customers, solid brand experiences inspire 

customer trust — and gaining access to prized 

consumer information as a result — helps shape  

and improve future strategies.

Winning the game:

72%
of customers are willing to share their 
personal data with brands they trust.  



PANTHEON MARKETING RULEBOOK          4

Navigate the game correctly and you’ll unlock the 
next level of customer loyalty and engagement. 
If you don’t, you’ll lose.

you and your competitors — players don’t 
have to play cooperatively with their data. 

Midgame restarts 
are possible 

Missteps don’t have to be game-ending — 
brands almost always have an opportunity 
to welcome players back to the board.

1

are using guest check out to avoid giving 
you their data.

48%

42%

Marketers must work exponentially harder to 
earn — and keep — the trust of certain customers. 
If Gen Z is your ideal player, know this: 

Gen Z is 29%  
less likely to share 
their data with you.

have had a bad brand interaction that caused 
them to quit engaging with the brand.

of consumers are willing to give you a 
second chance. 

51%

81%

1 2 3Study the players Watch for  
trick plays 
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Trust-Breaking Engagements 
Staying ahead in the marketing game requires diligently protecting the trust you’ve 
worked so hard to earn.

However, in the digital arena, potential pitfalls are everywhere. Remaining sensitive to 
the areas that matter most to customers prevents breakdowns in trust. But good news! If 
you do have a misstep, there are ways to recover and restore your customers’ good faith.

Poor website experience/services down

TRUST BREAKERS

of customers rank the user-friendliness and responsiveness of 
a website in their top expectations for a brand.

Close to  

90%

have stopped interacting with a brand after a poor 
website experience. 17%

Adopt a website operations platform that’s 
optimized for functionality and uptime — and  
that facilitates testing and experience iteration. 
These capabilities enable your team to 
consistently improve customers’ No. 1 most 

spikes or new experiences won’t break your site. 

INNOVATION

UPTIME

OUTCOMESECOND CHANCES
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TRUST BREAKERS

Over-personalization

of consumers either prefer generic communication or are indifferent 
to personalized communication. 64%

say they avoid personalization because they don’t want to be tracked. 48%

Be transparent about the data you collect 
and how it’s used. DATA 

AFFINITY

OUTCOMESECOND CHANCES

of customers that want 
personalization, time-saving features 

 For the 36%
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SUPPORT

SMARTER FAQS

OUTCOME

Customer service breakdowns

TRUST BREAKERS

Unhelpful customer service is the leading reason customers abandon brands. And it doesn’t matter if they 
encounter human or machine when they need help in their customer journey —

most recent decision to abandon a brand. 1 in 5

Mine your customer service data to identify your biggest 
points of friction, and create supporting content that 
proactively answers top customer questions and concerns. 
Time spent building frictionless, trust-forward journeys 
avoids sending already frustrated customers to get help.

SECOND CHANCES
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RESTORED SUBSCRIPTIONS

TRANSPARENCY

OUTCOME

Simplify the path to renewing, updating and 
even canceling. A cleaner, more transparent 
subscription management experience for 
consumers contributes to brand trust.

SECOND CHANCES

TRUST BREAKERS

Subscription traps 

of consumers have 

canceling subscriptions.

37% 

of consumers aren’t willing to give  
you a chance to try again.

 3 out of 4
Trapping customers breaks trust and 
leads to frustration — and
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CUSTOMER SATISFACTION

STRATEGIC CONTENT

OUTCOME

TRUST BREAKERS

Spam

of customers experience spam emails.

More than 52%

 24%

directly via desktop and app experiences. Prioritize testing 
new engagement styles and measure customer signals to avoid 

digital experiences to build new journeys customers actually 
want — via email or otherwise. 

SECOND CHANCES
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Advanced players recognize the importance of power plays. Understanding customer preferences and expectations when it 

comes to digital experiences — and taking steps to meet and exceed those needs at every turn — catapults you to the top of the 

leaderboard. Just as importantly, ignoring these consumer inputs can land you in last place.

Game-Changing Plays

Offer exclusivity Provide customers  
with choices

Customers are willing to make deals for their data. 
Discounts and coupons entice 65% of consumers 
to share their personal information with brands. 
Exclusivity — like offering early access to a hot product 
or priority access to a new service — is a proactive way 
to bring customers further down the funnel.

Close to a third of customers (32%) say they can’t interact 
with a brand using their preferred communication 
method. Offer customers a choice — whether it’s email, 
phone or social media — in how they engage with you. 

LOYALTY INCLUSIONENGAGEMENT NAVIGABILITY 

of consumers 
are willing 
to exchange 
personal 
information  
for discounts  
and coupons.

65% 
of customers 
can’t interact 
with a brand 
using their 
preferred 
communication 
method.

32% 

Build on the customer trust you’ve established 
with strategic moves in four areas: 
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Protect what’s 
not yours

When customers trust your brand enough to give you their 
data, it’s your responsibility to protect it — 62% of consumers 
say this is a concern. Website tools are available so you 
can easily automate important security updates (without 
breaking anything) to avoid leaving holes open for hackers.

PREPAREDNESS COMPLIANCE 

of consumers 
are concerned 
their personal 
information 
won’t be 
protected  
once shared.

62% 

Make your brand accessible 

Building accessible experiences ensures you’re meeting the needs of all 
potential audiences. Quick wins include adding subtitles to videos, alt-

. Prioritizing accessibility means 
your customers (current and future) know they’re at the center of your 
experiences and decision-making. 

RESPONSIVENESS EXPERIENCE
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Building trust with customers is the 
name of the game for marketers —  
and the only way you win alongside 

other players on the board. 

With so much at stake, making sure your digital experiences are frictionless, engaging  
and future-proofed is your best end-game strategy. 

Learn more at pantheon.io


