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Background: 



Methodology: 



A quantitative study was conducted using a 
US consumer panel and a total of N=1500 
surveys were completed. Qualifying consumers 
aged 13+ who own smartphones participated 
(1000 iPhone users and need 500 Android 
users) with a balance of male/female and 
various age groups achieved. The survey was 
fielded from February 5th - February 17th 2021.

IDFA

Apple, IDFA and iOS14: New Challenges, New Opportunities 
for Marketers

In 2021, Apple will introduce new privacy features for iOS 14, that include consumer 
opt-in for permission for marketers to track online behavior. The rule requires apps to 
get explicit consent from consumers to access the device’s Identifier for Advertisers 
( ) and transmit data to third parties.



AppsFlyer, the leading global attribution provider, partnered with the partnered with 
MMA Global to survey consumers about the implications of these privacy related 
updates and larger issues surrounding privacy and their smartphone data. This 
study is a follow up to 

, a survey of marketers conducted in September of 2020, about how 
they were preparing for the loss of data due to Apple’s impending privacy changes.

https://www.appsflyer.com/mobile-attribution-glossary/idfa/
https://www.appsflyer.com/idfa-study-ios14-mma/
https://www.appsflyer.com/idfa-study-ios14-mma/


Key Findings:



1. There is heightened concern among smartphone owners for whom there is no 
one-size-fits-all approach when it comes to navigating the use of their data by 
app developers and content providers.



2. Smartphone users are divided over their thoughts on data and privacy with a 
marked difference in levels of concern expressed by younger vs. older groups. 
Youngest are least concerned.



3. A significant number of smartphone users have taken technological action to 
protect their privacy with ad blockers (used by 47%) and browser extensions (35%) 
the most common tactics.



4. Why is data collected? Most smartphone users understand that content is not 
free and that advertising and data sales pay for it. But, there is a marked difference 
in willingness to pay and for what types of content smartphone users will pay for.  
Teens are the most willing to pay for music while millennials are most likely to pay for 
video. Video overall is the most likely content type people will pay for.



5. Less than 1/3 of smartphone owners are aware of Apple’s privacy changes and 
when presented with the scenario of how it will work, they find it alarming and on 
average nearly half (47%) are very unlikely to opt in to tracking.



6. Smartphone owners are divided in terms of how confident they feel to make a 
decision about tracking and think that big tech needs to step in and provide more 
education.  



7. Most smartphone users understand the negative consequences of not allowing 
tracking (ads becoming more repetitive & less relevant) but many (45%) still prefer to 
not allow tracking.



8. While 1/3 of smartphone owners will not allow tracking under any circumstances, 
the majority will allow some form of tracking rather than pay a subscription fee.



Results:

Smartphone Users Are Very Concerned About Data & Privacy



In the case of privacy, attitudes do translate into action for smartphone users. 47% 
of them on average are using an ad blocker and 35% use a browser extension to 
eliminate ads. These numbers rise with youth: 54% of 25 - 34s are using ad blockers 
and 49% of teen respondents are using browser extensions.



What are their concerns about use of this data? The concerns  are broad ranging 
with identity theft ranking highest, cited by 58%. There is also concern about 
fairness, with 45% saying that they should be receiving some share of the revenue 
earned from their data.



What constitutes “personal online data”? Addresses, phone numbers and income 
rank highest for sensitivity, but some of the most commonly used social media data, 
such as personal interests, are still considered sensitive by 34% of respondents. 
Interestingly, real time data regarding location is not the highest ranking on the list.


Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Overall, how do you feel about the use of your personal online data by companies?

The majority of smartphone users say they are very to extremely concerned about 
“the uses of your personal online data by companies.” The level of concern increases 
with age, and 38% of those 65 and older say they are “extremely concerned”, which 
is a 10 point increase over the norm. All age levels express some concern with 41% of 
those 18 - 24 saying they are “moderately concerned”. 

Age groups Age groups 

13-17 y.o. 25% 45-64 y.o. 39%

65+ y.o. 38%

18-24 y.o. 41%



Smartphone users seem to have struck a bargain with their apps in terms of data. 
When asked which ones they think collect sensitive data, the majority cited email, 
social media and search engines, but at the same time they acknowledge that 
these are the apps they use the most.

Which of the following types of personal information do you consider sensitive/the most sensitive, when 
collected and stored by a company online?

Which apps would you say that you spend the most time on your phone in general?

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021



Online Content and the Value Exchange: Why Do Smartphone Users 
Think Businesses Collect This Data?




To make money by selling my data to 
other companies or from advertising

To improve my experience by serving me content 
and services that are more tailored to my needs

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Do smartphone users understand that the content ecosystem of apps relies on 
revenue from data for their business models? Yes and no. When asked how they 
thought these companies generated revenue to stay in business, just over 1/3 (36%) 
said advertising, while 33% said by selling consumer data and 28% said 
subscriptions. Fifty-three percent acknowledged that it was all of the above. In 
terms of what they were willing to pay for, the Netflix effect is acknowledged by just 
under half (48% pay for streaming video), 37% said they are paying for music, 25% 
utilities include health and 25% video games. Sixteen percent say they are paying 
for news. The willingness to pay is age specific. There is a 13 point bump for 35-54s 
to pay for streaming video over the average, and a 16 point bump for this cohort to 
pay for streaming music.



To answer the “why” of data usage, smartphone users were asked how much they 
agreed with key statements about companies and their personal data. Thirty-nine 
percent strongly agreed that the sale of their data was to make money, while just 
14% strongly agreed that it was to improve their user experience or deliver more 
relevant content to them. This disconnect is especially important as many ad tech 
companies base their existence on the idea that consumers prefer relevancy over 
randomly placed content and ads.  Smartphone owners are more likely to believe 
that companies collect their data to monetize it vs. just improve their experience 
and they feel that there is a "fairness" issue because they are not getting part of the 
value of that data.



Smartphone Users Show Limited Understanding of the Implications of 
the New Privacy Protocols





If you had to choose between “allowing tracking” or paying a subscription fee to access an app, which 
of the following would you do?

I would allow tracking to all the apps that I use, to avoid 
paying subscription

I would not allow tracking to any apps, but I would 
prefer to pay a subscription for certain apps only

I would do something in the middle e.g. allow some apps 
to track me and pay for some others

Other (specify)

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Across the board, only about 1/3 of smartphone users fully understand the 
implications of the loss of data like the IDFA. Thirty-nine percent understood that 
ads and content might be less relevant, 34% said ads might be more repetitive 
(without tracking, what is called “frequency capping” of ads will not happen), and 
an equal number understood that apps or other content providers might need to 
charge a subscription fee or go out of business.  



If presented with free vs paid scenarios, overall 24% would allow tracking in 
exchange for free content, 45% still just don’t want to be tracked, and the number 
spikes for those 55 and up (34%) .



When presented with a direct value exchange, there seems to be a limit to what 
people will pay for (subscriptions) vs. allowing data to be used. If they had to 
choose between “allowing tracking or paying a subscription fee to access a 
site/app”, equal numbers would only allow tracking for favorite apps, would pay a 
subscription fee or would make strong choices between what is paid for and what 
they allow tracking for. Clearly when it comes to privacy, there is no “one size fits all.”



Apple and Privacy Changes: Awareness is Low, Except Among

Youngest Groups





Respondents were asked how the language made them feel. Eighty-two percent 
said they were “somewhat to very concerned” by it.  What specifically came to 
mind? A nearly equal percentage found it “accurate” to “alarmist” and 19% found it 
“complicated”. 

Which of the following adjectives would you use to describe the language used in this form?

25-34 y.o. 25%

35-44 y.o. 26%

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

With the introduction of an opt in protocol for users of iOS 14 imminent, survey 
respondents were asked about whether they knew about the change. On average, 
just 30% of smartphone users were aware (34% of iPhone users, while 27% of Android 
users were aware). Significantly, nearly half of those 18 - 24 were aware (48%).

What will smartphone users do when suddenly a pop up appears when they open 
up an app and they are asked to give explicit consent?  The survey showed 
respondents a mock-up of what the experience (and language) will be like:



Do smartphone users like what Apple is doing? It’s an absolute “yes”. Sixty one 
percent overall “somewhat to strongly” agree (40% strongly) with Apple’s move, and 
the favorability is strongest with the crucial spending demographic of 25 - 54s 
where 51% strongly agree.



What will happen when smartphone users encounter that pop up? On average 47% 
will not allow tracking with 67% of those 65 and up not allowing. 21% of older 
millennials (35 - 45) are very likely to allow it.

In general how likely are you to “allow tracking” if you encountered a pop-up screen like this?  Please 
respond even if you don’t currently use an iphone.

65+ y.o. 67%

35-44 y.o. 21%

Age groups 

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Summary of How Smartphone Users Think of New Privacy Regulations

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021



Smartphone owners do acknowledge that they are more inclined to allow tracking 
for “apps that need to track me to deliver specific content” (43% agreeing, and for 13 
- 18 years olds 59%).  What type of content are they more likely to allow tracking for?:  
food and delivery (30%) and travel (24%).  Here, youth matters, with the youngest 
cohorts (Gen Z, or teens through 24 year olds) willing to overlook privacy in favor of 
their DoorDash and Seamless fix. 

BA

Which of the following types of apps are you more likely to allow to track you?

Utility apps (i.e. maps, weather, 
productivity) 

Food & Delivery

Travel

Health & Fitness

Shopping

Banking & Finance

Social media & Messaging

Games

Media & Entertainment

Other (specify)

Branded Apps (i.e. apps from 
consumer products that you use)

13-17 y.o. 51%

Age groups 

13-17 y.o. 27%

25-34 y.o. 17%

35-44 y.o. 14%

18-24 y.o. 11%

55-64 y.o. 22%

18-24 y.o. 49%

65+ y.o. 18%

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021



Whose responsibility is it to educate consumers like you about the usage of online data?

Implications of Privacy Changes & The Role of Consumer Education: Big 
Tech Needs to Step Up

Source: AppsFlyer & MMA, Personal Data, Privacy & Smartphones: The Cautious Consumer, March 2021

Just over half (54%) of smartphone users say that they have the right information to 
make an informed decision about tracking, but that number declines precipitously 
with age. Only 37% of those 65 and up agree with this statement. In terms of whose 
responsibility it is to educate consumers about the usage of online data there is 
sound agreement that Big Tech has to step up. Over half of all respondents (53%) 
say that companies like Apple, Google and Facebook need to play a significant role 
in education.  Interestingly, Big Tech is considered significantly more important in this 
role than content publishers and app developers and brands who perhaps have the 
most to lose.



Takeaways and Implications: 



Apple, 

IDFA and iOS14: New Challenges, New Opportunities for Marketers

This survey is part of an ongoing initiative from the AppsFlyer and MMA Global to 

understand how both marketers and consumers are thinking about the evolving issues 

surrounding data usage and privacy. The previous marketer survey is available here: 

.

For more information on how AppsFlyer is working to prepare its clients for 
the new world of iOS 14 and beyond https://www.appsflyer.com/ios-14/.

1. Personal Data, Privacy & Smartphones: Consumer Concern reveals that there is 
great disparity in how smartphone users think about data usage and privacy. 
Younger users are much more likely to understand the personal value proposition 
and prefer tracking to subscription fees. App developers and content producers 
cannot create a one-size fits all approach to how they communicate and act on 
new privacy constraints.



2. Marketers and app developers need to make sure they are being entirely clear 
about the value exchange of content for data: Smartphone users are more willing 
to allow tracking if they explicitly understand how its usage improves both 
functionality and experience. 



3. Smartphone users want tech companies to step up, be transparent and educate 
them in ways that are simple and direct. “If you want my data, what do I get?” is 
their mantra.



4. Given that smartphone users overall are wary about privacy and half already 
take some action like using ad blockers to protect their privacy, marketers and app 
developers have to switch to new more privacy compliant modes of targeting and 
attribution in order to still reach these highly privacy-conscious consumers.



5. Since the majority of smartphone users are not aware of Apple’s privacy changes 
and are NOT likely to allow tracking, when they see the opt-in pop ups in iOS 14, 
marketers and app developers need to act now to educate their users and 
implement alternative solutions.

https://www.appsflyer.com/idfa-study-ios14-mma/
https://www.appsflyer.com/idfa-study-ios14-mma/
https://www.appsflyer.com/ios-14/
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