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The ARF has conducted its fourth annual Privacy 
Study, surveying 1,280 American consumers. 
This study, like its three predecessors, was 
conducted in the spring (from May 14th to 26th, 
2021) 1 .  All four surveys were done using a 
Qualtrics online sample and platform, with quotas 
for age, gender, and region, based on the 
distribution of the U.S. population. One important 
thing to note: this year, the section on privacy 
and personal data use was expanded.  

Summary of Findings 

 Smartphones have come to dominate the 
device landscape, both in terms of the amount 
of time spent with them and the numbers of 
ways in which they are used. 

 The types of information people are willing 
and not willing to share have remained 
consistent with prior years.  

o They are least likely to share their 
Social Security number, financial and 
medical information and their home 
address and phone number(s). 

o The prospect of getting more relevant 
advertising appears to enhance 
willingness to share most types of 
information, including Social Security 
numbers. 

 Americans express just as much resistance to 
being placed in target segments as they do to 
being targeted individually. 

 More targetable channels, such as websites, 
are acknowledged to deliver more relevant 
ads than less targetable channels, such as 
local television.  Nonetheless, people are 
more likely to say that ads on websites they 
visit are “irrelevant” than they are to say 
“usually relevant,” with just under one fifth 
saying that the ads reflect too much 
knowledge about them. 

 

1 The 2020 study was conducted from April 24th to 27, the 2019 study during the 
week of March 16, and the 2018 study during the week of May 28th. 

 Hard-core resistance to targeted advertising 
appears to be confined to between one 
quarter and 40% of the population, depending 
on the source of the targeting information. 

 Some privacy policy terms that are used in 
other contexts, such as “personalized” and 
“platforms” are widely understood, while “PII” 
and “cookie” are not. 

o Younger consumers and those with 
graduate degrees are more likely to 
understand these terms.   

 Vigilance in taking actions to preserve 
privacy, such as frequently changing privacy 
settings or updating ad blockers, is limited to 
a minority of 15% to 25%. Far more people 
rarely or never take such actions, while about 
one-third sometimes do.   

 Trust in scientists and technical experts 
appears to have dipped since 2020, but 
remains far stronger than trust in the media, 
advertising or Congress.  

o Trust in most of the institutions we 
asked about is generally stronger 
among younger Americans, Asian 
Americans, African Americans, people 
who live in the Northeast, and 
Democrats. The exception to this 
pattern is trust in local police, in whom 
trust is higher among older Americans, 
whites and Republicans. 

 There is much greater trust in financial and 
medical institutions to protect consumers’ 
data than in advertisers and social media 
platforms. Less than half of US consumers 
trust any of the types of organizations we 
asked about, in terms of giving them the 
ability to correct or delete their personal data, 
giving them control over how their data is 
used, and/or using their data for their own 
benefit.   
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Device Usage  

Mobile devices now dominate online usage.  More 
respondents reported frequent use of them (7+ 
hours per day) than frequent use of desktops, 
laptops, or tablets.  Time spent online on laptops 
was about the same as for desktops, and both 
were used more frequently than tablets among 
people who owned them (See Figure 1).  

Figure 1. Time Spent Online on Various 
Devices 

 

Smartphones are used more widely for 
searching/browsing, social networking, 
emailing/texting, and audio streaming than 
laptops, desktops or tablets (see Figure 2).  
Shopping, the second-most-common application 
of these devices, is done roughly equally on 
smartphones, desktops and laptops.  Gaming is 
more commonly done on smartphones and 
tablets than on other devices. Video streaming 
continues to be more common on Smart TVs than 
any other devices, but roughly equal numbers 
video stream on smartphones as on laptops or 

tablets.  The only activity asked about in the 
survey that Americans are more likely to do on 
laptops and desktops than on smartphones is 
work/business.  

Respondents were far more likely to make calls 
on their smartphones than on other devices, but 
this original purpose of the mobile phone is 
untapped by about one quarter (28%) of the 
owners of these devices. Usage of smartphones 
to make calls is strongly related to age: Most of 
those over 65 with smartphones use them to 
make calls; very few don’t (16%), but over a third 
of those under 25 (38%) don’t use them for this 
purpose.   

In April 2020, when most of America was in 
lockdown, people tended to report spending more 
time on their laptops/PCs and smartphones than 
in January of that year. By May 2021, time spent 
on connected devices stabilized a bit, with 
majorities reporting that they spent about the 
same amount of time with their desktops, laptops 
and smartphones that they had in January.  
Those who said that they were spending more 
time on these devices greatly outnumbered those 
who said that they were spending less time on 
them.  However, this is not the case for tablets. 
About as many said that they were spending 
more time with tablets as said that they were 
spending less (See Figure 3). 
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Figure 2. Which of the following do you do on a Smartphone/Laptop/Desktop/ 
Tablet/Smart TV?
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	Attitudes on Sharing Personal Data 

As in the previous three years, we asked 
respondents what personal data they would be 
willing to share with a website. We repeated the 
question this year but with three options rather 
than two – Willing to Share, Willing to Share if 
Received More Relevant Advertising, and Not 
Willing to Share under Any Condition. In general, 
the kinds of data people are more or less likely to 
share have not changed much since 2018. In 
each of the past four years, respondents were 
more willing to share their gender, race/ethnicity, 
marital status, employment status, sexual 
orientation, religion, political affiliation and 
citizenship status than to share their financial and 
medical information, home and work addresses 
and phone number(s) (See Figure 4). They are 
least willing to share Social Security numbers.   

However, the option of sharing to get more 
relevant ads does appear to raise consumers’ 
willingness to share some information about 
themselves.  For example, in 2021, 29% reported 
that they were willing to share their home 
addresses with a website, and another 29% were 

willing to do so for more relevant advertising.  So, 
58% altogether were willing to share their home 
addresses, either without condition or to get 
relevant ads. In 2020, by contrast, just 38% 
expressed a willingness to share their home 
address with a website.  

Similarly, fifteen percent were willing to share 
their Social Security numbers in 2020. That 
percentage, by itself, was virtually the same in 
2021 (14%), but when combined with those who 
are willing to share for the sake of more relevant 
advertising, the percentage rises to 27%. 
Dangling the prospect of obtaining more relevant 
advertising might be an inducement to some 
consumers to share their information who might 
not otherwise do so. 

Willingness to share personal information tends 
to vary by age, with those between the ages of 
25 and 44 being the most willing to share it and 
those 55 and older least willing to do so.   
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Figure 3. Time Spent Compared to January 2021 
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Figure 4. Which of the Following Types of Information Would you be Willing to 
Share with a Website?
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Residents of Western states tend to be less willing 
to share certain types of personal information 
than residents of Northeastern states.  There 
were significant gender differences for five of the 
20 types of information, with women more 
resistant than men to sharing their home 
address, work address, financial information and 
Social Security number. Men were significantly 
more reluctant to share their sexual orientation.   

A few questions drilled a bit deeper into 
sentiments around use of personal data. First, we 
asked whether respondents would be willing to 
give a company permission to use their personal 
data to improve their experience in several 
different situations. Their responses revealed 
trade-offs between risks and benefits  (See Figure 
5). Two-thirds are willing to provide access to 
their personal data to avoid filling out long forms 
at doctors’ offices, while just over half are willing 
to do so to avoid filling in credit card information 
whenever they buy from the stores they frequent.  
The public is close to evenly divided on 
willingness to give permission for one of the most 
common uses of personal data – getting better 
answers from a search engine.   

A second follow-up question asked about 
situations in which use of their data would 
improve a service a company is providing rather 
than just saving them time (See Figure 6).  A 
majority accept data-sharing on a need-to-know 
basis, such as for helping a bank or insurer assess 
their qualifications for a loan or a policy (60% say 
this is OK) and helping a company comply with an 
official request from government authorities 
(57%).  Consumers are more resistant to sharing 
personal data when there is no obvious personal 
benefit to them, such as helping a marketer 
understand what worked in a campaign (45%).   

Several new questions in the survey probed 
Americans’ level of comfort with the use of 
personal data for ad targeting. The public is close 
to evenly divided between those who are 

concerned or very concerned (48%) about the 
use of their online behavior to advertise to them 
and those who are a little concerned or not 
concerned (52%; see Figure 7). A minority, about 
one in five respondents (21%), report being “very 
concerned.”  Men expressed greater concern than 
women, married people expressed greater 
concern than unmarried people and those with 
graduate degrees and higher incomes ($150K+) 
expressed greater concern than their less 
educated and less affluent counterparts. 

While there does seem to be a hard core of 
resisters to use of personal data to improve 
advertising targeting, the survey results suggest 
that these resisters are in the minority -- that a 
majority of the adult U.S. population either 
accepts the use of personal data for targeting in 
general or in particular circumstances (See Figure 
8). For example, 39% find it unacceptable to 
receive ads based on information about their 
travel histories, but fewer (27%) find it 
unacceptable to receive ads due to information 
about their prior purchases.  Just one fifth give 
companies “carte blanche” to target them on the 
basis of the four sources of targeting information 
asked about in the survey, but most Americans 
deem these targeting practices to be at least 
“somewhat acceptable.” Americans 55 and over 
are far less accepting of these targeting practices 
than younger Americans.  For example, 46% of 
those 65 and older believe that targeting ads to 
them based on data on the media they consume 
is not acceptable, compared to 13% of those who 
are 25 to 34.  Acceptance of these practices was 
also lower among the divorced and widowed, 
while it was higher among Hispanics, those with 
graduate degrees, those with household incomes 
of $150,000 or more, and Democrats.  

We also asked about level of comfort with five 
very specific targeting scenarios (See Table 1). 
The percentage who considered the use of data in 
each scenario to be a “misuse of my data” ranged 
from 24% for getting ads for ski resorts on a news 
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app after Googling ski equipment to 38% for 
getting car rental ads in your social network feed 
when driving to the airport. A majority found each 
targeting use case to be OK under certain 
conditions, such as the opportunity to opt in to 

allow access to their data, the ability to remove 
their data, or the ability to get more relevant ads. 
Of these three conditions, the opportunity to opt 
in was consistently the most popular.

Figure 5. Are you willing to give a company permission to use your personal data if it 
will improve your personal experience? This is so… 

 

Figure 6. When is it OK for a company to share your personal data for other purposes? 
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Figure 7. Concern About Use of Your Online 
Behavior to Advertise and Market to You 

 

Figure 8.  Acceptable to Receive Ads that May Be 
More Relevant that Are Sent to You Because of. . 

. 

 

With the decline of cookies and device IDs, 
advertisers are beginning to consider targeting of 
small aggregates of de-identified consumer 
cohorts. This strategy would presumably represent 
far less risk to personal privacy.  However, 
consumers appear to be equally resistant to the 
use of personal data when it is described as a 
process of targeting “to groups or segments of 
people with similar characteristics rather than 

delivering an ad to an individual person.”  As can 
be seen in Table 2, between 31% and 43% 
categorically reject inclusion in a target segment 
defined in four different ways, from probable age 
and gender to location tracking to online behavior. 
Again, a majority accept inclusion in such 
segments if they can opt in, opt out or receive 
more relevant ads. Americans older than 55 tend 
to be more resistant to being assigned to a 
segment than those 25-34. Resistance tends to 
decline with increasing education and income. 
Those with no political party preferences express 
the greatest resistance to being grouped for 
targeting purposes. 

Despite the industry’s efforts to deliver messages 
to narrower and more precise consumer targets, 
less than one quarter of consumers consider the 
advertising they receive in each electronic channel 
to be “usually relevant” (See Figure 9).  In general, 
the channels with more limited granular targeting 
capabilities are thought to deliver more irrelevant 
ads than channels with more advanced targeting 
capabilities. The channel on which respondents 
believe they most often receive irrelevant ads is 
local television, followed by network television. 
The channel they perceive as least likely to serve 
them irrelevant ads is ad-supported websites they 
visit.   

Two other complaints about targeting are 
sometimes heard: that the ads are annoying, 
because they are for products the individual has 
already purchased (redundancy); or that the ads 
reflect too much knowledge about the individuals 
that receive them and are therefore, “too 
relevant.” On each channel, between 10% and 
20% believe that the ads that they see are 
redundant, and another 10% to 20% believe that 
the ads they receive on these channels feel “too 
relevant.” For every channel we asked about, more 
consumers feel that the ads on it are irrelevant 
than feel that they are either redundant or “too 
relevant.”  
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Table 1. Opinions of an Advertiser Using Data in Various Ways to Deliver Ads 

 	 This is fine if I 
get more 

relevant ads 

This is OK if I can 
see and remove my 
data or opt-out if I 

wish 

This is only OK if I 
opt-in, that is give the 
advertiser permission 

to use my data 

This is a 
misuse of my 

data 

You Google ski 
equipment and notice 
you start getting ads 
for ski resorts on your 
news app 

12% 25% 39% 24% 

You put an espresso 
machine in the 
Amazon cart but did 
not purchase it. Then 
you start getting ads 
for espresso machines 
on your YouTube app 

10% 27% 32% 31% 

You pull into the 
parking lot of a 
Wendy's and your 
phone buzzes 
signaling a coupon for 
a Taco Bell across the 
street 

11% 23% 30% 36% 

You have emailed a 
landscaper about 
doing yardwork at 
your home and you 
notice that ads for 
landscapers begin 
showing up on your 
cable channels 

10% 21% 33% 37% 

You drive to the 
airport and notice you 
are getting several 
rental car ads in your 
social network 
newsfeed 

10% 21% 31% 38% 
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Table 2. How would you feel if you received an ad because you were part of these groups? 
 

  This is fine 
if I get 
more 

relevant ads

This is OK if I can 
remove myself from 
this group any time 

(opt-out) 

This is only OK if I give the 
advertiser permission to 
include me in a group 

defined this way (opt-in) 

I do not wish 
to be part of a 
group defined 

this way 

If the group is defined 
based on probable age 
and gender 

10% 25% 34% 31% 

If the group is defined 
based on probable age, 
gender and your zip code 

11% 23% 30% 36% 

If the group were defined 
based on your online 
behaviors 

11% 18% 32% 39% 

If the group is defined 
based on places you have 
been as measured by 
location data collected 
from your mobile 

10% 22% 25% 43% 

 

Figure 9. Relevance of ads typically seen on . . . 
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Privacy Policies  

While online privacy issues have been spotlighted 
over the last five years in the advertising industry 
and public policy discussions, a majority of 
Americans admit to knowing little about them  
(See Figure 10). About one in seven consider 
themselves “very well informed” on the subject. 

Figure 10.  How well informed do you feel 
you are about privacy, that is, the use of 
your online data to advertise and market 

products? 

 

When this study was launched in 2018, one of its 
key objectives was to gauge consumers’ 
understanding of privacy issues.  So, we created 
a paragraph that someone might typically find in 
an advertising company’s privacy policy and 
asked respondents to identify which words were 
clear and which were confusing.  We changed that 
paragraph in 2021 to explore some new terms 
that had gained more prominence in the industry.  
The terms they easily understood are shown in 
green, those they found somewhat confusing are 
in yellow, and those they found very confusing 
are in red.   

People seem to understand terms that are often 
used outside privacy contexts, like “personalized” 
and “platforms” but not so much the terms that 

are more specific to the advertising ecosystem, 
like “cookie” and “PII.” 

Comprehension of these terms tended to be 
greater for those under 45 and those with 
graduate degrees. There were no significant 
regional differences in the understanding of these 
terms.   

Well before the explosion in online advertising 
and targeting, it had been observed that 
consumers have privacy thresholds which vary, 
depending on the context of the type of 
information that is collected, who is collecting it, 
and the purpose of collecting it (Cespedis & 
Smith, 1993). We therefore asked about 
consumers’ privacy-related actions in several 
different situations. Nearly 20 years ago, it was 
observed that consumers generally fall into three 
distinct groups with respect to online privacy – 
the very concerned, the unconcerned, and the 
pragmatic, whose privacy concerns are situation-
dependent (Sheehan, 2002). An earlier report by 
the FTC (FTC, 1998) estimated that the pragmatic 
comprised 50% of the U.S. population, while the 
other two groups comprised 25% each. Our 
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informed
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Advertisers often try to deliver ads that are 
personalized for you.  They may have dropped 
a cookie on your computer which allows them 
to retarget you for something you searched.  
Sometimes advertisers buy third party data 
from companies that profile you based on your 
online behavior.  They often create segments 
of consumers with similar behaviors.  
Generally, advertisers don’t have your PII, but 
rather know the device to which they are 
advertising.  Given concerns about privacy, 
some platforms ask you to opt-in to their 
tracking mechanisms. 

Legend:  Clear Mixed Confusing 

Websites publish their Privacy Policy to let you know what information they collect and how they use it. 
You may or may not have ever read the Privacy Policy for a website you visit.  Please read the sample 
paragraph below which are taken from popular websites. Please hover over the highlighted words and 
phrases with your mouse and click on them to indicate whether they are clear or confusing. 
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survey suggests that, with respect to their 
actions, the unconcerned group is the largest, 
ranging from roughly 40% to 50% depending on 
the action. For example, 43% reported that they 
rarely or never update or change their ad 
blockers, while 50% answered that they rarely or 
never stop patronizing a retailer due to privacy 
concerns (See Figure 11). Those on the other 
extreme, who stop using sites “very frequently” 
because of privacy concerns and claim to read the 
terms and conditions on new apps “very 

frequently,” represent about half as many 
consumers as the unconcerned – between 15% 
and 25%, depending on the situation. The 
remaining third of the population adopt a more 
pragmatic approach, sometimes taking measures 
to protect their privacy. Consumers between the 
ages of 25 and 44 and those with graduate 
degrees tend to be the most vigilant about taking 
steps to maintain their privacy.  Vigilance also 
tends to rise with increasing household income. 

 

Figure 11. How frequently do you do the following? 
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Trust 
 
The ARF’s privacy surveys in the first three years 
contained questions about trust in various 
institutions. In 2021, we removed some of them 
and added a few others (see Figure 12). The 
overall trust picture has not changed drastically 
since prior years: People still trust people like 
themselves and science and technical experts 
much more than they trust advertising or the U.S. 
Congress.  However, there were a couple of shifts 
in trustworthiness since 2020 that could reflect 
changes in the public mood between the spring of 
2020, when COVID fears were paramount, and 
the spring of 2021. First, trust in scientists and 
technical experts appears to have declined, 
perhaps reflecting a lack of faith in the medical 
establishment to eradicate COVID-19.  Second, 
trust in “social media sites I visit regularly” 
appears to have risen, perhaps reflecting a 
slightly less politicized environment than the one 
that prevailed five months before the 2020 
election. 

As we have seen in the past, trust in local 
institutions, such as “local police,” tends to be 
stronger than trust in national institutions like 
“media in general.” (In 2020, trust in local 
newspapers and local television stations 
exceeded trust in national newspapers and 
national broadcast news, respectively). 

Trust in most of these sources of information 
varies strongly by age, education, income, race, 
region and political party identification.  
Segments of the population that are most 
trusting of any one of the nine information 
sources are, with a couple of exceptions, more 
trusting of the other sources. The most trusting 
are 25–44-year-olds, those with college and 
graduate school degrees, Asian Americans and 
African Americans, Northeasterners, and 
Democrats (See Figures 13 to 16). The salient 
exception to this pattern is trust in the local 
police, which is significantly higher for whites and 

Asian Americans than for Blacks, higher for 
Republicans than for Democrats or independents 
and higher for those living in the West than in 
other regions.  Men also trust local police more 
than women do. 

In 2021, we added another set of more detailed 
questions about trust in various organizations’ 
use of their data in four ways: 

 Trust to protect the data. 
 Trust to use it for their benefit. 
 Trust to give them control over how their 

data is used.  
 Trust to give them the ability to correct or 

delete their data.  

The percentages of respondents who do not trust 
each type of organization in any of the four ways 
above are shown in Figure 17. Consumers are 
most likely to trust the organizations with which 
they have experience or a relationship, such as 
banks and doctors, in one of these ways. They are 
less trustful of technology companies, and they 
are least trustful of digital and television 
advertisers and social media platforms. Slightly 
over half of the respondents do not trust digital 
advertisers with their data in any of the four ways 
we asked them about. 

Most of the consumers trust banks/financial 
institutions and doctors/hospitals to protect their 
data (See Figure 18).  Fewer than half trust any 
of the other eight institutions to protect their 
data. Also, fewer than half trust any of these 
organizations, including banks and doctors, to 
use data for their benefit, to give them control 
over how their data is used, or to give them the 
ability to correct or delete it (See Figure 19).  
Aside from doctors and banks, they tend to place 
slightly greater trust in these institutions to give 
them the ability to correct or delete their data or 
to give them control over how their data is used 
than to use the data for their benefit. 
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Figure 12. Trust 

 

Figure 13. Trust Levels by Age              Figure 14. Trust Levels by Race 

  

Figure 15. Trust Levels by Region           Figure 16. Trust Levels by Party ID 
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Figure 17. Do NOT Trust Use of My Data in Any of Four Ways* 
 

 
 

*Those four ways are protecting their data, using it for their benefit, giving them control over how it is used, and 
giving them the ability to correct or delete it.  

 

Figure 18.  Trust to . . .  
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Figure 19.  Trust to . . . 
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Implications 

While there remains resistance to the use of 
personal data for advertising targeting, most of 
that resistance does not appear to be intractable. 
Explanations of the benefits of access to such 
information, including relevant advertising, and 
its value to the consumer in particular situations 
generally dampen resistance to sharing data.   

There is evidence here that it may be just as 
difficult, if not more so, to explain the benefits of 
placing consumers into segments as it is to 
persuade them of the benefits of individual-level 
tracking. Since consumers are more trusting of 
institutions with which they have personal 
relationships, such as banks and doctors, to 
manage their data, advertisers that develop 
stronger first-party relationships with consumers 
would seem to have an advantage in consumer 
trust with consumers’ data. Over the long term, 
acceptance of digital tracking may grow as 
younger digital natives, who are less anxious 
about it, begin to dominate the consumer 
landscape.  Political considerations continue to 
cast a shadow on trust in institutions that are not 
at all tied to politics.   

About the Advertising Research 
Foundation (ARF) 
 
Founded more than 80 years ago, the ARF is 
dedicated to creating, curating and sharing 
objective, industry-level advertising research to 
enable members to make a true impact on their 
advertising and build marketing leadership within 
their organizations. It has 400 members from 
leading brand advertisers, agencies, research 
firms and media-tech companies. For more 
information, please visit www.thearf.org. 
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