Contract Number

15-117 A1
SAN BERNARDINO
COUNTY SAP Number
e N 4100001654
Department of Behavioral Health
Department Contract Representative Betty Aguirre
Staff Analyst Il
Telephone Number 909-388-0856
Contractor Chapin Hall Center for Children
Contractor Representative Kristi S. Poskus
Counsel, Contracts and Compliance
Telephone Number 773-256-5223
Contract Term March 3, 2015 - June 30, 2019
Original Contract Amount $103,000
Amendment Amount $51,500
Total Contract Amount $154,500
Cost Center WETTA

THIS CONTRACT is entered into in the State of California by and between the County of San Bernardino,
hereinafter called the County, and Contractor referenced above, hereinafter called Contractor.

IT IS HEREBY AGREED AS FOLLOWS:

WITNESSETH:

IN THAT CERTAIN Contract No. 15-117 by and between the County of San Bernardino, a political
subdivision of the State of California, and Contractor for training, technical assistance, and consultation
services for the Child and Adolescent Needs and Strengths and Adult Needs and Strengths Assessment
tools, which Contract first became effective March 3, 2015, the following changes are hereby made and
agreed to, effective January 1, 2018:
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l. Definition of Terminology

Wherever in this document and in any attachments hereto, the terms "Contract" and/or "Agreement"
are used to describe the conditions and covenants incumbent upon the parties hereto, these terms are
interchangeable.

Definition of May, Shall and Should. Whenever in this document the words "may," "shall" and "should"
are used, the following definitions shall apply: "may" is permissive; "shall" is mandatory; and "should"
means desirable.

The term “County’s billing and transactional database system” refers to the centralized data entry
system used by the Department of Behavioral Health (DBH) for patient and billing information.

The term “Director,” unless otherwise stated, refers to the Director of DBH for the County of San
Bernardino.

The “State and/or applicable State agency” as referenced in this Contract may include the Department
of Health Care Services (DHCS), the Department of State Hospitals (DSH), the Department of Social
Services (DSS), the Mental Health Services Oversight and Accountability Commission (MHSOAC), the
Department of Public Health (CDPH), and the Office of Statewide Health Planning and Development
(OSHPD).

The U.S. Department of Health and Human Services (HHS) mission is to enhance and protect the
health and well-being of all Americans by providing for effective health and human services and
fostering advances in medicine, public health, and social services.

. Contract Supervision

The Director or designee shall be the County employee authorized to represent the interests of the
County in carrying out the terms and conditions of this Contract. The Contractor shall provide, in
writing, the names of the persons who are authorized to represent the Contractor in this Contract.

Contractor will designate an individual to serve as the primary point of contact for this Contract.
Contractor shall not change the primary contact without written notification and acceptance of the
County. Contractor shall notify DBH when the primary contact will be unavailable/out of the office for
one (1) or more workdays and will also designate a back-up point of contact in the event the primary
contact is not available. Contractor or designee must respond to DBH inquiries within two (2) business
days.

Contractor shall provide DBH with contact information, specifically, name, phone number and email
address of Contractor's staff member who is responsible for the following processes: Business
regarding administrative issues, Technical regarding data issues, Clinical regarding program issues;
and Facility.

1. Performance

Under this Agreement, the Contractor shall provide those services, which are dictated by attached
Addenda, Schedules and/or Attachments. The Contractor agrees to be knowledgeable in and apply all
pertinent local, State, and Federal laws and regulations; including, but not limited to those referenced in
the body of this Agreement. In the event information in the Addenda, Schedules and/or Attachments
conflicts with the basic Agreement, then information in the Addenda, Schedules and/or Attachments
shall take precedence to the extent permitted by law.
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B. Data Collection and Performance Outcome Requirements

The primary purpose of this Contract is to assist DBH in meeting the requirements as set forth in the
Mental Health Services Act (MHSA) Component Plan to ensure that timely performance data related to
client outcomes is collected, analyzed, and reported [WIC 5881(2)].

1.

Independent research involving clients shall not be conducted without the prior written approval
of the Director of DBH. Any approved research must follow the guidelines in the DBH Research
Policy.

Note: Independent research means a systematic investigation, including research
development, testing and evaluation, designed to develop or contribute to generalizable
knowledge. Activities which meet this definition constitute research for purposes of this
policy, whether or not they are conducted or supported under a program which is
considered research for other purposes. For example, some demonstration and service
programs may include research activities.

C. Right to Monitor and Audit Performance and Records

1.

Right to Monitor

County or any subdivision or appointee thereof, and the State of California or any subdivision or
appointee thereof, including the Auditor General, shall have absolute right to review and audit all
records, books, papers, documents, corporate minutes, financial records, and other pertinent items
as requested, and shall have absolute right to monitor the performance of Contractor in the delivery
of services provided under this Contract. Full cooperation shall be given by Contractor in any
auditing or monitoring conducted.

Contractor shall cooperate with the County in the implementation, monitoring and evaluation of this
Agreement and comply with any and all reporting requirements established by the County.

County reserves the right to place Contractor on probationary status, as referenced in the
Probationary Status Article, should Contractor fail to meet performance requirements; including,
but not limited to violations such as high disallowance rates, failure to report incidents and
changes as contractually required, failure to correct issues, inappropriate invoicing, timely and
accurate data entry, meeting performance outcomes expectations, and violations issued directly
from the State.

Availability of Records

Contractor shall agree to maintain and retain all appropriate service, training and financial
records for a period of at least ten (10) years from the date of final payment, the final date of the
contract period, final settlement, or until audit findings are resolved, whichever is later.

Contractor shall submit audited financial reports on an annual basis to DBH. The audit shall be
conducted in accordance with generally accepted accounting principles and generally accepted
auditing standards.

In the event the Contract is terminated, ends its designated term or Contractor ceases operation
of its business, Contractor shall deliver or make available to DBH all financial records that may
have been accumulated by Contractor or subcontractor under this Contract, whether completed,
partially completed or in progress within seven (7) calendar days of said termination/end date.
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3. Assistance by Contractor

Contractor shall provide all reasonable facilities and assistance for the safety and convenience of
County's representatives in the performance of their duties. All inspections and evaluations shall be
performed in such a manner as will not unduly delay the work of Contractor.

Notwithstanding any other provision of this Agreement, the County may withhold all payments due to
Contractor, if Contractor has been given at least thirty (30) days’ notice of any deficiency(ies) and has
failed to correct such deficiency(ies). Such deficiency(ies) may include, but are not limited to: failure to
provide services described in this Agreement; Federal, State, and County audit exceptions resulting
from noncompliance, violations of pertinent Federal and State laws and regulations, and significant
performance problems as determined by the Director or designee from monitoring visits.

County has the discretion to revoke full or partial provisions of the Contract, delegated activities or
obligations, or application of other remedies permitted by State or Federal law when the County or
DHCS determines Contractor has not performed satisfactorily.

Collections Costs

Should the Contractor owe monies to the County for reasons including, but not limited to, Quality
Management review, cost-settlement, and/or fiscal audit, and the Contractor has failed to pay the
balance in full or remit mutually agreed upon payment, the County may refer the debt for collection.
Collection costs incurred by the County shall be recouped from the Contractor. Collection costs
charged to the Contractor are not a reimbursable expenditure under the Contract.

Damage to County Property, Facilities, Buildings, or Grounds (If Applicable)

Contractor shall repair, or cause to be repaired, at its own cost, all damage to County vehicles,
facilities, buildings or grounds caused by the willful or negligent acts of Contractor or employees or
agents of the Contractor. Such repairs shall be made immediately after Contractor becomes aware of
such damage, but in no event later than thirty (30) days after the occurrence.

If the Contractor fails to make timely repairs, the County may make any necessary repairs. The
Contractor, as determined by the County, for such repairs shall repay all costs incurred by the County,
by cash payment upon demand, or County may deduct such costs from any amounts due to the
Contractor from the County.

Damage to County Issued/Loaned Equipment (If Applicable)

1. Contractor shall repair, at its own cost, all damage to County equipment issued/loaned to
Contractor for use in performance of this Contract. Such repairs shall be made immediately
after Contractor becomes aware of such damage, but in no event later than thirty (30) days after
the occurrence.

2. If the Contractor fails to make timely repairs, the County may make any necessary repairs. The
Contractor shall repay all costs incurred by the County, by cash payment upon demand, or
County may deduct such costs from any amounts due to the Contractor from the County.

3. If a virtual private network (VPN) token is lost or damaged, Contractor must contact DBH
immediately and provide the user name assigned to the VPN Token. DBH will obtain a
replacement token and assign it to the user account. Contractor will be responsible for the VPN
token replacement fee.
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V. Funding and Budgetary Restrictions

This Agreement shall be subject to any restrictions, limitations, or conditions imposed by State, County
or Federal governments which may in any way affect the provisions or funding of this Agreement. This
Agreement is also contingent upon sufficient funds being made available by State, County or Federal
governments for the term of the Agreement. Funding is by fiscal year period July 1 through June 30.
Costs and services are accounted for by fiscal year. Any unspent fiscal year allocation does not roll
over and is not available in future years. Each fiscal year period will be settled to Federal and/or State
cost reporting accountability.

The maximum financial obligation of the County is limited by the available Federal, State and/or County
funds as indicated. The maximum financial obligation is further limited by fiscal year and funding
source.

County will take into consideration requests for changes to Contract funding, within the existing
contracted amount. All requests must be submitted in writing by Contractor to DBH Fiscal no later than
April 15 for the operative fiscal year. Requests must be addressed to the Deputy Director of
Administrative Services, written on organizational letterhead, and include an explanation of the
revisions being requested.

Contractor must establish and maintain effective internal controls over all funding awarded to
Contractor by County to provide reasonable assurance that Contractor complies with Federal, State,
and County statutes, regulations, and terms and conditions of the Contract.

V. Payment

During the term of this Agreement, the County shall make interim payments to Contractor on a monthly
basis as follows:

e Reimbursement for MHSA or County services provided by Contractor will be at the actual
cost to Contractor in providing said services.

Contractor shall invoice the County in arrears for services provided by Contractor as noted in
Addendum |. All invoices submitted shall clearly reflect all required information specified regarding the
services for which invoice are made. Invoices for Reimbursement shall be completed and forwarded to
DBH within ten (10) days after the close of the month in which services were rendered. Following
receipt of a complete and correct invoice, the County shall make payment within a reasonable period.

Pending a final settlement between the parties based upon the post Contract audit, it is agreed that the
parties shall make preliminary settlement within one hundred twenty (120) days of the expiration date of
this Agreement.

Contractor shall accept all payments from County via electronic funds transfer (EFT) directly deposited
into the Contractor's designated checking or other bank account. Contractor shall promptly comply with
directions and accurately complete forms provided by County required to process EFT payments.

Contractor shall be in compliance with the Deficit Reduction Act of 2005, Section 6032 Implementation.
As a condition of payment for services, goods, supplies and merchandise provided to beneficiaries in
the Medical Assistance Program (“Medi-Cal”), providers must comply with the False Claims Act
employee training and policy requirements in 1902(a) of the Social Security Act [42 U.S.C. 1396(a)
(68)], set forth in that subsection and as the Federal Secretary of the United States Department of
Health and Human Services may specify.
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F. Contractor agrees that no part of any Federal funds provided under this Contract shall be used to pay
the salary of an individual per fiscal year at a rate in excess of Level 1 of the Executive Schedule at
http://www.opm.gov/oca (U.S. Office of Personnel Management).

G. County is exempt from Federal excise taxes and no payment shall be made for any personal property
taxes levied on Contractor or any taxes levied on employee wages. The County shall only pay for any
State or local sales or use taxes on the services rendered or equipment and/or parts supplied to the
County pursuant to the Contract.

H. Contractor shall have written policies and procedures which outline the allocation of the indirect costs.
These policies and procedures should follow the guidelines set forth in the Uniform Grant Guidance,
Cost Principles and Audit Requirements for Federal Awards. Calculation of allocation rates must be
based on actual data (total modified direct costs, labor costs, labor hours, etc.) from current fiscal year.
If current data is not available, the most recent data may be used. Prior estimates must be revised as
soon as actual data is made available and appropriate adjustments made in subsequent claim.
Contractor must notify DBH in writing if the indirect cost rate changes.

l. The indirect cost rate submitted in Contractor’s budget and the actual indirect cost claimed from the
County contract cannot exceed fifteen percent (15%) of the Modified Total Direct Cost (MTDC) of the
program unless Contractor can obtain a “Negotiated Indirect Cost Rates Agreement” from a cognizant
agency responsible for negotiating and approving indirect cost rates for a nonprofit organization on
behalf of all Federal agencies.

J. Prohibited Payments

1. County shall make no payment to Contractor other than payment for services covered under
this Contract.

2. In accordance with Section 1903(i) of the Social Security Act, County is prohibited from paying
for an item or service:

a. Furnished under contract by any individual or entity during any period when the
individual or entity is excluded from participation under title V, XVIII, or XX or under this
title pursuant to sections 1128, 1128A, 1156, or 1842(j)(2) of the Social Security Act.

b. Furnished at the medical direction or on the prescription of a physician, during the period
when such physician is excluded from participation under title V, XVIII, or XX or under
this title pursuant to sections 1128, 1128A, 1156, or 1842(j)(2) of the Social Security Act
and when the person furnishing such item or service knew, or had reason to know, of the
exclusion (after a reasonable time period after reasonable notice has been furnished to
the person).

C. Furnished by an individual or entity to whom the County has failed to suspend payments
during any period when there is a pending investigation of a credible allegation of fraud
against the individual or entity, unless the County determines there is good cause not to
suspend such payments.

d. With respect to any amount expended for which funds may not be used under the
Assisted Suicide Funding Restriction Act (ASFRA) of 1997.

K. If DHCS or the County determines there is a credible allegation of fraud, waste or abuse against
government funds, the County shall suspend payments to the Contractor.
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VI. Fiscal Award Monitoring

A. County has the right to monitor the Contract during the award period to ensure accuracy of claim for
reimbursement and compliance with applicable laws and regulations.

B. If the appropriate agency of the State of California, or the County, determines that all, or any part of, the
payments made by the County to Contractor pursuant hereto are not reimbursable in accordance with
this Agreement, said payments will be repaid by Contractor to the County. In the event such payment
is not made on demand, the County may withhold monthly payment on Contractor’s claims until such
disallowances are paid by Contractor.

VILI. Single Audit Requirement

Pursuant to CFR, Title Il, Subtitle A, Chapter Il, Part 200, Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal Awards, Contractors expending the threshold amount or more
in Federal funds within the Contractor’s fiscal year must have a single or program-specific audit performed in
accordance with Subpart F, Audit Requirements. The audit shall comply with the following requirements:

A. The audit shall be performed by a licensed Certified Public Accountant (CPA).

B. The audit shall be conducted in accordance with generally accepted auditing standards and
Government Auditing Standards, latest revision, issued by the Comptroller General of the United
States.

C. At the completion of the audit, the Contractor must prepare, in a separate document from the auditor's

findings, a corrective action plan to address each audit finding included in the auditor's report(s). The
corrective action plan must provide the name(s) of the contact person(s) responsible for corrective
action, the corrective action planned, and the anticipated completion date. If Contractor does not agree
with the audit findings or believes corrective action is not required, then the corrective action plan must
include an explanation and specific reasons.

D. Contractor is responsible for follow-up on all audit findings. As part of this responsibility, the Contractor
must prepare a summary schedule of prior audit findings. The summary schedule of prior audit findings
must report the status of all audit findings included in the prior audit's schedule of findings and
questioned costs. When audit findings were fully corrected, the summary schedule need only list the
audit findings and state that corrective action was taken.

E. Contractor must electronically submit within thirty (30) calendar days after receipt of the auditor’s
report(s), but no later than nine (9) months following the end of the Contractor’s fiscal year, to the
Federal Audit Clearinghouse (FAC) the Data Collection Form SF-SAC (available on the FAC Web site)
and the reporting package which must include the following:

1. Financial statements and schedule of expenditures of Federal awards
2. Summary schedule of prior audit findings
3. Auditor's report(s)

4. Corrective action plan

Contractor must keep one copy of the data collection form and one copy of the reporting package
described above on file for ten (10) years from the date of submission to the FAC or from the date of
completion of any audit, whichever is later.

Page 8 of 23



The cost of the audit made in accordance with the provisions of Uniform Administrative Requirements,
Cost Principles, and Audit Requirements for Federal Awards can be charged to applicable Federal
awards. However, the following audit costs are unallowable:

1. Any costs when audits required by the Single Audit Act that have not been conducted or have
been conducted but not in accordance with the Single Audit requirement.

2. Any costs of auditing that is exempted from having an audit conducted under the Single Audit
Act and Subpart F — Audit Requirements because its expenditures under Federal awards are
less than the threshold amount during the Contractor's fiscal year.

Where apportionment of the audit is necessary, such apportionment shall be made in accordance with
generally accepted accounting principles, but shall not exceed the proportionate amount that the
Federal funds represent of the Contractor’s total revenue.

The costs of a financial statement audit of Contractor's that do not have a Federal award may be
included in the indirect cost pool for a cost allocation plan or indirect cost proposal.

Contractor must prepare appropriate financial statements, including Schedule of Expenditures for
Federal Awards (SEFA).

The work papers and the audit reports shall be retained for a minimum of ten (10) years from the date
of the final audit report, and longer if the independent auditor is notified in writing by the County to
extend the retention period.

Audit work papers shall be made available upon request to the County, and copies shall be made as
reasonable and necessary.

VIII. Contract Performance Notification

In the event of a problem or potential problem that will impact the quality or quantity of work or the level
of performance under this Contract, Contractor shall provide notification within one (1) working day, in
writing and by telephone, to DBH.

Contractor shall notify DBH in writing of any change in mailing address within ten (10) calendar days of the
address change.

IX. Probationary Status

In accordance with the Performance Article of this Agreement, the County may place Contractor on
probationary status in an effort to allow the Contractor to correct deficiencies, improve practices, and
receive technical assistance from the County.

County shall give notice to Contractor of change to probationary status. The effective date of
probationary status shall be five (5) business days from date of notice.

The duration of probationary status is determined by the Director or designee(s).

Contractor shall develop and implement a corrective action plan, to be approved by DBH, no later than
ten (10) business days from date of notice to become compliant.

Should the Contractor refuse to be placed on probationary status or comply with the corrective action
plan within the designated timeframe, the County reserves the right to terminate this Agreement as
outlined in the Duration and Termination Article.
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Placement on probationary status requires the Contractor disclose probationary status on any Request
for Proposal responses to the County.

County reserves the right to place Contractor on probationary status or to terminate this Agreement as
outlined in the Duration and Termination Article.

X. Duration and Termination

The term of this Agreement shall be from March 3, 2015 through June 30, 2019 inclusive.
This Agreement may be terminated immediately by the Director at any time if:

1. The appropriate office of the State of California indicates that this Agreement is not subject to
reimbursement under law; or

2. There are insufficient funds available to County; or
3. There is evidence of fraud or misuse of funds by Contractor; or
4, Contractor is found not to be in compliance with any or all of the terms of the herein

incorporated Articles of this Agreement or any other material terms of the Contract, including the
corrective action plan; or

5. During the course of the administration of this Agreement, the County determines that the
Contractor has made a material misstatement or misrepresentation or that materially inaccurate
information has been provided to the County, this Contract may be immediately terminated. If
this Contract is terminated according to this provision, the County is entitled to pursue any
available legal remedies.

Either the Contractor or Director may terminate this Agreement at any time for any reason or no reason
by serving thirty (30) days written notice upon the other party.

This Agreement may be terminated at any time by the mutual written concurrence of both the
Contractor and the Director.

Contractor must immediately notify DBH when a facility operated by Contractor as part of this Agreement
is sold or leased to another party. In the event a facility operated by Contractor as part of this Agreement
is sold or leased to another party, the Director has the option to terminate this Agreement immediately.

XI. Personnel

Contractor shall operate continuously throughout the term of this Agreement with at least the minimum
number of staff as required to perform the services as described in Addendum 1.

Contractor agrees to provide or has already provided information on former County of San Bernardino
administrative officials (as defined below) who are employed by or represent Contractor. The
information provided includes a list of former County administrative officials who terminated County
employment within the last five years and who are now officers, principals, partners, associates or
members of the business. The information also includes the employment with or representation of
Contractor. For purposes of this provision, “County administrative official” is defined as a member of
the Board of Supervisors or such officer’'s staff, Chief Executive Officer or member of such officer’s
staff, County department or group head, assistant department or group head, or any employee in the
Exempt Group, Management Unit or Safety Management Unit.
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Contractor shall obtain records from the Department of Justice of all convictions of persons offered
employment or volunteers as specified in Penal Code Section 11105.3.

Contractor shall inform DBH within twenty-four (24) hours or next business day of any allegations of
sexual harassment, physical abuse, etc., committed by Contractor's employees against clients served
under this Contract. Contractor shall report incident as outlined in Notification of Unusual Occurrences
or Incident/Injury Reports paragraph in the Administrative Procedures Article.

Trafficking Victims Protection Act of 2000

In accordance with the Trafficking Victims Protection Act (TVPA) of 2000, the Contractor certifies that at
the time the Contract is signed, the Contractor will remain in compliance with Section 106(g) of the
Trafficking Victims Protection Act of 2000 as amended (22 U.S.C. 7104). For access to the full text of
the award term, go to: http://www.samhsa.gov/grants/grants-management/policies-
regulations/additional-directives.

The TVPA strictly prohibits any Contractor or Contractor employee from:

1. Engaging in severe forms of trafficking in persons during the duration of the Contract;
2. Procuring a commercial sex act during the duration of the Contract; and
3. Using forced labor in the performance of the Contract.

Any violation of the TVPA may result in payment withholding and/or a unilateral termination of this
Contract without penalty in accordance with 2 CFR Part 175. The TVPA applies to Contractor and
Contractor’s employees and/or agents.

XIl. Prohibited Affiliations

Contractor shall not knowingly have any prohibited type of relationship with the following:

1. An individual or entity that is debarred, suspended, or otherwise excluded from participating in
procurement activities under the Federal Acquisition Regulation or from participating in non-
procurement activities under regulations issued under Executive Order No. 12549 or under
guidelines implementing Executive Order No. 12549 [42 C.F.R. § 438.610(a)(1)].

2. An individual or entity who is an affiliate, as defined in the Federal Acquisition Regulation at 48
CFR 2.101, of a person described in this section [42 C.F.R. § 438.610(a)(2)].

Contractor shall not have a prohibited type of relationship by employing or contracting with providers or
other individuals and entities excluded from participation in Federal health care programs (as defined in
section 1128B(f) of the Social Security Act) under either Section 1128, 1128A, 1156, or 1842(j)(2) of the
Social Security Act [42 C.F.R. §§ 438.214(d)(1), 438.610(b); 42 U.S.C. § 1320c-5].

Contractor shall not have any types of relationships prohibited by this section with an excluded,
debarred, or suspended individual, provider, or entity as follows:

1. A director, officer, agent, managing employee, or partner of the Contractor [42 U.S.C. § 1320a-
7(b)(8)(A)(ii); 42 C.F.R. § 438.610(c)(1)].

2. A subcontractor of the Contractor, as governed by 42 C.F.R. § 438.230. [42 C.F.R. §
438.610(c)(2)].

3. A person with beneficial ownership of 5 percent (5%) or more of the Contractor’s equity [(42
C.F.R. § 438.610(c)(3)].
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An individual convicted of crimes described in section 1128(b)(8)(B) of the Act [42 C.F.R. §
438.808(b)(2)].

A network provider or person with an employment, consulting, or other arrangement with the
Contractor for the provision of items and services that are significant and material to the
Contractor’s obligations under this Contract [42 C.F.R. § 438.610(c)(4)].

Contractor shall not employ or contract with, directly or indirectly, such individuals or entities for
the furnishing of health care, utilization review, medical social work, administrative services,
management, or provision of medical services, or the establishment of policies or provision of
operational support for such services [42 C.F.R. § 438.808(b)(3)].

D. Conflict of Interest

1.

Contractor shall comply with the conflict of interest safeguards described in 42 Code of Federal
Regulations part 438.58 and the prohibitions described in section 1902(a)(4)(C) of the Act [42
C.F.R. § 438.3(f)(2)].

Contractor shall not utilize in the performance of this Contract any County officer or employee or
other appointed County official unless the employment, activity, or enterprise is required as a
condition of the officer’s or employee’s regular County employment [Pub. Con. Code § 10410;
42 C.F.R. § 438.3(f)(2)].

a. Contractor shall submit documentation to the County of current and former County
employees who may present a conflict of interest.

XIII. Licensing, Certification and Accreditation

Contractor shall operate continuously throughout the term of this Agreement with all licenses, certifications
and/or permits as are necessary to the performance hereunder. Failure to maintain a required license,
certification, and/or permit may result in immediate termination of this Contract.

1.

XIV. Administrative Procedures

A. If a dispute arises between the parties to this Agreement concerning the interpretation of any State
Notice or a policy/procedure within the DBH SPM, the parties agree to meet with the Director to attempt
to resolve the dispute.

B. State Notices shall take precedence in the event of conflict with the terms and conditions of this
Agreement.

C. If a dispute arises between the parties concerning the performance of this Agreement, DBH and
Contractor agree to meet informally to attempt to reach a just and equitable solution.

D. Notification of Unusual Occurrences or Incident/Injury Reports

Contractor shall notify DBH, within twenty-four (24) hours or next business day, of any unusual
incident(s) or event(s) that occur while providing services under this Contract, which may result
in reputational harm to either the Contractor or the County. Notice shall be made to the
assigned contract oversight DBH Program Manager with a follow-up call to the applicable
Deputy Director.

Contractor shall submit a written report to DBH within three (3) business days of occurrence on
DBH Unusual Occurrence/Incident Report form or on Contractor's own form preapproved by
DBH Program Manager or designee.
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3. If Contractor is required to report occurrences, incidents or injuries as part of licensing
requirements, Contractor shall provide DBH Program Manager or designee with a copy of report
submitted to applicable State agency.

4. Written reports shall not be made via email unless encryption is used.
Release of Information

No news releases, advertisements, public announcements or photographs arising out of this Contract
or Contractor’s relationship with the County may be made or used without prior written approval of
DBH.

Ownership of Documents

All documents, data, products, graphics, computer programs and reports prepared by Contractor or
subcontractor pursuant to the Agreement shall be considered property of the County upon payment for
services. All such items shall be delivered to DBH at the completion of work under the Agreement.
Unless otherwise directed by DBH, Contractor may retain copies of such items.

Equipment and Other Property

All equipment, materials, supplies or property of any kind (including vehicles, publications, copyrights,
etc.) purchased with funds received under the terms of this Agreement which has a life expectancy of
one (1) year or more shall be the property of DBH, unless mandated otherwise by Funding Source, and
shall be subject to the provisions of this paragraph. The disposition of equipment or property of any kind
shall be determined by DBH when the Agreement is terminated. Additional terms are as follows:

1. The purchase of any furniture or equipment which was not included in Contractor’s approved
budget, shall require the prior written approval of DBH, and shall fulfill the provisions of this
Agreement which are appropriate and directly related to Contractor’s services or activities under
the terms of the Agreement. DBH may refuse reimbursement for any cost resulting from such
items purchased, which are incurred by Contractor, if prior written approval has not been
obtained from DBH.

2. Before equipment purchases made by Contractor are reimbursed by DBH, Contractor must
submit paid vendor receipts identifying the purchase price, description of the item, serial
numbers, model number and location where equipment will be used during the term of this
Agreement.

3. All equipment purchased/reimbursed with funds from this Agreement shall only be used for
performance of this Agreement.

4, Assets purchased with Medi-Cal Federal Financial Participation (FFP) funds shall be capitalized
and expensed according to Medi-Cal (Centers for Medicare and Medicaid Services) regulation.

5. Contractor shall submit an inventory of equipment purchased under the terms of this Agreement
as part of the monthly activity report for the month in which the equipment is purchased.
Contractor must also maintain an inventory of equipment purchased that, at a minimum,
includes the description of the property, serial number or other identification number, source of
funding, title holder, acquisition date, cost of the equipment, location, use and condition of the
property, and ultimate disposition data. A physical inventory of the property must be reconciled
annually. Equipment should be adequately maintained and a control system in place to prevent
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loss, damage, or theft. Equipment with cost exceeding County’s capitalization threshold of
$5,000 must be depreciated.

6. Upon termination of this Agreement, Contractor will provide a final inventory to DBH and shall at
that time query DBH as to requirements, including the manner and method in returning
equipment to DBH. Final disposition of such equipment shall be in accordance with instructions
from DBH.

Contractor agrees to and shall comply with all requirements and procedures established by the State,
County, and Federal Governments, including those for quality improvement, and including, but not limited
to, submission of periodic reports to DBH for coordination, contract compliance, and quality assurance.

Travel

Contractor shall adhere to the County’s Travel Management Policy (8-02) when travel is pursuant to
this Agreement and for which reimbursement is sought from the County. In addition, Contractor shall,
to the fullest extent practicable, utilize local transportation services, including but not limited to Ontario
Airport, for all such travel.

Political contributions and lobbying activities are not allowable costs. This includes contributions made
indirectly through other individuals, committees, associations or other organizations for campaign or other
political purposes. The costs of any lobbying activities however conducted, either directly or indirectly, are
not allowable.

XV. Laws and Requlations

Contractor agrees to comply with all relevant Federal and State laws and regulations, including, but not
limited to those listed below, inclusive of future revisions, and comply with all applicable provisions of:

1. Mental Health Plan (MHP) Contract with the State;

California Code of Regulations, Title 9;

California Code of Regulations, Title 22;

California Welfare and Institutions Code, Division 5;

Code of Federal Regulations, Title 42, including, but not limited to, Parts 438 and 455;
Code of Federal Regulations, Title 45;

United States Code, Title 42, as applicable;

Balanced Budget Act of 1997; and

© © N oo g M w0 DN

Applicable Medi-Cal laws, regulations, including applicable sub-regulatory guidance and
contract provisions.

Drug and Alcohol-Free Workplace

In recognition of individual rights to work in a safe, healthful and productive work place, as a material
condition of this Contract, Contractor agrees that Contractor and Contractor's employees, while
performing service for the County, on County property, or while using County equipment:

1. Shall not be in any way impaired because of being under the influence of alcohol or a drug.

2. Shall not possess an open container of alcohol or consume alcohol or possess or be under the
influence of any substance.
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Shall not sell, offer, or provide alcohol or a drug to another person. This shall not be applicable
to Contractor or Contractor's employees who, as part of the performance of normal job duties
and responsibilities, prescribes or administers medically prescribed drugs.

Contractor shall inform all employees that are performing service for the County on County
property, or using County equipment, of the County’s objective of a safe, healthful and
productive work place and the prohibition of drug or alcohol use or impairment from same while
performing such service for the County.

The County may terminate for default or breach of this Contract and any other contract
Contractor has with County, if Contractor or Contractor's employees are determined by the
County not to be in compliance with above.

C. Privacy and Security

1.

Contractor shall comply with all applicable State and Federal regulations pertaining to privacy
and security of client information including but not limited to the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and the Health Information Technology for Economic and
Clinical Health Act (HITECH), as incorporated in the American Recovery and Reinvestment Act
of 2009. Regulations have been promulgated governing the privacy and security of individually
identifiable health information (lIHI) and/or Protected Health Information (PHI) or electronic
Protected Health Information (ePHI). The HIPAA Privacy and Security Regulations specify
requirements with respect to contracts between an entity covered under the HIPAA Privacy and
Security Regulations and its Business Associates. A Business Associate is defined as a party
that performs certain services on behalf of, or provides certain services for, a Covered Entity
and, in conjunction therewith, gains access to IIHI, PHI or ePHI. Therefore, in accordance with
the HIPAA Privacy and Security Regulations, Contractor shall comply with the terms and
conditions as set forth in the attached Business Associate Agreement, hereby incorporated by
this reference as Attachment I. Contractor shall not use or disclose PHI other than as
permitted or required by law.

In addition to the aforementioned protection of IIHI, PHI and e-PHI, the County requires
Contractor to adhere to the protection of Personally Identifiable Information (PIl) and Medi-Cal
PIl. PII includes any information that can be used to search for or identify individuals such as
but not limited to name, social security number or date of birth. Whereas Medi-Cal PIl is the
information that is directly obtained in the course of performing an administrative function on
behalf of Medi-Cal, such as determining or verifying eligibility that can be used alone or in
conjunction with any other information to identify an individual.

Contractor shall comply with the HIPAA Privacy and Security Rules, which includes but is not
limited to implementing administrative, physical and technical safeguards that reasonably
protect the confidentiality, integrity and availability of PHI; implementing reasonable and
appropriate policies and procedures to comply with the standards; conducting a risk analysis
regarding the potential risks and vulnerabilities of the confidentiality, integrity and availability of
PHI; conducting privacy and security awareness and training at least annually and retain
training records for at least ten (10) years from the final date of the contract period or from the
date of completion of any audit, whichever is later, and limiting access to those persons who
have a business need.
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4. Contractor shall comply with the data security requirements set forth by the County as
referenced in Attachment II.

5. Contractor shall comply with the applicable provisions of 42 C.F.R. Sections 455.100 through
455.106.

XVI. Confidentiality

Contractor agrees to comply with confidentiality requirements contained in the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), commencing with Subchapter C, and all State and Federal statutes and
regulations regarding confidentiality, including but not limited to applicable provisions of Welfare and Institutions
Code Sections 5328 et seq. and 14100.2, Title 22, California Code of Regulations Section 51009 and Title 42,
Code of Federal Regulations Part 2.

A. Contractor shall have all employees acknowledge an Oath of Confidentiality mirroring that of DBH’s,
including confidentiality and disclosure requirements, as well as sanctions related to non-compliance.
Contractor shall have all employees sign acknowledgement of the Oath on an annual basis.

B. Contractor shall not use or disclose PHI other than as permitted or required by law.

XVII. Independent Contractor Status

Contractor understands and agrees that the services performed hereunder by its officers, agents, employees,
or contracting persons or entities are performed in an independent capacity and not in the capacity of officers,
agents or employees of the County.

All personnel, supplies, equipment, furniture, quarters, and operating expenses of any kind required for the
performance of this Contract shall be provided by Contractor.

XVIII. Subcontractor Status

A. If Contractor intends to subcontract any part of the services provided under this Contract to a separate
and independent agency or agencies, Contractor must submit a written Memorandum of Understanding
(MOU) with that agency or agencies with original signatures to DBH. The MOU must clearly define the

following:

1. The name of the subcontracting agency.

2 The amount (units, minutes, etc.) and types of services to be rendered under the MOU.

3 The amount of funding to be paid to the subcontracting agency.

4. The subcontracting agency’s role and responsibilities as it relates to this Contract.

5 A detailed description of the methods by which the Contractor will insure that all subcontracting

agencies meet the monitoring requirements associated with funding regulations.

B. Any subcontracting agency must be approved in writing by DBH and shall be subject to all applicable
provisions of this Contract. The Contractor will be fully responsible for the performance, duties and
obligations of a subcontracting agency, including the determination of the subcontractor selected and
the ability to comply with the requirements of this Contract. DBH will not reimburse subcontractor
directly for any services rendered.

XIX.  Attorney Costs & Fees
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If any legal action is instituted to enforce any party’s rights hereunder, each party shall bear its own costs and
attorneys’ fees, regardless of who is the prevailing party. This paragraph shall not apply to those costs and
attorney fees directly arising from a third-party legal action against a party hereto and payable under
Indemnification and Insurance Article, Part A.

XX. Indemnification and Insurance

A. Indemnification

Contractor agrees to indemnify, defend (with counsel reasonably approved by the County) and hold
harmless the County and its authorized officers, employees, agents and volunteers from any and all
claims, actions, losses, damages, and/or liability arising out of this Contract from any cause
whatsoever, including the acts, errors or omissions of any person and for any costs or expenses
incurred by the County on account of any claim except where such indemnification is prohibited by law.
This indemnification provision shall apply regardless of the existence or degree of fault of indemnitees.
The Contractor’'s indemnification obligation applies to the County’s “active” as well as “passive”
negligence but does not apply to the County’s “sole negligence” or “willful misconduct” within the
meaning of Civil Code Section 2782.

B. Additional Insured

All policies, except for the Workers' Compensation, Errors and Omissions and Professional Liability
policies, shall contain endorsements naming the County and its officers, employees, agents and
volunteers as additional insured with respect to liabilities arising out of the performance of services
hereunder. The additional insured endorsements shall not limit the scope of coverage for the County to
vicarious liability but shall allow coverage for the County to the full extent provided by the policy. Such
additional insured coverage shall be at least as broad as Additional Insured (Form B) endorsement
form ISO, CG 2010.11 85.

C. Waiver of Subrogation Rights

Contractor shall require the carriers of required coverages to waive all rights of subrogation against the
County, its officers, employees, agents, volunteers, contractors, and subcontractors. All general or
auto liability insurance coverage provided shall not prohibit the Contractor and Contractor's employees
or agents from waiving the right of subrogation prior to a loss or claim. The Contractor hereby waives
all rights of subrogation against the County.

D. Policies Primary and Non-Contributory

All policies required herein are to be primary and non-contributory with any insurance or self-insurance
programs carried or administered by the County.

E. Severability of Interests

Contractor agrees to ensure that coverage provided to meet these requirements is applicable
separately to each insured and there will be no cross liability exclusions that preclude coverage for suits
between the Contractor and the County or between the County and any other insured or additional
insured under the policy.

F. Proof of Coverage

Contractor shall furnish Certificates of Insurance to the County Department administering the Contract
evidencing the insurance coverage. Additional endorsements, as required, shall be provided prior to the
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commencement of performance of services hereunder, which certificates shall provide that such
insurance shall not be terminated or expire without thirty (30) days written notice to the Department,
and Contractor shall maintain such insurance from the time Contractor commences performance of
services hereunder until the completion of such services. Within fifteen (15) days of the commencement
of this Contract, the Contractor shall furnish a copy of the Declaration page for all applicable policies
and will provide complete certified copies of the policies and all endorsements immediately upon
request.

Acceptability of Insurance Carrier

Unless otherwise approved by Risk Management, insurance shall be written by insurers authorized to
do business in the State of California and with a minimum “Best” Insurance Guide rating of “A-VII”.

Deductibles and Self-Insured Retention

Any and all deductibles or self-insured retentions in excess of $10,000 shall be declared to and
approved by Risk Management.

Failure to Procure Coverage

In the event that any policy of insurance required under this Contract does not comply with the
requirements, is not procured, or is canceled and not replaced, the County has the right but not the
obligation or duty to cancel the Contract or obtain insurance if it deems necessary and any premiums
paid by the County will be promptly reimbursed by the Contractor or County payments to the Contractor
will be reduced to pay for County purchased insurance.

Insurance Review

Insurance requirements are subject to periodic review by the County. The Director of Risk
Management or designee is authorized, but not required, to reduce, waive or suspend any insurance
requirements whenever Risk Management determines that any of the required insurance is not
available, is unreasonably priced, or is not needed to protect the interests of the County. In addition, if
the Department of Risk Management determines that heretofore unreasonably priced or unavailable
types of insurance coverage or coverage limits become reasonably priced or available, the Director of
Risk Management or designee is authorized, but not required, to change the above insurance
requirements to require additional types of insurance coverage or higher coverage limits, provided that
any such change is reasonable in light of past claims against the County, inflation, or any other item
reasonably related to the County’s risk.

Any change requiring additional types of insurance coverage or higher coverage limits must be made
by amendment to this Contract. Contractor agrees to execute any such amendment within thirty (30)
days of receipt.

Any failure, actual or alleged, on the part of the County to monitor or enforce compliance with any of the
insurance and indemnification requirements will not be deemed as a waiver of any rights on the part of
the County.

Insurance Specifications

Contractor agrees to provide insurance set forth in accordance with the requirements herein. If the
Contractor uses existing coverage to comply with these requirements and that coverage does not meet
the specified requirements, the Contractor agrees to amend, supplement or endorse the existing
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coverage to do so. The type(s) of insurance required is determined by the scope of the contract
services.

Without in anyway affecting the indemnity herein provided and in addition thereto, the Contractor shall
secure and maintain throughout the contract term the following types of insurance with limits as shown:

1.

Workers' Compensation/Employers Liability

A program of Workers' Compensation insurance or a State-approved, Self-Insurance Program
in an amount and form to meet all applicable requirements of the Labor Code of the State of
California, including Employer's Liability with $250,000 limits, covering all persons including
volunteers providing services on behalf of the Contractor and all risks to such persons under
this Contract.

If Contractor has no employees, it may certify or warrant to the County that it does not currently
have any employees or individuals who are defined as “employees” under the Labor Code and
the requirement for Workers’ Compensation coverage will be waived by the County’s Director of
Risk Management.

With respect to Contractors that are non-profit corporations organized under California or
Federal law, volunteers for such entities are required to be covered by Workers’ Compensation
insurance.

Commercial/General Liability Insurance

Contractor shall carry General Liability Insurance covering all operations performed by or on
behalf of the Contractor providing coverage for bodily injury and property damage with a
combined single limit of not less than one million dollars ($1,000,000), per occurrence. The
policy coverage shall include:

a. Premises operations and mobile equipment.

b. Products and completed operations.

c Broad form property damage (including completed operations).
d. Explosion, collapse and underground hazards.

e. Personal Injury.

f. Contractual liability.

g. $2,000,000 general aggregate limit.
Automobile Liability Insurance

Primary insurance coverage shall be written on ISO Business Auto coverage form for all owned,
hired and non-owned automobiles or symbol 1 (any auto). The policy shall have a combined
single limit of not less than one million dollars ($1,000,000) for bodily injury and property
damage, per occurrence.

If the Contractor is transporting one or more non-employee passengers in performance of
contract services, the automobile liability policy shall have a combined single limit of two million
dollars ($2,000,000) for bodily injury and property damage per occurrence.
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If the Contractor owns no autos, a non-owned auto endorsement to the General Liability policy
described above is acceptable.

4. Umbrella Liability Insurance

An umbrella (over primary) or excess policy may be used to comply with limits or other primary
coverage requirements. When used, the umbrella policy shall apply to bodily injury/property
damage, personal injury/advertising injury and shall include a “dropdown” provision providing
primary coverage for any liability not covered by the primary policy. The coverage shall also
apply to automobile liability.

5. Cyber Liability Insurance

Cyber Liability Insurance with limits of not less than $1,000,000 for each occurrence or event
with an annual aggregate of $2,000,000 covering claims involving privacy violations, information
theft, damage to or destruction of electronic information, intentional and/or unintentional release
of private information, alteration of electronic information, extortion and network security. The
policy shall protect the involved County entities and cover breach response cost as well as
regulatory fines and penalties.

Professional Services Requirements

1. Professional Liability Insurance with limits of not less than one million ($1,000,000) per claim or
occurrence and two million ($2,000,000) aggregate.

or
Errors and Omissions Liability Insurance with limits of not less than one million ($1,000,000) per
occurrence and two million ($2,000,000) aggregate.

or
Directors and Officers Insurance coverage with limits of not less than one million ($1,000,000)
shall be required for contracts with charter labor committees or other not-for-profit organizations
advising or acting on behalf of the County.

2. If insurance coverage is provided on a “claims made” policy, the “retroactive date” shall be
shown and must be before the date of the start of the contract work. The “claims made”
insurance shall be maintained or “tail” coverage provided for a minimum of five (5) years after
contract completion.

XXI. Nondiscrimination

Americans with Disabilities Act/Individuals with Disabilities

Contractor agrees to comply with the Americans with Disabilities Act of 1990 (42 U.S.C. 12101 et seq.)
which prohibits discrimination on the basis of disability, as well as all applicable Federal and State laws
and regulations, guidelines and interpretations issued pursuant thereto.

Employment and Civil Rights

Contractor agrees to and shall comply with the County’s Equal Employment Opportunity Program and
Civil Rights Compliance requirements:

1. Equal Employment Opportunity Program
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Contractor agrees to comply with the provisions of the Equal Employment Opportunity Program
of the County of San Bernardino and rules and regulations adopted pursuant thereto: Executive
Orders 11246, 11375, 11625, 12138, 12432, 12250, and 13672; Title VIl of the Civil Rights Act
of 1964 (and Division 21 of the California Department of Social Services Manual of Policies and
Procedures and California Welfare and Institutions Code, Section 10000); the California Fair
Employment and Housing Act; and other applicable Federal, State, and County laws,
regulations and policies relating to equal employment or social services to welfare recipients,
including laws and regulations hereafter enacted.

During the term of the Contract, Contractor shall not discriminate against any employee,
applicant for employment, or service recipient on the basis of race, religious creed, color,
national origin, ancestry, physical disability, mental disability, medical condition, genetic
information, marital status, sex, gender, gender identity, gender expression, sexual orientation,
age, political affiliation or military and veteran status.

2. Civil Rights Compliance

Contractor shall develop and maintain internal policies and procedures to assure compliance
with each factor outlined by State regulation. Consistent with the requirements of applicable
Federal or State law, the Contractor shall not engage in any unlawful discriminatory practices in
the admission of beneficiaries, assignments of accommodations, treatment, evaluation,
employment of personnel or in any other respect on the basis of race, color, gender, religion,
marital status, national origin, age, sexual preference or mental or physical disabilities. The
Contractor shall comply with the provisions of Section 504 of the Rehabilitation Act of 1973, as
amended, pertaining to the prohibition of discrimination against qualified individuals with
disabilities in all federally assisted programs or activities, as detailed in regulations signed by
the Secretary of the United States Department of Health and Human Services, effective June 2,
1977, and found in the Federal Register, Volume 42, No. 86, dated May 4, 1977. The
Contractor shall include the nondiscrimination and compliance provisions of this Contract in all
subcontracts to perform work under this Contract. Notwithstanding other provisions of this
section, the Contractor may require a determination of medical necessity pursuant to Title 9,
CCR, Section 1820.205, Section 1830.205 or Section 1830.210, prior to providing covered
services to a beneficiary.

XXII. Contract Amendments

Contractor agrees any alterations, variations, modifications, or waivers of the provisions of the Contract shall be
valid only when they have been reduced to writing, duly signed by both parties and attached to the original of the
Contract and approved by the required persons and organizations.

XXIII. Assignment

A. This Agreement shall not be assigned by Contractor, either in whole or in part, without the prior written
consent of the Director.

B. This Contract and all terms, conditions and covenants hereto shall insure to the benefit of, and binding
upon, the successors and assigns of the parties hereto.

XXIV. Severability
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XXVII.
XXVIII.

XXIX.

XXX.

The provisions of this Contract are specifically made severable. If any clause, provision, right and/or
remedy provided herein are unenforceable or inoperative, the remainder of this Contract shall be enforced
as if such clause, provision, right and/or remedy were not contained herein.

XXV. Improper Consideration

A. Contractor shall not offer (either directly or through an intermediary) any improper consideration such
as, but not limited to, cash, discounts, service, the provision of travel or entertainment, or any items of
value to any officer, employee or agent of the County in an attempt to secure favorable treatment
regarding this Contract.

B. The County, by written notice, may immediately terminate any Contract if it determines that any
improper consideration as described in the preceding paragraph was offered to any officer, employee
or agent of the County with respect to the proposal and award process or any solicitation for
consideration was not reported. This prohibition shall apply to any amendment, extension or
evaluation process once a Contract has been awarded.

C. Contractor shall immediately report any attempt by a County officer, employee or agent to solicit (either
directly or through an intermediary) improper consideration from Contractor. The report shall be made
to the supervisor or manager charged with supervision of the employee or to the County Administrative
Office. In the event of a termination under this provision, the County is entitled to pursue any available
legal remedies.

XXVI. Venue

The venue of any action or claim brought by any party to the Contract will be the Superior Court of
California, County of San Bernardino, San Bernardino District. Each party hereby waives any law or rule of
the court, which would allow them to request or demand a change of venue. If any action or claim
concerning the Contract is brought by any third-party and filed in another venue, the parties hereto agree to
use their best efforts to obtain a change of venue to the Superior Court of California, County of San
Bernardino, San Bernardino District

ADDENDUM | DESCRIPTION OF VENDOR SERVICES is hereby replaced with revised ADDENDUM I.

ATTACHMENT | AMERICAN RECOVERY AND REINVESTMENT ACT FUNDING (ARRA) is hereby
removed and ATTACHMENT Il BUSINESS ASSOCIATE AGREEMENT is hereby renumbered as
ATTACHMENT | and is hereby replaced with revised ATTACHMENT | dated October 23, 2017.

ATTACHMENT Il REPORT OF ENVIRONMENTALLY PREFERABLE GOODS AND SERVICES is hereby
removed and ATTACHMENT Il DATA SECURITY REQUIREMENTS is hereby added.

All other terms, conditions and covenants in the basic agreement remain in full force and effect
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BOARD OF SUPERVISORS

CHAPIN HALL CENTER FOR CHILDREN

(Print or type name of corporation, company, contractor, etc.)

1 3 By
Robert A. Lovingood, Chairman, Board of Supervisors (Authorized signature - sign in blue ink)
Dated: Name
SIGNED AND CERTIFIED THAT A COPY OF THIS (Print or type name of person signing contract)
DOCUMENT HAS BEEN DELIVERED TO THE
CHAIRMAN OF THE BOARD Title

Laura H. Welch (Print or Type)

Clerk of the Board of Supervisors

of the County of San Bernardino
By Dated:

Deputy
Address 1313 East 60" Street
Chicago, IL 60637

FOR COUNTY USE ONLY
Approved as to Legal Form Reviewed for Contract Compliance Reviewed/Approved by Department
> > »

Frank Salazar, Deputy County Counsel

Date Date

Natalie Kessee, Contracts Manager

Veronica Kelley, Director

Date

Revised 10/18/17
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ADDENDUM I

TRAINING AND TECHNICAL ASSISTANCE SUPPORT
COUNTY OF SAN BERNARDINO DEPARTMENT OF BEHAVIORAL HEALTH
CHILD AND ADOLESCENT NEEDS AND STRENGTHS (CANS)
AND ADULT NEEDS AND STRENGTHS ASSESSMENT (ANSA) SERVICES

Chapin Hall Center for Children
1313 East 60" Street
Chicago, IL 60637
1-773-256-5100

March 3, 2015 through June 30, 2019

The following supports are designed to assist San Bernardino County in achieving ongoing, sustainable use
of the Transformational Collaborative Outcomes Management (TCOM) framework, tools [i.e., Child and
Adolescent Needs and Strengths (CANS) and Adult Needs and Strengths Assessment (ANSA)], and related
feedback based on those tools. They will also assist DBH in their ability to measure progress being made
toward meeting one or more of the following goals as outlined in the Mental Health Services Act (MHSA):

1. Reduce the subjective suffering from serious mental iliness for adults and serious emotional
disorders for children and youth.

Reduce homelessness and increase the safe and permanent housing.

Increase in self-help and consumer family involvement.

2
3
4, Reduce the number of multiple out-of-home placements for children and youth.
5 Reduction in criminal and juvenile justice involvement.

6 Reduce the frequency of emergency room visits and unnecessary hospitalizations.
7 Increase in network of community support services.

8. Reduce incarcerations.

These supports include: in-person training events, access to online certification and re-certification for an
estimated 800 users, ongoing coaching for practice integration, and technical assistance to develop
increasingly useful automated reports. Each set of supports is described in turn.

1. Training

Deliver customized, in-person San Bernardino County TCOM Training. Training will take place annually and
will consist of the following sessions. The initial sessions are repeated annually to keep employees current
on TCOM framework and tools:

Year 1:
¢ Introduction to TCOM and ANSA Certification Training (Day 1)
e Introduction to TCOM and CANS Certification Training (Day 2)
e Advanced TCOM Practice Competencies Training for Local Trainers (Day 3)
e Advanced TCOM Practices: Skill Building for Local Trainers (Day 4)
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ADDENDUM I
An additional session will be conducted on day 5 annually, in the following areas:

Year 1: TCOM for Administrators: Benchmarking and Managing Progress
Year 2: TCOM for Administrators: Multi-Source Data for Decision-Making
Year 3: TCOM for Administrators: Predicting Impacts of Policy Change

This set of training supports will be provided by a team of consultants led by Dr. Lyons and including
nationally experienced, certified trainers.

The Introduction to TCOM and CANS/ANSA Certification trainings are designed to:

a. Increase Participants’ Knowledge of the Six Key Characteristics of Communimetrics Tools
(ANSA/CANS).
b. Increase Participants’ Knowledge of Six Key Practices for the Use of Communimetrics Tools

in Collaborative Assessment and Treatment Planning.
C. Lead to Reliably Rating items on the ANSA/CANS Tools (online), leading to certification.
The Advanced TCOM Practice Training for Local Trainers is designed to:

a. Increase Participants’ Knowledge of Teaching Strategies for using the ANSA / CANS within a
Collaborative Assessment and Treatment Planning Framework

b. Increase Participants’ Knowledge of the 5 Steps to Identify Locally Effective Collaborative
Treatment Practices

C. Increase Participants’ Competencies in Modeling and Teaching Effective Collaborative TCOM
Practices

The TCOM for Administrators Trainings are designed to:

a. Increase Participants’ Knowledge of the Benefits of Benchmarking Clinical, Functional, and
Contextual Impacts of Current Interventions

b. Increase Participants’ Knowledge of Methods for Identifying Effective Interventions

C. Increase Participants’ Knowledge of the Benefits of Integrating Service (Billing) and Clinical
(Outcome) data

d. Increase Participants’ Knowledge of Methods for Increasing the Cost-Effectiveness of
Interventions
e. Increase Participants’ Knowledge of Key System Dynamic Properties, including Feedback

Loops, Delay, and Non-Linear Effects
f. Increase Participants’ Ability to Identify Effective Levers for System Improvement

It is anticipated that trainings will be held in April and/or May of each year of the agreement and will take
place at the following site:

County of San Bernardino Health Services
850 East Foothill Blvd.
Rialto, CA 92376

If for any reason the training site must be changed, advance notice will be provided to the Contractor by one
of the San Bernardino County contact persons noted in Section #5 below.
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ADDENDUM I
Technical Assistance and Coaching

Contractor will provide ongoing technical assistance and coaching for supervisors and trainers,
including but not limited to, supporting local trainers via monthly expert and peer to peer support calls.

In addition to in-person training, consistent with scientific literature on practice uptake, we are also
providing ongoing telephone-based coaching and facilitation of peer-learning groups. These supports
are designed to insure that TCOM practices taught in the live training are put into practice in ways
which are collaborative and effective locally.

This activity will be provided by a team of consultants led by Dr. Lyons. This service will include
organizing and convening a learning collaborative for trainers and clinical supervisors, and providing
case consultation to address questions regarding case-level uses of the CANS (including questions
relevant to item rating, collaborative and culturally appropriate assessment, and treatment planning).
Regional consultants will be used so that staff can create a relationship with their coach should that
be desired.

Monthly coaching calls will be held for all supervisors and trainers trained in each local Trainer
training. Annual Trainer trainings in Years 2 and 3 will reinforce and build on practices discussed
during the calls.

Data Algorithm Design, Testing, and Refinement

As multi-level use of the CANS and ANSA expands throughout San Bernardino County, so will the
need for specialized reports facilitating improved clinical and administrative decision-making. These
reports benefit from national data experts at Chapin Hall who can validate reports, and optimize
algorithms based on local and national data.

These reports may include, but are not limited to:

¢ [ndividual-Client Support Intensity (Level of Care) algorithms
e Caseload Support Intensity (Caseload Burden) algorithms

e Clinician Effectiveness algorithms

e Program Effectiveness algorithms

e System Effectiveness algorithms

e Cost-Effectiveness algorithms

e Multi-Level Effectiveness Benchmark Comparisons (based on Praed Foundation multi-state
database)

The design, testing and refinement of these algorithms and their resulting reports require close
coordination between experts from Chapin Hall, the Information Technology vendor creating the
reports, and multi-level stakeholders in San Bernardino County. This support is designed to facilitate
this process and insure the scientific validity and local usefulness of these reports for improved
clinical and policy decisions. Specific supports include phone consultation to determine the decisions
which would benefit from specialized algorithms; specification of these reports and the underlying
algorithms used to generate valid figures; review of the output of reports generated to insure that it is
consistent with known system properties; development of user guides to insure that new staff
understand how to use data in these reports.
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4, Contractor Contact Information

Primary: Lynda Martinez
Grants and Contracts Administrator
Chapin Hall at the University of Chicago
Contact Number: 773-256-5223

Secondary:  April D. Fernando, PhD — Policy Fellow
TCOM Operations Lead
Chapin Hall at the University of Chicago
Contact Number: 773-256-5170

5. San Bernardino County Contact Information

Primary: Michelle Dusick — MHSA Coordinator
San Bernardino County
Mental Health Services Act Coordination Unit
Contact Number: 909-252-4046

Secondary:  Timothy E. Hougen, PhD — Senior Program Manager
San Bernardino County
Children and Youth Collaborative Services
Contact Number: 909-387-5300

6. Budget Information
a. Training

The annual training allocation for this contract is $11,500. This includes $1,500 for travel and
$10,000 for training time. This will be reimbursed to contractor after completion of all initial
training for that year, and after submission of appropriate invoice.

Live training events: Annual sessions @ 5 days ea. $ 45,000

Travel Trips @ $1,500 ea. $ 6,750

Training Total $ 51,750
b. Technical Assistance and Coaching Budget

Technical Assistance and Coaching will be provided on an as needed basis. The hours and
costs noted are for the term of the agreement and are maximum amounts. Invoices will be
presented to the County of San Bernardino on a monthly basis for services provided.

162 hours of coaching @ $250/hour $40,500
Support for telephone/internet and other communications $ 4,500
Training Assistance and Coaching Total $45,000
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Report and Algorithm Design and Testing Budget

Report and Algorithm Design and Testing will be provided on an as needed basis. The hours
and costs noted are for the term of the agreement and are maximum amounts. Invoices will
be presented to the County of San Bernardino on a monthly basis for services provided.

Report Validation (60 hours @ $250/hour) $15,000
Algorithm Design (75 hours @ $250/hour) $18,750
Algorithm Optimization (90 hours @ $250/hour) $22,500
Support for telephone/internet and other communications $ 1,500
Report, Algorithm Design and Testing Total $ 57,750
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ATTACHMENT |
BUSINESS ASSOCIATE AGREEMENT

Except as otherwise provided in this Agreement, Chapin Hall Center for Children, hereinafter referred to as
Business Associate, may use, access, maintain or disclose Protected Health Information to perform functions,
activities or services for or on behalf of the County of San Bernardino Department of Behavioral Health,
hereinafter referred to as the Covered Entity, as specified in this Agreement and the attached CONTRACT,
provided such use, access, maintenance or disclosure does not violate the Health Insurance Portability and
Accountability Act (HIPAA), 42 United States Code (USC) 1320d et seq., and its implementing regulations,
including but not limited to, 45 Code of Federal Regulations (CFR) Parts 160, 162, and 164, hereinafter
referred to as the “Privacy and Security Rules” and patient confidentiality regulations, including but not limited
to, Title 42 of the Code of Federal Regulations Part 2 and the requirements of the Health Information
Technology for Economic and Clinical Health Act, as incorporated in Title XlllI of the American Recovery and
Reinvestment Act of 2009 (ARRA), Public Law 111-5 (HITECH) and any regulations adopted or to be adopted
pursuant to HITECH that relate to the obligations of business associates. Business Associate recognizes and
agrees it is obligated by law to meet the applicable provisions of HITECH.

l. Definitions

A. “Breach” means the acquisition, access, use or disclosure of Protected Health Information (PHI)
in @ manner not permitted under HIPAA (45 CFR Part 164, Subpart E), which compromises the
security or privacy of the PHI. An impermissible use or disclosure of PHI is presumed to be a
Breach unless the Covered Entity or Business Associate demonstrates that there is a low
probability that the PHI has been compromised. A Breach shall not include:

1. Any unintentional acquisition, access or use of PHI by a workforce member or person
acting under the authority of Covered Entity or the Business Associate, if such
acquisition, access or use was made in good faith and within the scope of authority and
does not result in further use or disclosure in a manner not permitted under the Privacy
Rule; or

2. Any inadvertent disclosure by a person who is authorized to access PHI at Covered
Entity or Business Associate to another person authorized to access PHI at Covered
Entity or Business Associate, respectively, and the information received as a result of
such disclosure is not further used or disclosed in a manner not permitted under the
Privacy Rule; or

3. A disclosure of PHI where Covered Entity or Business Associate has a good faith belief
that an unauthorized person to whom the disclosure was made would not reasonably
have been able to retain such information.

B. “Business Associate” means with respect to a Covered Entity, a person who:

1. On behalf of such Covered Entity, but other than in the capacity of a member of the
workforce of such Covered Entity creates, receives, maintains or transmits PHI for a
function or activity involving the use or disclosure of Personally Identifiable Health
Information, including claims processing or administration, data analysis, data storage,
utilization review, quality assurance, billing, benefit management, practice management,
and repricing; or

2. Provides, other than in the capacity of a member of the workforce of such Covered
Entity, legal, actuarial, accounting, consulting, data aggregation, management,
administrative, accreditation or financial services to or for Covered Entity where the
provision of the service involves the disclosure of PHI from such Covered Entity to the
person.

A Covered Entity may be the Business Associate of another Covered Entity.

C. “Covered Entity” means a health plan, a health care clearinghouse or a health care provider
who transmits any health information in electronic form in connection with a transaction covered
by the Privacy and Security Rules.
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D. “‘Data Aggregation” means, with respect to PHI created or received by a Business Associate in
its capacity as the Business Associate of a Covered Entity, the combining of such PHI by the
Business Associate with the PHI received by the Business Associate in its capacity as a
Business Associate of another Covered Entity, to permit data analyses that relate to the health
care operations of the respective Covered Entities.

E. “Discovered” means a Breach shall be treated as discovered by Covered Entity or Business
Associate as of the first day on which such Breach is known to such Covered Entity or Business
Associate, respectively, (including any person, other than the individual committing the Breach,
that is an employee, officer or other agent of such entity or associate, respectively) or should
reasonably have been known to such Covered Entity or Business Associate (or person) to have

occurred.

F. “Electronic Protected Health Information” or “Electronic PHI” means PHI that is transmitted by or
maintained in electronic media as defined in the Security Rule.

G. “‘HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-
191.

H. “‘HITECH” means the privacy and security Breach notification provisions applicable to Business

Associate under Title XIIl of ARRA.

l. “Individual” means the person who is the subject of PHI, and shall include a person who
qualifies as a personal representative in accordance with 45 CFR 164.502(g).

J. “Individually Identifiable Health Information” means information that is a subset of health
information, including demographic information collected from an individual, and;

1. is created or received by a health care provider, health plan, employer or health care
clearinghouse; and

2. relates to the past, present or future physical or mental health condition of an individual;
the provision of health care to an individual; or the past, present or future payment for
the provision of health care to an individual; and

(a) that identifies the individual; or

(b) with respect to which there is a reasonable basis to believe the information can
be used to identify the individual.

K. “Privacy Rule” means the regulations promulgated under HIPAA by the United States
Department of Health and Human Services to protect the privacy of Protected Health
Information, including, but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart A and
Subpart E.

L. “Protected Health Information” or “PHI” means Individually ldentifiable Health Information
transmitted or maintained in any form or medium that (i) is received by Business Associate from
Covered Entity, (i) Business Associate creates for its own purposes from Individually
Identifiable Health Information that Business Associate received from Covered Entity, or (iii) is
created, received, transmitted or maintained by Business Associate on behalf of Covered Entity.
Protected Health Information excludes Individually Identifiable Health Information in education
records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C.
Section 1232(g), records described at 20 U.S.C. Section 1232g(a)(4)(B)(iv), and employment
records held by the Covered Entity in its role as employer.

M. “Security Rule” means the regulations promulgated under HIPAA by the United States
Department of Health and Human Services to protect the security of the Electronic Protected
Health Information, including, but not limited to, 45 CFR Part 160 and 45 CFR Part 164, Subpart
A and Subpart C.

N. “Unsecured PHI” means PHI that is not secured through the use of a technology or
methodology specified by the Secretary of the U.S. Department of Health and Human Services.
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Any terms capitalized, but not otherwise defined, in this Agreement shall have the same
meaning as those terms have under HIPAA, the Privacy Rule, the Security Rule and HITECH.

Il. Obligations and Activities of Business Associate

A

Prohibited Uses and Disclosures

Business Associate shall not use, access or further disclose PHI other than as permitted or
required by this Agreement and as specified in the attached CONTRACT or as required by law.
Further, Business Associate shall not use PHI in any manner that would constitute a violation of
the Privacy Rule or HITECH. Business Associate shall disclose to its employees,
subcontractors, agents, or other third parties, and request from Covered Entity, only the
minimum PHI necessary to perform or fulfill a specific function required or permitted hereunder.

Business Associate shall not use or disclose PHI for fundraising or marketing purposes.
Business Associate shall not disclose PHI to a health plan for payment or health care operations
purposes if the patient has requested this special restriction, and has paid out of pocket in full
for the health care item or service to which the PHI solely relates; 42 U.S.C. Section 17935(a)
and 45 C.F.R. Section 164.522(a)(1)(i)(A). Business Associate shall not directly or indirectly
receive remuneration in exchange for PHI, except with the prior written consent of Covered
Entity and as permitted by HITECH, 42 U.S.C. Section 17935(d)(2); and 45 C.F.R. Section
164.508 however, this prohibition shall not affect payment by Covered Entity to Business
Associate for services provided pursuant to this Agreement.

Permitted Uses and Disclosures

1. Except as otherwise limited in this Agreement, Business Associate may use PHI for the
proper management and administration of the Business Associate or to carry out the
legal responsibilities of the Business Associate.

2. Except as otherwise limited in this Agreement, Business Associate may use PHI to
provide Data Aggregation service to Covered Entity as permitted by 45 CFR Section
164.504(e)(2)(i)(B).

3. Business Associate may use PHI to report violations of law to appropriate Federal and

State authorities, consistent with 45 CFR Section 164.502(j)(1).

Appropriate Safeguards

Business Associate shall implement the following administrative, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity and availability
of PHI that Business Associate creates, receives, maintains or transmits on behalf of Covered
Entity; and to ensure that any agent or subcontractor to whom Business Associate provides
such information agrees to implement reasonable and appropriate safeguards to protect PHI in
accordance with the Security Rule under 45 C.F.R., Sections 164.308, 164.310, 164.312,
164.314 and 164.316:

1. Implement policies and procedures to prevent, detect, contain and correct security
violations; identify the security official who is responsible for the development and
implementation of the policies and procedures required by this subpart for the Business
Associate; implement a security awareness and training program for all members of its
workforce; implement policies and procedures to prevent those workforce members who
should not have access from obtaining access to Covered Entity’s Electronic PHI;
implement policy and procedures to address security incidents; establish policies and
procedures for responding to an emergency or other occurrence that damages systems
that contain Electronic PHI; and perform a periodic technical and nontechnical evaluation
in response to environmental or operational changes affecting the security of Electronic
PHI, including conducting accurate and thorough assessments of the potential risks and
vulnerabilities to the confidentiality, integrity and availability of Electronic PHI, that
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establishes the extent to which an entity’s security policies and procedures meet the
requirements of this subpart.

2. Implement policies and procedures to limit physical access to Business Associate’s
electronic information systems and the facility or facilities in which they are housed,
while ensuring that properly authorized access is allowed; implement policies and
procedures that specify the proper functions to be performed, and the physical attributes
of the surroundings of a specific workstation or class of workstations that can access
Electronic PHI; implement physical safeguards for all workstations that access Electronic
PHI; restrict access to authorized users; implement policies and procedures that govern
the receipt and removal of hardware and electronic media that contain Electronic PHI
into and out of a facility and the movement of these items within the facility.

3. Implement technical policies and procedures for electronic information systems that
maintain Electronic PHI to allow access only to those persons or software programs that
have been granted access rights as specified in 45 C.F.R., Section 164.308 implement
hardware, software and/or procedural mechanisms that record and examine activity in
information systems that contain or use Electronic PHI; implement policies and
procedures to protect Electronic PHI from improper alteration, destruction, unauthorized
access or loss of integrity or availability; including but not limited to, encryption of all
workstations, laptops and flash drives that store PHI.

4. Enter into written agreements with agents and subcontractors to whom Business
Associate provides Covered Entity’s PHI that impose the same restrictions and
conditions on such agents and subcontractors that apply to Business Associate with
respect to such PHI, and that require compliance with all appropriate safeguards as
found in this Agreement.

D. Mitigation

Business Associate shall have procedures in place to mitigate, to the extent practicable, any
harmful effect that is known to Business Associate of a use, access or disclosure of PHI by
Business Associate, its agents or subcontractors in violation of the requirements of this
Agreement.

E. Reporting of Improper Access, Use or Disclosure or Breach

Business Associate shall report to Covered Entity’s Office of Compliance any unauthorized use,
access or disclosure of Unsecured PHI or any other security incident with respect to PHI no
later than one (1) business day upon the discovery of a Breach or suspected Breach consistent
with the regulations promulgated under HITECH by the United States Department of Health and
Human Services, 45 CFR Part 164, Subpart D. Upon discovery of a Breach or suspected
Breach, the Business Associate shall complete the following actions:

1. Provide Covered Entity’s Office of Compliance with the following information to include
but not limited to:

(a) Date the Breach or suspected Breach occurred;

(b) Date the Breach or suspected Breach was discovered;

(c) Number of staff, employees, subcontractors, agents or other third parties and the
tittes of each person allegedly involved;

(d) Number of potentially affected Patients/Clients; and

(e) Description of how the Breach or suspected Breach allegedly occurred.

2. Conduct and document a risk assessment by investigating without reasonable delay and
in no case later than five (5) calendar days of discovery of the Breach or suspected
Breach to determine the following:

(a) The nature and extent of the PHI involved, including the types of identifiers and
likelihood of re-identification;
(b) The unauthorized person who used PHI or to whom it was made;
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(c) Whether the PHI was actually acquired or viewed; and
(d) The extent to which the risk to PHI has been mitigated.

3. Provide a completed risk assessment and investigation documentation to Covered
Entity’s Office of Compliance within ten (10) calendar days of discovery of the Breach or
suspected Breach with decision whether a Breach has occurred.

(a) If a Breach has not occurred, notification to Individual(s) is not required.

(b) If a Breach has occurred, notification to the Individual(s) is required and Business
Associate must provide Covered Entity with affected Individual(s) name and
contact information so that Covered Entity can provide notification.

4. Make available to Covered Entity and governing State and Federal agencies in a time
and manner designated by Covered Entity or governing State and Federal agencies, any
policies, procedures, internal practices and records relating to a Breach or suspected
Breach for the purposes of audit or should the Covered Entity reserve the right to
conduct its own investigation and analysis.

F. Access to Protected Health Information

Business Associate shall provide access to PHI in a Designated Record Set to Covered Entity
or to an Individual, at the request or direction of Covered Entity and in the time and manner
designated by the Covered Entity. If Business Associate maintains PHI in an electronic format,
and an individual requests a copy of such information in electronic form, Business Associate
shall provide such information in electronic form as required by 45 CFR Section 164.524.

G. Amendment of Protected Health Information

If Business Associate maintains a Designated Record Set on behalf of the Covered Entity,
Business Associate shall make any amendment(s) to PHI in a Designated Record Set that the
Covered Entity directs or agrees to, pursuant to 45 CFR Section 164.526, in the time and
manner designated by the Covered Entity.

H. Access to Records

Business Associate shall make internal practices, books, and records, including policies and
procedures and PHI, relating to the use, access and disclosure of PHI received from, or created
or received by Business Associate on behalf of, Covered Entity available to the Secretary of the
U.S. Department of Health and Human Services, in a time and manner designated by the
Secretary, for purposes of the Secretary determining Covered Entity’s compliance with the
Privacy and Security Rules and patient confidentiality regulations. Anything provided to the
Secretary shall also be provided to the Covered Entity upon Covered Entity’s request.

l. Accounting for Disclosures

Business Associate, its agents and subcontractors shall document such disclosures of PHI and
information related to such disclosures as would be required for Covered Entity to respond to a
request by an Individual for an accounting of disclosures of PHI. Further, Business Associate
shall provide to Covered Entity or an Individual, in the time and manner designated by the
Covered Entity, information collected in accordance with provision (F.), above, to permit
Covered Entity to respond to a request by the Individual for an accounting of disclosures of PHI
in accordance with 45 CFR Section 164.528.

J. Destruction of Protected Health Information

Upon termination of this Agreement, Business Associate shall return all PHI required to be
retained and return or destroy, with certification of destruction by an officer of Business
Associate, all other PHI received from the Covered Entity, or created or received by the
Business Associate or its subcontractors, employees or agents on behalf of the Covered Entity.
In the event the Business Associate determines that returning the PHI is not feasible, the
Business Associate shall provide the Covered Entity with written notification of the conditions
that make return not feasible. Business Associate further agrees to extend any and all
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protections, limitations, and restrictions contained in this Agreement, to any PHI retained by
Business Associate or its subcontractors, employees or agents after the termination of this
Agreement, and to limit any further use, access or disclosures to the purposes that make the
return or destruction of the PHI infeasible.

Breach Pattern or Practice by Covered Entity

Pursuant to 42 U.S.C. Section 17934(b), if the Business Associate knows of a pattern of activity
or practice of the Covered Entity that constitutes a material Breach or violation of the Covered
Entity’s obligations under this Agreement, the Business Associate must take reasonable steps
to cure the Breach or end the violation. If the steps are unsuccessful, the Business Associate
must terminate the Agreement if feasible, or if termination is not feasible, report the problem to
the Secretary of DHHS.

Costs Associated to Breach

Business Associate shall be responsible for reasonable costs associated with a Breach. Costs
shall be based upon the required notification type as deemed appropriate and necessary by the
Covered Entity and shall not be reimbursable under the Agreement at any time. Covered Entity
shall determine the method to invoice the Business Associate for said costs. Costs shall incur
at the current rates and may include, but are not limited to the following:

1. Postage;

2. Alternative means of notice;
3. Media notification; and

4. Credit monitoring services.

Direct Liability

Business Associate may be held directly liable under HIPAA for impermissible uses and
disclosures of PHI; failure to provide breach notification to Covered Entity; failure to provide
access to a copy of Electronic PHI to covered entity or individual; failure to disclose PHI to the
Secretary of the U.S. Department of Health and Human Services when investigating Business
Associate’s compliance with HIPAA; failure to provide an accounting of disclosures and failure
to enter into a business associate agreement with subcontractors.

Termination for Cause

Covered Entity may, upon written notice to Business Associate, immediately terminate this
agreement, and any related agreements, if Covered Entity determines that Business Associate
has breached a material term of this agreement. Covered Entity may, upon written notice to
Business Associate, allow Business Associate five (5) business days to cure such breach.

Il Obligations of Covered Entity

A

Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy
practices of Covered Entity in accordance with 45 CFR Section 164.520, to the extent that such
limitation may affect Business Associate’s use, access or disclosure of PHI.

Covered Entity shall notify Business Associate of any changes in, or revocation of, permission
by an individual to use, access or disclose PHI, to the extent that such changes may affect
Business Associate’s use, access, maintenance or disclosure of PHI.

Covered Entity shall notify Business Associate of any restriction to the use, access or disclosure
of PHI that Covered Entity has agreed to in accordance with 45 CFR Section 164.522, to the
extent that such restriction may affect Business Associate’s use, access, maintenance or
disclosure of PHI.

V. General Provisions

A

Remedies

Business Associate agrees that Covered Entity shall be entitled to seek immediate injunctive
relief as well as to exercise all other rights and remedies which Covered Entity may have at law
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or in equity in the event of an unauthorized use, access or disclosure of PHI by Business
Associate or any agent or subcontractor of Business Associate that received PHI from Business
Associate.

B. Ownership

The PHI shall be and remain the property of the Covered Entity. Business Associate agrees
that it acquires no title or rights to the PHI.

C. Regulatory References

A reference in this Agreement to a section in the Privacy and Security Rules and patient
confidentiality regulations means the section as in effect or as amended.

D. Amendment

The Parties agree to take such action as is necessary to amend this Agreement from time to
time as is necessary for Covered Entity to comply with the requirements of the Privacy and
Security Rules and the Health Insurance Portability and Accountability Act and patient
confidentiality regulations.

E. Interpretation

Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the
Privacy and Security Rules and patient confidentiality regulations.

F. Indemnification

Business Associate agrees to indemnify, defend and hold harmless Covered Entity and its
authorized officers, employees, agents and volunteers from any and all claims, actions, losses,
damages, penalties, injuries, costs and expenses (including costs for reasonable attorney fees)
that are caused by or result from the acts or omissions of Business Associate, its officers,
employees, agents and subcontractors, with respect to the use, access, maintenance or
disclosure of Covered Entity’s PHI, including without limitation, any Breach of PHI or any
expenses incurred by Covered Entity in providing required Breach notifications.

IN WITNESS WHEREOF, the Parties have executed this Agreement to be effective as of the Effective Date.

COVERED ENTITY BUSINESS ASSOCIATE
County of San Bernardino Chapin Hall Center for Children
Signature Signature

Dated Dated

Robert A. Lovingood
Name Name

Chairman, Board of Supervisors
Title Title
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DATA SECURITY REQUIREMENTS

Pursuant to its contract with the State Department of Health Care Services, the Department of Behavioral
Health (DBH) requires Contractor adhere to the following data security requirements:

A. Personnel Controls

1.

Employee Training. All workforce members who assist in the performance of functions or
activities on behalf of DBH, or access or disclose DBH Protected Health Information (PHI) or
Personal Information (Pl) must complete information privacy and security training, at least
annually, at Contractor's expense. Each workforce member who receives information privacy
and security training must sign a certification, indicating the member’'s name and the date on
which the training was completed. These certifications must be retained for a period of ten (10)
years from the final date of the contract period or from the date of completion of any audit,
whichever is later.

Employee Discipline. Appropriate sanctions must be applied against workforce members who
fail to comply with privacy policies and procedures or any provisions of these requirements,
including termination of employment where appropriate.

Confidentiality Statement. All persons that will be working with DBH PHI or Pl must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy
Safeguards, Unacceptable Use, and Enforcement Policies. The Statement must be signed by
the workforce member prior to accessing DBH PHI or Pl. The statement must be renewed
annually. The Contractor shall retain each person’s written confidentiality statement for DBH
inspection for a period of ten (10) years from the final date of the contract period or from the
date of completion of any audit, whichever is later.

Background Check. Before a member of the workforce may access DBH PHI or PI, a
background screening of that worker must be conducted. The screening should be
commensurate with the risk and magnitude of harm the employee could cause, with more
thorough screening being done for those employees who are authorized to bypass significant
technical and operational security controls. The Contractor shall retain each workforce
member’s background check documentation for a period of ten (10) years from the final date of
the contract period or from the date of completion of any audit, whichever is later.

B. Technical Security Controls

1.

912117

Workstation/Laptop Encryption. All workstations and laptops that store DBH PHI or PI either
directly or temporarily must be encrypted using a FIPS 140-2 certified algorithm which is 128bit
or higher, such as Advanced Encryption Standard (AES). The encryption solution must be full
disk unless approved in writing by DBH’s Office of Information Technology.

Server Security. Servers containing unencrypted DBH PHI or Pl must have sufficient
administrative, physical, and technical controls in place to protect that data, based upon a risk
assessment/system security review.

Minimum Necessary. Only the minimum necessary amount of DBH PHI or Pl required to
perform necessary business functions may be copied, downloaded, or exported.

Removable Media Devices. All electronic files that contain DBH PHI or PI data must be
encrypted when stored on any removable media or portable device (i.e. USB thumb drives,
floppies, CD/DVD, Blackberry, backup tapes, etc.). Encryption must be a FIPS 140-2 certified
algorithm which is 128bit or higher, such as AES.

Antivirus Software. All workstations, laptops and other systems that process and/or store DBH
PHI or PI must install and actively use comprehensive anti-virus software solution with
automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process and/or store DBH
PHI or Pl must have critical security patches applied with system reboot if necessary. There
must be a documented patch management process which determines installation timeframe
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based on risk assessment and vendor recommendations. At a maximum, all applicable patches
must be installed within thirty (30) days of vendor release. Applications and systems that
cannot be patched within this time frame due to significant operational reasons must have
compensatory controls implemented to minimize risk until the patches can be installed.
Application and systems that cannot be patched must have compensatory controls implemented
to minimize risk, where possible.

User IDs and Password Controls. All users must be issued a unique user name for accessing
DBH PHI or PI. Username must be promptly disabled, deleted, or the password changed upon
the transfer or termination of an employee with knowledge of the password. Passwords are not
to be shared. Passwords must be at least eight characters and must be a non-dictionary word.
Passwords must not be stored in readable format on the computer. Passwords must be
changed at least every ninety (90) days, preferably every sixty (60) days. Passwords must be
changed if revealed or compromised. Passwords must be composed of characters from at least
three of the following four groups from the standard keyboard:

a. Upper case letters (A-Z)

b. Lower case letters (a-z)

C. Arabic numerals (0-9)

d. Non-alphanumeric characters (punctuation symbols)

Data Destruction. When no longer needed, all DBH PHI or Pl must be wiped using the
Gutmann or U.S. Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by
degaussing. Media may also be physically destroyed in accordance with NIST Special
Publication 800-88. Other methods require prior written permission of DBH’s Office of
Information Technology.

System Timeout. The system providing access to DBH PHI or Pl must provide an automatic
timeout, requiring re-authentication of the user session after no more than twenty (20) minutes
of inactivity.

Warning Banners. All systems providing access to DBH PHI or Pl must display a warning
banner stating that data is confidential, systems are logged, and system use is for business
purposes only by authorized users. User must be directed to log off the system if they do not
agree with these requirements.

System Logging. The system must maintain an automated audit trail which can identify the user
or system process which initiates a request for DBH PHI or PI, or which alters DBH PHI or PI.
The audit trail must be date and time stamped, must log both successful and failed accesses,
must be read only, and must be restricted to authorized users. If DBH PHI or Pl is stored in a
database, database logging functionality must be enabled. Audit trail data must be archived for
at least ten (10) years from the final date of the contract period or from the date of completion of
any audit, whichever is later.

Access Controls. The system providing access to DBH PHI or Pl must use role based access
controls for all user authentications, enforcing the principle of least privilege.

Transmission Encryption. All data transmissions of DBH PHI or Pl outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher,
such as AES. Encryption can be end to end at the network level, or the data files containing
DBH PHI can be encrypted. This requirement pertains to any type of DBH PHI or Pl in motion
such as website access, file transfer, and E-Mail.

Intrusion Detection. All systems involved in accessing, holding, transporting, and protecting
DBH PHI or PI that are accessible via the Internet must be protected by a comprehensive
intrusion detection and prevention solution.

C. Audit Controls

1.

912117

System Security Review. Contractor must ensure audit control mechanisms that record and
examine system activity are in place. All systems processing and/or storing DBH PHI or PI
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must have at least an annual system risk assessment/security review which provides assurance
that administrative, physical, and technical controls are functioning effectively and providing
adequate levels of protection. Reviews should include vulnerability scanning tools.

Log Review. All systems processing and/or storing DBH PHI or Pl must have a routine
procedure in place to review system logs for unauthorized access.

Change Control. All systems processing and/or storing DBH PHI or Pl must have a
documented change control procedure that ensures separation of duties and protects the
confidentiality, integrity and availability of data.

D. Business Continuity/Disaster Recovery Controls

1.

Emergency Mode Operation Plan. Contractor must establish a documented plan to enable
continuation of critical business processes and protection of the security of DBH PHI or Pl held
in an electronic format in the event of an emergency. Emergency means any circumstance or
situation that causes normal computer operations to become unavailable for use in performing
the work required under this Agreement for more than 24 hours.

Data Backup Plan. Contractor must have established documented procedures to backup DBH
PHI to maintain retrievable exact copies of DBH PHI or PI. The plan must include a regular
schedule for making backups, storing backups offsite, an inventory of backup media, and an
estimate of the amount of time needed to restore DBH PHI or Pl should it be lost. At a
minimum, the schedule must be a weekly full backup and monthly offsite storage of DBH data.

E. Paper Document Controls

1.

912117

Supervision of Data. DBH PHI or Pl in paper form shall not be left unattended at any time,
unless it is locked in a file cabinet, file room, desk or office. Unattended means that information
is not being observed by an employee authorized to access the information. DBH PHI or Pl in
paper form shall not be left unattended at any time in vehicles or planes and shall not be
checked in baggage on commercial airplanes.

Escorting Visitors. Visitors to areas where DBH PHI or Pl is contained shall be escorted and
DBH PHI or PI shall be kept out of sight while visitors are in the area.

Confidential Destruction. DBH PHI or Pl must be disposed of through confidential means, such
as cross cut shredding and pulverizing.

Removal of Data. Only the minimum necessary DBH PHI or Pl may be removed from the
premises of Contractor except with express written permission of DBH. DBH PHI or Pl shall not
be considered “removed from the premises” if it is only being transported from one of
Contractor’s locations to another of Contractor’s locations.

Faxing. Faxes containing DBH PHI or PI shall not be left unattended and fax machines shall be
in secure areas. Faxes shall contain a confidentiality statement notifying persons receiving
faxes in error to destroy them. Fax numbers shall be verified with the intended recipient before
sending the fax.

Mailing. Mailings containing DBH PHI or Pl shall be sealed and secured from damage or
inappropriate viewing of such PHI or Pl to the extent possible.

Mailings which include 500 or more individually identifiable records of DBH PHI or Pl in a single
package shall be sent using a tracked mailing method which includes verification of delivery and
receipt, unless the prior written permission of DBH to use another method is obtained.
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