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After six years operating with a single cloud-services provider 
under its Commercial Cloud Services (C2S) program, the 
intelligence community (IC) decided last year to take a different 
approach. Instead of a single provider, the new Commercial 
Cloud Enterprise (C2E) will create a highly flexible “indefinite 
delivery, indefinite quantity” (IDIQ) contract vehicle for cloud 
services. This will allow those in charge of the various 
missions within the IC to select providers on the basis of the 
contractor’s ability to meet the specific IT needs of the mission. 
This change in approach will allow for far greater competition 
among cloud service providers rather than a small number 
of “winner take all” contracts. The environment will be one of 
constant competition for task orders under IDIQ, leading to 

greater pressure for innovation and improvement as well as 
lower costs. This change of approach has vast implications, 
not only within the IC, but also for the Department of Defense 
(DoD) and the American national security apparatus writ large. 

Background
In 2013 the IC, driven by the vast increase in data collected by 
its seventeen member agencies, embarked on a pathbreaking 
switch from centralized data storage and processing centers 
to a cloud-based architecture. The IC sought, through its 
Commercial Cloud Services program, to improve its ability to 
task, process, exploit, and disseminate its data resources in a 
secure, timely, and efficient manner. 
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IC leadership recognized that the commercial sector was 
technically much farther advanced in these data storage and 
exploitation capabilities than the national security apparatus. 
Only a commercial cloud-services provider could deliver on a 
scale that would address the needs of the IC as a whole.

With the IC’s recognition that it would have to procure 
cloud-based services from commercial providers came 
another departure from past practice: the IC acknowledged 
that it would need to adapt its operations to accommodate 
commercial practices rather than expecting the service 
provider to tool operations to suit the IC. The IC selected 
the pioneering firm in the commercial cloud-based industry, 
Amazon Web Services (AWS).

For many aspects of data management, this centrally 
administered service proved to be better adapted to the scale of 
IC activities than the legacy systems it replaced—though some 
legacy systems remained better suited to on-premises uses and 
stayed there rather than moving to the cloud. The availability 
of an enterprise-wide cloud environment was in this sense 
an important success. There were some serious problems, 
however, including skyrocketing costs and performance 
problems related to high workloads. The IC was also able to 
observe as the DoD adopted various cloud-based services in 
the absence of an enterprise-wide architecture. Elements within 
DoD had the authority to make individual decisions on procuring 
specialized cloud services based on their particular mission 
requirements. Various components of the DoD procured more 
than 500 different clouds through 2017, the year DoD initiated 
its Joint Enterprise Defense Infrastructure (JEDI) procurement for 
a DoD-wide cloud-based architecture. 

The multi-vendor cloud environment taking shape before the 
adoption of the JEDI program closely parallels commercial 
practice. More than 80 percent of commercial firms have 
adopted multi-vendor cloud environments, each typically 
utilizing five different service providers to meet specific needs. 

In the years since the IC adopted its enterprise-wide cloud 
architecture, views have evolved in the DoD and the IC on how 
best to utilize cloud-based data storage and processing. The 
DoD moved from a seemingly ad hoc reliance on a system 
of multiple unintegrated cloud platforms to the view that 
adequate military performance requires a DoD-wide networked 
enterprise. The IC, meanwhile, came to the conclusion last 
year that its needs could be better served by moving in the 
direction of multiple cloud-services providers. C2S with 
Amazon Web Services will give way to a new Commercial 
Cloud Enterprise, a multibillion-dollar procurement based on 
an IDIQ contract vehicle in which multiple vendors will compete 
to fulfill task orders from the managers of specific IC missions.

The IC leadership recognized that its needs could not be 
addressed by a single cloud-services provider. Intelligence 
collection and processing are evolving to match the times. The 
task was formerly dominated by the processing, collection, 
exploitation, and dissemination of information gathered from 
classified sensors and sources. Now, however, the task is to 
manage an exponential increase in data collected from sources 
both classified and open. In addition, enterprise cloud software 
can improve the efficiency of operations more generally, 
thus freeing more resources for specific missions. In the 
twenty-first century, ubiquitous sensing derived from personal 
communication devices, the Internet of Things (IoT), and a 
vast array of other remote sensing devices will permit the IC to 
have broad access to the full scope of global developments 
on a near-real-time basis. These data from open sources and 
national technical means need to be fused and cross-cued so 
that the whole of the information available to the US government 
is greater than the sum of its parts. This is not a requirement 
unique to the IC, however. Everyone is facing a data deluge. The 
private sector has already done considerable work developing 
commercial solutions to deal with this problem/opportunity and, 
of course, will seek constant improvement to stay competitive. 
The good news is that the IC can take advantage of these 
evolving and improving tools to better harness its own data.
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In comments to an industry audience in summer 2019, John 
Sherman, chief information officer for the IC, denied that the 
C2E move to the multi-vendor cloud was intended to send 
a signal about DoD’s move to the cloud via a sole provider. 
Sherman noted that “DOD and the intelligence community 
are at different places in our prospective cloud modernization 
journeys.” This is true: The IC is farther along, having six years’ 
experience with a single cloud provider, and on the basis of 
that experience, has decided to move to a multi-vendor cloud 
architecture. 

The government as a whole and the commercial market are 
farther along still. Commercial cloud technology is twice as 
mature now as it was when the IC first moved to the cloud. 
Cloud usage is commonplace in government offices now. 
As the DoD looks at the evolution of its own conceptions 
of war-fighting in deciding on the best approach to cloud 
services, it should learn from the experience of the IC, the rest 
of government, and the commercial market, as well as from its 
own multi-vendor practices of recent years.

Policy Considerations
Military operations have evolved from the conventional 
domains of military power—land, sea, and air—to a ten-
domain structure, as illustrated by Figure 1.

The DoD’s ability to conduct modern multi-domain military 
operations cannot best be served by simply enlarging the 
footprint of a single-vendor cloud-based architecture to include 
all DoD operations. Mission requirements differ, and cloud-
services providers are different in their capabilities, strengths, 
and weaknesses in such areas as software as a service 
(SaaS), infrastructure as a service (IaaS), database services, 
high-performance computing, artificial intelligence, security, 
system complexity, and deployment options (whether in a data 
center, dedicated on-site, or hybrid). 

For example, the traditional model of “reach-back” from 
the tactical edge to the center to extract knowledge is no 
longer a constructive approach to dealing with near-real-time 
operations at the edge of tactical operations. The USAF’s 
recently tested advanced battle management system (ABMS) 
illustrates the need for intelligence support through a cloud-
based system. The ABMS includes:

• digital architectures, standards, and concept development;

• sensor integration;

• multi-domain data management;

• multi-domain secure processing;

• multi-domain connectivity;

• multi-domain applications;

• effects integration, which encompasses “open smart 
munitions,” attritable aircraft, and “real-time updates to 
mission data files to improve electronic warfare system 
performance.”

ABMS is a mission-oriented capability that will be embodied 
in an IT application or suite of applications. Cloud services 
will likely emerge as a consistent IT architectural element 
underlying ABMS. There will be differing functional requirements 
for cloud storage, cloud computing, and cloud operations. 

Figure 1. The Domains of Warfare
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The complexity of operating the national security enterprise 
as a whole cannot be sustained by a one-size-fits-all cloud-
based architecture. Fitting the cloud-service provider to the 
mission requirement will enable DoD and the IC to harness the 
ingenuity and innovation of an industry now numbering more 
than 200 providers. The ABMS is, in effect, a military IoT. A 
series of prototype demonstrations is scheduled to take place 
later this year in the United States, Europe, and the Indo-
Pacific region.

As is often the case with the DoD’s creation of military 
capabilities based on commercial products and technologies, 
especially in IT, the rigidities of the DoD requirements-based 
acquisition process will inevitably produce friction with 
commercial practices. The latter tend to focus on cost-based 
trade-offs involving outcomes, capabilities, supply chain 
considerations and other factors that do not come into play in 
meeting military requirements.

A multi-vendor cloud hybrid architecture can also address the 
fiscal challenges DoD is likely to face in a coming era of flat 
or declining defense budgets. Although a single DoD cloud 
provider may seem like the most efficient approach, the cost 
of cloud computing is driven by usage—including gigabytes 
of storage per month, hours of computing time, the amount 
of data entering and leaving the system, the number of times 
users access the service provider, and the number of users. 
Reliance on a single cloud-services provider or only a few 
cloud providers would drive DoD costs higher. By contrast, a 
multi-vendor hybrid cloud allows workloads to move from on 
premises to cloud provider and back, and from one cloud-
services provider to another, based on cost-effectiveness. It 
also creates competition among vendors for particular tasks, 
reducing costs. 

With the move to 5G (and later, 6G) wireless technology, the 
communications environment in which the DoD operates 

Figure 2. Illustration of the Advanced Battle Management System Concept

SOURCE: U.S. GOVERNMENT ACCOUNTABILITY OFFICE, “DEFENSE ACQUISITIONS REPORT TO CONGRESSIONAL COMMITTEES: ACTION IS NEEDED TO PROVIDE CLARITY AND 
MITIGATE RISKS OF THE AIR FORCE’S PLANNED ADVANCED BATTLE MANAGEMENT SYSTEM,” GAO-20-389, APRIL 2020: HTTPS://WWW.GAO.GOV/ASSETS/710/706165.PDF
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is also changing rapidly. Cloud-service operations will be 
essential to managing 5G networks, as well as processing 
data transmitted over 5G. This may need to happen at the 
tactical edge, with war fighters tapping into data to enhance 
mission performance. The highly disruptive character of 5G’s 
low-latency broadband communications will change the 
nature and scope of national security operations, creating 

new opportunities. This diversification will take place  
within both the DoD and the IC. A multi-vendor cloud  
environment can extract maximum advantage from such  
new  capabilities.

Hudson Institute is grateful for Oracle Corporation’s support of 
the Task Force on Federal IT Procurement

SOURCE: THERESA HITCHENS, “ABMS DEMOS SPEED NEW CAPABILITIES TO WARFIGHTERS,” BREAKING DEFENSE, JANUARY 21, 2020: HTTPS://BREAKINGDEFENSE.COM/2020/01/
ABMS-DEMOS-SPEED-NEW-CAPABILITIES-TO-WARFIGHTERS 

Figure 3. USAF’s Proposed Implementation of ABMS
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