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EXECUTIVE SUMMARY

While frustrating for consumers, the slow maturation of com-
mercial 5G networks in the United States could be a boon 
for the US Department of Defense (DoD), which can harvest, 
adapt, and influence 5G-related technologies as they emerge 
from commercial product pipelines for a variety of applications 
that extend well beyond cellular communications. By reversing 
its traditional role as a developer of new technology and instead 
becoming a customer, the DoD could better exploit the poten-
tial of 5G and leverage the private sector’s trillion-dollar invest-
ment in mobile connectivity. 

Under the Joint Warfighting Concept’s approach of “expand-
ed maneuver,” US military forces would disaggregate, reaggre-
gate, and recompose to increase their adaptability and impose 
uncertainty on the opponent, enabled by interoperability and 
decision support tools from the DoD’s Joint All-Domain Com-
mand and Control (JADC2) initiative. Implementing expanded 
maneuver will require that JADC2 use computing to integrate 
a changing array of radios, radars, jammers, and RF detectors 
to deliver sensing and effects at scale as part of a fast-paced 
campaign. Mission systems like these have traditionally been 
the purview of specialized military contractors with the infra-
structure and domain expertise to produce and deliver them 
as part of integrated solutions, like those of traditional commer-
cial telecommunications providers. However, the modularity of 
commercial 5G’s building blocks could be harnessed to pro-
duce highly recomposable and adaptable military mission sys-
tems more cheaply than their highly integrated predecessors.

Microelectronics associated with 5G can offer unprecedented 
affordability and scale thanks to the convergence of decades of 
computing and networking advancements, driven by the largest 
market on the planet: about 9 billion mobile subscriptions and pur-
chases of more than 1.3 billion phones annually, serviced by more 
than 6 million cellular base stations. The allure of selling to billions 
of customers drives self-reinforcing cycles of innovation and in-
vestment that dwarf those associated with military programs like 
the US Air Force’s potential fleet of 100 to 200 stealth bombers. 

This study explores how the DoD could harvest commercial 
5G hardware and software for future electromagnetic spec-
trum (EMS) systems. A failure to do so will bring peril, as ad-
versaries could acquire, assemble, and employ these same 
technologies. Perhaps most importantly, exploiting 5G’s com-
mercial advancements could provide a template for how the 
US military should revise its requirements and research and 
development processes to reflect the government’s decreas-
ing role in many areas of innovation and how it should be-
come a customer—rather than a developer—of cutting-edge 
technologies. 

Making 5G the Parts Bin  
for DoD EMS Operations
Most of the DoD’s current 5G-related efforts focus on similar 
communications use cases as the civilian sector. However, their 
inherent characteristics enable 5G networks to support a range 
of military EMS applications beyond communications such as 
radar, passive sensing, and jammers or other countermeasures. 
The DoD can pursue two main paths to harvest the technolo-
gies associated with 5G: 

ߪ  Repurpose 5G radio access networks (RAN) and core 
networks for EMS operations beyond communications by 
adapting their software for resource allocation, virtualization, 
edge computing, and network management.

ߪ  Disaggregate 5G RAN and user equipment hardware com-
ponents and recompose them to support EMS operations, 
combined with adapted 5G software.

Because data in a 5G architecture is generally digitized outside 
the antenna, it can be moved, formatted, and analyzed by soft-
ware whether it is a 5G message packet, a radar return, or a 
passive RF detection of an opponent’s radar. Commercial 5G 
service-based architectures use software functions to manage 
the flow of digital data and provide services such as managing 
warehouse robots. These software functions and services could 
be repurposed to support DoD EMS use cases.
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Going further, adapting 5G microelectronics hardware could 
enable the DoD to achieve a wider range of waveforms, form 
factors, and power levels than is possible using existing 5G 
systems and modified 5G software as described above. The 
most straightforward method of adapting hardware would be to 
work with manufacturers to unlock features built into existing or 
planned equipment, such as radiofrequency systems on a chip 
(RFSOC), that the manufacturer has not yet made available to 
the public. However, beyond revealing these latent capabilities, 
the DoD could assemble almost every type of EMS system in its 
inventory by repurposing available 5G hardware, combined with 
either adapted commercial 5G or defense system software. 

Because of their generic nature, RFSOCs are multifunctional; 
they are able both to transmit as a radio, radar, or jammer and 
to detect signals like a passive sensor or radar receiver. User 
equipment such as mobile phones and tablets incorporate the 
same elements in their RF circuits as 5G RAN infrastructure, 
but with less size and complexity. By exploiting the diversity of 
5G microelectronics and in some cases combining them with 
custom-built military components, DoD system developers 
could assemble transceivers capable of generating the power, 
frequencies, and waveforms suitable for sensing, jamming, or 
deception.

RF circuit components and processing associated with 5G user 
equipment can be repurposed for small form factor applications 
like uncrewed air vehicles (UAVs), uncrewed undersea vehicles 
(UUVs), or weapons. The proliferation and inherently multifunc-
tional nature of commercial RFSOCs and other microelectronics 
allow them to be smaller and less expensive than military-spe-
cific systems capable of communications, sensing, and EW. 

In larger unmanned and manned platforms, US defense suppli-
ers could use 5G RAN and core network hardware to augment 
or replace military-specific sensors and countermeasures. Mod-
ified 5G service-based architecture software, commercial 5G in-
frastructure (such as antennae), baseband units, and processors 

would fit on multi-mission ships or aircraft. Because they can 
operate with different frequencies and waveforms than those 
commonly employed by DoD systems, 5G-based sensors and 
countermeasures could increase the complexity of US force pre-
sentation and create more options for US commanders. 

In addition to being less expensive to buy and sustain than 
manned multi-mission platforms, unmanned systems also help 
the DoD pursue its goal of decision superiority. As envisioned by 
the DARPA Mosaic Warfare and Hudson Institute decision-cen-
tric warfare concepts and by the Air Force and Navy Next Gen-
eration Air Dominance programs, incorporating larger portions 
of less-expensive unmanned systems would enable the US mil-
itary to compose a wider variety of force packages and imple-
ment a greater diversity of tactics, in turn reducing the ability of 
opponents to predict and prepare for US operations. Expanding 
the US unmanned portfolio would also enable calibrating the 
size and capability of force packages more finely to the tasks 
at hand, allowing a given set of military units to perform more 
missions and increase the scale of operations. Together, the 
adaptability and scale of US operations could allow forces to 
aggregate and disaggregate as part of the US Joint Warfighting 
Concept’s approach of expanded maneuver more easily.

Pursuing “Commercial-First” Acquisition 
Using commercial parts such as those from 5G will demand 
that the DoD shift from its top-down system development 
approach to one that solves pressing operational problems 
by building new systems from the bottom up using available 
technology. Adapting commercial microelectronics will require 
comprehensive assessment of operational needs, employment 
concepts, and technology opportunities. Commercial 5G hard-
ware and software will lack some features often demanded in 
military EMS systems, such as radiation hardening, extremely 
wide frequency bands, or hardware-based cryptography. Com-
mercial systems may also not perform as well for some use 
cases as custom-built military systems, and incorporating them 
into military platforms will incur costs. However, US forces can 
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use new compositions and operational concepts to mitigate the 
limitations of commercial technology. 

The challenge for DoD R&D organizations and program man-
agers attempting to reverse the DoD’s requirements and ac-
quisition processes will be determining when a commercial 
technology like 5G software or hardware can support an ac-
ceptable use case—or combination of employment concept 
and system composition—that addresses a priority operational 
problem. These considerations create a tradespace between 
the cost of the prospective commercial technologies relative to 
custom-built technologies, the difficulty and cost of incorporat-
ing commercial technologies into the relevant system, and the 
degree to which prospective technologies enable a use case 
that addresses the military need. 

DoD acquisition professionals already perform assessments 
like these as part of a capabilities-based assessment (CBA) and 
analysis of alternatives (AoA), in which the CBA identifies the 
need for a new material solution and the AoA explores which 
solution is appropriate for the operational problem. However, 
CBAs usually do not consider commercial systems or technolo-
gy that could be repurposed for the military mission, and AoAs 
assume an operational concept and force composition in which 
the new system will operate as well as the objective to be pur-
sued by predicting potential future scenarios. By narrowing its 
options to dedicated military systems and fixing the use case 
and scenario in isolation from technology opportunities, the 
DoD acquisition process limits the ability of CBAs and AoAs to 
explore operational approaches that could allow a commercial 
technology to accomplish the objective. 

To become a retail customer of commercial technologies, CBAs 
and AoAs will need to assess a range of force compositions 
and tactics in which the prospective system could be employed 
to address the operational need. A different combination and 
orchestration of systems could allow the prospective new ca-
pability to achieve better performance using commercial 5G 

microelectronics. The Navy used a version of this approach in 
the Requirements Evaluation Team for its Constellation frigate 
program and is now employing it in defining the characteristics 
needed in its new DDG(X) destroyer. Emerging analytic tools 
could enable comprehensive analysis of the tradespace in rela-
tive or qualitative terms. 

One way to achieve this balance is for DoD program manag-
ers to work with commercial manufacturers so that the US 
military better understands features that are likely to be in-
corporated into future commercial chipsets and other com-
ponents. Such cooperation could allow the DoD to shape 
future microelectronics designs so that they better support 
defense needs. This model would allow modified 5G software 
to unlock new capabilities without modifying the underlying 
microelectronics. 

Another approach to adapting 5G microelectronics hardware is 
to work with microelectronics companies that can assemble and 
package components into new SOCs or systems-in-package 
(SIPs). The DoD is pursuing this approach through its State-of-
the-Art Heterogeneous Integrated Packaging (SHIP) program, 
in which new disaggregated, heterogeneously integrated circuit 
designs use chiplets that could be sourced from the commer-
cial 5G industry and reassembled into new combinations. 

Conclusion and Recommendations
The emergence of 5G represents a watershed moment for 
the microelectronics industry and an excellent opportunity for 
reforming the DoD’s acquisition process. By enhancing tele-
communications bandwidth and latency, 5G is prompting a 
rapid expansion of machine-to-machine and consumer ap-
plications and a concomitant explosion in the number and 
variety of mobile devices. To support the higher throughput 
and specialized services demanded by users, 5G infrastruc-
ture is also more virtualized than 4G LTE networks. Together, 
these trends make 5G a significant driver of future commercial 
microelectronics demand. 
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The increasing availability and sophistication of leading-edge 
components from the 5G telecommunications industry and the 
DoD’s growing ability to employ zero-trust models suggest that 
the US military should increase its use of commercial microelec-
tronics. But to harvest these technologies, the DoD will need to 
revise its requirements and acquisition processes to act like a 
retail customer. Instead of assessing its microelectronics needs 
in a vacuum and contracting development of custom solutions, 
the DoD will need to assess the commercial technologies avail-
able against the priority operational problems identified by com-
manders and the variety of use cases possible with existing and 
potential new systems. This tradespace is complicated but is fun-
damentally similar to that for many new commercial product de-
velopments that are analyzed by digital design and analysis tools. 

Commercial 5G microelectronics are most relevant to military 
EMS systems and operational concepts. Sensors, counter-
measures, and communications will be essential to US forces 
as information and decision-making become more central to 
success in military operations. Proliferating these capabilities 
through the US military will require systems with low cost, scal-
ability, and the ability to support a variety of form factors and 
architectures—characteristics that could be achieved via com-
mercial components. 

To enable the DoD to use 5G technologies as the parts bin for 
its transition toward decision-centric warfare, the government 
should pursue the following recommendations:

ߪ  In future 5G demonstrations, shift the focus from direct uses 
of 5G that mirror commercial networks toward demonstra-
tions that adapt 5G infrastructure and user equipment hard-
ware and software for other EMS applications such as sen-
sors and countermeasures. 

ߪ  Establish a commercial-first path for acquisition of EMS 
systems such as radios, radars, passive RF sensors, and 
countermeasures that assesses commercially derived ver-

sus custom-built microelectronics in terms of cost, time to 
market, and proximity to military need across multiple use 
cases and force compositions.

ߪ  Revise CBA and AoA instructions and study plans to de-
mand that system developers include commercially available 
microelectronics components in their analysis and that they 
consider multiple use cases or combinations of employment 
concept and force composition.

ߪ  Increase investment in efforts such as SHIP that build the 
industrial and organizational capacity needed to adapt com-
mercial microelectronics for military use cases. 

ߪ  Initiate or expand programs that collaborate with commer-
cial microelectronics manufacturers to enable the DoD to 
unlock militarily useful features in existing microelectronics 
components or introduce new capabilities into future com-
ponents that support military use cases. 

With the emergence of 5G, the DoD has an opportunity to 
leverage commercial private investment and effort in ways not 
seen since the industrial mobilization of World War II. Today’s 
5G technology and the resulting availability of inexpensive, mul-
tifunctional, and sophisticated microelectronics could enable 
every DoD platform, weapon, and vehicle to be a networked 
sensor or countermeasure and could thereby empower DoD 
operational concepts that hinge on gaining decision-making ad-
vantages. Harvesting these technologies, however, will require 
the DoD to accept its role as a fast follower and act like a cus-
tomer rather than a creator. 

More important than specific capabilities harvested from the 5G 
industry will be the changes this effort could produce in the way 
the DoD identifies requirements and builds new systems. By re-
versing the traditional approach of defining requirements in iso-
lation and then pursuing custom-built solutions, the DoD could 
better leverage commercial technologies and benefit from being 
a fast follower. As other areas of commercial technology emerge, 
such as quantum and bioengineering, the US military will need to 
harvest commercial innovation or risk being left behind. 
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The hype surrounding 5G telecommunications is well ahead of 
actual performance, particularly in the United States.1 For the US 
military, however, 5G’s slow domestic rollout could be a blessing 
in disguise.2 If 5G networks were more firmly entrenched, as in Eu-
rope and Asia, the US Department of Defense (DoD) would likely 
be limited to use cases mirroring those in the civilian world, as was 
the case with 4G LTE.3 The slow maturation of US 5G communi-
cations allows the DoD to harvest, adapt, and influence 5G-related 
technologies as they emerge from commercial product pipelines 
and to employ them in a variety of applications that extend well 
beyond cellular communications. By reversing its traditional role as 
a developer of new technology and instead becoming a customer, 
the DoD could better exploit the potential of 5G and leverage the 
private sector’s trillion-dollar investment in mobile connectivity. 

One reason for today’s 5G hype-performance mismatch is the 
lack of large-scale internet of things (IoT) or machine-to-ma-

chine (M2M) use cases that demand 5G’s combination of 
processing power and ultra-low latency.4 As a result, most 
deployed commercial 5G networks can rely on proprietary 
solutions installed and integrated by hardware companies like 
Samsung, Ericsson, and Nokia that provide mobile network 
operators “turnkey” upgrades to their existing mobile phone 
networks. To simplify deployment, these networks often lever-
age the hardware company’s software, the mobile network op-
erator’s existing 4G infrastructure, and 5G components that 
are easy to integrate, rather than those that offer superior or 
specialized characteristics. 

INTRODUCTION

Photo Caption: US Marines with Tactical Training and Exercise Con-

trol Group (TTECG) familiarize themselves with 5G-enabled devices 

at Marine Corps Air Ground Combat Center (MCAGCC), Twentynine 

Palms, on August 16, 2022. (US Marine Corps photo by Lance Cpl. 

Isaiah Brummett)
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However, even today’s proprietary 5G networks have substan-
tial untapped potential. Inside these bundled solutions is a wide 
range of rapidly improving technology building blocks, from ra-
dio frequency systems-on-chip (RFSOCs) and signal process-
ing algorithms to networking stacks, power electronics control-
lers, or antenna arrays, as shown in figure 1. And the availability 
of commercial 5G technologies will only grow. Current 5G net-
works deliver greater network capacity than 4G LTE by using 
massive multi-input/multi-output (MIMO) transmission wave-
forms, wider swaths of the electromagnetic spectrum (EMS), 
and higher frequencies such as millimeter wave (mmWave).5 As 
mobile network operators field more edge and core process-
ing power, 5G networks will use software to unlock specialized 
services for new use cases through machine virtualization and 
network abstraction.6 

How 5G communications use software to configure and manage 
networks will also enable an unprecedented degree of hardware 
recomposability, as exemplified by the emerging generation of 
open radio access networks (Open RANs). Until recently, only 
highly integrated architectures could meet the performance de-
mands of cellular infrastructure. But advancements in process-
ing capacity are enabling more distributed solutions. By relying 
on nonproprietary protocols for connecting their components, 
Open RAN architectures allow for a variety of antenna, base-
band, and edge processing equipment configurations that can 
be tailored to the needs of users and integrated using software.7 
Although proprietary networks can also use a variety of compo-
nents, hardware suppliers face incentives to prioritize ease of 
integration and their own brands of equipment, constraining the 
range of compositions possible. 

Figure 1: Technologies Comprising 5G Telecommunications

Source: Adapted from Bryan Clark and Dan Patt, Weaponizing the 5G Value Chain (Washington, DC: Hudson Institute, 2020), https://www.hudson.org/research/16389-weaponizing-the-5-g-value-chain. 

Note: CMOS = complementary metal-oxide semiconductor; GaN = gallium nitride.
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Open RAN shows how the availability of computing power 
makes modular telecom hardware architectures easier and fast-
er to implement using software. The US military could apply the 
same approaches to other radio frequency (RF) applications, 
which could use commercial 5G’s building blocks to affordably 
achieve the scale, heterogeneity, and flexibility needed to gain 
an operational edge against peer adversaries like China’s Peo-
ple’s Liberation Army (PLA). 

Under the Joint Warfighting Concept’s approach of “expanded 
maneuver,” US forces would disaggregate, reaggregate, and 
recompose to increase their adaptability and impose uncertain-
ty on the opponent, enabled by interoperability and decision 
support tools from the DoD’s Joint All-Domain Command and 
Control (JADC2) initiative.8 Implementing expanded maneuver 
will require that JADC2 use computing to integrate a changing 
array of radios, radars, jammers, and RF detectors to deliver 
sensing and effects at scale as part of a fast-paced campaign. 
Mission systems like these have traditionally been the purview 
of specialized military contractors with the infrastructure and 
domain expertise to produce and deliver them as part of inte-
grated solutions, like those of traditional commercial telecom-
munications providers. However, the modularity of commercial 
5G’s building blocks could be harnessed—as they are in Open 
RAN—to produce highly recomposable and adaptable military 
mission systems more cheaply than their highly integrated pre-
decessors.

Microelectronics associated with 5G can offer unprecedented 
affordability and scale thanks to the convergence of decades of 
computing and networking advancements, driven by the largest 
market on the planet: about 9 billion mobile subscriptions and pur-

chases of more than 1.3 billion phones annually, serviced by more 
than 6 million cellular base stations.9 The allure of selling to billions 
of customers drives self-reinforcing cycles of innovation and in-
vestment that dwarf those associated with military programs like 
the US Air Force’s potential fleet of 100 to 200 stealth bombers. 

This study explores how the DoD could harvest commercial 5G 
hardware and software for future EMS systems.10 A failure to do 
so will bring peril, as adversaries could acquire, assemble, and 
employ these same technologies. Perhaps most importantly, 
exploiting 5G’s commercial advancements could provide a tem-
plate for how the US military should revise its requirements and 
research and development processes to reflect the government’s 
decreasing role in many areas of innovation and how it should 
become a customer—rather than a developer—of cutting-edge 
technologies. 

The next chapter will describe how mutually reinforcing cycles 
of improvement in computing and networking combined to pro-
duce both the need and opportunity for communications capa-
bilities like those of 5G, and how the emergence of 5G reflects 
an overall trend of commercial efforts taking the lead in techno-
logical innovation. Chapter 3 will detail how, by leveraging the 
private investment in 5G, the DoD could apply the technology 
directly to challenges faced by US forces in overcoming the lim-
itations associated with multiple generations of often incompat-
ible radios. Chapter 4 will address potentially the most impactful 
application of 5G technology—using the underlying hardware 
and software as a “parts bin” for US military EMS systems. And 
Chapter 5 will describe the policy and process changes needed 
to both harvest 5G to advance US military strategy and afford 
US forces advantages on the battlefield. 
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The past century brought a progression of new technologies that 
now dominate the lives—and wallets—of consumers around the 
world. While the information age is often characterized as an 
outgrowth of government-funded discovery and commercial 
scale, from its earliest days information technology depended on 
private sector innovation to refine and integrate microelectronics 
into new use cases and to create the manufacturing processes 
needed for the next generation of technology.11 The mutually re-
inforcing cycles of advancement in networking and computing 
that resulted made possible the wide range of military and con-
sumer information products available today. 

After being developed primarily to support military operations 
during World War II, modern computers remained within the re-
search community until the 1960s when companies began to 

use them for enterprise accounting and information management 
functions. The large size and cost of early mainframes limited their 
sales and scale of adoption, but the introduction of smaller and 
less expensive desktop models during the 1970s, depicted in fig-
ure 2, made computing accessible to small businesses and home 
enthusiasts. As a result, from approximately 1975 to 2000 about a 
billion minicomputers and desktop computers were sold.12 

Despite the shrinking cost and size of personal computers (PCs), 
the new market for them developed slowly due to a lack of use 

ADOPTING “COMMERCIAL-FIRST” 
ACQUISITION FOR MICROELECTRONICS

Photo Caption: A cell on a light truck sends a 5G signal during Global 

Information Dominance Experiment 3 and Architecture Demonstration 

and Evaluation 5 event at Camp Grayling, Michigan, on July 13, 2021. 

(US Air Force photo by Senior Airman Frank Rohrig)
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cases beyond accounting, gaming, and word processing. How-
ever, consistent with Moore’s law, performance rapidly improved 
and enabled new applications, ranging from modeling and simu-
lation to computer-aided design. The greater utility of PCs grew 
their potential market, which increased sales, lowered prices, 
and spurred development of networks to share information at 
the scale and speed computers could accommodate. Small 
mobile computers that exploit the rise of networking now dom-
inate the market; more than 20 billion cell phones and tablets 
have been sold since 2000, compared to about 5 billion PCs.13 

Early in their history, computers were connected to share data 
more easily than was possible through manual entry and to col-
laboratively solve problems that exceeded the capacity of a single 
mainframe. Early computer networks run by businesses, utilities, 
or the government included a small number of participants and 

were intended for a relatively narrow set of use cases. The explo-
sion in commercial and personal computing, however, created 
opportunities and demands for open architectures—such as the 
World Wide Web and internet during the 1990s and 2000s, re-
spectively—that could incorporate a constantly expanding group 
of users employing a growing range of software applications.14 

Exploiting the potential of portable and mobile computing re-
quired a transition from wired to wireless networks, with band-
width and coverage requirements rising to support uses such 
as gaming and streaming video, as shown in figure 3.15 The 
need for greater wireless connectivity is only accelerating with 
the emergence of M2M and IoT applications, which connect bil-
lions of devices globally to the internet from warehouse robots 
to toothbrushes through cellular or Wi-Fi connections. Faced 
with exponentially rising demands for packetization, routing, er-

Figure 2: The Virtuous Cycle of Computing

Source: Authors.
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Figure 3: The Virtuous Cycle of Networking

Source: Authors, based on Transforma Insights; “Number of Internet of Things (IoT) Connected Devices Worldwide from 2019 to 2021, with Forecasts from 2022 to 2030 (in billions),” Statista, May 
30, 2022, https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/. 

Note: ARPANET was the DARPA-developed progenitor of the modern internet. 
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ror handling, segmentation, and prioritization, today’s network-
ing technologies are falling short.16

The enormous and growing market for mobile computing and 
networking justifies the more than $1 trillion private investment 
in a ubiquitous, high-bandwidth, low-latency communication 
network like 5G. Today there are about 9 billion mobile service 
subscriptions worldwide.17 Moreover, as shown in figure 4, the 
number of US mobile subscriptions now exceeds the US pop-
ulation, indicating that M2M communications and the IoT are 
increasingly driving growth for mobile network operators.18

Exploiting Scale for Defense Applications
Developing the sophisticated microelectronics needed for 5G net-
works or military systems is costly. Mobile devices, edge proces-
sors, and core servers that use 5G all run on the most advanced 

integrated circuits (ICs), which can cost more than $200 million 
to design and prototype, as shown in figure 5. The difference 
between commercial and military microelectronics is scale. The 
largest military programs, such as the F-35 Strike Fighter, produce 
several thousand units at most, each of which might require 10 
copies of a certain IC. In contrast, a commercial semiconductor 
supplier like Qualcomm sells more than 100 million copies per 
year of a single chip like the Snapdragon X55 modem.19 

The scale of commercial microelectronics manufacturing en-
ables investments in IC development to be amortized in ways 
that lower the cost of each chip. For example, if the Snapdragon 
X55 cost $300 million to develop and sells 100 million units an-
nually over 10 years, only three cents of the chip’s price would 
go to developmental costs. If the F-35 chip cost $300 million to 
develop, each chip’s price would need to be at least $10,000 

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
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just to pay for development, before manufacturing even begins. 
In addition, as figure 5 shows, setting up the production line for a 
new chip can cost more than $1 billion, although in many cases 
existing fab modules can be adapted to manufacture a new IC. 

The DoD could disrupt what is becoming an unsustainable mi-
croelectronics cost structure by using more commercially de-
rived ICs. Such a shift will become imperative as the need to 
grow and improve the US military runs up against the increas-
ingly prohibitive price of designing and fabricating small num-
bers of custom chips. Although defense officials recognize that 
the US military cannot stay ahead in the information and deci-
sion-making competition without leveraging commercial micro-
electronics technology, the Pentagon has been slow to make 
the changes necessary to harness commercial components. 

For example, DoD programs use commercial off-the-shelf 
(COTS) logic and memory chips within larger COTS assemblies, 
such as network servers or commercial radios, or in compo-

nents of military systems that do not demand military-unique 
characteristics like radiation or shock hardening.20 The DoD has 
generally not used COTS microelectronics in mission systems 
like datalinks, radars, or electronic countermeasures because 
they lack specific combinations of qualities dictated by DoD 
requirements. However, the ability of COTS chips to address 
military needs is likely to improve as software, including artificial 
intelligence–enabled algorithms, increasingly come to define 
military system performance. 

Moreover, using custom-built chips does not insulate the DoD 
from vulnerabilities associated with the commercial semicon-
ductor supply chain. Aside from highly classified RFSOCs or 
analog GaN (gallium nitride) and GaAs (gallium arsenide) semi-
conductors used in power amplifiers, defense contractors use 
commercial foundries to manufacture most of the ICs needed 
in military systems. The US government’s goal is for all manu-
facturers of DoD chips to be part of the Defense Microelectron-
ics Activity’s Trusted Foundry program. However, because no 
foundries in the program can fabricate state-of-the-art (SoTA) 
chips with node sizes below 14 nm, most custom-built ICs for 
defense programs are state-of-the-practice (SoTP), with 14–
100 nm nodes, or legacy, with nodes greater than 100 nm. The 
small number of specialized SoTA chips built for US military sys-
tems are manufactured by foreign foundries, including Taiwan 
Semiconductor Manufacturing Company, Limited (TSMC).21 

The DoD’s reliance on SoTP and legacy semiconductors cre-
ates an opportunity to tap into the economies of scale commer-
cial manufacturers enjoy. Even if commercial SoTA chips are not 
customized for DoD applications, their smaller interconnects, 
increased transistor counts, improved memory performance, 
and faster speeds may permit greater overall processing per-
formance than a fully custom SoTP chip, enabling software to 
provide the specialized features needed for defense systems. 
If DoD needs to modify an existing commercial IC design to 
achieve specialized characteristics, the resulting cost could still 
be a fraction of the cost of developing a new chip from scratch. 

Figure 4: Growing Market for Mobile Communications

Sources: Department of Transportation, Census Bureau, Bureau of Transportation Statistics, 
Bloomberg Research, and the International Telecommunication Union (ITU). 
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For example, the clock distribution network consumes a large 
part of the design and verification budget associated with a new 
chip design. If a DoD need can be met by IC design changes 
that leave foundational functions like timing and power distribu-
tion unchanged, the cost of the updated design could be only a 
tenth that of the original IC’s development.22 

In light of the economies of scale made possible by leveraging 
commercial chip designs and core intellectual property, the DoD 
should reverse its traditional approach to requirements, first as-
sessing whether existing a commercial SoTA or SoTP IC could 
support a system’s needs. Only if an existing commercial chip, 
an existing IC combined with new software, or a modified com-
mercial design would not provide needed characteristics should 
the DoD pursue a custom-built solution. 

Mobilizing the Private Sector 
The US military has previously turned to the private sector when 
it needed manufacturing scale and innovation. US defense mo-
bilization during World War II depended on commercial industrial 
capacity and know-how and arguably was a leading contributor 
to the Allies’ victory. In addition to making tanks and jeeps, US 
automakers transformed their assembly lines to mass-produce 
ordnance, bombers like the B-24 Liberator, cannons, and ma-
chine guns. In 1940, 4.7 million vehicles were sold before pro-
duction was frozen for the war effort. Over the next five years, 
the same factories produced hundreds of millions of shells and 
bullets, hundreds of thousands of aircraft, and more than a mil-
lion vehicles and tanks.23 These capabilities were close enough 
in design or manufacturing process to leverage commercial 
capacity. Although today’s F-35 strike-fighter or M-1A Abrams 

Figure 5: Costs to Design and Establish Fabrication Capacity for a New IC

Source: Harald Bauer, Ondrej Burkacky, Peter Kenevan, Stephanie Lingemann, Klaus Pototzky, and Bill Wiseman, “Semiconductor Design and Manufacturing: Achieving Leading-Edge Capabilities,” 
McKinsey, August 20, 2020, https://www.mckinsey.com/industries/advanced-electronics/our-insights/semiconductor-design-and-manufacturing-achieving-leading-edge-capabilities.

Note: Chip design costs shown include intellectual property qualification, architecture, verification, physical, software, prototyping, and validation.
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tank would be harder for a commercial manufacturer to repli-
cate, microelectronics technologies are more fungible between 
government and private sectors. 

Information technologies also represent a much larger manufac-
turing base compared to industrial products. About 67 million 
automobiles were sold worldwide in 2021, along with about 20 
million bicycles and 42 million motorcycles.24 In the same peri-
od, about 240 million iPhones were sold, and total smart phone 
sales topped 1.3 billion units.25 This scale transforms exquisite 

products into commonplace commodities. For example, 5G 
radio technologies listed in figure 1 have existed for decades, 
but primarily in specialized military or scientific applications. Be-
cause these technologies have made their way into commercial 
products, even a mass-produced $50 consumer router now 
has simple but robust beamforming and MIMO capabilities akin 
to those in military systems. 

Microelectronics are just one example of an overarching R&D 
trend that should inform a new approach to DoD requirement 

Figure 6: R&D Spending by Country (Left) and Sectoral Spending on R&D as Share of Total R&D in US and China (right)

Sources: Data compiled from numerous sources, including Bloomberg Research, S&P 500 Global, DoD Comptroller, historical appropriations bills from Congress.gov, International Monetary Fund, 
World Bank, Peterson Institute for International Economics, Census Bureau, Department of Treasury, and United Nations.
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Since the dot-com era, as information technologies have begun 
transforming the economy, total US R&D investment has 
doubled, and Chinese R&D investment has increased by 15 
times in absolute terms. 

These increases are almost entirely driven by private enterprise federal 
(including defense) spending became the minority investor in 1980 and 
has dropped ever since as virtuous cycles in consumer markets spun up. 
Even in China, federal R&D spending has leveled off and is a third the size 
of business R&D.

http://Congress.gov
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and capability development. As shown on the left side of figure 
6, total US R&D investment doubled, and Chinese R&D invest-
ment increased by 1.5 times in absolute terms since the 1990s, 
driven almost entirely driven by private enterprise. As shown on 
the right side of Figure 6, US government funding, specifically 
for defense, dominated R&D investments in the three decades 
following World War II. During the 1980s, this position flipped as 
information technologies and the need to compete with Japa-
nese and European companies spurred private US R&D to out-
pace government investment. During the current century, the 
rise of China has further reduced the US government’s role in 
global R&D; and in China as in the United States, businesses 
provide the lion’s share of R&D spending. 

China’s approach to R&D offers some useful insights for DoD lead-
ers. Whereas the US government is still reconciling itself to its role 
as a minority player in US R&D, China’s government and military 
have embraced the concept of military-civil fusion since the emer-
gence of the modern PLA during the late 1970s. Military-civil fu-
sion assumes the predominance of commercial R&D and requires 
that the fruits of private innovation be shared with the government, 
which retains a role in guiding the R&D investments of Chinese 
companies. The Chinese government’s own R&D spending is 
comparable to that of the United States, but under military-civil 
fusion the PLA and other Chinese security services are direct ben-
eficiaries of commercial advancements. A prominent outgrowth 
of this partnership is that artificial intelligence–enabled algorithms 
developed by Chinese companies are now enabling surveillance 
operations by the People’s Armed Police.26 

The US government will not compel companies to cooperate 
with its R&D efforts as China does. The onus therefore falls on 
the DoD to find new ways to harvest privately developed tech-
nologies for military systems. The DoD has pursued this goal 
through a range of initiatives during the last two decades, in-
cluding with organizations like the Defense Innovation Unit (DIU) 
and new processes such as the Middle Tier of Acquisition.27 
Despite receiving significant attention, these efforts have failed 

to substantially accelerate the introduction of commercial tech-
nology into the US military.28 

As this report will show, the US military’s failure to exploit com-
mercial innovation is closely related to how the DoD conceptu-
alizes and implements requirements.29 By predicting operational 
needs and weapon performance in the future and decomposing 
them into contract specifications, DoD requirements discourage 
R&D organizations from identifying opportunities in commercial 
technologies that lack the exact characteristics recommended 
by government analyses. Additionally, because government 
and industry have different levels of technical education, market 
savvy, and awareness of national security challenges, they can-
not easily form effective long-term partnerships.

There is no commercial equivalent to DoD science and technol-
ogy programs, which focus on foundational science, exploratory 
innovation, and basic research. However, the DoD incurs a sub-
stantial opportunity cost in not taking advantage of private sector 
investment in the maturation and scaling of applied research and 
technologies. Although it does not usually address the US mili-
tary’s specific operational challenges, commercial innovation often 
focuses on solving adjacent problems, and private sector actors 
could be engaged to adapt their solutions to military contexts. 

The utility of commercial products to military needs is especially 
true for information technology, where challenges associated 
with data harmonization, connectivity, spectrum management, 
or computing architectures are similar in military and consumer 
or business use cases. By not using commercial technology, 
the US military unnecessarily spends more on R&D and pro-
curement and fails to benefit from what is in some cases im-
mense private sector investment. As figure 7 shows, commer-
cial spending on telecommunications R&D alone is more than 
twice that of the entire DoD R&D budget.30

In addition to the opportunity cost of not leveraging private in-
vestment, the DoD risks falling behind adversaries if it fails to 
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stay at the cutting edge of telecommunication and other tech-
nologies. Although export controls can prevent the proliferation 
of some military-specific innovations, the generalized advance-
ment of computing, networking, and wireless communications 
will benefit US opponents and is unlikely to be hindered by US 
regulatory regimes. 

The disparity between government and private investment 
shown in figure 7 is also growing outside telecommuni-
cations. For example, private spending on applications of 
quantum computing, materials science, bioengineering, and 
energy outstrips government funding despite the impor-
tance of these technologies for future military systems.31 In 

addition to building facilities and purchasing equipment, pri-
vate capital also enables companies to assemble teams of 
talented scientists and engineers more easily than the US  
government.32 

To maintain—and in some cases regain—its military-technolog-
ical advantage, the US military will need to tap into the private 
sector. Although contracting with commercial providers can 
help, the DoD will need to fundamentally change its approach 
to requirements and acquisition in order to exploit commercial 
innovation. An example of the most basic version of this ap-
proach is the DoD’s current 5G demonstrations, which seek to 
apply 5G to military communications needs and are described 

Figure 7: DoD R&D Budget (Left) vs. Commercial R&D Spending Related to 5G (Right)

Source: Authors, based on data from the DoD Comptroller and selected corporate annual and quarterly reports. 

Note: Left-hand figure shows 2021 DoD research, development, test, and evaluation appropriations totaling $108 billion. Right-hand figure shows basket of 2021 corporate R&D spending by com-
panies pursuing 5G business totaling $186 billion. Box sizes are proportional to funding. Defense-wide refers to combat support agencies including DARPA, Missile Defense Agency, and Defense 
Threat Reduction Agency. AF = Air Force; RDT&E = research, development, test, and evaluation; S&T = science and technology.
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in the next chapter. However, the more important and impact-
ful path to leveraging commercial technology is described in 
subsequent chapters, which will focus on how the foundational 

hardware and software associated with 5G can be repurposed 
to support a range of EMS use cases and applications outside 
communications. 
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US military forces will face a challenging information environ-
ment in potential conflicts against peer competitors such as 
China or Russia. In their doctrine and plans, both potential ad-
versaries view the information competition—including the de-
sign and posture of military forces as well as actions in the EMS 
and cyberspace—as central to future military conflict. The PLA 
codifies the role of information in its concept of intelligentized 
warfare, which it implemented during the last decade through 
a series of reforms that distributed tactical cyber and electro-
magnetic warfare (EW) units across China’s military and estab-
lished a Strategic Support Force (SSF) combining national-level 
EW, cyber, and space organizations.33 In their concepts, Rus-
sian military strategists describe the need to engage in infor-
mation-technological and information-psychological confronta-
tions against foreign and domestic adversaries using EW, cyber, 
and political warfare.34

In military operations, the information competition manifests 
primarily in the quality and tempo of decisions. Troops use 
command, control, and communications (C3) processes and 
systems to manage and act on information obtained from in-
telligence, surveillance, and reconnaissance (ISR) capabilities. 
US military campaigns in Kosovo, Iraq, and Afghanistan em-
phasized the ISR and communications elements of C3ISR. Le-
veraging extensive uncontested ISR, theater-level commanders 
directly managed operations down to the tactical level, reducing 
the need for command and control (C2) constructs and capa-
bilities that allow lower-echelon leaders in the field to formulate 
and execute courses of action (COAs).35

ACHIEVING A MORE INTEROPERABLE 
FORCE WITH 5G

Photo Caption: An UH-60 Blackhawk flies over the runway during a se-

ries of 5G avionics tests on March 2, 2022, at Hill Air Force Base, Utah. 

(US Air Force photo by Cynthia Griggs)
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This network-centric approach to C3 places a substantial bur-
den on communication systems by requiring them to connect 
centralized decision-makers with widely dispersed subordinate 
units and information sources.36 In a future confrontation against 
the People’s Republic of China (PRC), the PLA’s EW and cyber 
operations could deny theater commanders information and 
the ability to direct or orchestrate action, leading to a dramatic 
breakdown in the quality and tempo of US decision-making. 
The PLA increases its opportunities for communication disrup-
tion by using long-range missiles and aircraft, which compels 
US and allied forces to operate at greater standoff ranges from 
China and in more distributed formations. 

The vulnerability of network-centric C3 constructs to PLA com-
munications interdiction is exacerbated by the US military’s in-
teroperability shortfalls, which often prevent new systems and 
platforms from connecting with each other and with those built 
during previous eras. But upgrading platforms and weapons 
with newer radios and processors is expensive and time-con-

suming; as a result, only a few networks—such as Link-16—can 
connect the bulk of US weapons, aircraft, vehicles, and ships.37 

DoD communications shortfalls will undermine the ability of US 
forces to achieve a decision-making advantage using the net-
work-centric operational approach.38 The DoD’s JADC2 initia-
tive is attempting to solve these C3 challenges, summarized in 
figure 8, by connecting sensors, shooters, and commanders 
more broadly across the US joint force and providing the de-
cision support tools field commanders need to develop more 
effective COAs at a higher operational tempo than opponents.39 

As part of JADC2, the US military services are experimenting 
with new force compositions and C2 aids through the Navy’s 
Project Overmatch, the Army’s Project Convergence, and devel-
opment of the Air Force’s Advanced Battle Management System 
(ABMS).40 The technical efforts of JADC2 are complemented by 
doctrinal changes that attempt to mitigate the impacts of com-
munications disruption by delegating more control to field com-

Figure 8: DoD’s C3 Challenges and Solution Approaches

Source: Adapted from Joseph Evans, “5G Technologies to Enable Future DoD Networking,” presentation at Hudson Institute, Washington, DC, February 22, 2022.
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manders under concepts such as the Air Force’s Agile Combat 
Employment or the Navy’s Distributed Maritime Operations.41

An original goal of JADC2 was achieving more interoperable 
communications between US forces so that almost any sensor, 
weapons platform, and commander could connect and form a 
“kill chain.”42 This aspiration of JADC2 is likely unattainable be-
fore the PLA achieves the capability and capacity to act against 
US allies in Taiwan, Japan, or elsewhere, which according to 
successive Indo-Pacific Command (INDOPACOM) leaders 
could happen before 2030. For that reason, a shift is underway 
to focus JADC2 on the kill chains that can help address the 
most pressing operational problems of combatant command-
ers like those in INDOPACOM.43 

Executing kill chains essential to solving key operational problems 
requires connecting and orchestrating joint forces in multiple di-

mensions, which can be characterized as layers of an integration 
stack, shown in figure 9. The bottom layers are the traditional tech-
nical stack associated with communications, including the physical 
layer established in the EMS by radios, the network or distribution 
layer that moves data, and the data layer of the information being 
transmitted and shared. The upper layers of the stack are high-
er-level functions associated with C2, including developing tactics 
and establishing the associated sustainment and support.44 

As the stack model shown in figure 9 suggests, force integration 
starts with C2, in which force compositions and plans are devel-
oped. Units would then establish the appropriate data, distribution, 
and radio configurations to execute the COA. Today, both areas 
of integration are largely manual, with planners developing tactics 
and force packages based on doctrine or previous experience and 
establishing needed communication waveforms, network connec-
tions, and data standards in advance of a mission. As a result, US 
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Figure 9: The C3 Integration Stack 

Source: Adapted from Bryan Clark and Dan Patt, One-Size-Fits-None: Overhauling JADC2 to Prioritize the Warfighter and Exploit Adversaries’ Weaknesses (Washington, DC: Hudson Institute, 2022), 
https://www.hudson.org/research/17658-one-size-fits-none-overhauling-jadc2-to-prioritize-the-warfighter-and-exploit-adversaries-weaknesses. 

Note: BACN = Battlefield Airborne Communication Node; DYNAMO = Dynamic Network Adaptation for Mission Optimization; STITCHES = System-of-systems Technology Integration Tool Chain for 
Heterogeneous Electronic Systems; UCI = Universal Command and Control Interface. 
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forces are unable to adopt new compositions or tactics in the-
ater without expending substantial additional time and effort.45 The 
PLA exploits this predictability in its concept of System Destruction 
Warfare, which designs operational systems and tactics specifical-
ly targeted against expected US vulnerabilities. 

The DoD is mounting several initiatives to improve interopera-
bility and enable C2 and communications integration at scale, 
listed in the right-hand column of figure 9, which should improve 
the force’s ability to create new COAs in the field. A growing 
array of software tools—emerging in part from JADC2—en-
ables the development of tactics and support plans for C2 in-
tegration in conjunction with the automated delegation of au-
thorities to junior leaders.46 In the data and distribution layers 
of the communications stack, the Defense Advanced Research 
Projects Agency (DARPA) is fielding a series of systems, such 
as its STITCHES toolkit, for automated network configuration 
to move data where it is needed based on the COA and then 
to translate data from one message format into another.47 The 
US is also implementing scalable software-defined communi-
cations distribution and networking through efforts like DARPA’s 
DyNAMO program and the Software-Defined-Wide Area Net-
work (SD-WAN) program of the Defense Information Systems 
Agency (DISA), which is connecting new and legacy IP (internet 
protocol)-based network computer components into a network 
of networks.48 

Overcoming the Tyranny  
of the Physical Layer
The layer of the stack in figure 9 that cannot be completely in-
tegrated through software is the radio hardware that generates 
EMS waveforms. Software-defined radios (SDRs) improve in-
teroperability by using algorithms and computing to replace 
some of the hardware needed to generate or interpret a wave-
form. Each processing card in an SDR can communicate using 
a different waveform, which users can change by loading new 
software in advance of a mission. Cognitive radio software pack-
ages, such as the GNU radio, take this approach one step further 

by enabling an SDR to automatically detect signals being used 
by cooperating radios and—within the limits of the SDR’s hard-
ware—adjusting frequency or waveforms to avoid interference 
and jamming or to connect with different network participants 
than those originally planned.49 

The DoD has been unable to exploit the advent of SDRs to enable 
more seamless integration in the physical layer. Communication 
systems like Link-16 increasingly use SDRs and are widely fielded 
across US and allied militaries, which should enable substantial 
interoperability in theory. In practice, Link 16 radios rely on hard-
ware-based security features, and Link-16 networks are managed 
by a central C2 node that constrains the number of participants 
to reduce latency and limit the amount of data deconfliction need-
ed.50 As a result, integrating novel force packages to execute new 
tactics using networks like Link-16 requires substantial prepara-
tion in advance of a mission. The increasingly connected nature 
of military operations exacerbates the challenge; every vehicle, 
aircraft, or ship carries anywhere from a half-dozen to more than 
30 radios, many of which share the hardware constraints of Link-
16.51 Replacing even a portion of these existing radios with more 
adaptable SDRs or GNU radios would likely be infeasible. 

Given the difficulty of upgrading all the DoD’s legacy radio 
equipment to common standards, future military operations will 
depend on a combination of legacy and modern hardware. In-
teroperability in the physical layer will therefore depend mainly 
on software and architectural workarounds. For example, the 
Advanced Battle Management System uses intermediary gate-
ways, which host multiple radios and retransmit data between 
frequencies, waveforms, protocols, and networks. Other ap-
proaches, like the STITCHES toolkit, focus on data transforma-
tion and leave the physical layer unchanged.52 

Tactics, support, data, and communications distribution func-
tions can be iteratively and recursively developed, assessed, 
and refined using new software-based tools and programs. 
However, as shown in figure 10, the limitations of integrating 



EXPLOITING THE FAST-FOLLOWER ADVANTAGE

joint forces across the physical radio layer create a constraint 
on the option space available to commanders. The problem be-
comes worse when adversary efforts to contest the EMS are 
considered. 

Figure 10 suggests link diversity is one of the most powerful 
unlocks the DoD can pursue to expand the recomposabili-
ty, adaptability, and resilience of the force. True SDRs like the 
GNU radio can provide substantial variety in waveforms. But 
until they are widely proliferated through the force, command-
ers’ ability to implement novel force compositions and tactics 
will be limited by the number of cards in their radio or the se-
curity and access constraints imposed by architectures such 
as Link-16. 

The advent of 5G creates an opportunity for the DoD to over-
come the tyranny of the physical layer by enabling inexpensive 
proliferation of SDRs throughout the force. However, commer-
cial 5G networks lack some important features of military com-
munication systems, such as these:

ߪ  National Security Agency (NSA)-approved security to trans-
mit sensitive or classified data

ߪ  Characteristics like frequency hopping that DoD systems 
traditionally use to achieve low probability of detection and 
intercept (LPD/LPI) 

ߪ  Common data formats with US military systems

ߪ  The ability to operate on specific frequency bands licensed 
to the military and of importance for military operations 

Figure 10: The Physical Layer’s Constraint on Options for Force Composition

Source: Adapted from Joseph Evans, “5G Technologies to Enable Future DoD Networking,” presentation at Hudson Institute, February 22, 2022.
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The DoD could partly address these concerns by exploiting the 
inherent flexibility, low cost, and software-defined nature of 5G 
networks. For example, although 5G communications will not be 
able to incorporate the physical cryptography and security features 
needed to transmit classified data, the DoD could exploit the afford-
ability of 5G technologies by employing 5G as a redundant com-
munications architecture rather than as a primary network. With 
their digital electronically scanned antenna arrays, 5G networks 
could use split-band transmission, beamforming, and advanced 
control planes to achieve LPI/LPD performance on par with or per-
haps better than military communication systems. Moreover, be-
cause they use SDRs and virtualized functions, 5G networks could 
use software toolkits like STITCHES that transform data between 
message formats to communicate with military networks. 

The DoD is exploring these and other mitigation measures through 
various demonstrations (figure 11).53 Almost all the demonstra-

tions provide services similar to existing civilian use cases, such 
as basewide communications, connected warehouses, and de-
ployed communications using local public 5G networks. Two 
demonstration categories are exploring the use of 5G to provide 
communications for operational forces via a private 5G network. 

The use cases shown in figure 11 could also be combined 
to enable connectivity between US military forces and distant 
commanders when traditional communications are denied. 
These public-private architectures could exploit the ubiquity of 
commercial 5G for obfuscation by using military 5G network 
equipment that mimics the local terrestrial 5G infrastructure. 
The private military 5G networks could then connect with pub-
lic 5G networks for backhaul communications to headquarters 
through a secure network slice. For these use cases, the US 
may need to develop incentives for local providers, possibly 
through a public-private partnership.

Figure 11: The DoD’s Exploration of Direct Applications of 5G 

Source: Authors, based on documents provided by Office of the Under Secretary of Defense for Research and Engineering and Steven Walker, Daniel Rice, Mark Kahn, and John Clark, “Why the 
World’s Militaries Are Embracing 5G,” IEEE Spectrum, November 11, 2021, https://spectrum.ieee.org/lockheed-martin-5g#toggle-gdpr. 
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Using 5G to Enable Effective C2 Rather 
than Communications
During the last 30 years, permissive EMS environments al-
lowed theater-level commanders to oversee and direct actions 
at the tactical level, reducing the need for middle and junior 
commanders to develop their own COAs and relegating them 
in many cases to distributed execution of senior commanders’ 
decisions.54 Direct applications of 5G like those the DoD is pur-

suing are designed to create redundant and diverse commu-
nication paths that counter the impacts of enemy EW and US 
interoperability shortfalls. However, rather than creating US de-
cision-making advantages, the addition of 5G communications 
may instead perpetuate the US military’s use of hierarchical, 
network-centric models for C3 that centralize decision-making 
in a small number of theater commanders, thereby constrain-
ing the tempo, scale, and diversity of decisions. 

Figure 12: Network-centric vs. Context-based C2 Architectures

Source: Bryan Clark, Dan Patt, and Timothy A. Walton, Implementing Decision-Centric Warfare (Washington, DC: Hudson Institute, 2021), https://www.hudson.org/research/16729-implementing-de-
cision-centric-warfare-elevating-command-and-control-to-gain-an-optionality-advantage.
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An alternative approach that mitigates the impact of communi-
cations shortfalls is to enhance the force’s C2 capabilities. Under 
this context-based model, shown in figure 12, US forces estab-
lish C2 structures based on communications availability instead of 
attempting to build a communications architecture that will per-
form under all conditions. Context-based C2, including the US 
military’s long-standing concept of mission command, would shift 
decision-making to local commanders, who would follow senior 
leaders’ intent by using the units they could communicate with. 

Military doctrine previously viewed mission command as a 
back-up process to mitigate unanticipated interoperability 
or connectivity gaps. It is now becoming the primary form of 
C2, as reflected in the new Air Force doctrine of centralized 
command, distributed control, decentralized execution, and 
other new concepts.55 Shifting agency from a central com-
mand post—even one with reliable long-range communica-
tions—to a larger number and variety of junior leaders could 
unlock operational creativity and innovation and enable more 
diverse COAs. Giving junior commanders the initiative is also 
more likely to result in faster and wider-scale decision-making 
and action than what can occur under centrally orchestrated 
operations.56 

Junior commanders lack the staff and resources associat-
ed with a theater operations center, so context-based C2 will 
need to provide them with decision support tools, sensors, and 
countermeasures that help them build and implement COAs 
that best exploit the forces under their command. Otherwise, ju-
nior leaders will likely fall back on doctrine or habit, which would 

be more predictable to the enemy. Junior commanders’ deci-
sion-making would also benefit from more widely proliferated 
sensing and effects capabilities among their forces. Currently, 
they have to substantially rely on third-party reconnaissance, 
targeting, and engagement systems, which is legacy of the 
post–Cold War network-centric C3 construct. 

While theater-wide efficiency and fire coordination were the key 
to success in the US military’s post–Cold War conflicts, future 
confrontations with peer adversaries like the PRC or Russia are 
more likely to favor the side that can generate surprise, tempo, 
and scale at the tactical and operational level. The war in Ukraine 
demonstrates this clearly, as the smaller and less well-equipped 
Ukrainian military stopped Russian forces’ advance and began 
to regain territory. Using a combination of commercial and NA-
TO-provided weapons and C3ISR capabilities, Ukrainian troops 
exploited decision-making advantages to create dilemmas for 
Russian commanders and deny Moscow a path to achieve its 
objectives.57 

Equipping US forces for context-based, rather than net-
work-centric, operations should therefore balance investments 
in new radios against capabilities that enable more distributed, 
context-based schemes for C2. Although normally associated 
with communications, 5G technologies may be more beneficial 
in allowing decision support tools, sensors, and effects such as 
weapons or EW systems to be widely proliferated across the 
force. These capabilities should be the priority for DoD efforts to 
harness 5G technologies for military operations, as described in 
the next chapter. 
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Using 5G as a backup communications method would help 
shore up gaps in DoD interoperability. However, given the shift 
away from network-centric C2 and attrition-focused conflict and 
toward decision-making as the central military competition, the 
DoD should prioritize applications of 5G technology that expand 
the ability of US forces to conduct C2, sensing, and effects over 
systems that provide a marginal increase in connectivity. 

The US military’s opportunities to exploit repurposed 5G sys-
tems or components are only likely to grow. DoD acquisition 
strategies are evolving away from highly integrated multi-mission 
platforms and directed systems of systems, which are difficult 
to adapt and costly to develop or sustain. Instead, prominent 
new programs—such as the Air Force’s Next Generation Air 
Dominance (NGAD), Navy’s Littoral Combat Ship (LCS) Mission 

Packages, and Army’s Multifunction EW (MFEW)—are fielding 
teams of systems in which members, and members’ roles, can 
change between missions and sometimes within a mission.58 
This trend, as shown in figure 13, enables deferring innovation 
to operators by allowing a wider range of force compositions 
and associated tactics to be developed in the field.59 

MAKING 5G THE PARTS BIN FOR  
DOD EMS OPERATIONS

Photo Caption: Two members of the 216th Space Control Squadron 

(SPCS) set up antennas as part of a “Honey Badger System” during 

BLACK SKIES 22 at Vandenberg Space Force Base, California, on Sep-

tember 20, 2022. The 216 SPCS specializes in electromagnetic warfare 

and was participating in the Space Training and Readiness Command’s 

(STARCOM) BLACK SKIES 22, along with numerous other units span-

ning from California to Colorado. (US Space Force photo by Tech. Sgt. 

Luke Kitterman)
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The recomposability of teams of systems extends beyond 
self-contained platforms and weapons to include the mission 
systems and software that they carry. Using open architecture 
models like the Army’s C3, Computers, Cyber, and ISR/EW 
Modular Open Suite of Standards (CMOSS) or Air Force’s Open 
Mission Systems (OMS), manned and unmanned platforms will 
increasingly incorporate modular radars, passive RF and elec-
tro-optical/infrared sensors, and EW systems.60 As a result, 5G 
systems and components could be incorporated into teams of 
systems using open architectures and upgraded or modified as 
new microelectronics emerge from the commercial 5G industry. 

Their inherent characteristics enable 5G networks to support 
military EMS applications. At the most basic level, balancing 
bandwidth, latency, and coverage demands for different use 

cases requires 5G networks to operate in multiple frequency 
bands, each of which overlaps with military functions. Low-band 
5G systems transmit below 1 GHz to provide wide reach across 
rural areas; this is also the frequency range many military radios 
use. Mid-band systems operate at 1–6 GHz to improve latency 
and bandwidth in suburbs and cities while providing acceptable 
coverage, employing the same bands as military search radars. 
And high-band systems operate at mmWave frequencies above 
24 GHz to maximize throughput in dense environments such as 
cities or warehouses; this overlaps the frequencies many mod-
ern missile seekers use.61 

US forces could leverage 5G networks’ frequency coverage 
to repurpose them and their hardware and software compo-
nents for EMS operations outside the communication use 

Figure 13: Acquisition Approaches: Directed System of Systems vs. Recomposable System of Systems. 

Source: Bryan Clark and Dan Patt, Building a Team for Next Generation Air Dominance (Washington, DC: Hudson Institute, 2022), https://www.hudson.org/research/17911-building-a-team-for-next-
generation-air-dominance. 
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Figure 14: 5G Services that Could Be Repurposed for DoD EMS Operations

Source: Adapted from Dan Rice, “5G for Military Communications Opportunities and Challenges,” virtual presentation at Hudson Institute workshop, February 22, 2022. 

Note: EW = electromagnetic warfare; RF = radio frequency. 
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cases discussed in chapter 2. Furthermore, to support com-
mercial applications, 5G architectures incorporate a range of 
features that could be used to achieve the adaptability and 
resilience demanded by the DoD’s strategy and operational 
concepts.

The US military has pursued and developed technologies like 
those listed in figure 14 for decades. However, 5G hardware 
and software are produced at a scale that makes their cost 
dramatically lower than custom-built military systems. Using 
adapted 5G hardware and software, the DoD could affordably 
proliferate multifunction radar, EW, and passive sensing capa-
bilities to provide distributed US forces with the local sensing, 

effects, and communications they need to gain decision-mak-
ing advantages. 

As shown in figure 15, 5G architectures disaggregate func-
tions of the cellular transceiver and virtualize most radio and 
core network functions beyond the antenna. The same ar-
chitectural approach and some 5G hardware and software 
could be repurposed to assemble radars, passive RF sen-
sors, and EW systems. Network infrastructure for 5G is nor-
mally housed in relatively large cell tower base stations and 
server farms, but military systems derived from 5G radio ac-
cess networks (RANs) and core networks that service a small 
number of users or targets could be miniaturized onto medi-

Figure 16: Current Requirements-driven Approach vs. New Analytic Process Based on Finding Technology 
Opportunities

Source: Authors, based on John Rausch, “Joint Capability Integration & Development System Overview,” slide presentation, 2019, https://pdf4pro.com/amp/cdn/joint-capability-integration-amp-de-
velopment-system-overview-7829bb.pdf; and Kyle Calton, “2021 JCIDS Manual & CJCSI 5123.01 I Changes–18 Nov 2021,” webinar, Defense Acquisition University, November 18, 2021, https://
media.dau.edu/media/t/1_qz9d8jr5/62963351.

Note: AoA = analysis of alternative; CBA = cost-benefit analysis; CDD = Capability Development Document; CONOP = Concept of Operations; ICD = Initial Capabilities Document. 
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um or large manned or unmanned platforms, using software 
to virtualize some functions performed by hardware.62 In ad-
dition, microelectronics associated with 5G user equipment 
such as phones or tablets could be adapted to the small 
form factors of attritable and expendable unmanned systems 
or weapons. 

Leveraging commercial 5G systems would also allow the DoD 
to benefit from the private sector’s substantial investment and 
effort in continuing to improve telecommunications efficiency, 
adaptability, and performance. The DoD traditionally pursues 
cutting-edge technology with little immediate commercial rel-
evance and is often a first mover. However, the US military’s 
capabilities often stagnate due to the difficulty of transitioning 
improvements into programs and then incorporating them into 
multiple generations of fielded systems.63 As the nexus of in-
novation, particularly in information technology, moves to the 
private sector, the DoD could accelerate its technological ad-
vancement by becoming a fast follower. 

The preceding discussion suggests the DoD has two main 
paths for harvesting the technologies associated with 5G: 

ߪ  Repurpose 5G RANs and core networks for EMS opera-
tions beyond communications by exploiting their software 
for resource allocation, virtualization, edge computing, and 
network management.

ߪ  Disaggregate 5G RAN and user equipment hardware com-
ponents and recompose them to support EMS operations, 
combined with adapted 5G software.

These two approaches are detailed below. An essential element 
of pursuing either path will be reversing the traditional military 
requirements process. As shown in figure 16, instead of estab-
lishing needs and then pursuing R&D, the focus of DoD analy-
sis should shift to exploring the tradespace between available 
technology, military capability gaps, and viable use cases. This 
approach is detailed in chapter 4. 

Adapting Commercial 5G Software
The software-defined nature of 5G architectures affords them 
the versatility to support a range of military EMS operations. At 
the front end of 5G network infrastructure or user equipment, 
SDRs can transmit and receive a variety of waveforms outside 
of those needed for 5G communications.64 As noted above, 
5G antennae can operate in militarily relevant frequencies, and 
although they transmit at lower power than their military coun-
terparts, they can be networked and orchestrated using edge 
processing to create coherent EMS effects that converge the 
transmission or reception of multiple antennae on a single lo-
cation.65 

Commercial 5G networks use beamforming and massive 
MIMO, as shown in figure 17, to allow a single RAN antenna 
to service a larger number of users with higher throughput and 
lower latency than 4G networks. Beamforming by electronically 
scanned antennae allows one array to simultaneously connect 
with multiple independent users; MIMO allows each beam to 
simultaneously transmit and receive by routing outgoing and 
incoming signals via different beams along different paths.66 
Some 5G applications, such as mmWave networks for vehi-
cles, use beamforming and MIMO in user equipment as well as 
in RAN infrastructure.67 Fixed military and civilian surveillance 
radars already use MIMO to track a larger number of targets 
with greater precision, but 5G RANs could enable mobile appli-
cations of MIMO sensing and countermeasures using protocols 
established in version 17 of the Third Generation Partnership 
Project (3GPP) standard.68 

Because data in a 5G architecture is generally digitized out-
side the antenna, it can be moved, formatted, and analyzed 
by software whether it is a 5G message packet, a radar return, 
or a passive RF detection of an opponent’s radar. As shown in 
figure 17, 5G service-based architectures use software func-
tions to manage the flow of digital data to and from the RAN’s 
SDRs. These functions could be repurposed to support DoD 
EMS use cases.
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In a passive sensing operation, the Access and Mobility Func-
tion (AMF)—which ensures signals from the same user are co-
ordinated between different antennae—could be repurposed 
to correlate multiple radar returns or other emissions from the 
same target while both the target and the sensing platform are 
in motion. The Authentication Server Function (AUSF) would en-
sure the data is validated as coming from a contact of interest 
in consultation with the Unified Data Management (UDM) library, 
much as it would ensure a 5G user is a valid subscriber. Data 
would then be routed by the AMF and Session Management 
Function (SMF), via the User Plane Function (UPF), to the data 
network; there the sensor processor, such as a virtualized ver-
sion of the Navy SLQ-32 (V)6 system, could be accessed via 
the Application Function (AF) as a microservice. To manage the 

multilevel security needed for some sensor data, each of these 
activities downstream of the AMF could be separated by the 
Network Slice Service Function (NSSF) into a network slice of 
the RAN and core network rather than operate as a dedicated 
hardware component. 

The process would be similar for transmitting signals such as 
in electronic attack (EA). A jammer or decoy could be creat-
ed as a virtual machine or microservice application in the data 
network of the RAN. Its transmissions could be triggered by a 
passive sensing operation (as described above), which would 
provide an input to cognitive or machine learning algorithms in 
the virtual machine that develop EA techniques using data from 
the UDM. Through the Policy Control Function (PCF), SMF, and 

Figure 17: Massive MIMO Arrays that Make Up 5G Antennae (Left) and a Typical Service-based Architecture Used by 
5G Infrastructure (Right)

Source: Metaswitch, “What Is the 5G Service-Based Architecture (SBA)?,” https://www.metaswitch.com/knowledge-center/reference/what-is-the-5g-service-based-architecture-sba. 

Note: AF = Application Function; AMF = Access and Mobility Function; API = Application Program Interface; AUSF = Authentication Server Function; gNB = 5G node B; NEF = Network Exposure 
Function; NRF = NF Repository Function; NSSF = Network Slice Service Function; SBA = service-based architecture; SBI = Service Based Interface; SMF = Session Management Function; UDM = 
Unified Data Management; UE = user equipment; UPF = User Plane Function. 
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AMF, the jammer application would then direct transmissions 
from the 5G antenna. Alternatively, an operator could initiate 
jamming or decoy transmissions without receiving an incoming 
signal. In that case, the order to transmit would be passed using 
the UPF, which would access the virtualized EA processor via 
the SMF and AF. The jamming or decoy application would direct 
and manage the techniques and waveforms transmitted via the 
PCF, SMF, and AMF. 

The flexibility of 5G network software would allow existing 5G 
RAN infrastructure to conduct military EMS operations. Although 
constrained to lower power levels and frequencies around 5G’s 

low, mid, or high bands, EA and sensor systems built using 5G 
architectures could be militarily useful. However, to gain greater 
flexibility in terms of frequencies, power levels, and form factors, 
the DoD should also adapt the microelectronics and antenna 
hardware associated with RANs and user equipment. 

Repurposing RAN and User  
Equipment Hardware
Adapting 5G RAN and user equipment microelectronics hard-
ware could enable the DoD to benefit from private investment 
in technology while achieving a wider range of waveforms, form 
factors, and power levels than is possible using existing 5G 

Figure 18: Hybrid 5G Transceiver Circuit

Source: Authors, based in part on Qorvo, “5 Things to Consider When Designing Fixed Wireless Access (FWA) Systems,” April 13, 2018, https://www.qorvo.com/design-hub/blog/5-things-to-con-
sider-when-designing-fixed-wireless-access-fwa-systems. 

Note: A/D = analog-to-digital; CMOS = complementary metal-oxide semiconductors; D/A = digital-to-analog; DUC = digital up conversion; GaAs = gallium arsenide; GaN = gallium nitride; IF-RF = 
intermediate frequency-to-radio frequency; LO = low-output; M/N = Many per baseband channel; SiGe-BiCMOS = Silicon-Germanium-Bismuth CMOS.
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systems and adapted 5G software as described above. The 
most straightforward method of adapting hardware would be 
to work with manufacturers to unlock features built into existing 
or planned equipment, such as RFSOCs, that the manufacturer 
has not yet made available to the public.69 However, beyond 
unlocking these latent capabilities, the DoD could assemble al-
most every type of EMS system in its inventory by repurposing 
available RAN and user equipment hardware, combined with ei-
ther adapted commercial 5G or defense system software. DoD 
program managers would have to balance power and wave-
form limitations and the cost of adaptation against the benefit of 
lower-cost components that tap into a future pipeline of private-
ly funded innovation. 

Figure 18 depicts some of the diversity associated with 
RFSOCs, which are designed to convert between analog RF 

energy and digital data. RFSOCs in a 5G RAN baseband unit 
or user equipment typically incorporate a transmit/receive (T/R) 
module, analog-to-digital converter (ADC), digital-to-analog 
converter (DAC), central processing unit (CPU), and memory 
chips. But multiple configurations are possible depending on 
the frequency and power of the system. For example, in 5G low- 
and mid-band infrastructure or user equipment, each beam of 
a massive MIMO array would be supported by a single RFSOC, 
which could include digital and RF beamformers for transmit 
and receive functions. In higher-frequency applications such as 
mmWave 5G, beamforming and ADC/DAC functions may need 
to be performed by a separate analog or hybrid circuit servicing 
multiple channels because higher frequencies result in narrower 
beams and require more channels to cover the same area.70 At 
the front end of the transceiver circuit, the power amplifiers that 
step up transmissions or received signals increasingly use GaN 

Figure 19: An Electronically Scanned Radar or EA System Built from 5G Components

Source: Authors.

Note: ADC = analog-to-digital converter; T/R = transmit/receive.
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semiconductors rather than the traditional complementary met-
al-oxide semiconductor (CMOS). GaN semiconductors allow 
for higher power levels that would typically be associated with 
mmWave applications and that are often incorporated into a 
separate power amplifier assembly rather than in the RFSOC.71 

Because of their generic nature, RFSOCs are multifunctional; 
they are able both to transmit as a radio, radar, or jammer and 
to detect signals like a passive sensor or radar receiver. User 
equipment such as mobile phones and tablets incorporate the 
same elements in their RF circuits as 5G infrastructure, but with 
less size and complexity. For example, although they can sup-
port MIMO transmission and reception, phone or tablet anten-
nae need to maintain multipath connections with only a small 
number of base stations, whereas 5G infrastructure may need 
to connect with hundreds of users.72

As shown in figure 19, a military radar or EA system could as-
semble some or all its signal generation and processing ele-
ments from 5G parts. By exploiting the diversity of 5G microelec-
tronics and in some cases combining them with custom-built 
military components, DoD system developers could assemble 
transceivers capable of generating the power, frequencies, and 
waveforms suitable for sensing, jamming, or deception.73 RF 
circuit components and processing associated with 5G user 
equipment can be repurposed for small form factor applications 
like uncrewed air vehicles (UAVs), uncrewed undersea vehicles 
(UUVs), or weapons. The proliferation and inherently multifunc-
tional nature of commercial RFSOCs and other microelectronics 
allow them to be smaller and less expensive than military-spe-
cific systems capable of communications, sensing, and EW. 

Using 5G to Implement New EMS 
Operational Concepts
The DoD could modify 5G infrastructure software and existing 
RAN hardware for military use cases. However, as detailed be-
low, 5G user equipment hardware may prove to be more easily 
adapted and operationally impactful. In larger unmanned and 

manned platforms, US defense suppliers could use 5G RAN 
and core network hardware to augment or replace military-spe-
cific sensors and countermeasures. Modified 5G service-based 
architecture software, commercial 5G infrastructure (such as 
antennae), baseband units, and processors capable of multi-
beam and massive MIMO operation would fit on multi-mission 
ships or aircraft. Because they can operate with different fre-
quencies and waveforms than those commonly employed by 
DoD systems, 5G-based sensors and countermeasures could 
increase the complexity of US force presentation and create 
more options for US commanders. If needed, the operating 
range of commercial 5G infrastructure could be adjusted or 
enhanced by disaggregating and recomposing hardware ele-
ments as described above. 

However, incorporating 5G infrastructure elements into an ex-
isting multi-mission platform will be challenging. The platform’s 
highly integrated nature does not lend itself to incorporation of 
new mission systems. In addition, the limited space, weight, 
apertures, and power (SWAP) on the platform preclude adding 
new EMS systems without significant modifications that would 
reduce the benefits of exploiting commercial technology (this is 
especially true for aircraft). Open architectures like the C5ISR/
EW Modular Open Suite of Standards (CMOSS) or Open Mis-
sion Systems (OMS) could make incorporation of 5G technol-
ogy easier, but they do not eliminate SWAP constraints or the 
difficulty of integrating a new system into an existing platform. 

Hardware from 5G user equipment such as phones or tablets 
has smaller SWAP requirements than RAN infrastructure and 
could be more easily incorporated into military aircraft, weap-
ons, vessels, and vehicles. DoD leaders and recent defense 
budgets highlight the growing contribution of unmanned sys-
tems to US defense concepts, and these systems are likely the 
most significant opportunity for using 5G components in de-
fense.74 Unmanned systems are generally not as multifunctional 
or highly integrated as their manned counterparts, and with a 
few exceptions unmanned vehicles are intended to be attritable 
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or expendable, which demands low costs for the vehicle and 
its mission systems. Moreover, many of these vehicles are still 
developmental, allowing for introduction of 5G-derived compo-
nents during their design and maturation.

In addition to being less expensive to buy and sustain than 
manned multi-mission platforms, unmanned systems also 
help the DoD pursue its goal of decision superiority. As en-
visioned by the DARPA Mosaic Warfare and Hudson Institute 
decision-centric warfare concepts and by the Air Force and 
Navy Next Generation Air Dominance programs, incorporating 
larger portions of less-expensive unmanned systems would 
enable the US military to compose a wider variety of force 
packages and implement a greater diversity of tactics, in turn 
reducing the ability of opponents to predict and prepare for 
US operations.75 Expanding the US unmanned portfolio would 
also enable calibrating the size and capability of force pack-
ages more finely to the tasks at hand, allowing a given set 

of military units to perform more missions and increase the 
scale of operations. Together, the adaptability and scale of US 
operations could allow forces to more easily aggregate and 
disaggregate as part of the US Joint Warfighting Concept’s 
approach of “expanded maneuver.”76

By offering low cost, small form factors, and high performance, 
5G user equipment components are well suited to EW and 
sensing applications on unmanned vehicles. As passive RF de-
tection becomes more prevalent and a greater threat, US forces 
will increasingly need to rely on passive or multistatic sensing 
methods where manned multi-mission platforms attempt to 
remain untargeted and unmanned systems are put at risk. Ex-
pendable or attritable unmanned aircraft or surface vehicles can 
act as illuminators for multistatic radar, more closely approach 
enemy forces to enable passive RF or infrared sensing, or act as 
jammers or decoys to obscure or confuse enemy sensors and 
communications. 

Figure 20: Example of Repurposing 5G Technology for Military Targeting

Source: Authors. 

Note: I/Q = cosine component/sine component of RF signal; LPD = low probability of detection; RF = radio frequency.
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Figure 20 depicts an example of this approach for passive geo-
location of an enemy fighter. Although single-ship geolocation 
is possible, it takes more time and is less precise than triangu-
lating the target’s position using multiple receivers. The notion-
al concept uses unmanned aircraft to collect some or all the 
data points for geolocation to reduce the number of manned 
multi-mission platforms needed and allow sensors to approach 
the target more closely. The unmanned systems are generally 
smaller than their manned counterparts and less likely to be 

counterdetected, and they are also expendable if they are shot 
down or otherwise lost. The sensor information is then transmit-
ted to a manned aircraft that will fuse the data and decide how 
to respond, including with possible weapons use. 

In the example shown in figure 20, the unmanned aircraft could 
be relatively inexpensive UTAP-22 Mako or RQ-58 Valkyrie ve-
hicles tested under the Air Force Skyborg program. These can 
fly roughly as far as their manned counterparts but would be 

Figure 21: New Approaches to EW and Sensing Enabled by 5G Components

Source: Bryan Clark and Timothy A. Walton, Regaining the High Ground against China (Washington, DC: Hudson Institute, 2022), https://s3.amazonaws.com/media.hudson.org/032922_Regain-
ing_the_High_Ground_Report_Final_Web.pdf. 

Note: ALE = Air-Launched Effects; CVW = carrier air wing; LPD = low probability of detection; UAV = uncrewed air vehicle; USV = uncrewed surface vehicle.

Center for Defense Concepts + Technology

Figure Source: This Powerpoint Chart
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acceptable losses if they are shot down or cannot be safely 
recovered.77 In this example, 5G components would provide a 
low-cost way to equip these vehicles with state-of-the-art sen-
sors, communications, and EW systems built on a software-de-
fined backbone that can integrate and manage their various 
EMS operations. 

Applying this approach at scale would enable new tactics for 
sensing and counter-ISR that could expand the options available 
to commanders and enable operations at lower levels of escala-
tion than are possible with today’s force. As shown in figure 21, 
a force could use expendable and attritable unmanned systems 
to neutralize enemy sensors and defenses on an island without 
requiring the extensive rollback of air defense and sensors nor-
mally envisioned for power projection in contested areas.

US forces currently have access to only a handful of EW plat-
forms like the EA-18G Growler or ISR aircraft such as the E-2D 
Hawkeye or E-8 JSTARS. But using commercial 5G hardware 
could enable US forces to deploy hundreds of Air-Launched 
Effects (ALE), Gremlins, Golden Horde, or Skyborg UAVs from 
a variety of land-based, shipboard, and airborne launchers. The 
Army’s ALE program consists of large and small vehicles intend-
ed to provide aircraft the ability to deliver EW effects—including 
passive sensing, decoy operations, and jamming—at distances 
of more than 50 nm for the small vehicles and 150 nm for the 
large.78 The Air Force Golden Horde program is developing a 
similar small UAV platform but focuses on collaborative behav-
iors in which a group of UAVs sense, communicate, and apply 
countermeasures against targets to achieve an objective.79 The 
Gremlins program complements ALE and Golden Horde by 
pursuing mechanisms to deploy and recover small UAVs from 
aircraft in order to enable their reuse and lower overall costs.80

As shown in figure 21, small UAVs equipped with 5G-based 
sensors and EW systems could act like today’s EA-18Gs and 
jam enemy radars to obscure incoming weapons or aircraft. 
However, their nature as attritable or expendable systems offers 

a wider variety of tactics and effects. EW UAVs could simulate 
strike fighters to confuse enemy sensors or stimulate passive 
or inactive air defense systems, causing them to reveal their 
location. ALE- or Skyborg-borne radars could illuminate op-
posing targets to support bistatic sensing operations or enable 
semi-active weapon homing, while sensors on ALE and Sky-
borg UAVs could be used to localize targets for later operations, 
or for weapons in the same salvo.

Skyborg UAVs have the range to be deployed from shore in-
stallations or ships well outside a contested area, but the short-
er range of ALE and Gremlins vehicles would put the launch 
platform at risk when it cannot exploit the terrain, as the Army 
intends in its approaches for multidomain operations. More 
survivable aircraft such as the F-35 Lightning II fighter or B-21 
Raider bomber could deploy ALE but would have to reduce 
their weapons capacity to do so. Alternatively, ALE could be 
launched by larger UAVs such as the Marine Corps’ MQ-9 or 
Skyborg vehicles as well as by medium and large uncrewed 
surface vehicles and UUVs.81

The low cost and scale possible using 5G-derived EMS systems 
will be even more important for naval or ground operational con-
cepts. The growing ubiquity of military, commercial, and civilian 
space, airborne, and shipboard sensors means that surface 
forces should not expect to completely avoid or prevent detec-
tion. The focus of surface counter-ISRT (counter–intelligence, 
surveillance, and reconnaissance, and targeting) should instead 
be on preventing an adversary from classifying surface units as 
military or identifying them as specific platforms. Achieving this 
objective will require large numbers of decoys and jammers to 
confuse an opponent’s targeting picture and increase the num-
ber of weapons the opponent would need to fire to ensure each 
real surface unit is engaged. Given that an adversary will always 
have a fixed number of weapons for an attack, creating more 
potential targets and obscuring which are real would dilute at-
tacks over a larger number of aimpoints, thus shrinking the sal-
vo size an individual unit would need to defeat.82 
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As shown in figure 22 for naval operations, surface forces 
should focus their counter-ISRT efforts on the widest-area and 
longest-range sensors first. This approach will drive adversar-
ies to use sensors with smaller fields of view and lengthen the 
time they need to understand the target picture. The widest-ar-
ea and often most accurate sensors for identification and clas-
sification are signals intelligence (SIGINT) satellites and shore 
stations; this is because RF emissions from radars and radios 
are relatively easy to detect at long range and are often par-
ticular to a platform’s type and country of origin. If US surface 
forces operate in complete emissions control (EMCON), they 
could be discovered by an accidental emission. A smart enemy 

may assume a target that emits easy-to-detect US radar and 
radio signals is likely a decoy and that the accidental emission 
is from a real ship or system. Therefore, surface forces and de-
coys should emit a similar set of limited RF signals to compel an 
enemy to use other sensors with smaller fields of view (such as 
imaging satellites or radar) that will increase the time needed to 
conduct a search.83

The other types of wide-area sensors used by potential adver-
saries against US surface forces are likely to be shore-based 
over-the-horizon radar and satellite synthetic aperture radar 
(SAR), which can discern US warships by observing their op-

Figure 22: Surface Warfare Use Cases for 5G-derived EMS Systems

Source: Bryan Clark and Timothy Walton, Taking Back the Seas: Transforming the U.S. Surface Fleet for Decision-Centric Warfare (Washington, DC: CSBA, 2019), https://csbaonline.org/uploads/
documents/Taking_Back_the_Seas_WEB.pdf. 

Note: ASCM = anti-ship cruise missile; EMCON = emissions control; IR = infrared; RF = radio frequency; UAS = uncrewed aircraft systems; UAV = uncrewed air vehicle; USV = uncrewed surface 
vehicle; UUV = uncrewed undersea vehicle.

Center for Defense Concepts + Technology
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erations or obtaining precise measurements of ship design, re-
spectively. Jammers could be used against these radars to ob-
scure the return from actual US forces and on decoys to provide 
false returns that approximate a real ship or aircraft. Because 
neither return will be good enough to support an engagement, 
the enemy will likely need to confirm targets using narrow field 
of view visual, infrared, or acoustic sensors.

Pursuing the Goal of Decision Superiority
Incorporating 5G RANs, core networks, or components into 
existing manned multi-mission platforms would be challenging, 
time-consuming, and costly. However, 5G technologies are a boon 
for the growing number and variety of unmanned systems that the 

DoD is currently pursuing. Components of 5G user equipment 
such as antenna arrays and RFSOCs are inherently designed with 
the low cost and small form factors needed for small unmanned 
systems, while software-defined 5G architectures by their nature 
enable multifunction EMS operations from a single set of arrays. 

Exploiting this technological revolution would help the DoD field 
forces at scale that enable more options for commanders, in-
cluding operations at various levels of escalation, and that lower 
the cost of military forces. Unlocking these technologies, how-
ever, will require changes in the institutional processes that the 
DoD uses to set requirements and acquire systems, as will be 
discussed in the next chapter. 
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Harvesting 5G-derived hardware and software for US military 
systems provides an excellent case study in how the DoD should 
reverse its traditional approach to requirements and acquisition 
processes to leverage the scale, investment, and innovation 
ecosystem associated with commercial technologies. Although 
the DoD has made some changes to these processes that re-
flect its growing role as a consumer—rather than creator—of 
new technologies, the more important shift will be for the DoD 
to restructure its relationships with commercial suppliers so that 
it views them as partners or retailers instead of as contractors.

Starting during World War II and for decades afterward, the US 
government and military were the predominant players in US 
and often international R&D, funding efforts that produced com-
puters, microelectronics, the internet, and nuclear power. As 
shown by figure 6, during the 1980s the US government ceded 

its role as the largest sponsor of R&D to US businesses, which 
often refined, commercialized, and scaled foundational technol-
ogies created through government support. 

The DoD’s institutional processes were slow to reflect the 
shifting nexus of technological innovation, a trend exacerbat-
ed by legal and regulatory actions that reduced the govern-
ment’s ability to harness commercial technology. During the 
1980s and 1990s, the US Congress and DoD established 

MAKING DOD A RETAIL 
MICROELECTRONICS CUSTOMER

Photo Caption: US Marine Corps Lance Cpl. Jesse Rushing, transmis-

sion systems operator with Headquarters Battalion, Marine Air Ground 

Task Force Training Command, Marine Corps Air Ground Combat Cen-

ter (MCAGCC) installs a 5G antenna in preparation for a 5G network 

demonstration at MCAGCC, Twentynine Palms, California, on August 

15, 2022. (US Marine Corps photo by Pfc. Ryan Kennelly)
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processes to improve joint integration in response to short-
falls revealed during the Vietnam War. These reforms, start-
ing with the Goldwater-Nichols Act in 1986 and proceeding 
through establishment of the Joint Capability Integration and 
Development System (JCIDS) during the 1990s, created an 
acquisition model in which the US military services defined 
needs that the DoD’s R&D organizations and their industry 
contractors sought to fulfill.84 

The capability development model exemplified by JCIDS and 
the DoD acquisition manual made sense when US military 

requirements drove R&D associated with many foundational 
technologies. But in the twenty-first century, as commercial 
innovation develops militarily relevant capabilities and makes 
them widely available, this model results in the US military falling 
further behind. For example, only military or government users 
needed resilient, high-bandwidth communications on the move 
during the 1980s and 1990s. Today this capability is expected 
to be standard in consumer mobile networks and devices. 

Although communications have always had both commercial 
and military utility, new civilian use cases are encroaching on 

Figure 23: Ratio of Commercial R&D to Defense R&D: Cold War Era vs. Today

Source: Authors. Data compiled from numerous sources, including Bloomberg Research, S&P 500 Global, DoD Comptroller, historical appropriations bills from Congress.gov.
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other EMS missions long considered uniquely governmental. For 
example, satellite and unmanned vehicle–borne surveillance sys-
tems for imagery, SAR, and passive RF detection have exploited 
the lowering cost of commercial space launch services and mi-
croelectronics to provide customers in government, science, re-
source management, and business with insights into natural and 
manmade activity across the planet. Enabling these and similar 
commercial use cases has led to an explosion of investment in 
EMS-related electronics, software, and integration expertise. 

Setting requirements in isolation from what current and near-
term civilian technologies can offer is causing the DoD to fall 
behind competitors who can access the commercial innova-
tion ecosystem. Moreover, establishing capability needs without 
considering what is available commercially has resulted in the 
DoD duplicating R&D already being pursued in the private sec-
tor. The result is higher costs and longer development timelines 
for US defense systems. 

The Velocity Imperative 
The DoD’s disregard for commercial technology’s potential ap-
plications is especially problematic for the US military’s strategic 
and operational situation, which requires urgent and focused 
innovation to address. The 2022 US National Defense Strategy 
identifies China as the DoD’s pacing threat, and defense offi-
cials characterize US efforts at integrated deterrence as being 
oriented toward Beijing.85 US INDOPACOM leaders have not-
ed on multiple occasions that the PRC could soon be able to 
successfully invade Taiwan and that it continues to intensify its 
harassment and provocations against military forces, shipping, 
and fishing fleets from Taiwan, Japan, and its Southeast Asian 
neighbors.86 

The PLA’s rapid modernization has enabled Beijing’s growing 
assertiveness. As shown in figure 24, the number and sophis-
tication of PLA forces in the western Pacific has increased dra-
matically during this century. Until recently, the US military could 

Figure 24: PLA vs. US military forces in the Western Pacific in 1999 and Projected for 2025 1

Source: Mike Minihan, “Great Power Competition and Technology Challenges,” 2020 Virtual Annual Symposium, Center for the Study of Weapons of Mass Destruction, National Defense University, 
July 7, 2020, https://us-lti.bbcollab.com/collab/ui/session/playback; slides available at https://uploads.fas.org/2020/09/PACOM2020_NDU-WMD-Brief2020_Minihan070720.pdf. 

Note: ICMB = intercontinental ballistic missile; IRBM = intermediate-range ballistic missile; ISR = intelligence, surveillance, and reconnaissance; MRBM = medium-range ballistic missile; PLA = Peo-
ple’s Liberation Army; SLBM = submarine-launched ballistic missile; SRBM = short-range ballistic missile; THAAD = Terminal High Altitude Area Defense.

https://us-lti.bbcollab.com/collab/ui/session/playback
https://uploads.fas.org/2020/09/PACOM2020_NDU-WMD-Brief2020_Minihan070720.pdf
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rely on technological overmatch to deter and defeat potential 
PRC aggression. However, the current generation of PLA ships, 
aircraft, missiles, and satellites meet or exceed the advance-
ment of US systems, although as figure 24 shows they still form 
a minority of the PLA force. 

The asymmetry in military capacity shown in figure 24 results in 
part from China’s ability to concentrate its forces locally, given 
the PRC’s lack of global defense responsibilities. That ability, 
however, also contains a disadvantage. China lacks allies it can 
turn to for mutual defense and support, whereas in a confron-
tation with China, US units deployed from other regions as well 
as allied forces from Japan, Australia, and Europe would likely 
join the US force shown in figure 24. The multilateral entangle-
ment and additional capacity introduced by US allies could help 
deter PRC aggression. But the impact will decrease if the PLA 
continues to grow and advance without a commensurate im-
provement in US and allied military capacity and sophistication. 

The PRC has leveraged commercial innovation as part of its 
military modernization. China displaced Japan over the last two 
decades as Asia’s predominant player in the global economic 
value chain.87 Not only does this benefit China economically; 
given Beijing’s strict requirements for joint ventures with Chinese 
companies and technology sharing as a condition for access 
to the Chinese market, it also affords PRC companies a grow-
ing share of global innovation. And under the PRC concept of 
military-civil fusion, technologies harvested by the commercial 
sector are seamlessly shared with PLA R&D organizations. 

The United States’ other major military rival, Russia, highlights 
the imperative for commercial innovation in other ways. Mos-
cow’s Ukraine invasion features precision missiles, hypersonic 
weapons, and EW systems that Russia has exported to po-
tential US adversaries, including China, Iran, and North Korea. 
More importantly, commercial technologies were significant 
and perhaps decisive contributors to Ukraine’s successful de-
fense. Using commercial unmanned vehicles, satellite imagery, 

and satellite communications in conjunction with NATO and 
indigenous guided missiles, Ukrainian troops assembled bat-
tle networks to enable precision fires. US forces and potential 
adversaries could similarly benefit from harnessing commercial 
technology.88

Staying ahead in the military-technological competition will re-
quire that the DoD revise its approaches to identifying needs 
and buying or building capabilities to fulfill them. Speed, howev-
er, is not the only attribute needed. Simply going faster may pro-
duce interesting technologies that do not improve the military’s 
performance or outpace the ability of troops and units to oper-
ationalize the new capabilities. Speed needs to be combined 
with direction from operational commanders, creating a velocity 
vector for innovation.

Empowering the Commercial Parts Bin 
Using commercial parts such as those from 5G will demand that 
the DoD shift from its top-down system development approach 
to one that solves pressing operational problems by building 
new systems from the bottom up using available technology, as 
shown in figure 25. The DoD’s recently implemented Middle Tier 
of Acquisition (MTA) allows prototyping new systems without a 
preestablished requirement, but the MTA is primarily intended 
to develop new systems as opposed to adapting existing hard-
ware and software.89 

Adapting commercial microelectronics will require comprehen-
sive assessment of operational needs, employment concepts, 
and technology opportunities. Commercial 5G hardware and 
software will lack some features often demanded in military 
EMS systems, such as radiation hardening, extremely wide fre-
quency bands, or hardware-based cryptography. Commercial 
systems may also not perform as well for some use cases as 
custom-built military systems, and incorporating them into mili-
tary platforms will incur costs. However, US forces can use new 
compositions and operational concepts to mitigate the limita-
tions of commercial technology. 
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The challenge for DoD R&D organizations and program man-
agers attempting to reverse the DoD’s requirements and acqui-
sition processes will be determining when a commercial tech-
nology like 5G software or hardware can support an acceptable 
use case—or combination of employment concept and system 
composition—that addresses a priority operational problem. 
These considerations create a tradespace, as shown in figure 
26, between the cost of the prospective commercial technolo-
gies relative to custom-built technologies, the difficulty and cost 
of incorporating commercial technologies into the relevant sys-
tem, and the degree to which prospective technologies enable 
a use case that addresses the military need. The area covered 
by the graph would represent the relative value of each alterna-
tive in supporting the program manager’s objectives of low cost 
and acceptable performance.

As figure 26 shows, using commercial 5G infrastructure equip-
ment off the shelf with modified software is likely the least ex-
pensive option for a new DoD EMS system. This alternative is 
also the least likely to completely satisfy the needs of a military 
use case. Disaggregating and recomposing 5G infrastructure 
or user equipment microelectronics is more likely to approach 
the performance characteristics needed for a new operational 
concept. And a custom-built system is most likely to approach 
the characteristics required for the use case while also being the 
most expensive and time-consuming approach. 

Figure 26 also depicts how different use cases can mitigate 
limitations imposed by commercial hardware or software and 
allow an option to approach more closely the military need. For 
example, the operational problem may be suppressing enemy 

Figure 25: Top-down (Left) vs. Bottom-up (Right) System Development

Source: Bryan Clark, Dan Patt, and Harrison Schramm, Mosaic Warfare (Washington, DC: CSBA, 2019), https://csbaonline.org/research/publications/mosaic-warfare-exploiting-artificial-intelli-
gence-and-autonomous-systems-to-implement-decision-centric-operations.

Note: CDD = Capability Development Document; ICD = Initial Capabilities Document. 
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A mission-centric composition approach has the advantage of rapidly 
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system-centric -”ilities” metrics, including sustainability. This approach still 
needs functioning constituent systems, but these may be simpler, and 
may be used in a manner not originally anticipated.
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air defenses in highly contested areas of the South China Sea, 
as shown in figure 21. Today’s EW systems are carried predom-
inantly by multi-mission aircraft like the EA-18G Growler, but 
upgrading the electronics on an existing manned platform with 
5G-derived hardware would be expensive and time-consuming 
and might not closely approach the military need. A use case 
in which the existing EA-18G is combined with small ALE UAVs 
that conduct penetrating EA against enemy air defense radars 
could be more effective than the EA-18G alone. Because they 
are small, not highly integrated, and developmental, the ALE 
could be adapted with 5G-derived microelectronics that give 
them acceptable electromagnetic performance and that allow 
for edge processing and networking, enabling the ALE to work 
autonomously from the EA-18G if communications are lost. 

DoD acquisition professionals already perform assessments like 
that represented by figure 26 as part of a capabilities-based 

assessment (CBA) and analysis of alternatives (AoA), in which 
the CBA identifies the need for a new material solution and the 
AoA explores which solution is appropriate for the operational 
problem. However, CBAs usually do not consider commercial 
systems or technology that could be repurposed for the military 
mission, and AoAs assume an operational concept and force 
composition in which the new system will operate as well as the 
objective to be pursued by predicting potential future scenari-
os.90 By narrowing its options to dedicated military systems and 
fixing the use case and scenario in isolation from technology 
opportunities, the DoD acquisition process limits the ability of 
CBAs and AoAs to explore operational approaches that could 
allow a commercial technology to accomplish the objective. 

To become a retail customer of commercial technologies, CBAs 
and AoAs will need to assess a range of force compositions and 
tactics in which the prospective system could be employed to 

Figure 26: Tradespace Involved in Considering Commercial 5G Technologies

Source: Authors.
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address the operational need. As shown in figure 26, a differ-
ent combination and orchestration of systems could allow the 
prospective new capability to achieve better performance using 
commercial 5G microelectronics. The Navy used a version of 
this approach in the Requirements Evaluation Team for its Con-
stellation frigate program and is now employing it in defining the 
characteristics needed in its new DDG(X) destroyer.91 However, 
the Navy’s efforts encompass only military-specific platforms 
and components, and do not consider commercially derived 
microelectronics or systems. 

The approach described above would entail more extensive 
analysis than the current requirements and acquisition process-
es. Instead of establishing specific requirements and associated 
use cases in isolation to be met by custom-built systems, CBAs 
and AoAs would need to explore a wide range of potential use 
cases and commercial and defense systems. However, emerg-
ing analytic tools could enable comprehensive analysis of the 
tradespace shown by figure 26 in relative or qualitative terms. 
Moreover, the DoD cannot afford the cost of continuing to pur-
sue primarily custom-built systems or the risk of falling behind 
technologically by not leveraging commercial innovation. 

Leveraging the Commercial 5G 
Microelectronics Supply Ecosystem
A concern with leveraging commercial 5G technology for mili-
tary EMS systems is that it will increase the DoD’s dependence 
on the private microelectronics supply ecosystem, which can 
suffer disruptions (as in 2021) and which is highly concentrat-
ed in East Asia.92 However, decoupling military systems from 
the commercial microelectronics supply ecosystem will be im-
possible under any realistic fiscal or economic conditions.93 The 
DoD already relies on entities that receive most of their business 
from commercial customers, including semiconductor found-
ries, printed circuit board manufacturers, and assembly, testing, 
and packaging (ATP) providers.94 And the unique combinations 
of specifications established for custom-built defense micro-
electronics require dedicated design, fabrication, and packag-

ing. Defense contractors like Northrop Grumman or Raytheon 
Technologies can provide these services but have only a small 
production capacity.95 

Another concern with commercial microelectronics is security. 
The DoD attempts to procure its semiconductors from “trusted 
foundries” that are based in the United States and adhere to 
specific quality control standards to prevent the introduction of 
malicious features.96 However, the DoD is often forced to rely 
on overseas suppliers because US facilities are responsible for 
less than 12 percent of global chip production and are unable 
to manufacture SoTA semiconductors (i.e., those with node siz-
es less than 14 nm) at scale. The recently passed CHIPS and 
Science Act will eventually expand US fabrication capacity.97 
However, fabrication is only a small part of the overall supply 
ecosystem, as shown in figure 27, and chips face a wide range 
of threats outside of fabrication. Moreover, nearly all assembly, 
testing, and packaging and printed circuit board production ca-
pacity is outside the United States, meaning that chips from 
trusted foundries often go overseas to be incorporated into the 
next higher assembly.98 

In 2020, the limitations of the trusted foundry model led the 
DoD to shift toward a “zero-trust” model for microelectronics. In 
this approach, DoD programs combine several elements—val-
idation and verification, packaging and system-on-chip (SOC) 
designs, and interface and data standards—to reduce an ad-
versary’s ability to understand how to exploit a microelectronic 
component and improve the likelihood that vulnerabilities are 
discovered before the system is put into use.99 For example, 
the final structure of the microelectronic circuit and its interfaces 
may be unknown to the chip manufacturer and undefined until 
final assembly. 

The challenge for DoD program managers will be how to lever-
age the innovation and capacity of the commercial microelec-
tronics supply ecosystem while adapting components to ap-
proach the needs of military EMS applications more closely, as 
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shown in figure 26. One way to achieve this balance is for DoD 
program managers to work with commercial manufacturers so 
that the US military better understands features that are likely 
to be incorporated into future commercial chipsets and other 
components. Such cooperation could allow the DoD to shape 
future microelectronics designs so that they better support de-
fense needs. This model would allow modified 5G software to 
unlock new capabilities without modifying the underlying micro-
electronics. 

Another approach to adapting 5G microelectronics hardware 
is to work with microelectronics companies that can assemble 
and package components into new SOCs or systems-in-pack-

age (SIPs). The DoD is pursuing this approach through its State-
of-the-Art Heterogeneous Integrated Packaging (SHIP) pro-
gram, in which new disaggregated, heterogeneously integrated 
circuit designs use chiplets that could be sourced from the 
commercial 5G industry and reassembled into new combina-
tions.100 In addition to enhancing security by obscuring the final 
configuration of a microelectronics component, this approach 
would enable tailoring of the component’s characteristics so 
that they more closely match the needs of a DoD EMS system’s 
use case.101 Several companies that supply the DoD and com-
mercial customers provide these services today, and increasing 
the DoD’s reliance on adapted microelectronics would create a 
demand signal to expand this capacity.102 

Figure 27: Attack Vectors across the Semiconductor Supply Ecosystem 

Source: Adapted from Bryan Clark and Dan Patt, Regaining the Digital Advantage: A Demand-Focused Strategy for US Microelectronics Competitiveness (Washington, DC: Hudson Institute, 2020), 
https://www.hudson.org/research/17101-regaining-the-digital-advantage-a-demand-focused-strategy-for-us-microelectronics-competitiveness.

Note: IC = integrated circuit; IP = intellectual property.
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The emergence of 5G represents a watershed moment for 
the microelectronics industry and an excellent opportunity for 
reforming the DoD’s acquisition process. By enhancing tele-
communications bandwidth and latency, 5G is prompting a 
rapid expansion of machine-to-machine and consumer ap-
plications and a concomitant explosion in the number and 
variety of mobile devices. To support the higher throughput 
and specialized services demanded by users, 5G infrastruc-
ture is also more virtualized than 4G LTE networks. Together, 
these trends make 5G a significant driver of future commercial 
microelectronics demand.103 

The increasing availability and sophistication of leading-edge 
components from the 5G telecommunications industry and the 
DoD’s growing ability to employ zero-trust models suggest that 
the US military should increase its use of commercial microelec-
tronics. But to harvest these technologies, the DoD will need to 
revise its requirements and acquisition processes to act like a 
retail customer. Instead of assessing its microelectronics needs 
in a vacuum and contracting development of custom solutions, 
the DoD will need to assess the commercial technologies avail-

able against the priority operational problems identified by com-
manders and the variety of use cases possible with existing and 
potential new systems. This tradespace is complicated but is 
fundamentally similar to that for many new commercial product 
developments that are analyzed by digital design and analysis 
tools. 

Commercial 5G microelectronics are most relevant to military 
EMS systems and operational concepts. Sensors, counter-
measures, and communications will be essential to US forces 
as information and decision-making become more central to 
success in military operations. Proliferating these capabilities 
through the US military will require systems with low cost, scal-
ability, and the ability to support a variety of form factors and 
architectures¾characteristics that could be achieved via com-
mercial components. 

CONCLUSION AND RECOMMENDATIONS

Photo Caption: US Marine Corps Pfc. Harrison Ide, an anti-tank missile 

gunner, surveys analytics on Schofield Barracks, Hawaii. Marines with 

3d Battalion, 3d Marines participated in a joint electronic warfare train-

ing. (U.S. Marine Corps photo by Cpl. Patrick King)
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To enable the DoD to use 5G technologies as the parts bin for 
its transition toward decision-centric warfare, the government 
should pursue the following recommendations:

In future 5G demonstrations, shift the focus from direct uses 
of 5G that mirror commercial networks toward demonstrations 
that adapt 5G infrastructure and user equipment hardware 
and software for other EMS applications such as sensors and 
countermeasures. 

Establish a commercial-first path for acquisition of EMS sys-
tems such as radios, radars, passive RF sensors, and counter-
measures that assesses commercially derived versus cus-
tom-built microelectronics in terms of cost, time to market, and 
proximity to military need across multiple use cases and force 
compositions.

Revise CBA and AoA instructions and study plans to demand 
that system developers include commercially available micro-
electronics components in their analysis and that they consider 
multiple use cases or combinations of employment concept 
and force composition.

Increase investment in efforts such as SHIP that build the indus-
trial and organizational capacity needed to adapt commercial 
microelectronics for military use cases. 

Initiate or expand programs that collaborate with commercial 
microelectronics manufacturers to enable the DoD to unlock 
militarily useful features in existing microelectronics compo-
nents or introduce new capabilities into future components that 
support military use cases. 

With the emergence of 5G, the DoD has an opportunity to lever-
age commercial private investment and effort in ways not seen 
since the industrial mobilization of World War II. Today’s 5G tech-
nology and the resulting availability of inexpensive, multifunctional, 
and sophisticated microelectronics could enable every DoD plat-
form, weapon, and vehicle to be a networked sensor or counter-
measure and could thereby empower DoD operational concepts 
that hinge on gaining decision-making advantages. Harvesting 
these technologies, however, will require the DoD to accept its 
role as a fast follower and act like a customer rather than a creator. 

More important than specific capabilities harvested from the 5G 
industry will be the changes this effort could produce in the way 
the DoD identifies requirements and builds new systems. By re-
versing the traditional approach of defining requirements in iso-
lation and then pursuing custom-built solutions, the DoD could 
better leverage commercial technologies and benefit from being 
a fast follower. As other areas of commercial technology emerge, 
such as quantum and bioengineering, the US military will need to 
harvest commercial innovation or risk being left behind. 
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