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The electromagnetic spectrum (EMS) is a uniquely challenging 
environment for military operations. Unlike objects physically 
moving through the air or along the ground or sea, 
electromagnetic energy travels at the speed of light and 
cannot be easily contained by walls, boundaries, or exclusion 
zones. As a result, military EMS activities such as sensing, 
communications, and electromagnetic warfare (EW) are 
difficult to separate from one another or from civilian users. The 
constraints on military EMS access will only grow with the need 
to allocate spectrum to 5G mobile communications, expanded 
Wi-Fi coverage, and ubiquitous sensing and communications 
on vehicles and consumer products. 

Adversaries, most prominently the People’s Republic of China 
(PRC) and the Russian Federation, are also countering US military 
operations in the EMS. They are using passive sensors and 
jammers to exploit the dependence of expeditionary US forces 
on active radars for air defense and long-range radio frequency 
(RF) communications for command and control (C2). As the 
“home team” in most likely military conflicts, US adversaries can 
rely to a greater degree on wired communications, multistatic 
and passive sensing, and their understanding of local conditions 
to gain an advantage in a highly contested electromagnetic 
environment. 

Addressing challenges to US EMS operations will become 
more difficult as defense budgets come under pressure from 
costs to combat the ongoing COVID-19 pandemic, respond 
to economic recession, and service the growing national debt. 
Given the growing variety of adversary countermeasures and 
diverse demands for commercial spectrum, attempting to 
modify or replace Department of Defense (DoD) EMS systems 
so they avoid specific threats and civilian encroachments is 
likely to be unaffordable and continually late to need. 

DoD’s forecast-centric planning approach, embodied in 
the Joint Capabilities Integration and Development System 
(JCIDS), is ill-suited to identify capabilities that solve DoD’s 

EMS challenges in a fiscally constrained and technologically 
dynamic environment. Forecast-centric planning bases new 
requirements on the anticipated gaps between capabilities 
needed to execute desired concepts in future operations and 
a military force’s current or projected capabilities. This analytic 
approach depends on assumptions regarding the scenarios in 
which conflict is likely to occur, the capabilities and tactics to 
be used by opponents, and the probable actions of US allies 
and partners. The need to make multiple, interdependent 
assumptions reduces the accuracy of forecast-centric planning, 
and when assumptions prove incorrect, budget constraints 
could reduce the force’s ability to adapt. 

To regain enduring EMS superiority under today’s conditions of 
technological and fiscal uncertainty, DoD will need to adopt a 
decision-centric planning approach in which adaptability is a 
more important metric than predicted performance against a 
particular threat in a specific scenario. In contrast with forecast-
centric planning’s mobilization of resources to efficiently develop 
a single solution, decision-centric planning would seek to 
preserve options for as long as possible within a mission or over 
a competition. Within operational timeframes, the optionality 
afforded by a more adaptable force could allow commanders to 
make faster and more effective decisions, while the complexity 
imposed on the enemy would degrade its decision-making 
process. Over strategic and industrial timescales, increasing the 
adaptability of military systems speeds responses to adversary 
innovations or enables capability developers to leap ahead of an 
opponent’s advancements.

Adaptability, however, is not sufficient to gain an advantage if 
the option space is not centered on advantageous capabilities. 
For example, high-power broadcast radios or scanning search 
radars can be made highly adaptable using artificial intelligence 
(AI)-enabled controls, but their risk of counter-detection makes 
them a poor choice for operations against revisionist powers 
like the PRC that can deploy numerous distributed passive 
radiofrequency (RF) sensors in areas where they intend to initiate 

EXECUTIVE SUMMARY
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conflict. This study will use the technique of net assessment to 
center the option space for new EMS technologies on areas 
that exploit fundamental asymmetries between the US military 
and its main competitors.  

Asymmetries
DoD will need to focus its efforts on concepts and capabilities 
that provide US forces the greatest and most enduring 
advantages against the People’s Liberation Army (PLA) and 
Russian Armed Forces while mitigating US disadvantages. The 
net assessment methodology identifies these opportunities 
based on asymmetries between US and opposing 
militaries; the asymmetries emerging from this study are  
described below. 

Geography: The PRC and Russian militaries will likely be the 
home team in future military confrontations, given their ongoing 
gray-zone operations and stated interests in neighboring 
countries such as Taiwan for the PRC and the Baltic countries 
for Russia. As a result, the PLA and Russian Armed Forces 
can rely to a greater degree than the expeditionary US military 
on wired communications and can employ passive and 
multistatic sensors that require multiple networked arrays and 
a sophisticated understanding of the local electromagnetic 
operating environment. 

Technological innovation: The PLA’s concept of system 
destruction warfare requires development of countermeasures 
that address specific nodes of US systems of systems. The 
PLA can leverage the PRC’s robust commercial electronics 
industrial base to develop new capabilities, enabling it to field 
a comprehensive and changing collection of EMS systems. 
Russia lacks the PRC’s military budgets and fusion with civilian 
industry, leading the Russian Armed Forces to incrementally 
adapt existing EMS systems. 

DoD largely pursues two tracks in new EMS technologies: new 
capabilities that are designed to support innovative operational 

concepts, and improvements to existing systems that counter 
new adversary capabilities. Because new concepts are not 
associated with existing major programs, the DoD approach 
results in the majority of US EMS investment going toward 
incremental advancements of legacy systems that chase 
adversary initiatives rather than toward new innovations that 
create dilemmas for opponents. 

Command, control, and communications: The PLA can 
rely on redundant and resilient communications networks to 
support a relatively fixed C2 structure of unit commanders, 
theater commanders, and the Central Military Commission. 
Russian Armed Forces are more likely to build initial plans and 
rely on local commanders to execute them, or to improvise 
when conditions change, or communications are degraded. 

The US military exhibits elements of both the PRC and 
Russian approaches. DoD aspires to create the PRC’s level of 
communications reliability so distant commanders at regional 
headquarters can manage operations across a theater. Under 
the concept of mission command, US military doctrine directs 
local commanders to use their initiative and improvise when 
communications break down.

Employment of artificial intelligence (AI): The PRC, 
Russian, and US militaries are all aggressively pursuing AI 
as an element of their overall force development, but with 
different priorities for operational systems compared to 
management and support capabilities. Whereas DoD has 
prioritized AI incorporation in operational systems, the PLA 
and Russian Armed Forces have focused AI implementation 
on C2, management support systems, and intelligence, 
surveillance, and reconnaissance (ISR). 

EMS capability development: As noted above, an 
asymmetry exists in technological innovation between the 
PLA’s comprehensive systems of systems that target US battle 
networks, the Russian military’s more incremental approach, 
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and DoD’s efforts to modernize existing systems while fielding 
capabilities for disruptive new operational concepts. This 
asymmetry extends to each competitor’s efforts to develop and 
field EMS capabilities as well. 

Deployment of electromagnetic warfare (EW) capabilities: 
EW is comprised of electronic attack (EA), electronic support 
(ES) to monitor the EMS, and electronic protection measures 
to defend EMS systems from enemy EA. Although the PLA, 
Russian Armed Forces, and DoD all field operational- and 
tactical-level EW capabilities through their service branches, the 
scale and depth of deployment varies significantly. Because of 
the value they place on EW as an element of their respective 
military strategies and operational concepts, the PRC and 
Russian militaries equip units with offensive and defensive EW 
systems and personnel down to the ground force company, 
aviation squadron, and naval or paramilitary ship level. US EW 
capabilities are deployed to varying echelons depending on the 
service, but generally are held at higher levels of command than 
in the PLA or Russian Armed Forces.

EMS capability governance: Significant asymmetries 
exist between the DoD and its competitors regarding 
the organizations that govern EMS capabilities. The PLA 
developed a unified governance structure for EMS policy and 
capability requirements, which parallels the Russian Armed 
Forces’ EW Commander and staff. The US military, in contrast, 
divides responsibilities for doctrine and strategy between US 
Strategic Command, the Office of the Secretary of Defense, 
and the Vice Chairman of the Joint Chiefs of Staff. Moreover, 
DoD does not give any of these bodies the authority to direct 
EMS-related spending or acquisition, reducing their ability to 
implement policy. 

Deployment of EW capabilities: EW comprises electronic attack 
(EA), electronic support (ES) to monitor the EMS, and electronic 
protection measures to defend EMS systems from enemy EA. 
Although the PLA, Russian Armed Forces, and DoD all field 

operational- and tactical-level EW capabilities through their service 
branches, the scale and depth of deployment varies significantly. 
Because of the value they place on EW as an element of their 
respective military strategies and operational concepts, the PRC 
and Russian militaries equip units with offensive and defensive 
EW systems and personnel down to the ground force company, 
aviation squadron, and naval or paramilitary ship level. US EW 
capabilities are deployed to varying echelons depending on the 
service, but generally are held at higher levels of command than 
in the PLA or Russian Armed Forces. 

Electromagnetic spectrum operations (EMSO): The US 
military introduced the EMSO concept to create a coherent 
framework for EW operations to control the EMS and 
electromagnetic battle management (EMBM) to coordinate 
EMS activities such as EW, sensing, and communications. 
The PRC and Russian militaries do not have publicly released 
concepts for unified EMS operations, and largely treat EMS 
control through EW separately from communications, sensing, 
and spectrum management activities.

Technology Priorities
Technology priorities emerging from asymmetries identified by 
the net assessment are organized into four main categories: 
capabilities enabling DoD to obviate, rather than overcome, 
fundamental challenges; capabilities that undermine adversary 
advantages; capabilities that turn challenges into opportunities; 
and capabilities that exploit existing US strengths.    

The net assessment methodology accepts risk because it does 
not attempt to solve every potential future capability gap. This 
study recommends that DoD EMS systems efforts prioritize 
the following areas to establish an enduring advantage within 
a relevant time and the US military’s likely budget constraints. 

Capabilities to obviate, rather than overcome, fundamental 
challenges: The PLA’s concept of system destruction warfare 
uses the PRC’s fusion of military and civil sectors to create a 
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comprehensive set of EMS countermeasures designed to 
target key US battle network nodes and platforms. Continuing 
to engage in an extended move-countermove competition with 
the PLA is costly and time-consuming. Therefore, US EMS 
capability development should focus on adaptive capabilities 
that can reduce the predictability of US battle network 
operations. 

Capabilities that undermine adversary advantages: The 
PRC and Russian home team advantage could be countered in 
part by new technologies that improve the EP capabilities of US 
forces and reduce their risk of counterdetection. Specifically:  

ߪ  Passive and multistatic electromagnetic (EM) sensing: 
US forces, as the away team, will need to reduce their EM 
emissions and signatures across the RF, infrared (IR), and 
visual spectra to avoid counter-detection and targeting by 
PRC or Russian forces.

ߪ  Passive and multistatic missile defense: To reduce the 
vulnerability of missile defense systems, DoD will need to 
field passive and multistatic sensors that can detect and 
track subsonic, supersonic, and hypersonic weapons.

ߪ  Networked ES: Passive receiving arrays need to securely 
communicate with one another or with multistatic emitters 
to enable more precise sensing.

ߪ  Networked EA: Systems that conduct high-risk EA 
operations inside contested areas will need to be expendable 
or inexpensive enough to be attritable. Small and cheap 
unmanned EA platforms can rely on proximity and coherently 
combined transmissions to make up for their lower power—
an approach that places a premium on secure networking. 

ߪ  Low Probability of Intercept/Low Probability of Detection 
(LPI/LPD) active monostatic sensing: As an expeditionary 
force, the US military may have difficulty sustaining multiple 
passive sensor systems in position to support operations 
like missile defense, and therefore will need active radars to 

achieve the necessary precision for engagements. Radars, 
however, will need features that reduce their likelihood of 
revealing the defensive system’s exact location. 

ߪ  Multifunction ES and EA capabilities: The cost and 
complexity of using larger numbers of distributed ES and EA 
vehicles could be reduced in part by ensuring that DoD EW 
systems are able to perform either sensing or EA operations.

Capabilities that turn challenges into opportunities: As 
noted above, the PRC and Russian military’s focus on potential 
vulnerabilities of US battle networks could be turned into a 
disadvantage if US force packages, configurations, and operational 
concepts are less predictable using technologies such as: 

ߪ  Adaptive, wideband EMS systems: The US military 
could dramatically accelerate its EMS capability move-
countermove cycle by fielding sensor, communication, 
and EW systems that can operate over multiple gigahertz 
of frequency spectrum and react to adversary operations 
in real time by developing and employing new courses of 
action using AI-enabled algorithms.

ߪ  Automated EW system reprogramming: Accelerating 
automated and AI-enabled reprogramming would improve 
the adaptability of systems that are not yet able to react in 
real time.

ߪ  Decision support aids and communications management 
systems: DoD could turn the challenge of contested 
communications environments into an advantage by giving 
junior commanders decision support systems that help them 
develop courses of action in the absence of connectivity with 
senior leaders and staffs.

Capabilities that exploit existing US strengths: The US military 
has adopted new approaches to EW and EMSO, supported by 
new training and capability integration approaches, that could 
substantially increase the adaptability and complexity of US 
operations. These efforts should be accelerated by prioritizing 
relevant technologies: 



10 | HUDSON INSTITUTE

ߪ  Virtual and constructive EW/EMSO environments: The 
US military could exploit its investments in live, virtual, 
and constructive (LVC)-based EMSO experimentation 
and training by accelerating the introduction of virtual and 
constructive tools and environments at each organizational 
level, especially at home stations to support ongoing training 
and experimentation.

ߪ  EMBM systems, including AI: The US military could 
capitalize on the PLA’s and Russian Armed Forces’ lack of 
EMSO doctrine and exploit the emerging generation of more 
adaptable EMS capabilities by accelerating the fielding of 
operationally useful EMBM systems.

ߪ  Open architecture hardware standards: Combined with a 
move away from monolithic, multi-mission EMS platforms, 
increased adoption of open architectures in US military 
platforms and vehicles would allow use of more modular EMS 
systems that could be more easily exchanged and modified.

ߪ  Open architecture software tools: Another approach to 
open architecture is promoting interoperability between 
systems. DoD should accelerate the fielding of toolkits like 
the System-of-systems Technology Integration Tool Chain 
for Heterogeneous Electronic Systems (STITCHES) that 
build software interfaces on demand to allow disparate 
networks to communicate. 

Conclusion
DoD is at a crossroads in development of EMS-related 
technologies. The 2020 EMS Superiority Strategy and 

concepts for EMSO and EMBM advance new approaches 
to regain an advantage by improving the adaptability of US 
EMS capabilities both during and between operations. The 
resulting expansion of options could allow DoD to accelerate 
or break out of today’s move-countermove EMS technology 
innovation cycle. 

Making the shift to more dynamic, agile, and flexible EMS 
operations, however, will require accepting risk in traditional 
methods of controlling the spectrum. The US military lacks 
the time and resources to gain EMS superiority against PRC 
and Russian forces using a symmetric system vs. system 
approach. By the time DoD catches up, the PLA or Russian 
Armed Forces could exploit their EMS advantage to support 
aggression against their neighbors. DoD’s choice is whether 
to accept continued erosion of its edge in the EMS or to make 
bold bets on the technologies most likely to circumvent or 
reverse the inherent advantages enjoyed by its great power 
competitors.

The technology priorities described in this report represent 
the US military’s best opportunity to establish enduring EMS 
superiority. They are all being pursued by DoD to varying 
degrees, but most are merely being sustained rather than 
accelerated in support of a new approach to EMSO. To reverse 
trends of the last three decades and give the PRC and Russia 
challenges to address, funding and attention will need to shift 
to these new priorities and away from legacy programs that 
helped win the Cold War. 



THE INVISIBLE BATTLEFIELD: A TECHNOLOGY STRATEGY FOR US ELECTROMAGNETIC SPECTRUM SUPERIORITY

The electromagnetic spectrum (EMS) is a uniquely challenging 
environment for military operations. Unlike objects physically 
moving through the air or along the ground or sea, 
electromagnetic energy travels at the speed of light and 
cannot be easily contained by walls, boundaries, or exclusion 
zones. As a result, military EMS activities including sensing, 
communications, and electromagnetic warfare (EW) operations 
are difficult to separate from one another or from civilian users. 
The constraints on military EMS access will only grow with 
the need to allocate spectrum to 5G mobile communications, 
expanded Wi-Fi coverage, and ubiquitous sensing and 
communications on vehicles and consumer products. 

Adversaries, most prominently the People’s Republic of China 
(PRC) and the Russian Federation, are also countering US military 
operations in the EMS using passive sensors and jammers to 
exploit the dependence of expeditionary US forces on active 

radars for air defense and long-range radio frequency (RF) 
communications for command and control (C2). As the “home 
team” in most likely military conflicts, US adversaries can rely to a 
greater degree on wired communications, multistatic and passive 
sensing, and their understanding of local conditions to gain an 
advantage in a highly contested electromagnetic environment. 

Addressing challenges to US EMS operations will become 
more difficult as defense budgets come under pressure from 

CHAPTER 1. INTRODUCTION

Photo Caption: 3rd Armored Brigade Combat Team, 1st Cavalry 
Division, Electronic Warfare Team, with their new Electronic Warfare 
Tactical Vehicle. Greywolf is the first brigade combat team (BCT) to 
receive the new vehicle developed to provide Army Electronic Warfare 
Teams with the ability to sense and jam enemy communications and 
networks from an operationally relevant range at the BCT level. (US 
Army photo by Capt. Scott Kuhn)
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costs to combat the ongoing COVID-19 pandemic, address the 
economic recession, and service the growing national debt.1 
Given the growing variety of adversary countermeasures and 
diverse demands for commercial spectrum, attempting to 
modify or replace Department of Defense (DoD) EMS systems 
so they avoid specific threats and civilian encroachments is 
likely to be unaffordable and continually late to need. 

DoD’s current forecast-centric planning approach, embodied 
in the Joint Capabilities Integration and Development System 
(JCIDS), is ill-suited to identify capabilities that solve DoD’s 
EMS challenges in a fiscally constrained and technologically 
dynamic environment. Forecast-centric planning bases new 
requirements on the anticipated gaps between capabilities 

needed to execute desired concepts in future operations and 
a military force’s current or projected capabilities. This analytic 
approach depends on assumptions regarding the scenarios in 
which conflict is likely to occur, the capabilities and tactics to 
be used by opponents, and the probable actions of US allies 
and partners. The need to make multiple, interdependent 
assumptions reduces the accuracy of forecast-centric planning, 
and when assumptions prove incorrect, budget constraints 
could reduce the force’s ability to adapt.2  

To regain and establish an enduring advantage under today’s 
conditions of technological and fiscal uncertainty, DoD will 
need to adopt a decision-centric planning approach in 
which adaptability is a more important metric than predicted 

Figure 1: Forecast-centric versus decision-centric capability planning 

Source:  Bryan Clark, Dan Patt, and Timothy A. Walton, Implementing Decision-Centric Warfare: Elevating Command and Control to Gain an Optionality Advantage,  
(Washington, DC: Hudson Institute, 2021), p. 11. 
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performance against a particular threat in a specific scenario. 
In contrast with forecast-centric planning’s mobilization of 
resources to efficiently develop a single solution, decision-
centric planning would seek to preserve options for as long as 
possible within a mission or over a competition. 

Within operational timeframes, the optionality afforded by a more 
adaptable force could allow commanders to make faster and more 
effective decisions, while the complexity imposed on the enemy 
would degrade its decision-making process. Over strategic and 
industrial timescales, increasing the adaptability of military systems 
speeds responses to adversary innovations or enables capability 
developers to leap ahead of an opponent’s advancements.

Winning the Move-Countermove Cycle
Adaptation is a proven path to sustaining military superiority in 
an extended conflict or confrontation. During World War II, for 
example, the anti-submarine warfare–submarine competition 
and bombing campaigns over Germany were won by the Allied 
powers in part because US and British militaries were able to 
field a rapidly evolving set of EMS capabilities on their ships and 
aircraft (figure 2).3 

DoD is unlikely to repeat the Allied success of World War II with 
today’s generation of platforms and EMS systems. Modern 
US ships and aircraft are monolithic and highly integrated. 
Incorporating a new sensor, communication system, or 

Figure 2: EMS systems innovation during World War II

Note: Left graph: Knickebein, X-Great, and Y-Great were German radio navigation aids used to direct 
bombers to targets in the UK; GEE and Oboe were radio navigation aids for British bombers attacking 
Germany; Wilde Sau was a German air defense fighter tactic; and Window was a British radar-obscuring 
chaff. Right graph: ASW = anti-submarine warfare; GSR = German Search Receiver; ASDIC = Allied 
Submarine Detection Investigation Committee. Enigma was a German code machine.

Source: John Stillion and Bryan Clark, What It Takes to Win: Succeeding in 21st Century Battle Network Competitions (Washington, DC: CSBA, 2015), https://csbaonline.org/research/publications/
what-it-takes-to-win-succeeding-in-21st-century-battle-network-competitions.

Figure 2

 https://csbaonline.org/research/publications/what-it-takes-to-win-succeeding-in-21st-century-battle
 https://csbaonline.org/research/publications/what-it-takes-to-win-succeeding-in-21st-century-battle
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countermeasure in today’s platforms can take years of software 
development, hull or airframe modification, electromagnetic 
deconfliction, and procedural evolution—beyond the task of 
creating the new EMS system itself. 

DoD will need to adopt new EMS technologies so it can 
sustain a lead in the move-countermove cycle against military 
competitors and with civilian users, and eventually adapt and 
impose challenges on opponents in real-time. To improve 
their ability to evolve between operations, EMS systems will 
need to be increasingly software-based and modular, allowing 
components or systems to be more easily upgraded or modified 
to incorporate new techniques and technologies. 

DoD’s recently released EMS Superiority Strategy supports the 
importance of adaptability in its central idea that US forces need 
to maneuver in the EMS to avoid threats, exploit opportunities, 
and share spectrum with civilian users.4 The strategy is notable 
for its emphasis on creating a force that uses agility, battle 
management, open architecture, and virtual and constructive 
training systems to achieve freedom of action in the EMS. 
Each of the strategy’s goals pursues this overall approach, as 
summarized below.

ߪ  Goal 1: Develop superior EMS capabilities. DoD should 
create open architecture multifunctional EMS systems that 
can sense, communicate, and maneuver in the spectrum 
as directed by electromagnetic battle management (EMBM) 
systems while avoiding threats and counter-detection 
through their signal characteristics and maneuver. This 
method for gaining superiority is different from the attempt 
to dominate opponents in individual system-versus-system 
competitions, which was often the model of DoD’s post–
Cold War EMS capability development. 

ߪ  Goal 2: Evolve to an agile, fully integrated EMS infrastructure. 
DoD should prioritize better integration and interoperability 
between intelligence and operational EMS activities to 

improve responsiveness; the department should also 
increase reliance on virtual and constructive training to raise 
proficiency in agile, networked EMS operations without 
risking adversary intelligence gathering during open-air 
exercises. 

ߪ  Goal 3: Pursue total force EMS readiness. DoD should 
professionalize personnel in EMS-dependent fields to 
enable the career-long development needed for more 
sophisticated and dynamic EMS operations. To improve 
unity of effort between EMS specialists and other operators 
and technicians, the department should incorporate EMS 
doctrine into force-wide training. 

ߪ  Goal 4: Secure enduring partnerships for EMS advantage. 
DoD should emphasize interoperability with allies and 
partners to help ensure that technical advances in DoD 
EMS operations will not be undermined by other friendly 
activities. To accelerate the technology improvement cycle, 
the Pentagon should also enhance its collaboration with 
industry and professional organizations. 

ߪ  Goal 5: Establish effective EMS governance. DoD should 
adopt a sustainable governance structure for EMS capability 
development efforts to ensure the diverse array of EMS-
dependent programs and activities is being coherently 
pursued in support of the strategy.

A key element of achieving EMS superiority and implementing 
DoD’s new strategy will be developing, maturing, and fielding 
new EMS technologies. Although the EMS Superiority 
Strategy establishes overall goals and some priorities for 
technology efforts, these are still broad categories under which 
a wide variety of science and engineering programs could 
be pursued. Moreover, the department cannot pursue every 
potential innovation, and adversaries will continue creating 
new countermeasures and operational challenges for US EMS 
operations. This study will assess how DoD should prioritize 
EMS systems to support the strategy’s central idea of EMS 
maneuver. 
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A Holistic Assessment
Adaptability alone is not enough to gain an advantage if the 
underlying capabilities are not effective in the range of potential 
situations or, in terms of Figure 1, the option space is centered 
on the wrong set of technologies. For example, high-power 
broadcast radios or scanning search radars can be made highly 
adaptable using artificial intelligence (AI)-enabled controls, but 
their risk of counter-detection makes them a poor choice for 
operations against revisionist powers like the PRC that can 
deploy numerous distributed passive radiofrequency (RF) 
sensors in areas where they intend to initiate conflict. 

This study uses a net assessment methodology to help identify 
the technologies that should defined the option space for DoD 
EMS capability development. This approach, pioneered by 
Andrew Marshall, is designed to holistically capture the strategic 
interactions between competitors and cut through less-
consequential details to identify the fundamental asymmetries 
between them.5 Although there is no fixed methodology for 

conducting a net assessment, in general it studies how each 
subject nation or military plans to compete institutionally and 
operationally, what means it has for doing so, and how each 
nation’s leaders perceive their position relative to competitors’. 
To avoid being caught up in contemporary moves and 
countermoves, a net assessment examines the competitors 
historically and prospectively for more than a decade in each 
direction. 

Because it encompasses a wide range of quantitative and 
qualitative information, net assessment is an effective technique 
to evaluate areas that are not amenable to other methods such 
as systems analysis or operations research. A net assessment’s 
broad informational and temporal scope can also help lend 
context and prioritization to competitions that undergo detailed 
engineering analysis. 

EW comprises electronic attack (EA), electronic support (ES) 
to monitor the EMS, and electronic protection (EP) measures 

Table 1: Net assessment methodology used in this study

Source:  Figure adapted from Clark, McNamara, and Walton, Winning the Invisible War, p. 11. 
EW = electronic warfare
EMSO = electromagnetic spectrum operations
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Builds on 2019 Winning the Invisible War study, at https://csbaonline.org/research/publications/winning-the-invisible-war-gaining-an-
enduring-u.s-advantage-in-the-electromagnetic-spectrum. 
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to defend EMS systems from enemy EA. Electromagnetic 
spectrum operations (EMSO) combines EW operations to 
control the EMS with EMBM that coordinates EMS activities 
including EW, sensing, and communications. The EW and 
EMSO missions are well-suited to net assessment.6 Because 
electromagnetic radiation and its interactions are relatively easy 
to represent mathematically, EMSO is exhaustively analyzed 
through modeling and simulation. The specificity and level of 
detail in these analyses emphasize particular system-versus-
system interactions, rather than an overall strategy to enable 
EMS superiority. The unproductive focus of US capability 
development on specific systems is further encouraged by 
the frequent moves and countermoves possible through minor 
software or hardware modifications in EMS capabilities. 

This study will use the net assessment methodology to consider 
US, PRC, and Russian military EMSO doctrine and institutional, 
organizational, and capability trends. The asymmetries where 
one competitor’s approach, capabilities, or characteristics 
could create significant advantages or disadvantages will then 
be used to identify challenges and opportunities for DoD to 
address through new EMS technologies (figure 2). 

The asymmetries identified through the net assessment will be 
organized into four main categories designed to focus DoD 
EMS technology efforts on areas where the investment is most 
likely to result in an operational advantage in a relevant period 
of time:

ߪ  Challenges DoD should obviate, rather than attempt to 
overcome: These asymmetries create EMSO disadvantages 
for the US military that cannot be eliminated within likely 

resource constraints during the next decade. DoD should 
instead circumvent these disadvantages.

ߪ  Challenges DoD should attempt to alleviate or overcome: 
These asymmetries create EMSO disadvantages for the 
US military that could be eliminated by affordable and 
achievable technical and conceptual improvements within 
the next decade.

ߪ  Challenges that could be turned to opportunities: These 
asymmetries rely on adversary characteristics that could be 
turned against the opponent by affordable changes in US 
EMS capabilities or doctrine during the next decade.

ߪ  Opportunities DoD should more fully exploit: These 
asymmetries create advantages for US forces in EMSO 
but could be enhanced through affordable and executable 
technical or tactical changes during the next decade.

The technologies associated with the net assessment’s 
asymmetries are where DoD should focus the option space 
for technology development. Consistent with a decision-
centric planning approach, adaptability will be an important 
characteristic needed in each of these technologies.  

The remainder of this study is organized into four chapters 
that explore the implications of a decision-centric approach to 
gain EMS superiority. Chapter 2 describes EW doctrine and 
capability, institutional, and organizational trends for the PRC 
and Russian militaries. Chapter 3 addresses EMSO doctrine 
and trends associated with US forces. Chapter 4 describes the 
resulting asymmetries, and chapter 5 makes recommendations 
to address the challenges and opportunities organized in the 
four categories described above. 
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An important aspect of the net assessment methodology 
is its emphasis on the interactions between competitors. 
Analyses that center on US forces, such as those used 
in capability-based planning, do not help prioritize the 
most promising programs and can fail to exploit adversary  
vulnerabilities.7 

By evaluating the relationship between competitors across 
multiple dimensions, net assessment is better able to identify 
opportunities for the US military to gain enduring advantages 
and mitigate significant vulnerabilities. Moreover, given the 

steady erosion of the US military’s lead in EMS capabilities since 
the Cold War, US technology development will need to focus 
more on countering adversary capabilities than on missions 
where US forces have continued to build on their Cold War 
advantage, such as undersea warfare.8

CHAPTER 2. ADVERSARY 
ELECTROMAGNETIC SPECTRUM 
OPERATIONS DOCTRINE AND TRENDS

Photo Caption: Orlan-10 unmanned aerial vehicles during the 
main stage of the Vostok 2018 large-scale military exercise held 
by the Russian Armed Forces and involving troops from China and 
Mongolia, at the Tsugol range. (Photo by Vadim Savitsky\TASS via 
Getty Images)
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PRC 
The PRC’s People’s Liberation Army (PLA) dramatically 
improved its ability to operate in and control the EMS during 
the past 20 years through a combination of civil-military fusion, 
industrial espionage, and robust R&D investment. Although PLA 
EMS capabilities span the full range of offensive and defensive 
operations, the PLA’s most sophisticated concepts and systems 
are designed to exploit the PRC’s position as the resident power 
in most potential confrontations, and they focus on the US 
military as the PLA’s chief adversary. By deploying a portfolio 
of passive and multistatic sensing, wired communications, and 
specialized EW systems, the PLA intends to dismantle DoD 
systems of systems and gain an edge in future conflicts. 

PRC EMSO strategy and operational concepts 
PLA doctrine posits that the character of warfare is evolving to 
make information the dominant element of military power. Under 
the PLA’s concept of informationized warfare, conflict takes 
place between opposing operational systems in a nonlinear 
manner across the land, sea, air, space, cyber, electromagnetic, 

and psychological domains with the goal of defeating the 
functions of an enemy’s systems.9 PLA forces therefore plan 
to achieve dominance in systems confrontation by targeting an 
opponent’s information flows.10

To wield information power, the PLA developed strategy 
and concepts for warfare in what it characterizes as a unified 
network-electromagnetic space (depicted in Figure 4). According 
to The Winning Mechanisms of Electronic Countermeasures, the 
authoritative strategy written by EW experts from the Electronic 
Countermeasure Institute (part of the PRC’s National University 
of Defense Technology), the spectrum’s significance cannot be 
overstated since it is the main carrier for information in all domains. 
Winning Mechanisms concludes that whoever controls the EMS 
will have a potentially decisive advantage in a conflict, and it 
describes four distinct stages in achieving EMS superiority:11

1. Meticulous planning to identify forces, systems, and 
operational approaches that the PLA needs to leverage 
its strengths while exploiting its enemies’ weakness. This 

Figure 4: In PLA doctrine, the information environment includes the EMS, cyberspace,  
and psycological environments 

Electromagnetic  
Space

Network  
Space

Cognitive  
Space

Network-Electromagnetic Space

Data Source: J. Michael Dahm, “China: Electronic Warfare,” presentation at Hudson Institute EW & EMSO Workshop, July 15, 2020. Figure Source: Authors.
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stage relies on accurate intelligence and a comprehensive 
understanding of enemy capabilities to field countermeasures 
against each adversary operational system. 

2. Multilevel integration to provide its own forces with well-
timed intelligence. Radar, EO/IR (electro-optical/infrared), 
and electronic intelligence (ELINT) sensors on land, sea, 
air and space platforms or systems would be combined 
to guide the decisions of commanders and operators in 
fighting jointly. To enable information integration, the PLA’s 
intelligence, information support systems and systems for 
reconnaissance, surveillance, communications, navigation, 
position, and guidance must all be hardened and protected 
against enemy electronic and physical attacks. 

3. Precise release of energy against “critical nodes” in enemy 
networks at the outset of an operation. Critical nodes that 
can lead to the defeat of enemy operational systems differ 
depending on the opponent but are categorized into five 
broad groups: reconnaissance and early warning, wireless 
communication, guidance and fire control, navigation 
and positioning, and friend-or-foe identification.  Winning 

Mechanisms asserts that destroying 10 percent of critical 
nodes is enough to collapse the enemy’s information network. 
The strategy claims degrading 40 percent of “ordinary” nodes 
will leave the enemy’s network intact, which helps explain why 
the PLA meticulously studies US military information systems. 

4. Demonstrating effects to deter further conflict. The 
PLA’s goal is for modern militaries that depend on 
electronic equipment to self-deter rather than face the 
PLA’s sophisticated electromagnetic strike capabilities 
and willingness to use them. The PLA also counts 
on electromagnetic decoy and deception having a 
psychological impact on the enemy’s decision calculus. 

The PLA has published two operational concepts that build 
on The Winning Mechanisms of Electronic Countermeasures 

to describe warfighting in the EMS. Integrated Network EW 
was introduced in 2002, and the developmental Integrated 
Information Firepower Warfare concept was first revealed in 
2018. The focus of both concepts on EW reflects the separation 
of EW from communications and sensing in PLA doctrine, 
whereas in the US military these capabilities are integrated 
through EMBM as part of EMSO. 

Integrated Network EW combines disruption of enemy 
information acquisition and transmission using EW with attacks 
on information processing and decision-making through cyber 
warfare. The more recent Integrated Information Firepower 
Warfare concept aims to integrate kinetic and non-kinetic 
means into a single “information force structure.” Integrated 
Information Firepower Warfare describes a more sophisticated 
use of EW and cyber systems than Integrated Network EW, 
including the employment of truly integrated capabilities, such 
as RF-enabled cyberattacks.12

EMSO organization,  
force structure, and capabilities
The PLA Joint Staff Department’s Network-Electronic Bureau 
(JSD NEB), created as part of a broad set of reforms during 
2015, oversees EW and cyber missions across the entire PLA, 
establishing operational guidance, capability requirements, and 
rules of engagement for network and electronic countermeasures 
operations. Consistent with the strategy and operational 
concepts described above, PLA EW capabilities are organized 
into Electronic Countermeasures Units, which conduct EW 
operations, or Technical Reconnaissance Bureaus, which gather 
intelligence to inform planning and execution of attacks.  

The responsibility for developing, fielding, and operating EW 
capabilities differs between strategic-, operational-, and tactical-
level systems (as shown in Figure 5). The PLA’s strategic-level 
EW capabilities are managed and operated by the Strategic 
Support Force (SSF), formed as part of the 2015 reforms to 
centralize space, cyber, electronic, and psychological warfare 
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missions in support of an informationized approach to warfare. 
Reflecting the PLA’s unified view of cyber and EW operations, 
the SSF is broken into two main departments: the Space 
Systems Department and the Network Systems Department. 
The SSF develops, fields, and operates its own EW units and 
reports directly to the Central Military Commission.13 

Operational- and tactical-level EW units are provided to Theater 
Commands by PRC military and paramilitary services. The PLA 
Army, PLA Air Force, PLA Navy, PLA Rocket Force, People’s 
Armed Police, China Coast Guard, and People’s Armed Forces 
Maritime Militia all field EW capabilities, which are generally 
developed by the respective services in concert with the PRC’s 
technical bureaus and state-owned enterprises. 

The PLA fields diverse, resilient, and redundant electromagnetic 
systems of systems in support of Integrated Information 
Firepower Warfare. Whereas US forces use EMSO to capture 
the interrelated nature of communications, sensing, and EW, the 
PLA considers EW as a distinct set of capabilities comprising 
electronic reconnaissance, electronic offense, and electronic 
defense.14 

Electronic reconnaissance refers to collecting and analyzing 
enemy signals, including communication, radar, EO/IR, and 
hydroacoustic emissions. Electronic offense addresses both 
electronic and physical attacks against communications, 
radar, EO/IR sensors, and sonars. Electronic defense focuses 
on preventing PLA signals from being discovered, identified, 

Figure 5: Organization of PLA EMSO units in SSF and Theater Commands

Note: TRB = Technical Reconnaissance Bureau; ECM = electronic countermeasures. The TRBs have a 
service or regional focus. The SSF retains strategic EW missions and is a force provide down-echelon.

Source: J. Michael Dahm, “China: Electronic Warfare,” presentation at Hudson Institute EW & EMSO Workshop, July 15, 2020.
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or suppressed by an enemy. The range of actions captured 
under electronic defense is broad, including use of systems 
like decoys and camouflage to protect radar, EO/IR, and 
hydroacoustic signatures; electronic counter-countermeasures 
to protect PLA communications and radar from jamming or 
detection; and tactics to prevent destruction of EMS systems, 
such as building fortifications or exploiting terrain and surface 
features.

Consistent with the concept of system destruction warfare, PLA 
EW capability development pursues a heterogenous family of 
systems to disrupt or destroy multiple nodes in an adversary’s 
effects chain and prevent it from being successful.15 Electronic 
reconnaissance capabilities exploit the PLA’s understanding of 

local conditions and terrain as the home team to assess the 
structure of an enemy battle network using widely distributed 
passive and multistatic RF or EO/IR sensors. For example, PLA 
Navy DWL-001 and YLC-29 passive detection and targeting 
systems are used to help protect naval infrastructure and 
platforms in Hainan, PRC (shown in Figure 6). 

To attack enemy battle networks and protect its own systems, 
the PLA has fielded a comprehensive portfolio of EW capabilities, 
including kinetic weapons such as anti-radiation missiles, 
electric weapons such as high-power microwave (HPM) and 
lasers, suppressive and deceptive jamming, camouflage, 
multispectral decoys, low observable features, hardening 
against HPM effects, tactical mobility, and concealment. To PLA 

Figure 6: Satellite image and accompanying images of PLA Navy DWL-001 and YLC-29 passive detection 
and targeting systems (2019)

Source: Pir34, Twitter, February 15, 2020, https://twitter.com/pir34/status/1298689227161513991.

https://twitter.com/pir34/status/1298689227161513991
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Source: J. Michael Dahm, “A Survey of Technologies and Capabilities on China’s Military Outposts in the South China Sea: Electronic Warfare and Signals Intelligence,” South China Sea Military 
Capability Series, Johns Hopkins Applied Physics Laboratory, p. 22, https://www.jhuapl.edu/Content/documents/ewandsigint.pdf.

Figure 7: EMS systems and other features on PLA-occupied Fiery Cross Reef
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has fielded electromagnetic spectrum management systems 
improve its C2 of EW operations, although these systems are 
focused mostly on deconflicting spectrum use rather than 
coordinating complex offensive operations.16 

Trends in EMSO posture, training, and operations
In 2006 Hu Jintao, then chairman of the Central Military 
Commission, delivered a speech highlighting the EMS’s 
importance: “Information dominance is in effect electromagnetic 
dominance; therefore, we should not only place high-tech 
weapons and equipment into complex electromagnetic 
environments to get them trained and tested, but also should 
carry out comprehensive exercises and drills with tactical 
backgrounds under such conditions.”17 Hu’s speech catalyzed 
PLA training for operating in complex electromagnetic 
environments, and mastering the EMS has been a requirement 
in most military exercises since.

In 2018, the PLA published a new national-level training guidance 
document, Outline of Training and Evaluation, that emphasized 
realistic and joint training across all warfare domains aimed at 
“strong military opponents,” such as the United States. The 
missions and tasks addressed by the Outline include operations 
in the EMS.18 As a result of this guidance, all PLA major exercises 
now feature significant EW components, including the use of 
dedicated and capable adversary EW forces.19 These exercises 
cultivate operator proficiency and provide opportunities for the 
development and validation of new concepts and tactics.20 

The PLA has also enhanced the posture of its EW units by 
deploying more systems beyond the PRC mainland, where 
they can impact the ability of US forces to project power in the 
western Pacific and Indian Ocean. As part of its expeditionary 
EW operations, the PLA fielded EW systems on vessels and 
fortifications in the South China Sea, on vessels in the East 
China Sea, and at the PLA’s base in Djibouti.21 Figure 7 depicts 
electromagnetic systems on the PLA-occupied Fiery Cross 
Reef in the South China Sea.

Priorities for future development
The PLA continues to view EMS superiority as essential to 
future military operations. As part of the 13th Five-Year Plan 
(2016–2020), the PLA prioritized investment and reform in the 
areas of “innovative electronics and software,” including those 
relevant to EW.22 The PLA also intends to improve its cyber 
and EW capabilities by using artificial intelligence to assist 
adversary network vulnerability analysis, emitter identification, 
and electromagnetic spectrum management.23

Another PLA priority has been reform of its EW industrial 
base. In 2015, the PRC adopted a strategy of military-civil 
fusion, which is “systematically reorganizing the Chinese 
science and technology enterprise to ensure that new 
innovations simultaneously advance economic and military 
development.”24 The PRC can leverage its status as the world’s 
leading electronics manufacturer and exporter, including in new 
technologies such as 5G, to support a large pool of technical 
talent, generate internal research and development funding to 
innovate, and achieve manufacturing economies of scale, all 
with carryover effects for the PRC’s defense sector.25 Military-
civil fusion also aims to leverage theft of foreign technology 
and international partnerships, in some cases by using front 
companies or obscuring the military end user from foreign 
partners.26 

Digital Hail Information Technology is a representative PRC 
company that benefited from military-civil fusion, and now 
describes itself as “China’s leader in providing analysis and 
decision-making support based on data visualization” in the 
commercial sector. During the past five years, Digital Hail rapidly 
increased its work for the PLA on cutting-edge decision support 
tools such as the EMS visualization and planning system shown 
in figure 8.27  

The PRC has also sought to reorganize its defense-industrial 
sector through foreign investments, commercial joint ventures, 
mergers and acquisitions, and procedural reforms to improve 
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weapon system research, development, acquisition, testing, 
evaluation, and production.28 Coupled with the PRC’s growing 
comprehensive national power, these efforts collectively suggest 
that the PLA will likely have the resources and innovation base 
required to pursue and achieve its EW priorities. 

Russia
The Russian Armed Forces field a narrower set of EMS 
capabilities than the PLA. This is partly a function of the 
smaller Russian economy and military, but also results from 
Russia’s less ambitious military objectives, which are focused 
on defending the homeland, reducing threats around Russia’s 
periphery, and ensuring access to important sea lanes. Within 
the missions it pursues, however, the Russian military’s EW 
combat support arm is highly capable, well organized, and 
guided by a coherent and mature body of strategic and 
conceptual guidance.29 

Russian EMSO strategy and concepts of operation
In the decades since the Cold War, Russia’s military strategy 
has evolved to increasingly focus on influencing the information 
environment and an opponent’s decision-making, rather than 
destroying an enemy outright. Although this evolution aligns 
well with military investments that are more modest than those 
of the Soviet Union, the doctrinal change that emerged during 
the 2010s was grounded in a body of research exploring the 
growing reach and power of network and electromagnetic 
communications. The new forms of warfare embraced 
by Russian military strategy exploit the use of electronic 
communications to reduce the level of physical violence needed 
to achieve political objectives and thereby enable military and 
paramilitary operations to be sustained almost indefinitely.30 

In a 2013 article titled “The Value of Science Is in Foresight,” 
Russia’s Chief of the General Staff, Army General Valeriy 

Figure 8: Digital Hail EMS visualization and decision support tool provided to the PLA

Source: 数字冰雹信息技术 [Digital Hail Information Technology], “航天军工领域 · 成功案例” [Aerospace and military industry: successful cases], https://www.digihail.com/case/casehtjg.html.

https://www.digihail.com/case/casehtjg.html
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Gerasimov, called for rigorous examination of national security 
challenges and the pragmatic development of solutions 
that leverage scientific knowledge and employ instruments 
from across the government—not just the military.31 Another 
influential Russian paper, written by Sergei Chekinov and Sergei 
Bogadanov in 2013 and titled “The Character and Content of 
New Generation Warfare,” aligned with General Gerasimov’s 
analysis of national security challenges and described how 

modern warfare would draw from different classes of operations, 
especially EMSO, to achieve military objectives.32 

Within their concept of New Generation Warfare, these and 
other Russian military strategists posit the existence of an 
ongoing information confrontation against foreign and domestic 
adversaries. The multifaceted confrontation has political, 
economic, diplomatic, and military dimensions and consists of 

Figure 9: Russian military doctrine views of the information environment

Data Source: J. Michael Dahm, “China: Electronic Warfare,” presentation at Hudson Institute EW & EMSO Workshop, July 15, 2020. 
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two primary elements: information-technological confrontation 
and information-psychological confrontation,33 as shown in 
figure 9. 

New Generation Warfare’s information-technological 
confrontation consists of intelligence operations, EW, and electro-
optical and acoustic warfare. Signals intelligence (SIGINT), ELINT, 
communications intelligence, and acoustic intelligence provide 
situational awareness needed for effective EW. Forces conduct 
electronic attack (EA) to suppress, neutralize, or destroy enemy 

EMS systems, and use electronic protection (EP) to protect 
friendly EMS capabilities. EW forces operate closely with or are 
integrated into air defense, rocket, artillery, naval, and space 
control units, which treat them as force multipliers.

Information-psychological confrontation in New Generation 
Warfare is waged through individual consciousness, neurological 
systems, state ideology, and national culture. EMS capabilities 
are considered essential to information-psychological 
competition and conflict and would be used to execute effects 

Figure 10: Russian depiction of EW forces denying US communications and positioning, navigation,  
and timing (PNT) across domains as part of radio-electronic attack

Source: Michael Kofman, “Russian Electronic Warfare,” presentation at Hudson Institute EW & EMSO Workshop, July 15, 2020. Overlaid English text translated from Russian by Michael Kofman.

Note: AWACS = airborne early warning and control system.
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such as promulgating disinformation and suppressing or 
disrupting accurate information.34  

Russian military operational concepts pursue objectives 
simultaneously in the information-technological and 
information-psychological spheres, rather than treating them 
as distinct phases of a conflict under the purview of separate 
organizations. For example, Russian cyber operations are 
used, as during the US 2016 election cycle, to stoke divisions 
in adversary populations or militaries as part of maskirovka, 

or deception activities.35 This unified approach also informs 
Russian recognition that while EW and cyber capabilities 
are distinct, they are increasingly integrated, as EW provides 
a means of access for cyber capabilities to target adversary 
information-psychological spheres.36 

As with the PLA, Russian Armed Forces doctrine treats 
communications and sensing as separate activities from 
EW, and focuses EW forces on EA, EP and associated ES 
activities that monitor the EMS for threats and opportunities. 
Under Russian doctrine, concepts for EW should implement 
a systemic approach to supporting Russian battle networks 
and targeting adversary information flows; achieve unity and 
hybridity of effort by integrating various combinations of EW 
and non-EW capabilities; and sustain a permanent, scalable 
campaign that can conduct operations across the range of 
conflict. These characteristics are reflected in four primary 
Russian EW concepts of operation, listed below.37

ߪ  Radio-electronic attack: Destroying adversary weapons 
physically or through non-kinetic actions using EA, directed 
energy, or cyber operations, with the goal of creating a 
“disorganizing strike” that suppresses an enemy’s ability to 
coordinate and conduct complex operations (figure 10)  

ߪ  Radio-electronic protection: Protecting forces against 
enemy information-enabled attacks, including but not limited 
to adversary EA

ߪ  Countermeasures against reconnaissance: Using 
emissions control and information assurance activities to 
guard against adversary reconnaissance 

ߪ  Radio-electronic information support: Providing ELINT, 
SIGINT, acoustic targeting, and cyber penetrations to 
support precision targeting against adversary forces

Russian combat in Chechnya, Georgia, Ukraine, and Syria has 
provided lessons to inform the maturation of existing concepts 
and development of new doctrine. These operations—especially 
in Ukraine—reinforced the centrality of information to military 
campaigns and stimulated a shift in the Russian military’s EW 
operations from information denial toward deception. 

Organization, force structure, and capabilities
As part of a series of military reforms, the Russian Armed Forces 
in 2009 established the Electronic Warfare Force, elevating the 
status of EW units from a combat support element to a combat 
support arm on par with Military Engineers or Signal Troops.38 An 
EW Commander was also established within the General Staff, 
increasing the EW community’s bureaucratic influence.39 Currently, 
Russian EW forces are divided into three classes of units:40 

1. EW units of the armed forces’ services and independent 
combat arms, as shown in Figure 11. These forces provide 
tactical or operational level EW support to Russian military 
district commanders and are organized into EW brigades for 
the Ground Forces, EW companies of the Airborne Troops, 
EW battalions or detachments in the Aerospace Forces, and 
shore-based EW centers or systems on ships and aircraft.41

2. A network of units and systems throughout the Russian 
Armed Forces for Comprehensive Technical Control 
(KTK), a Russian term for passive EMS monitoring. The 
KTK network focuses on two primary tasks throughout 
competition and conflict: emissions control to reduce the 
risk of counter-detection, and spectrum management to 
promote interoperability and deconflict EMS activities. More 
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recently, KTK units have been tasked with “Protecting State 
Secrets”—that is, with preventing enemy exploitation of 
civilian or commercial electronic communication devices and 
systems, such as smart phone and other mobile devices.

3. EW assets of the strategic radio-jamming system. In addition 
to executing EA against adversary communications, these 
systems conduct SIGINT and ELINT across theaters to 
support Russian intelligence operations. 

The Commander of the Electronic Warfare Force oversees the 
Electronic Warfare Force and has one independent EW brigade 

and the 1084th Training Center in Tambov under his direct 
command.42 The Russian Armed Forces’ service branches 
(Ground Forces, Navy, and Aerospace Forces) and independent 
combat arms (Airborne Troops and Strategic Rocket Forces) 
command their own EW units in accordance with direction from 
the Commander of the Electronic Warfare Force.43 

Russian EW forces field systems able to detect and engage 
targets on the ground, at sea, in the air, and in space, most 
prominently the Murmansk-BN, RB-109A Bylina, and Leer-
3. The Murmansk-BN is an electronic surveillance and attack 
complex consisting of seven trucks with 32-meter-high 

Figure 11: Overview of EW unit organization in Russian Armed Forces

Source: Jonas Kjellén, “Russian Electronic Warfare: The Role of Electronic Warfare in the Russian Armed Forces,” Swedish Ministry of Defence, 2018, p. 34, https://www.foi.se/rest-api/report/FOI-
R--4625--SE.

Note: Russia’s strategic jamming system are not included in diagram. bde = brigade; btn = batallion; div = 
division; Ind = independent; KTK = Comprehensive Technical Control MD = military district; MR = motorized 
rifle; reg = regiment.
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antennas capable of monitoring and jamming communications 
and sensors in the  high frequency/very high frequency/ultra 
high frequency (HF/VHF/UHF) bands.44 With a reported range 
of up to 5,000 kilometers, the system is capable of disrupting 
satellite or airborne communications and sensors.45 Murmansk-
BN systems can be networked across the nation to support 
Russia’s National Strategic EW System.46

The RB-109A Bylina is an EW system mounted on five trucks 
that conducts command and control of EW systems at the 
brigade level.47 The Bylina system is reported to have an AI-
enabled C2 algorithm that facilitates automated decision-making 
by assessing the EMS, configuring electronic surveillance 
activities by its own and other units, and commanding the 
execution of electronic attack by other units while minimizing 
potential adverse effects on friendly communications and 
radar systems. The system is controlled by human operators 
at brigade headquarters, providing a human-on-the-loop 
capability. Procurement of the Bylina started in 2018, with a 
goal of outfitting all EW brigades by 2025. 

The Leer-3 consists of a mobile vehicle command post that 
controls three Orlan-10 unmanned aerial vehicles (UAVs).48 The 
UAVs are equipped with RF receivers and transmitters capable 
of jamming mobile phones and some radios, geolocating 
signals, and transmitting SMS messages to mobile phones. The 
system provides units with the ability to conduct relatively low-
power electronic attacks over local areas, with the command 
post controlling the UAVs. The ability to transmit SMS 
messages also provides an opportunity to target an adversary’s 
information-psychological sphere by deceiving or demoralizing 
adversary forces and civilian populations. Russian forces are 
experimenting with other, larger UAVs capable of operating 
over longer distances and targeting a wider range of radio 
frequencies. 

Russian Armed Forces services and independent branches 
also employ EW systems for self-protection on platforms and 

for area effects. In addition to EW systems on its platforms, the 
Russian Navy operates ground-based EW systems to “assess 
the electromagnetic spectrum, instantly detecting, analyzing, 
and locating radio signals in conjunction with other mobile and 
SIGINT/ELINT systems, as well as using software, electronic, 
and other decoys to divert and misdirect enemy platforms and 
systems away from intended targets.”49 The Russian Navy has 
also fielded ground-based EW jammers to defend key bases 
and supplement existing Murmansk-BN mobile EW systems.50 
The Russian Air Force similarly has EW self-protection systems 
on board its aircraft and ground-based EW systems to defend 
its bases. 

Future modernization of Russian EW forces will reflect four 
main trends. First, units will become more mobile, with systems 
usually mounted on trucks or armored vehicles, and capable of 
quickly operating once stationary, or in some cases while on the 
move.51 Second, EW units will become more highly integrated 
with other forces, either operating as part of other units or 
closely coordinating with them.52 Third, Russian EW forces will 
increasingly incorporate capabilities outside of traditional RF 
sensors, radios, and countermeasures such as EO/IR, laser, 
and HPM systems.53 Fourth, Russian EW forces will become 
more automated, incorporating AI to improve their ability to 
anticipate and react to adversary actions in the EMS.54 

Trends in posture, training, and operations
Russian military forces are primarily based within the country, 
with a small number deployed outside of Russian territory. The 
Russian Ground Forces have five EW brigades concentrated in 
the western portion of the country, reflecting the national focus 
on countering NATO forces. Smaller EW units are distributed 
across the country and co-located with major bases and critical 
infrastructure. 

Additional EW forces are deployed outside of Russian territory on 
naval units and in Ukraine’s Crimea, which is currently occupied 
by Russia, as part of a so-called “electronic bastion.”55 Moreover, 



30 | HUDSON INSTITUTE

a wide range of sub-battalion-strength EW forces have been 
deployed to separatist-occupied portions of Ukraine, Syrian 
government–controlled areas in Syria, and possibly Libya.56  

The Electronic Warfare Force has instituted a rigorous program of 
technical training and exercises to maintain EW unit proficiency, 
complemented by experience gained during Russian combat 
operations. The Electronic Warfare Force Headquarters leads 
training of EW specialists and officers serving in EW units using 
the 1084th Inter-service Electronic Warfare Training Center in 
Tambov and the Fifth Academy at Vornezh.57 Training consists 
of classroom and field instruction, supported by advanced 
computer simulators.58 Overall, the Electronic Warfare Force 
aims to produce highly skilled operators, but faces challenges 
in selecting candidates with sufficient academic credentials and 
aptitude and graduating enough to meet operational needs. 

By 2012 the Russian Electronic Warfare Force was sufficiently 
organized and proficient following its reforms to begin a series 
of frequent, large-scale exercises.59 EW units in services and 
combat-support elements also conduct regular smaller-scale 
exercises to evaluate new EW tactics and test integration with 
other units. 

Beyond exercises, ongoing combat operations in Ukraine 
and Syria provide operators with experience and stimulate 
conceptual and capability innovations. Russian EW assets 
jam and intercept fixed and mobile radio and mobile phone 
communications, target Ukrainian UAVs by jamming controller 
or GPS signals, disrupt radio-fused munitions from artillery 
and mortars, and geolocate electromagnetic emissions to 
support kinetic targeting.60 Notable innovations during the 
conflict in Ukraine include the use of highly mobile, distributed 
independent tactical EW groups to avoid counter-targeting and 
the incorporation of new EW algorithms and automated C2 
systems.61 Lessons learned from the large-scale employment 
of EW forces in Ukraine have been incorporated into a new 
General Staff–issued EW manual published in 2017.62  

Russian military forces employed EW systems in Syria for airbase 
defense and self-protection and jamming by Su-30SM, Su-34, 
and Su-35S aircraft. Russian EW forces also employed Leer-3 
in Syria, where it jammed enemy communications networks and 
sent false SMS messages to mobile phones in support of Syrian 
Army operations.63

Priorities for future development
EW is a focus of Russian Armed Forces modernization, 
with actions divided between organizational, capability, and 
industrial lines of effort.64 Organizationally, senior Russian 
defense officials have suggested three chief priorities. First, the 
number of skilled soldiers serving in EW units should continue 
to increase.65 Second, training should continue to intensify in 
quality and scale.66 Third, the Russian Electronic Warfare Force 
should continue to stand up the Electronic Warfare Situational 
Center, which will automatically integrate information from 
across EW units.67 

The best indication of capability development priorities is a 
2017 interview by Major General Yuriy Lastochkyn, Commander 
of the Russian Electronic Warfare Force.68 In the interview, he 
identified five areas for force development. First, the force 
should develop small jamming modules that can be carried by 
a range of UAVs and can achieve controlled effects. Second, 
the force should develop systems capable of destruction 
using powerful electromagnetic radiation, both through mobile 
platforms that emit the electromagnetic radiation (such as high-
power jammers, HPM, and lasers) and through specialized 
ammunition (such as explosive-driven HPM systems).69 Third, 
the force should develop techniques to counter adversary 
command and control systems by influencing the accessibility, 
integrity, and confidentiality of information.70 Fourth, the force 
should introduce new techniques to spoof electronic signals 
and deceive adversary units, weapons, and C2 complexes.71 
Fifth, the force should increase its overall level of information 
security and improve algorithms that enable unified C2 of EW 
and other units.72 
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Another area of research emphasis for Russian EW forces is 
systems capable of locating targets through new or improved 
phenomenologies that have a low probability of being counter-
detected. This includes the development and fielding of new 
passive, distributed radar systems that cue or have been 
integrated into air and missile defense architectures, the 
development of new photonics radars that combine optical and 
microwave elements, and new EO/IR systems.73 Additionally, 
Russian forces seek to integrate multi-domain Identification 
Friend or Foe (IFF) systems with EW systems, facilitating unified 
command and control across the EMS.74 

In terms of industrial priorities, the Russian Armed Forces seeks 
to cultivate a domestic civil-military ecosystem that can meet and 
exceed conceptual and technical demands.75 It has instituted 
a series of reforms to stimulate innovation and transition the 
electronic warfare industrial base from one heavily reliant on 
Soviet-developed technologies to one that uses, develops, and 
can effectively produce new technologies. In support of this, 
the Russian military created a new academic institute, the Fifth 
Faculty, at the Zhukovsky-Gagarin Air Force Academy. The 
Fifth Faculty is tasked with the “preparation of highly qualified 
specialists in the domain of EW and Informational Security” 
and serves to consolidate academic intellectual development 
of both commissioned officers and civilian scientists at a center 
of excellence.76 

The Russian Ministry of Defense has also focused EW 
development and production work at two state-owned, 
vertically integrated companies: KRET and Sozvezdie.77 This 
consolidation reduced overhead expenses and concentrated 
valuable engineering skills (Russia, like the United States, 
faces a shortage of young engineers); it also improved EMS 
system compatibility by aligning standards within and across 
companies.78 These industrial efforts have helped to offset 

limited production runs on new systems and the effects of 
Western sanctions on Russia, as well as the loss of Ukraine 
as a source of systems and components.79 The reforms 
have also facilitated the unified marketing of EW systems 
suitable for exports, which are needed to complement  
domestic orders. 

Summary
The PRC and Russian militaries embrace strategies that view 
the information environment as the main battlefield for future 
confrontation and conflict. Both competitors implement their 
information-centric strategies through concepts that pursue 
decision-making superiority primarily through EW, using ES to 
assess US battle networks, EP to defend adversary command, 
control, and communications (C3), and EA to degrade carefully 
identified US vulnerabilities. To operationalize this approach, 
the PLA and Russian Armed Forces established EW units at 
the national and regional levels, supported by organizations 
within each of their service branches that train, equip, and 
sustain EW forces. 

The US military will face significant challenges in countering 
the comprehensive array of EW capabilities and forces fielded 
by the PLA and Russian Armed Forces. As discussed in the 
next chapter, EW and EMSO units are distributed throughout 
the US military, but the systems they employ are not widely 
diverse and remain in service for decades. The PRC and 
Russian militaries can exploit the relatively static nature of US 
EMS capabilities to field countermeasures that degrade US 
battle networks. Regaining an advantage by simply fielding new 
counter-countermeasures to PLA or Russian EW systems may 
be unaffordable within projected US defense budgets and take 
too long to be operationally relevant. A new set of operational 
approaches and technologies is needed for US forces to regain 
their advantage in the EMS. 
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Multiple assessments during the last decade found that the 
US military is falling behind its potential opponents in the 
competition for EMS superiority.80 DoD and the US Congress 
responded to the perceived erosion of US EMS capability with 
increased investment, new governance structures, and new 
operational concepts that combine EW and EMBM under 
EMSO.81 These efforts, however, largely build upon the post–
Cold War assumption of US military predominance. New US 
concepts establish objectives of gaining unfettered access to 
the EMS while denying it to others at will, and the majority of 
EMS spending goes to improved versions of existing radars, 

radios, and EW systems that attempt to mitigate the impact of 
adversary countermeasures.  

The US military is unlikely to experience or create a permissive 
EM operating environment against modern, well-organized, 

CHAPTER 3. US TRENDS IN 
ELECTROMAGNETIC WARFARE  
AND ELECTROMAGNETIC  
SPECTRUM OPERATIONS

Photo Caption: Staff Sgt. Alex Garviria, 721st Communication Squadron 
senior systems controller, and 2nd Lt. Rachel James, 721st CS crew 
commander, work in the Global Strategic Warning and Space Surveillance 
System Center at Cheyenne Mountain Air Force Station, Colo., Sept. 2, 
2014. (US Air Force photo by Airman 1st Class Krystal Ardrey)
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and proficient militaries such as those of the PRC or Russia. 
Moreover, as commercial EMS capabilities become more 
sophisticated and military systems proliferate, smaller powers 
such as Iran or North Korea will be able to conduct network-
centric operations and degrade US military access to the EMS 
in their regions. 

To regain its ability to operate effectively in the EMS, US forces 
will need to mount a new approach that does not presume 
EMS dominance for its success. The recently released DoD 
EMS Superiority Strategy marks a move in that direction, 
which is supported by some new trends in US EMS capability 
development, as described below. Overall, however, DoD 
EMS systems efforts do not prioritize the most impactful 
attributes needed to excel and eventually to obviate the 
move-countermove cycle: software-based, modular systems 
able to conduct networked, distributed EMS operations with 
maneuverability and agility across the EMS. 

This chapter describes and evaluates US EMSO strategy 
and capabilities using the same categories as in the previous 
chapter on the PRC and Russia. 

US Strategy and Concepts of Operation
The 2018 US National Defense Strategy (NDS) argues that the 
United States is in a long-term competition with the PRC and 
Russia, and that to deter and defeat adversary aggression DoD 
must build a more lethal force.82 Notably, the NDS does not 
prioritize EMSO, and its emphasis on lethality implies that the 
US military will succeed primarily through physical actions and 
attrition against the enemy, rather than deception, disruption, 
and maneuver. 

The NDS’s strategic direction is consistent with approaches 
taken by US forces during post–Cold War conflicts in Iraq, 
Afghanistan, Kosovo, and Libya where the US military was 
invading or imposing costs on an opponent to change the 
status quo. In confrontations against the PRC or Russia, US 

forces are likely to instead be attempting to uphold the status 
quo. Given the capability and proximity of the PLA or Russian 
Armed Forces to potential targets of aggression such as Taiwan 
or Ukraine, respectively, US forces may not be able to impose 
sufficient attrition to prevent the aggressor’s success. Moreover, 
as described in the previous chapter, PRC and Russian 
strategies prioritize competition in the information environment 
and employ gray-zone or sub-conventional means of achieving 
objectives, rather than large-scale armed aggression. DoD will 
likely need new strategies to deter or defeat PLA and Russian 
Armed Forces in the emerging information-centric competitive 
environment. 

Although it acknowledges the growing importance of decision-
making, rather than attrition, to succeed in 21st century 
conflicts, DoD’s Combined and Joint All Domain Command and 
Control (CJADC2) initiative reflects the US military’s traditional 
emphasis on overcoming EMS access challenges to conduct 
C2 and coordinate fires across an operational theater. Emerging 
from Army and Air Force efforts to improve all-domain C2, 
CJADC2 is a construct for organizing programs that enable 
communications connectivity between military units and 
dynamic C2 of their operations in support of DoD’s emerging 
Joint All-Domain Operations (JADO) operational concept.83 
Service-led initiatives supporting CJADC2 include the Air Force’s 
Advanced Battle Management System (ABMS) for C2 and the 
Army’s Project Convergence and Navy’s Project Overmatch for 
interoperability and decision support.84

CJADC2’s goal of connecting sensors, shooters, and 
commanders over wide areas may not be achievable against 
robust and improving Russian and PRC EW capabilities. US 
forces will therefore increasingly depend on mission command, 
in which junior leaders take command of their subordinate units 
when communications are lost with higher headquarters.85 
Junior commanders, however, will be unable to exploit their 
initiative and creativity unless DOD pursues a more holistic 
C3 approach in which communications investments are 
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balanced against those for C2 tools.86 Although ABMS, Project 
Convergence, and Project Overmatch are developing some 
decision-support systems, the emphasis in these initiatives has 
been connectivity and inoperability. 

DoD’s 2020 EMS Superiority Strategy begins the US military’s 
shift away from attempting to achieve EMS dominance over 
wide areas in its central idea of using maneuver and agility in 
the EMS to avoid threats, create challenges for opponents, 
and enable spectrum sharing between military and commercial 
users.87 This approach could support CJADC2 thorough the 
strategy’s five main goals:

ߪ  Goal 1: Develop superior EMS capabilities. DoD should 
create open architecture multifunctional EMS systems that 
can sense, communicate, and maneuver in the spectrum 
as directed by EMBM, while avoiding threats and counter-
detection through their signal characteristics and maneuver. 
This method for gaining superiority is different from the 
attempt to dominate opponents in individual system-versus-
system competitions, which was often the model of DoD’s 
post–Cold War EMS capability development. 

ߪ  Goal 2: Evolve to an agile, fully integrated EMS 
infrastructure. DoD should prioritize better integration 
and interoperability between intelligence and operational 
EMS activities to improve responsiveness; the department 
should also increase reliance on virtual and constructive 
training to raise proficiency in agile, networked EMS 
operations without risking adversary intelligence gathering 
during open-air exercises. 

ߪ  Goal 3: Pursue total force EMS readiness. DoD should 
professionalize personnel in EMS-dependent fields to 
enable the career-long development needed for more 
sophisticated and dynamic EMS operations. To improve 
unity of effort between EMS specialists and other operators 
and technicians, the department should incorporate EMS 
doctrine into force-wide training. 

ߪ  Goal 4: Secure enduring partnerships for EMS advantage. 
DoD should emphasize interoperability with allies and 
partners to help ensure that technical advances in DoD EMS 
operations will not be undermined by other friendly activities. 
To accelerate the technology improvement cycle, the 
Pentagon should also enhance its collaboration with industry 
and professional organizations. 

ߪ  Goal 5: Establish effective EMS governance. DoD should 
adopt a sustainable governance structure for EMS capability 
development efforts to ensure the diverse array of EMS-
dependent programs and activities is being coherently 
pursued in support of the strategy.

US operational concepts do not reflect the strategy’s reliance 
on maneuver for achieving EMS superiority. However, the 
2020 version of Joint Publication 3-85 on joint electromagnetic 
spectrum operations improves upon predecessor concepts 
by integrating communications, sensing, and EW through 
EMBM, providing a common reference and framework 
for different service units operating under combatant  
commanders.88 

Joint Publication 3-85 also advances a new framework to 
establish requirements for EMS access based on real-time 
needs for friendly or adversary sensing and communications, 
rather than pursuing EMS dominance, in which US forces can 
access and operate in the EMS on demand while denying 
access to enemies at will.89 For example, US forces may 
need to persistently search for enemy units using low-fidelity 
passive RF and EO/IR sensors and if necessary conduct short-
duration active radar operations for targeting. In some cases, 
surveillance and targeting could be conducted completely using 
passive EM sensors. The only communications required could 
be cueing messages among sensors and a targeting message 
to the weapons platform. Achieving this level of EMS access 
could be attained with a combination of agile radars and radios 
with EM decoys to distract adversary electronics intelligence 
and jamming. 
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Within their own doctrine, US military services all treat EMSO as 
a subset of information warfare, along with intelligence, cyber, 
information operations, and in some cases meteorology and 
oceanography.90 They each, however, take a distinct approach 
to incorporating EMSO into their overall service concepts.    

The US Army’s Multi-Domain Operations (MDO) concept plans 
on employing distributed and noncontiguous capabilities across 
domains to conduct fires and maneuver that disintegrate enemy 
formations.91 This concept relies on cyber electromagnetic 
activities (CEMA) to degrade and defeat adversary forces 
through EMSO.92 As described by the Army’s Concept for 
Cyberspace and Electronic Warfare Operations, CEMA includes 
cyberspace operations, communications, EW, spectrum 
management, intelligence, and information operations.93

The US Navy’s Distributed Maritime Operations (DMO) concept 
directs the use of distributed formations and EW to enhance the 
survivability and lethality of naval forces and increase complexity 
for adversaries.94 The Navy complements this concept with the 
Electromagnetic Maneuver Warfare (EMW) concept, which 
marries maneuver in the maritime, air, and space domains with 
agility in the EMS. The Navy implements EMW through a series 
of guides and manuals describing warfighting approaches in 
the EMS.95 

The US Marine Corps Expeditionary Advanced Base Operations 
(EABO) concept directs Marines to conduct mobile and distributed 
operations ashore to provide fires, intelligence, surveillance, 
reconnaissance, and targeting (ISR&T), EW, and ground support 
to the overall naval force.96 Under the Marine Corps approach, 
EMS systems of systems can be employed to create scalable 
distributed effects that establish battlespace control.

The Department of the Air Force’s doctrinal annex on its role in 
Joint All-Domain Operations recognizes the contested nature of 
the EMS and calls for synchronizing and integrating the targeting 
cycles of all the operating domains and the EMS.97 Additionally, 

the Air Force’s doctrinal annex on EW and EMSO specifies 
the organization, planning, and execution of EW and EMS 
operations.98 The Space Force’s seminal doctrine publication, 
“Spacepower,” recognizes the dependence of space operations 
on the EMS and calls for services to require specialization in space 
electromagnetic warfare to exploit and defend EMS access.99 

In summary, DoD EMS strategy is improving toward a 
more decision-centric approach that relies on maneuver 
and agility to deny adversaries effective information while 
sustaining necessary situational awareness, targeting, and 
communications for US forces. In service-specific doctrine, 
however, information superiority is primarily treated as a means 
to enable efficient fires, rather than as a way to directly achieve 
battlefield advantage. US operational concepts will need to 
evolve to reflect DoD’s new EMS Superiority Strategy. 

Organization, Force Structure,  
and Capabilities
Responsibilities for EMS forces and capabilities are diffused 
throughout DoD. The Vice Chairman of the Joint Chiefs of 
Staff (VCJCS) is the Senior Designated Official responsible 
for EMSO within DoD and leads the EMSO Cross-Functional 
Team (CFT). With the DoD Chief Information Officer. With the 
Undersecretary of Defense for Acquisition and Sustainment, 
the VCJCS oversees the EW Executive Committee (EXCOM), 
a body responsible for evaluating EW capabilities and forces.  

The US Strategic Command (USSTRATCOM) commander 
is the operational lead for EMSO under the DoD Unified 
Command Plan. The Joint Electromagnetic Warfare Center, a 
subcomponent of USSTRATCOM, is responsible for authoring 
joint doctrine, such as the recently published Joint Publication 
3-85 on joint electromagnetic spectrum operations, and for 
coordinating with Joint EMSO Cells at combatant commands.100 

Each service has developed its own organizational approaches 
for fielding EMSO forces.101 The US Army combined EW, SIGINT, 
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and cyber personnel and systems under the CEMA construct, 
with CEMA units incorporated into Brigade Combat Teams and 
Multi-Domain Task Forces.102 CEMA units, however, are not 
incorporated into echelons below the brigade level, which rely 
on detachments to provide cyber and EW capabilities. The Army 
has fielded a steadily growing number of man-portable, vehicle-
mounted, and unmanned aircraft system (UAS)-equipped 
CEMA capabilities, including the Electronic Warfare Planning 
and Management Tool (EWPMT) depicted in figure 12, which 
allows EW, spectrum management, and cyber operations to be 
planned, coordinated, and synchronized.103

The US Navy organized EMS capabilities under its Information 
Warfare community. The Navy has fielded the Real-Time 

Spectrum Operations capability to monitor and deconflict 
operations in the EMS, and it has enhanced its sailor 
training through the Center for Information Warfare Training 
Electromagnetic Warfare Officer Surface Course and the EMSO 
Certification/Qualification Program. The majority of Navy EMS 
capabilities are incorporated into maritime and air platforms. 

The US Marine Corps has reorganized its EMSO forces into 
Marine Expeditionary Force Information Groups and established 
a three-star general as Deputy Commandant for Information. 
To improve Marines’ operational proficiency in EMSO, the 
Marine Corps established EMSO-specific career paths such as 
Marine Air-Ground Task Force Electromagnetic Warfare Officer; 
increased the realism of its training scenarios; and adopted 

Figure 12: Army EWPMT system display

Source: Office of the Director, Operational Test and Evaluation, “Electronic Warfare Planning and Management Tool (EWPMT),” 2019,  https://www.dote.osd.mil/Portals/97/pub/reports/FY2019/
army/2019ewpmt.pdf?ver=2020-01-30-115324-063.

https://www.dote.osd.mil/Portals/97/pub/reports/FY2019/army/2019ewpmt.pdf?ver=2020-01-30-115324-063
https://www.dote.osd.mil/Portals/97/pub/reports/FY2019/army/2019ewpmt.pdf?ver=2020-01-30-115324-063
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dedicated opposition forces for live and virtual exercises. 
Consistent with the Marine Corps’ emphasis on distributed 
and agile operations, most Marine Corps EMS systems are 
lightweight and either man- or vehicle-portable. 

In 2020 the US Air Force combined the 24th Air Force, which 
specialized in EW operations, with the 25th Air Force, specializing 
in cyber operations, to form a new 16th Air Force responsible 
for information warfare. This restructuring builds on efforts in 
2019 to establish new squadrons responsible for providing 
electromagnetic warfare evaluations, cyber assessments, and 
technical expertise to enable multi-domain mission readiness 
for combat and mobility air forces.104 At combatant commands’ 
air operations centers, Air Force personnel staff Non-kinetic 

Operations Coordination Cells responsible for planning EMS 
operations and coordinating them with Joint EMSO Cells.105 
Furthermore, within the Department of the Air Force, the 
nascent Space Force has established a delta (the Space Force 
equivalent of an Air Force wing) focused on EP and ES for 
Space Force satellite constellations and ground facilities.

Several major EMSO programs are transitioning from R&D 
into procurement and fielding, including the SLQ-32 Surface 
Warfare EW improvement Program Block 2 and 3, F-15 Eagle 
Passive Active Warning Survivability System (EPAWSS), and 
EA-18G Next Generation Jammer. As shown in figure 13, 
DoD spends a relatively constant combined amount on EW 
RDT&E (research, development, test, and evaluation) and 

Figure 13: DoD EW spending trends

Source: Based on John R. Hoehn, “U.S. Military Electronic Warfare Program Funding: Background and Issues for Congress,” Congressional Research Service, April 16, 2020, p. 13, fig. 6. 

Note: FY = fiscal year; RDT&E = research, development, test, and evaluation.
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procurement; therefore, as these large, platform-centric 
programs enter procurement, they reduce the funding available 
for RDT&E to develop next-generation EMS technologies. DoD 
will need more adaptable EMS systems that are decoupled 
from platforms to reduce the need for these expensive cycles 
of system recapitalization. 

Priorities for Future Development
DoD increasingly views EMS superiority as essential to future 
warfare, and the EMSO CFT’s forthcoming roadmap and 
implementation plan for the EMS Superiority Strategy will serve 
as a guide for future EMSO efforts.106 The focus of this study 
is technology priorities, but DoD will likely devote significant 
resources during the next decade to enhancing EMSO 
professional development and training, including through 
the fielding of more sophisticated and proliferated virtual and 
constructive training capabilities.107 

A few technology areas are likely to be prioritized in DoD EMSO 
programs, based on the EMS Superiority Strategy and US 
military services’ operational concepts. The level of investment 
possible in each area, however, will be impacted by the overall 
budget environment. 

ߪ  Artificial intelligence and machine learning will be incorporated 
into nearly all new EMS capabilities. This technology will 
enable cognitive capabilities across different EMS functions. 

ߪ  Modular open systems architectures are likely to be 
increasingly adopted in new manned and unmanned 
aircraft systems. These architectures may enable improved 
integration of heterogenous systems and interchangeability 
in the field.108 

ߪ  Digital modernization will likely remain a top priority for DoD 
as legacy analog systems are recapitalized. 

ߪ  Proliferation of 5G may stimulate DoD’s adoption of dynamic 
and automated spectrum sharing and management 
capabilities. 

ߪ  EMBM systems are a priority within DoD. The Joint 
Electromagnetic Warfare Center is developing an EMBM tool 
that is intended to be used by Joint EMSO Cells in support 
of combatant commanders (CCDRs) and joint task forces. 
The Army, Navy, and Marine Corps are continuing to develop 
their own EMBM systems, although an initiative led by the 
DoD Chief Information Officer may coordinate if not integrate 
the different service capabilities. 

ߪ  Directed energy weapons such as laser and HPM are under 
development, testing, and fielding by the services. Although 
the first versions of these systems are reaching US forces, 
several years of technology maturation will be needed for 
them to be useful against the most stressing targets, such 
as cruise missiles. 

The US Army and Air Force will likely leverage new rapid 
acquisition processes in their pursuit of new EMS capabilities, 
technologies, and systems.109 For example, in developing the 
Terrestrial Layer System (TLS) and Multi-Function Electronic 
Warfare programs, the Army leveraged industry consortia 
and Other Transaction Authorities (OTA), which are pursuing 
a family of systems for ground vehicles, large and small UAS, 
helicopters, and dismounted units.110  Similarly, the US Air Force 
ABMS program has assessed EMS systems that can contribute 
to DoD’s JADC2 construct using a series of demonstrations 
funded through an OTA contract. 

The Department of the Navy is using more traditional approaches 
to pursue upgraded versions of existing EMS systems, most of 
which are designed to protect platforms. These include block 
upgrades to the Surface Electronic Warfare Improvement 
Program for surface combatants and the Integrated Defensive 
Countermeasures suite for Navy fighter aircraft.111 Although 
not devoted only to platform protection, the ALQ-249 Next 
Generation Jammer program replaces existing ALQ-99 jammers 
and sequentially fields new EA capabilities through discrete 
pods focused on the mid, low, and high bands.112 The Navy 
is also pursuing a more traditional acquisition approach with 
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new offboard EW systems, including the ALQ-218 Advanced 
Offboard Electronic Warfare System. The ALQ-218 will initially 
be carried in a pod by MH-60 helicopters but could be the first 
of multiple EW systems incorporated into unmanned vehicles.113 

The Marine Corps is arguably the most advanced of the services 
in fielding distributed, networked EMS capabilities, organized 
under its Intrepid Tiger family of systems. Individual Marines’ 
software-defined radios and man-portable EW systems 
conduct multiple EMSO functions, which can be coordinated 
and integrated with Intrepid Tiger pods on Marine Corps 
helicopters and UAVs.114

The Space Force is still establishing its R&D and acquisition 
organizations. However, given the Space Force’s doctrinal 
emphasis on access to and control of the EMS, it will likely 
prioritize EMS capabilities, including systems like the Counter 
Communications System (depicted in figure 14) that was 
transferred to the Space Force from the Air Force.115

Summary
The US military’s EMSO concepts and capabilities are at 
an inflection point. DoD recently published a new strategy 
advocating a more decision-centric approach to EMSO that 
could afford US forces an advantage against the comprehensive 

Figure 14: US Space Force Counter Communications System

Source: Space and Missile Systems Center Public Affairs, US Space Force, March 13, 2020, https://www.spaceforce.mil/News/Article/2113447/counter-communications-system-block-102-
achieves-ioc-ready-for-the-warfighter/.

https://www.spaceforce.mil/News/Article/2113447/counter-communications-system-block-102-achieves-ioc-ready-for-the-warfighter/
https://www.spaceforce.mil/News/Article/2113447/counter-communications-system-block-102-achieves-ioc-ready-for-the-warfighter/
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set of EMS capabilities and organizations deployed by the PRC 
or Russia. The operational concepts US forces use to guide their 
organizations and tactics increasingly focus on information as 
the central competition in warfare. Although doctrine published 
by the US military services does not yet clarify that their goal 
is a decision-making, rather than targeting, advantage, the 
conceptual movement in this direction is already under way. 

Slow technology innovation, maturation, and adoption are 
likely the most significant impediments to US forces regaining 
EMS superiority. Emerging US military doctrine points toward 
operational approaches that would circumvent, rather than 
directly counter, attempts by the PLA or Russian Armed Forces 
to disrupt US battle networks. The US military services’ EMSO 
capabilities, however, are largely those designed during the 
later Cold War to protect platforms in confrontations where 

attrition was the primary mechanism for victory. Upgrades to 
these legacy EMSO systems consume the bulk of DoD EMSO 
investment, and may limit the implementation of new concepts 
that rely on distribution, agility, and maneuver. 

New EMS systems that are under development by DoD could 
better execute the decision-centric approach advanced in 
the EMS Superiority Strategy. The US military services should 
accelerate these efforts to implement new ways of achieving 
and maintaining EMS superiority. In what is expected to be 
a constrained budget environment, advancing new EMS 
capabilities will likely require divesting of some legacy EMS 
systems. The next chapter will describe asymmetries between 
US, PRC, and Russian EMSO concepts and capabilities; based 
on this analysis, the final chapter will suggest how DoD should 
adjust its EMSO technology priorities.
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DoD will need to focus its EMSO development efforts on 
concepts and capabilities that provide US forces the greatest 
and most enduring advantages against the PLA and Russian 
Armed Forces while mitigating US disadvantages. The net 
assessment methodology offers a way to identify these 
opportunities by exploiting asymmetries between US and 
opposing militaries. 

Assessing the strategies, concepts, capabilities, and 
organizations of the US, PRC, and Russian militaries described 
in chapters 2 and 3 reveal the following asymmetries that could 
be leveraged by DoD. 

Geography
The PRC and Russian militaries will likely be the home team 
in future military confrontations given their ongoing gray-zone 
operations and stated interests in neighboring countries such as 

CHAPTER 4. ASYMMETRIES IN 
ELECTROMAGNETIC SPECTRUM 
OPERATIONS CONCEPTS AND CAPABILITIES

Photo Caption: Polish F-16s escort a B1B Lancer during a training 
mission for Bomber Task Force Europe, May 29, 2020. Aircrews from 
the 28th Bomb Wing at Ellsworth Air Force Base, South Dakota, took 
off on their long-range, long-duration Bomber Task Force mission to 
conduct interoperability training in the Black Sea region. During the 
mission, the B-1s conducted training on the Long Range Anti-ship 
Missile (LRASM). (Photo by Polish Air Force)
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Taiwan for the PRC and the Baltic countries for Russia. As a result, 
the PLA and Russian Armed Forces can rely to a greater degree 
than the expeditionary US military on wired communications 
and can employ passive and multistatic sensors that require 
multiple networked arrays and a sophisticated understanding of 
the regional EM operating environment. 

As revisionist powers, the PRC and Russia are also more likely 
to set the time and place for a confrontation, whereas the 
US military often must respond to aggression. The resulting 
proximity of the PLA or Russian Armed Forces to likely areas 
of conflict enables them to focus military deployments locally 

and exploit interior lines of support, whereas the US military is 
distributed globally and depends on extended and vulnerable 
logistics. 

An important escalation asymmetry emerges from the likelihood 
that the PRC and Russia will have the initiative and be the 
resident combatant in most potential future confrontations. 
Both adversaries can base sensors, weapons, and platforms 
on their home territory while contesting the surface, air, and 
space for hundreds of miles beyond their borders. US forces 
will be expeditionary in most conflicts with the PRC and Russia, 
and therefore will have to operate in international waters and 

Figure 15: Escalation of asymmetry between US forces and aggressor forces based on  
geographic asymmetries 

Source: Figure adapted from Bryan Clark and Jesse Sloman, Winning in the Gray Zone: Using Electromagnetic Warfare to Regain Escalation Dominance, (Washington, DC: Center for Strategic and 
Budgetary Assessments, 2017), p. 18.

Figure 15

Note: SOF = special operations forces ; C4ISR = Command, Control, Communications, Computers, 
Intelligence, Surveillance, and Reconnaissance.

US
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airspace while carrying their own defenses, and when possible 
collaborating with allies and partners in the area. As a result, the 
PLA or Russian Armed Forces can hold US forces at risk and 
protect PRC or Russian paramilitary and proxy forces in likely 
areas of conflict, affording the PRC and Russia more rungs on 
the escalation ladder than the United States (see figure 15). The 
US military will need to operate in survivable formations that 
may be disproportionate to the situation or accept the risk that 
small, proportional force packages will be vulnerable to prompt 
and devastating attacks.

Technological Innovation
The PLA’s concept of system destruction warfare requires 
development of countermeasures that address specific nodes 
and vulnerabilities of an opponent’s systems of systems. 
Given the potential targets of PRC aggression, the PLA can 
plan for the US military being its most likely and significant 
opponent, whereas the DoD needs to plan for a wide range 
of potential adversaries. The PLA can also leverage the PRC’s 
robust commercial electronics industrial base to develop new 
capabilities, enabling it to field a comprehensive and changing 
collection of EMS systems designed to support its own 
operations while disrupting those of US forces. 

Russia lacks the PRC’s military budgets and fusion with civilian 
industry. Because of these constraints and New Generation 
Warfare’s emphasis on avoiding strengths, the Russian military 
does not attempt to field new systems that address each new 
US system or node as the PLA can. Instead, the Russian 
military tends to incrementally adapt existing EMS systems 
so it can generally degrade US or NATO power projection 
while improving the ability of Russian Armed Forces to pursue 
or support operations consistent with New Generation  
Warfare.  

DoD largely pursues two tracks in new EMS technologies: new 
capabilities that are designed to support innovative operational 
concepts, and improvements to existing systems that counter 

new adversary capabilities. Because new concepts like Joint 
electromagnetic spectrum operations are not associated with 
existing major programs, the DoD approach results in the 
majority of DoD EMSO investment going toward incremental 
advancements of legacy systems that chase adversary initiatives 
rather than toward new innovations that create dilemmas for 
opponents. 

Command, Control,  
and Communications (C3)
The PLA can rely on redundant and resilient communications 
networks to support a relatively fixed C2 structure of unit 
commanders, theater commanders, and the Central Military 
Commission. Furthermore, the proximity and initiative afforded 
to the PRC as the likely aggressor in a military confrontation 
with the United States allows it to shape operational scenarios 
and build plans, branches, and sequels in advance. Although 
PLA field commanders could improvise during an operation, 
they may be less inclined to do so given the substantial body of 
planning and assessment conducted prior to a mission and the 
reliability of communications with senior commanders.

Although the Russian military is also likely to have proximity and 
initiative in future confrontations with US or NATO forces, it does 
not enjoy the PRC’s level of communications resilience. Russian 
Armed Forces therefore are more likely to build initial plans and 
rely on local commanders to execute them, or to improvise 
when conditions change, or communications are degraded. 

The US military exhibits elements of both the PRC and Russian 
approaches. With efforts like JADC2 and ABMS, DoD aspires 
to create the PRC’s level of communications reliability so distant 
commanders at regional headquarters can manage operations 
across a theater. Under the concept of mission command, 
US military doctrine directs local commanders to use their 
initiative and improvise when communications break down. 
Unfortunately, as noted in chapter 3, DoD has not adequately 
equipped or prepared US forces for either approach. 
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Employment of AI
All three competitors considered in this study are aggressively 
pursuing AI as an element of their overall military force 
development, but with different priorities for operational 
systems compared to management and support capabilities. 
The resulting asymmetry may provide opportunities for US EMS 
systems development. 

PRC officials describe comprehensive adoption of AI by the 
PLA in command, control, communications, intelligence, 
surveillance, and reconnaissance (C3ISR) capabilities such as 
battle management systems, logistics management programs, 
EMSO and cyber planning tools, EW capabilities, and sensor 
processing.116 Although the PLA is also pursuing AI for weapons 
and unmanned platforms, these weapons and platforms are 
more accurately described as autonomous. Some, however, 
have adopted or are adopting AI-enabled capabilities such as 
automated target recognition.117 

The Russian military appears to be fielding AI primarily 
for planning and guiding human-led operations, although 
other elements of the Russian government and intelligence 
services employ AI as part of New Generation Warfare cyber 
operations.118 The Russian military recently fielded its first EW 
system described as employing AI to identify targets, choose 
techniques, assess effectiveness, and respond to an opponent’s 
actions.119 Experts assess that beyond EMSO, the Russian 
Armed Forces are beginning to field AI-enabled control systems 
in autonomous vehicles to improve their ability to avoid threats 
and reach operational areas to execute pre-planned operations. 
Like the PLA’s, however, these systems may be more accurately 
described as autonomous.120 

Until recently, DoD’s AI development emphasized its use in 
operational systems, rather than in planning, analysis, or C2. For 
example, Project Maven fielded AI-enabled image recognition 
and intelligence analysis starting during the mid-2010s. Several 
US communications, EW, and radar systems employ AI to 

avoid threats and guide EA operations.121 And weapons such 
as the Long-Range Anti-ship Missile (LRASM) incorporate AI-
enabled algorithms to collaboratively find and engage intended 
targets.122 DoD is now expanding its application of AI algorithms 
to C2 and decision support to commanders as part of programs 
including ABMS, the US Army’s Project Convergence, and the 
US Navy’s Project Overmatch.123 

EMS Capability Development
As noted above, an asymmetry in technological innovation 
exists between the PLA’s comprehensive systems of systems 
that target US battle networks, the Russian military’s more 
incremental approach, and DoD’s efforts to modernize existing 
systems while fielding capabilities for disruptive new operational 
concepts. This asymmetry extends to the EMS as well. 

The PLA fields a wide array of EM sensors, communications 
networks, and EW systems designed to exploit the PRC’s 
position as the home team in potential future conflicts and to 
target nodes in US military systems of systems. Russian Armed 
Forces EMS capabilities are more generalized than those of the 
PLA and do not evolve as quickly to exploit new operational 
concepts. The sensors, networks, and EW systems fielded by 
US forces, in contrast, evolve largely in response to improving 
PLA and Russian military threats, and are only recently 
incorporating new capabilities to proactively implement new 
tactics or concepts. 

EW and EMSO Organization
Significant asymmetries exist between the DoD and its 
competitors regarding the organizations that govern and 
develop EMS capabilities. The PLA developed a unified 
governance structure for EMS policy in the Joint Staff 
Department’s Network-Electronic Bureau (JSD NEB), which 
parallels the Russian Armed Forces’ EW Commander and staff. 
The US military, in contrast, divides responsibilities for doctrine 
and strategy between USSTRATCOM, the EW EXCOM, and the 
EMSO CFT. Moreover, DoD does not give any of these bodies 
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the authority to direct EMSO-related spending or acquisition, 
reducing their ability to implement policy. 

The organizational asymmetry extends to EMSO capability 
development. The PLA and Russian Armed Forces established 
national-level organizations to develop and field strategic 
EW capabilities, such as those for disrupting enemy satellite 
communications, early warning sensors, or C2. The US military 
has no corollary for the PLA’s SSF or the Russian military’s 
Independent EW Brigade, although USSTRATCOM has 
responsibility for employing wide-area EW systems developed 
by the US armed services, including the new Space Force. The 
PRC, Russian, and US militaries are very alike, however, in the 
development and fielding of operational and tactical-level EMS 
capabilities by their respective military services. 

Deployment of EW Capabilities
Although the PLA, Russian Armed Forces, and DoD all field 
operational- and tactical-level EMS capabilities through their 
service branches, the scale and depth of deployment varies 
significantly. Because of the value they place on EW as an 
element of their respective military strategies and operational 
concepts, the PRC and Russian militaries equip units with 
offensive and defensive EW systems and personnel down to 
the ground force company, aviation squadron, and naval or 
paramilitary ship level. 

US EW capabilities are deployed to varying echelons of command 
depending on the service, but generally are held at higher 
levels of command than in the PLA or Russian Armed Forces. 
EW systems attached to aviation units or ships are generally 
focused on defense or self-protection, owing to the position of 
US forces as the away team in most potential conflicts with the 
PRC or Russia. Within US ground forces, Marine units down 
to the company level are being equipped with multifunction 
EMS systems capable of conducting offensive and defensive 
EW as part of the Marine Air-Ground Task Force (MAGTF) EW 
program. Army offensive and defensive EW capabilities such 

as the Terrestrial Layer System, in contrast, are being fielded 
at the brigade combat team level and above.124 And although 
smaller EW systems—like Tactical Cyber Equipment-C4ISR/
EW Modular Open Suite of Standards (CMOSS) Chassis (TCE-
CC)—may be detailed to the company and battalion level, they 
are still attached to brigade combat team, division, and corps-
scale formations to enable initial long-range reconnaissance 
and strike operations.125  

EMSO Concepts
The US military introduced the EMSO concept to create a 
coherent framework for EW operations to control the EMS 
and EMBM to coordinate EMS activities such as EW, sensing, 
and communications. The Joint EMSO Cells described in Joint 
Publication 3-85 allow commanders to identify opportunities or 
challenges emerging from the growing diversity of activities in 
the EMS. For example, dynamic spectrum management could 
enable communications, jamming, and sensing to occur on 
the same frequency at different times; radar or radio signals 
could be used both to sense and communicate; and EA could 
interfere with sensing or reveal the location of friendly forces. 
However, the EMSO concept is relatively new; although it has 
driven a change in doctrine, the concept has not substantially 
changed the type of EMS-dependent systems fielded by DoD. 

The PRC and Russian militaries do not have publicly released 
unified concepts for EMS operations, and as described in 
chapter 2, they largely consider EMS control operations through 
EW separately from communications and sensing. Within PLA 
doctrine, the need to coordinate and integrate diverse actions in 
the EMS is addressed through the systems warfare construct. 
Each system, such as the reconnaissance-intelligence or 
command systems, comprises smaller service and unit-level 
subsystems that are designed to work together in pursuit of 
operational objectives, including in the EMS.126 The Russian 
Armed Forces lack the organizing framework of systems warfare 
and rely on manual spectrum management and deconfliction to 
coordinate operations in the EMS. 
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Summary
The asymmetries between the US, PRC, and Russian militaries 
provide a basis for assessing how DoD could pursue a more 
enduring advantage in the EMS. Some asymmetries, such as 
geography, are difficult to reverse, but could be mitigated or 
turned into opportunities by changing US military operational 
concepts and capabilities. Other asymmetries, such as DoD’s 

lead in the EMSO concept and EMBM capabilities, could be 
expanded, while the lack of distribution in ground force EW 
systems could be addressed through greater EW capacity. 

The next chapter will assess implications of the above 
asymmetries for DoD EMS technology development and identify 
ways US forces could accelerate their pursuit of EMS superiority. 
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The asymmetries between US, PRC, and Russian EMSO 
doctrine, organizations, and capabilities reinforce the value 
of decision-centric planning and capability development. 
Differences such as the PRC and Russia’s home team 
advantage and emphasis on well-defined systems of systems 
create opportunities for the US military to gain an edge through 
concepts and technologies that increase the number of options 
available to US forces and improve their adaptability in the 
move-countermove competition. 

Beyond simply pursuing adaptability, however, a fundamental 
challenge with decision-centric planning is defining the option 
space in which operations or the development of adaptable 
capabilities should occur. The opportunities revealed by the 
net assessment’s asymmetries point to the kinds of adaptable 
technologies DoD should pursue and can be organized into 
four main categories: capabilities enabling DoD to obviate, 

rather than overcome, fundamental challenges; capabilities 
that undermine adversary advantages; capabilities that turn 
challenges into opportunities; and capabilities that exploit 
existing US strengths.  

The technology priorities encompassed by these categories 
accept risk because they do not attempt to solve every potential 
future capability gap. The forecast-centric approach of the Joint 
Capabilities Integration and Development System (JCIDS), 
however, is unlikely to succeed within DoD’s realistic budget 
and time constraints and could result in an unfocused set of 

CHAPTER 5. TECHNOLOGY PRIORITIES

Photo Caption: An unmanned aerial vehicle crew with the 82nd Airborne 
Division’s 1st Brigade Combat Team wheels out a Shadow 200 UAV 
for flight June 7, 2012, at Forward Operating Base Warrior, Ghazni 
province, Afghanistan. The crew is assigned to Company B, 1st Brigade 
Special Troops Battalion. (US Army photo by Sgt. Mike Macleod)
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technology efforts that are rendered ineffective by the next 
wave of adversary EMSO innovation. This study recommends 
that DoD EMS systems efforts prioritize the following areas to 
establish an enduring advantage within a relevant time and the 
US military’s likely budget constraints. 

Capabilities to Obviate,  
Rather than Overcome, Challenges
The PLA’s concept of system destruction warfare uses the 
PRC’s fusion of military and civil R&D sectors to design a 
comprehensive set of EMS countermeasures that target key US 
battle network nodes and platforms. Continuing to engage in 
an extended move-countermove competition with the PLA is 
costly and time-consuming. For example, expensive platform-
based DoD EMSO modernization programs such as the F-15 
Eagle EPAWSS, Next Generation Jammer, and Navy SLQ-32 
SEWIP are designed in part to overcome adversary threats that 
will be fielded a decade or more before the new US system 
is fully deployed. Platform-based systems will also consume 
a growing fraction of DoD’s EMSO-related funding as they 
transition from development into fielding.127

Rather than attempting to directly compete with the PRC’s 
military-industrial complex, the US military should counter PLA 
system destruction warfare by implementing more adaptive 
and unpredictable EMS operations enabled by capabilities 
that are inherently more agile or that can be modified because 
they are not highly integrated into a monolithic platform. As 
described below, by creating more options through maneuver 
in frequency, time, power, and pulse characteristics, US forces 
could circumvent PLA countermeasures and create new 
challenges for the PRC military to address. 

Capabilities to Undermine  
Adversary Advantages 
The most significant challenges posed by the PLA and Russian 
Armed Forces derive from geographic asymmetries between 
the PRC and Russia as resident powers in likely areas of 

conflict and the United States as an expeditionary power. 
DoD could overcome some of these challenges by reducing 
the inherent vulnerabilities created by the US military’s current 
dependence on active sensors like radar, EW systems such 
as the E/A-18G Growler or TLS that are associated with 
monolithic platforms or troop formations, and wide-area non-
Low Probability of Intercept/Low Probability of Detection (LPI/
LPD) communications networks like Link-16 or Common  
Data Link. 

Preventing adversary exploitation of US EMSO systems is an 
element of EP, which should be given higher priority in US 
EMSO technology development. The technologies identified 
below will be critical to enabling this transition in DoD EMSO 
concepts and tactics. 

Passive and multistatic EM sensing
As home teams, the PRC and Russian militaries increasingly rely 
on passive sensors, multistatic radar, and high frequency/very 
high frequency (HF/VHF) radar to monitor their air and maritime 
approaches. Although PLA and Russian Armed Forces sensors 
are predominantly ground or satellite-based, both militaries 
are improving the sophistication and networking of their ship- 
and aircraft-borne active and passive sensors. US forces, as 
the away team, will need to reduce their EM emissions and 
signatures across the RF, IR, and visual spectra. 

The US military has emphasized signature reduction during the 
last three decades with stealthy aircraft such as the B-2 Spirit, 
F-22 Raptor, and F-35 Lightning II or ships like the DDG-51 
Arleigh Burke and DDG-1000 Zumwalt. Although reducing US 
platform detectability will continue being important, stealth will 
increasingly be the “table stakes” in military competitions with 
the PRC or Russia, both of which field low-observable aircraft in 
their own militaries.128 

DoD will need to augment stealth with a greater reliance on EO/
IR, multistatic, and passive RF sensing to reduce an opponent’s 
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ability to counter-detect and geolocate emissions from manned 
US units. EO/IR sensors have relatively short ranges compared 
to passive ELINT and SIGINT detectors, suggesting that US 
forces should prioritize a shift to RF sensing technologies that 
do not emit or that use RF sources, such as unmanned vehicles, 
which are expendable and can be postured away from valuable 
manned platforms and formations. 

Passive and multistatic missile defense
A high priority for passive and multistatic sensing technology 
development will be missile defense. Current missile defense 
radars like the Patriot, AN/TPY-2, and SPY-1, -4, and -6 rely 
on high-power, digital beam steering and multiple beam 
capabilities to track incoming missiles with the accuracy and 
precision needed for engagements. These radars are also easily 
detected and create a counter-targeting risk for missile defense 
units. Multistatic radar could reduce the risk to receiver sites 
where surface-to-air missiles could be co-located and could 
employ attritable or mobile platforms to host the emitter with 
acceptable risk. 

To reduce the vulnerability of missile defense systems, DoD will 
need to field passive and multistatic sensors that can detect 
and track subsonic, supersonic, and hypersonic weapons. 
The emerging generation of anti-ship and land-attack missiles 
rely less than their predecessors on active RF seekers to lower 
their likelihood of being counter-detected.129 In response, US 
passive air and missile defenses will need to employ IR or EO 
sensors. The heat signature of fast-moving missiles can often 
be detected by IR sensors, but only if properly positioned; even 
with a detection, however, multiple distributed IR sensors are 
often needed to achieve the precision and responsiveness 
required for surface-to-air missile engagements.130 EO sensors 
offer higher precision than IR sensors, but have relatively shorter 
range and require cueing because of their relatively small field of 
view. The precision and coverage afforded by passive sensors 
could therefore be improved by using multiple, distributed 
reception arrays.

Networked ES
Passive receiving arrays need to communicate with one another 
or with multistatic emitters to enable more precise sensing. DoD 
is using some existing data links, such as Tactical Targeting 
Network Technology (TTNT), to connect networked receivers, 
but more secure and less detectable data links will be needed 
as adversary passive RF sensors improve. Communications 
management systems could also be used with existing data 
links to improve their resistance to detection and exploitation 
by varying signal characteristics to avoid enemy jammers and 
sensors while supporting friendly operations.

DoD’s increased reliance on space-based sensing—through 
projects such as the Space Development Agency’s Hypersonic 
and Ballistic Tracking Space Sensor or DARPA (Defense 
Advanced Research Projects Agency) Blackjack program—
creates another new opportunity for secure communications.131 
Freed from most atmospheric interference, satellite-based 
sensors can share data with each other and surface or airborne 
forces using laser communication systems. Although laser 
communications will be degraded somewhat when transmitting 
to the ground or an aircraft, the signal is impacted by the 
atmosphere only over the last few miles.132  

Networked EA
US forces will increasingly be constrained in their employment 
of standoff or modified escort EA from large, manned 
aircraft or ships due to the range and number of enemy 
air and surface defenses. For example, although the E/A-
18G’s new Next Generation Jammer will enjoy increased 
range, precision, agility, and range of effects compared to its 
predecessors, the aircraft may be too vulnerable to risk within 
overlapping missile defense envelopes that can reach more 
than 200 nautical miles from PRC or Russian territory.133 As 
a result, the E/A-18G may be relegated to missions in more 
permissive environments, such as against naval and ground 
formations outside of PRC and Russian homeland-based air  
defenses. 
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To enable offensive EA operations against capable opponents 
such as the PLA or Russian Armed Forces, the US military 
will need to increasingly rely on penetrating escort or stand-in 
jamming that occurs within range of adversary air or surface 
defenses.134 The systems that conduct high-risk EA operations 
inside these highly-contested areas will need to be expendable 
or inexpensive enough to be attritable. Creating jamming, 
decoy, or deception effects using relatively small and cheap 
unmanned EA platforms will likely require that the EA systems 
use proximity to the target to make up for their lower power and 
that they coherently combine their transmissions. 

To enable networked EA operations, DoD will need to increase its 
ongoing efforts to field control systems able to manage multiple 
unmanned vehicles and their transmitters, as well as the networks 
able to support the precise timing and low latency required to 
achieve coherent effects. In parallel, DoD will need to mature 
unmanned surface and air vehicles that are inexpensive enough 
to be expendable or attritable, and tamper-protection systems to 
guard against enemy exploitation when systems are lost. 

LPI/LPD active monostatic sensing
As noted above, passive and multistatic sensors generally 
require multiple distributed arrays to achieve high precision. 
As an expeditionary force, the US military may have difficulty 
sustaining multiple sensor systems in position to support missile 
defense, although this may be possible for protection of specific 
targets. 

In concert with developing improved passive sensing networks, 
DoD will need to accelerate establishment of LPI/LPD modes 
for existing radars. For example, active radars could be cued 
by passive sensors to allow the radar to use a narrow beam 
that is less vulnerable to counter-detection. Once the target is 
detected, the radar could then lower its power to the minimum 
needed given the target’s range, and then operate intermittently 
to track the target, rather than illuminating it continuously. The 
most extreme form of this approach may be light direction and 

ranging (LIDAR), which takes advantage of the narrow beams 
and more precise emissions control possible with lasers. 

Multifunction ES and EA capabilities
DoD’s increased reliance on distributed passive and multistatic 
receivers and need for penetrating escort and stand-in EA both 
suggest the US military should field more smaller, unmanned, 
and expendable or attritable EMSO platforms. However, 
DoD cannot afford to employ many specialized EA and ES 
platforms, even if they are individually less expensive than 
today’s manned multi-mission aircraft, ships, and vehicles. 
The cost of developing and sustaining separate fleets of 
jammer, decoy, and sensor platforms may be prohibitive; more 
importantly, transporting and managing them in theater could 
be infeasible. 

The difficulties involved in using larger numbers of distributed 
ES and EA vehicles could be alleviated by ensuring that most 
DoD EW systems are able to perform either sensing or jamming 
operations, assuming each EW platform already incorporates 
radios for networked ES and EA. Because the direction of 
communications will likely differ from the direction needed for 
sensing or jamming operations, however, multifunctional ES/EA/
communications systems may not be a worthwhile investment, 
especially in small and inexpensive unmanned EW platforms.  

Capabilities to Turn Challenges  
into Opportunities 
As noted above, US forces are at a disadvantage against the 
PLA, which can design comprehensive systems of sensors and 
EA systems to counter specific US EMS capabilities. The PRC’s 
robust military-civil industrial base could enable rapid execution 
of a move-countermove cycle in EMS capability development, 
making DoD efforts to symmetrically gain an advantage 
expensive and time-consuming. US forces will therefore need 
to pursue approaches that circumvent the PLA’s capability 
development advantage by adapting in real time using more 
flexible hardware and AI-enabled software. 
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AI-enabled, wideband EW and EMS systems
The US military could break out of the EMSO move-countermove 
cycle by fielding sensor and EW systems that can react to 
adversary actions in real time and develop and employ new 
courses of action (COA). This approach could turn the PLA’s 
pursuit of system destruction warfare into a vulnerability, since 
the capabilities and characteristics of individual PLA systems 
are relatively fixed. Enabling DoD EMSO this level of flexibility 
and responsiveness, however, will depend on communications, 
sensing, and EW systems with wider frequency and dynamic 
range than most current capabilities, and on control systems 
that are able to adapt to adversary actions. 

To become more adaptive in real-time or between missions, 
EMS systems will need to derive an increasing portion of their 
functionality from software, rather than hardware. The software 
for adaptive jammers, radios, and sensors, however, does not 
necessarily require deep neural nets or other machine learning–
enabled algorithms; it could employ less sophisticated forms 
of AI such as pre-planned responses, expert systems, or 
supervised learning. These more explainable forms of AI may 
be better for EMSO applications because they would be less 
susceptible to manipulation by opposing cognitive or adaptive 
EMS systems, which could employ techniques to impart 
incorrect learning and introduce vulnerabilities into US EMSO 
control systems.

Automated and AI-enabled reprogramming
Existing EMS capabilities, especially EW systems, are not 
adaptive, but their software can be revised to recognize new 
threats, incorporate new techniques, and implement improved 
decision trees for executing EW operations. Today, this 
reprogramming effort is time-consuming—both to generate the 
needed code and to incorporate it into the applicable systems. 
Automated reprogramming capabilities are widely used in the 
commercial software industry and are beginning to reach DoD 
EW maintenance organizations. Accelerating this effort would 
improve the adaptability of US forces using systems that are not 

yet able to adapt in real time or to introduce new programs into 
adaptable systems that are fielded.135 

Decision support aids and communications 
management systems
The US military is generally at a C3 disadvantage against 
adversaries that are the resident power in a conflict. US forces 
lack the redundant communications and interior lines of support 
enjoyed by opponents like the PRC or Russian military, which 
can employ a wide range of ground, air, and space-based 
jammers to disrupt US forces’ communications while sustaining 
their own networks. Cut off from forces in the field, senior US 
military leaders would be unable to direct action from distant 
and well-staffed command centers. Junior leaders delegated 
command in these cases, however, lack the planning tools 
or personnel to manage the growing number and diversity of 
manned and unmanned units under their control. 

DoD could turn these C3 challenges into an advantage by giving 
junior commanders decision support systems to help them 
develop COAs in the absence of communications with senior 
leaders and staffs. Several C2 tools are under development 
that help leaders identify the combinations of sensors and 
shooters available and in communication, as well as assess the 
likelihood various COAs will succeed given assumptions about 
the opponent’s capabilities and disposition.136 With these tools, 
junior leaders would be able to execute mission command, 
using their initiative and creativity to fulfill the senior commander’s 
intent. Today, junior leaders executing mission command often 
must rely on predictable habit or doctrine to formulate COAs 
on their own. With decision support tools, junior commanders 
could improvise approaches that will be less predictable for 
PLA or Russian forces and could create sufficient uncertainty to 
dissuade further adversary aggression. 

Decision support tools should be complemented by 
communications management systems that identify for 
commanders which subordinate units are in communication 
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or that attempt to establish communications with forces the 
commander needs to execute desired COAs.137 Communications 
management would help avoid a unit in communication with 
multiple commanders from being “double tapped” and, more 
importantly, allow US forces to minimize their counter-detection 
risk by sustaining the lowest-bandwidth and least-continuous 
communications that are consistent with the commander’s 
intent and orders. 

Capabilities to Exploit  
Existing US Strengths 
Although DoD has fallen behind in some key aspects of the 
move-countermove competition with the PLA and Russian 
Armed Forces, there are some areas in which DoD has an edge. 
The US military should build on these advantages to create 
challenges for the PRC and Russia and compel them to keep 
pace with US developments. As part of DoD’s overall technology 
strategy, exploiting these areas of advantage can reduce the 
resources opposing countries can devote to expanding their 
own areas of superiority. 

Virtual and constructive EW/EMSO environments
As noted in chapter 3, DoD needs to improve its ability to 
conduct virtual and constructive EMSO training and concept 
development. Live, virtual, and constructive (LVC) approaches 
could improve the quality of home station training, expand 
the range of tactics US forces could practice, and reduce the 
vulnerability of US training operations to adversary surveillance 
and exploitation. 

The US military could exploit its nascent investments in LVC-
based EMSO experimentation and training by accelerating the 
introduction of virtual and constructive tools and environments 
at each organizational level. Even unsophisticated tools 
for individual units at home station would allow a dramatic 
improvement in proficiency and readiness for challenging 
training and certification events at Combat Training Centers. 
And establishing more comprehensive national networks for 

virtual and constructive training would allow faster concept 
innovation and evaluation, as well as incorporation of tactics 
and technologies described above that are essential to restoring 
the US EMS advantage.  

AI-enabled EMBM
The US military could capitalize on the lack of EMSO concepts 
and doctrine in the PLA and Russian Armed Forces and exploit 
the emerging generation of more adaptable EMS capabilities by 
accelerating the fielding of operationally useful EMBM systems. 
AI-enabled algorithms offer the potential for faster and more 
adaptable EMBM systems; but initial EMBM capabilities like the 
US Army EWPMT program, which use traditional models to 
support more dynamic spectrum management, visualization, 
and pre-planned responses, would still substantially improve 
the ability of US forces to operate in the EMS. AI-enabled 
models should be incorporated into EMBM systems as they 
are refined. 

Open architecture hardware standards
Modularity is an essential element of improving system 
hardware adaptation. The PLA’s diversity of EW systems 
could create an integration challenge when introducing new 
hardware and increase sustainment cost and complexity. The 
US military has an advantage in its use of open architecture 
in mission systems using standards such as DoD’s Sensor 
Open Systems Architecture (SOSA), Modular Open Standards 
Approach (MOSA), the Navy’s Future Airborne Capability 
Environment (FACE), the Air Force’s Open Mission System 
(OMS) framework, or the US Army’s Vehicle Integration for 
C4ISR/EW Interoperability (VICTORY).138 

Increased adoption of open architectures in US military platforms 
and vehicles would allow use of more modular EMS systems 
that could be more easily exchanged and modified. This shift 
would allow DoD to speed up technological innovation and 
enable the development and implementation of new operational 
concepts that exploit new EMS systems. 
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Open architecture software tools
Another approach to open architecture is interoperability between 
systems. Composing networked EA and ES systems of systems 
will depend on having common communication standards. The 
diversity of PLA EW systems will constrain the composability 
of PLA forces; similarly, the proliferation of DoD data standards 
limits the variety of systems that can be employed for EMSO. 
New interoperability toolkits like the System-of-systems 
Technology Integration Tool Chain for Heterogeneous Electronic 
Systems (STITCHES) use graphing techniques like Google’s 
search algorithm to build software interfaces on demand that 
allow disparate networks to talk to one another.139 

Summary
DoD is pursuing the technologies needed to improve US forces’ 
ability to operate at acceptable risk in highly contested areas and 
gain an advantage in EMS move-countermove competitions 
with great power adversaries. These efforts, however, receive 
less prioritization and funding than activities associated with 

recapitalizing platform-based EW systems that support legacy 
operational concepts. 

The US military will need to more aggressively pursue new EMS 
technologies that address the fundamental challenges and 
opportunities facing US forces. By adapting more passive and 
multistatic sensing, US forces will improve their ability to defend 
themselves and target the enemy on contested areas. 

More importantly, DoD’s position in the EMSO move-
countermove competition will be improved through a system of 
systems approach—one that is enabled by networked EA and 
ES, EMBM, and open architecture systems and software, and 
that combines more adaptable EMS capabilities (made possible 
with software reprogramming), wideband antennas and 
processors, and virtual and constructive training environments. 
DoD should prioritize these technologies and accept risk in 
legacy systems focused on platform self-protection or infeasible 
concepts such as standoff escort jamming. 
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The US military is at an EMS disadvantage compared to its 
great power competitors. This situation is largely the result of 
two decades of neglect following the end of the Cold War and a 
continued emphasis on forecast-centric planning in its capability 
development. Although DoD raised its spending and leadership 
focus on communications, sensing, spectrum management, 
and EW during the 2010s, these efforts were not aligned to 
support a coherent concept and strategy for regaining EMS 
superiority. As a result, the US military devoted significant 
resources to modernizing a small number of platform-centric 
legacy EMS systems and failed to field new technologies and 
associated operational concepts that could give US forces an 
advantage in future EMS move-countermove innovation cycles. 

DoD is at a crossroads today in terms of EMS-related 
technology development. The 2020 EMS Superiority Strategy 
and operational concepts for EMSO and EMBM advance 

new approaches to regain EMS advantage by improving the 
adaptability of US EMS capabilities both during and between 
operations. The resulting expansion of options for commanders 
and leaders would allow US forces to break out of today’s 
move-countermove cycle in EMS innovation. 

Adaptability alone, however, will not be enough to gain and 
sustain EMS superiority against capable opponents like the 
PRC and Russia that can focus their capability development 
against the US military. DoD will need to prioritize adaptable 
technologies that exploit asymmetries between US and 

CHAPTER 6. CONCLUSION

Photo Caption: The sun rises above Camp Taji, Iraq, silhouetting the 
MQ-1C Gray Eagle, Nov. 21 2020. The aircraft is being tested by 
QRC1-R1, a specially trained drone unit attached to the Enhanced 
Combat Aviation Brigade, 1st Infantry Division. (US Army photo by 
Spc. Roland Hale)
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adversary forces to obviate, rather than overcome, fundamental 
challenges, undermine adversary advantages, turn challenges 
into opportunities, and exploit US strengths. 

Technology priorities such as EP capabilities for passive and 
multi-static sensing, distributed and networked EA, or AI-
enabled EMBM and reprogramming will require accepting risk 
in traditional approaches to EMS missions. But the US military 
lacks the time and resources to gain a lead in EMSO against PRC 
and Russian forces using a symmetric system versus system 
competition. By the time DoD catches up, the PLA or Russian 
Armed Forces could exploit their EMS superiority to support 
aggression against their neighbors. DoD’s choice is whether to 

accept continued erosion of its edge in the EMS or to make bold 
bets on the technologies most likely to circumvent or reverse 
the inherent advantages enjoyed by its great power competitors.

The technology priorities described in this report represent 
the US military’s best opportunity to establish enduring EMS 
superiority. They are all being pursued by DoD to varying 
degrees, but most are merely being sustained rather than 
accelerated in support of a new approach to EMSO. To reverse 
trends of the last three decades and give the PRC and Russia 
challenges to address, funding and attention will need to shift 
to these new priorities and away from legacy programs that 
helped US forces win conflicts since the Cold War. 
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 ABMS Advanced Battle Management System

 AI artificial intelligence 

 C2 command and control 

 C3 command, control, and communications 

 C3ISR command, control, communications, intelligence, 
surveillance, and reconnaissance 

 C4 Command, Control, Communications,  
and Computers

 C4ISR Command, Control, Communications, Computers, 
Intelligence, Surveillance, and Reconnaissance

 CEMA cyber electromagnetic activities

 CFT Cross-Functional Team

 COA course of action 

 CSBA Center for Strategic and Budgetary Assessments

 DoD Department of Defense 

 EA electronic attack

 ELINT electronic intelligence 

 EM electromagnetic 

 EMBM electromagnetic battle management 

 EMS electromagnetic spectrum 

 EMSO electromagnetic spectrum operations

 EMW Electromagnetic Maneuver Warfare

 EO/IR electro-optical/infrared 

 EP electronic protection

 EPAWSS Eagle Passive Active Warning Survivability System

 ES electronic support

 EW electronic warfare

 EW EXCOM EW Executive Committee

 EWPMT Electronic Warfare Planning and  
Management Tool

 HPM high-power microwave 

 IR infrared 

 ISR intelligence, surveillance, and reconnaissance 

 JADC2 Joint All Domain Command and Control 

 KTK Comprehensive Technical Control 

 LPD Low Probability of Detection 

 LPI Low Probability of Intercept 

 LVC live, virtual, and constructive 

 NDS National Defense Strategy

 OTA Other Transaction Authorities 

 PAFMM People’s Armed Forces Maritime Militia

GLOSSARY OF TERMS AND ACRONYMS
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 PLA People’s Liberation Army

 PRC People’s Republic of China 

 RDT&E research, development, test, and evaluation 

 RF radiofrequency 

 SIGINT signals intelligence 

 SSF Strategic Support Force 

 TLS Terrestrial Layer System

 UAS unmanned aircraft system

 UAV unmanned aerial vehicle

 USSTRATCOM US Strategic Command 

 VCJCS Vice Chairman of the Joint Chiefs of Staff 
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