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1. Introduction and Summary
US national security experts worry the United States is falling 
behind China in the competition for 5G mobile communication 
dominance.1 While US companies led establishment of 
today’s 4G networks, they are not the frontrunners in setting 
5G standards, building 5G equipment, or deploying 5G 
infrastructure. The lead in 5G implementation belongs instead 
to China’s Huawei, which exploited a combination of regulatory 
protection, government subsidies, and capable technology to 
rapidly gain one-third of the global 5G market.2 

Huawei established its 5G prominence by selling inexpensive, 
fully-integrated radio access network (RAN) hardware and 
associated services that connect mobile devices to 5G core 
networks.3 Although some US government officials argue 
Huawei’s equipment is substandard compared to Western 
hardware, third-party testing suggests Huawei’s processors, 
gallium nitride (GaN) power amplifiers, and antennas enable 
their RANs to perform on par with those from US or European 
manufacturers, but with higher power efficiency and lower total 
cost of ownership (TCO).4 As a result, competing equipment 
providers, such as Finland’s Ericsson and Sweden’s Nokia, are 
losing market share to Huawei, and US manufacturers are not 
significant providers of 5G radio hardware.5 

Yet Huawei, with its rapid rise to market leadership, may have 
become most engaged in the least lucrative parts of the 
emerging 5G value chain. Like a long-distance runner who 
sprints too fast out of the blocks, Huawei may have created an 
opening for competitors to gain an advantage. 

Several think tanks and telecommunication companies have 
proposed approaches to counter Huawei by promoting open 
standards for RAN architectures—“Open RAN”—that could 
allow new competitors to provide individual RAN components 
such as radios or baseband processors.6 Open RAN 
architectures are worth encouraging, but these proposals are 
not a complete strategy. They do not incentivize US hardware- 
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or cloud-based RAN equipment providers to enter the market; 
do not make it easy for US or foreign telecoms to adopt these 
solutions; do not improve US-built open architecture RANs 
relative to Huawei’s offerings; and fail to address Huawei’s 
dominant position in RAN integration. Maturing open modular 
interfaces to the point where mobile network operators (MNOs) 
can adopt them with confidence will require investments to 
improve multi-vendor RAN interoperability.

Similarly, although recent US government export control 
decisions and bans will protect US networks from security 
risks associated with using Huawei equipment, these 
actions are not a long-term approach to countering Huawei’s 
market domination.7 Unless US or allied providers introduce 
alternative 5G architectures that can compete on TCO, 
flexibility, and ease of installation, Huawei will eventually use its 
subsidized market position, strong marketing and aftermarket 
support organization, and robust smart phone sales to fund 
and develop independent supply chains, improve its RAN 
technologies, and increasingly virtualize its 5G offerings. 
Huawei would then continue to grow its market share and 
penetration of international networks, eventually thwarting US 
and allied efforts to secure their national telecommunications. 

Current US Strategies Lack the Focus Needed 
for Success
US government and Department of Defense (DoD) 5G 
strategies seek to promote US 5G telecommunications 
networks and companies by pursuing three main objectives:

1. advance US and partner 5G capabilities;

2. promote awareness of 5G risks to national security; and

3. develop approaches to protect 5G infrastructure and
technologies.

These objectives are very broad, however, and do not address 
the specific challenges posed by Huawei’s current domination 
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of global 5G RAN installations, which is the primary obstacle to 
securing US 5G networks and establishing a US 5G industry.8 
In addition, the current US government approach of relying on 
Open RAN standards and export controls will not promote US 
5G alternatives fast enough to cut into Huawei’s market share 
before it can recover. 

This report proposes a more focused application of the US 
government’s 5G strategy, based on business value-chain 
analysis, which seeks to turn Huawei’s incumbency into a 
disadvantage. At the low end of the value chain, the strategy 
would accelerate development and maturation of US Open 
RAN competitors. At the high end, the proposed approach 
would establish a US advantage in virtualized 5G networks—
the future of 5G communications. 

The actions needed for the proposed strategy, described 
below and in chapter 3, fall within the DoD 5G strategy’s main 
lines of effort to promote technology development; assess, 
mitigate, and operate through 5G vulnerabilities; influence 5G 
standards and policies; and engage partners. Within these 
broad activities, the proposed strategy would concentrate on 
actions that:

• offer the greatest leverage against Huawei’s value chain
and are most likely to achieve secure and robust US 5G
networks that enable US 5G suppliers to compete with
Huawei;

• establish a US lead in the most impactful portions of the
5G value chain; and

• help afford US military forces the operational and
administrative benefits from 5G technology.

Export Controls Are a Tool, Not a Solution
Security is a long-standing concern with Huawei 
communication networks, which grew as Huawei became a 
market leader in 5G installations. Although company officials 

deny Huawei gathers intelligence for the government of the 
People’s Republic of China (PRC), Chinese law obligates 
the company to cooperate with its intelligence services. In 
addition, US policymakers argue that Huawei’s equipment has 
poor security and likely includes “back doors” to enable Beijing 
to harvest data from private, commercial, and government 
users or shut down equipment during a confrontation.9 

To protect US 5G networks, the US government in 
2019 banned the use of Huawei equipment by US 
telecommunications services companies, or telecoms, 
such as Verizon or Comcast.10 In 2020, the US Federal 
Communications Commission (FCC) directed that the $5 
to $8 billion spent annually from FCC’s Universal Service 
Fund no longer be used on equipment and services from 
Huawei or fellow PRC firm ZTE.11 And in May 2020, the US 
Commerce Department went on offense, cutting off Huawei’s 
access to US-made semiconductors, machinery, and design 
software.12 Although it has a multi-month stockpile, Huawei 
will eventually be unable to build its newest or future 5G 
infrastructure and flagship smart phones without the high-
density 7 nm-node semiconductors that can currently be 
manufactured only with US-made or US-designed tools or 
equipment.13

In response to US sanctions, Huawei is accelerating 
development of chip design tools and manufacturing facilities in 
China and modifying its phones and 5G RAN equipment to use 
the less-powerful semiconductors that can be made without 
US designs, design tools, or manufacturing equipment.14 Either 
of these approaches, however, is likely to take several years.15 
Until then, Huawei will attempt to circumvent export controls by 
buying chips and tools not contaminated by US intellectual 
property, and pressure US semiconductor companies to lobby 
the US government for relief from the controls.16

Huawei’s need to adapt its manufacturing process create 
an opening to establish alternative US 5G architectures and 
approaches. Therefore, the US government should continue with 
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export controls and apply them to other PRC companies, such 
as ZTE and China Information and Communication Technologies 
Group Corporation (CICT). The United States should also 
encourage other countries to adopt network strategies that 
safeguard their information by denying access to Chinese 
companies. During this window, however, the US government 
needs to catalyze development of US 5G competitors. 

A High-Low Strategy
Instead of hoping that export controls wear down Huawei’s 
market position or that Open RAN standards spawn a 
more dominant Western 5G provider, the US government 
should steal a march on China by aggressively implementing 
a strategy that attacks Huawei’s value chain while the 
company rebuilds its supplier base. Some analysts argue 
that US telecom equipment providers should build out 5G 
architectures that shift from integrated single supplier to multi-
vendor Open RAN solutions that reduce the importance of 5G 
radio hardware and increase the use of virtualization of 
networks to play to the strengths of US cloud computing 
companies.17 Others argue that US telecom equipment 
companies should compete directly with Huawei on RAN 
hardware using open RAN architectures and new 
technological approaches.18

US strategy should include elements of both approaches, 
competing symmetrically with Huawei on RAN efficiency and 
integration, while asymmetrically attacking Huawei up the value 
chain by advancing cloud-based disaggregated 5G 
architectures. This “high-low” strategy could pin Huawei down 
in the RAN hardware competition, which it cannot afford to 
lose, while allowing US providers to exploit their lead in 
software-based network architectures that are likely the future 
of 5G.19 If successful, this approach could relegate Huawei to 
the role of commodity hardware provider. 

The following chapters describe this strategy in more detail, 
including how it will impact the 5G value chain and undermine 
Huawei’s value proposition to its current customers.

2. A Strategy to Weaponize
the 5G Value Chain
The future of computing is mobile. Today more than 50 
percent of global web traffic terminates at a mobile device, 
and as much as 70 percent in some countries.20 This trend is 
likely to accelerate with the growing number of smart devices 
and machines connected via the Internet of Things (IoT) in 
homes, factories, warehouses, and other facilities. As figure 
1 demonstrates, internet traffic increasingly arrives at its 
endpoint through a wireless connection.
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Figure 1: Percentage of Internet Traffic 
from Mobile Sources
Mobile Share of Internet Traffic

Source: Author. Data Source: Kim Weins, “Cloud Computing 
Trends: State of the Cloud Report 2020,” Flexera blog, May 21, 
2020, https://www.flexera.com/blog/industry-trends/trend-of-cloud-
computing-2020/.

The rise of mobile computing has been enabled in part by 
the movement of digital content and services to remote 
cloud computers from local servers and storage devices. 
Software programs, entertainment, and platforms such as 
social media are increasingly provided as services streamed 
to the user and hosted on cloud-based architectures. 

https://www.flexera.com/blog/industry-trends/trend-of-cloud-computing-2020/
https://www.flexera.com/blog/industry-trends/trend-of-cloud-computing-2020/
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Cloud computing allows the provider to make more 
frequent updates with improved management of software 
and services. It also creates greater opportunities for 
collaboration among users, enables scalable provision 
of processing power and storage, and makes more 
sophisticated services and content possible without 
requiring a commensurate rise in the capability of users’ 
computing devices.21

Telecommunication services themselves are also moving 
to the cloud, as the switches and servers that route data 
between access points like cell phone towers and local 
network hubs are virtualized and replaced with software. 

Cloud architectures, by turning more of the hardware in 
today’s telecommunications networks into software, can 
enable greater network disaggregation or modularity and 
tailoring of network services to particular user groups.22

5G is both a product of the trends toward mobile and cloud-
based computing and an innovation intended to advance 
these changes. Although it is often described in concrete 
terms as a particular communications architecture, 5G is best 
characterized as a collection of technologies and processes 
loosely organized around a future vision for pervasive 
communications across a growing number of devices and 
use cases.23 Although Huawei built its lead by installing highly 

Figure 2: Key Technologies that Enable 5G Networks
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Source: Author. Data Source: Advanced Antenna Systems for 5G, 5G Americas White Paper, August 2019,  https://www.5gamericas.org/wp-
content/uploads/2019/08/5G-Americas_Advanced-Antenna-Systems-for-5G-White-Paper.pdf.
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https://www.5gamericas.org/wp-content/uploads/2019/08/5G-Americas_Advanced-Antenna-Systems-for-5G-Wh
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integrated RANs, the inherently disaggregated nature of 5G 
architectures makes them resistant to a single provider gaining 
and sustaining long-term market dominance. This helps create 
an opening for new US providers to enter the competition. 

The collection of technologies underpinning 5G networks, 
shown in figure 2, works together to provide the large 
capacity, high speeds, low latency, and tailorable processing 
capabilities that exemplify 5G. Much of the discussion about 
5G focuses on which portions of the electromagnetic 
spectrum a network will use. Although higher frequencies 
like millimeter wave (mmWave) can enable higher data rates, 
they cannot provide communications over long ranges or 
through walls due to attenuation. Instead of simply using 
higher frequencies, 5G networks provide improved capacity, 
speed, and latency compared to 4G by operating over wider 
bands of spectrum, employing multiple-input/multiple-output 
(MIMO) transmission schemes, more efficient Gallium Nitride 
(GaN) antenna elements, and increasingly virtualized radio 
and core networks.

Figure 2 also shows the increasing reliance on software in 5G 
networks compared to their 4G LTE predecessors. Although 
5G networks still depend on electromagnetic spectrum 
access and radio antennas to connect mobile devices with the 
core network, growing portions of the network architecture 
beyond the radio are migrating from hardware to software. 
The virtualization of 5G networks creates new opportunities to 
accommodate growing numbers of users with a more diverse 
range of services.24 

The array of technologies shown in figure 2 can be viewed as 
a playing field for the 5G competition. Huawei used its state 
support to field superior radio hardware and offer it 
in an integrated, turnkey package to MNOs, making it the 
predominant player in that element of the 5G value chain. 
Huawei’s position is now temporarily vulnerable due to the 

lack of a domestic supply chain for essential microelectronics. 
The Chinese government has also allocated growing spans 
of the country’s spectrum to Chinese telecommunications 
companies to accelerate 5G implementation and, in turn, 
enable improvements that could be fielded internationally 
to further grow the market share of Chinese 5G providers, 
primarily Huawei. 

On the other side of the competition, US and Western 
companies are comparable or better at implementing MIMO 
communication waveforms than their Chinese counterparts, 
and they enjoy a substantial technological and commercial 
lead in network and computing architectures, including 
capabilities such as virtualization and network specialization, 
or “slicing.” The central idea of an effective US 5G strategy 
should be to build on these existing strengths while 
undermining Huawei’s advantages and exploiting its 
vulnerabilities. 

5G Network Design and Competitive 
Opportunities
5G networks can be described in terms of their physical, 
functional, and logical architectures. In contrast to today’s 4G 
LTE networks, which generally have one configuration, 5G 
systems can accommodate multiple arrangements in each 
architecture to enable a wider array of services than is 
possible with 4G LTE. New 5G providers may be able to 
compete with Huawei by better tailoring their configurations to 
meet customer demands.

5G’s physical architecture, like today’s 4G LTE mobile 
communication networks, consists of RAN and core network 
equipment connected by communication links, as shown 
in figure 3. The main differences between the two physical 
architectures are the disaggregation of 5G RAN components 
and the ability of 5G RAN and core network functions to be 
virtualized more than their 4G predecessors. 
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The wider range of applications, increasing virtualization, and 
more modular structure of 5G networks compared to their 
4G predecessors offer US telecoms several new areas for 
competition. 

5G Functional Architecture
Today’s 4G RAN hardware is highly integrated physically  
and functionally, with tight coupling between antennas, 

baseband equipment, and computer processors—typically all 
co-located at a cell tower. Although 5G’s physical architecture 
may still place a radio and baseband equipment at a cell site, 
its functional architecture decomposes them into a radio unit 
(RU) and separate distributed unit (DU) and control unit (CU) 
processors, as shown in figure 4. Edge processors physically 
located between the cell site and core network facility could 
host the CU and DU functions.25 

Figure 3: Traditional 4G LTE Physical Architecture Compared to Illustrative 5G Network
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Source: Author. Data Source: Doug Brake, “A U.S. National Strategy for 5G and Future Wireless Innovation,” Information Technology and 
Innovation Foundation, April 27, 2020, https://itif.org/publications/2020/04/27/us-national-strategy-5g-and-future-wireless-innovation.

https://itif.org/publications/2020/04/27/us-national-strategy-5g-and-future-wireless-innovation.
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Disaggregation allows more flexibility in RAN configuration 
and component selection to meet the needs of a particular 
application. For example, a single DU can manage several 
small cell radios or RUs for Wi-Fi-like bandwidth in an office 

complex (split-access RAN). Alternatively, it and the CU could 
be located at the network’s edge near one or more cell towers 
to enable the ultra-low latency needed for safety systems or 
process controls (dual split-access RAN). 

Figure 4: 5G Functional Architecture
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Source: Author. Data Source: Gabriel Brown, “New Transport Network Architectures for 5G RAN,” September 18, 2018, https://www.lightreading.
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Radio access network functional architectures will increasingly be tailored to the application, in contrast to today’s monolithic, one-
size-fts-all structure.

https://www.lightreading.com/webinar.asp?webinar_id=1227
https://www.lightreading.com/webinar.asp?webinar_id=1227
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To disaggregate RAN physical components and functions, 
network integrators could reduce their reliance on closed, 
proprietary standards for data connections and switches 
between RAN components, as well as the backhaul data lines 
and switches to the core network. As shown in figure 4, the 
communication standards for the low-layer split between the RU 
and DU and the high-layer split between the DU and the CU can 
be established in an open, non-proprietary way to allow multiple 
equipment manufacturers to contribute to RANs. This is the 
objective of the Open RAN, or O-RAN, initiative, and it could 
afford an opportunity for US equipment providers to compete 
with Huawei if US hardware is cheaper, more capable, or more 
efficient.26 To make the full spectrum of functional architectural 
options available, Open RAN interfaces, such as the “F1u” 
interfaces in Figure 4, will need to be matured and 
demonstrated. 

The disaggregated architecture of 5G RAN also enables functions 
to be virtualized upstream of the RU, creating additional entry 
points for US 5G equipment manufacturers. Whereas today it is 
often specialized hardware that processes signals in the DU and 
CU, many of these functions can be performed by software that 
simulates the hardware’s operation on generalized computing 
resources at an edge site. This virtualization is easier to implement 
with CU and DU functions, which focus on processing digitized 
information, than with the RU, which converts analog signals into 
digital data and formats it for transmission to the CU. 

The virtualization of DU and CU functions, in addition to 
eliminating the need for bespoke hardware, can make more 
processing power available for situations when users in the 
same physical area need to communicate with ultra-low latency, 
such as traffic management for autonomous vehicles. In these 
cases, communications would not travel to the core network 
but would instead be managed within the CU at the network 
edge. 

5G Logical Architecture
Core networks connect RAN infrastructure to the broader 
telecommunications network and the Internet. Whereas today’s 

hardware-centric 4G core networks are designed primarily to 
move data to and from RANs, 5G core networks are intended 
to support additional services such as IoT services, data 
engineering, machine learning modeling and analysis, or 
autonomous prioritization of communications based on user 
needs or network conditions. The likely proliferation of 5G core 
networks and their greater capability will increasingly make them 
the primary architecture for both wired and wireless 
communications. In other words, 5G is reshaping the transport 
architecture of the Internet itself.

Although RANs will always require hardware for radios and 
antennas, most core network operations can be performed in 
cloud computing environments instead of using specialized 
hardware. The shift from hardware- to software-based 
functions in RANs and core networks allows 5G architectures 
to tailor services and characteristics in real time for different 
groups of users, slicing the network into specialized sub-
networks. This results in 5G networks having a logical 
architecture, shown in figure 5, as well as a physical and 
functional architecture. 

For example, with today’s 4G LTE networks, enabling ultra-low 
latency communications for autonomous vehicle traffic 
management would require permanently installing specialized 
hardware in the area to be serviced. A 5G architecture using 
cloud processing for the RAN and core network could instead 
provide this functionality on demand. 

• One network might continue to provide mobile Internet for 
communications and entertainment. This slice could 
conduct most DU functions at the cell site and CU 
functions in edge processors because low latency between 
users is not needed.

• An entirely separate network might be used by a 
government road authority to support a low-latency 
cooperative sensing network that uses only edge 
computing facilities to enable rapid communication
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between users, without going through core networks. 
All CU and DU functions could be conducted in edge 
processors. Using abstraction and virtualization, this slice 
would be entirely logically separated from the Internet for 
security, even though it is running on the same physical 
hardware as the mobile Internet service.

• Finally, an automotive manufacturer might pay the MNO for 
a private network slice to support value-added services like 
remote monitoring or remote driving. This slice may need to 
conduct CU and DU functions in core network processors 

to enable the original equipment manufacturer (OEM) 
to rapidly use data and algorithms from its own cloud 
computing facilities.

The 5G RAN would multiplex these three network slices over 
5G spectrum to provide them all a single end-user device—in 
this case, a car. 

RAN disaggregation and the virtualization possible in network 
functions create two primary points of leverage for a US 5G 
strategy:
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• US manufacturers of components such as antennas,
power supplies, towers, and processors could
symmetrically compete with Huawei to supply RAN
elements when the US manufacturer has innovated better
equipment.

• US cloud computing companies such as Oracle, IBM,
Google, Microsoft’s Azure, or Amazon Web Services could
become 5G providers and asymmetrically compete with
Huawei by leveraging their superior ability to manage
network virtualization and cloud/edge/RAN physical,
functional, and logical architectures.

These opportunities result in two lines of effort for this strategy 
that are summarized below and detailed in the following 
chapters.

A Symmetrical Attack on RANs
Huawei’s lead in 5G implementation derives primarily from its 
domination of the RAN market and its superior marketing and 
aftermarket support. Building on its existing position in 4G 
LTE network infrastructure and Chinese government financial 
and policy support, Huawei provides turnkey installation 
of fully integrated RANs for MNOs. However, Huawei core 
networks do not yet provide the greater functionality eventually 
envisioned for 5G described above. 

As shown in figure 2, the higher throughput, spectral efficiency, 
and lower latency of 5G depends on MIMO transmission 
waveforms, wider spectrum bands, and higher-performance 
radio infrastructure, all of which increase the power needed in 
5G networks compared to their 3G or 4G LTE predecessors. 
Electricity makes up around 6 percent of a mobile network’s 
operating costs, and early deployments of 5G networks in 
China report twice the electricity usage of 4G equipment.27

The main competitive technical edge of Huawei’s 5G RAN 
design, outside of its low equipment purchase cost, is its high 
efficiency.

In addition to reducing electrical costs, more-efficient radios 
enable smaller and less-expensive cell towers, batteries, and 
backup generators, lowering the network’s overall TCO. An 
alternative RAN approach will need to beat Huawei’s network 
at efficiency and TCO while providing comparable 
performance in speed and latency. 

Huawei’s RAN design is highly reliant on foreign sources for 
key technologies, making it vulnerable to US export controls. 
Huawei’s RAN depends on microelectronics built with US-
developed design tools or equipment, and 60 percent of its 
semiconductors are manufactured outside China, in Taiwan 
and South Korea. A competing RAN could exploit the US 
edge in semiconductor design and the same overseas or US 
manufacturers to deliver higher efficiency and lower TCO. 

Often, strategies focus on exploiting strengths or attacking 
an opponent’s vulnerabilities. A less-employed element of 
strategy, however, is symmetrically attacking an opponent’s 
strengths. Although this effort may not result in an adversary’s 
defeat, it compels the adversary to defend its existing position 
or advantage and may prevent it from devoting sufficient 
attention to defending its vulnerabilities. In business, a 
symmetrical attack could take the form of disruption, in which 
a less-expensive product with initially lower performance than 
the incumbent eventually satisfies important customer needs. 

A symmetrical attack could disrupt Huawei’s 5G lead by 
fielding US-built Open RAN components with power efficiency 
and cost comparable to or better than Huawei’s RAN, even 
if their performance in bandwidth or latency may be less 
than that of Huawei’s systems. The lower performance of US 
RAN hardware could also be mitigated by combining it with 
virtualized RAN and core network elements.

A symmetrical attack would force Huawei to invest in improved 
RAN equipment or offer more advantageous terms to its 
customers. It could also prevent the company from investing in 
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the development of the supply chains and software needed to 
establish and improve the cloud segment of its 5G networks. 
This would bolster the strategy’s main line of effort—an 
asymmetrical attack up the 5G value chain using cloud-based 
5G architectures, where US firms should have an advantage. 

An Asymmetrical Attack on Edge  
and Core Networks 
US information technology providers excel in fielding cloud 
computers, developing and operating network management 
and application software, and designing and manufacturing 
semiconductors used in cloud computing.28 The US 
government, through the DoD, should deploy 5G networks 
that accelerate the evolution of these networks away from 
hardware-focused designs that play to Huawei’s strengths, 
and toward cloud and software-centric networks that likely 
represent the future of 5G communications. These new 
architectures will play to the strengths of US telecommunication 
equipment providers but may not emerge on their own until 
after Huawei is able to gain credibility in cloud computing. 

This asymmetrical approach would constitute the main line of 
effort in a 5G competitive strategy because it could confer a 
more enduring advantage to US 5G providers. The symmetrical 
competition in RANs will likely initiate a race to the bottom 
that will commoditize RAN equipment and afford temporary 
advantages to whichever vendor can deliver the lowest price 
for a particular RAN element, installation, and customer. In 
contrast, accelerating the virtualization of 5G networks into 
cloud computers would move the competition up the 5G value 
chain and favor providers that can deliver the combination of 
performance, customization, cost, and flexibility that users desire. 
Because customers will want different characteristics and there 
is no clear upper limit on cloud-based network performance, US 
providers could sustain a 5G advantage indefinitely. 

DoD could catalyze a move up the value chain with its 
investments in 5G technology demonstrations, military 5G 

networks, and cloud computing. Instead of treating these as 
separate capabilities, the department should manage them as 
a 5G portfolio. DoD could establish a set of US-sourced, US-
integrated 5G networks by combining its cloud development 
with ongoing 5G experiments at US military bases and the 
introduction of 5G communications to expeditionary military 
units. This approach is detailed in the following chapters. 

3. Opportunities in the 5G Value Chain 
The proposed strategy’s two main elements are intended to 
drive evolution of the 5G value chain to shift capability and 
services toward areas in which US telecom suppliers have an 
advantage, such as virtualized cloud-based processing. This 
shift would likely happen on its own, but at too slow a pace to 
enable US companies to gain an advantage for the impending 
5G buildout. Without US government action to accelerate 
adoption of a new 5G value chain model, Huawei would have 
time to recover from US sanctions and export controls and build 
the new competencies it needs to stay ahead in the 5G market. 

With 3G and 4G LTE networks, improved throughput 
depended largely on the use of wider swaths of spectrum 
and more efficient waveforms. 5G similarly relies on larger 
spans of spectrum than 3G and 4G and new waveforms to 
achieve greater speeds, lower latency, and service to more 
devices. But 5G’s more impactful innovation is its ability to 
incorporate larger amounts of computer processing in RANs 
and core networks. Cloud infrastructure’s growing contribution 
to 5G performance, compared with user equipment or radio 
hardware, shifts the potential sources of value in 5G away from 
hardware and toward software. 

The current MNO value chain is organized around and 
limited by hardware, as shown in figure 6. Each US MNO 
purchases spectrum licenses from the US government 
and maximizes that investment by fielding RAN and core 
network equipment that connect users to the broader 
telecommunications network and the Internet. The cost of 
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this infrastructure-intensive endeavor is reflected in the more 
than $250 billion in long-term debt owed by Verizon and 
AT&T. However, the stable recurring revenue of customer 
subscriptions and the potential for user and data growth 
make the debt load sustainable.29

With 96 percent of the US population already owning a 
cell phone of some kind, US MNOs need more revenue 
or margin to pay off debt or invest in improved 5G 
infrastructure.30 In response, they are opening additional 
markets like IoT that could dramatically increase usage; 
offering new applications such as streaming video services 
that extract additional revenue from existing customers; and 

increasing their scale, as seen with the recent T-Mobile–
Sprint merger.31 

Machine-to-machine communications, including IoT 
applications, likely offer the largest and most sustained 
opportunity for MNOs to improve their bottom line. However, 
creating a new market with new end users often takes a 
decade because of the complex interaction between markets, 
technology, infrastructure installation, and consumer behavior. 
A strategy to establish domestic US 5G providers will need to 
include ways for MNOs to increase revenue or lower costs in the 
near term, until longer-term expansion of services and revenue 
via machine-to-machine communications comes to fruition. 

Figure 6: Classic US Mobile Telecom Company Value Chain
Classic mobile network operator value chain: value is application delivery + mobility
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Vulnerabilities in Huawei’s Value Proposition
Huawei’s superior position in 5G derives from early and 
sustained investment in technology development, partly 
funded through PRC government programs such as 
National 863.32 PRC government support helped Huawei 
become the leader in 5G-related patents and operational 
deployments, which the company parlayed into influence 
on 5G standards. Chinese firms now own 36 percent of 5G 
standards-essential patents and have made 35 percent of 
5G technical standards contributions, more than double 
those of US companies.33

Huawei, by using its scale, synergy with its consumer electronics 
business, government support, and favorable currency 
exchange rates, can offer integrated RANs to MNOs at lower 
cost than competitors such as Ericsson, Nokia, or Samsung. 
Huawei’s experience conducting the first test deployments of 
5G, developing 5G standards, and engaging the first 5G mobile 
network customers established a domain expertise that other 
network equipment providers have difficulty replicating.

For an MNO, the value proposition of working with Huawei 
is clear. 5G networks bring new complexity to MNOs, whose 

Figure 7: Huawei’s Value Proposition for Mobile Network Operators
Huawei’s value proposition for MNOs centers on easy, low-cost implementation.
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core competence is not managing complex hybrid cloud-
edge networks at scale. Huawei’s marketing emphasizes its 
advantages; it promises to provide “a singular, integrated 
design for combining an unprecedented number of RF radio 
and antenna elements into one unit that is needed to support 
these new air interfaces” and that “integration of Huawei’s 
Cloud technologies provides a one-stop service platform.”34

A closer look at Huawei’s business model, however, reveals 
its strategy for 5G domination has structural weaknesses that 
US 5G equipment providers could exploit. The most prominent 
of these—Huawei’s lack of cloud computing prowess and its 
weakened microelectronics supply chain—are detailed below.

Lack of Cloud and Software Expertise
As figure 7 shows, Huawei is able to sell MNOs its network 
management software and cloud processing because they are 
part of its integrated network offering. This is not likely to persist 
as MNOs demand greater network performance and specialized 
services. Software-defined radios are shifting more of a RAN’s 
capability to its programming and processing power, while 5G’s 
improved capacity and speed derive more from edge and core 
network cloud computers than from radio equipment.

Without outside help, Huawei is not well positioned to 
compete as software increasingly becomes the source of 5G 
network value. The company trails Qualcomm in chip designs; 
uses Cadence for circuit design and simulation tools; follows 
companies like VMware in network management software; 
and is behind Cisco, Microsoft, and others in scalable cloud 
management frameworks, as measured by their market 
share.35

Huawei’s leaders would like to increase the company’s role 
higher in the value chain by providing more diverse and 
sophisticated core network services, including enterprise 
network configuration and slicing, intelligent management 
systems, and cloud/edge computing services. Huawei’s 2019 
annual report cites “pervasive intelligence” and “a digital 

platform” as its major strategic thrusts—both sectors where 
the company has no substantial market presence today.36 

Achieving this vision will be challenging. For example, 
although users take for granted the ability to move data 
from local networks to the cloud and back, managing a 
diverse set of changing network configurations at scale 
remains difficult. Cloud providers such as Cisco or Microsoft 
developed sophisticated applications specifically to manage 
the complexity of different user networks, and there is no 
open-source alternative for these capabilities. Huawei has 
sought to catch up with Cisco in network management for 
more than twenty years through a sustained development 
program, including through alleged theft of Cisco source 
code for Huawei’s Quidway routers and switches.37 Despite 
its efforts, however, Huawei is the #2 seller globally in 
Ethernet switches, but still has only one-seventh the volume 
of Cisco, the leader.38

Huawei also struggles to make inroads in cloud computing. 
The company built its offering on the open-source OpenStack 
management environment, but it has been unable to create 
compelling value-added services. Even with cut-rate pricing 
and a sustained push to market its cloud offerings to enterprise 
customers globally, Huawei has not reached the top four 
players in its own domestic market. In China, Alibaba leads in 
cloud systems, with a 43 percent market share, followed by 
Tencent Cloud at 17 percent, China Telecom with 9 percent, 
and Amazon Web Services close behind, with 6 percent.39

Supply Chain Weakness
Despite its quality components and “one-stop” integrated 
installation, Huawei’s network sales and servicing still 
perform significantly worse than the company’s consumer 
handset business. In 2019, Huawei’s mobile device 
portfolio accounted for 54 percent of its revenue and 
was its fastest-growing line of business, at 34 percent 
year-over-year expansion; meanwhile, Huawei’s network 
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business provided 34.5 percent of revenue—but a mere 4 
percent of growth.40

In several ways, Huawei’s market leadership in 5G is 
underwritten by its successful handset business. Its mobile 
device supply chains, in addition to generating the new 
revenue needed to expand and improve its 5G offerings, 
provide the microelectronics used in the company’s 5G RAN 
and core network infrastructure. As figure 8 shows, the unique 
elements of Huawei’s 5G business are system integration 
and installation, along with incorporation of cloud computing 
to virtualize some network functions; its hardware is largely 
derived from the handset enterprise. 

The strength of Huawei’s mobile device business, and its 
attendant revenue and supply chains, are now in doubt. 
Recent US government export controls directly affect 
Huawei’s most-capable and highest-priced mobile phones, 
which depend on 7-nm semiconductors. Furthermore, 
much of Huawei’s consumer handset success was built on 
the open-source Android operating system and Google’s 

portfolio of value-added applications. With export restrictions 
removing access to Google Play Services, however, 
Huawei’s phone sales are expected to drop by 20 percent, 
much of this coming from higher-end devices, as customers 
outside of China remain loyal to the Google application 
ecosystem.41 

Reduced mobile device sales and manufacture will undermine 
the strength of the supply chain Huawei depends on for its 
5G equipment, potentially slowing its ability to roll out new 5G 
deployments. Although the impact will be felt across Huawei’s 
5G network offerings, the effect of a degraded hardware 
supply chain will likely be most acute in the company’s RAN 
installations. 

Embracing the Future 5G Value Chain
Business researcher Clayton Christensen spent much of 
his career exploring the interplay between technology and 
business, including the relationships between product 
architectures and value chains.42 His framework for assessing 
the evolution of technologically based businesses could 
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Figure 8: Huawei’s Value Chain 
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WEAPONIZING THE 5G VALUE CHAIN 17

be used to identify the likely shape of a mature 5G market, 
allowing US 5G government efforts to “skate to where the 
puck will be” and undermine the position of competitors by 
embracing that future value chain today.

Christensen observed that business sectors like the computing 
industry tend to go through waves of integration and 
modularity in different parts of their value chain. He referred 
to this process as “the law of conservation of attractive 
profits,” suggesting that the greatest profits and value could 
be extracted from portions of the value chain with the highest 
degree of integration, and that elements of the value chain 
with modularity tended to drive toward commoditization and 
lower margins. Generalizing this, he theorized that over time, 

the location in the value chain where attractive profits can be 
earned shifts in a predictable way.

Companies organize in different fashions to exploit this 
dynamic. Some attempt to be fully vertically integrated, like 
IKEA or Huawei, owning nearly the entire process from raw 
materials to end-consumer experience. Others, like Corning, 
specialize in only one step of a value chain and provide those 
services to adjacent partners. Still others act as a horizontal 
platform, like Google, enabling partners to connect with 
end consumers, or an aggregator, like Facebook, that owns 
the near-customer stages of the value chain. Each of these 
strategies is viable in certain circumstances, but it must fit the 
state of technology and the needs of the chosen customer 
and it must have the ability to be mechanized across business 
and product architectures. 

Figure 9, adapted from Christensen for telecommunications, 
depicts how technology tends to advance with time, improving 
the performance of product architectures according to various 
metrics of customer interest. Customer needs also increase 
with time, but often at a slower rate. 

When the available technology struggles to meet customer 
needs, there is a strong motivation to produce an integrated 
architecture, with tightly optimized components that can 
provide superior performance to approach customer 
desires. An integrated architecture can always deliver more 
performance than a modular one because more product 
parameters can be tuned together. However, when the 
available technology provides more performance than the 
target customer typically needs, modular architectures and 
value chains have an advantage. This is because elements 
of the product offering can be easily mixed and matched, 
providing adaptability and speed, and often enabling the 
launch of new sectors in the value chain by spawning small 
businesses that can specialize in a specific product without 
creating a full value chain themselves. 
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In the case of 5G and Huawei, the critical question is this: Is 
there a performance gap or surplus with respect to the typical 
end-customer need, given that the end customer for the next 
five to ten years will remain a human subscribed to an MNO, 
until new markets for machine-to-machine communication 
develop. Arguably, there is no performance gap because 
today’s 4G LTE solutions are capable of maintaining high-
bandwidth video streaming links, except in extremely 
congested areas like stadiums or airports.

Huawei’s tightly integrated value chain and vertically oriented 
structure may be a disadvantage, given the lack of a current 
mobile telecommunications performance gap. A superior strategy 
would be to create a best-of-breed solution combining Open 
RAN hardware that incorporates a changing mix of the cheapest 
antennas and best baseband units in RUs, with a virtualized hybrid 
cloud network architecture to provide tailored DU, CU, and core 
network functions that can meet evolving customer demands.

Figure 10 depicts the value chain for this proposed network 
architecture, which represents the likely eventual future for 
5G communications. RAN hardware integrators would be 
relegated to the role of commodity parts supplier as RAN 
hardware becomes increasingly interchangeable, without 
any substantial impact on the rest of the network or quality 
of service. With multiple hardware vendors supplying 
equipment, MNOs would likely rely on third-party integrators 
like Wipro, Accenture, IBM Services, or Infosys to field and 
support their RANs or collaborate with cloud or network 
specialists such as Oracle, Cisco, IBM, VMware, Fujitsu, and 
Azure, which could expand into the business of 5G network 
integration. 

Implicit in this model is that margins are likely to fall in 
hardware-centric aspects of the value chain and rise in 
software- and information-centric parts, where US companies 
already hold technology and market advantages. There is 
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strong evidence that the initial stages of this market shift are 
already underway, as evidenced by 2020’s announcement 
that Nokia will be partnering with Microsoft’s Azure in its 5G 
offerings.43 

Other key beneficiaries of this transformation are likely to be 
new generations of companies that do not have to make 
massive capital investments in building a cloud or making a 
foundry to bring new 5G-related services and technology to 
market. Many of these companies already exist—from those 
specializing in 5G network management automation, like Robin 
or Mavenir, to new radio hardware technology providers, like 
Parallel Wireless or Altiostar—all of which are leveraging the 
increasing importance of software for future 5G value chains. 

Taking Action
The basic storyline of integration, modularity, and integration 
has played out dozens of times during the past century. 
Open-source software like Linux, with freely interchangeable 
code and evolvable interfaces, opened up server computing to 
new competitors that displaced incumbents such as Sun and 
Data General. If existing vendors are not able to meet evolving 
customer demands, the trend can go in the opposite direction, 
such as when Apple introduced a tightly integrated human-
driven mobile computing hardware-software product that 
broke the stranglehold of BlackBerry and Palm on high-end, 
hand-portable computing. 

Christensen noted that component interchangeability in a 
product architecture has profound implications for a value 
chain, enabling independent companies to sell, buy, and 
assemble components and subsystems. When suppliers are 
vertically integrated, they have no choice but to make all of the 
key system elements in order to make any of them, as Huawei 
does now. However, when modular architectures emerge, such 
as Open RAN, new companies can arise that specialize in just 
one element of a value chain. In many cases, specifications 
for modular interfaces will coalesce as formalized or de facto 

industry standards. When this happens, providers can build 
unique value propositions from multiple suppliers.

The US government will not be able to remap markets or 
crown kings of industry by itself. However, it can perform 
a judo move and accelerate this inevitable shift toward 
modularity during today’s narrow window of advantage, 
while the market matures and Huawei adapts to US export 
controls. The next chapter provides recommendations for US 
government policies and investments to embrace the shift to 
a new 5G business architecture and improve the competitive 
position of US 5G equipment providers. 

4. Recommendations and Conclusion
The US government overall, and DoD specifically, are small 
players in 5G R&D and network deployment. Their investments, 
however, can accelerate key technologies to enable the high-
low strategy described above, pinning Huawei down in a race 
to the bottom for RAN hardware dominance, while supporting 
the movement of US equipment providers up the 5G value 
chain. Military units and operations can also provide a range of 
environments and scenarios for prototyping and demonstrations 
to build experience with new 5G network architectures. 

The US government should take the following actions 
to implement the proposed strategy. In addition to these 
recommendations, the US government should continue to 
expand export controls against Chinese companies and 
their subsidiaries, subject to cooperating with the country’s 
intelligence services. The United States should also encourage 
other countries to adopt network strategies that safeguard 
their information by denying access to Chinese companies. 

Recommendation #1: Improve US RAN 
Hardware
The proposed high-low strategy’s low line of effort depends on 
the emergence of an Open RAN–based alternative to Huawei’s 
integrated RAN architecture. As noted in the previous chapter, 
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there is not a significant gap yet between consumer demand 
and network performance. An effective open architecture 
RAN competitor could exploit this dynamic by fielding RAN 
components that perform comparably to Huawei but reduce 
TCO for MNOs through improved efficiency, given the doubling 
of power demands expected for 5G networks over 4G. 

The US government should invest in development of new 
radio hardware, particularly antennas, that can deliver higher 
efficiency and lower TCO than Huawei’s monolithic RAN 
architecture. The government can do this through increased 
funding to the Defense Advanced research Projects Agency’s 
Electronics Resurgence Initiative, which is designed to improve 
military microelectronics. The Congress should also pass and 
implement the American Foundries Act and Creating Helpful 
Incentives to Produce Semiconductors for America Act to 
provide additional mechanisms and funding for US electronics 
technology development.44 

Because improved RANs would be used to support DoD 
operations, the Defense Production Act could also be 
employed to invest in semiconductor production and design 
capacity. This would include investing in the supply chain 
for new semiconductor materials such as gallium for high-
efficiency GaN antenna modules. 

Recommendation #2: Encourage 
Modularization of RANs
Despite the availability of competitive components designed 
for open architecture RANs, MNOs may tend to pursue 
integrated RAN solutions such as those offered by Huawei 
to avoid the complexity implied by managing a large-scale 
virtualized network. The establishment of third-party network 
integrators, addressed in recommendation #3, will offer one 
solution to this challenge. 

Congress could further incentivize the pursuit of modularized 
RAN architectures by requiring that US MNOs source a 

maximum of 70 percent of their 5G RAN hardware in a 
specific geographic area from a single provider. In this manner, 
the government could promote the modularization and 
interchangeability of components.

Recommendation #3: Accelerate the Shift to a 
New 5G Value Chain
The high element of the proposed high-low strategy requires 
adoption of 5G architectures that shift more network functions 
to virtualized elements resident in edge and core network 
processors.

This transition will be challenging and could take a decade 
or more if left to occur organically, as described in the 
prior chapter. The interfaces between components in 
high-performance networks are extraordinarily complex. 
Sometimes, aspects can be documented in a simple written 
standard, like the use of a radio coding scheme. In other 
instances, as with the ARM processor, a reference design 
is used to convey the full standard because the system’s 
complexity defies static description and must be conveyed 
using a combination of sample software and sample designs. 
The ultimate test for interoperability and modularity in complex 
modern microelectronics is therefore through demonstration—
by actually changing out components and verifying that 
functionality is still achieved.

DoD’s Office of the Under Secretary of Defense for Research 
& Engineering, or OUSD(R&E), should fund a sequence of 5G 
radio equipment interoperability demonstrations to accelerate 
adoption of new 5G architectures combining modularized RANs 
with increasingly virtualized RAN and core network elements. 
To encourage commercial participation, this activity could 
be implemented through a consortium model and an “other 
transaction agreement” (OTA) funding mechanism. A consortium 
associated with the Open RAN Alliance could distribute DoD 
funding to encourage modularity, with each test 5G installation 
using components sourced from different suppliers. 
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MNOs will need an alternative to Huawei, Nokia, and Ericsson 
to design, install, and support their networks for this software-
centric model to succeed. Therefore, demonstrations should 
also feature new systems integration companies that work 

with networking or cloud computing vendors—as described 
in the previous chapter—rather than the RAN equipment 
provider or MNO. A two-year iterative demonstration 
campaign with four test sites would cost between $120 million 

Figure 11: Illustration of How the Increased Revenue from US 5G Providers Could Repay DOD’s 
Investment in Demonstrations
A timely investment by the Office of the Secretary of Defense (OSD) to shatter the vertically integrated 5G value chain on which 
Huawei depends could relegate it to lower-profit business thrusts and bring valuable software-centric workshare to US companies. 
This would return OSD’s investment through the tax base in under ten years.
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and $170 million and could leave residual infrastructure with the 
component suppliers. 

Interoperability demonstrations should strengthen the Open 
RAN initiative, foster the development of modular RAN 
components, pilot virtualized, software-centric network 
management, and demonstrate the feasibility of integrating 
disaggregated RAN elements. The demonstrations also 
present a clear value proposition to DoD, as illustrated in 
figure 11. 

The World Economic Forum projects that by 2030, nearly $1 
trillion will be devoted to 5G buildouts of various types.45 A small 
investment today by OUSD(R&E) could return at least $280 
billion annually of recaptured value to US companies by 2027. 
This would return the DoD’s original investment to it through the 
tax base by 2030, assuming that its budget remains a constant 
proportion of federal discretionary expenditures.

While DoD research funding is typically blind to considerations 
of business models, in this case, both DoD’s technology 
needs and overall national security considerations can be 
architected to accelerate the inevitable changes ahead for the 
telecommunications industry.

Conclusion
The US government’s recent export controls and sanctions on 
Huawei should not be the totality of its effort to arrest China’s 
march toward telecommunications dominance. These moves 

should only be the beginning of a campaign and should be 
viewed as a brief holding action to allow the elements of 
an enduring strategy to be put in place. Huawei is already 
pursuing alternative supply chains and system designs that 
rely on domestic sources and markets. 

While Huawei regroups, the US government, through DoD, 
should pursue an enduring US advantage in the competition 
for 5G preeminence by attacking the company’s value chain. 
At the low end of the value chain, Huawei’s 5G RAN offering, 
like many previous highly integrated products, is ripe for 
disruption by modularized competitors that can offer better 
costs and adaptability. At the high end of the value chain, 
Huawei’s weakness in cloud computing prevents it from 
virtualizing its network architecture to get into more lucrative 
services like real-time data analysis.

By mounting the high-low strategy described above, the 
US government could pin Huawei down in an increasingly 
commoditized RAN hardware business against new modular 
competitors pursuing a “race to the bottom” on cost. 
Meanwhile, US cloud providers could leverage their superior 
market position and growing role in telecommunications to 
accelerate adoption of a new 5G value chain. US government 
action is needed to catalyze both of these changes. Left on 
their own, the 5G business model and value chain will slowly 
evolve, allowing Huawei to adapt its supply base and improve 
its cloud competence to make disruption difficult, if not 
impossible, for a decade or more. 
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