
HUDSON INSTITUTE REGAINING DECISION ADVANTAGE 1

POLICY MEMO

Regaining Decision Advantage
Revising JADC2 to Buttress Deterrence in Our Window of Greatest Need

GENERAL HERBERT “HAWK” CARLISLE, USAF (RETIRED); ADMIRAL SCOTT SWIFT, USN 
(RETIRED); LIEUTENANT GENERAL ERIC WESLEY, USA (RETIRED)

June 2022

A Need for Urgency
We believe that Joint All-Domain Command and Control 
(JADC2) is a critical priority for the Department of Defense 
(DoD) as it represents the best path towards deterring 
potential People’s Republic of China (PRC) aggression and 
addressing the other military challenges of our time. To the 
DoD,  JADC2 represents the capability to sense and make 
sense of information at all levels, in all phases of war, across 
all domains, and with all partners, thereby ensuring information 
advantage at the speed of relevance.1 JADC2 is therefore the 
US military’s essential technical enabler to leverage joint and 
coalition capabilities in complex military operations. Practically 
speaking, this means  choosing important operational 
problems and wiring together the right sensors and decision 
aids to deliver the right effects to solve them. The result will 
create operational dilemmas for our adversaries, and new 
options for US commanders.

The PRC has invested time, resources, and focus in 
countering the classical American way of warfighting focused 
on domain dominance.2 Moreover, planned US modernization 
and new technological opportunities will not arrive in time 

to alter the military calculus of the pre-2030 window of 
opportunity for deterring the PRC’s hegemonic ambitions.3 
And, even if the US military were able to field sufficiently large 
forces, it would struggle to deploy and sustain them at an 
appropriate scale and pace.

In the absence of a substantially larger or more capable 
US military, effective orchestration and integration of forces 
in mission time offers a way to create uncertainty for PRC 
planning and a more resilient US posture. The resulting force’s 
flexibility and operational tempo would be better able to 
buttress deterrence and counter aggression should deterrence 
fail. JADC2 promises to deliver this more adaptable and agile 
US military, but the Pentagon’s current top-down approach 
to implementing JADC2 is unlikely to yield results within the 
current decade.4

Therefore, we believe that JADC2 requires federated 
implementation rather than the current top-down approach. 
While certain key elements require leadership directive and 
focus—such as resourcing, definition of operational problems, 
and support for requisite command structures—operational 
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concept development and technical implementation are best 
driven from the tactical edge, leveraging the creative talents of 
the Soldiers, Sailors, Marines, Airmen, and Guardians making 
up the US military.

Although we come from three distinct service cultures, we 
share a common advocacy for the enduring and central role 
of command and control in successful military outcomes and 
that this is a pivotal moment for combining human ingenuity 
with technical enablement in coordinating and managing 
operations. 

JADC2 is the key to deterring or countering PRC aggression 
and therefore merits a Manhattan Project-like focus from the 
DoD, which should pursue it at velocity, i.e., directional speed, 
where joint operational problems determine the direction and 
distributed action around technical implementation provides 
the speed. And because it faces the most pressing operational 
problems, JADC2 should be targeted at Indo-Pacific 
Command (INDOPACOM).

An Assessment of Where We Are 
The ugly reality of the Indo-Pacific theater’s military situation 
is that the PRC is growing its military faster than the United 
States and fielding new weapons more quickly than the DoD’s 
modernization plans can counter.5 Major new US weapons 
systems, including hypersonics and long-range precision fires, 
will take nearly a decade to field in quantity. As a result, the 
US is left playing a distant away game in the Pacific without 
the luxury of interior lines and at a substantial numerical 
disadvantage. 

However, to pursue its interests in the Pacific theater, the 
United States need not rely on quantity—and, indeed, cost 
and physical constraints preclude its doing so. Rather, force 
employment, surprise, and initiative remain determinative 
in the outcome of conflict. The US military should therefore 
focus on honing its practice of command and control to (1) 

deliver battlefield surprise, initiative, and resilience even under 
the fire of an adversary’s intense counter-C4ISR campaign, 
(2) drive adversary confusion and doubt, and (3) leverage its 
remarkable inventory of joint military capabilities to deliver 
the right effect at the right place and the right time. Playing 
to US strengths, these capabilities are the key ingredients of 
decision advantage, and are likely to have value beyond the 
PRC, extending to deterrence of and engagement with lesser 
adversaries. 

US pursuit of a decentralized model of decision-making and 
execution has historical and cultural advantages. Not only 
is the Chinese Communist Party biased toward centralized 
decision-making and mistrustful of its own officers, but it has 
also fallen in love with the technology and decision-making 
model underlying its own artificial intelligence-powered, 
centralized surveillance state.6 This model employed in 
combat will most likely prove brittle, and the United States 
must capitalize on this asymmetry. Moreover, the enterprising 
creativity of American Soldiers, Sailors, Airmen, Marines, and 
Guardians constitutes a core US advantage, which JADC2 
must be structured to harness and capitalize on.

Even though many of its new weapon systems will not be 
fielded until the 2030s, we recognize that the Department of 
Defense has not been standing still. It has pushed forward a new 
Joint Warfighting Concept that supports service and functional 
concepts and has authored an updated National Defense 
Strategy.7 The services and Joint Staff have made significant 
strides in their initial JADC2 experiments and demonstrations, 
including the Army’s Project Convergence, the Navy’s Project 
Overmatch, and the Air Force’s Advanced Battle Management 
System (ABMS).8 Joint Staff J6 has created a JADC2 
implementation plan that calls for immediate and sustained 
demonstrations of novel mission threads and kill chains.9

However, these efforts are insufficient. Service experiments are 
producing new tools and cross-domain implementations but 



HUDSON INSTITUTE REGAINING DECISION ADVANTAGE 3

are not aimed at enabling joint solutions to the most pressing 
operational challenges facing combatant commanders. 
Instead, the Joint Staff-led JADC2 effort is focused on shaping 
new requirements, which—while a useful exercise—is likely 
to affect change only slowly. And, although the JADC2 
implementation plan calls for immediate and sustained 
demonstrations of novel mission threads and kill chains, it 
does not inherently offer a path towards that end.

With the luxury of time, the Department’s methodical top-
down approach could perhaps develop information technology 
architectures, a common data fabric, common software 
development environments, common tactical datalinks, and 
common message standards that would meet the needs of all 
services in all theaters. Such a centralized approach to JADC2 
might drive future weapons system requirements and deliver 
a modular future fighting force. However, given the diversity of 
service equities and the limited time available, this strategy has 
proven inadequate.

The current JADC2 construct is framed around the needs of 
all theaters, for all phases of conflict, and for all threats—an 
approach that conflates universality with jointness. While the 
entire military could benefit from digital modernization, the 
reality is that certain theaters, kill chains, and operational 
concepts are more important than others. JADC2 
development must be prioritized around needs that will affect 
outcomes in the Indo-Pacific. The resulting modernization, 
development, and experimentation activities could then be 
leveraged across the joint force.

We are just beginning to understand and explore the 
potential richness resulting from digitally integrating the US 
military’s expansive inventory to scale existing systems and 
address the enormous challenges facing US forces. JADC2 
could drive the synergistic alignment of today’s capabilities 
to cover gaps and impose dilemmas on adversaries 
having no favorable alternatives or outcomes. During this 

process, it is imperative that the Department’s engineering, 
development, and experimentation efforts emphasize 
resilience. JADC2 cannot leave open communications links 
and single points of failure that offer future avenues of attack 
but, rather, should weave together overlapping capabilities 
to create a greater whole. 

We believe the Defense Advanced Research Projects Agency’s 
(DARPA) portfolio of efforts stands out as a valuable approach 
to the more effective employment of today’s forces against 
a numerically superior home team such as the PRC. While 
DARPA’s efforts do not address all possible service needs or 
military scenarios, they nonetheless represent a novel and truly 
joint articulation of a high-priority operational problem. DARPA 
is also focused on action, capability creation, engagement with 
end-users, and driving experimentation.

It is telling that DARPA’s efforts have no natural long-term 
home in the Department’s organizational structure. Joint 
capabilities have no owner, and, in peacetime, no organization 
or resourcing mechanism exists to operate and sustain a 
joint command-and-control capability. Forces received by 
geographic combatant command users such as INDOPACOM 
are integrated within their respective services but not with 
forces of other services.

Investments in C2 capability are low-hanging fruit that can 
deliver results in the near-term window of strategic risk. With 
the right focus, technology, organizational construct, and 
leadership support, development and fielding of C2 solutions 
is much faster than of new platform hardware. JADC2 is 
therefore our best near-term prospect to optimize the force we 
have today. 

Structuring Our Action on JADC2—  
Leadership Direction
To achieve velocity, we believe DoD leaders need to set 
direction via the following four actions:
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1. Define Operational Problems
By leaning solely on service efforts, the Department fails 
to capitalize on the potential of joint and cross-domain 
operations—i.e., delivering the right effects at the right 
time for the right purpose. In short, the US military must 
have the distributed, resilient capabilities to understand 
fast-paced and highly complex future combat situations, 
allocate resources appropriately, monitor progress, and 
adjust actions accordingly. To achieve greater speed and 
direction through JADC2 implementation, the Department 
should hone its thinking and focus on those handful of 
critical joint operational problems whose solutions are 
able to truly change the balance in the Indo-Pacific. Such 
problems are inherently joint and provide a way to measure 
progress against the complex real-world scenarios in which 
decision advantage matters. More tightly scoped than 
combatant commander O-Plans, operational problems 
should represent theater-specific gaps that can and must be 
overcome. We believe that, compared to the Department’s 
current top-down JADC2 implementation, this framing would 
allow better management of ongoing service-led digital 
modernization efforts.

2. Drive Joint Resourcing 
A small handful of activities that are truly joint will require 
leadership attention with respect to resourcing and 
sustainment. For example, DARPA’s efforts related to JADC2 
incorporate contributions from all the services and so provide 
a joint lens for measuring success. As these projects mature 
beyond their research and development stage, they will 
need a sustained organizational home and access to stable 
resourcing. Also, experimentation is essential to incorporating 
the human element of command and control, but will require 
sustained funding for cycles of experiments, feedback, 
and evolution in concepts and tactics. The DoD should 
establish long-term mechanisms that manage and resource 
implementation of technical developments like DARPA’s as well 
as experiments by combatant commanders.

3. Support the Organizational Structure for Exercising 
Joint Command and Control
Beyond resourcing, an organizational structure for exercising joint 
command and control during peacetime competition is needed, 
as this would enable coordination of cross-domain, cross-service 
activity and management of escalation. One model for this could 
be providing resources and billets for a standing Joint Force 
Headquarters subordinate to INDOPACOM, currently the most 
relevant geographic combatant command. 

As the Department proceeds to invent and deliver truly 
joint and resilient integrated-effects chains and associated 
operational concepts, it is important that these have a home 
for integration, experimentation, and potential usage. We 
believe that a standing Joint Force Headquarters, equipped 
with appropriate authorities and adequately resourced, would 
provide such a mechanism. 

4. Alleviate Service Resource Key Gaps
As experimentation activities progress, service leadership and 
combatant commands are likely to identify joint capability gaps 
that align with specific service responsibilities. Through the 
requirements and resourcing processes, leadership attention 
will be needed to prioritize gaps that are key enablers of joint 
effects chains.

Structuring Our Action on JADC2—  
Federated Implementation
To harness the advantages of distinct service cultures, 
distributed expertise, and the creativity of service personnel, 
JADC2 implementation should be federated. In particular, 
focusing excessively on common standards, common data 
fabrics, and compliance enforcement with centralized policy 
initiatives up-front may be counter-productive.

The remarkable progress of the Ukrainian Armed Forces in 
improvising new kill chains and battle networks using available 
components testifies to the value of a federated approach—
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from Starlink and cell phone base stations to consumer and 
military drones to crowdsourced targeting and situational 
awareness networks.10 These new cross-domain effects 
chains and their resultant decision advantage were driven by 
specific operational problems, often associated with targeting 
and prosecuting adversary forces. They were not compliant 
with reference architectures and did not work through any kind 
of requirements process. Instead, the focuses of their efforts 
were prioritized operational challenges.

1. Technical Implementation
One key aspect of JADC2’s technical implementation is the 
actual stitching together of effects chains. Any given effects chain 
has a handful of critical data sources, sensor, and effectors that 
are best employed against key targets. Connecting these target-
specific mission systems is a dramatically simpler problem than 
seeking to connect all data sources. 

We believe that, once operational challenges have been 
defined and when appropriate resources have been made 
available, technical implementation can then follow, leveraging 
existing service efforts as well as such joint activities as those 
associated with Strategic Capabilities Office (SCO) and DARPA 
programs or with INDOPACOM exercises.

During a recent forum at Beale Air Force Base, we were 
encouraged to see cooperation at the working level and entirely 
independent of any formal requirement for commonality.11 The 
Navy and Army are collaborating on processing key data useful 
for future targeting, and the Navy and Air Force are partnering 
on development of future kill chains and other capabilities. 
Driving these efforts is the services’ common commitment to 
the need for joint integration.12

2. Operational Concept Development
The future fight will involve service personnel and materiel, 
and so integration and experimentation efforts are needed 
to leverage service equities and influence their evolution. 

Each service has unique needs, from the massive scale 
and distribution of the Army’s tactical edge to the extended 
autonomy of Navy operations to the diversity of Air Force kill 
chains. That the services develop their own capabilities to 
address these needs is entirely appropriate.

Services create and refine their operational concepts through 
learning while deployed in theater, when engaging in joint 
or service experimentation, and as part of garrison or home 
station training. We fully expect the diverse perspectives of 
soldiers, sailors, marines, airmen, and guardians to generate 
surprising new ideas. An enduring US strength is the ingenuity 
of its people, and the DoD and the JADC2 initiative, in 
particular, must foster and empower this. 

A key means of promoting operational creativity is ensuring 
adequate prioritization of experimentation activities. Employing 
the same venues frequently and strong metrics development 
can ensure that experiments are focused on discovery and 
refinement rather than simply demonstration of new systems. 
We believe that wargames, experiments, demonstrations, 
training, and exercises are needed to develop and assess 
the viability, interoperability, effectiveness, and robustness of 
JADC2 to seize and accelerate decision advantage over an 
adversary.

Recommendations
Our recommendations to the Department of Defense are thus 
the following:

 • Emphasize approaches to JADC2 that maximize our 
decision advantage with respect to the PRC, specifically 
those enabling the model of mission command and the 
generation of surprise under degraded conditions.

 • Adopt a federated model for implementing JADC2, as 
there simply is not time for any other approach. Leverage, 
amplify, and accelerate ongoing service, federally funded 
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research and development center (FFRDC), and DARPA 
efforts.

 • Use threat-focused operational problems as a forcing 
function to measure progress, drive jointness, and make 
resourcing decisions. 

 • Find mechanisms to support the long-term operation, 
continued development, and sustainment of inherently joint 
or theater-specific C2 capabilities, including the creation of 
living tactics and plans that merge human discovery with 
technological development. This should include DARPA 
efforts.

 • Establish an organizational construct for joint command 
and control during peacetime competition in the Indo-
Pacific. This organization could be responsible for 
creating and managing command and control of the most 
important joint, all-domain effects chains for the most 
important missions. Part of this responsibility would be to 
ensure that these effects chains can be executed through 
decentralized, distributed, and resilient mission command 
elements and procedures.

 • Place greater priority on JADC2 experimentation, including 
assigning more military forces and allocating more funding 

to these efforts. We believe that the emphasis placed on 
experimentation and prioritization within JADC2 is currently 
inadequate; given the cost and time needed to field other 
modernization programs, —JADC2 represents the single 
most important near-term investment needed to achieve 
deterrence. 

We recommend that the deputy secretary of defense assume 
responsibility for implementing this plan and that the vice 
chairman of the Joint Chiefs of Staff support it. In some ways, 
the federated approach to execution that we advocate has 
already started; it now needs the endorsement, orchestration, 
and amplification of DoD leadership.

Conclusion
JADC2 represents an important opportunity for the DoD. As 
we remain reliant on today’s force for the next decade or two, 
the best way to rapidly advance capability, proliferate new 
operational dilemmas, and keep the PRC military off balance is 
to rapidly connect sensors, shooters, and relevant C2 centers 
around Indo-Pacific operational challenges having the highest 
priorities. With leadership attention, modest investment, and 
federated implementation, JADC2 can enable the United 
States to deter the PRC during our window of greatest risk. 
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