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BUILDING A TEAM FOR NEXT GENERATION AIR DOMINANCE

US air and naval forces face contested environments over wid-
er areas than ever before. Opponents fighting near their home 
territory can use long-range surface-to-surface missiles and 
air defense systems—enabled by a combination of commer-
cial or military satellites and airborne sensors—to threaten US 
or allied airfields, ships, and aircraft thousands of miles away, 
as depicted in Figure 1.1 By showing they can slow or prevent 
US intervention in their regions, aggressors like the People’s 
Republic of China (PRC), Russia, and Iran hope they can con-
vince neighbors to accept their demands for access, influ-
ence, or territory. And if coercion proves unsuccessful, these 
revisionist powers could employ long-range precision weap-
ons as part of a military offensive to achieve their objectives.

example, countermeasures and stealth capabilities could de-
grade the ability of enemy sensors to target and communicate 
the location of US ships or aircraft, and self-defense systems 
could prevent small attacks from being successful. As Figure 
1 suggests, against the larger strikes likely to be mounted 
during war, US ships, aircraft, and bases could also be po-
sitioned farther from enemy missile batteries to shrink weap-
on salvos to within US units’ defensive capacities.3 However, 
reducing their detectability and attacking from longer ranges 
would reduce the number and intensity of effects US ships 
or aircraft could generate. Consequently, adversary leaders 

CHAPTER 1. INTRODUCTION

Although formidable, long-range weapon and sensor com-
plexes like that of the PRC would not be impenetrable. For 

Photo: F/A – 18E Super Hornet airplanes preparing to launch from the 

Nimitz-class aircraft carrier USS Harry S Truman (CVN 75), Mediterra-

nean Sea, May 13, 2018. Image Courtesty Mass Communication Spe-

cialist 3rd Class Kaysee Lohman/Released. (Photo by Smith Collection/

Gado/Getty Images)
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may have greater confidence in their ability to win a war on 
acceptable terms. 

PRC, Russian, and Iranian anti-access capabilities also en-
able “gray zone” aggression. Effectively confronting these 
sub-conventional operations requires small US units or 
groups that allies and partners in the region would not view 
as disproportionate or overly provocative.4 To be credible, 
however, US forces intent on countering gray-zone aggres-
sion should also be survivable enough to avoid being easy 
targets of a preemptive attack by long-range sensors and 
weapons. As a result, US force packages generally are too 
large and well-defended to proportionally counter gray-zone 

operations, surrendering rungs on the escalation ladder to 
an opponent.5

The intent of the U.S. Air Force’s and Navy’s Next-Generation 
Air Dominance (NGAD) programs is to counter the impact of 
adversary sensor and weapon networks by allowing US air 
forces to operate against more challenging threats and at 
longer distances from airfields or aircraft carriers, aims NGAD 
would accomplish by replacing today’s front-line fighters with 
a combination of manned and unmanned systems centered 
on a new, sixth-generation manned aircraft.6 Operationally, the 
NGAD programs would use unmanned systems to degrade 
adversary sensors and communications, find enemy forces, 

Figure 1: PRC Weapons Capacities and Ranges

Source: The authors based on data and information gathered previously by others.2
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and attack targets. Manned NGAD aircraft would manage the 
actions of unmanned systems and deliver effects when need-
ed because of their greater capacity or ability for more direct 
operator control.7 

The services’ NGAD plans will present a challenge to the De-
partment of Defense’s (DoD) acquisition processes and man-
agement structures, which are designed to define, buy, test, 
and operate discrete platforms or equipment and do not easily 
accommodate development of recomposable systems of sys-
tems (SoS).8 In light of past SoS failures, including the Army’s 
Future Combat System (FCS) and Navy’s Littoral Combat Ship 
(LCS) program, Navy and Air Force leaders tend to emphasize 
NGAD’s new manned fighters while de-emphasizing the broad 
family of systems that would also contribute to their respective 
NGAD programs.9 

While an aircraft with greater reach and survivability would clearly 
be useful in the face of improving air defenses and longer range 
ballistic or cruise missiles, focusing Air Force or Navy NGAD pro-
grams on their manned components would be unlikely to deliver 
more than an incrementally improved version of today’s fighters. 
As counter-air sensors and missiles are easier and less expen-
sive to advance than manned aircraft, whatever edge manned 
NGAD aircraft might provide would be fleeting and evolving them 
to stay ahead of adversaries would likely be unaffordable and 
late-to-need.10 Sustaining the survivability, reach, and lethality re-

quired from the DoD’s NGAD program will depend on an array of 
offboard systems that can independently change and evolve to 
exploit emerging technologies and avoid presenting opponents 
with predictable formations and capabilities. 

Despite the limited speed of advancement and possible high cost 
associated with new manned fighters, the Air Force and Navy still 
need to replace aging F-22s and F/A-18 E/Fs, and automation 
has not yet matured sufficiently for unmanned aircraft to conduct 
the full range of air warfare in highly contested environments. The 
services’ NGAD programs will therefore need to develop afford-
able manned aircraft alongside a recomposable set of organic 
and offboard sensors, weapons, computer processors, and un-
manned vehicles. 

To achieve the agility required to counter evolving threats, 
Navy and Air Force leaders will need to focus their NGAD 
programs first on software and mission systems and second 
on manned and unmanned platforms, a departure from his-
torical DoD acquisition practice. NGAD could thus pioneer a 
new method for military SoS development, which this report 
describes in the context of the Air Force NGAD program. Pri-
oritizing NGAD’s software ecosystem and using it to integrate 
the program’s elements could yield a capability able to re-
spond to an opponent’s actions and create surprises that dis-
suade adversary aggression, which is ultimately the objective 
of US force development efforts. 
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The need for the Air Force NGAD program’s elements to develop 
independently—while also being able to combine in novel com-
positions—suggests that it should more closely resemble a team 
rather than a family of systems.11 Families generally are born and 
develop together, remaining highly integrated over their lives. In 
contrast, the NGAD team, like its human counterparts, would 
assemble to execute a series of operations—or plays—and later 
recombine in new formations to conduct other plays. And, as 
with human teams, the NGAD program’s elements could exhib-
it emergent behavior, creating new plays based on interactions 
with each other or with adversary forces.12 

Developing NGAD to be an evolving team employing previ-
ously undefined tactics runs counter to the predominant de-
cision-making processes currently used by the DoD. At the 
strategic level, American dominance following the Cold War 
inspired resource and operational planning methods that as-

sumed US capabilities would almost always be qualitatively 
superior to those of opponents. The DoD could therefore es-
tablish relatively static operational concepts, tactics, and mate-
rial requirements well in advance of a conflict, allowing efficient 
training and preparation alongside methodical pursuit of next 
generation equipment. Despite the arrival of innovative peer 
adversaries, the DoD retains this same basic approach of de-
veloping the force around predictions of future need.13 

At the operational level, US military adaptation is constrained by a 
lack of organizations and infrastructure required to integrate force 
packages other than those prepared for deployment by the military 
services themselves. The Joint All-Domain Command and Con-

CHAPTER 2. NGAD SHOULD  
BE A TEAM, NOT A FAMILY

Photo: An F-22 Raptor and two A-10 Thunderbolt IIs fly overhead be-

fore landing at Ämari Air Base, Estonia, Sept. 4, 2015 as part of a brief 

forward deployment. (U.S. Air Force photo/ Tech. Sgt. Ryan Crane)
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trol (JADC2) initiative is intended to address this gap but, due to 
its reliance on universal standards and a top-down management 
approach, is unlikely to deliver a DoD-wide solution within this de-
cade.14 JADC2 is producing some examples of joint integration at 
the tactical level through experiments led by the military services as 
part of the Navy’s Project Overmatch, the Army’s Project Conver-
gence, and the Air Force’s Advanced Battle Management System 
(ABMS). These successes, however, highlight the tactical con-
straint on US military courses of action (COA)—a lack of interop-
erability and decision support tools for commanders in the field.15 

When it was the dominant global military, the DoD could af-
ford to depend on static doctrine and slowly evolving systems. 
Against peer adversaries like the PRC, however, military supe-

riority will increasingly need to emerge from operational innova-
tion rather than a qualitative technological edge. And with the 
leveling of military technologies demonstrated by recent con-
flicts in Nagorno-Karabakh and Ukraine, US forces may need 
creativity to gain an advantage against even regional opponents 
such as Iran or North Korea.16 

Overcoming Disadvantages  
through Optionality
Using the DoD’s post-Cold War planning approach to develop 
NGAD would require accurate predictions of the threats and 
scenarios US forces would likely face and the operational con-
cepts they would employ. When the US military and its weap-
ons systems were dominant, relying on such forecasts was 
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not unreasonable because opponents would only be able to 
challenge US forces through a narrow range of scenarios and 
capabilities. 

However, peer adversaries like the PRC can challenge US and 
allied militaries using a diverse array of threats. The US reliance 
on a forecast-centric approach eases China’s planning burden 
and reduces its uncertainty, undermining US efforts to deter ag-
gression. As shown in Figure 2, the DoD should instead pursue 
programs that afford commanders more options compared to 
opponents and thereby provide a decision-making advantage. 
In such a decision-centric acquisition process, systems would 
be built in ways that allow them to more easily change their 
configuration and incorporate new technologies. Although a 
decision-centric acquisition approach would likely be less effi-
cient than building a well-defined and tightly integrated SoS, the 
resulting adaptability and resilience of the program would more 
than compensate for the cost in terms of efficiency.

To succeed in likely future operating environments NGAD should 
embrace a decision-centric approach incorporating a flexi-
ble team of manned aircraft, unmanned vehicles, and mission 
systems. By itself, a manned aircraft—even a sixth-generation 
one—would be challenged to remain untargeted in enemy air-
space while generating useful effects due to its payload or ca-
pacity limitations, outer mold line, and emissions. In highly con-
tested environments, offboard unmanned vehicles could help 
sense the environment and attack targets, but the NGAD SoS 
composition cannot be static, or it would result in a predictable 
set of characteristics that adversaries could quickly counter. 
Commanders therefore require the ability to change tactics and 
system configurations up to the time of mission execution. 

In addition to being operationally valuable, adaptability is import-
ant over the course of a campaign or war. Historically, military 
competitions have turned on the ability of one combatant to 
introduce new capabilities and concepts more quickly than an 
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opponent. The left side of Figure 3 shows, for example, the com-
petition of the US and German militaries in air navigation and air 
defense, respectively, during the bombing campaign over Germa-
ny. The right side of Figure 3 shows the US and German forces’ 
implementation of new anti-submarine warfare techniques and 
systems compared to advances in submarine evasion technolo-
gies. In both competitions, the time between the development of 
measure and countermeasure shrank during the war, suggesting 
that the ability of one side to field operational and technical inno-
vations more quickly than the other constituted an advantage. 

sures such as speed, range, or survivability. Inside highly con-
tested areas where the kinematics of anti-air missiles far exceed 
levels human operators can endure, greater speed and ma-
neuverability are of reduced value. And, although longer range 
and greater survivability compared to current fighters would be 
helpful in pushing closer to targets protected by overlapping 
air defense complexes, tailored and scalable multi-vehicle force 
packages would be more effective at sensing and engaging tar-
gets over long distances in high threat areas compared to the 
small number of manned multimission aircraft US commanders 
could afford to deploy on a single operation. 

The ability to build force packages from a wide variety of manned 
and unmanned systems will also address a limitation of approach-
es like “Loyal Wingman” that expands the capacity of a manned 

Resembles old-fashioned lightning bolt charts
But the emphasis is on machine -to- 
machine (M2M) information sharing, 
with a massively heterogenous architecture*

There is no dependable Global Information 
Grid or cloud connectivity during the mission 

*I.e. mission systems and internal logic processors are non-uniform and not designed with a requirement to interoperate

0  1  0
1  0  1  
0  1  1

1 0  1  
1  1  1  
0  0  1

.MDF 

.MP 

.ROE

software updates 
configuration 
management on 
release schedule

Cooperative, multi-domain 
targeting & prosecution

Code & Apps & Algorithms
pipeline

Repositories

Releases

Testing

Other code-bases 
& networks

Modern secure cloud environments and secure 
software delivery pipelines 

It’s not about platforms. It’s 
about mission systems and 
digital representations of 
information relevant to target 
prosecution Threat 

updates, 
algorithms, 
network/
protocol 
updates   

And specifics of configuration, rules of 
engagement, tactics, and more can be
deferred until mission planning time  

The DoD-unique problem 
is a tactical problem…

…and Cloud is relevant 
to pre-mission dynamism

Tactics, 
network 
defined 
at mission 
planning time 
on flightline 

Figure 4: The Transition from a Pre-Configured Family of Systems to an NGAD Ecosystem

Source: Authors.

NGAD as an Optionality Engine
The above discussion suggests adaptability will be a more im-
portant attribute of NGAD than traditional performance mea-
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ship or aircraft by coupling it with an unmanned platform.18 Under 
this model, the unmanned vehicles would require approximately 
equal range, speed, and survivability to their manned counter-
parts, resulting in them having similar costs per pound of pay-
load.19 In the approach proposed here for NGAD, unmanned ve-
hicles would not be coupled with the manned NGAD aircraft and 
would instead team with it when needed. Unmanned systems in 
the NGAD team could be deployed by the manned NGAD air-
craft, by other aircraft or ships, or from remote shore facilities, 
which would allow the unmanned vehicles to have shorter ranges 
and lower speeds. Because they could be smaller and less ex-
pensive, unmanned systems participating in NGAD could also be 
more expendable than their manned teammates. 

The growing need for adaptability thus drives NGAD toward being 
a collection of digitally connected mission systems hosted on a 
combination of manned and unmanned vehicles. Previous DoD 
efforts to coordinate the fielding of multiple interdependent sys-
tems such as LCS and FCS were plagued by the varied develop-
ment timelines and communication capabilities of their constituent 
systems. The NGAD program will need to employ an acquisition 
approach explicitly designed to support changing system compo-
sitions from development through fielding and operations.20

NGAD’s ability to use diverse combinations of manned and un-
manned platforms would enable it to counter enemy anti-air 
threats. However, fully exploiting the option space available with 
NGAD would require US forces to implement new tactics in 
concert with new systems or compositions. NGAD will resem-
ble a software-defined team in which tactics, force packages, 
and networks could change up to and during mission execution 
rather than a relatively static SoS or family of systems.

The dynamism NGAD would require in tactics and composition 
would also necessitate a reversal of the traditional paradigm used 
in military SoS development, which—to use terms drawn from 
computer science—is akin to “compile-then-compose,” where 
compilation entails translation of the programming language used 

by humans into executable files a computer can employ and then 
verification the program works. In DoD SoS development, mis-
sion systems or vehicles are developed and built independently, 
or “compiled,” and then composed into defined force packages 
such as an E-3 airborne warning and control system (AWACS) 
aircraft with F-15 fighters. Issues with the compile-then-compose 
model arise when SoS elements change or when interfaces do not 
perform as expected, such as when Link-16 systems prove in-
compatible with each other due to version control discrepancies.21 

The range of SoS configurations possible under DoD’s existing 
requirements approach is limited by the need to define specifica-
tions for each interaction between SoS elements during develop-
ment and acquisition. Because military services build their crewing 
and training plans around the range of available unit compositions 
and system characteristics, the diversity of tactics is therefore also 
constrained. For example, the U.S. Air Force is pursuing greater 
recomposability through programs such as Skyborg and is collab-
orating with the Royal Australian Air Force on its Loyal Wingman 
concept.22 These SoS approaches would use unmanned air sys-
tems (UAS) to carry weapons, conduct electromagnetic warfare 
(EW), or act as sensors for manned aircraft. Although they mod-
estly increase the diversity of possible force packages and COAs, 
these concepts are being implemented in each program through 
the synchronized development and acquisition of manned and 
unmanned platforms, which will constrain the variety of possible 
configurations and tactics available to a future commander. 

In contrast to traditional DoD SoS development, a dynamic 
team like that needed from the NGAD program would “com-
pose-then-compile.” Under this approach, shown in Figure 5, 
aircraft and mission systems would be loosely coupled during 
development with the ability to adjust the configuration of their 
software-defined command, control, and communications (C3) 
capabilities during mission planning. In this model, the specific 
composition of mission system, airframes, support systems, and 
even hardware board versions might remain unknown until the 
mission planning cycle began. When an operation is imminent, 
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mission configuration software would be defined and config-
ured (“compiled”) for the entire force package, thus ensuring in-
teroperability between elements. Mission configuration software 
would also be used to digitally verify the complex interactions 
between elements.

A shift to “compose-then-compile” became possible only recent-
ly due to the prevalence of digital systems and engineering—driv-
en in part by commercial technology development.23 Unlike the 
Cold War generation of analog aircraft, NGAD program elements 
will communicate and share data via interfaces which, along with 
the mission systems and vehicles themselves, are controlled by 
software—even if overseen by a human operator. Recompos-
ability in NGAD would therefore depend on machine-to-machine 
(M2M) communications like that in modern software-defined 
networking for enterprise applications.24 And, as in commercial 

use cases, cloud computing could host the pipeline for software 
delivery, maintaining version control as well as providing a shared 
development environment for diverse capability contributors. 

The DoD’s compile-then-compose approach is assumed to be a 
low-risk path to SoS development because it allows software to 
be fully tested before a system is fielded and integrated with oth-
er SoS elements. However, the combinatorial complexity of soft-
ware makes comprehensive pre-configuration testing an illusion. 
A more effective method would be to rely on digital verification 
tools that could be employed after a force package is composed 
for a mission as part of the compose-then-compile process. 

Implementing Compose-then-Compile 
Compared to the relatively static force compositions possible 
through coordinated acquisition, compiling the software-de-

Figure 5: Evolving SoS Approaches to Exploit M2M Communications

Source: Authors.
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fined networking and tactics associated with a particular NGAD 
composition at the time of mission execution would allow com-
manders to better tailor force packages for specific targets 
and tasks. As shown in Figure 6, the ability to compile force 
packages in mission time would also enable greater elasticity in 
force compositions after a mission is underway as well as more 
efficient use of a given set of mission systems and manned or 
unmanned vehicles.

Rather than centering on combinations of platforms as in to-
day’s SoS, the focus of NGAD force composition during COA 
development would be the mission systems carried by plat-
forms, as shown in Figures 6 and 7. Just prior to mission exe-
cution, NGAD’s distributed C2 system would decompose each 
platform’s functions by mission system and develop a COA 
that best exploits the available elements to accomplish the ob-
jective. The COA would prescribe tactics, assign functions to 
each mission system on each platform, identify the network 
configuration to be used, and define the appropriate autonomy 

approach—or the relationship between human operators and 
robotic systems. 

Although the vehicles and mission systems participating in 
NGAD could rely on substantial amounts of hardware to receive 
or transmit information, relocate, and generate effects, like most 
of today’s military systems they would all be managed and oper-
ated via computers. The challenge of configuring and allocating 
resources among NGAD elements would therefore be similar to 
a distributed computing problem.25 In this model and as shown 
in Figure 8, COA development would include the interrelation-
ships between elements with respect to communication, data 
sharing, decision-making, and resource allocation. 

This NGAD construct would also represent a heterogeneous 
computing environment. Developing unmanned aircraft in con-
cert with their manned counterparts as in the Loyal Wingman 
program is intended, in part, to allow them to use a unified com-
puting architecture. However, co-developing a set of unmanned 

Figure 6: Comparing Fixed and Dynamic Resource Allocation in COA Development

Source: Authors.
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and manned aircraft could significantly constrain the ability of 
other vehicles or systems to participate in force packages, 
thereby creating more predictability for opponents and afford-
ing less operational innovation for US commanders. To enable 
more diverse combinations of units, the compose-then-compile 
paradigm would assume that the exact combination of partic-
ipating computing nodes would be unknown months or even 
years in advance. Instead, force package composition, autono-
my relationships, network configuration, and other parameters 
would be compiled and distributed as part of mission planning. 
Mission planning would also use virtual and constructive tech-
niques to define tactics, bound within the set of COAs approved 
by operators based on their experience and training. 

This same conceptual approach to managing large-scale oper-
ations of critical distributed information systems is employed in 
core enterprise networks or other modern information systems. 
Since having identical hardware and software in every compo-
nent of a large-scale system such as a 5G network is impossi-
ble, operators instead use a network management system that 
keeps track of components and periodically pushes new con-
figurations and updates to maintain compatibility.26 

The need for heterogeneous distributed architectures will only 
grow as operating environments become more contested. For ex-
ample, participating units will need to change the operating char-
acteristics they present to the network when damaged or lost due 

Figure 7: Preferred COA Development and Implementation Process

Source: Authors.

1. Specific threat set
Define mission objectives not 
generic functional capabilities

2. Resource & functional mapping
It’s all about the mission systems

3. Push mission configuration
Load up the trucks and go

Active RF
Passive RF

Optical

Targets
Fusion

Effects Inventory

Engagement/
support sequences

Ta
rg

et
 c

er
ta

in
ty

Resource allocation & routing 

Signatures
Decoys/Deception
Electronic Protection
Mobility
Cover/Concealment
Passive/Active
Connectivity
Vulnerabilities

Dynamic configuration & resource allocation is 
key to countering complex, evolving target set

Cue-to-track funnel

EA –RF/EO targeting - STOA

Resource 
allocation set to 
allow for node 
and link failure, 
mapping to Pk

Mission needs & resource availability drive
1. Configuration of mission play & asset tasking
2. Network architecture & routing rules
3. Autonomy configuration & rules of 

engagement



18 | HUDSON INSTITUTE

to enemy action. Units may need to join and leave the network 
more frequently during a mission to degrade enemy sensing and 
understanding, engage targets, or sustain communications with-
in and external to the force package. And, as threats intensify, a 
more distributed force will likely be necessary to reduce the threat 
to manned aircraft and generate effects over wider areas. 

The need to treat NGAD primarily as a heterogeneous, distrib-
uted computing problem should reverse the DoD’s traditional 
development process, whose primary focus is the hardware 
system being developed or procured and which views network-
ing and computing as supporting elements only. In contrast, an 
alternative perspective on NGAD shown in Figure 9 starts with 
the computing and network structure and develops participat-
ing systems to work within that ecosystem. 

Additionally, viewing NGAD as a team rather than a family would 
enable elements to materialize and change over different time-
lines. For example, NGAD’s manned aircraft would emerge from 
the traditional acquisition process over a decade or more. Its sub-
systems—radars, mission computers, and countermeasures, for 
instance—would be co-developed but could be changed and 
updated at a relatively higher tempo than the aircraft itself or its 
parts. Related systems such as unmanned aircraft, air-launched 
effects (ALE), and weapons would be fielded independently over 
short timelines of months to years.27 External systems like sat-
ellite constellations would develop asynchronously from NGAD 
through independent processes. Most importantly, software and 
algorithms needed to integrate the NGAD elements would con-
tinuously evolve through combined development and operations 
(DevOps).28 In this model, it might be possible to evolve com-

Figure 8: NGAD Viewed as a Distributed Computing Problem

Source: Authors.
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munications waveforms, sensing modalities, cooperative tactics, 
and electronic warfare modes over a timeframe of weeks or even 
between sorties based on threat evolution.

Focusing the NGAD program on relationships and connec-
tive software between its elements rather than hardware plat-
forms and systems reflects a commercial approach concep-
tually, although the components and algorithms employed 
would largely be unique to the military. This approach would 
stand in stark contrast to the DoD’s traditional acquisition 
processes, which carefully attempt to define a program’s 

bounds early in its development to ease management and 
budgeting. Assembling a flexible team of NGAD systems 
would demand a shift from focusing on large multimission 
platforms to instead first identifying the software-based eco-
system that would integrate NGAD elements and then build-
ing hardware and applications within it. This approach is like 
that employed today by thousands of commercial technology 
companies working in operating systems from iOS to Linux 
and using shared development environments that include 
testing and tools such as shared code repositories and con-
tinuous integration.29 

Figure 9: Alternative Views of NGAD Acquisition

Source: Authors.
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NGAD would be a type of SoS in which future aircraft in-
teract with new and existing mission systems and weapons, 
space-based capabilities, advanced automation, and hu-
man battle managers and pilots. But, in contrast to current 
DoD SoS structures and like other teams, the NGAD pro-
gram would need to be agile and recomposable over both 
mission timeframes and the service lives of its component 
elements. Foreseeing every mission-system, force-package, 
and sensing-capability combination that would be useful in 
and relevant to a given future air-dominance mission is simply 
not possible. Therefore, to create a team capable of being 
operationally relevant and surprising future opponents, NGAD 
would need to incorporate features from each of the four 
existing types of DoD SoSs: virtual, collaborative, acknowl-
edged, and directed.30 These are depicted in Figure 10 and 
described in detail below.

A virtual SoS lacks a central management authority and a cen-
trally agreed-upon purpose. It is the least cohesive form of SoS, 
which facilitates the addition of new participants. Large-scale be-
havior emerges—and may be desirable—but this type of SoS 
must rely upon relatively invisible mechanisms to maintain itself. 
And, because it does not integrate its component systems, it also 
offers the least potential performance improvement over individ-
ual systems. 

The US economy is an example of a virtual SoSs.31 A broad 
operational concept establishes basic procedures and rules, but 
a virtual SoS generally does not define technical specifications, 

CHAPTER 3. BUILDING THE NGAD ECOSYSTEM

Photo: The littoral combat ships USS Independence (LCS 2), left, and USS 

Coronado (LCS 4) are underway in the Pacific Ocean. (U.S. Navy photos 

by Chief Mass Communication Specialist Keith DeVinney/Released).
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intended participants, or specific objectives. The ability of multi-
ple independent systems to cooperate with one another in a vir-
tual SoS enables them to achieve greater effect than each could 
independently, but the capabilities of the participating systems 
used in combination are largely unknown when each system is 
being developed. NGAD would need to reflect the flexibility of a 
virtual SoS but would also depend on the ability of the constit-
uent elements to share data and tightly coordinate their actions 
as in other types of SoSs. 

In a collaborative SoS, the component systems interact vol-
untarily to fulfill agreed-upon central purposes. Its operational 

concept describes the SoS’s broad goals and the procedural 
and technical processes for participation but does not specify 
its intended components. An example of a collaborative system 
is the internet, where protocols for participating are established 
in advance and component elements can change. 

Military tactical data networks could also be characterized as 
collaborative SoSs.32 They can be used for a wide range of mis-
sions; participants can enter or leave as needed or desired; and 
the size, scope, and component systems in the SoS change 
over time and with each new operation. However, networks 
like CDL or Link-16 operate according to strict standards, and 

Figure 10: Taxonomy of Systems of System Types

Source: Authors.
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messaging formats are highly prescribed. As a result, SoSs built 
around most of the DoD’s current networks are constrained in 
the number and diversity of components that can be incorpo-
rated. An NGAD program would need to capture the interop-
erability and potential for data sharing of a collaborative SoS 
but without the constraints associated with the DoD’s current 
network architectures. 

The acknowledged SoS is the most common type pursued to-
day in the DoD. Acknowledged SoSs have recognized objec-
tives, a designated manager, and dedicated resources. Howev-
er, the constituent systems retain their independent ownership, 
objectives, funding, and development and sustainment ap-
proaches. Interoperability between component systems in the 
acknowledged SoS is achieved and sustained by individual 
program managers, who must collaborate with each other and 
with the SoS manager to ensure their respective requirements 
remain in alignment. 

An acknowledged SoS has the advantage that the component 
systems are independently developed and so can also operate 
outside the subject SoS. Although in modern military operations 
this normally means that component systems can operate as 
part of another SoS, they may sometimes operate independent-
ly outside any SoS. The disadvantage of this approach is that the 
component systems are not optimized to exploit the capabilities 
that other systems that are also part of the SoS bring, likely re-
sulting in higher costs and decreases in overall capability.

In contrast to virtual or collaborative SoSs, an acknowledged 
SoS has a defined set of component systems that may change 
over time as systems are replaced or new applications are iden-
tified for the SoS. An acknowledged SoS’s operational concept 
describes its objectives, how its component systems interact 
with one another, and the resulting requirements for those sys-
tems. An example of an acknowledged SoS is Navy Integrated 
Fire Control-Counter Air (NIFC-CA), which uses the Coopera-
tive Engagement Capability and Tactical Targeting Networking 

Technology datalinks to integrate Aegis ships and E-2D Hawk-
eye early warning aircraft. Accessing the E-2D’s radar allows 
surface combatants to engage air threats using SM-6 surface-
to-air missiles well beyond the launching ship’s radar horizon.33

A significant challenge with an acknowledged SoS is the time to 
field a useful combination of independently developed systems. 
The Navy’s NIFC-CA capability took more than 20 years to 
emerge, and the DoD cannot wait multiple decades for NGAD 
to yield a minimally viable product. Therefore, development of 
NGAD would likely require more coordination between its archi-
tectural and physical elements compared to NIFC-CA.

Lastly, a directed SoS is built and managed to fulfill defined pur-
poses with a specific set of systems. Under a directed SoS ap-
proach, each element can be refined to exploit characteristics of 
other participants in the SoS. A directed SoS is centrally managed 
during development and in operation to continue to fulfill the pur-
poses for which it was constructed as well as any new ones the 
system owners wish to address. The component systems main-
tain some ability to operate independently, but their normal oper-
ational mode is subordinate to the centrally managed purpose. 

An example of a directed SoS is a multi-mission platform such 
as a fighter aircraft or a combatant ship. In each platform, the 
system integrator identifies the component systems, e.g., 
sensors, weapons, and propulsion equipment, to be incorpo-
rated into the platform and manages their development until 
the platform is fielded. A lack of duplication of its component 
systems benefits the platform’s overall capability, and program 
managers can gain cost efficiencies by ensuring that their plat-
form’s component systems leverage each other’s capabilities. 

A directed SoS offers the potential of dramatically improved 
performance or unique capabilities, but at the cost of flexibility. 
To sustain the tight integration necessary between elements of 
the directed SoS, its configuration must be well-defined and 
only changeable slowly over time. 
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As pursued by the DoD today, NGAD is most frequently envi-
sioned as a directed SoS, with all the attendant limitations and 
constraints imposed by that classification. However, to achieve 
the flexibility and performance required for future air dominance, 
the NGAD team will need to combine the synchronization pos-
sible with a directed SoS, the flexibility of a virtual SoS, and the 
programmatic agility of collaborative or acknowledged SoSs.

Flipping the Traditional Acquisition  
Process by Starting with Software
To realize the combination of SoS synchronization and compo-
sitional flexibility needed in NGAD, the DoD should move away 
from a platform-centric or directed SoS approach and should 
instead focus the program’s efforts primarily on development of 

a software-based ecosystem capable of incorporating a chang-
ing combination of mission systems, applications, and plat-
forms.34 Like a collaborative or acknowledged SoS, the NGAD 
ecosystem must enable participants to share data and direc-
tion, support mission planning and decision-making by human 
operators, orchestrate the actions of NGAD elements, and af-
ford the interoperability required to recompose NGAD elements 
over mission time and across the program’s lifecycle. 

Starting NGAD development at the ecosystem level as shown 
in Figure 11 is counterintuitive and the reverse of most DoD ac-
quisition projects. Manned aircraft and weapons take years or 
decades to develop, encouraging technologists and acquisition 
professionals to initiate an air warfare program by first defining 

Figure 11: Process for Defining NGAD Technical Characteristics 

Source: Authors.
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platform requirements and then following with the mission sys-
tems and networks needed by the platform to operate. 

By beginning its development with its software ecosystem, a 
NGAD program could avoid constraints imposed by the hard-
ware associated with its initial platforms. For example, a specific 
fighter aircraft like the F-22 is limited in the number and type of 
electromagnetic apertures it can incorporate; the space, weight, 
power, and cooling (SWAP-C) available for mission systems; 
and the size and shape of payloads it can carry internally and 
externally. Building an SoS around the F-22 would necessarily 
constrain its initial C3 construct in terms of such characteristics 
as communications bandwidth, processing power, data shar-
ing, distributed computing, and sensor modality and capacity. 
The modest degree of change possible in the F-22 itself and its 
payloads would constrain future options. 

Reversing the traditional acquisition process to start with the 
software ecosystem is consistent with commercial technolo-
gy development. The forms in which such enterprise software 
packages as Salesforce Customer Resource Management 
and commercial operating systems like Apple iOS were first 
deployed provided the minimum needed functionality for initial 
platforms like the iPhone but also incorporated procedural or 
protocol-based interoperability that allowed for a variety of fu-
ture applications and hardware. The C3 systems and attributes 
were then evolved using a DevOps process to introduce addi-
tional functionality or incorporate a more diverse array of user 
equipment such as iPads and Apple Watches. 

Modularity Enables an Ecosystem-Centric Approach
Initiating NGAD development with its software ecosystem 
creates program-management challenges. The initial C3 con-
struct, mission planning tools, and decision support programs 
need to work with NGAD’s inaugural collection of platforms 
and systems and then accommodate continued evolution of 
both the ecosystem and its participants to embrace new tech-
nologies or address emerging threats. As noted in Figure 11, 

however, the program’s ecosystem and component mission 
systems or platforms will likely evolve at different rates. Manag-
ers will therefore need to build the beginning C3 constructs or 
mission planning software without fully knowing the character-
istics of the NGAD’s initial participants, and, at the same time, 
platform developers will have to construct weapons and sys-
tems over years to work with an ecosystem that could change 
over days or months. 

The solution to these NGAD program-management challenges 
is modularity. In a modular development process, ecosystem 
developers—like their commercial counterparts working on iOS 
or Android—need only establish the appropriate application 
program interfaces (APIs) to participate in the ecosystem. APIs 
are not simply static specifications for characteristics such as 
frequency, data format, or bandwidth; rather, they describe pro-
cesses by which participants interact with one another, com-
municate, and share data that are often agnostic as to specific 
signal or attributes. Developers build and test their compo-
nents’ software with the ecosystem’s APIs in development en-
vironments such as Apple XCode for iOS or Chrome DevTools 
for Google Chrome and publish working instantiations of the 
ecosystem incorporating their components.35 In a more hetero-
geneous example, the 3GPP standards for 5G communications 
are built and maintained in this way.36

The use of APIs eases the coordination burden on developers 
creating the ecosystem and manufacturers of mission systems 
or platforms. Mission system builders only need to ensure that 
their sensors, radios, decision support tools, and countermea-
sures incorporate the appropriate APIs that allow them to inter-
act with the ecosystem. And, because modern aircraft, UASs, 
or weapons interact with the ecosystem through their digital 
mission systems, the underlying platform itself does not need to 
be directly interoperable with the ecosystem.

The key to decoupling platforms from mission systems and 
from the ecosystem is employment of open architectures. 
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The Modular Open Systems Approach (MOSA) embodied in 
frameworks like the Air Force’s Common Open Architecture 
Radar Programs (COARP) or Open Mission Systems (OMS) 
and the Army’s Future Airborne Capability Environment (FACE) 
are mandated by law to enable separation of the platform con-
trol, guidance, and safety systems from the software associat-
ed with the platform’s mission systems.37 However, NGAD will 
need to not only leverage these approaches to modularity but 
also employ a compose-then-compile model that avoids the 
version incompatibility issues that plague current open archi-
tecture efforts.

Figure 12 shows two examples of how modularity and open 
systems have enabled DoD programs to decouple their plat-
forms from their mission systems and, by extension, from their 

broader ecosystems. By enabling the program office to sep-
arately contract and manage development and acquisition of 
software algorithms, mission system hardware, platform hard-
ware, and networks, each of these programs has evolved over 
years or decades. 

Under the Navy’s Acoustic Rapid Commercial-Off-The Shelf In-
sertion (A-RCI) program, software running on submarine sonar 
and fire control systems is procured separately from the system 
hardware and both the software and the combat systems are 
also developed independently of the submarine. As a result, al-
though multiple submarine classes carry the same combat and 
sonar system, the BSY-1 for instance, individual submarines 
may be running different versions of the BSY-1 software de-
pending on where they are in the A-RCI refresh cycle.38 

Figure 12: Examples of Modular Acquisition

Source: Authors.
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Like the submarine and A-RCI program, the MQ-9 Reaper UAS 
carries a changing variety of sensors, weapons, processors, 
and radios that are developed and built by different vendors 
and purchased separately from the MQ-9 airframe. The soft-
ware running on each mission system changes based on the 
vendor’s refresh cycle, but mission systems always integrate 
with the aircraft’s operating system through common interface 
protocols under an open systems approach.39 

A key aspect of these programs’ modularity is their establish-
ment of boundaries that allow for the varying speeds of inno-
vation between the software algorithms running inside mission 

systems, the mission system’s hardware, the platform, and the 
overarching C3 and mission planning ecosystem. A-RCI, for in-
stance, adapts sonar or fire control algorithms on an annual 
basis and evolves independently of the decadal tech-refresh 
cycles employed for submarines or combat-systems hardware. 

A-RCI and the MQ-9 benefit from being contained within ex-
isting ecosystems of the submarine or the UAS. As an SoS 
intended to operate in highly contested areas, NGAD will need 
to establish its own ecosystem that can also interact with other 
ecosystems or external systems, as shown in Figure 13. NGAD 
can set boundaries that allow for the differing rates of evolution 

Figure 13: Relationships between Elements of an NGAD Ecosystem

Source: Authors.
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possible within each SoS element type. For example, platforms 
like aircraft and UASs change most slowly and interact with the 
overall ecosystem via mission systems such as sensors and ra-
dios that change over shorter timeframes. The fastest evolving 
elements will be software programs running on NGAD’s distrib-
uted computing architecture. 

By establishing open and dependable interfaces between plat-
forms, their mission systems, and the ecosystem, NGAD could 
enable each element to evolve at its own pace given the rel-
evant technological and programmatic limitations. Moreover, 
interfaces with the NGAD ecosystem’s C3 structure could be 
used to integrate with systems or platforms from outside the 
ecosystem in order to expand the range of COA options avail-
able to commanders. 

In addition to providing a framework for technical manage-
ment, modularity also informs the acquisition approach of 
open systems. The Integrated Vision Augmentation sys-
tem shown in Figure 12 began with loose requirements and 

a period of exploratory development such as that permitted 
by the Middle Tier of Acquisition40 and only established firm 
requirements after completion of prototyping and operational 
experimentation. In a flexible SoS like NGAD, the functionality, 
employment concepts, and team composition are expected to 
evolve even after initial operational capability and in ways that 
cannot be predicted in an initial weapons system specification 
or requirements document.

Shifting NGAD development to begin with the program’s eco-
system of C3 structures, mission planning tools, and network 
management systems will increase the likelihood that future 
commanders will have greater flexibility and survivability com-
pared to today’s force. Based on previous military and commer-
cial projects, building a successful ecosystem will depend on 
defining interfaces, exploiting modularity, and employing open 
systems approaches. Although messier and harder to manage 
than building hardware, developing an ecosystem is the only 
way to achieve the composability needed for NGAD to gain a 
decision-making advantage. 
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A modular, multi-layer approach to acquisition would enable 
the NGAD program to incorporate a changing array of plat-
forms and systems over its lifetime, thereby improving its 
adaptability and continued relevance. Operationally, NGAD’s 
recomposability would provide commanders with more op-
tions and create complexity for opponents. Harnessing that 
composability, however, would require the DoD to adopt a new 
framework within which to define autonomy, develop COAs, 
and plan operations. 

Autonomy as a Relationship
Increasing the reach, survivability, and adaptability of NGAD 
will depend on unmanned vehicles and automated mission 

systems, as well as the computer-aided decision support 
tools that help commanders build COAs. Accessing the wid-
er range of options and flexibility possible with unmanned 
or automated systems will only be possible, however, if the 
DoD allows these systems greater independence. Today, 
unmanned vehicles like the MQ-4A Global Hawk or MQ-4C 

CHAPTER 4. USING COMPOSABILITY  
FOR ADVANTAGE

Photo: Airmen from the 432nd Aircraft Maintenance Squadron stand 

side-by-side in front of an MQ-9 Reaper during their day shift at Creech 

Air Force Base, Nevada, Aug. 19, 2020. The Airmen and civilian 

contractors of the 432nd AMXS work around the clock, despite the 

COVID-19 pandemic, to maintain the MQ-9’s mission readiness. (U.S. 

Air Force photo by Staff Sgt. Omari Bernard)
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Triton fly programmed tracks, deviating according to pre-
planned responses if they lose communications, to avoid 
weather or traffic, or to investigate sensor readings.41 Small-
er, less multifunctional UASs such as missiles or Miniature 
Air-Launched Decoys (MALD) operate automatically but do 
so only within highly circumscribed tactics, techniques, and 
procedures (TTP).42

One of the reasons for the limited operating envelope of un-
manned systems is the lack a consistent autonomy construct 
in DoD acquisition. The term “autonomy” connotes a condition 
in which a system can operate without outside intervention 
or support. Very few platforms or systems in the DoD oper-
ate with complete autonomy, as even submarines or stealth 

bombers periodically require offboard sensing or logistics sup-
port. On the other end of the spectrum, the MQ-9B Reaper is 
continuously operated remotely by an offboard pilot and sen-
sor manager.43 

In terms of unmanned vehicles and mission systems, a ma-
chine’s autonomy is a function of the amount of intervention by 
human operators it requires to complete its mission.44 Thus, au-
tonomy could be viewed as a relationship between humans and 
machines. As shown in Figure 14, each phase of NGAD’s op-
erations would involve operators working with computer-based 
systems; as activities move from high-level goal setting to more 
discrete tasks, the balance of agency shifts away from humans 
and toward machines. 

Figure 14: A Construct for Autonomy in NGAD 

Source: Authors.
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For NGAD, commanders would identify missions and objec-
tives to be pursued, which operators would then compose 
into force packages and tactics in collaboration with com-
puter-aided decision-support tools just before or during each 
mission.45 The resulting COA, or “play,” would be pushed to 
the NGAD ecosystem for compilation into vehicle behaviors 
and mission system operations. NGAD’s distributed comput-
ing environment would develop the specific actions needed by 
its platforms, payloads, and mission systems to accomplish 
the play, including identifying steps where the operator would 
have to intervene to augment the automatic operation of sys-

tems, such as authorizing weapons employment or deciding 
how to proceed when two potential branches of a play are 
available. 

Building Plays through  
Human-Machine Teaming
Combatant commanders and their supporting joint force 
commanders will develop plays to address operational prob-
lems that must be solved to succeed in scenarios against 
such opponents as China or Russia. For example, sustaining 
air operations from Kadena Air Base in Okinawa would be 
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important in almost any scenario involving the United States 
and China in the Western Pacific. Although a perfect defense 
of Kadena is unlikely during such a conflict because of its 
proximity to China, sustaining even a small number of sor-
ties would provide Indo-Pacific Command options to counter 
PRC aggression and create complexity and uncertainty for 
PLA planning.46 

As shown in Figure 15, operations from Kadena could be sus-
tained through a combination of missions that defend against 
attacks, strike Chinese weapons and platforms before launch, 
and restore air operations after engagements. Each mission 
could be conducted by multiple plays. Figure 16 shows two 
plays that include potential NGAD elements such as the future 

F-XX fighter and RQ-58 UAS. The information in Figure 16 would 
come from operators’ composition efforts using virtual and con-
structive modeling and simulation tools to evaluate the different 
force configurations and concepts of operation that could be 
employed to conduct the mission. During mission planning, the 
virtualization of functions for compilation would aid the com-
parison process by identifying which force packages would be 
easier or harder to assemble and employ. 
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Starting NGAD at ecosystem rather than platform level would 
increase the program’s ability to support a wider variety of plays. 
Fully exploiting that inherent composability, however, would rely 
on understanding and operationalizing the relationship between 
the human operator and the machines. 
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The compose-then-compile approach described above would 
allow US commanders to adapt NGAD teams in mission time, 
thereby providing resilience in the face of adversary action and 
imposing complexity on enemy planning. But enabling com-
pose-then-compile would require that the DoD reverse its nor-
mal acquisition priorities, first developing and acquiring NGAD’s 
software-defined ecosystem and then proceeding through its 
mission systems, weapons, and platforms employing an open 
systems approach and modularity. 

Accommodating the different tempos of innovation possible 
in hardware compared to software would also require that 

NGAD program management loosely couple ecosystem, 
mission system, and platform development. NGAD-related 
elements should not be executed by unrelated groups but 
should also not be tightly organized under a single office. 
Thus, this study recommends that NGAD components at the 
ecosystem, mission system, and platform levels be devel-
oped by different offices overseen by a common executive, 

CHAPTER 5. CONCLUSION  
AND RECOMMENDATIONS

Photo: A F–22 Raptor flies in this undated image provided by Lockheed 

Martin. The First raptor will join the 27th Fighter Squadron at Langley 

Air Force Base in Virginia October 27, 2004 after leaving Lockheed’s 

plant in Marietta, Georgia. (Photo by Lockheed Martin via Getty Images)
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and Figure 17 shows an example of this proposed arrange-
ment for the Air Force.

The proposed construct shown in Figure 17 would reallocate 
program management responsibilities across Air Force pro-
gram executive officers (PEOs) to reflect the view of NGAD as 
a team rather than as an SoS organized around its manned 
platforms.48 The current Air Force PEO structure places 
manned NGAD aircraft, future unmanned aircraft, and exist-
ing fighters such as the F-16 and A-10 under the PEO for 
fighters and advanced aircraft—a construct that reinforces 
the idea of NGAD’s unmanned systems being coupled to its 
manned platforms. Moreover, PEO Fighters and Advanced 
Aircraft does not have responsibility for or oversight of the 
C3 structures or decision support tools that would form the 
NGAD ecosystem.49

The proposed PEO structure would separate NGAD’s manned 
aircraft and UASs from PEO Fighters and Advanced Aircraft 
and place their system program offices (SPOs) under a new 
PEO NGAD. Sustainment of existing aircraft like the F-16, F-22, 
and A-10 would remain under a restored PEO Fighters. Other 
expendable or attritable UASs that could join the NGAD team—
derivatives of Golden Horde or X-61 Gremlins for example—
would also be moved from PEO Weapons to UAS SPOs under 
PEO NGAD. The resulting structure would intentionally place 
most smaller Air Force UASs under PEO NGAD and leave only 
such larger UASs as MQ-9 or MQ-4 under their currently ex-
isting program management. This approach would allow UAS 
SPOs to use the software development environment provided 
by the NGAD ecosystem to exploit the variety of use cases and 
diversity of mission systems possible with attritable and ex-
pendable UASs. 

Figure 17: Proposed Acquisition Structure for Air Force NGAD Program

Source: Authors.
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Under PEO NGAD, SPOs would lead the development of NGAD 
manned aircraft, UASs, and mission systems. Most importantly, 
the PEO NGAD would establish an SPO to manage develop-
ment and operation of the software ecosystem that connects 
and orchestrates NGAD system interactions. This approach 
would enable flexibility in the configuration of NGAD between 
missions and over the program’s lifespan by avoiding the mono-
lithic prime contract structures common today, in which a prime 
contractor acts as the lead integrator for a family-of-systems 
and its associated C3 and mission planning software. 

A potential problem with the proposed approach is that UASs 
could operate with a variety of manned Air Force and Navy air-
craft outside of NGAD, including the B-21 Raider and FA-XX, 
and the NGAD team as a whole would need to work with such 
external systems as Space Force satellites. To address that 
concern PEO NGAD would lead regular development gaunt-
lets to ensure continued interoperability between programs be-
ing developed under NGAD and existing systems or programs 
being pursued by other services. As in commercial technology 
development, a gauntlet would consist of experiments where 
participating systems were forced to work together in a variety 
of relevant use cases.50 Some gauntlets would be strictly vir-
tual, using the NGAD ecosystem to assess the interoperability 
and effectiveness of potential force compositions. Others would 
be both virtual and physical, allowing program managers and 
executives to evaluate logistics, protection, and orchestration 
challenges between the NGAD team and outside programs. 

To support a DevOps approach, PEO NGAD would also con-
duct periodic sprints in which operators from doctrine and tac-
tics development commands such as the Air University Curtis 
LeMay Center or Air Force Fighter Weapons School explore 
possible COAs in potential future scenarios using digital mod-
els of flight computers, radios, sensors, and countermeasures 
alongside the ecosystem’s network software and mission plan-
ning tools. Insights from sprints would guide the evolution of 
NGAD elements and the ecosystem. 

PEO NGAD Should Focus on Interfaces  
and Integration
The primary role of PEO NGAD would be portfolio manage-
ment, which would entail prioritizing levels of investment and ef-
fort across elements of the NGAD ecosystem and defining and 
owning interfaces between platforms and mission systems and 
between mission systems and the NGAD C3 architecture. PEO 
NGAD would oversee integration, but not lead it. Like Apple—
which does not integrate, for example, Sony headsets with iP-
hones—PEO NGAD would rely on system vendors and their 
associated SPOs to ensure that systems work with each other 
using approved interfaces, which would be validated through 
integration gauntlets. By allowing each program to be funded 
and developed independently and at a tempo consistent with 
its technological advancement, priority, and operational need, 
this approach would achieve loose coupling between NGAD 
elements.

To gain control of interfaces within the NGAD ecosystem and 
with external systems, PEO NGAD should assert the govern-
ment’s intellectual property rights, which existing laws and 
regulations already require.51 However, the responsibility for 
establishing and maintaining interfaces today is often delegat-
ed to prime contractors, who then act as program integrators. 
The reason for delegating integration responsibilities is usually 
the substantial engineering needed to make mission systems, 
platforms, and C3 architectures work together due to the lack 
of well-defined software or hardware interfaces. By focusing 
primarily on interfaces, PEO NGAD should be better able to 
achieve the open and reliable interface performance reflected 
in commercial products. Additionally, these interfaces should 
be delivered in their native digital form, as required by law, and 
housed and maintained as part of the NGAD ecosystem.

The loose coupling afforded by PEO NGAD’s focus on interfac-
es would also provide a useful management tool to promote in-
teroperability and incentivize contractor results. Often the most 
significant shortfall in a new program is not the performance of 
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the system itself; rather, it is the ability of the program to syn-
chronize and integrate its efforts with other systems and plat-
forms. The multi-year timelines required to insert a new feature 
into F-35 operational flight program upgrades are an excellent 
example of this. Loose coupling would enable PEO NGAD to 
spur contractor performance by requiring frequent demonstra-
tions of interoperability, including during gauntlets, as a condi-
tion for progress payments and moves to the next milestone 
while the program is in development. In contrast, many pro-
grams today wait to demonstrate interoperability until the pro-
gram is nearly complete. 

To support DevOps sprints and interoperability gauntlets, PEO 
NGAD would need to own a shared repository of software code 
and training data associated with simulated environments and 
models of NGAD systems and platforms provided by SPOs and 
their vendors. This horizontal infrastructure would be essential 
to enabling individual NGAD elements to develop independent-
ly. To execute gauntlets and sprints PEO NGAD will need a test 
and evaluation office associated with Air Force Test and Evalu-
ation Command. 

Program Management Principles
PEO NGAD’s structure and priorities are intended to reflect a set 
of program-management principles the DoD should follow to 
achieve NGAD teams that are flexible and highly recomposable. 
Overall, these principles center on the need to manage software 
ecosystems, mission systems, and platforms differently from 
one another, rather than as parts of a monolithic whole.

Heterogeneity in the NGAD Team  
and its Software-Development Processes
Allowing programs and systems to evolve independently while 
remaining interoperable would be best achieved by avoiding re-
liance on homogenous software development pipelines or cloud 
environments across SPOs and PEOs. Although applying the 
same software-development process to disparate programs is 
efficient, doing so for systems that are intentionally heteroge-

neous—those comprising a NGAD team for instance—could in-
troduce unnecessary complexity since different programs could 
be more efficiently supported by differing coding and comput-
ing approaches. Moreover, common software development ap-
proaches could introduce shared vulnerabilities should a cloud 
environment or pipeline be exploited or flawed. 

Deferred Concretization
Conventional acquisition under the DoD’s Joint Capability In-
tegration and Development System fixes requirements ahead 
of experimentation and capability exploration and well before 
system composition and compilation. While it allows efficient 
allocation of resources, this forecast-centric planning approach 
can lead to overly detailed or erroneous contracts, neglected 
opportunities for technology insertion, and fielding of obsoles-
cent systems.52 

To allow a wider variety of elements to be incorporated into the 
NGAD ecosystem, the program should delay software concreti-
zation as long as possible—after force packages are composed 
in advance of a mission and preferably not until their compi-
lation. Because vehicle designs must be concretized during 
development, SPOs should establish needs for NGAD aircraft, 
weapons, and UAVs using short statements of intended out-
comes rather than highly-specified requirements. As each ele-
ment matures and integration gauntlets give rise to better un-
derstanding of its relationships to other NGAD elements, these 
statements can be adjusted. 

Employment of Segmented Program Baselines
A conventional acquisition baseline creates a single monolithic 
delivery schedule regardless of the underlying system-of-sys-
tems architecture. With hardware and software in a NGAD ma-
turing or concretizing at differing speeds and toward different 
endpoints, one schedule would not allow effective program 
management. Therefore, NGAD SPOs and PEO NGAD should 
instead employ a segmented baseline that establishes one de-
livery schedule and set of programmatic estimates for physical 
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air vehicles but uses agile work statements to deliver mission 
systems and the supporting software ecosystem. 

Reliance on Modular Contracts
As with requirements and schedules, contract management 
should also differ between NGAD’s platforms, mission systems, 
and software ecosystem. Due to their early cost commitment 
and high transaction costs for changes, hardware programs 
like NGAD manned aircraft or larger UAVs would likely require 
detailed contract specifications and multiple layers of manage-
ment controls. 

Other than air platforms, NGAD SPOs should use multiple 
award contract vehicles such as closed IDIQs to develop and 
evolve mission systems and the NGAD software ecosystem. 
Further, mission system hardware and software should be con-
tracted separately to account for their differing rates of evolu-
tion. Software for mission systems and the NGAD ecosystem 
should be funded for continuous development through the 
DoD’s software acquisition path using software appropriations 
or should be purchased iteratively using IDIQ-type contracts like 
the Navy’s A-RCI submarine combat system software.53 Mis-

sion system hardware could be developed and purchased us-
ing multiple award contract vehicles to account for their longer 
refresh cycles.

An Opportunity to Overhaul DoD Acquisition
The Pentagon has struggled to exploit the adaptability and 
flexibility afforded by software-defined capabilities despite the 
prevalence of mobile communications, APIs, DevOps software 
pipelines, and cloud computing. NGAD presents an opportunity 
to put some of these concepts into action for military opera-
tions by reframing the program as a team operating within a 
software-based ecosystem rather than as a family of hardware 
systems. 

By building out the horizontal infrastructure that hosts C3 struc-
tures, software development pipelines, network management 
systems, and mission planning tools, the DoD could create a 
capability that would afford commanders greater optionality and 
impose complexity on opponents in ways that hardware pro-
grams are unable to do alone. Only by exploiting the versatility 
of software is the US military likely to overcome the home field 
advantages of opponents like the PRC and so deter aggression.
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