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IPAWS and Wireless Emergency Alerts 



Overview 

•  Partnership as the foundation for IPAWS and WEA 

•  Who is using IPAWS/WEA and when 

•  WEA examples and success stories 
 
•  Future improvements to WEA 

•  How to become an IPAWS Alerting Authority 
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Partnership 
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Image courtesy of the California Governor’s Office of Emergency Services. See calalerts.gov




digital	signage,	sirens,	home	phones,	web	
apps	and	sites,	social	media	
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Who Can Use IPAWS? 

		3	Federal	authoriHes	
(Na'onal	Weather	Service,	

	Na'onal	Center	for	Missing	and	
Exploited	Children	–	AMBER	Alerts,	
FEMA	at	request	of	President)	

		3	Territorial	agencies		
(Puerto	Rico,	Virgin	Islands,		

District	of	Columbia)	

		60	State	level	agencies		
								(all	50	States	included)	

  979 Local authorities 

IPAWS	

Radio	Data	
Broadcast	

Emergency	

All	Radio	and	TV:	AM	FM	Digital,	
Analog,	Cable,	and	Satellite	

Public	safety	officials	with	coordinated	authority	to	alert	
the	public	of	emergency	situa8ons	in	their	jurisdic8on	

As of July, 2016:	



When is IPAWS Used? 
When public safety officials need to warn of a threat to public safety: 
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Feb 23-25, 2016 Tornadoes 
 

“I have been doing (storm) surveys for over 25 years…
never heard it all come together as well as this as told by 
the people in the path. With WEA, they got the warning 
and they immediately took action.”  

 -- Meteorologist-in-Charge, NWS State College (PA) 

 

 

 

 

“Dozens and dozens of people yesterday told us how 
they got our tornado warnings via WEA on their cell 
phone (and) took action before their house was damaged 
or destroyed.” 

 -- Meteorologist-in-Charge, NWS New Orleans (LA)  

6	



Activation of WEA Saves Lives 
continued… 
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East Windsor, CT (July 1, 2013) – Up to 34 
lives saved (29 children).  Tornado WEA 
prompted soccer dome manager to 
evacuate everyone.  Seconds later, dome 
thrown high above highway. 

 

Elmira, NY (July 26, 2012) 
10 mile tornado.  2000 structures damaged.  
EM officials surprised to find no fatalities or  
injuries.  Interviews with residents revealed 
they sought shelter in response to WEA.  
 

Warning: 
Extreme language 

Illinois (November 17, 2013) – 24 tornadoes 
 
 “Daniel Bennett was officiating Sunday services 
before 600 to 700 people when…’two dozen 
phones started going off in the service’…many 
townspeople said those messages helped 
minimize deaths and injuries” – Associated Press 
 
“My phone was alerting…that’s why, despite the 
disaster you see, that there was minimal loss of 
life” --Illinois Rep. Aaron Schock on NPR 

 

Robert Cohen / AP/St. Louis Post-Dispatch  Tannen Maury / European Pressphoto Agency  



Effective WEA Use Examples: 
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WEA example: 
 Los Angeles Police Depart Active Shooter Warning 

       
WEA broadcast to cellular phones in a 

1-mile radius 
   
 
 
 
 
 
 
 
 

 

“Neighbors said they heard shots fired, and LAPD 
appeared to have sent an 
emergency alert to cellphones in the area at about 4 
p.m., warning of “suspect shooting from balcony.”  
… The unidentified man surrendered to police 
around 5:45 p.m. and was taken away in handcuffs.” 
- KTLA News 5 Report 
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http://ktla.com/2015/04/24/swat-team-responding-to-standoff-in-van-nuys-after-man-reporting-waiving-gun/ 

targeted alert area 
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Geo-targeting of WEA messages: 
 
Things you need to know!  

FCC rules allowed variation wireless carrier implementation 

WEA sent from towers located 
inside alert area 

WEA sent from towers with 
coverage into the alert area 

App on the phone 
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WEA use in Rural areas: 

Alert	area	polygon	

No	WEA	broadcast	if	
Varia;on	1	implemented!	

•  Cell towers are fewer and farther apart 
•  If alert area does not include a tower location -  No WEA 

broadcast!  



Outreach should be part of your program 
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15	second	spot		

30	second	spot		

Spanish	30	second		

FEMA PSAs calalerts.org 



FCC Announced New WEA Rules on 9/30/16 

Improvements 
•  Increase to 360 chars for 4G-LTE (30 months) 

•  URLs and phone numbers in WEA (1 year) 

•  WEA geo-targeting by polygon (60 days) 
•  FCC proposes carriers "match" polygon (years away) 

•  State/local WEA testing (30 months) 

•  Public Safety Message classification (30 months) 

•  Spanish-language WEA (2 years) 

•  WEA signal may be used in PSAs (30 days) 
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Process to become an IPAWS User 
Select	IPAWS	

compa'ble	soRware	

Apply	for	Memorandum	
of	Agreement	

Apply	for	Public	Aler'ng	
Authority	permission	

Complete	IPAWS	web-
based	training	

Complete	the	applica'on	

        Coordinated with State 
													 if applicable 

hUp://www.fema.gov/how-sign-ipaws		



AlerHng	Tool	

•  More than 50 vendors offer IPAWS compatible tools/systems 
•  Vary widely in capabilities and user interface options 
 
 

 

IPAWS-Compatible Alerting Tools 

IPAWS	
OPEN	

Emergency	

IPAWS	
LAB	

devices	at	the	IPAWS	Lab	only	

Emergency	

Live	

Not	all	tools	support	all	IPAWS	capabili;es!	
(e.g.	polygon	warning,	tes;ng	with	IPAWS	Lab)	–		

Ask	the	IPAWS	Office	(ipaws@fema.dhs.gov)	

Ask	your	vendor!	

Test	Environment	

people’s	cell	phones	&	TVs	



IPAWS Lab 
•  FEMA Test Lab supports alert and warning system 

evaluation, demonstration, exercises and testing 
•  Offline version of IPAWS with alerting outlets 
•  Located at DISA Joint Interoperability Test Command 
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IPAWS Training Online 
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FEMA’s	EMI	-	Independent	Study	Courses:			

		

IS-247a:	IPAWS	Introduc;on	
hUps://training.fema.gov/EMIWeb/IS/is247a.asp		

	

IS-251:		IPAWS	for	Aler;ng	Authori;es	
hUp://training.fema.gov/EMIWeb/IS/
courseOverview.aspx?code=IS-251 		

	



For more information about IPAWS 

•  Email the IPAWS inbox:  IPAWS@fema.dhs.gov 

•  IPAWS Website:  http://www.fema.gov/ipaws/   

•  IPAWS Stakeholder Information and Webinar Mailing Lists: 

•  IPAWS Lab at the Joint Interoperability Test Command 

hUps://www.fema.gov/integrated-public-alert-warning-system-program-management-office-get-involved	

Jody Smith 
Manager, IPAWS Lab, JITC 
3341 Strauss Avenue, Building 900 
Indian Head, MD  20640 
301.743.4267 (direct) 
301.743.4354 (lab) 
Jody.m.smith20.ctr@mail.mil 

Stan Eckert 
Action Officer, JITC 
3341 Strauss Avenue, Building 900 
Indian Head, MD  20640 
301.743.4267 (direct) 
301.743.4354 (lab) 
William.s.eckert.civ@mail.mil 



Questions? 

Mike.Gerber@NOAA.gov 
 

Wade.Witmer@DHS.gov 
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WEA Facts 

Benefits 
•  Is a free opt-out service 

•  You’re not tracked, but service follows you 

•  Not subject to network congestion as with 
traditional text messaging   

•  If you travel into an alert area after the alert was 
sent, you should still receive it  

•  Each WEA displayed once, no duplicates 

•  Distinct vibration cadence and audio tone  

You need to know 

•  WEA is a best effort service 

•  Doesn’t replace other alerting systems 

•  Alert by polygon to avoid over-alerting 

•  Potential for over/under reach 

•  Alerts do not interrupt when device in  voice or 
data session 

•  You must register with FEMA IPAWS in order 
to use WEA 
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IPAWS Alert and Warning Symbol 
Initiative 

•  Working toward the development of a common, national symbol set/
symbol characteristics 

•  Seeking to make public alerts and warnings more effective for: 
•  People with disabilities or Limited English Proficiency (LEP) 
•  The whole community 

•  Although the first 16 symbols are WEA symbols, they are ultimately 
intended for use with: 

•  WEA 
•  EAS 
•  Computer and phone apps (on maps, etc.) 
•  Television broadcasts of emergencies and incidents 



Alert and Warning Symbols  
in National Alliance for Public Safety GIS Foundation (NAPSG) 

Symbol Library Tool  
http://www.napsgfoundation.org/all-resources/symbology-library/ 



Required Documentation 

• Memorandum of Agreement 
•  MOA Application identifies county 

organization name, POCs, alerting 
tools used 

•  MOA establishes the relationship 
between the county and FEMA, 
connection, communications, security 

•  Includes the Rules of Behavior 
defining official use, password rules, 
accountability 

MOA	ApplicaHon	

MOA	

Rules	of	Behavior	



Required Documentation 
Public	AlerHng	ApplicaHon	

Training	CerHficate	

•  Public Alerting Application 
•  Defines what areas you can alert, 

what event codes 

•  Training Certificate 
•  High level training on IPAWS 

alerting concepts 

•  Strongly recommend specific 
training for your alerting tool, 
follow best practices, coordinate 
with state and neighboring 
counties 



Walk	Through	Alerting	Authority	Form	
COG	ID#:		This	will	be	assigned	later,	leave	it	blank	

What	kind	of	alerts	do	you	want	to	send?	(usually	all	are	
checked)	

Are	you	aler'ng	for	the	whole	state?	

What	county	are	you	aler'ng	for?		(If	you	don’t	know,	we	
can	fill	in	the	FIPS	code	for	you)	

What	kind	of	emergencies	will	you	alert	for?		Here	is	a	
good	list	of	defini'ons	(hUp://www.srh.noaa.gov/lub/?
n=nonweathercemdescrip'ons)	

Don’t	sign	this.	Your	state	reviewer	fills	this	part	out	
indica'ng	that	the	state	has	coordinated	with	the	county	
in	accordance	with	state	alert	and	warning	plans	



IPAWS Lab - Test Alert Viewer 
Web page that shows alerts processed 
via the IPAWS Lab environment in real 
time. 
Users: 

•  log in with COG ID to view alerts 

•  can test, exercise, and train on 

alerting software and procedures,  

•  practice using tools, creating alerts 



Note: Map is not drawn to scale and is for illustrative purposes only. 

Geo-targeting of the WEA Broadcast 

Carriers	broadcast	from	cell	towers	within	the	
defined	warning	area		

At	least	one	carrier	also	broadcasts	from	towers	
where	signal	overlaps	the		defined	warning	area		

FCC regulations say carriers only have to geotarget at the county level.  Many carriers, 
including the “big four”, do better by targeting the polygon if provided by the alert originator.   
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For more information 
! Email the IPAWS inbox:  IPAWS@fema.dhs.gov 

! IPAWS Website:  http://www.fema.gov/ipaws/ 

! EMI Independent Study Courses:    

–  IS-247a: IPAWS Introduction 
 https://training.fema.gov/EMIWeb/IS/is247a.asp  

–  IS-248:  IPAWS for the American Public  
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-248 

–  IS-251:  IPAWS for Alerting Authorities    
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-251   

! IPAWS Webinar and Information Mailing List: 
https://www.fema.gov/integrated-public-alert-warning-system-program-management-office-get-involved 


