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Overview

Partnership as the foundation for IPAWS and WEA
Who is using IPAWS/WEA and when

WEA examples and success stories

Future improvements to WEA

How to become an IPAWS Alerting Authority



Weather—Ready Nation

NOAA's Weather-Ready Nation™

Ambassadors

a

1 Atmospheric Administration

Your organization can help make our country safer
and more resilient to weather-related disasters by
becoming a Weather-Ready Nation Ambassador.
‘Weather-Ready Nation (WRN) is
about building community resilience
in the face of increasing vulnerability
to extreme weather. This requires the
participation and commitment of a vast
nationwide network of partners, e.g.,
weather data providers, hospitals,
construction companies, utilities, etc.
That’s why NOAA is looking for WRN Ambassag6rs.

Why Become an Ambassador?

WRN Ambassadors serve a pivotal role in affecting
societal change — helping to build a nation that is ready,
responsive, and resilient to the impacts of extreme
weather. You can help drive these changes in
your community by:
> Promoting Weather-Ready Nation
> Collaborating with NOAA
> Sharing your success stories

> Serving as an example

WRN Ambassadors
are change agents and
leaders of their
communities. You will
inspire others to be
better informed and
prepared — helping to
minimize or even avoid
the impacts of
natural disasters.

What NOAA Does for You

» Explores innovative approaches for collaboration

» Provides unified messages and
content on Weather-Ready Nation

» Assists with StormReady™/
TsunamiReady™ opportunities
for communities

gs You as an Ambassador

badge for your use
Building a Weather-Ready Nation Together

Building a Weather-Ready Nation requl.res more

emment alone. It requires the entire
Enterpnse to provide mformation for better community,
business, and personal decision making, and innovative
par hips across all of society. We must
involve everyone in an effort to move people — and
society — toward heeding warnings, taking action, and
influencing their circles of family, friends, and social
network to act appropriately.

As a Weather-Ready Nation Ambassador, you will
join with other federal, state, and local government
agencies; emergency managers and city planners;
researchers, the media; the insurance industry; non-profit
organizations; the private sector; and many others to
achieve the goal of saving lives and minimizing the
impact of extreme weather on
daily life. &

‘We can all contribute to a
better informed and prepared
public, smarter business and
community planning, and
more resilient infrastructure.

www.noaa.gov/wrn

nership
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Image courtesy of the California Governor’s Office of Emergency Services. See calalerts.gov




Who Can Use IPAWS?

Public safety officials with coordinated authority to alert
the public of emergency situations in their jurisdiction

As of July, 2016:
f B

979 Local authorities

s N
60 State level agencies

(all 50 States included)

J
3 Territorial agencies >
(Puerto Rico, Virgin Islands,
District of Columbia
\_ ) J

3 Federal authorities
(National Weather Service,

National Center for Missing andJ

Exploited Children — AMBER Alerts,
FEMA at request of President)

All Radio and TV: AM FM Digital,
Analog, Cable, and Satellite

H APABLE

All Hazards "
=13
=0
-. Weather Radio
‘NORK s Naticeal Westhar Service |

ﬂ:ligital signage, sirens, home phones, web
apps and sites, social media

Radio Data
Broadcast




When is IPAWS Used?

When public safety officials need to warn of a threat to public safety:

L 4 & EARTHQUAKE £\
EVACUATION




Feb 23-25, 2016 Tornadoes

“l have been doing (storm) surveys for over 25 years...
never heard it all come together as well as this as told by
the people in the path. With WEA, they got the warning

and they immediately took action.”
-- Meteorologist-in-Charge, NWS State College (PA)

“Dozens and dozens of people yesterday told us how
they got our tornado warnings via WEA on their cell
phone (and) took action before their house was damaged |

or destroyed.”
-- Meteorologist-in-Charge, NWS New Orleans (LA)




Activation of WEA Saves Lives

continued...

lllinois (November 17, 2013) — 24 tornadoes

“Daniel Bennett was officiating Sunday services

' before 600 to 700 people when...'two dozen

.2 Phones started going off in the service’...many

townspeople said those messages helped
minimize deaths and injuries” — Associated Press

'] “My phone was alerting...that’s why, despite the
disaster you see, that there was minimal loss of
i life” --lllinois Rep. Aaron Schock on NPR

East Windsor, CT (July 1, 2013) — Up to 34 pysssorammms

lives saved (29 children). Tornado WEA Emergency Alert  Monday

prompted soccer dome manager to Tas shoner i Ghbck 16ca] eSS

evacuate everyone. Seconds later, dome

thrown high above highway. Hectio g .‘_ o
!

Elmira, NY (July 26, 2012)

10 mile tornado. 2000 structures damaged.

A EM officials surprised to find no fatalities or

injuries. Interviews with residents revealed

they sought shelter in response to WEA. 7




Effective WEA Use Examples:

Emergency alert

Please evacuate due to wildfire on
Corkscrew between Happy Hills and
Highway 291

Type: Imminent extreme alert

MANDATORY EVACUATION Zone 9
A, Rockaways, Hamilton Bch, City |

Jay-Z's master plan

: Is. NYC.gov or 311 for details - -
w B e mmem 2-U0
I 9 S Tuesday, March 31
Emergency Alert b p— ™1 ‘
e e | DODGEOOOGE
Multiple explosions at AmeriGas on
Gregory Ln. Those in 1 block radius AamAamEme
should evac immed. Z ClV|BE
1 . s |
Settings Dismiss Emergency Alert
\ J

A Flood Warning for residents near
Little Sandy River till 8:00pm.
Prepare to evacuate.

ebL new ‘v;‘ ode

et N

T

AMRER et
Rockcave, WV
AMBER Aler t
UPDATE




WEA example:
Los Angeles Police Depart Active Shooter Warning

WEA broadcast to cellular phones in a

Emergency Alert 1-mile radius
LAPD-suspect shooting from &

balcony 15900 block Sherman (- i
Way. Police on scene. STAY .
AWAY

g

e Bivd 3 Roscoe Bivd
»
-

targete§ alert 3

Chs

Y NROAIYM 2
PR
B P8 shny uep

Saticoy St

Settings Dismiss

Iy ISN0)
Ay J2)say ¢

paIg voqug

\ SAY IR0 UM

“Neighbors said they heard shots fired, and LAPD
appeared to have sent an

emergency alert to cellphones in the area at about 4
p.m., warning of “suspect shooting from balcony.”
... The unidentified man surrendered to police
around 5:45 p.m. and was taken away in handcuffs.”
- KTLA News 5 Report

BREAKING NEWS KILA| - com

SHOOTER STANDOFF ENDS | 4
VAN NUYS




Geo-targeting of WEA messages:

Things you need to know!

FCC rules allowed variation wireless carrier implementation

WEA sent from towers located
inside alert area

WEA is broadcast from towers in shaded circles only.

Note — phones located between
towers inside and outside the

Alert Area may be connected to a
tower not broadcasting the WEA.

WEA sent from towers with
coverage into the alert area

WEA is broadcast from towers in shaded circles only.

App on the phone

Custom App deployed on carriers' smart phones

* An application that communicates with the carriers alert
database and if phone is in a WEA alert area, WEA
message is delivered via SMS text

» This variation is dependent upon SMS channel availability
potential for alert delivery to be affected by SMS

congestionin local wireless network

» WEA Roaming may not be supported by app based WEA
implementation

10



WEA use in Rural areas:

* Cell towers are fewer and farther apart

o J[falert area does not include a tower location - No WEA
broadcast!

No WEA broadcast if
Variation 1 implemented!

1



Outreach should be part of your program

calalerts.org

=& WI|RELESS
EMERGENCY Stay Connected.

= ALERTS Be Informed.

WIRELESS
EMERGENCY
= ALERTS

A nation-wide system providing lifesaving
information for the state of California

Emergency Alert

f T o W. gin tt
until 6:30 PM. Take Shelter.
Check Local Media. -NWS

30 second spot




FCC Announced New WEA Rules on 9/30/16

Improvements
Increase to 360 chars for 4G-LTE (30 months)

* URLs and phone numbers in WEA (1 year)

+  WEA geo-targeting by polygon (60 days)
+ FCC proposes carriers "match" polygon (years away)

» State/local WEA testing (30 months)

» Public Safety Message classification (30 months)

« Spanish-language WEA (2 years)

« WEA signal may be used in PSAs (30 days)

Federal C. ications C issi FCC 16-127
Before the
Federal C ications Ci

Washington, D.C. 20554

In the Matter of

Wireless Emergency Alerts PS Docket No. 15-91

Amendments to Part 11 of the Commission’s Rules PS Docket No. 15-94

Regarding the Emergency Alert System

REPORT AND ORDER AND FURTHER NOTICE OF PROPOSED RULEMAKING
Adopted: September, 29, 2016 Released: September 29, 2016

Comment Date: (30 days from the date of publication in the Federal Register)
Reply Comment Date: (60 days from the date of publication in the Federal Register)

By the Commission: Chairman Wheeler and Commissioners Clyburn, Rosenworcel and Pai issuing
separate statements; Commissioner O’Rielly approving in part, dissenting in part and issuing a statement.

TABLE OF CONTENTS
Heading Paragraph #
I. INTRODUCTION s 1
1. BACKGROUND.

I1I. REPORT AND O
A. Alert Message Content......

1. Increasing Maximum Alert Message Lcnglh from 90 to 360 (haractcrs
2. Establishment of a New Alert Message Classification (Public Safety Messages
3. Supporting Embedded References and Multimedia......
4. Supporting Spanish-language Alert Message: .
B. Alert Message Delivery
1. Logging Alert Mes: t the Pdmupdllne CMS Provider Alert Gateway .
2. Narrowing (xu)-t.uzt.lmu Requirements .......
3. Presenting Alert Mes s Concurrent with Other Du ice Aumt\
C. Testing and Outreach ... ...
1. Supporting State/Local WEA Testing and Proficiency Training Exerci:
2. Testing the NCE Public Television C-interface Back-up.

be

Facilitating WEA PSAS ...
D. Compliance Timeframes...
E. Benefit-Cost Analysis ..o
IV. FURTHER NOTICE OF PR()P()SFD RU[ EMAKING
A. Ensuring the Provision of Effective WEA Alert Me:
1. Defining the Modes of Participation in WEA
2. Infrastructure Functionality .
3. Alert Message Preservation.
4
5.

Earthquake Alert Prioritization...
Disaster Relief Messaging
B. Incorporating Future Technical Advancements to Improve \\ P AL




Process to become an IPAWS User

Select IPAWS
compatible software

Apply for Memorandum
of Agreement

Apply for Public Alerting

: . . oordinated with State
Authority permission * i applicable

Complete IPAWS web-
based training

Complete the application

http://www.fema.gov/how-sign-ipaws




IPAWS-Compatible Alerting Tools

* More than 50 vendors offer IPAWS compatible tools/systems
« Vary widely in capabilities and user interface options

Not all tools support all IPAWS capabilities!
(e.g. polygon warning, testing with IPAWS Lab) -

Ask your vendor!

Ask the IPAWS Office (ipaws@fema.dhs.gov)

Alerting Tool

—r———————e—e——e—— e — —

==

—_——— e —_



IPAWS Lab

 FEMA Test Lab supports alert and warning system
evaluation, demonstration, exercises and testing
« Offline version of IPAWS with alerting outlets

» Located at DISA Joint Interoperability Test Command




IPAWS Training Online

FEMA’s EMI - Independent Study Courses:

File Edit View History Bookmarks Tools Help o=

ALERT INFORMATION % | A Everbridge - Notifications % | & FEMA - Emergency Manag... X | Course Menu x|+

€ ) © @ | hitpsy//training fema.gov/is/co

wB 93 a0 =

o
Federal Emergency Management Agency | Emergency Management nsttute Home Blog s Yrdeos —— Qs i IS- Z 4 7 a °
L]

Emergency
Management

Institute

https://training.fema.gov/EMIWeb/IS/is247a.asp

1S-247.A: Integrated Public Alert and Warning System (IPAWS)

Course Date TAKE THIS COURSE

10/31/2013 Interactive Web Based Course
Course Overview ~
TAKE FINAL EXAM F L4 [ 4 [ d
This course provides basic information on the Integrated Public Alert - 5 ° P or ernn u t or’ nes
W te IPAWS). Thi I of th t
and Warning System (IPAWS). The goal of this course is to provide Please note that the IS Program *

authorized public safety officials with: increased awareness of the

benefits of using IPAWS for effective public warnings; skills to draft Zggdrﬁi‘:‘e':; szyEuAIASSSE t‘? ;J:u ..

more appropriate, effective, and accessible warning messages; and h tt . //t f m / E M I W b/ I S/
best practices in the effective use of Common Alerting Protocol (CAP) do not have a SID, register for one D . ra I n I n E . e a . gov e

to reach all members of their communities here.

This course consists of the following lessons: Iake Linal Exam Cnline

courseOverview.aspx?code=IS-251

NOTICES
 Lesson 2: Appropriate, Effective, and Accessible Alert and
Warning Messages

» Lesson 3: Common Alerting Protocol Message Composition Sl L e AR L e
protect test integrity

Course Objectives:
Upon completion of this course, participants will be able to:

« Define Integrated Public Alert and Warning System (IPAWS).
« Identify the benefits of using IPAWS for generating warnings
« Describe IPAWS operation.

« Identify the basis for determining who is authorized to send IPAWS
alert and warning messages.

« Apply criteria for sending appropriate alert messages
« Identify the components of effective alert and warning messages

17



For more information about IPAWS

« Email the IPAWS inbox: |IPAWS@fema.dhs.gov

« IPAWS Website: htip://www.fema.gov/ipaws/

« IPAWS Stakeholder Information and Webinar Mailing Lists:

https://www.fema.gov/integrated-public-alert-warning-system-program-management-office-get-involved

« |IPAWS Lab at the Joint Interoperability Test Command

Jody Smith

Manager, IPAWS Lab, JITC

3341 Strauss Avenue, Building 900
Indian Head, MD 20640
301.743.4267 (direct)
301.743.4354 (lab)
Jody.m.smith20.ctr@mail.mil

Stan Eckert

Action Officer, JITC

3341 Strauss Avenue, Building 900
Indian Head, MD 20640
301.743.4267 (direct)
301.743.4354 (lab)
William.s.eckert.civ@mail.mil




Questions?

Mike.Gerber@NOAA.gov

Wade. . Witmer@DHS.gov



WEA Facts

You need to know

Benefits
Is a free opt-out service « WEA s a best effort service
You’re not tracked, but service follows you + Doesn’t replace other alerting systems
Not subject to network congestion as with « Alert by polygon to avoid over-alerting

traditional text messaging

If you travel into an alert area after the alert was » Potential for over/under reach

sent, you should still receive it

» Alerts do not interrupt when device in voice or

Each WEA displayed once, no duplicates data session

Distinct vibration cadence and audio tone ’ éogsrgﬁtéﬁglster with FEMA IPAWS in order



IPAWS Alert and Warning Symbol
Initiative

Working toward the development of a common, national symbol set/
symbol characteristics

Seeking to make public alerts and warnings more effective for:
» People with disabilities or Limited English Proficiency (LEP)
* The whole community

Although the first 16 symbols are WEA symbols, they are ultimately
intended for use with:

- WEA

« EAS

« Computer and phone apps (on maps, etc.)

» Television broadcasts of emergencies and incidents



Alert and Warning Symbols

in National Alliance for Public Safety GIS Foundation (NAPSG)
Symbol Library Tool
http://www.napsgfoundation.org/all-resources/symbology-library/

PP D>DB P

Avalanche Warning
(AVW)

Blizzard Warning
(BZW)

Child Abduction Emergency
(CAE)

Civil Emergency Message
(CEM)

Dust Storm Warning
(DSW)

Earthquake Warning
(EQW)

Fire Warning
(FRW)

Flash Flood Warning
(FFW)

>R P

Flood Warning
(FLW)

Hurricane Warning
(HUW)

Law Enforcement Warning
(LEW)

Nuclear Power Plant Warning
(NUW)

Presidential Emergency Alert
(EAN)

Radiological Hazard
(RHW)

Shelter in Place Warning
(SPW)

Tornado Warning
(TOR)



Required Documentation

MOA Application

FEVA and Cobuborato Operaing Groop (000
Vo P AMEOPEN by Indernpesabie Sslmare 5 pwbers s)

MOA

Memor: ~ cment
between the

’ aring "y
e and the

N A

Rules of Behavior

 Memorandum of Agreement

 MOA Application identifies county
organization name, POCs, alerting
tools used

» MOA establishes the relationship
between the county and FEMA,
connection, communications, security

* Includes the Rules of Behavior
defining official use, password rules,
accountability



Required Documentation

Public Alerting Application

Orerematies Syum
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Training Certificate

Emergency iunugement institute

AR
415500y,
o 2
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DN Y/
G S
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FEMA

MARK A LUCERO
hs reaffirmed a dedicatson 1o serve 1n tmes of crisis ‘.l"u.lgl' conliruied
nal development and completion of the mdependent study course

I'his Ceertafi

IS-00247.a
Integrated Public Alert and Warning System
(IPAWS)

AT

« Public Alerting Application

» Defines what areas you can alert,
what event codes

 Training Certificate

* High level training on IPAWS
alerting concepts

« Strongly recommend specific
training for your alerting tool,
follow best practices, coordinate
with state and neighboring
counties



Walk Through Alerting Authority Form

Applicarion tor IPAWS Public Alarting Authority

COG Name: COG 108 = COG ID#: This will be assigned later, leave it blank |

Dissamination Systems Requestad:

y Alart Systam (FAS) /_{ N

mergency Alers (WEA) What kind of alerts do you want to send? (usually all are

[— National Weather Service Al Hazards Emengency Message Colection System (HazCollect)

Is this a statewide system? checked)

OYes ONa Ve N
1 1o, plagsa list the namefs) and FIPS Cadals) for your geographic arsa of responsibilty: Are you alerting for the whole state?

&u.\ﬂr ' pages &3 neoded EIPS Code T )

\\/ ~

What county are you alerting for? (If you don’t know, we
can fill in the FIPS code for you)

-

Evemt Coles: Kt o et //What kind of emergencies will you alert for? Hereis a
o oo Sammverne Nesags D7 good list of definitions (http://www.srh.noaa.gov/lub/?
e n=nonweathercemdescriptions)

pency (TOX
] W (SPN >
ﬂ ko Waanag (VOW [ R y Tesd (RMT) /

[[JRecuired Wesily Test (RWT,

[TJavaiarche Waming (AW [_1 2w Erforzamant Waming (LEW)
o Emenpensy (LAE
ower Flarm Warming (NUW

zigned has rev \cwﬂar JLn cabion and the L\.‘\ ¢ ak 'fn: authordios rogy .-‘o:l by the

optnt e o m St plr, AVBER At System i, o /Don't sign this. Your state reviewer fills this part out
Agency: _ indicating that the state has coordinated with the county

For the State of

Signature; Data: in accordance with state alert and warning plans

Name: Tithe: /

Email: Telephone:




IPAWS Lab - Test Alert Viewer

PAWS MESSAGE VEWER % | ALERTINFORMATION % | ALERTINFORMATION x \F [E=SNCE
a Tpaws-open.net/ Al ERT SERVICES Alertinfo_Orig phy =12004: = 45 MD- 3048030 b924 46 8103 oo ¢ |Q *TEeE 93 aO =
. 7e
Alert Information View
.\v(cssagc Idenufier: AS-MD-3d04f03b-b924-46de-8103-eb6d1173217a Sender: fema.ipaws.lab@gmail.com Sent Date: 2015-11-17T16:33:20-07:00

Headline: No Headline

Web page that shows alerts processed
via the IPAWS Lab environment in real
time.

Users:
* log in with COG ID to view alerts
» can test, exercise, and train on
alerting software and procedures,

 practice using tools, creating alerts
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Geo-targeting of the WEA Broadcast

FCC regulations say carriers only have to geotarget at the county level. Many carriers,
including the “big four”, do better by targeting the polygon if provided by the alert originator.

Carriers broadcast from cell towers within the At least one carrier also broadcasts from towers
defined warning area where signal overlaps the defined warning area

Note: Map is not drawn to scale and is for illustrative purposes only.



For more information
» Email the IPAWS inbox: IPAWS@fema.dhs.gov

» IPAWS Website: htip://www.fema.gov/ipaws/

» EMI Independent Study Courses:

—1S-247a: IPAWS Introduction
https://training.fema.gov/EMIWeb/1S/is247a.asp

—1S-248: IPAWS for the American Public
http://training.fema.qgov/EMIWeb/IS/courseOverview.aspx?code=1S-248

—1S-251: IPAWS for Alerting Authorities
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=1S-251

» IPAWS Webinar and Information Mailing List:

https://www.fema.gov/integrated-public-alert-warning-system-program-management-office-get-involved
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