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Guidebook’s Commitment to the General Data 
Protection Regulation (GDPR) 

What is the GDPR? 
The General Data Protection Regulation ("GDPR") is a new European privacy 
regulation which will replace the current EU Data Protection Directive ("Directive 
95/46/EC"). The GDPR aims to harmonize data privacy laws across the EU and 
strengthen the security and protection of the personal data of all EU residents.  GDPR 
goes into effect on May 25th, 2018. 

Guidebook's Adherence To GDPR 
Guidebook is committed to address EU data protection requirements applicable to us 

as a data processor. These efforts have been critical in our ongoing preparations for 

the GDPR: 

Model Clauses: Model Clauses are appended to the Guidebook DPA to help provide 
adequate protection for data transfer outside of the EEA or Switzerland. 

Data Breach Notifications: Guidebook has clear processes in place to report data 

breaches within the time frames set out within the GDPR. Guidebook will notify 

affected customers if we become aware of a data breach of our services. 

Data Privacy: Guidebook takes data privacy very seriously.  Strict data protection 
policies are in place, and data security is a first class focus for the company. While 
Guidebook’s existing Terms of Use and Privacy Policy documents detail how data is 
processed, the company is currently making product changes to obtain more explicit 
user consent.  These changes will be fully implemented by the May 25th, 2018 GDPR 
deadline.  

Security: Guidebook takes a proactive and holistic approach to security while staying 

abreast of the latest threats. We continually improve upon our security posture as we 

grow. 

• Guidebook encrypts all sensitive data in transit and at rest using industry-

standard algorithms.
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• Guidebook adheres to industry-leading policies and standards to secure our 

network, servers, applications, and data.

• Guidebook performs third-party security vulnerability assessments and 
penetration tests to validate our products.

• Guidebook participates in bug bounties to encourage the responsible disclosure 

of any vulnerabilities to us.

• Guidebook monitors network, server, and application activity to detect malicious 

activity. 

Consent & Right to be forgotten: Guidebook always asks for user consent and 

acknowledgement of privacy notices before allowing use by new users. All 

marketing-based email communication is optional and users can opt-out at any time. 

Users can also contact privacy@guidebook.com to have their data removed. 

Data Processor: From a privacy perspective the Customer is the controller of their 

data within the Guidebook Platform.  Guidebook does not collect or use the 

Customer’s data except as required by the operation of our service.  In this regard, 

Guidebook is a data processor as defined by GDPR. 

Subprocessors: Guidebook ensures ongoing subprocessor compliance by 
subprocessor contract vetting and assessment of security risks using data protection 

agreements. A list of approved subprocessors is available for customers. 

International data transfers: Guidebook complies with the EU-U.S. Privacy Shield 

Framework as set forth by the U.S. Department of Commerce and commits to subject 

to the Privacy Shield Principles regarding the collection, use and retention of personal 
data that Guidebook receives from the European Union (EU) member countries in 

reliance on the Privacy Shield. More information regarding the Privacy Shield program, 

including Guidebook's certification, is located at https://www.privacyshield.gov/. 

Guidebook also continues to adhere to the Swiss-U.S. Privacy Shield Framework and 

its principles as set forth by the U.S. Department of Commerce regarding the 
collection, use and retention of personal data received from Switzerland.
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