
THREE TIPS ON HOW TO DETER SCAMS 

Scammers are expected to steal over $2 billion in 2020.  We can thwart their 
efforts with three golden rules.  Please see tips below.  Pass these tips along to 
anyone who you may think will benefit from this information. 

1.  Slow Down – scammers often create a sense of urgency so that they can 
bypass your better instincts.  Take your time and ask questions to avoid 
being rushed into a bad situation.  Do not feel pressure to respond quickly 
to anything the scammer are trying to tell you.  Do not offer any 
information and do not give any additional information.  For instance, if 
they ask you if your social security numbers ends in a certain number, do 
not confirm anything with them.  Hang up the telephone and immediately 
block the call.  If you are not able to block the telephone number, get 
assistance from your home or cell telephone provider. 
Scammer tend to use the following dialog as a way to make you feel 
urgency:  They may say things like “You need to act fast” or “this is a 
matter of life and death” 

2.  Spot Check – Do your research to double check the details you are 
getting.  If you get an unexpected phone call, hang up immediately and 
then contact the bank or agency that the caller is saying they are with. 
Some scammers have used police information such as telephone numbers 
and will provide fake badge numbers and names to make the call seem 
legitimate.  Scammer have also used legitimate organizations such as the  
IRS, Dominion Power, Universities, and other official businesses in order to 
make it seem like they are calling on official business.  Hang up immediately 
and do not answer any more calls from that telephone number. 

3. Stop! Stop! Stop!  Do not send any money, and do not give out any 
financial or private information about yourself, such as social security 
numbers, addresses, or any other information official information. 
No reputable person or agency will ever demand payment on the spot. No 
reputable organization or official agency will call you or make threat to 
send you to jail for late payments or any other financial transactions.  
Often, scammers tell you to go buy gift cards.  Gift cards are meant only to 
be given as a gift not as payment under threat.   



If you think that the payment feels fishy, it probably is.  Under no 
circumstance should you go buy any gifts cards.   
 
Scammers usually say things like, “Please send us a gift card, or gift cards, of 
$100 or $200 dollars face values.  I need 20 of each card”.   
 
The bottom line is that if anyone calls you emails you, sends you fake mail 
check it and call the organization or the agency who is contacting you. 
If you find yourself out of money due to an unexpected fraud, call your local 
police jurisdiction and file a report. 
 
Online crimes such as bitcoin calls, online inquiries about you, and email 
frauds can all be reported to www.ic3.gov. You can use this website to file 
online crimes reports as long as you are not out of any money.  Remember 
to document, document, and document some more.  Keep all receipts, text 
messages, emails, bank transactions, and all other documentation to add to 
your police report. 
 
   
  
 
 

http://www.ic3.gov/

